.; e3eLLt 6TxMD4 FEB 2005 V10 (12/372J2 PCT/1B01/01988 a -1 METHOD AND S¥SFEBVI0(5
FOR PROCESSP B BAREQUEST Or A CUSTOVER TECHNI CAL FI ELD Thecpnssenbss
ifwwention relates to a nmethod and system for processing a request of a
custoner. 5 More particularly, the invention relates to cryptographic

security of nobile agents. BA ND OF THE I NVENTION I n the increasingly
net wor ked world, nobi l %@%’ﬁog@gﬁj‘?gﬁrgww PROEEGHMNGat becones nore
and nore inportant. It provi §eep@uidsaxbl! £ WRYrGRSk uct ure cooperative
conputation in distributed systens. At present, e Internet is f

nt er ul | of
nobi | e code fragnents, such as Java 10 applets, which repr eseﬁmmwﬂmmlmum’m
sinple formof nobile code. Mbile agents are nobile code tha

aut onomoUBCYUNIC AdepEfDof a user for continuous collecting, filterisoiggr and
processing of information. They conbine the benefits of the agent paradigm
such as reacting to a changi ng environnent and aut ononous operation, wth
the feat lhepreséntrievation celdes exeaudth@hand $8enDRL HRd@sdifly & QMRS NQLWRKS
and are &fgabl e of 15 novi ng fromserver to server as necessary to full

thei P godl°s PAHEUAHEADC dpEniiantelasisoichteatarie Brauatceimpdiicrgentivher e

bandwi dth is Iimted or users are disconnected, data retrieval fromlarge
repositories, and configuration managenent of software and networks. The

Vi si on i i I nternet may soon becone reality as the
par adi g%ﬁ%%@%a@%ﬁ%ﬂ%ﬁb&al e applications. 20 Mobile code is to
be understood as a programthat is produced by one entity, called the

ori gi nat Brthe & i { r fe to a. i.ty, the hgs

R e A e e LTt e R

i nt er venmpsrandsmote iagpauiant. §r priomglean fleniil@lagtid efudiirecRBpiragyvAcERldfion in
routine, .is regui,rted ogﬂbehalf of the host: nobile code cones ready to run.
Nor eover SSTHBBIEA YGRSt 6 RFSCtafiointertt & JRll o uBebilcasnds erementsosushny davps
di sqonn Qs T teon tdpeesert @i i i e freely to other hosts during
their | iezﬁ)tgti me. Sucéfgh agent s}n%gl\g{eplﬁfbglgregg%ﬁé@glo g’d itinerant agents. Mbile
code is exposed to various security threats: a malicious host nmay exam ne

t he codéYlobily agent} @sr moblie ceée rtet acwaiutdRehdiglyash 8RN of a uséd FEBRQRGMO
02/ 37242 PCT/1B01/01988 2 and exploit this know edge in its interaction
with t he®Rgee fegaEn UhPRATSINE Ydoismatien- W%’d@fﬂh@@g%@ hengfatstafythe @gent
mani pul ateadihig8. 58U re@fii 0 i : t _two. securi

pr obl err? that arise irn ttﬁ% g)rgg‘%%“r%%ml%ng%gte%c??L?‘Erf)(l?lg&%c%e\rﬁég%lot“héw oé%é

f rom nal feathsasofcusewtanddy 2jecptiot;ethey ngetateincoatapdieonewatisCirause haghisle okhe
firsg 5 rB(r“(,)lbl m haéswgecei ved consi der abl g ttention because of the inm nent
threat of CCORPUTEroVET 1sEEARY "F5554h (h L Ehetr goafsr bRporsast applisatons mcluder un
mobi | e cagdle dbn@ptﬁﬂlg?%bt@daaﬁé@ﬂﬁ?l% Mftéd b G&-r%,%'dﬂs%gn&fﬁ?e%sﬁa&? {0k @id to
apply code signing for exploiting a trust relation wth the code producer.
Pr ot ect i lAige reprsiteries dadvees figeratiod niampgasé| & softwacmmendrobtivogksc @He vision of
researc S.UnLi 10 Sander and C. F. Tschudin realized that tools from
t heor et ﬂﬁ% llecdr]"}?ﬁ{s({é%w%% E’ﬁ?‘&’efb@aﬁég%ﬁ)eﬁo@eerﬁ L8 tirobArp g ge engorpaapied
encrypt afl 1&rg¢-R 00 a@Nicliiédsust ed host, as described in their article
"Protecting nobile agents agai nst malicious hosts, Mbile Agents and
Security" (G Vigna, ed.), Lecture Notes in Conmputer Science, vol. 419,
Spr #hgerMobigggodeMbsto pr ohdastbsd faora pgeah lued is gRodiReE OFPsHeAEH R &LRHI(LE
several rounds of i.nteraction, however, and are not 15 applicable to

achi eve CEERERLy 4pd,is ﬁﬂﬁ?eﬂ%e%&pirf”&éﬁrf‘f@n@ arfdlitht g diosly ifmarediatay rbedure putis .
Sander dj C t only ti represent abl e. as.

pol ynom'%glgcsu]-egg%?bgﬁcgﬁgu%l ggﬁg&écﬂ@tgm%nln&ﬁ‘f%ﬁ W%E‘r?]eél}'? stbdedt HOWBIE &
Sander etstalatiogxtremadsng hisstupaoatide, furqtir@nsn ceRPUL Atk 810BY nedbile Wolis cQfies

| ogarithm c depth, as disclosed by T. Sander, A Young, and M Yung in

" Non- i nt'&dyclo {8 Ypposeto mpeltiienggentsr argceapableppheontet, hiERRBywspopdranaon 20

Foupgat 1,008, Q. FOTRH LR or‘?‘gﬁ'nz(iatrc}lc gnd( En:g:ral)e’fre]é%fglgo' other hosts during their lifetime. Such

agents have also been called itinerant agents. Mobile code is exposed to various security

threats: a malicious host may examine the code, try to learn the secrets carried by an agent,

R
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A further formof code is active nobile code that performs sone i medi AFeg )
action onwide/negt . Thereby often information about the engeypkR@ivss
conputation is | eaked to the host vvheery only the originator shall receive
any output. A basic problemw th activé nobile code is that a malicious
host cal observe the output of the 25 conputation and sinply run the code
agai n wirbhexpleit fiiie keawledapi its mtreac@ﬁnwé%gtagm telgdip ns anfadradyentege ATbbit e

code ag%pﬁttﬂ{%}}ﬁ?ﬁg‘%‘r}%?tabe Sk (USRS L rust S%u&?r dware. This has been proposed

and entaifs e code excf’u5| I'nsi de tanper proof hardware,
encrypting it as soon as it |eaves the trusted envi ronment . - 4 FEB 2005

- 3 USTRakent alNRastowlR2Geddd) dﬁt%blr R0 iR IRYSEEBY ﬁ'{&GHéT%B&OgI)Ué {Qtfgtg

trusted third party to provi escription of an informatio

pot ent i 8ie tmyefrcsn vmmltmuts chdechmis (2) gproteetientlier eodeofib@ninalidbud h@ts m‘tﬁf fiRdti on
progucts ‘f"h %a g orrprq?m se the interests of the seller. The buyer
trusts PHPISRITAY BSHYSH congdarabla pigpiiqn Ae@uste OF Mo imptnet tt“ﬁét Pﬁtcem@quon
that i $vfr9§ess<ﬁhefro¥§ﬁ\' 1'1&sésh@u§x%hé luddnd ks t(§ e hidbhid CQ@J l:lé) Ean\é
excessive amount 0 he 1 nformation product’s content e s S

i ncl ude vathsfeld-grinofl acedse comttolomdpo applgicsde aighingefor e)fpleluczgt apmdtatettﬁon \amﬂ a
trusted third anﬁ]é{: sumrarlzer each operating as a node in a

communi &%t5°9R8 such as the Internet. A disadvantage of this system
and nethod is that the third party has to be a trusted one and that this

hird hi h | d
£ DRI Bgbl B en g LRSI R SRR, T e e

danger ous i party ge reover, sev
necl®s s alynded ajd o:cEs%?sctmemneqm@atthmodmﬁobutyxeéreu&tu rz&ﬁ@%dldﬂﬁ dserd ¢bi 1 st
aspect of the |nvent|on there is provided a netho processi ng an

or i gi naf¥icuicergidt codRin ¥ encrynted &ay o @) upusicd hpst a%msptlped( ip-their hetiatet hod
Com" | peRiectthe TEASI AN LMD B SHEROTE MO RN 2366t Ay BAMT (EHIERE |

(OR) that T1s p‘ér & mobif e code and conprises nc |on i

form and)adetitng anfeertrract:t)mput@r SeiencE il Ng4 BB Shrigegi IBBOMdse pigstolt e eby
a first-rms}fled request (FMR); b) sending at |east part of said
first-nmdyf eédsefétﬁJ{é%lPPWﬁtWt) reqingt severak rounds opip NERTUSR. SAWEYS @rd atrmtot

derjisves g1 QPR UYL alhRR: %E&t&yf&qﬁwlt@ a%?ﬁ@uot@%ﬁflﬁt%m@% t&ﬁ#&d}guttt teast

in part, the conputation entity ( a secure Conputation Service for a
decr ypt Elmii'lTquElldHt torludeddhat) oxﬂa\fumngloneocqnmdtabte tsepxﬂtnqmﬂats afh twacdnputed

corrputatlon ent| resul t R id first entity (H) deriving therefrom
a first SEHSLY ot uP’Fm(‘quﬁ;ggﬁﬁléelt‘oW\%r Hf ﬁ@“ qr ¢l al} g3epds fhupdpall Fepy a

crypt OgE&Hﬁmﬁblert@fa}du@@ dfsto e@ L G LAGESS ST( defw)}(@%taggrl\ld\./e .

conput ati on-entity result : custo r I's ‘ab
cust omeh’urlesml tNGrciRjteiactavn Qayp:lo@tmplamgt fpalNE'of Pewi lefh (BEE eSytrhposiune et t

ccoydin a _second as f the invention, there is provided a
?8‘1’“ 18‘&%@?‘?1‘8"‘&6’? ‘f‘%‘tcer@@%?&?g equest (FMR) fromat |east one f
rst entlty (I~ conprising at |east part of an originator request (OR) from

a_cust ORBRurh) rlith Br EOMPHL 24O IRl dohe (i perfEmOIshME N Rliadd EAHESE, (H
being part of a nobile cod conpri sing B Uncton i n encrypte torm
t he et hox dhemeby sifteg: iffématioh| 3QL24H edagpedgcomputdidnEB ROR& to tB& host

whereby only the originator shall receive any output.

A basic problem with active mobile code is that a malicious host can observe the output of the
25  computation and simply run the code again with a different input. The only existing defense
for active mobile code against a malicious host uses trusted hardware. This has been proposed
and entails running mobile code exclusively inside tamperproof hardware, encrypting it as

soon as it leaves the trusted environment.



a) receiving said first-nodified request (FVMR) fromthe or each first-4 FEB 2005
entity (l~; b) deriving a conputation-entity result (CER) from at | east
part of said first-nodified request (FI\/R) by a decryption operation; and c)
sending at | east part of said conputati on entity result (CER) to the or
each first entity (I~ that derives therefroma first-entity result (FER)
and forwardgg pateht Neash2d, WM@R&IateWE%ZQ&eI@ BYRURET 8fhs 6f ORGERE kAR haity
applied to the requests (OR, FMR) and the conputation-entity result (CER),
and said cude @r@eﬂde(fo;iescgpw@fftrbm&é'mau@n ﬁIQSJl%"t Oristentiak hyyerg mphoyt dsplesiigl at
| east part of. §3{f¢ %ﬁt@lﬁg of el ihdarh QIZ& f)roﬁﬁﬁg)wl%lpﬁ‘ﬁﬁ S RehpOmfte kY fifkrARPEEL
of the invention, ere i's provi or p ocessi ng an ori gl nator
request (ORxhe Ebl&mefrhe)d)ug/empmstsnhg thad }faotr)niongwsaard aocurgfe nddscnptroaqog she
(OR) that is part.o e an e nct in.encrypted
form by seneiPrb s b T shlse SRTT WG aess bRy e GindpartESbt Bamech ff SXove o
(~, whereby ah{wnprofaa@hnfomsﬁme@tddum(roa@ds iTie byst@n n@hi prlude £eBLear 8f ng
said originator request CR t her eby mng a first-nodified request
(FMR), and deieagatan pra ,aézwelcﬁf sg%h raroﬂwcﬁ%tan%atvﬁﬁeé&wdew@swnvwr {acht

| east a compy BEﬁ%hQQS £R8dd % alchmnbIRdatidfe h&@%rkt benelsiRMRerfQMPUERAd VARgE bE T Y
result (CER) e-conmputation entity (T~ being a secure conputation Service
for a decryphis spstapemdtmeshed @ttllhtdasﬁhlphp@ﬂ)oha%@lbﬁ conpied ant end drt ithiy triedul t
(CER) being. s he or e i I a
first-enti tfdﬁé§u{5 ‘“ft(’ )" aﬁ e*FBSr \%‘éor“ég”?rif‘t“ ‘}g( |Te}3%%&?5 bS t‘ge?gus L ied"
crypt ogr aphqﬁnppgersairacmad bMdS’t@O‘&p,péd\@ldl hesdalaes ﬁteqweﬁsﬁy(tﬁlﬁrodésd_ﬂ[ﬁ)re@mdt bhe
conputation-entity result (CER); and c) having received said at |east part
of said firdhebne ty result (FER) deriving therefroma custoner result
(CR). According to a fourth aspect of the invention, there is provided a
conput er program el enent conprising program code neans for perform ng one
of the abov&WEVMM4ARYd net hods when said program is run on a conputer.
According (0 a Ti fddloBSRCR! a Hrst Bl MYPd ARenddiChfiert S REONIELY AehBRYE 1
program product stor a conputer usa am conpri sing conputer
readabl e pr pgo@ssingamsrifiontoc augengoR) oﬁmoustemelt @)per & dirsncone (@f), thhenecthod
above-mentioned nethods. Accordingly to a sixth aspect of the invention,
there is prd9MHEF & system for processing an originator request (OR),

conpri SI ng: a custpner (£rivagnnest &dd tastamel gastaidneigiiatdtreqidsi (@RI lrat i@nd

[ R ,1 _1f3Q 2431. dac:; cd(% - 4 FEB 2005, - 3b a conmput atl o ent %éﬁl}%
connect ed t daHO! paadylesafieand qoaiprisas # fypcipnin qngeyPLSHAS TR addgid gﬁtlpw ¢

being a Sec%b%oﬁ&m%@&lh%ﬂ §1%on'x@q%e&%er@b;%ﬁfsﬁ(—%dd@ﬁbd%&ﬁ@% {rWaR);Wherein said
custonmer (O ‘sends said originator request ‘g OR) t is pafrt of a nobile
code and conprise®)a fusawdingnat laastmertygitsetd ficsk mositﬁqdh‘@q@ﬂst &R 1o psleagind ity

(1 o, Lhat adds, LOfRBARLAD ChruBPReRtal R oRRLBhiBBA Bk, (BRI Shet BB and

thereby form ed request east part of
said first- nedirfsiiedt haesz]uesptirt( ﬁwR)antputeabnIeeas't(@axnhgcsosqaut@ctdrmuwm feyvi¢d) ,
sai d corrputg.tl on ent % aé]ges a conputation-entity result (CER) from
said at |east! ?)%\?Ct‘w%’fo“so& U hodi fi ed request (FMR) and sends at | east

part of said conpujati onagng kdcyive@sulehst(faFR shd dohgutitiorankityf iekslt (ERR) by
(I~, the or each first entity (I~ derives a first-entity result (FER) from

said at | eastiddys! %‘F‘tbs(zfﬁdlbéb%db%?ﬁ%‘ﬁéirﬁfﬁ‘r?mr‘)ééetﬁ}ﬂt‘ (I(fé%mlldafﬁa‘%félﬂ&a%éeq% at
| east in par a q

FVR and ¢ e BanERURHORCARE ARCORHRP SpBRRL e FOENE (ORURROTHE
to derive a COU$)1101MBH enmsubsult((CE)R)famrrsaisiamdtoater (@nistabjpaptdedfe sausdomer result

or ocesst ng SGEITEI s e or Baueut bR omer i 6. the- T equest

being initiated bydbiigust PR&ond Ep& OF i@l Matlon! Bgesd pilosideent meihblifor a
nobi |l e code or agent to at | east one first enti The net hod for
processing thieccsringi wiagtonodiBefLisgticst 6gR) Sog %lHéasgPE‘bg‘%Fmét)‘ (%ﬁﬂﬁnﬁﬂs‘f@ 8
the custonere,d n& of LOBRE; hﬁopﬁﬁtlmb]ﬁ fdavA 9@910&1 e(t@rH)gd DahQliatl SOMESE (10
the or each entlty; b) connecting the or each first ‘entity to a conputation
entity; c) dbidioniginbiprtrixgicelr (@alcheifig patt ot inopile ende eveicpmpufing Hellwelig iat or
request, mformaL an conee @ Rg t he .originator request thereby formng a
first-nodifie4P e& ey %‘)ﬂe 8 PWS”%\PgI east part of the first-nodified
request to at |east the conmputation entity; e) having received at | east
part of the firstnodified request by the conputation entity deriving a
conputation-entity result fromthe at |east part of the first-nodified
request; f) sending at |east part of the conmputation-entity result to the
or each firdkLBREPEYcdeg) having received at | east part of the

corrputatlon entlty result by the or each first entlty der|V| ng therefroma

s B g



additional client hardware at the first entity. Security is obtained-4 FEB 2005
t hrough the conputation entity that is a generic independent entity. This
i*ndependent entity can be a conputation t  service that perforns an
encrypted conputation on behalf of the ot e agent, but does not 5 learn
anyt hi ng about the encrypted conmputation. The independent entity can serve
many different app)i cat ir@RsyiNdedi€ Byst Aeidifi OredQULFMRF FYRAUE o SadhemeSSAty t o
know before deploying it. Privacy as well as authenticity for the nobile
agents can HéDachi eved. Moreover) the conputation service itself does not

| earn anyt hi ng abqgyt the_ conput at i - as It I i -t he
code origi nator o(r)oljt he ﬁeﬁglggéhn?%r%@gmi% %ﬂg??%gggp%nﬁgﬁén%%éﬂ?Pgi)r/tm%ffa&&

uni ver sal r afilemotified rdapasid FMR) dypaltetiyptib@opesation; aed or t o an application

context. For exanple, secure copputation servers can be set u d operated
by i ndependent entti es 5 ‘égﬁ‘e@ﬁ%dﬂa&n‘b&aﬁfw%ﬁwb&“%éé%%ﬂ“tp&@ftf’ &8 and
comodi ty hagdnane eane tinehel @i cierdiRorh ASHrsCXRRNSENME (FERYUhd doRnidOoper at e
t han any sol ution invaolving specialized hardware. 15 A cryptographic

(s BaoBH Ryng

operation cafashe ppplWeeEbyd arviiogrspiir epeigien iscpitied i the redyes
resul t. Thu ICB'IIH? aii&)’—mﬁtﬁ% rEdif (@l?x’),l ﬁd%%%@?ﬁg@}qgégﬁgttg%ﬂk@ L )eustomer

guar ant eed. en the originator request 1s ying an encrypte
circuit conseswctGrtont beadhat lhast patv ahsaadyBrsoeutity sesultdf£&).secur e conput ati on

f th t be_achi _and the originator of that t
et i ne how mach | MGPHGLH h sararcres) o4t RS, Bereyt bRl iR or

request nmay oeREihgan arinaot reaedt ORY CieyPpEBOd tomprisifus | s advant ageous,
because then other entitjes processing the origg}ﬁngltor requt;(ast alg ngt
derive useful infdmati IR SEf BHIHAIHEAUGRENRY Dalusi Rt o & MAdLlE st aad t o

those entiti®snpritBea RILGNALDErHRAUSSE;, the first-nodified request, the
conmputation-entity result, and'the first-entity result may conprise an

encrypted part. THs is seliedsaderisnaiperaued (Ofero28 lsesisine st ientilor @8k i on
i's protected and i t.r b i.Ni.e: = F - 2
pert 1 ot 01o8itey Peat b ME N R R LAl e omaon (0" SRR M) Sduadety,
| egal i nstr uremist (DR) rimasebalfsniag apfikiswsdified cbpmet (FAMRY, mad isemdsaat 1eads patrer
information, spch as the address_f delivering or the credit _card nunber
for 71 nanct d Tasadel Poh oo RS dtt Y TangPrizben il (G, deres

of fering a sexfem @onﬁ?@d@on—&hﬂ§ r&RANVICER) ChB dFRTpatatioRenBtyeVBIikinY Adecure
including sale, |lease, license, or financing transaction. The first-entity

result may COMPMEENCERS Birer ACRMEPROPFBHORGHJBIhPAY ceisheumriEatim-gsy
Or| g nator reGUERLER) B Joi RAUEBE BARANHS: crfBP ABRaL AEReL RRerddrly MOty can

deliver its service ‘or ods imediately and rnitiate the necessary

t ransact i onstesuthe flis watds uf at lpasy irc parpra ereptophicr epterasion; beyng apbiedrd@ i on
concerni ng fr (.9l nat or _req stoner therefore
knows t hat ?tﬁ g?ﬁx?ﬁ%ﬁ%}goﬁ,&?gﬁﬁggf5%%[{1%031 ?I{Eﬁ %%ﬁléac %@ﬁ aﬁg further actions
are necessary. DESCRI PTIheNn@FreddiieDiRAWN NCEaRr phrerdfeshiénfedemiznt st (FBER)

invention are described in detail belaow by way of exanple 15 only, with
ref erence to‘FeF’ﬁ'élgft f1e %%“gcué@ﬁé?ﬁﬁersl‘]é(@%am ngs. FIG 1 shows an illustration

of a comuni cati omdchbRI@ES Ar BuRB dsPect HE tBE 8FRMIoh NURAL iisogrovﬁie@a%ms]b@ﬁé@ a
nore detailed illustration of a communication flow FIG shows anot her

i1l ustratiorPiegrag elmsiinFYBRiome Pregem qpde means for performing one of the above-
mentioned methods when said program is run on a computer.

According to a fifth aspect of the invention, there is provided a computer
program product stored on a computer usable medium, comprising computer readable
program means for causing a computer to perform one of the above-mentioned methods.

Accordingly 1o a sixth aspect of the invention, there is provided a system for
processing an originator request (OR), comprising:

a customer (O) connected to at least one first entity (H); and

[RALIBQ]2431.docedg



The drawi ngs are provided for illustrative purpose only and do not -4 FEB 2005
necessarily represent practical exanples of the present invention to scale.
* 4 FEB' 2005 V1% 112/372-12 PCT/ | BOl/_Of];g8E_3 - G DESCRI PTI ON OF THE

| NVENTI ON Wth general reference to the fi'gures the features of a nethod
and system for processing a request of a custonmer using cryptographic
functions is descyi bfgpithtioiPeRigElBI bokrbRw. oNaeneisef id i Mgt teatityheryous
customer, it appears obvious that a device, such as a conputer or nobile 5
appl i ance, wswutation preity (Bthsingra SequrgsamPUtaioR &FVISE A AdSHIPHON 8PCTRLRb | e
code or agent co i [ A r ]-g?]]% I :

i ndependent |y of %é%%dr ?Ag}? r?g%télgglo@)% %@dgggg% e @2%%? r%g?lﬂgatésggﬁrtt of a
conput at i on midghileedéd adl domppisesc funtidorain ederyptkiefdrm to fiegr edgh fivlieerdiby (Ahtbat

boxes are | ahel ed according to the description bel gw There are a.code
ori gi nat or @Qgsah‘ 'Orlmaﬁﬁgt@, e IS OTRUAY @8“‘?36?§§)éﬁ?r|e€¥ dampng 2 ﬁfs?' H, ,
on whi ch t hendmRid RqAGEIMRNSH LA hiGlEash Esm bf 9@ Mst-stifed Fiqgest 1FBRYS ag
network, such as the Internet, whereby the code_orngl nator O i s connected

to a first densisayd epmpuisiion anbity (I tsaisk Commubrionsgtityd 73 deidiss fcPoamufalipnigality The
second enti ir . i &M ' (R atsehddrd: gkt has
a connecti otﬁgstugz(gr@%ﬁﬁta% zgg%q%gmf%wl%%hf;@ﬁﬁie?ﬁ% ee%)tt}ézd!év);ralseot her t
entities ar @apossiiblcemputatiet-ain raslt i GHRE @t tbe obgach Hastcotityed!)] thaer eqheirst

entity H+, is cgnnected t.o an.entit eled with H_ that .in.t L. ow ng
i s connect ef"BYCKD BTV RR? SHEENED r§§%§¢0@8&orggglﬁ agfle%shgalgﬁf is?lfiélg)ﬁﬂ(@hbg,

... B H entintesilS((ER)RAE e akdy iBatdeaPp Ut parg aryptbyraghic therationl appligd twat or
Oas well as each entity H, H, ..., H, H+- H ds and receives only
a 20 singl eth@@ﬁ&@éﬁ(Qﬂafﬂ’f@oﬁﬁ*ﬁﬁhﬁ‘s‘é&nﬁqﬁ%mﬁg"@ﬁﬂreﬁ‘HE(Cﬁl‘S’gfsage that the code

originator O sendg,; ' RN bl i &Acit (MR)aRGn R Tessage
that a further en??’?&lﬁgﬁi%@%ﬂ?ﬁ%@ E%/m}r;:tsa, g%gt?ﬁj = 1,@)., L-1, and the
message t hatpatthod shidStrstentifytigsulf (F¥ddurns to the code originator Ois denoted

by m. Fig. 2 depigts. re det ail ' st fsatd of,t QL &adl Ofh
flow as shown in I'jﬁ]g. m%?ﬁ%?epg)gﬁcgéédgdrglﬁélhg?n%{dotrsy%antanrtt &E)g?%{qgg a cu}stc_)rrer
O is conneair@thatar relpeesf bf stcusnmict, yie. Hereqhabbbiag initiatedHyy theatusfoarer hehis s
connected to fhe conmputing entity T. The thod fo r.ocessi an,..

ori gi nat or roEEHERT X ,esblsgg.e“ta‘vﬁf"%@emro@éﬁﬁ‘gé ?rn%%eﬂtd{onzg lgasf ﬁpggﬁ%leatlp(‘)rﬂée
product, of hhBos bt REREsiRY NS @satSi0leh @B corhPses Usé SEpY o sendihgtfiore the
originator request to the first entity H This 4 FEB 2005 ' WO 02([3)‘7242
PCT/ | BO1/ 0198stomics ijcnfopabeguigmens daiieowiq aBsndar fHauest fp e ofrfech cpidly: b)
entity H of f - LRGSR LO10 BRRHIEHANIRY, § BddihB Sy th BF &M fidsy H
connects to Ct%hgeczlgﬁglﬁjfgrt%Sﬁq?é%t.e?%{?p['lq aﬁgﬁ%égs,n_c?nl 'r’ecgei_ plt Qofy t he Sri gilnat or
request OR, dntifyoronatdetyi of thoerdiginaidhsquesd ipforgatien eenceadigdic AORInargeqyask

price willi t ccept, thereb Hafe | K-St - If repuess FMRGed Ni s
it ot - modi 1 0aePedo8R & fefRhBRYel SaUes? f sohdiah ol B o A pidfic

i ndi cat ed byrefileet &r aowadiabelcedpwitién dntitFHVR hiving heeeoedpitiedst part extthe yirst- has
received the first-nodified request FMR ib derives th

) .ef ;
conput at i on-BAYIfiEY rqaues) by tespOTR Y MR, CUDA ASH IS ﬁﬁQWHPﬁBg?'%gﬁy?rﬁﬁug from the

conput at i on. oA kEfpes dfe ﬁfsh%o‘%lﬁmaq%@teis@’[')'ﬁﬂ@iin?)ét le@sWatt SR ésmmantonbagiky t o
the first entity Has indicated by the arrow [labeled with nCER~ If the

first entityesilh@she eceichdusttanbtys Girputiag rasaived el kegst pad @if thacepytatiod-geity ves
tohg(r:ef roma fLps by FL} Ezychr{ﬁétl%lnﬁt_\F(EBvﬁ@qh&gﬁmradﬁrs{-@ﬁtﬁy bagk ah@ férhardiris f QErer
least in part; and h) having received at least part of the first-entity result by the customer
deriving therefrom a customer result.
It is an advantage that only the customer leamns the result of the calculation,
whereby other entities or hosts learn nothing at all except results which are designated to
them. The mobile code or agent comprising the originator request is sent around a

network to several entities
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i ndi cated by the arrow | abeled Wth r)aFER The custoner Ois able to deﬁﬁ$§2m5
fromthe {ygglsepity result FER a customer result CR Tl ug-¢istQNedy result

€R provides the information to the custoner O whether or not his originator
request OR has been fulfilled. The firét entity H knows formthe

first-entity result FER whether or not its offer is acceptable to the

cust onewhéreby fheTbedeooi git nedsorfrapagies thdkdfnean dendeaimlyi kkevurml iwdthoaboul, t he
customer O, address, credit card information, which allows the first

. €. nat .
entity RA4iHond sirsl DpKly aregfuldst gl prigelucecurivmed PRipied thiongh ke spmpdiatient
descri bgd:.ab - i £,SI tR: .S e r sltes o ares
offers.&%ﬁg @%?5%% qu?ggﬁgggﬁﬁéfﬁgzs%ﬁgtﬁﬁﬁ%ﬁhgﬁ‘%ﬁﬁbgﬁ%ﬁgg}?§§PU%§Bncan
al so i nedruibe thhthsarfofhs amntentigpted compueationi @ hettadrofahe eledilemEntObWaRbs dR
mai ntain the privacy of his preferences, but a shop has an interest to
| eaPn t Kah@pithing 8bouit the¢neiypiRd] JonaR o rlihet indepeapenit ersitnean \asndonlagy
of fers. r..conpl.ex. r e the price is determ ned individyally for
cach cudtarefi RLE i HeRohIBhEd DR h EeySs REFHE PR et Hobrpae
vendor waPtivaty akeafdl hd suthdithag fof teahtwiiatiopits tdag ter icgeveacr Bloredel, thBese
requirenments can be fulfilled by the described scheme 25 for secure nobile
code. | FOTHRBAHER SEMisEdispHE Aees @tiﬂr@ﬁpﬁﬂ}ﬁ@n&@b@ﬁtéh‘? COmpEMEI, aepusieduihdodshst
net wor k t ff.e er vendors or entities H/) H-, ...
I, H~9$?9¥f€h§§%#§8§OQQ%%PE?pﬁéigéﬁﬁﬁb'on the data format of the offers
is helpful. Fig. 3 shows anot her enbodi nent using the sane or |ike parts as
Shaon 1lirie Rh@pender@ it mahﬁe 3ivdidal @4t80CAak Bohite £ RIErRU LI BALAL oOr5ERdS
directly to cacti entity H, H, .. , H its originator - 4 FEB 2005 WO
112/ 372apElicedmm cpaek 0 Fogexampler oure sonPRiatishesewioys tahebeoset gprratiorperagliegt OR
can be tﬁe sa ondifferent to each entity H-, HZ, ..., H . In a further
enbodi P8 @Ee8ni ¢ negotiation is described. The el ectronic
negoti ati on between a buyer and a single vendor can take place using the
schene iRt 58 ' £84 i ; [
Typi cal Tt RABH End R AR b asggq{“hééd@%rgiaﬁ%t% bidecRicd Aakole 30l tg%regé% et
to the mayéde'lsssiexpersere (0&eild gndibpeaatd yhagpany solitnminvobnng bgeclahized hatdwarcThe
appl et is executed using the help of the conputation entity T by the buyer
and_the offer is disgla ed to the buyer. The vendor may obtain sone
i nfidr mafy FHPLEraRblq © %‘%‘l@hc‘ﬁ“t bR g dnigvide traotilsetgenh eRmpiEag (e Feusst'¢ra vacy
st at enepl..; np@gy', y i i zed bidding
strat eglirgglsllt'gfigg’ent a%plﬂ)ﬁg%ﬁggﬁgn%%%ﬁ%i Bg%? }%Iﬁgg}ro \e%eigl ?%%gg%%ﬁr e nmobile
agents. Bidding agents can inplenent a conplex strategy being a function of
time anWhehhte ofiginhiceirgnitss fdraled\byQhpl iy shegiread éihmitdhe@lictiodl Ghen the
flexibility conpared to traditional single-parameter auctions based purely
on pri cRAVAREEEIRSCNE IR AgFCUh EOpELipR; of ﬁwﬁw&sa@@cﬁe achisvgdend the priginstest ed
to defi i Lddi | - ] [ bl e) for exanple 15
maki ng t ggbgﬁggg?%g&g?£28¥5?6%€%£n gﬁhgﬁhé¥y§§%ﬁ@§§b'ids t hat he observed
in the previous rounds. If the bidders can express their strategies as a
comnput abhe ofightitdroRquésh@fmyoRenpRY £ ANEtibhGh edcEpledUotm!t ThxORPAvANtBELus,
auction function, i.e., the outcone of the auction, with the strategies as
t he priRecREsq Wpursicsentics ppgessing {hamriginawiirequesidad nok gerli veeusafl auforatipragent
that vigiis. ' gnce. However, in the likely case that the
biddersﬁg%%kﬁﬁg%Fgl&gﬁéygﬁgggf $gﬂ@F$%%$P§?%lf%§ mat hemati cal |y, each
round of the auction could also be perfornmed securely by an auction appl et
t hat vi-gj Eﬁ&ﬂo | C o] I £, e,l
out put sr?!tl%]?rwl nni[ﬁg ?sg’sg{ca)r ﬁgsﬁg%glri]@éd;?@ﬁget’ é%%??%ﬁ&%#l&gﬁgl%i rgglﬁgfl ?i‘ll&r itlbet
exceed fiilseemiityi msniti may exeptise ldh theymehgne. (s deadven ool ebeanpaitthddg i S
used, then there is no single entity H, Hz, ..., H, H+,, H that sees
al P bi dRENEYVR dNIORBARICE PENRsEsd andris n@lospdiblr 4S9Y4RER or its operators). 25
Ceneralized auctions are common in electricity markets, equities trading,
bandw dt h auctions, and transportation exchanges, and bidders often have
preferences over conbination of itenms. In the follow ng, inplenentation
details are descri bed. - 4 FEB 2005 V10 02/372.J2 PCT/1B01/01988 -9
Conmputation: Let the state of the nobile agent be an elenent of a set X .
Its initial state xo is determned by O Let the input by H be an el enent
of a set Y; and the output to H, an elenent of Z;. The agent conputation on
the entity H,; is represented by two functions g;: XxY~-X andJi;: XxYJ-~Z

5 that determ ne the nev~ state x~ = g~(Xj _~ , y;) of the agent and the
output z~ = h;(x;_~, ~';). Dobtains the final state ~ = xI E X of the
agent. The functions g; and h; are known to all entities H, . . . , H. A

nobi | e conputing scheme conprises 21 + 2 algorithms Ao, A, ..., A, B,

— - N 1



110 ono =Ag(x0) ny = Ai(y_i , yi) for j =1, ..., | z: =B (J)Ij_1, y4 FEB200
i =1, .. WOPUIEI D ~ral) the following two conditions Cormeatisess vgnd
Privacy hold. 15 Correctness: ~ = g~(xis_ 1, yf) and z; = la~(x~_,, y;) for j
=1, ..., I using x;~ -gy(...(~2(gl (x0,~"1)~y2)..),y~i~) fOJ ~ =1,
...,1-1. Privacy: The inputs, outputs, and the conputations of all entities

remai n hjidden fromthe originator and fromall other entities, except for
what fol 1 BWET§PERI FHEES. BEY S0METisOan @ffer 1 Giyyothemlggalnbishimgniells emap ailto any
}~ than oshsfrisE oblrowse iy & im:lar H. learns 20 Qlly ,;
but not hi ng)trab%%t X0 gﬁgm;/%@n%?uftpmgpﬁft an&)\f’}:}hgall1 h g e gidress Borhd?,gv%ﬂ‘%/gooy;
For si nph¢ eietly cadanontsy farifmantiomeansahiene assumes that the order in w uch
the agent visits all entities is fixed. It is extended to allow for the
sequenchto_depe,nd on z; by introducing a function ~: 2z, ->{ 1 , ..., | )
and sendi B HAUBHRARPHSS pivep-server penirtg a sarnice hegeadseTbis semivielcan edely be 4

FEB 200 3729, | BO1/ 01988 - 10 applicati. ith a single host,
. tna FOraRe BERAE I R YERER i BRB g Gliae o's output ~ and h

gives Hs output z. A conputation entity T, that can be a generic secure
conput atTHRNfiISEEMItE @esulltS 4O 'Igﬁ.qjse T ' {10 ntity T is on-line
and connected to rgtll enti t)i gds H,, a' Eﬁoxﬁ?ﬁgl%glbé Cgﬂﬁemé %@gﬁ?nc% ij the
appl i catrgrBaRevest dhistihedvantigepos bécafisr thee dier firgeale 84n BANRHItRLI RS or THE
conput at .0885 i%%éaﬁ%t T itdsel.f dl%)es not %ai n any information about the
conput at on, no BV AP Ipmipte {H9RAE8R TARIRAIONS he assunptions that ( 1) the
conputation entity T does not collude with the originator against any
entity, Tae¢ubd QRH ' AN t collude with any entity
agai nst the (giri)ns}; %tu gr or&gﬁal?sﬁst? Q?ﬁ%} 6821 e{r%?(zrrrll?a?ltoﬁ}.Coﬂ\‘iqn%rﬁ’?ﬁ"tpé‘iqcﬁr%f the

pr olleed ovginatarirequeal. The costod@r itrtefoRdtions. thlhies 66HRART irSq@ENETI Ge ANA LS
bound tq_an I%rti cul ar application. Hence the service of the conputation
entity f‘nﬁpélﬁ‘? 156 39158 CaSS¥Ypubl i ¢ service for "secure nobile agent
conputation” on the Internet. Cients or custonmers who use tl>is service in
the role of Oor H (e.g., for conparison shopping) do not have to fear that
the conputation entity T has "second thoughts” trying to violate their
privacy (e.g., of custonmer profiling and collecting 15 narketing data).

Mor eove DESHREPTION WRTHEDRAWINGS itself has an interest to maintain its
reputation as a security provider. The schene is based on functions in
encrypted form For exanple, encrypting a binary digital circuit realizes
the part of the agent conputation. This can be realized by an encrypted

ci rcui t Peedersadr erobodomens dabe inveeton aret fescfibdd mnwdagil BRLWENSF Wﬁ%%@' e%ﬁxgﬁﬂ!'bt
corlgtru&tﬂi o‘gm']l'peg, r%r]lcgt\éqfl%&alci rcuit construction of Yao, as introduce y A
C. Yao rnv1Us" &Ferere™ Pyingirarmee dayingschange secrets” at Proc. 27th
| EEE Synposi um on Foundati ons of Conputer Science (FOCS), 1986, pp. 1
&X-167, is an interactive protocol for secure function eval uati on between

two parfi@sy or engifies, hlys .is scribed for a binary function ,~(~, -~)
and part |tG(;s1 Al ceglg)é'vs(\%n tlﬁu%ﬁlﬂﬁ? %)eaa(f?cﬁméBWC‘(‘t\‘/ﬁ“t H%P”nﬁﬁffor%ﬂg Bobher prsseMes

t he out put z = g(dvemjonbut | earns nothing el se and Alice | earns nothing at
all. Let (x i , ..., x", ), (y, , ..., ~~"~ ), and (zi , ..., z2".)
denot e FHe i nar yshosprasendatailehsilotrasion yf a amdmanichespaesdi vel y, and let C
denot e ynom al -si zed bjnary circuit conputing g. The conponents of
Yao' s clgin(g'gir uct i osﬁlogrgémf’tﬁ“%“f‘?t}:%‘lo“é’lf@G?WTHW%HM]P&M that .Alice uses to
cop8truct an

The drawings are provided for illustrative purpose only and do not necessarily represent

practical examples of the present invention to scale.



- 4 FEB 2005 Vv4' O 02/372.t2 PCT/1B01/01988 -11 encrypted circuit, (IF)}% &EF 2005
transfer ptioered2 bet ween Alice and Bob, and (I11] a secondca/hmml]gggm
¢onluate allowing Bob to retrieve g(x,.4). Mre precisely, these procedures
are as follows. (n The probabilistic first al gorithyn construct(C) takes

viowed 28ESeRIRERIY DA RN IO R X § L Thout e bt o(e ) and
where ~, ~~, and 1l denote lists of so called key pairs ~ _

(L~ o, L"UVy”t)n genexa(l lrefef%nk:e to the) gigures ll(é@ea&’res*%f T method’ ar{dK%/Vé%m %r e%rgéeétsxlng ety. a

(U~.0 correspondi ng

I n orderretlmasco(‘r]a)latxﬁoxﬁévmsmg cfylpwgrﬁphﬁc ﬁn@ﬁcyrmtm @ascnbed Booneedsil eew. keyen f or
each input hit: L;,~ corresponds to input bit Xx; b and K;, h corresponds
to | nputrefﬁ“im%'to the bvorﬁrﬁ\éstoxkléyst pears shuious that 4 deyies sheh asvecasupyer ornotslof

t he encr e uatlon . produces U;,b , then the 15

out p:ﬁt ba?bpil%gc ‘slgegieﬂ tPeE%S?OI?ﬁ%lsgger I'cul ar rret hod in which ~ is encrypted
ensures that for every gate in the circuit, given two keys representing its
i nput  biA Hlefibitg d@Mert@ITLHOP1IE BIdE BEaded {Sbkhhf;mgu&wsﬁﬁat lbb}oc%@dl Morro?x?cﬂfs 4
conputed, but no information is reveal ed about which cleartext bit

repr eserfind. indepqndpptiyc ef éhﬂ:lOBéblat-mgefg@elq@da ‘Preosasotd nfO(brlecﬂgbntvcmqmtatr(mnsq‘ er

for exa di.scl rei ch

r andoni rzme el?%t"b%?”? Srassqcé%(ftﬁ% “b%?ﬁ r ac?‘the,reb&gﬁﬁwgﬂ’f?fa%rf’ g%%ﬁl@f a%ﬁ@l)ﬁm
1985), Q&Zcrﬁﬁ?onq;eldw G Brassard, C. Crepeau, and J.-M Robert in

"I nformati on-theoretic reductions anong di scl osure problens”, Proc. 27th

| EEE Synposi um on Foundati ons of Conputer Science (FOCS), 1986. Tlus is an
i nt €} actTheee amoa padet yriginetoodd| arfdot hasts dreddnafist réfeirapud at entitBSEAQESH@nand
rn, and ch se th I nput 25 bit c. At the end, the choosey receives
ny but gh %e%gg‘rﬂ'ﬁgteéﬁt&ﬂﬂagﬁ?t s, and the sender has no
information about Q Mdre precisely, Alice acts as the sender and Bob

obt ai ns r [ L =

not hi ng ﬁalt olutgw C%?SY%/?%&V,OY}\ Seéh éerchs?a[ﬁ{\e%yﬁeit r?gr?eré&ﬁ: tggc %ea(r)rr%patmi ﬁl 1F\(f]grl[ja eguﬁ 302 2

4 FEB 2005t ¥Oit2/H 3 Ratl ﬂﬁ’ﬁbt BOARLkASH & stebnkneradyif,i 0Mhe Abdcne mmJleeﬁ; t he
keys representct ng X rrs and sends L; L;

L ~)~ t &OBBESte IOraf)eﬂﬂ’i}él@é&f&nﬂltgﬁédﬁftfﬁm%\ﬁa? a&pwectipn to an entity:labeledcwith’
5 KA, e , f_x
Nl A S e R R G A TR S S Tk
U; , .. .Thelgntity ffifions wonrshteBolo :uanntrreddm&rd with dhdhdtfin Ahé¢ cel@ndg Boboaheypdt he

pr ot ocol, the e n first and second al gorithns

const r udge léﬁ%l ﬁqqﬁa‘f(rbg‘%%%f Qe% lhng@eed rgw%z’@ufdo raffddhins Ei’mé%‘?%ﬁ%cm%éo flor

exanpl e cphrppasgentty 70 CGol dreich, S. Goldwasser, and S . Mcali in "Howto

construct random functions”, Journal of the ACM 33 ( 1986), no. 4, 10

792-807, which are realized in practice by block ciphers. Block ciphers are

very fas’,lfhemoylptomlgnmp:inmtaspmelhaswaementﬁyéﬂ A, 1.l Bpe it edndsnargiabtabadseonlyl he
scri bes, how to use the encrypted circuit construction for

owi ng de

a%q zi ﬁg‘gg%w?segﬁﬁmwcern@&a%s @‘Bﬁﬁiﬂt at MoRestngathal the Redeeotigingtpy @t seads fortpe The
ext ensi t t i [ I : onput ati on
X 11 it A LRI 5y e SRRSO ST R T, SO
cor r espgrdi,ng, lehany plid mmsagﬁitlﬂeﬂfeylpmlcﬁﬁty(meét&inls oneheadotie A pihed (o dedéed and
DT(~), respectively. Al entities can comruni cate over secure authenticated
li nks, WHi"®h coul d be realized by using standard public-key encryption and
di gi tal si gnat ures.

Fig. 2 depicts a more detailed illustration of the communication flow as shown in Fig. 1. The
25 code originator O, that here is a customer O, is connected to the first entity, here labeled with
H, that further is connected to the computing entity 7. The method for processing an
originator request OR, e.g. a price request including a threshold for a product, of the customer

O runs as follows. The customer O sends the originator request OR to the first entity 4. This



.T".. a basic scheme is that O constructs an encrypted circuit ~ conputlj RER 2005
the two vYQUE¥324Hnd z. 20 The code originator O sends ~ tectrheofimst

entity H, but encrypts all keys in .~_for T and does not include the key
pairs in ~. | which correspond to ~ (denoted by ~LX) so that the first

entity H w4 l.earn _an i.ng .about . Ne.xt, the first entity H selects
from~ -ll:g Wééaé%dgmﬁ (géu Tﬁgy%ggg%%é@eﬁ?f'ng]? ﬁésﬁcf“f‘Wvgk%éerﬁ eV tnpigd et dp a
entity TPaiticuthe PiiypITHNRR ditit@SdoRgE®s IPUBEoRfulalbE B AGE 1700, g flfst
entity H evaluates the circuit aéld oTot ai nsozfpuiat al sogre%hgraﬁggﬁgle&geé%o 5

in the &% eiginaGuapiesy @fr exfemdtiog I~cange@ingithe wmadet enmsn@H, reMitshpsce Let
C be the,hinar LrLCHit . c utin S, X, h(.x, fromthe sane
npat s v e o Eh et GO Wi P edhest A TS birdldgdifieqmeniist
NZ dut pu/iid Sert tb the computation entfty 7 as indicated?by therar BBELY wish it FEB2005
WO (12/372.32 PCT/1B01/ 01988 13 Todi fyi ng th WStaé’?@i“)o%‘%PF%r%”f%mﬁ? Litsos
sect i onCOMAMagenamitpd obasetiseived fthey dirgtrepdifidd requesSFMRST dasesi edfion the
fol | ow . O choose tring i.d that uniquely identifies the
comput atQ (?[83',11%9% .e,ngté'dﬁflif ﬁﬁﬁg‘”tﬂﬁg’t Gpingrnghing fremdhis pompytasion gAfagvards.and
a sequen@econgplita@dn-crdt] RsakasEr anghf Wl Gina g il Gidicathe ~nerowd! )
as above wth 2i. cons% sting of ns + nZ kety pa?t%ghﬁnﬁfagtlg?l.cam%,b.y%clfe%%?‘é/s
the pai F¥elel With sk hifi thelifrels enttity . H has meceanel] Hiezcatepobtas-¢hios eesuit AR ces
nx 1, jos + ry. For.i = ..,,n . and b E {0, 1} , it conputes
o (e iy ercfron alflf,sg?ff“‘lé?suh, FERiiish Brivaeh) this fgek gaithe cgstomier @uash K.
Then O felicatdd by thelarowXabaléd #RBYE.S Phe bustorher O : | Sy,
L;, ..., L,s, ~", U to the f’FF'rstt %n?i?yerH. ligblélllfloe&%}ﬂr?if Ongﬁ{éldttéﬁrﬁ! Bt
K: =dK; {E?l;llt fF(ﬁR ja @s@in;]qr_rps;ulh,ciR. EI‘ _bisb@lstdtmetren&?lylﬁw ms%cteﬁmesﬁﬁdit?hdg)@mi_rtﬁ&hgnput
y and s 0,.the conputation enti ong with id. he
conput aﬁﬁgﬁn%mnﬁwg?hgegrr E}?)tt ' RIEIBHOT reg‘fels?/ OR :%?S Reen Bfglederlibe i fast entity A he
i th deckiyptefbrthe fgseantyatis LA Windat bf h&rits'oqfe?ﬁdacbélg%e b kS u%lo!neg &eCks
are _successful, the con&gt ation entity Z' returns the ‘decrypte eys K"

K; The pRERr request @R maycoptainjnfTmeation) abstit wmtcustymir Dnv.okekirdsbecrsgieond

i anri . o lem KL d obtains L''i
90T R RYBIALES o AT Py st it dbebief Brocbet fnongieny
= I, .

such that 20 U's+r, Z, = U;,,,~.; for i =1, .. , nZ and forwards the
remaining values U,, ..., il;,Ato the code originator O 5) The code
originator Odetermnes its output s = (~ 5,;, ) such that L';.~; _

~* ~f ornjthe-eybodiment degcribed abova, (REBIQYIOS £ V02 32 0erdly cRET 4iB9 1 DI BSared 4

For inc UL h utation entity T should use a public-ke
crypt os@@%?nﬂ%eﬁglt%l ﬁgggree@h?sg %%ﬁﬂO‘QBQp?% BeLRBPERE RS 78R ?@Qtlgfdk“ﬂea@tlbsf, d

wh2Bh reaibatasoBheradijiasol 65 clRSHMIL I HhhE do BiailftinDed £ £ 0 Jaor
in "Non-mall eabl.e cr?/g ography", SLAM J%ur nal non %\;ﬁggﬂ ng é%f”(egg%o%‘ %o.
2, 39| -¥8p hagPa ipserst by legntiie bry@savatagiasiwelk s mferintagior] abtuaudtheratendor

conm t Lol t ) .1 cal stem. all hese can be realized
T he Rk TRIrehb e B08ele fiiteoR o Bl Tty b Cadutptomcrpsay

Bel | ar exmaitd mRedRogeivay IntieRERGAMONAFKES 1 QeliRGLikaks kiepafsafiaimyf &
desi gni ggfifffi cient protocols”, Proc. 1 st ACM Conference on éorrput er and
ConmmuniCERAORE Be pries s§cret1 ddigthesesienyiremerds g bh dalfilled bg tthodesclibed hitgnease)
tibe pyblicnkeyoEnclyRtion schemre and the pseudo-random functions for
circuit 10 encryption can be inplenented with discrete |ogarithns based on
the hardness of the Diffie-Hellman problem as described by M Naor and O
Rei ngolig ah&the NeiBedind-ReQrgh Iy f |Gl pseudq- r andom
functions", Proc. 38t EEEESEB ‘%ﬁ}%g%%‘%ﬁﬁ?ﬁgﬁg%%&gﬁ% E)ﬂhesdeg‘?&éoal L?PB?C[§8 Ehice

( FOCS) [frangsqveralrventiers fookhiwistig, Han..eM), ensi BN wokrebhia pribpyecdasa’dihgd ¢agt hod
is di s?l os%d iln ofrfd‘_er t? chhi eve 15 a general nobile conmputing schenme with
mul ti pl'® Of thed G 1shelpful- iy 55 jndicated in Fig. 1. The generalization
is the natural one in which each entity executes steps 2) to 4) of the

basic , : . :
Fig. 3 shows another embodiment using the same or like parts as shown in Figs. 1 and 2. The

30  difference is the code originator O sends directly to cach entity /4, H,, ..., H, its originator



schenme above and sends the agent to the next entity afterwards. Ther ebxi_':EB 2005
the code @¥dhgi/mator O prepares one encrypted circuit ~ for peggRoenbsdy H .
>..) H and incorporates the encrypted state x, _ , from~U--'">into ~~~ for
j > 1. This is achieved by using the 26 out put keys U~ 1~, ..., U, ~
~~from ~U ~> for decrypting a hidden representation of the inputs to c~~.
I n a symemiesi ORCwiiptebs yist eniginatbhregnest Yt canbeathd saime roy diffevent op exct droivg Aynder
key k denoted by E~(~) and Dr(~), respectively) the cryptosystem i ncl udes
suffici éﬁtmﬁéﬁundancy such that given a potential key U and a ciphertext c
one can determne with high probability whether ¢ 25 results from an
encrypti i L I: - Jows,..1l.a
The. coad?ar FFRE ebiooligTa, b€ RBebRbin3s SERGHIRAZTRe BpeliShi; FBpudid

., | ibariden SRR 7Y aasdloremdoakay ke Hhwe veihg thhechef@Eonidcgienabbile de
selects the values L; =L;,x,f~~only for i '. The identifier in the jth
st age i shajetisifsor piggle-hgst orgetityddeT vi¢adiynHieorendprawesldpce pafhesorigigator O and

encryptions Vi O / - 15 E==y>(L: ' o) and E~~y: (L.'~) - FE 05
T | Bo R orwebd i P pasky ol by is Ure B nlhon, g e By S

t hem bef.gpRt a6 skeditedudidte Met kelp Wb lthd cafputMiorent@@l T by e biyet afd tsdI6fteP 'S
~1~~. Then, the code originator 0 sends Sid, L1 , ..., L;,X, ~ ~ xc
~, ~, ~~ displayede|the-buyer. The vepfigr may obtain-ssmpgnfoymatign as well, whicly ip wawéd havest
entity H__w,thin i.ngl.e .ness 2a) For | o> |. wh H, runs step 2 of
e basitt Sl e P B VRS SR BneChed Bloghuitis e BRY, . TA1° 2R,

whi ch has before eval uated ~~-1> Each entity interprets each U ~t' '~ as a
Syt i Lud@¥s WothBzend@li@&dThiaameWiateicd Peeseht dnhigtelftinl 9{9@[@&5& greX:fosedlft V; ~
i it decrypts, and then decrypts the one that matches. This yields K, ~~ ,

an obl i viichike agepiseBalding dgentsafan timplefiteht Hromplex shategyibeinge functive of tingfandhe

agent, Those keys ar, hen used to evaluate ~ ~~  3a). Wen H  has obtai ned
e out SO VAT Papragr Saeh efref it bRLT o e il Pt YhGetPbRal Ve
fromH single-ph@RiAeucMbiNbided purely -on Mice~Ast @e Hialut of theAbtst & agiefBfhif o he
circle, H returns 15 U, to the code originator D. The conputation entity T
gener at ddddeids deeiested ta deding diy biddingehedarige ap diyeanisllOas passblarfer swimpleed,

t he, comput.at | ntit n tes t encrypt.e |.Feui ecause it .is
truls ed %k"fl%l %o‘%lég}%lg%p%oﬁq%égfg& (@eond%g%r nat a?/lgs (')alE gﬁgg%er%odglf] Itljﬁ/e previous

zer o- knavh@itger Heositiddrorcat Gxpret AeSSstaftedidieash@bmpaiabkUiunctidh)@h&f ere mdyhe
operations of the 20 other entities and the_correspondigg proofs ensuring
r obust NE9BSHEE Gritrchitdh camppiche aTsiionciyRpiAtal-Fotheediitane o Higsuelion ok teand

h for c UGt Gl et ut . it ' ripli f romO
Mo o ¢ § SRS U WS BB M borlitiplY Bl MAUE ABRE dhPhIcRh Beork 0
used) asvisitstaaoklbiiddr byly oiée. BoweveB.in Bierlkasy, caae thaRtheSudderedre iufablOtd ¥aqsyss
preservi ng auctions and mechani sm desi tgn Proc. | st ACM Conf erence - 4
FERZ® 0ogheyy sirajogiesmgthepaitcglbn $agmggrd of thg auction could also be performed securely by

an auction applet that visits each bidder once and returns to the auctioneer. There it outputs
the winning bids or the end of the auction if the bids did not exceed the minimum increment.
If the scheme for secure mobile computing is used, then there is no single entity H,, H,, ..., Hj,
Hj., H, that sees all bids (like the auctioneer, its computer system, or its operators).
25 Generalized auctions are common in electricity markets, equities trading, bandwidth auctions,

and transportation exchanges, and bidders often have preferences over combination of items.

In the following, implementation details are described.



-on El ectronic Commerce, 1999, in which the role of the choosey is sepaﬁqﬁquﬁ
anong t heWéh&d¥e42 and a third party) called the receiver. Bonpanewmsko t he
standard notion of oblivious transfer, gthe receiver gets the output nessage
m~speci fi ed by the choosey, who itself |earns nothing. This so-called

"proxy" oblivious,transfer n be .realized using three nessage, flows: 5
from chocgoé'@'fycf”oonr &géﬁ\;éla?%ﬂgt IFHB?ER‘ SN 2 %eg‘gﬂl rd %?3 'b]zségc%?“af Rép¥.dtocol
uses al gerepmHag by QNG tHERhAERLALY - OBl | tween
two parties, mhigh can be rea|H?éﬁqﬂgﬁﬁgéﬁ%29§§?ﬂ§§h3¥é%ﬁﬁggéﬁﬂﬁﬁ?%ﬂ%%t

Ca. meni 9€8; The agénticamputation gn thd énititer, is pebiested dyitwotfhmitionar t i cl e
"One-round secure conputation and secure autononous nobile agents", at
Proc. 27th Internatjonal Collogui umon Automata) Languages and 10

Progr ammi ng (| CAEP) X(’{}.’f Mintdabi £3Yip.ZRolim and E Vel zl, eds.),
Lecture Notes in Conputer Science, vol. 1853, Springer, July 2000, pp.

51 2523 in_the basjc henme the c onent of ncrypted circuit
con_-sst r ug{aﬁ?ﬁtﬁnéungpg’lei ‘& St%%exfpzr &(ﬁc‘o?’ﬁincg tB%é‘é?’}tbaé@ &E‘)ro"%lfﬁﬁ Zb_?isfifﬁ’}'f—cé’z';)e )i
mobi | e ebEmswhe findl §ABGl-Ly, @K IoF YhedhgeRHAME FEndHREIR) AYS:, ﬁreg%l\&’élgtbl%ﬁyeélti_ll_igs by

encryption schene with encryption and decryption operations not e

Eo(~) afid -Dofl~)) respectively. O starts the conputation as the choosey in
n,. .parallel three-party oblivious transfers, one for each bit of x. It
sends tgsse hi dden choices to H, who acts as the receiver in the

t hr ee- p&r PYPRBFIRPYIRE Slcﬁ%ﬂ%F%rPEr,‘setsogeT ReH2aRithips & dnd B¢ B)-.Hoif tdWaisteh t he
appr opr bt orddt/ax 1 0. TanWhQ cBELS a8 1hg,gender; it will send the key pairs L
in the three-party oblivious tfandfer. Furthernore, H also prepares its
input to ny parallel one-round 20 oblivious transfers (playing the role of
t haOchoosew) = Agigy)f or each bit of y. It sends these to T, together with the

descriptions of C and Eo(~); T will send the key pairs Kin the one-round
oblivious transfers. T invokes construce(C~ to obtain ~ and the key pairs
.~ , x ( atd=4A(mi-1,pp teepriles.to H withEo("U;s), ~ “llz and the final
flows in all oblivious transfer protocols. 25 Fromthis, H can determ ne
the keys L; ,,...., L;,s representing x and the keys K, , ..., L;,Y
representiﬁg“gfl(’”ﬁ’ybungorévﬁl’cc te( ~, L'~, ..., L,,, Kii , ..., K,~) to
obtain U~ , ..., U;,F+"Zas above. Then it determnes its output ~ fromUy,
,S.~t - E e TS, +" and fromii:~ and it forwards G i , .. , U,
together wth o%'~..,)to 0. This enables Oto obtain its output -~. - 4

FEB 2005 V1' O 021372.J2 PCT/1B01/01988 -17 The foll ow ng shows an extension
of the predbdewingftivorbaditomalerdt®sdss @hd Piival hentity H to | hosts H,, -
H,. The protocol starts as before for the first host. However, the steps
for H2, ..., H are slightly different: three-party oblivious transfer and
ené? ypt Correerdesy Eof&r&e&n@mhsﬁeld. z) nsj(eady;)) T fengrypt sl tdimg keys . ~~ in the

i nput of ~Il> and representing the state x~_~ of the agent 5 under the
output keys in a~-'~ fromC=-'~ as befqore a~~. The keys 'U, ~~'~ can be
stored by T bet weer”'st 882810 aya)-2)ed ) or PhEy=dan:bk sent along with
the protocol flow and are transmtted to T via H . , and H , whereby they

are encpypi ed =T(~). ddit,on, the |ast host obtains. 2|. Y encrypted
o h Bor R ARy puPuEr Bl PR orb ey R o 3 eh S B e

pat t er norignatbe as@i@nasll iothek RatiNas ek c§ T8BMRhat AL s! ForRMBeiMBEHAGE I [2MC 10
to H, one fromeach H . , to H and one fromH to O plus one

conmruni @Y Edmt bduinhelsaelzant eac by thas whan@llbive floompuindtd, and simildrly, ; learns
Robust ness _can be. added by usipng.non-mal | eabl e public-key encryption
sc?@rresO“Zhéf%ﬁ%Hg'ﬁﬂlgeag)%“oégg%&gf Ko\ &gt @LB%? E"F’%Q\M/)ér, the result will

be nmuch nore practical because zero-know edge proofs are not needed for the
pot ent il ge. Y, j it r he encrypted circuit
constrdg%f%ﬁbg% %59%%’@%g?%ﬁ%%%gﬁé6§&g&%ﬁ§§&h%§%§%‘1Wh§5é£%a%?‘b66f?%-key
oper at i conisics Anfixetl. sicliosachdedbodil en formiy sbgucacdTRl BE%aW dhz, Renbageveral of
t he ot her enbodi nents shown and/or described. This is also possible for one
or nor dUPRIRUF e of{ 1t he etfsodnfwgtise agumé (pHegehtmi My bnthe oasccafrmdsleraedt i zed
in hardware, software, or a conbination of hardware and software. Any kind
of conputer system- or other apparatus adapted for carrying out the 20
nmet hod described herein - is suited. A typical conbination of hardware and
software could be a general purpose conputer systemw th a conputer program
that, when being | oaded and executed, controls the conputer system such
that it carries out the nethods described herein. The present invention can
al so be enbedded in a conputer program product, which conprises all the
features enabling the inplenentation of the nethods described herein, and
whi ch



25 when |l oaded in a conputer system- is able to carry out these met ho#<EB 2005 .

Conmput er [wogtauneans or conputer programin the present @eRhg¥t RRan any
expression, in any |anguage, code or pg}ation, of a set of instructions
intended to cause a system having an information processing capability to
perform a Particular function either directly or after either WO

02/ 372. Bpplicgtions wigh gemeledinst, peTHICHiE) e84’ BRlyhBEH BN Yiedls) QWi vgPH) <
conver si t | anguage, code or notation; b) reproduction in a
differeﬁ?aéé ér.gfhﬁﬁ?%? - 19 W claim A nethod for processing an
originator request of a customer by a first entity, the nethod conprising:

- 4 FEB RQOmpajatioacaitivi MOthbt &M 5:2h Gefdift ROBE @aphtAionFehatdlis pRANESE Thiat .
is part of a nobile code and conprises a function in encrypted form and
addi ng iAW IINANtIEL Adepinling avd cannseiegitpatl entieylest, Hherletsis fupnmgrageat
firsg- if.ed reguest;, b) . .sendi at .l east part of saigd first-podifie
reqdbet DB B SRR R elbres FRina P by RS A Be spabalPo RN ¢y
resul t tikerfefded Mo Bain 8y WBSnddonaiboh€ds teokdpul@ibh, nd REHECRPULALIRNENMLLY

o

being a secure conputation service for a decryption operation; and
havi ng rthe asspaptigns teaéh) thaecampitatian ehtitp Aploeanotorellade with the sukinaby againdt

first entit i vi her ef first-entit It .and f ding it at
enat 1 gttt B8 b RROHBILT sphST B8 Y R il Pt R tisect s
and t he oeipiipatbRtdr ON@ist tanyr @fet tenti@NdA abdinfidficREeprob&edali@ hAndLLll Bfezrﬁ) A

custonmer result fromsaid at |least part of said first-entity result. 2.
met Hbd fisterasitioned 8¢ rsgheanef isr ganene @hd ined bperfl s any parficalar [applitatione Henes the

entity | S} t | east t -Of . origi nat or _r.equest. from a cust r by
2 computatianobat (P BN AR Advight pegliBtt! S RIS T opiT doclilfe
and comagesi dgnsutdtitic nQRe Infer@RACCHOREdr E@kdThers RhoRE MAH s6QT8RITh ShdEble B) O
receiving said first-nodified rgéuest fromthe or each first entity; b

deri vi n@rd desgpuoacponaisat ishgppie®uda notr avedo ffaadet garcomyfutatipndentity 7 has

first-nogifi [ Si . decrypt.i on_operati gn; sendj at .l east . part
of said %%ﬁﬁﬁﬁg?ﬁ@#geﬁ?sgygﬁggﬁF%ﬁ?ﬁpPH%gb¢f%d%ﬂmF§%§rlgﬂhﬂ&§aPﬂéPﬁﬁﬁ Bes
t her®f r onarkefing Shta@NMiotasvereshd tompetafi®f WAGEIST litsefthak @@aSintdrBst R8I daintdigrigbY a
cryptographi ¢ operation is applied to the requests and the

conput at'FIHBHRPT 252 PEEYTUMPIOVAY: sai d customer is able to derive a custoner
result fromsaid at |east part of said first-entity result. A nethod for

pr ocessi ri.gi r request, the hod. conpri si ng: f oy.m ng,.sai d
origi natTg]r% Sﬁgaﬁgégb;{}%ﬁ " flgncgg?stmoeflcgpﬁeog‘éfo{né'qéo&&gggﬁ% 8%@%%33{;@3‘98%5{@%
in encrypiced réQlzoy tefPartldf R AR Adcdmp@@EorP Thid can be realized by an encrypted circuit

construction as described in the following.
20 Encrypted circuit construction

The encrypted circuit construction of Yao, as introduced by A. C. Yao in his article "How to
generate and exchange secrets" at Proc. 27th IEEE Symposium on Foundations of Computer
Science (FOCS), 1986, pp. 162-167, is an interactive protocol for secure function evaluation
between two parties or entities. This is described for a binary function g(-,-) and parties Alice
25 (with input x) and Bob (with input y). Bob receives the output z = g(x, y) but learns nothing

else and Alice learns nothing at all.

Let (x1,....xu.), (¥1,..-,¥n,), and (21,...,2,.) denote the binary representations of x, y, and z,
respectively, and let C denote a polynomial-sized binary circuit computing g. The components

of Yao's construction are (I) a first algorithm consnuct that Alice uses to construct an



.-20 b) sending said originator request to at |least one first entity, -4 FEB 2005
wher eby t Neoor3mach first entity adds its information concep@ﬁ}j,gg,(ﬁg,jsd
originator request thereby formng a first-nodified request, and sends at

| east part of said first-nodified request to at |least a conputation entity
that derives therefroma conputation-entity result, the conputation-entity

bei ng a ¥EBM dENputihta Brnséamioteeolbstweendbligoygid Bob, apd (HDiaowcomlt alp@as i

t of sa -entity r bei t to th h first
oty (R AR B Ta R 3D bl b ot R ranolovs.

| east in part, a cryptographic operation being applied to the requests and
the conpuf @hé @RovaBLstY Ir@SMebrithdD oGl PR Mkek 856! bbb egst, Part of
said first -en?i ty result dergilil/i ng ?’ﬁe’rue?%mngcg gﬁésaf:}érgr‘eﬂf %gélgpuﬁ?taflaf.fpf'ﬁsgﬁle
met hod d@Blérding to claim 3, whereby the step of forming the originator
request conprises applying an, ngf%pt ed circuit construction. A conputer
program el ement conpri sing pFog’r' tode neans for perform ng a nethod of

any one 1Al , 0, 4 id pregramis.run on a _conputer. G A
conput er‘;v)ﬁf%)err%g(r?naa %r%%dt £S's o?n\eé@%gergs \gersé%lﬁﬁﬁ&'&"‘ ﬁéhﬂ?@ﬂﬁﬂa‘i‘lﬁﬁ%ﬂ' RpPhsier
comput erx,ﬁﬁ@g@@h&em@ggf@mmqéyf Qlrs causing a conputer to performa method
according to any one of the precgdl ng clains 1 to 4. A systemfor
processing an or ig: Nt OIL, L RAUEST,, IGQyPri sing: a custonmer connected to at

| east one first entity; and a conputation entity connected to at |east said
first entity, thé& sdihutiii)on, (&njd Ky, bei ng a secure conputation service for
a decryption operation; - 4 FEB 2005 wherein said custoner sends said

orig nat or reque%l't=t(f%t0’VSI)par(tUnaf,Ua:.lr}Dbi | e code and conprises a function
in encryCB;Tng Ofnglrnmtto the or each fli rst entity that adds information

concer ni ng EEPAPEP §i hATOF FEGGEYEY t hereby forming a first-modified request
and sends at |east part of said first-nodified request to at |east said
conput atrh @ P! i [sTaall i bt ives conputation-entity
resul t frofnqeggti; %6%I%Ut;§glggty§partgbg%h%g?@&%’r%?b?ﬁ%eg}(lp red Te e‘??h iyt I%‘érfd‘ﬁ% at
| east pabirespbnsatcdingonmpidtat ioRment, ichiedBa4 oL eqah (Eis gt entdty,
the or each@?i rst egti ty deri vegm'tz; fi rsP?-%eJnEOi %nguir 2@&1 t bf ?‘g%ké)gi lg"oaagaldéést
part of "SAFENEEiepRittae Wik ehthetapcrypted| dircartdi.¢.oifravaisation produces U, , then the
[R5 LI B@ulBd32.dqgs pJAL - 4 FEB 2005 -21 it at least in part, a
cryptogr aﬁ)hl c Operation is applied to the requests and the
conputation-entity result, said custoner being able to derive a custoner
resul t fihepesubr atethrBigtwiigh b i9bn&9pdd bheisds @A ot Xvé’rgggﬂetin i ci;mff %M?x&em
according to claim7, wherein the originator request nprises a function

i n encr y{io keysfropreserging Thenjsy itethakeoregicagnting tad aisiiBg MRk 8 Baf Herch@ingt i on
in encr gt edtf rrp colgtpri ses .an eglgrygt ed circuit construction. 10. The
system 15‘8?89’%6’ £8 TUPHPFHOR 1s fverlst ALSHavIEh ¢priprebititgpisents. s part of a
nobi |l e code. 11. The system according to claim?7, wherein the originator
request ] I $odo t he. comput ati gn-ent i result, and the
first- er(1ItDit {Qf;cé; !gécﬁl??@%ﬁ 1 g&é%ﬁg%ﬁmé?fy‘tp!f‘éa&ggﬁf&i’%& WE‘P@%&EWQ&%%SW to
any2(of  Ehen, pOec@dirgciclaad na. Tetpell in (" AM@A®IMIZEN SrOIOLEI A Goning UGS hcr.
conprises one or, nore information of : an offer, a customer information, a

pur chas & MHIBHGARCRD AL theaACHh &8 {5end3Hcebt o by G- BradsaidnC? Crégven cind L .

first epbbdy i§ OMRELSER NS b . offering.a service angd%r a_custoner

i nf or et or{ Concerfr?l?ng “33%%‘;3?6; gécd\élgtg?nst fgong glsclosure proglems , groc. 27th IEEE
Symposium on Foundations of Computer Science (FOCS), 1986. This is an interactive
two-party protocol for a sender with input two messages 1, and m, and a chooser with input a

25 bit g. At the end, the chooser receives ni, but does not learn anything about mgq,, and the

sender has no information about g.

More precisely, Alice acts as the sender and Bob obtains for every bit yi of his input the value

K; =K, ,, but learns nothing about Kiye1. Atthe same lime, Alice learns nothing about y.



originator request. 14. The system according to claim?7, wherein thé4 FEB 2005
custoner maswd/i¢onprises a first-entity information conceppirif) AfeEPt ance
of the originator request. [R ".LIDQ 0%432. doc:Pl!'~1t .A3,.A 32
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U& () - ( b,)al de’sc’:rigt%tglcof g z%nd 1, and a se((qaence counter. 0( 1)nvokes constr(‘gct(C) and obtains (¢, £,

5 X, U) as above with U consisting of 1, + n, key pairs in total. U, denotes the pairs in U with

indices 1, ..., n, and U, denotes those with indices n, + 1, ..., n, + 1.

Fori=1, .., n,and b€ {0,1}, it computes

Kip =Er(id || || K, »).

Let ¥ denote the list of pairs of all such K. Then O lets L= Li asabove fori=1, ..., n, and

10 sends
id, ¢,L, ...,Lf,x, X, u

to the first entity H.

—l —
2) The first entity H sets K; = K; ,, for i = 1, ..., n, to be the encryptions representing its input y

and sends them to the computation entity 7 along with id.

—
15 3) The computation entity T decrypts K; for i = 1, ..., n, and verifies that the ith decrypted

string contains the identifier id and index i. If all checks are successful, the computation entity

!
fly

T returns the decrypted keys K|, ..., Kj,, to the first entity H.

4) The first entity H invokes the second algorithm evaluate(C, Ly, ...,L;,‘,K',,...,K;,.y) and
obtains Uy, .., U, ,,. Then, the first entity H determines z=(z,, -yZn,) such that
20 Unwiz=U,, for i =1, .., n, and forwards the remaining values U\, ..U, to the code

originator O.

5) The code originator O determines its output & = (&1, ..., £,,.) such that Ug =Ufori=1, ..,

My
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10! 3#10%pioh) edaclkQf@des z(s)de#d:ﬁ]%ﬂ] for €xample, by M. Bellare and P. Rogaway in "Random
oracles are practical: A paradigm for designing efficient protocols”, Proc. 1st ACM
Conference on Computer and Communications Security, 1993. using a secure hash function.

In this case, the public-key encryption scheme and the pseudo-random functions for circuit

10 encryption can be implemented with discrete logarithms based on the hardness of the
Diffie-Hellman problem, as described by M. Naor and O. Reingold in "Number-theoretic
constructions of efficient pseudo-random functions", Proc. 38th IEEE Symposium on

Foundations of Computer Science (FOCS), 1997.

In the following, an extension of the above-described method is disclosed in order to achieve
15 a general mobile computing scheme with multiple entities H, ..., H,, as indicated in Fig. 1.
The generalization is the natural one in which each entity executes steps 2) to 4) of the basic

scheme above and sends the agent to the next entity afterwards.

Thereby, the code originator O prepares one encrypted circuit ¢ for each entity H,, ..., H; and
incorporates the encrypted state ., from ¢¥Vinto ¢? for j > 1. This is achieved by using the

20 output keys ULV, ..., U from €0 for decrypting a hidden representation of the inputs to

cv,

In a symmetric cryptosystem with encryption and decryption operations under key k denoted
by Ei(-) and Dy(-), respectively, the cryptosystem includes sufficient redundancy such that
given a potential key U and a ciphertext ¢ one can determine with high probability whether ¢

25 results from an encryption under U. The modifications to the scheme are as follows.

1a) The code originator O obtains ¥, £9, ¥, U9, and XY, for j = 1, ..., | in the same way as
i J Y

(

for ¢ above. However, the code originator O selects the values L] = L'- only for ¢V, The

identifier in the jth stage is set to id || j. The code originator O also prepares two encryptions
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U& () - o the first entity H, within a single message.

. . . . n I {j— —
2a) Forj > 1, when H, runs step 2 of the basic scheme, is receives # @ and Ul(’ b, L

from H;.,, which has before evaluated ¢V-1.

Each entity interprets each U:-(H) as a symmetric key to E, determines which one of the
10 ciphertexts VfDO and Vf’)l it decrypts, and then decrypts the one that matches. This yields Kf’),
an oblivious representation of the ith bit in the current state x; of the agent. Those keys are

then used to evaluate 0V,

3a) When H; has obtained its output from evaluating €9, it forwards all data that it has

received from H;. |, together with U"l(’), n, to H;.: . At the end of the circle, H, returns

15 U to the code originator O.

{

The computation entity T’ generates the code

In a variation where the roles of O and T are switched, the computation entity T generates the
encrypted circuit. Because it is trusted to follow the protocol one does not have to add a costly
zero-knowledge proof for correctness of the whole circuit. Therefore, the operations of the
20 other entities and the corresponding proofs ensuring robustness become much simpler. The
computation entity 7 has to know g and & for constructing the circuit, but it may obtain a

description of C from O in a first protocol message.

A three-party oblivious transfer protocol is used, as introduced by M. Naor, B. Pinkas, and R.

Sumner in "Privacy preserving auctions and mechanism design", Proc. 1st ACM Conference
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u& () - | 19onFieRHPRIvhpaRice) 1999, un1whighiie woke1 0Bshegeopser is separated among the

chooser and a third party, called the receiver. Compared to the standard notion of oblivious
transfer, the receiver gets the output message mgspecified by the chooser, who itself learns
nothing. This so-called "proxy" oblivious transfer can be realized using three message flows:

5 from chooser to receiver and from receiver to sender and back.

The protocol uses also a one-round implementation of standard oblivious transfer between
two parties, which can be realized using the method of C. Cachin, J. Camenisch, J. Kilian, and
J. Miiller, published in their article "One-round secure computation and secure autonornous
mobile agents"”, at Proc. 27th International Colloquium on Automata, Languages and

10 Programming (ICALP) (U. Montanari, J. P. Rolim, and E. Welzl, eds.), Lecture Notes in
Computer Science, vol. 1853, Springer, July 2000, pp. 512-523.

As in the basic scheme the component of a encrypted circuit construction is applied. The
protocol is described for the basic case of mobile code with a single entity H. Suppose O
employs a public-key encryption scheme with encryption and decryption operations denoted
15 by Eo(-) and Do(), respectively. O starts the computation as the chooser in n, parallel
three-party oblivious transfers, one for each bit of x. It sends these hidden choices to H, who
acts as the receiver in the three-party oblivious transfers, together with C and Eo(-). H
forwards the appropriate data to T, who acts as the sender; it will send the key pairs L in the
three-party oblivious transfer. Furthermore, H also prepares its input to n, parallel one-round
20 oblivious transfers (playing the role of the chooser), one for each bit of y. It sends these to T,
together with the descriptions of C and Eo(-); T will send the key pairs X in the one-round

oblivious transfers.

T invokes construct(C) to obtain € and the key pairs £, ¥ , and ¥ . It replies to H withEo(Uy), €,

U, and the final flows in all oblivious transfer protocols.

25 From this, # can determine the keys L, ..., L, representing x and the keys K/, e Ly,

representing y. It runs evaluare(&, Ly, ..., L, ,K),...K} ) to obtain U\, ..., U, ., as above.

!

netls oo Unen.and from U, and it forwards U, ..., Ul

Then it determines its output z from U

together with Eo(U)to O. This enables O to obtain its output &,
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5 under the output keys in 40~V from ¢U™" as before #©. The keys 40" can be stored by T

between step j - 1 and step j or they can be sent along with the protocol flow and are
transmitted to 7 via Hj., and H}, whereby they are encrypted byEr(-). In addition, the last host

obtains U, encrypted with Eo(+) from T and forwards this to O as above.

The communication pattern is the same as in the basic scheme: there is one message from O
10 to H,, one from each H; ., to H; and one from H, to O, plus one communication flow between
each host and the computation entity T. Robustness can be added by using non-malleable
public-key encryption schemes and non-interactive zero-knowledge proofs. However, the
result will be much more practical because zero-knowledge proofs are not needed for the
potentially large encrypted circuit. Moreover, the encrypted circuit construction can be

15 implemented by a block cipher instead of public-key operations.

Any disclosed embodiment may be combined with one or several of the other embodiments

shown and/or described. This is also possible for one or more features of the embodiments.

The present invention can be realized in hardware, software, or a combination of hafdware
and software. Any kind of computer system - or other apparatus adapted for carrying out the
20 method described herein - is suited. A typical combination of hardware and software could be
a general purpose computer system with a computer program that, when being loaded and
executed, controls the computer system such that it carries out the methods described herein.
The present invention can also be embedded in a computer program product, which comprises
all the features enabling the implementation of the methods described herein, and which -

25 when loaded in a computer systen - is able to carry out these methods.

Computer program means or computer program in the present context mean any expression,
in any language, code or notation, of a set of instructions intended to cause a system having an

information processing capability o perform a particular function either directly or after either
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b) sending at least part of said first-modified request to at least a computation
entity that derives a computation-entity result therefrom and returns it at least in part,
the computation entity being a secure computation service for a decryption operation;
and

c) having received at least part of said computation-entity result by said first
entity deriving therefrom a first-entity result and forwarding it at least in part,
whereby a cryptographic operation is applied to the requests and the computation-
entity result, and said customer is able to derive a customer result from said at least

part of said first-entity result.

2. A method for processing a first-modified request from at least one first entity
comprising at least part of an originator request from a customer by a computation
entity, the originator request being part of a mobile code and comprising a function in
encrypted form, the method comprising:

a) receiving said first-modified request from the or each first entity;

b) deriving a computation-entity result from at least part of said first-modified
request by a decryption operation;

¢) sending at least part of said computation-entity result to the or each first
entity that derives therefrom a first-entity result and forwards it at least in part,
whereby a cryptographic operation is applied to the requests and the computation-
entity result, and said customer is able to derive a customer result from said at least

part of said first-entity result.
3. A method for processing an originator request, the method comprising:

a) forming said originator request that is part of a mobile code and comprises a

function in encrypted form;

[RALIBQJ02432.doc:PIM
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forming a first-modified request, and sends at least part of said first-modified request

to at least a computation entity that derives therefrom a computation-entity result, the

computation-entity being a secure computation service for a decryption operation, at

least part of said computation-entity result being sent to the or each first entity that

derives therefrom a first-entity result, and forwards it at least in part, a cryptographic

operation being applied to the requests and the computation-entity result, and

c) having received said at least part of said first-entity result deriving

therefrom a customer result.

4. The method according to claim 3, whereby the step of forming the originator

request comprises applying an encrypted circuit construction.

5. A computer program element comprising program code means for performing

a method of any one of the claims 1 to 4 when said program is run on a computer.

6. A computer program product stored on a computer usable medium,
comprising computer readable program means for causing a computer to perform a

method according to any one of the preceding claims 1 to 4.

7. A system for processing an originator request, comprising:

a customer connected to at least one first entity; and

a computation entity connected to at least said first entity, the computation
entity being a secure computation service for a decryption operation;

wherein said customer sends said originator request that is part of a mobile
code and comprises a function in encrypted form to the or each first entity that adds
information concerning said originator request thereby forming a first-modified
request and sends at least part of said first-modified request to at least said
computation entity, said computation entity derives a computation-entity result from
said at least part of said first-modified request and sends at least part of said
computation-entity result to the or each first entity, the or each first entity derives a

first-entity result from said at least part of said computation-entity result and forwards
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function in encrypted form.

9. The system according to claim 8, wherein the function in encrypted form

comprises an encrypted circuit construction.

10. The system according to claim 7, wherein the originator request is part of a

mobile code.

11. The system according to claim 7, wherein the originator request, the first-
modified request, the computation-entity result, and the first-entity result comprise an

encrypted part.

12. The system according to any of the preceding claims 7 to 11, wherein the
originator request comprises one or more information of : an offer, a customer

information, a purchasec information.
13. The system according to claim 7, wherein the first entity comprises a web
server offering a service and/or a customer information concerning acceptance of the

originator request.

14.  The system according to claim 7, wherein the customer result comprises a

first-entity information concerning acceptance of the originator request.
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