Secure Short Message Service Field of the Invention
[0001] The present invention relates to short message
service (SM5). In particular, the invention relates
to a systemand nethod for trapsmtting secured SM5
message between two conmuni cation devices. Background
[ 0002] Short Messagi ng Service (SM5) is one of the nost
used features of bi | e phones, which allow

conmuni cations to e 1ﬁutb@@3ﬁgeéﬁxvmforn1 SMS
messages are sent froma device to another via a
comruni cation network fornmed by a group of service

roviders. The SM5 ness not..only stored on the
gender and reci pi ent degg%ggﬁkghpmfﬂ are al so stored
as a "copy" at the service prOV|ders side. [0003] The

SMBoTfessageShgenaea inveAfien LERRS Mot §iRek metséagé'sfeidl& PEMS). In
no pr Ot ection al ong the transm ssi on rout

cByEeulat, faswvaNpnieleades waisneasi mythod fsit tndtremﬂbyxg secured SMS
tﬁgﬁémwg%“%c& uli@adngclogations where the

nessages are stored or even fromthe air where the SMS
messages are transnmitted. The |ack of security in SMS
nmessages general |y discourages users to transmt
personal information throufAcksrsmdsumary [ 0004] The
present invention provides a nmethod for transmttl ng

ﬁg@ﬂggssﬁ?%:s Megs éﬁlg:egl&gijcgé{:ﬁ%){ %dg%resglﬂg most used features of

tmammhmes,nwhwpwnlomee@nmun@ahm fNBE Yatied oaMi 1$>quxm SMS
reci pi ent Ferforms a. multiple-validation process.

RESSARAS AFHPDL PRI Ydevieshiashes yia & eommmnigadon @@wpﬂefwmed by a
@Sﬁﬁ bf ée@ﬁc@b?ov‘i’&ﬁ dehe AN el NBe LG rn\épg)nig 3tdr8d on the sender and
id

val
remplent devwes but they are also stored as a “copy” at the service providers’ side,

[0003] The SMS messages generally are transmitted with little or no protection
along the transmission route. In many cases, these SMS messages can easily be stolen
by those who can access to the locations where the messages are stored or even fiom
the air where the SMS messages are transmitied. The lack of security in SMS

messages generally discourages users to transmit personal information through SMS,

Summary

[0004] The present invention provides a method for transmitting SMS message
from a sender device to a recipient device. The SMS message is encrypted before
transmission. Upon receiving the encrypted SMS, the recipient performs a multiple-
validation process. In the multiple-validation process, sender and recipient identities

are validated and the encryption is validated.

[0005) In accordance with one aspect, there is provided a method for
transmitting an encrypted SMS message composed on a sender device under a secure

mode to a recipient device. The method comprises receiving the encrypted SMS



[ 0005] I n accordance with one aspect, there is provided
a nethod for transmtting an encrypted SM5 nessage
conposed on a sender device under a secure node to a
recipient device. The nethod cenprises receiving the
encrypted SM5 2 rressag;a on the {_eg: pi elntt?g;/lmce;

[ ing a presence of a conpatible pla ‘
ﬁ?‘ﬁlsgf’%%: 918 the g‘?%?@gﬁ%‘ﬁw %@95{?%# iRdesenery ofir k:demt;li_ley I}})i&lthHﬁ;
OfyakikEfihy of L RiegN I.ng encrypti.o .
o ey ¥ o POSPEY RFoLuRthe T ELTBE AR STRE Wt deviee
miglidages t csiptint ek ther eadajibd SMS thessigerand 0006 pithe the SMS
a&%ggagggocsgowtth pngab(fnb% |rr%nt, the nethod may further
conprirse B EF At AR fressage i f any one of the
validating steps fails. [0007]In yet another
enbodi ment, validating the identity of user of the
r B8PYi ent  dbvieserdaned witbsonv enibbitinngt,ihe metiiddemapfauRf comprise

t !Tlgcalll&ﬁé tf?ersmtrﬁgsjsang% ifa ya(‘fhsemﬁrﬂgé validating steps fails.

[0007] In yet another embodiment, validating the identity of user of the

recipient device includes verifying biometric data of the user or matching a password.

[0008] In another embodiment, the cryptography key be a public key or a
private key.
[0009] In yet another embodiment, the method may comprise restoring the

SMS message to the encrypted SMS message for storing on the recipient device.

[0010] In another aspect, there is provided a system for composing and
transmitting an encrypted SMS message, the system comprising a platform operable to

perform the aforesaid method,

Brief Description of the Drawings

[0011] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0012] FIG. 1 illustrates method for transmitting a SMS message between a
sender device and a recipient device in accordance with an embodiment of the present

invention; and

[0013] FIG. 2 is a diagram showing a data validation flow between a sender
device and a recipient device in accordance with another embodiment of the present

invention.



[ 0008] I n anot her enbodi nent, the cryptography key be a

public key or a private key. [0009]In yet another

enbodi ment, the nethod may conprise restoring the SMS

nmessage to the encrypted SM5 ngssage for storing on

the recipient device. [0010]In anotheg aspect,tihere

is provided a system for_ conposing and transmtting an

encrypted SVS nessage, t a@%}sﬁ%ﬁﬂlE%‘?ﬁarl sing a

platform operable to performthe aforesaid nmethod.

Bri ef Description of the Draw ngs [0011] T_h| S i _nyeph on

vil4T4be desét lipewithihaahoss sunonary| fictfohoviegtiostiripeot $f a number
the.: Nt lovention .with reference to the o )

gf(:)gos gcéﬁésd?{g %}eg%\(lﬁ’aséfﬁfdﬁlwlgﬁw [p@%\i%dpicb‘unéerstand the inventive

i fidansts aff és pratiddvémion! FapANbe bhgrR (MR (BASPHShe art, however

bet ween. a sender device and a recipient device in .

a?%f’ SHVEN Y Hay ke grastissdeithowfsuehepeprissientils. Some of the details

ijg%ég "1‘1%2 lﬁ?(?eéeast@xlrf'lger?[aﬁﬁ)%rx%hgge()t%v\se réo}] koZobgs(%ﬁ%ggg %@ez%po%%onigeage of reference,
common reference numerals will be used throughout the figures when referring 1o the

same or similar features common to the figures.

[0015] The present invention provides a secured SMS message transmission
between a secured sender device and one or more secured recipient device, The sender
and recipient devices are communication devices that are able to communicate with
each other according to industrial standard protocols of the communication channels.
The sender and recipient devices are adapted to provide additional security features
over the standard communication protocol for protecting SMS messages sent between
the sender and recipient devices. In normal operating mode, the sender and recipient
devices are operated as the general communication devices and the SMS messages are
sent according to the standard communication protocols, such as GSM protocols.
When the sender device is switched to a secured mode, all SMS messages composed by
the sender device are added with additional security features where the recipient device
required having the associated security features to receive the SMS messages. The
SMSS can still be sending over the standard communication protocols under the secured
mode. As a result of the additional security features, the SMS message transmission
provides the following advantages: the SMS message can be created by the intended
sender; the SMS message is encrypted for transmission; the SMS message only reaches

the intended recipient; and the SMS message is opened by the intended recipient.

[0016] FIG. 1 illustrates a method for transmitting an SMS message for
transmission in accordance with one embodiment of the present invention. The method
for transmitting the SMS message starts from a sender end and ends with a recipient
end. At the sender end, the method comprises activating a secured mode in step 100;

composing the SMS message in step 102, encrypting the SMS message in siep 104 and



device and a recipient device in accordance with
anot her enbodi nent of the present invention. 3
Det ai | ed Description [0014]In line with the above
summary, the follow ng description of a nunber of
speC|f|c and alternative enbodinents are provided to

der st I:zh% gvent ive features of the present
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W th each ot.her according to industri
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apdwe&EiHRIs ?e?g 108Yd §68 NG, A94RY S e{s%él?eréf s\é:qgcj (dgvice can be adapted

addi tional sSecurity Teatures ove

conprenioron ttho mopiposarc odriffoatiom Mitea Chis NG cIVEIFES S@g&%valed Such
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n&F HSPIh & 1t PRYTGdhRt the (rempesrads aahﬂhtfléclhsm écmthe secured sender

d@izhdées}“}ﬁ:[‘@rrﬁﬁ%%ﬁgf @%st%eﬂgjﬁgé Al & mggenl g%tl"l&(ar%r e¥ample, by

devi ces and the SM5"nessages sent
shagsiveie et Gpationi biatrictnic yardicetm] md exic h as GSM
protocols. Wien the sender device is swtched to a
secured node, all SM5 nessages conposed by the sender

devizpe ar e idRMerhk o #8di 1 LRk, SngE rﬁéﬁzbgquggr{tq’?om the sender

\Qgere the recipient device require
Y56 Ao tpaghasy et yedmattudeavsce(sa; recdi the tbipidhvend, the recipient

di th
TRSROET Gerh A R, Shb o oh SRt s S0 amessage.  The

rsocieity Adlidutibesut énl@lenties @adht BM%&:@@ fs Ik lf]ﬁf%h Y46 & intended
t he SNB rrercésa ge transm ssion provid e foF

AeRiRifRta g &lsot feus\ibahwabage timdoé lccrlpJanEds btylet fltbeiead the SMS
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[[0016]FIG 1 illustrates a

%5115 11nsendc%dV Ilr GCH)I elnlt el O

JTT OF PN CPrigted S MhETREsssade St 110; perfmmmg a first
bilansioh $$kRp 110 t of

present | nvgntl og&@&m%%ﬁé%aslgg&ﬁpgﬁg%g?% p?lﬂ‘é‘mé%afh“d
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e S A
zs‘ﬁ??gg@gigz a%ﬁld p&i&hﬁ@ e t@ﬁ%ﬁﬁﬁ’iﬁé @Qtﬂeh@v@\@e&ggé ?sgglcrypted in
accordance with the present invention. If the received SMS message is an ordinary
SMS message, the recipient device simply prompts the user to read the SMS message
as other SMS messages. When the SMS message is determined to be an encrypted
SMS message in accordance with the present invention, the recipient device activates a
secure mode to open the encrypted SMS message. In the step 112, the first validation

is carried out to check against the presence of appropriate device processor and/or



transmtting the SM5 nessage in step 106. Optionally,
the nmethod nmay further conprise verifying user
identity 108. At start, the user needs to activate the
secure node for conposing and kransmtting the SMS
nessage in step 100. In the step 102, the SM5 nessage

aﬁlg)rrgo ed w.th t ﬂe secured sender device with the

stpe LTSS dG g Wikt ?‘%Fﬁylﬁ?%\ﬁh@%dnwa&q}e Té?@nsﬁeured SMS message
dexjueRs aQ¥eHatibr RVR

engqr ylptS ed with o or es chr:% ?%éeggﬁedﬁ@{& g(%g%\ g‘?oof"ﬁ Apq parse the text
t Kengingp tll@mnca_mjc@ ﬁb@a‘enpumgé yF81e1mitr mutdewi@e bheeSbeMd/or Nsplalform

u y,.can ded in the encrypted S
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encrypted in accordance with the present invention. If

the received SM5 nessage is an ordinary SMS message,

tooesir eci pi BN, glevi g% r,.to read

t he SMS nessage as other Sl\/éﬁ?!;rgsﬁmsélfé(‘i’ag}s?l;s eﬁ(ﬂtW e gpgider device

?1‘%5%%5@@1@% dgetserxmwe@an@ Yoieh amthﬂ@mmeﬂexﬁwﬁt%%@@&einvennon
i on, the

t.h th
?g%c‘?%? gn eeg;? A gemgﬁég‘%{e gé;g][ﬁfeé 58 e seien deviee sends a

®oesy b able %mssag@a td RelifieifStheRedibfont &
validation is carried out t{gﬁi:helckea gyln}]sdtg%cé e an appropriate

Nrdeshie reevapbe o%\m anessapevi Helhpnwp&sbde\attdls%qul}ﬁoed w1lh the
dﬂpﬁ;ﬁ}ﬁ[ %g&nli elﬂg %01 gntt cberv C%nlgg 8%?& %m gngeévﬁ:g@e to afﬁrm the

secure nessage equ
pewoes shtheanpgtatiap plaffomm Mkaﬂﬁzﬁﬂéiethé"?é’c:ﬁ@ﬁtsc?evk@%istoeg&s itself
.contain in the encry ted SMS nessage. Fur

THOA FEUG @@Wéﬂa hsrarpyadof greniM nwaq@ee dWhan tber mndmt device
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extracting the encrypted SM5 nessage through ot her
devices. In the step 114, the second validation is

carried out to validate a public key and a private key

in accordance with the known key infrastructure used

in the transmtting nessages. The second validation

provi des another | ayer of protections to the encrypted



an instrunment provided for handling secured
transm ssions at the sender and recipient ends. It can
be any of a dedicated security processor for the
nobi | e conmuni cation device, agsecured _
pl atf ornmf operati ng system a rel ﬁvantfv_?lhl dalt !a?fnorm

1e conbi nations . _thereo e pl [
B e s B S ate COV v e 5a dedephiar e decrypts he
[ G029 ]héssige. UNHeies bR h%?idmnfﬁlg,ehé%enﬁﬁi%?&? a‘e\S/icc{e does not
transmtted fromthe sender end to the reciprent end,
i CIRRpedwits dh sapteras soinpalildopitiorng dharBiv Scatdsageswill not be sent.
channel, with or without any security protection.
[0021] I n accordance with the present invention, the
s¢nodeyr and Shid reReiR ©MIGQY HRSTatf@ Bf QX g&erg invention relates to
addi.tional features to enhance the pri \_/aC)? and o
sEC YRRt PronEledNe hadhagisesrehtransmisives erftediendeatand recipient

,Ce .CAN: onfi.gured to hide sepder L

s Ty o o AR R TP it Mo pormmunication
déwiiees: senvteddgatforh)/aekatlnigsdyedms @NRRR ahota gk bR es¥Pand the
nessages fromthe hlac 1Jei sted sender. [0022]1n"yet
a%od??‘?g?tl ‘385‘€Hgnt [he plath @Vi‘@ésb‘ténhaj’éW@@nbﬁlsgdlr(e‘dscrftWare based
delkgben SM5 automatically at a prescribed tinme or
period. For exanple, the sender can set the valid
period for the SM5 nmessage, and if such validity

| od i fined, the recipient device will delete
PR s e d&é‘“ﬁ%‘é&?"@% b %Qﬁr%fglérms@agepeﬂrwmxtted from the
[2023] dnd yetheaGipRar c/NROHIA sent BGol 'apdoﬂ?ﬁoxgggﬁlgn%nications
can be configured to have all SMs nessdges stored on
t@ém&f‘éfv‘f"@émf BihPHEnE Aesugift rdteatiorml | tine. Thus, the

SMS message cannot be viewed properly the normal
operating node. To view the SM5S nessage, the device

Hea21} 0 be dwi dcchieindeOwih SIRCpreSerMBanRBH. BB ScRder RE %hé)frecipient
t(ge. val i dati on processes descri bed above are executed
t

VH@%W%PTQVH@ widionaksaigeesiio enhanesihegprivady and security of the SMS
transmission. In one embodiment, the sender device can be configured to hide sender
identify automatically. In another embodiment, the devices include a black listed

sender for blocking SMS messages from the black listed sender.

[0022] In yet another embodiment, the devices can be configured to delete SMS
automatically at a prescribed time or period. For example, the sender can set the valid
period for the SMS message, and if such validity period is defined, the recipient device

will delete the SMS message upon expiry of prescribed period.

[0023] In yet another embodiment, the recipient device can be configured to
have all SMS messages stored on the device remains encrypted at all time. Thus, the
SMS message cannot be viewed properly the normal operating mode, To view the
SMS message, the device has to be switched to a secure mode and one or more of the

validation processes described above are executed to decrypt the SMS message for

viewing,



[0024] I n yet another enbodi nent, the SM5 nessages can

be configured to be invisible under the nornmal

operating node, and it is only shown under the secure

mode. That protects the privacy of the rightful device
owner as the device may only allow the rightful owner

t tivate the secure node. [0025]1n yet another

eﬁ"é’gg‘i ment , i ke mhﬁ%’é’ﬁ%‘@?ﬂhﬁk}@ §&ISSF1MSP@’@R33$WB configured to be
whesi€blt hedSVR: MBsE288cMihd mBEe. LEHES le with

a different SIM cardﬁonfﬁ%g d%@?ce.5?@6%@?@@ﬁﬁ%1%ﬁnm&nenmda
sfé%ti HrPIECte MisoRli vRer 08 11‘§j¢av$llb!ééwiﬁkeswndrbledﬂ1eﬁd@ice may only allow the
il r - LS underst ood that many changes,
nolg#ﬁicog{n?g%os%&\\f%t? i35 ToSHE B conbi nati ons t her eof

could be made to the present invention w thout

departing fromthe scope of the invention. 8 Cains
119028) et hodltf Bt appes pnbedimgnia ISVEMSessage: s coaypies SiM dock SMS

awhgRdsL tSﬁ@V fg}%?&ﬁ%@%‘i be 1'g‘ned%1uerdeu§11rnn gblts]gf\_fi% g gz%a?én? IgEM card on the

devi ce, d conprising
device.
[0026} While specific embodiments have been described and illustrated, it is

understood that many changes, modifications, variations and combinations thercof

could be made to the present invention without departing from the scope of the

mveniion,



transmtting a request for platformconpatibility
verification fromthe sender device to the recipient

devi ce; transmtting a response to the platform
conmpatibility verification request fromthe recipient
device to the sender device;- activating the

secure node on both the sender device and the
reci pi ent device, when platformon the devices are
verified to be conpatible, wherein under the secure
node, the sender device epncrypts the SM5 nessage and
sends the encrypted SV5 (HWge to the recipi ent

ecei vin e encrypted SMS nessage on the

L {E‘? o Hﬁé’eﬁ“%f% %gMSda?SF%’@ CamB?%?*b@ﬁ%’Sﬁydeﬁt-@? under a secure
mode wad 11edpibhtni@\|n&3 tliedﬁdﬁﬁdcﬁc)bn@f;s:ﬂ@ﬁéps?ft Lhe reci plt egt NE

devi ce:. validating encryption. o e encr e

ISR S SFRIUGHs G VATOHE CORBAEY Heiai from shioindadevice o
ﬂwxmmﬁadabh&ato the user; wherein the above steps are

carried out at th nd devi ces. .. The net hod

AETFPH g 2 65Pensi 0 e platerme P‘”ER?‘HBWFYS Veryficationc spaueshdiom the

mcmmmh@wﬁkﬁ)me&&agemv&eany one of the validating steps
' hod according to claim1, wherein

Iﬁgiﬂ‘%’%f&{% |t€FgS°;$fg %%rﬂfi b3in e pradsr dsvics el theciegiienit device, when
platform on the devices are verified to be compatible, wherein under the secure mode, the sender
device encrypts the SMS message and sends the encrypted SMS message to the recipient device;

receiving the encrypted SMS message on the recipient device;
validating a cryptography key;

validating an identity of user of the recipient device;
validating encryption of the encrypted SMS message; and
decrypting the SMS message to show text readable to the user;

wherein the above steps are carried out at the end devices.

2. The method according to claim 1, further comprising discarding the SMS message if any

one of the validating steps fails.

3. The method according to ctaim 1, wherein validating the identity of user of the recipient

device includes verifying biometric data of the user.

4. The method according to claim 1, wherein validating the identity of the user of the

recipient device includes matching a password.

5. The method according to claim 1, wherein the cryptography key includes a public key.
6. The method according to claim 1, wherein the cryptography key includes a private key.
AMENDED SHEET

IPEAAL



7.

devi ce includes verifying bionetric data of the user.
4. The nmethod according to claim1, wherein validating
the identity of the user of the recipient device

i ncl udes matching a password, 5. The nethod accordi ng
to claim1l1, wherein the cryptography key includes a
public key. 6. The method &fcording to claim 1,
wherei n the cryptography key includes a private key.
AMENDED SHEET | PENAD 8a 7. The nethod according to

Ci'Rd Method T 45 MEL [ £conprising restoring the
NG néésage(%%ﬁ ﬁgggﬁ%r§§§%gl pH%E?Qﬁ@“F6$I‘<BWEd§eSNS

S
messagq:]tottheeechf@teé iS& meseage & stori@g olihe y&iptgmt fi@ficeCONMPosi ng

8.
compx‘ﬁhﬁ'ﬂ%ﬁﬁrﬁbﬁggle to perform the step in accordance witl

and transmtting an encrypted SM5 nessage, the system
conprising a platformoperable to performthe step in
aCcOPEANEE aamppsiegngndo frensofittin enperesedi ngvs| @bd¥Boe, the system.

1 any one of the preceding

claims.

AMENDED SHEET
PEAALL



i PEA/Ali 9 Secure Short Message Service ABSTRACT

[ 0027] The present invention provides a nethod for
transmtting SM5 nessage froma sender device to a
reci pi ent device. The SM5 nessgge is encrypted before
transm ssion. Upon receiving the encrypted SM5, the
reci pient perforns a nultiple-validation process. In
the nultiple-validation process, sender and recipient

identities are valid . the enc tion is
vali dated. [0028]FI Ggs"%q gp‘g‘pﬁ}ﬂﬁséé‘f Sgice
ABSTRACT

[0027] The present invention provides a method for transmitting SMS message
from a sender device to a recipient device. The SMS message is encrypted before
transmission. Upon receiving the encrypted SMS, the recipient performs a multiple-
validation process. In the multiple-validation process, sender and recipient identities

are validated and the encryption is validated,

[0028] FIG. 1 for publication.



