The invention relates to a system conprising an el ectronic device intended
toallow at |east one I ndi vidual, on the one hand, to participate froma
receiving set in a televised progranme and, on the ot her hand, to certify
said 5 participation in association with a server. The Patent US-A-4 745
468 describes a system which allows an eval uation of the answers gi ven by
listeners or viewers to questions asked during a radio or television
programe. The station which broadcasts theil0 programme si mul t aneously
transmts, on another radi o broadcast channel, an instructions signal
contai ning data representing the question which nust be answered, the tine
| apse provided for formulating an answer and the content and form of the
correct answer. These data are 15 renote | oaded in consol es which are
provided to the individuals desiring to participate in the broadcast
programme. For this purpose the consoles conprise a specific means of

receiving the instructions signal. Each console conprises nmeans of timng
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this systeg aprdgrammecdsimulibanéatusby transmits, on another radio
broadcast channel, an instructions signal containing data
representing the question which must be answered, the
W, time lapse provided for fomulating an answer and the
content and form of the correct answer. These data are
15 remote loaded in consoles which are provided to the
individuals desiring to pafticipate in the broadcast
programme. For this purpose the consoles comprise a

specific means of receiving the instructions signal.

Each console comprises means of timing which

20 compel the participant to formulate his answer within the
provided period, this answer being entered into the
console by means of a keyboard. In the console, process-
ing means compare the participant’s answer with the
correct remote loaded answer, compute the result, win-

25 nings or score obtained by the participant and cumulate
it with the previously accumulated score.

The cumulated score can then be transferred,
possibly in encoded form, onto a recording medium for
magnetic readout (card with magnetic track) or optical

30 readout (printed or punched sheet). This recording medium
thus allows the user of the console to prove his partici-
pation in the broadcast programme and, in association
with a server, to validate the obtained result. In



5, US 4 745 648, has a serious om ssion in that it does not prevent an

i ndi vidual fromrecording the broadcast programme and t he abovenenti oned

i nstructions signal on a video tape recorder and/or an audi o tape recorder,
fromlearn- ing the correct answers to th@ questions asked, from 10
participating in the prograrme at a later tinme by rreans of the recording
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-3- the all ocagleﬁléglghg | gt he§onf @ very accurate absolute tine by the
clock fitted to the console. This clock nust
In order to bet, the viewers have a console

provided with a receiver allowing it to receive radio-
electric signals transmitted by a central station. The
console is fitted with a real time clock synchronized
with an absolute time scale in to order to determine, in
the console, the precise time at which the viewer makes
his bet. The deadline for betting (kickoff time for a
W/ football match for example) is transmitted from the
25 central station to the consoles by radioelectric means
and the console only takes account of the bet made by the
viewer if this bet is made before the deadline.
For purposes of verification, the console is also
provided with 10 counters which are triggered at random
30 times by signals transmitted from the central station.
When a player wishes to validate his winnings, he puts
his console into communication with the central station
by means of a telephone line and his result is only
validated if the state of the counters in the console is
35 at that instant identical with that of similar counters
in the central station, whose counting is started at the
moment of transmission of the abovementioned signals.
According to this Patent U.S 4 592 546, the
taking into account of the bet fundamentally depends upon



therefore be of very high precision (quartz of the type used in clocks for
exanple) as the total drift of this 5 clock over the entire lifetine of
t he consol e nust not exceed a very |ow nmaxi nrum val ue. Now, such clocks are
rel atively expensive. The use of clocks-w3th | ower perfornmance, and
therefore | ess expensive, conbined with a special procedure for adjusting
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this deadline. The verification procedure is not truly

satisfactory as it is also based on the transmission to

the consoles, during the running of the programme, of

-/ 20 external signals: such a transmission always risks
technical difficulties and disputes in the case of
defective operation.

( The invention intends to provide a system comprising an

N electronic device allowing an individual to participate in

25 a broadcast programme received on a television or radio

receiver, a remote data or data processing terminal, or
any other set for receiving a programme, by introducing

in its device at least one participation datum which can

be, for example, an answer to a question asked during the

30 broadcast programme, a bet on an event to come, a random

or pseudo-random code as part of a lottery game' or

similar, etc... Furthermore, while being of low cost

allowing its large scale distribution, i.e. without

necessitating an accurate real time clock synchronized

35 with an absolute time scale, this device must be capable,

in association with a server, of certifying that the par-

ticipation datum has been correctly entered in the device
before a given absolute deadline.

Another object of the invention is to provide a



devi ce which is independent, i.e. having its own electrical power supply
source and consequently having a |l ow el ectrical consunption, and which does
not necessitate a permanent association with a server while its user is
participating in 5 a broadcast programme. It is also desirable that such a
devi ce shoul d be portable and of reduced size- while being provided with
ergonom ¢ neans of data input and data output in order to facilitate t he
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: Another obJect of the invention is that such a device

provides a high degree of protection against fraud.

In order to achieve these objects, as well as others,

a subject of the invention is a system for participation of
—/ at least an individual to a broadcast programme, according
20 to a scenario stored in an individual and independent
electronic device for participation, and for certification
of said participation in association with a server, in which

kb/ said device comprises

* interface means for the entry by a participant of at

25 least one datum representative of said participation in said
programme and the establishment of a certification link with
said server,

* means of storing said participation datum and said
scenario, and

30 * a clock
har riz in that :

* said device comprises means for measuring the
relative time 8T, , elapsed between at least a first event of
said scenario chronologically correlated with said entry of

35 a participation datum in the device and the establishment of
said certification link with the server,

- the server comprises at least means for measuring the



relative time [err] elapsed between at |east a second event of said
programme chronol ogically correlated with an absol ute deadline for the
entry of said participation datum and the establishnent of said
certification link, and 5 - the device and/or the server conprise(s)
means for.conparlng the relative tines neasgred in the device and the
server and for «certifying or. not <certifying said participation as
a function otehﬂhivawhﬂma ST, eidg$ednuamWean1aﬂileast a\éétohdi event
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certification link with the server. It is therefore possible

_ to participate in the programme in real time, but also in
S deferred time. However, in the 1latter  case, the
20 participation will not be certified because the time 8T,
measured in the device will not be consistent with the
reference time 8T, measured by the server.

K/‘ The device for participation does not necessitate a
high accuracy clock because its drift will only be cumulated
25 over the time period which separates a given instant in the
running of the programme from the establishment of the
certification link. It suffices to require users to certify
their participation within a relatively short period
(between a few hours and a few days), which does not in
30 practice raise any particular difficulty, in order easily to
overcome these drift problems. The device for participation
does not therefore depend on expensive components while

providing very reliable certification conditions.
Preferably, said first event is constituted by said
35 entry of a participation datum in the device and the second
event is constituted by the absolute deadline of entry of
this participation datum, this deadline being known to the-



server., The nmethod of certification is in this case particularly reliable
because it depends on a neasurenent of tine initiated by the user when he
enters a participation datumin the device, whose electronic circuits can
easily be 5 nade inaccessible to any external intervention as wll be
descri bed bel ow. According to one charactergstic of the invention, the
scenari o conprises paraneters representing the chronol ogical running of
sai d progr anmesenvet he ﬁheicmethm@riaﬁs ¢Efwmixﬁaﬂ£bminisg imr thks case
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said servéb. partficipation is standardized.

Preferably, the device comprises means of data
processing for producing a result which is a function of

. said participation datum and the means of comparison are
— adapted to certify or not to certify said result.

20 The certified result can be credited to its beneficiary
in means of storage disposed in the server and/or in his
device. Similarly, the means of comparison can be part of

K/’ the server and/or of the device. In each case, the device
and the server preferably comprise additional means of

25 authentication for the purpose of verifying the
receivability of a certification request.

According to a preferred embodiment of the invention,
the certified result is credited in the device and the means
of comparison are disposed in the server.

30 According to still another characteristic, the system
comprises :

- participation devices each associated with an
individual participating in said programme,

- means of broadcasting said programme to receiving

35 sets, and

- terminals for the establishment of certification

links between said participation devices and said server.



The ot her characteristics of the invention are defined in the clains.

Vari ous enbodi nents of the invention given by way of exanple will be
descri bed below with reference to the44% appended draw ngs in which:
Figure 1 is a sinplified block diagram of a portable electronic device
according to one enbodi nent: of the invention. Figure 2 is a plan view of
the device. 10 Figure 3 is aviewin the direction of the arrow
1l in Figure 2. Figure 4 is a diagramillustrating the use of a device in
association with a television receiver set. Figure 5 is a functional

diagramillustrating iphg biherS'@Rrddteriiiidd 681 LAB DA eRLIRRNtd LAt i on

procedure by neans. of .a first_enpbodi nent of the device of the 1Inven- t|on
Figure 6 is adﬂﬁéngnFPIFagtFéFFﬂﬁ the certifi- cation function provided by
the procedure in Fi guvarfousOembodiments fof)the 1ntr&nﬁ:.dha§19§hlﬁ§ yFatl ng

Le oM arcbidipll i) ER adCANER SRR T eGSR 7 L
certlflGatlonappdndedhénaWEagsonnpwbceUure 25  of F|gure 5 using a screen
and keyboard term nal g e”ellCt gd tp §1§x§ﬁﬁ3&ed':'lgiﬁ&9d r?q_.agy taﬂfarg

simlar to that of Flgu |ustrating-t | ementati o
certificati onPaRBaRiehelectFOondA SeydselraccREting dEQi onessmhadimenty 30
a second pref ger eHecitOhBESH. Of the invention. F|gure 10 is a diagram
sigm lar to that of Flﬁgre 9 Ilustra% thhe meptati on of the
cé?{lflcatlon and aut ﬂ?F% R Pr]ty %EVA? ¥+°Qtcording to a
ipd enqigodi nent of tRiguneecdtism Biew in the dﬂeg:mmmbf the éarapwamuati c
perspect|ve Viff’?ﬁ §1é3£g1fal whi ch can be used in association with the
devi ce of Figure
Figure 4 is a diagram illustrating the use of a
device in association with a television receiver set.

Figure 5 is a functional diagram illustrating the

15 steps in a certification and authentication procedure by
" means of a first embodiment of the device of the inven-
(.) tion. '
Figure 6 is a diagram illustrating the certifi-
_ cation function provided by the procedure in ?igure 5.
20 Figure 7 is a diagram illustrating the implemen-
Ky/ tation of the certification and aunthentication procedure

in Figure 5.
Pigqure 8 is a diagram illustrating the implemen-
tation of the certification and authentication procedure
25 of Figure 5 using a screen and keyboard terminal con-
nected to a server.
Figure 9 is a diagram similar to that of Figure
7 illustrating the implementation of the certification
and authenticatioh procedure with a device according to
30 a second preferred embodiment of the invention.
Figure 10 is a diagram similar to that of Figure
9 illustrating the implementation of the certification
and authentication procedure with a device according to
a third embodiment of the invention.
35 Figure 11 is a diagrammatic perspective view of
a terminal which can be used in association with the

device of Figure 1, and



Fi.gure;12 is a functional diagramillustrating the data exchanges between
the termnal of Figure 11 and the device of Figure 1. Referring to the

drawi ngs, particularly to 5 Figures 1 to 3, there can be seen a
portable electronic device 1 intended tQ rgeceive data froma screen in
optical form A device of this type is described in detail in the French

Pat ent Application FR- é—.Z 630 561, to ichtr.efe enge can be de. 10
This device conprises anI8%Pertfalttadi AYPSEIP et an UFt AN Dedi ¢
shape, preferalbhg datle éxchapgest betweenrthé, terminkbsef thiguharee skl [and |

(Figure 3) is sHR! heWibB bESPeGhrbO1its Wdth 1 and its length L.
Preferably, the si zg o% t he Qag%ﬁg?l:'s adapted so that the 15 | atter can

be held in the hand. TREIEEFARE c&Fpritdes ARATENES opRAHIGHATAY ot R
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in nunber. Theoptagaloffoweepdi clewcaisofhavinis ntpguris 1desceibedneioted to
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the light signals 25 received [nto el eCtrical signals having a format

5 e
suitable for tWBiRRcFBEBRENCEr cAN PRMALS:ce 1 conprises a display 6,
preferabby a |iquid cryhisl déwideaycdhpPisesoan rngktermal aggsing 2creen 7
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various el ectronic
R advantageously constituted by phototransistors 3

(Figures 2 and 3) disposed on the section of a small side
of the casing 2, and in particular in alignment. In the

— 20 considered example, the phototransistors are three in
number.

The means of reception R, as shown in Figure 1,

, are connected to a microcomputer 4, by means of process-

- ing means 5 capable of converting the 1light signals

25 received into electrical signals having a format suitable
for the microcomputer 4.

The device 1 comprises a display 6, preferably a
liquid crystal display (LCD), forming a rectangular
screen 7 (Figure 2) on the casing. Preferably, this

30 screen 7 is provided for displaying eight aligned alpha-
numeric characters. The display 6 allows the display of
information coming from the microcomputer.

An electrical power source 9, generally consti-
tuted by an electrical battery of small dimensions, is

35 provided for supplying the various circuits. Preferably
this battery is buried inside the casing 2 during the
manufacture of the device in such a way as to make it
inaccessible and to prevent its replacement and any -
access to the supply conductors of the various electronic



-9- circuits of the device, which are also buried in the casing 2. As a
variant, this inaccessible battery can be reserved for the supply of the

cl ock and RAM nenory circuits and the other circuits can be supplied by a 5
repl aceabl e battery. The device further rmée conprises a keyboard 8 in
particul ar constituted, as shown in Figlure 2, by keys t, ten of which
respectively correspond to the ten digits 0 to 9. The keyboard 8 is

conpl eted by acircuits ofinitdre ofdetice, whicht iaxre kayso bardled J-.nathéTELE"

key, which al lows, . azc@% vdﬂé}xﬁ(}pté)ﬁ% lm%es% ﬁeba%feg&g,f L;g di,gg of

data froma scréen das a vari.ant can RIS pa e m cr o-
conputer 4 is {ﬁ%@ﬂéﬁﬁ‘méoﬂ’-‘o Bhe 2 8uPPAYe Phy thet éﬂ‘%ﬁ#l gRd 1RAM memgEi¥ng

fromoptical recepiies BRANTHR apther 0edseuigsTRads be suppledayyWai ch

al | ows [ ncorre be cancelled; - an "ENT" key which allows
a data entry to g%@feeb%%%%{lgd - an "ACTI ON' key which allows the

starting of games not Thejdevige tfwrthepmerier casiprises i@y kelyboayd 8alin
reception nea thufaﬁ%né@tm&hdﬁV's‘HM 1 &3 %,grwzo szkhsah e,

screen 7 of whnings gal ned Wth the ice; -
change into i de®ri®f dthich sRRReqtively (ﬂ’é’&ﬁr@@ﬁ%‘q‘ it éalew en FlPrBQ-tFuﬁct i on
and al | ows thet;@tga,rt'rmg Jcéybbammlls:@"owﬂneteaabyoa cedtainhaambezt bEn

proced gocomputer 4 is a masked CMOS technol ogy
m ocg%gut er EyRCeLigN b]%e%?' t'h% ‘orola MC68HC[ err]5B6 type for an

aut™d- pr ogr ammabl e m creoconBELE"vekeyon which tablowe Zb3[change t ipsof or a
vérsion with I Casi fdkm L LC) for
%9 ng@a{‘i) mbdd %égehe%mté W@ RSy b Q&tA CFkdm '/ a/B&reen}C)

a protected ver si on. specific clrcuit devel opéd from
a standard nmi AHcBnPaAFEAREF Fﬁ‘éspp‘@y G B Rlipingted, {fctheamicyp-
protection of ddiputEprey iw blrobeammeaudeobe Hesiarateal byofingeetraptionsmy be

consti t ed bycom{ﬁjgs ef%{nChoﬁélé)Af Wg'eé E: Lof' xﬁéé}gs t Re 44 'i%ocessing
means 5;
- a "C" key which allows an incorrect data entry
. to be cancelled; '
U - an "ENT" key which allows a data entry to be

20 accepted;

- an "ACTION" key which allows the starting of
games not requiring the reception of data by the optical
reception means R.

- a "CL" key which allows the dlsplay on the

25 screen 7 of winnings gained with the device;

- an "ID" key which allows the change into
identification mode if the device is fitted with this
function and allows the starting of a manual certifi-
cation and authentication procedure.

30 The microcomputer 4 is a masked CMOS technology
microcomputer. It can be of the Motorola MC6BHC45B6 type
for an auto-programmable microcomputer version or of the
NEC 753¢8 type for a version with RAM memory storage, or
of the specific circuit type (ASIC) for a protected RAM

35 version. The specific circuit will be developed from a
standard microcomputer of the previous types in which the
means of protection of the memory will be included. These
means of protection may be constituted by a fuse which is
blown after writing the memory.



- 110 - ;The m croconputer conprises a read only nenory (ROV) 11 and a
storage nenory 12. The read only nenory 11 is organi zed as two areas,
nanely: 5 - a programarea in which are stored the instruc-
tions relating to: - the optical receptdgp and decoding function - the
possi bl e identification function - the authentication function 10

- the device personaligzation f tion - the application functions allow ng
t he i npl ementation of f@ e9%§5§ggwp3gﬁ5rc Eﬁﬁgge? ghdted ﬂﬂﬁXCFﬁFPﬁg area
for storing i n{BPMh-11andra| aterRge onemeryakidif acture of the card and for
15 initializing thendr Qs . ohllyS ¥y BELON 4 ehahhRd bR as ! Rfo
custoner code, - the nunber of the mask uséed for the mcro- conputer; - the
manuf act uri ng RE??s?nnﬁﬁ?fYEUIar con- 20 stituted by 128 bits, allowing
the pers®nalization to-ba mivgpkam arBee ist ahdgh arevstodedd athd Hastevicce
contains two cg%gggr}gfaﬁingaég: nanely: - operating data, for the storage
of information relatTng, for exanple, to a bet or a gane, or other
applications if the read onlShenoRid¢als receptienecand slecoding fupetdonand -
personal i zation data contalnitRd posSIPEe | fleh] fiédLidR: fdtetion

- the confidential code, if %Fe |dentif%ca-,t|o function is progranmed in
read only menory; - the setrbieFWHRERTICAHR IENNCLi®oNe operating
paranetegs (for exanpl e inhithéidewice hpersonabfzetidwufuictien attenpts at

idenjifica- 35  tion); - {he ¥3h] PUZe B6" AlndE¥Sn@ SEIBhingegassary for
t he"application functions; .
W, implementation of televised or other games;
- and a manufacturing area for storing informa-
tion relating to the manufacture of the card and for
15 initializing the product, this information relating to:
~ the customer code,

- the number of the mask used for the micro-

computer; _
o - the manufacturing key, in particular con-
~ 20 stituted by 128 bits, allowing the personalization to be
checked. _
The storage memory 12 of the device contains two
_ categories of data, namely:
— - operating data, for the'storage of information

25 relating, for example, to a bet or a game, or other
applications if the read only memory is programmed for
this purpose; and

- personalization data containing information
relating to:

30 - the confidential code, if the identifica-
tion function is programmed in read only memory;

- the secret authentication key;
- the operating parameters (for example inhi-
biting the card after four failed attempts at identifica-

35 tion);

- the various secret keys possibly necessary
for the application functions;
- the authorized lifetime of the device.
The storage memory 12 can be a PROM or an EEPROM,



- the ,authorized lifetine of the device. The storage nenory 12 can be a
PROM or an EEPROMV or advant ageously a RAM backed up by the power supply
source. The RAM nenory is inaccessible fromthe exterior of the device and
any attenpt causes the erasure of the information which is witten in it
and nmakes the device 5 i npossi bl e tollise. The personalization data are
stored in it once and for all; the operating data can be nodified. The

pr ot lect i on of th?MWduﬁtyi ;m ﬁmaphakaalvlupemyzt&?opemh:t Supply tT Ee
simpl e structure rogra of the.m croconpui . e
data bus and Fﬂé‘rﬁgdrg'égn%gg?ﬁ%?q hbﬁml?%c‘f%shl?e‘g%m the gyrerior

m croconput er of ahe devigeceand lbiny fathempte causesi dhe enashare of diee it

| npossi bl e t0;630t%a@bndwheRfl 18 WridtbhdYdulieNantP HaliemA i ddviiad he
exterior of information contained in the read onl 1 and the

menory 15
st or ageSnenor ympessiblgetacisec The Iﬂertsl?é‘ar:filﬁla&&&\?/?pﬂf“é? %r?ss‘ﬁfr‘ difthed to
provi de an i demt bhiceahha@nfbunall pnthé hepeeat Lrg adatodan se meodicf sl act i ve

f [ h D f
conf | dent1 al APR PRGREFEIbR; PE,tBE BotbdnatlniOloh WikE ' Splinghory, 1
confidential dadeesslksofimomnthepbsimpdehstoectared eregrameing ahiche ogram

stored in the Liegngfurther- nmore be provided for inhibiting the
device 1 aftanT.E%%églksecutive ent r%m(i)f a certain nunmber of incorrect 25

confi ddBtial codes onThge daddRU%y fehe cRddFeEsS BUF dO9ds S dice 1
t Ren beconmes itKROTTaWings) WFe thtndididdommitemntd arefndtcacmessiblan only

CEPL 55 o U5 S O 0L ey

centre. al evice 1l can | |
speci fi c meansut4 af neasting serora ofraudulept: modi&igation pfremethg |y to

a server, for Liie urpasesRtoliiee o QHRMLSIdALDke peadubasy whaddry || be

descri bed bel ow. ese nmeans of transm Ssion can ge of optica 3

el ectril8al , rddi aadedhs StOXAGEsPEROFY cﬁh@? P@ﬁe gX&CCan rassune any

appropriate form knowsft @ahehasicriddnipitem 4 hiss programmed to provide

an identification function, the device can only be
rendered active' after operating the ID key and the entry,

\/ on the keyboard 8, of a confidential PIN identification

20 code of the user of the device. This confidential code is
known only by the holder of the device 1. |

The program stored in the memory 11 can further-
more be provided for inhibiting the device 1 after the
consecutive entry of a certain number of incorrect

25 confidential codes on the keyboard 8, for example four
codes. The device 1 then becomes impossible to use, and
the reactivation of the device can only be carried out by
means of a special procedure, for example at a server
centre.

30 Optionally, the device 1 can be provided with
specific means 14 of transmission of data to the
exterior, particularly to a server, for the purpose of
the implementation of procedures which will be described
below. These means of transmission can be of optical,

35 electrical, radioelectric, acoustic or other type and can
assume any appropriate form known to those skilled in the
art.

In addition to the system clock (not shown)

belonging to the microcomputer 4, the device 1 is also



art. In addition to the systemclock (not shown) belonging to the

m croconputer 4, the device 1 is also - 12 - fitted with a clock 10.
This clock can be constituted for exanple froma tinme base I0A and a
counter | OB permanently supplied by the power supply source 9. At each
overflow of its content, i.e. at regul ar 1ntervals, the counter 5 10B
transmts an alarmpulse to the mcroconputer 4. The |latter increnents the
tih me el agged st ixtced hﬁmﬁsmabkzmati-msf @1ddle d&wmlecaﬁfdtihaaﬁaefafns to
the standby state untid_the nc t he_ next .pu romthe unt er
108, “vihen + he AT Sxem Ay EERE BB HoR abda Hfineey, 108 bEPnusRERY <

i nf or mati on besuppkied &y i the ROwRMSYPHLY dspuree t he pereaabl pverfdowof t he
devi ce, the mgf0;¢£08BHEEALS iSel QY 31‘8’%{1410 intiRid1 AU ORBE E6@ht¥rt he
functioning of_the device 1, fo. exanple x the erasure of the content of
the persbnal | 208 JFanaitfhdhAlarm peleg to the pigregsompyter| §.kTh8 al so
has the functildttes tinddements chenmuimer edapsedpsdncdi thet persenalizeati on
of the results_,or W nnings L gL N | GJ on,.l t | Sion
or similar pr SrpeL 504" a8v1Ek"EHA Yk Sedliiid BB BralgBy FEREL!

di fferent typemtil tthe appeanancexfithe nrextpelsecfromnbbe cpunter
transm ssi OF‘S’l%.! t whah [£RESButhbRiSed! CRLHeFind F JFSMERE! Aevidd | s
etc..., during Ich the viewer 25 . sf answer one or. nore guestions
asked ding ®larsqdwe WHHE o‘fn{‘?fé“ar'il‘rﬂﬂ [ge’cﬂgt‘ﬁ?lf‘?‘gn%’f‘ri theopemoryndd can
al SO be ganes dirirypincheofpddsonaitization dfawHe/pdeviicehi adhe maerexanpl e

after the renopte | L n f e - do . h 0
dg\ﬁece, t he plcaciy@ucﬁ%ls g gesr ?%l | rreeocli neﬁﬁgﬁl?g%m%{%%%%g@; of'héhe
keyboard 8, a Bmctianingof cheidavige the 0 acergmple sb¥ecthej grasurer of a

certain numbery O 1R0i Yttt GO the) peeaoad 1% WiBnl AnkbemdeYbaeinTBhe Sum
or thesle5 poi ntn?enfo@y h]fazve previously been credited in the

The clock 10 also has the function, with the
microcomputer 4, of providing the certification of the
results or winnings obtained after a participation in a

k/ television or similar programme.
20 The programmes concerned can be of different
types:

- they can, for example, be televised games,

d sports transmissions, cultural transmissions, teaching
transmissions, films, etc..., during which the viewer
25 must answer one or more questions asked during or at the

end of the running of the transmission;

- they can also be games of chance of the lottery
or draw type in which, for example after the remote
loading of a random or pseudo-random number in the

30 device, the player has a certain time in which to make,
by means of the keyboard 8, a bet which can consist in
the placing of a certain sum or of a certain number of
points previously loaded or won in the device. This sum
or these points can have previously been credited in the

35 memory 12 of the device by means of the purse function
described in the Patent Application FR-A-2 630 561. After
this time, the microcomputer 4 processes the remote
loaded number by means of an appropriate algorithm and
displays either winnings, or a number which has to be



35 ,renory 12 of the device by neans of the purse function described in
the- Patent Application FR-A-2 630 561. After this tinme, the mcroconputer 4
processes the renote | oaded nunber by neans of an appropriate algorithm and
di spl ays either w nnings, or a nunber which has to be - 13 - conpared
with the result of a draw carried out derldhg-transm ssion in order to
determne if the player has won, this conparison being able to be carried

out in the m Ceeﬁsg?aaeméhbytﬂ@aﬁés&it ao;e%g%mneﬁrigadbw gﬂﬁré{,gcan be

sequence by neans .the reception neans J ame_scenari 0s
envi saged are SXEPERIFFLABNER REdehFudeteaming. 1§ bheRlayex has,wofont
i nvention. Thethabt /fonpaitisoh abgenigr ableytat b | eakpgedn cutdi yhdude oON

the one hand, to | Cl ejn 0 br.oadastin r_broadcast_ parogramre
by entering, u?fﬁgg{"%}é@kg‘%‘%oeﬁ dbgf ﬁ‘?qsnsde\‘?ifce? gﬁgogﬂdonﬁ?%ogst ent -
ative of5hi s paegiengeat bynmeans cof nblye breceptbon meansnBwers to one or nore

questions asked at thepgbaigamedWddithif ol whil€he@n0bd Nenki8dG@E™are ONE
or nore 15 randogg;unbers chosepn by the individyal as_part “of a

lottery, the sBEkFRESLY JURRTQuUF noty k8¢ spBiect)of dthe presgnt o
t he ot her handintventabndafrhet hattesubimsfl ihhias gemelraldl walyl @t iallaadEar) ati on

wth a server. _For, t . ose of .sinplifi | on, .t he Jnwv i wll _be
nore 20 pa?Fi i J;LS’IL@H eder? ea: eeré}é tglfag}dr)f |1f-'é %ﬁﬁl%ag{r% tldhggnes
cak!lingl@pon cinastdrattionps=afr Rrsadeast prpgramme Ly Entaringriusdinghs or

programmes canghe Re9BHARA! oEONiE! AKVILE) bRECLYCmOrYY datd NprudedtiK or
b hert zi an 25 or wreless transm ssion, to--renpte data processing

terfinal s (for2Bk%Rpod H18 hRaRFAFIRELLQBe) Whigh IRVt PR 1M RE| JOL§ o
radi o recei veranswete tdevore bf hiddecdquéstionr asked aitc thenstaxtgh as

descri bed for e _l t - 7 or th enpt din
of the scenarigégggg of" até]etfé ?ﬁ&t H(? ?g%i IE ‘ifﬁgmrébdi meﬁ é g%sgnrc%:%zldl )
wi th re}®r encerandeme numperss choreniebycdhe | ingividual wst Ipawtanefofa

optical receptigptErNichd StiinP oA’ 88PLELA amount (money, points),
etc..., and, on the other hand, to validate the result of
this participation in association with a server. For the
K/f purpose of simplification, the invention will be more
20 particularly described hereafter in its application to
games calling upon concatenations of questions and
answers.
k~/ The transmissions or programmes can be broadcast
to television receivers by a wired network or by a hertzian
25 or wireless transmission, to remote ‘data processing” terminals
(for example of the MINITEL type), to computer terminals,
or to radio receivers if the device is fitted with appro-
priate means, such as described for example in the Patent
US-A-4 745 468, for the remote loading of the scenario.
30 In the particular embodiments described with
reference to the figures, the device 1 is provided with
means of optical reception R and the data or parameters
defining the scenario which will allow the viewers to
participate in a programme, hereafter also called a game,
35 are transmitted by a transmitting station E (Figure 4) at
the start of the latter in the form of a variable lumi-
nous image such as a pattern P which is displayed in
picture-in-picture mode on the screen 15 of a television
receiver set 16.



defining the scenario which will allow the viewers to participate in a
programe, hereafter also called a gane, 35 are transmtted by a
transmtting station E (Figure 4) at the start of the latter in the form of
a variable lum - nous inmge such as a patyern P which is displayed in
picture-in-picture node on the screen 1570f a television receiver set 16.

- 14 - These data are preferably encoded and essentially conprise the

fol | owi ng i nf or mat i on:Theae,daka: are preferably sncesdedyand essenviablyli ng to

a program st orshpri & HROVoWwWihgl & nForfa® i®nGr 0- 5 conmputer 4; - the
chronol ogi cal running of_.t he "garre"fv%}gs araneters are: * the tipes at
whi ch the device asks 1 HESHPATEFS 8t 4 a8t jamecorresponding  «
the tine all odat eal poogramhstoredr in- thike ROM memorynshiercsf tthe hmigresti ons
asked; -g possigg%gg;fr vg';nni ngs allocated to the correct answers, these

W nni ngs being able, as a variant, to be programed in the m croconputer as
a function of the 15 = theyGhronglogicadepuining Hk. the t 'gamesewhase are
associ at ed consdrdnitdrs.i@ede codes (CCC) and error detecting codes (CRQ)

agai not Trava. 2o e’ bnh s iR Pia Uefuckohahs Fodotiietnar o
is such that, in the dewiccanswere questiomss in synchronismw th the
programfge broadcast by thepd ¥Asd ?tlil%a?]:%ﬁ[ IFRR- ehBnt BGswass i N which the

quantity of information transmtted to the devices during a'renote | oading
opera- 25 tion woul FhSe SOFTect; @nswers, tookheoAuesEirnsnasleds t he gane

t QL gughout the transm-spossibigyehel wianihgsl adlibogtedatobEhdsesresdEt Ny t he
transm ssion. |n order br oadcast mre

t he pl ayer nu S EEES rt % 2r igé{c}%?&ﬁeé%éghe aerr,e %revq cvea’f’n%n%'og\[’/%?%%at [ ohed

scenari o dat a pnogrammededinpy the microcomputer as a function of the
15 nature of the detected game.

With these data are associated consistency check
codes (CCC) and error detecting codes (CRC) necessary for
ensuring security, the reliability of the game and

W protection against fraud.

20 The chronology of the remote loaded scenario is
such that, in the devices, the game runs in synchronism
with the programme broadcast by the transmitting station.

In the case in which the quantity of information
transmitted to the devices during a remote loading opera-

25 tion would be insufficient to control the running of the
game throughout the transmission, several remote loadings
can be used during the transmission.

In order to participate in the game or broadcast
programme, the player must first remote load into his

30 device the abovementioned scenario data transmitted by
the transmitting station E (Figure 4). Depending on the
quantity of data to be transmitted, their remote loading
into a device can take from a fraction of a second to
several seconds. This time being very short, it is

35 necessary to repeat the remote loading sequences on the
screen for a sufficient petiod of time, for example from a
few tens of seconds to more than one minute, in order to
ensure that the viewers have been able to remote load the
scenario of the coming game into their device properly.



the transmtting station E (Figure 4). Depending on the quantity of data to
be transmitted, their renpte loading into a device can take froma fraction
of a second to several seconds. This tinme being very short, it is 35
necessary to repeat the renote |oading sequences on the screen for a
sufficient period of time, for exanple fT a few tens of seconds to nore
than one mnute, in order to ensure that the viewers have been able to
renote | oad t he scenariCondequently; ngegtadin ntleviibesr will coer epably.
Consequent | y, Cgohdbd evifeSstldd di° iR Hdndirdedallng PRriball othable
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identification gogs éé%an@rbﬁoche nildi® r.d48 lnA%rae‘fa"tba'ihn.tEHQ-
abovenentioned jnter.- rg‘&t‘ can ener at e a ecial optical frame
preced- ing thelt%® & d%l’c’%}"t‘!? fé}ﬁgtsgqm As soon as

the appropriate patter rP:(éasm:rg)tﬂlebamsLB) Repchas the dfferry eEngéhethi-gure

fequi red bl ace S 33, inkpErdpt BelRieiR Ul Vptital PhkEh, FhebBRicn
variations of tpmm&f 1ehe mbcmmpuw %; gh&l thqmdeﬁiaeelsomstedd
into binary sigpalif af !ideA®ifBdatfor 'RMRION]C PhECOSRIAATRA Smast The
received data are
previously activate it by pressing the "ID" key and then
(_) by entering his confidential identification code (NID) on
20 the keyboard 8. As a variant, the abovementioned inter-
rupt can be generated by a special optical frame preced-
ing the transmission of the data to be remote loaded.
(y/ As soon as the appropriate pattern (luminous bars
p) appears on the screen 15 (Figure 4), the user must
25 place his device against the latter at the required
place. The optical reception means R convert the bright-
ness variations of the screen 15 into electrical signals
which are converted into binary signals in the format
required by the processing means 5. The received data are
30 decoded (decoding) by the microcomputer 4 which, when it
has received all of the required data, causes a message
such as "READY" to appear on the screen 7 of the display
6 indicating that the device is ready to operate.
The user then only has to watch the programme
35 until the first question is asked, either orally or in
written form in picture-in-picture mode on the screen.
The time period given for answering can be displayed on
the screen. in the form of a countdown in seconds, and at
the same time the microcomputer 4 can invite the user to



30 ,decoded (decoding) by the mcroconputer 4 which, when it has
received all of the required data, causes a nessage such as "READY" to
appear on the screen 7 of the display 6 indicating that the device is ready
to operate. The user then only has to watch the progranme 35 until the
first question is asked, either orally orlfn=witten formin

pi cture-in-picture node on the screen. The tinme period given for answering

can be di spl ayehswer hbysmmpnaﬂﬂdﬁelmbmhancmt 4 58re8R9NdEorand
at the sane tine _th elole] uugm can invite the user to {6
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a 20 message I ndi cating whether or not e ‘Correct
aﬁsﬁer ("VELL BerEPeri®ery') | whether or not this correct answer is given
on the screen duringTherméFrphempnuevf4thempaaasn¢@shomnsﬂémaentered
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- the score achieve e player at the e elf% as a nunber

of corrdét ans@®ds, 5"(91'%% A0 e MOOTR| Aes ad}dl‘PP‘gﬁve%t RAAYRL 'S

score as a function of parameters which either have been
remote loaded or are part of the program of the micro-
computer relating to the game in question. The micro-
(_) computer can be programmed to display on the screen 7 a
20 message indicating whether or not the player has given
the correct answer ("WELL DONE", "SORRY"), whether or not
this correct answer is given on the screen .during-or:at
{ the end of the transmission.

The microcomputer 4 can also be programmed to
25 display on the screen 7 the score achieved by the player
at the end of the game, either as a number of correct
answers, or as a number of points or in any other appro-
priate form. Operating the "CL" key also allows,
depending on the programming of the microcomputer 4, the
30 display of the score achieved during the last game or

during several previous games cumulated.
Outside of its operating periods (computation,
processing of keyboard keys etc...) the microcomputer 4
automatically sets itself in the standby state in order
35 to reduce the consumption of electrical power. However,
as mentioned before, the microcomputer is periodically
reactivated by the clock 10, which allows the time
elapsed since the entry of the first answer to the game

to be taken into account.



priate, form Operating the "CL" key also allows, depending on the
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Qutside of its operating periods (conputation, processing of keyboard keys
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by the user server upon e server_ can be
i ed out |nazxsoluted|¢m epf RBgs off ckhes@nprventsy angd dhwnaksolute

cormuni cat i on VM;&.{L at QREEAlap Xé:.h%rﬁ.@z\@ra ReqikstEsE éreifidae ion-

cessing term nal a conventi Qna e data cegsing, ferm nal or of a
speci fic terni@hd c caripR. @ g‘l"s Dgﬁﬁﬁﬁifg' §8ﬁ tﬁé ecaddue

request 1sor ceiguestiath cation and aut henti cat i on can be transm tted to
the In a first embodiment of the invention which will
be described hereafter, the winnings achieved by the user
- are credited in the server S.
U The call upon the server can be carried out in
20 different ways, for example, by telephonic communication
with an operator of the server or by means of a data pro-
cessing terminal or a conventional remote data processing
K_/ terminal or of a specific terminal connected to the
server. Depending on the cases, the request for certifi-
25 cation and authentication can be transmitted to the
microcomputer 4 by means of the keyboard 8, or by optical
reception means R. _ '
If the server is capable, at a given instant, of
validating the results obtained in several different games,
30 provision can be made for the player to indicate a code
to the server, for example a number, identifying the game
for which he desires to have his result validated.
At the same time, his device 1 must, after
possibly having been made active by the identification
35 procedure, be put into a state of receiving the request
for certification and authentication, either by pressing
the "ID" key if the request is transmitted in the form of
a digital code by means of the keyboard, or by pressing
the "TELE" key or by receiving a special optical frame if




m croconputer 4 by means of the keyboard 8, or by optical reception neans
R If the server is capable, at a given instant, of validating the results
obtained in several different ganes, 30 provi sion can be made for the
pl ayer to indicate a code to the server, {é)l’ exanpl e a nunber, identifying
the game for which he desires to have hrs*Yesult validated. At the sanme
time, his device 1 nust, after possibly having been nmade active by the
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at the player’ inwmmvasl Sar@rbxﬁm&ﬂ&dc&&éecsggm&hag thiee écmo%qx@g

information: -_a nunber identifying the gane
[err] which repRESEMAEiPRE time differ- ence between the end of the answer

time for the first questaom&edlddﬁaﬂfymg ené g&ﬂe ment of transmn ssion
by the rver of the req e‘%l'gr% %,ferhvleﬁr atée%%%r%jq%t{}bentlcatl (f@é:ﬁp

- rrandom or chance nu t Tput er
4 e(n\r/ecept i on nence Regweenyihe el ofi thepranswess time déovdithe Fhinsdt ng an
algorithminst ghbgdibA &Qﬁe@%@f&@iﬂe 1ant'lzot:he oment of 'tfri-xgﬁ':ﬁ Om%‘ilihng i's

correct, the njcroconputer ares the value [err rece| ve
server with thRYvaFhe [sérl”]err eﬁ esEhR i FERUGSthe L0 CPFEHELGREIRR ) ankk
i nstant of ent&ath@ntheatpsmer to the first question of the gane in

guesti oPsand t he inst aﬂta%aﬁ&&ﬁpéfoghgﬂcé hr?umber.
This code is transmitted to the microcomputer 4
(reception means R or keyboard 8) which provides the
decoding 51 using an algorithm installed in the ROM
U memory 11.

20 If the encoding is correct, the microcomputer 4
compares the value ¢T,,, received from the server with the
value ¢T,,, representing the measured time between the
instant of entering the answer to the first question of
the game in question and the instant of reception by the

25 microcomputer of the request for certification and
authentication (step 52).

If the difference between these values is less
than a defined tolerance ifx, the winnings or result of
the game are certified and the microcomputer 4 transmits

30 a composite code (step 53) by encoding, according to a
given algorithm, as a function of the random number trans-
mitted by the server, the certified winnings or result
and an internal identification code (NII) loaded into the
storage memory 12 during the personalization of the

35 device.

This composite code is displayed on the display
6 (step 54) in alphanumeric form in order to be trans-
mitted to the server (by telephonic means, entry on the
keyboard of a terminal or reading by a terminal or



25" m croconputer of the request for certification and

aut hentication (step 52). If the difference between these values is |ess
than a defined tolerance [err], the winnings or result of the ganme are
certified and the m croconputer 4 trans_rriltgs 30 a conposite code (step
53) by encoding, according to a given algorithm as a function of the
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m croconmput er sTapsis mdtacoorpot, 1€he mictdeommutentitanmsmictts a esnpb-0r

¥“ nni NGgg i Nfor JREL O3l &P; fip) a 8Ly Sgééxéf};t s &fﬂx‘t?ixﬁﬁé.e&n%kma'i%ﬁ' ly,
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(rapdom 15  data) ipiRaDEy, forPaakeethelSelbedgfidstor | At alscpnab) and

di splays this inconsistenf code (step,54). The toptal nunber of c osite
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Lot (B CoosSiEaf LA e UG Redehd oot (i q08138] e
and displays this inconsistent code (step 54).

The total number of composite codes per day can
be limited: above a defined number, the device transmits

/ an inconsistent composite code in order to protect itself
20 against fraud (successive attempts).

Furthermore, the time difference between the end

of a game and the request for certification and authenti-
W 3 cation must preferably be limited, for example half of a
day, in order to take account of the possible drifts of
25 the clocks of the various devices in service. A duration
of this order is sufficiently short for the differences
between the various clocks to remain within an acceptable
tolerance range.

Figure 6 shows, in the form of a timing diagram,

30 the steps separating the start of a game from the request
for certification and authentication. In this figure:

- T, represents the absolute start time of the
game, i.e. the end of the first of the successive initial
remote loading sequences; _

35 - T, is the absolute time at which the first
question has been asked; '

- T, is the absolute time at the which the player

has entered the answer to the first question in his

device;



cation must preferably be limted, for exanple half of a day, in order to

t ake account of the possible drifts of 25 the cl ocks of the various
devices in service. A duration of this order is sufficiently short for the
di fferences between the various clocks to remain within an acceptabl e
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aut henti- cati O J'dengﬁaﬂgm?gg H;aét %$t£ 1g[err]' is the absolute tinme at
whi ch the micro- conputel’4 L%c&heeﬁbtsndumeqt}eisnef@t whichf ithet imiexand 10
aut henti cati on Jpaucbhe Ferdcéives [ hel o apsp! BB%tEEEEa‘EEoﬁme{dG in

t he server of theTconposite code generate y the device 1. - [err] 1s the

reliati vaOt i me AY¥DENEACBEiPRLRPR, BRBPBFERTE Det ween the absol ute tine
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tipge [err] of t ecetlon | atter t st.for,certification
and” aut hent i caf oﬁ F PP?J’Pé 7R er%?‘é?? ﬂ% {'}E%ni Yje%eb§/ t he server,
bet ween t he absol u_te deadipe i3 tbe arslwn.vg Iime cohputedstbyjuddte on
and the absol UpgclbEBmbhtel #fbet@86n the absolute time T, of entry of

15 the answer to the first question and the absolute time
T’s of the reception by the latter of the request for
certification and authentication;

- &, is the relative time, computed by the

'k_/ server, between the absolute deadline T; for answering

20 the first question and the absolute time T; of trans-
mission by the server of a request for certification and
authentication.

b In the present specifications, the term “time"
is understood to mean the position of an event in an

25 absolute time scale of defined origin, for example the
normal calendar. It will be assumed that the times and
consequently the "times", are measured to the nearest
tenth of a second.

From the above it results that:

30 Mg = T'5s = T,

If, to a first approximation, it is considered
that T; and T’; are merged, the absolute time T,, which
is the only unknown variable, is equal to:

T, = T5 =8Tne

35 Consequently, even though the device 1 only
measures relative times, by means of the absolute clock
time Ts; supplied by the server, it is possible to know
the absolute clock time T, of the player’s answer to the
first question (i.e. to time log this event) and to



m.ssion by the server of a request for certification and authentication. In
the present specifications, the term"tinme" is understood to nean the
position of an event in an 25 absolute time scale of defined origin,
for exanple the normal calendar. It will be assuned that the tines and
consequently the "tines", are neasured to 4fie nearest tenth of a second.
From the above it results that: 30 [err] If, to a
first approximation, it is considered that [err] and [err] are nerged, the
absol ute tinme [ athebk whetlsr this heswerl hasimeen fiven rmefbre thesalsgliste cdocK err]
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efC.. In"practicCe, the server conputes transmts it to'the
Q\r/‘igce as nenti @nedThear@t@nd- t he nicro- conputer 4 conpares [err] and

d
[ert]. 15 _ Asnapyaetace, the sétver|esmputes MG, ) axdrisnEiys
puted by the m Qrocorrp%%er 4 can be transnmitte grgmthe mgvhﬁe 1.t aot__he
server which matfs thetBEIRYES BE:t 1[°é’ﬁ"i REOF8r AUt e M F%Es or
does not certifgompater 4 compares §T,,, and 5T,

15 As a variant, the value §T,, and the result com-

puted by the microcomputer 4 can be transmitted from the
device 1 to the server which makes the comparison between
6T, and §T., and certifies or does not certify the
result.

20 However, in either case, the certification of the
result results from the measurement, by the microcomputer
4 and the clock 10, of the "certificate" which is consti-

— tuted by the time §T,,.

The result is certified if the difference between

25 §T. and §T,, is less than a defined tolerance r. This
tolerance r is fixed as a function of the maximum predic-

table drift. of the clocks of the devices with respect to

the maximum time period imposed for having a result
validated (half of a day for example), of the accuracy of

30 the measurement of the times and of the maximum time
period authorized between the time T; of provision by the

server of the data (game code, §T.., random number) and

the time T’ of entry of the composite code in the server.

In the case in which the composite code is entered

35 via the keyboard of the device, the acceptable time period
must be long, of the order of several tens of seconds, in

order to allow users enough time to carry out the necessary
operations. The microcomputer 4 stops its computation of

the time §T,, at the time T’; later than the time T;. A



result.. 20 However, in either case, the certification of the
result results fromthe nmeasurenment, by the m croconputer 4 and the cl ock
10, of the "certificate" which is consti- tuted by the tinme [err]. The
result is certified if the difference between 25 [err] and [err] is

| es5 than a defined tolerance r. This tot&2nce r is fixed as a function of
the maxi mum predic- table drift of the clocks of the devices with respect

to the maxi mim i35 el teflel pRL3SE &orr ha,wl&gba Lle o tlodd s(swefr of a
day for exanple), of the accuracy of urerrent 0 t e tines
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provi si on by thesupplhied ub the daticégane code, [err] random nunber) and

the tine [err] of entryqf de h r se in
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will have to take accoun ovemen ar ame ers
beiing | edd t han lpmhe}nemtaémahbm¢wg@baumm$190£ r@%mumqmlmmqu ng

an answer by th%u&m%&aaiiemgﬂ&édm 8k E‘%‘_Wé’snﬁ'l{&fefﬁf-hﬁﬁ& sEEARI ON
U@(screen Fi gure a*aifunctlonr_z.i rt‘gq[amll ustrating .the
i npl enent ati on FHEG CHTeFRONGS 1 T 8B SHtomats m%adh
procedure of Fi g;umsSun'IiJ‘be_dﬁefﬁhmm‘mr:tsonTbé sbtcsidbhglbeatedr eopdids to
the rignt of thEidbh oF shs anenal’ aiq. Uignad Tne (uhiEr Fehbental £ O
13 of thdSservertegminadr éap@fquhq Ssaxveris)i ser:esmedgl tektheg dawicassdonds
to the generation of a rhe block 17 corresponds to the generation of a
random number a and the computation of the time §T,, by
_ the server S. The block 18 corresponds to the encoding
o and to the display of these data on the screen 13e of the
20 terminal. The block 19 corresponds to the optical recep-
tion of the data by the phototransistors 3 of the device
1. The block 20 corresponds to the decoding ,. by the
o/ microcomputer 4, of the received data. The block 21la
corresponds to the reading by the microcomputer 4 of the
25 NII code and the block 21b corresponds to the certifica-
tion of the result G (comparison §T,,, 6T..). The block
25 corresponds to the computation by the microcomputer 4
of a composite code x from the NII code, the result G,
the time 5T, and the received random number a, according
30 to an algorithm A. The block 22 corresppnds to the display
on the screen 7 of the device 1 of the composite code x

computed in 25.

The user, represented by a circle 23, after read-

ing on the screen 7, enters on the keyboard 13c of the
35 terminal 13 the code x displayed on the screen 7.

The block 24 corresponds, in the server S, to a
computation carried out, using a random number a accord-
ing to an algorithm B correlated with the algorithm A, on
the composite code x in order to decode the result G and



random nunber a and the conputation of the time [err] by the server S. The
bl ock 18 corresponds to the encoding and to the display of these data on
the screen 13e of the 20 termnal. The block 19 corresponds to the
optical recep- tion of the data by the ph transi stors 3 of the device 1.
The bl ock 20 corresponds to the decodi ng, Dy the microconputer 4, of the
recei ved data. The bl ock 2la corresponds to the reading by the

m croconput er 4tef comput® an \extexnrl addentdficesiioniceder dFondsheo the
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S5 Py 8" S efadl len (EHL °81doPl bl ol ORRAELACBORTE R RETOD. T 1

25. The uSer, esS€én circle rea Ing on the screen 7,
enters on the kmm@al&:nothﬂ@% of CoRgiftRNCYS the code x di spl ayed

on the screen 7. The ble:kc%‘hs(i%rtr&igonﬂ§ ddtdBIa siiq/er the tﬂas’hlt or

conputation carried t d-
algorithmB cor‘f’wl‘ﬂ‘%%g‘gﬁ\/\ﬁ??#}? T"ﬁam AS oﬁlt?ﬂ%gggﬂpérﬁn?) Yo e

order to decodeséheereamdltaﬂmmted to Z%he Hoddeonmift ehen d@xrtmenawho J.s

identifl tlonc t bel, NgnYa t '
Sy st ey Do SEERELhEedy EFr FRtbiey BraPhsnCodg, RptElabR28) ;P 1o
fmati on knothetcas@cvhenihere fig mo AQPFiSIRAAY i £he resvsktnﬁﬁ PPEa|
\TQ the al gorigpilatéde codes NNE and NII are equal in the case of

Vel dated | s stored i n TRRYFGRBESHRCE drajhibe R CARIRENGlr (A% FENRBISer of
t2 g)e d:axi ceEa \é\gghéyaﬁirecessa.ng‘emhef icedie fNIE exasipaefubgtion ocideprlﬂldet@m—ock
The' const 3t encyRtianehaShinp: ZHind?r BhaLER, Ky, Bofrkdition Be, Ehel ool <
NI E, as a functNTR withrewterpal information entered by the user .1.n e
server, for example the serial number of the card, the
name of the user, a password etc...
K/ Figure 8 is a diagram illustrating the running

20 of the certification and authentication procedure using
the device 1 of the invention, in association with a
server S provided with a screen and keyboard terminal 13.
This Figure 8 explains certain of the functions described
with reference to Figure 7.

25 The operator, from the terminal 13, firstly trans-
mits to the server S his access request and then his
request for validation of winnings in a given game by
typing, on the keyboard 13c of the terminal 13, the desired
information. The block 30 corresponds to the setting up

30 of the connection with the server S which generates a
pattern (block 31) i.e. causes the appearance on the
screen 13e of the terminal of the luminous bars p which,
in the example shown, are constituted by three aligned
rectangles.

35 The operator then presents the device 1 in such
a way as to place the phototransistors 3 opposite the
bars p and presses the "TELE" key of the keyboard 8. The
device 1 is in position for receiving information by

optical means.



15 m ned encodi ng rules, and/or by correlation of the code NNE with
external information entered by the user in the server, for exanple the
serial nunmber of the card, the name of the user, a password etc... Figure 8
is a diagramillustrating the running 20 of the certification and

aut henti cation procedure using the device 2%4of the invention, in
association with a server S provided with a screen and keyboard ter m nal

13. This Figure 8 expl arhe agelaitheaf p&:bestaunetu:@svsaieaﬂfe hesibdadd 13c
reference to Fi erator, fromthe terminal_ 13,

firstly trans- 5 Shﬁot?ﬁ@lgg}ve?hg ﬁ??’%’éc@Ss"? SRARINSH T AP Bee%5squest
for validation dahgwodinthgskey afgthenkevbeaty 13¢i ggnerates dnd xans-13c

of the termnal g%.%s t % dewedrmmﬁain%l ONyn T&%&&&&kfés?mcorﬁesmﬁ 0

the setting up he connection With the server S which generates a

pattern (Bl ock BB“bPre %S% 8E 2fpchengamsn angde %‘E‘?e&’rm?Sé §ert RS
term nal of theindicated bgr she bBhHock, 320 ThHe cxmrgdporsdinwg, imfermation

constituted by t.hree ax!és%}: %gf eGh agﬂl*e%%%gr‘a&é% h%y H {%Fglgﬂgr %lorﬂ?en

presents the devPcd PPN a way as ransistors
opposi te the babsighingsgr devedst mf thELEarISe)P:oftth?e infomeatian benang

device 1 is in pageliven fbc}r tIRE Sk | Df oppEt mtese QRIrtaF; JEP YIS - does - 24
- The user then presses X«BOf t he keyboard 13c of the term nal.

server S0in re§‘ﬁé’-n§§rf’-6f¥h'é rER3ult ad\d £RYSES, the RRRSREIRCS P 1t§te
ge ates and trs&ﬁt%enrmt 8f hOcbliposetéel abphdBetid mmmﬁmmcahecdwdom

nunber, of the nd e )y the
bl\oék 32. The c& Srlgg‘pn%‘ﬁ‘& 5&%&% %ﬁ' |tih% é{)e eseén ed]]' }gld&slg?ée%r 3e by
variations in tls@ondusgrupnebe béoeks 33f ofhecmigipionhby theoamennsbeu ng
received by the device Pnellhqdcki 3/ e‘oerfésfpo@msortdﬂqgfe J&mputmmperﬁyfy

the result G and_causes the appearance on the_scree 0sSi
al phabet il® and/ Gﬁlenﬁﬁ'ﬁ’ﬁé'aﬁic@éeamﬁ?@ﬁ %ﬂ@ﬁ%@l’“&‘ﬁt&’% ‘8‘1’1"1‘ EE‘E/‘HBa‘ﬁbe 13c,

whi ch corre- random number generated in 32 and the composite code
entered at the keyboai'd 13c.

The server then asks the operator to type on the

v keyboard 13c the serial number appearing on the device in

20 his possession (step 35). The server S verifies, in a

file F, as indicated by the block 36, the agreement between

the serial number and the number or NIE code computed by

the block 34. When consistency is established, the winnings

G are validated and allocated to the user in a memory of

25 the server, for example by asking the latter to identify
himself on the terminal 13c.

In the embodiment which has just been described,
the results or winnings obtained by the participants are
managed in a centralized manner at the level of the server.

30 Such management is relatively awkward and, depend-
ing on the applications, it may prove more advantageous
to credit the winnings obtained by an individual directly
in his device.

This solution offers the advantage, when the

35 device is portable, that its holder can easily use the
credit available to him either for participating in new
games, or at any place (point of sale for example) fitted
with a terminal capable of authenticating the device and
of reading and debiting the protected credit memory. This



sponds to the block 33 of acquisition by the server S. The bl ock 34
corresponds to the conputation, by 15 the server S, of a code
identifying the device, fromthe random nunber generated in 32 and the
conposite code entered at the keyboard 13c. The server then asks the
operator to type on the keyboard 13c t he- S i-al nunber appearing on the
device in 20 hi s possession (step 35). The server S verifies, inafile

F, as indicat edtéfmiﬁslbkgclﬁo%&néd&s%&&q nrieiteRE N d hehéeseabeﬂuﬂer
and t he nunber
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field of mcroc r ot ect e nmenory cards are descri bed, for
exanpl e, 15n thethgrkeéﬁlFtPﬁﬁdlDed 1n"EB§ davie’ k-nicrocircuit”

~(mcrocircuit cards) byrh. this Figure, the section located to the right
of the dotted and dashed line corresponds to an automatic
communications device of the server S. The section
o/ gsituated to the left of the dotted and dashed line (which
20 represents the interface or interfaces between the device
and the server S) illustrates the functions implemented
by the device 1, which is assumed to be portable.
&V/ ' The holder of the device 1, hereafter also called
the player, is assumed to have participated in a programme
25 (bet, lottery, interactive game...) as previously des-
cribed and to have obtained certain winnings which he
wishes to have validated in his device.
In order to do this, the validation procedure
must be initiated in the device 1 by operating a key or
30 a combination of keys of the keyboard 8 (step 100).
Preferably, the device comprises a "validation" key (not
shown), for example replacing the "ID" key previously
described. The initiation of the certification and
authentication procedure may or may not be subordinated,
35 after operating the "validation" key, to the entry by the
user of a confidential identification code.
The operation of the "validation” key, followed
or not followed by the entry of the confidential identi-
fication code, generates, in the microcomputer, an



Guez and C. Robert, published in 1988 by MASSON (France). A second

preferred enbodi nent of the invention will be described with reference to
Figure 9, which shows a procedure for the certification and authentication
of 15 the result credited in the devic In this Figure, the section

| ocated to the right of the dotted and désﬁ@d;l I ne corresponds to an
automati ¢ communi cati ons device of the server S. The section situated to
the | eft of theidderetupinbastingethei aéféohi cfi 2tartingephesamningeof a

interface or ingg Fcftacfaaale%weeah& %ﬂ%&fcﬁ%ﬁ hErSGENRT §h el Sl adees
t he functions inplenented device 1, whi IS ssung?, to be gortabl e.
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ane. as previ S 0 t S

ot ch he & shes BBeh a5y chE; PnEFRAERRERPIL CaVNE SOF AU TarPll AU

val i dation procéder @]-IW Ha ithe ipnogrammet H@QI&VlWV@mWQ)pﬁar%HS@-@key

or 30 a co gnaati Eﬁ&sasgotbeekem&aae @niéﬁealéoéartﬂféa{ﬁm Y,

t he device conpri ses val i dation” key (not shown), for exar repl aci ng
the "ID'" key pr@&moudpyhgatirakdgn THE°Fﬁ?FF§t|BﬁSof PR it t"t‘"cea‘%l AP and
aut henti cati on @@g@gﬂ%ﬁ abyvel, may not be subordi nated, 35 after

operating.the "validati [ y gﬁngl al
identifi z9t i on code. gﬂgpélpyctr m&é]uetﬁ#e] {'ﬂe 8%? :agﬁigée feﬁ? or not
f olYowed by t he (stepy l@ﬂ)t comprAsingatial i dent i - fication code, generates,

in the mcroconputer, an a headér, h%@i&uﬁérﬂéiétﬂﬂgt astefdecindfcstedd i ng
ﬁ'e/runnl ng of a certification and authentication program In the first

step 101 of thi %amthe m croconputer determnes the relative tine
[err] which has el apsed-bat \Wrdthalathiawl alf ewhich chnn€oaf example be a

(bot - ander ' t o FARR0RS o b o8I FaR T “Puibe GeRpBEERd. Byl Vhe RIS
certification achmputeant whaseofupctdonuwdliabebexplainedabedows
the time §T,,;
- a consistency check code CCC.

The certificate can also comprise other inform-

20 ation such as the internal identification code NII of
the device in order to complete its authentication by
the server, the winnings G contained in the device,

; etc. . ®
o/

The certificate is then encoded in step 103 by

25 means of a variable key known to the server S, it being
possible to compute this key for example from the current

time and/or a variable information which is part of the

data remote loaded into the device for the participation

in the programme. An error check code CRC is then associ-

30 ated with the encoded certificate in step 104. Thus the
certificate transmitted to the server varies with each
programme (game, bet, etc...) and with each validation

operation.
The encoded certificate is transmitted to the
35 server S by appropriate means represented in the form of

an interface I,. If the length of the certificate permits
it, the encoded certificate will be displayed in alpha-
numeric form on the screen 7 of the device and entered in
the server, either by the player on the keyboard of a



descri bed above. 10 The m croconputer then generates a
certificate (step 102) conprising: - a header, nanely formatting data of
the certi- ficate: - a secret datum [err], which can for exanple be a 15
random or pseudo-random nunber gener at ed bg the m cro- conputer, whose
function will be explained below, the tifte“[efr] - a consistency check code
CCC. The certificate can also conprise other inform 20 ation such as

t hehi nternal i deeirnfinadt,i or dylandpeafatidre ideVvielkephoria eronmurciogtiigre its
aut henti cation h e th L onL nNgs nt Al | i
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vari abl e key kny@¥ieatyhdheerereodsd | cepbifiicabrspayebey traRfmidted stkey
for exanple frO'ﬂHeh%e(i:deeflié' td RELGHIOM i Betden itHordekicd anid cthe s

i

encoded certifi ¢atpe,i khet device. thhuscomprisingfaceonventiondl tacbustihe
server varies widh gy.ogramme (gane, bet, etc...) and with each

val i dation operation. The encoded certificate is transmtted to the 35
server S by appropri at e Ie&tep d@besthecaermernd FRFRLBF Rt Atehegk oL
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15 If the received certificate is judged to be
inconsistent, it is rejected. In the opposite case, the
server S extracts from the certificate the secret infor-
mation a (step 108) and the time §T,, (step 109) and

p computes the time §T,,. (step 110).

20 The next step 111 is a comparison between the
times §T,,, and §T... Depending on whether the difference
between §T,, and §T,, is less than or greater than a

\_ defined tolerance, the validation procedure in progress
is continued or rejected (step 112).

25 At this stage, or at other times during the run-
ning of the validation procedure in the server, the latter
can proceed with other operations such as the checking of
the internal identification number NII or the storage of
the winnings if the certificate contains such informa-

30 tion.

If the answer to the test 112 is positive, the
server proceeds at 113 with the generation of a valida-
tion code containing a validation key intended to be
recognized by the device. This validation key can be

35 fixed but it is preferably variable: for example, it can
be a function of a datum supplied to the device during
the remote loading of the program which has generated the
winnings being validated, it can be a function of the

instantaneous time, etc...



transducer. In step 105, the server S carries out a check of the received
certificate by means of the error check code 10 CRC which this
certificate includes. The next step 106 consists in decoding the
certificate and the step 107 is a test cargied out on the certificate in
order to check its consistency as a func'fl%éw ‘of the consistency check code
CCC which it includes. 15 If the received certificate is judged
to be inconsistent, it [Mherejedidation ttedeppoant caksge, container ather
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user has only to enter into his device by means of the
keyboard 8, or in a digital link of the acoustic, lumi-
nous or other type. The encoded validation code can for
(_) example be transmitted from the server S to the device 1
20 by generating a luminous sequence capable of being read
by the phototransistors 3 which the device is provided
with.
In step 116, the microcomputer of the device
carries out a check of the received message as a function
25 of the error check code CRC associated with the latter
and then carries out the decoding of the validation code
as a function of the secret information a which the
microcomputer knows since it was generated and stored by
the latter. The encoding and decoding operations used in
30 steps 103, 106, 114 and 117 make use of conventional
software products well known to those skilled in this
art.
The consistency of the validation code is tested
in step 118 as a function of the associated consistency
35 check code CCC and, in the case of a consistency fault,
the validation procedure in progress is rejected.
In the opposite case, the microcomputer proceeds
in 119 with the computation of the validation key from
the same parameter (for example instantaneous time,



5+« these wnnings in the device, etc... Wth the validation key there is
associ ated a consi stency check code CCC and the assenbly is encoded in step
114 by neans of the secret information a, which can also be part of the
val i dation code. In step 115 an 10 error check code CRC is associ ated
with the encoded validation code. This cod®is transnmitted to the device 1
by nmeans represented by an interface [err] which can consist, either in the
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and,; in the cas f l.stie f Al t val i i dyr.e .
progress is rej g(]:: egslﬁﬁﬂgh%hogg%s]iﬁe %%%e?ﬁ?hgkﬁqggﬁ:oggngﬁ%(e\s% B’?lgg{elgl $in
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during the renote [ oading of the programetc...) as that ich was used b
d 15 Agcording %ogkhis prefé%red embodiment of éie y

invention, the winnings are credited directly in the
device by means of which they have been obtained, but the
certification that these winnings have been achieved by
{,) playing with the device before an authorized deadline is

20 carried out in the server.

As a variant, according to a third embodiment of

the invention, the certification can be operated and the

L winnings can be credited directly in the device 1 as
shown in Figure 10 to which reference will be made.

25 As in the case of Figure 9, the validation
procedure is initiated by operating a "validation" key
or a combination of several keys (step 200). This action
has the effect of initiating a timing (step 201) for
measuring the time which elapses between the start of the

30 validation procedure and the reception by the device of
a certificate transmitted by the server as will be
described below.

In step 202, the microcomputer dgenerates a
message similar to that of step 102 in Figure 9, except

35 for the fact that this message does not contain the time
6T+ The message generated in step 202 is encoded in 203
as described with reference to step 103, and is then
allocated with an error check code CRC in 204.

This message is then transmitted to the server S



the server for conputing the validation key transmtted to the device. 5
The m croconputer of the device proceeds in 120 with a test for determ ning
if the validation keys conputed on the one hand by the server and on the

ot her hand by the device are equal or cogsi_ﬁt ent. In the negative, the
val i dation procedure in progress is 10 rejected; in the opposite case,
the participation in the gane is validated in 121, the winnings resulting
fromit are cal Q¥ Means PL the interfageodnt asf desesibefinWithsreferenaet ed

in 123 in the prd eiigkgr@ory Wi th which the device is fitted.
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the serveerar this3&tep 208, the server proceeds in 209
with the extraction of the secret information a from the
received message and generates in 210 a certificate
containing the time §T,, obtained in step 208.

_ As for the validation code generated in step 113
in Figure 9, the certificate of step 210, in addition .to
a consistency check code CCC, can contain other informa-
tion (amount of winnings, rule for computing winnings,
etc...) associated with the use of the device. The server
can also proceed with an authentication of the device on
the basis, for example, of the internal identification
number NII of the latter, if it is contained in the
message transmitted from the device to the server. On the
other hand, in this second embodiment, the winnings can-
not, at this stage, be stored in the server for statisti-
cal or check purposes as in the case of Figure 9, as the
certification does not take place in the server but, in
a second stage, in the device.

The certificate generated in the step 210 is
encoded in 211 by means of the secret information a
(information which may or may not be part of the certifi-
cate) then the encoded certificate is provided in 212
with an error check code CRC. The encoded certificate is
transmitted to the device 1 by the interface means I,
which have been described with reference to Figure 9.



by-peans of the interface [err] as described with reference to Figure 9. In
the server S an error check is perfornmed in 205 by neans of the CRC code
and the nessage is decoded in 206. 5 The .consi stency of the decoded
nessage is tested in step 207 by neans of tgg consi stency check code CCC
contained in the message. |f the nmessage does Mot appear consistent, the
val i dati on procedure in progress is abandoned. In the opposite case, the
server S determ nes in 1The migrepo@pftenecofi whel daviicshiptodwsis! ApsE3
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natural ly known by the server aneous ne at
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basi s, fog,exanp, he_i i dentification nunber NI of the
latt er, #0 IS£§% ?é?%egs Péﬁégeégssage transmtted fromthe device to

the server. Cn t he otherInaﬁae|afﬁiﬂma%wwmndtbﬁbadmnnwpmpnhanmexam@neaan-
ngt,, at this stagg, 2tiel S&Héﬁﬂei:”ttﬂée é%t\éerwﬂﬂ{ Shak! Séifapé)@d ?

ch&Ck purposes as in. the case igure 9, B rger THRERY o8 8oes
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reference to Figure
the server and in thus artificially increasing the time

W, §T,,. If the time elapsed since the initiation of the
20 timing in 201 is greater than the abovementioned pre-
determined duration, the validation procedure is aban-
doned.
K,/ In the opposite case, the microcomputer validates
in 218 the participation in the programme, computes the
25 winnings obtained in 219 and credits them in the protec-
ted memory reserved for this purpose in 220. '
~ When the player wishes to use the winnings stored
in his portable device, he must establish a link with an
independent terminal or one which is connected to the
30 server S, according to a procedure similar to that des-
cribed with reference to Figqure 8, in order to debit the
memory of his device with all or part of the winnings and
to obtain a counterpart in the form, for example, of a
voucher, ticket or other medium. This terminal can be a
35 conventional screen and keyboard terminal or, for example,
a specific terminal such as the terminal described with
reference to Fiqures 11 and 12.
Such a terminal is the subject of French Patent
Application FR-A~2 650 416 to which reference can be



- 31 - .,The mcroconputer of the device proceeds in 213 with the checking of
the certificate by neans of the CRC code, with its decoding in 214 by neans
of the secret information a generated in step 202 and stored by the 5

m croconputer, and determines in 215 the tinme [err]. The next step 216 is a
test enabling it to be deternined if there3Rs-consistency between the tine

[err] neasured in the device and the tine [err] generated by the server. In
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reference can b%hrough a power supply circuit 326 which also produces
the power supply voltages of the other units and circuits
(y) of the terminal, voltages supplied on the output lines
20 327. By electrically modulating the reflectance of the
area 316, as is conventionally done in order to make
dark-coloured characters appear on a light background in
U a liquid crystal display, the quantity of light reflected
by the area 316 along the axis of the optical sensor 317
25 is modulated, which then produces an electrical signal
modulated like the reflectance of the area 316. After
filtering and shaping (in a signal processing unit 318)
this signal, a digital signal is available which enters
the information processing means 320, a microprocessor
30 for example, disposed in the terminal 302. The digital
information thus received by the microprocessor 320 then
conforms with that transmitted by the portable device 1
and transmitted by means of the liquid crystal screen 7,

normally used for other purposes.
35 The terminal 302 also comprises means of optical
transmission of information 325 working in conjunction
with the means of optical reception R of the device 1.
These means of optical transmission 325 are preferably
constituted by several light emitting devices, such as



- 32 - made. This term nal 302 conprises, in a casing 310, in addition to a
recei ving set 303 of the portable device 1, a keyboard 311 and a screen 312
of any known type, which are units conventionally disposed on any data 5
processing termnal for the input and display of data. A line 313 possibly
connects the terninal 302 to the server 8 3&nother |ine 314 provides the

el ectrical power supply of the termnal fromthe nmains. The receiving set
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sensor 317 25 I S , roduces an ectrical signal
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(| n-a signal processing ®hd tniﬂ:l&brbhle%s@rgaab sﬁipph.:ged arith ¢ ihforma-

ai ] abl e which enter t he i for I .oce ns. 320,
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with that transm t 1s r te of
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R of the device e emitting devices 325 of an acknowledgement of reception
in response to which the microcomputer 4 decrements the
\_/ memory of the device 1 with the amount of the winnings

20 which has been credited to the player. The information
exchanges between the device 1 and the terminal 302 are
preferably encoded in a way which is similar to that

\_ described previously with respect to the certification
and authentication procedures.

25 The digital information received by the micro-
processor 320 can also be formatted and conformed in an
interface 321 before being injected on the line 313 in
order to be transmitted to the server. This terminal 302
can therefore advantageously be used as a server terminal

30 for the implementation of the certification and authen-
tication procedures described previously.

This terminal allows an automatic bidirectional
exchange of information, which is therefore free from the
errors and delays inherent in the manual transcription of

35 information on a keyboard by a user (which contributes
to improving the reliability of the certification and
authentication procedure when the terminal is used for
this purpose), without this additional capability in-
creasing the manufacturing cost price of the portable



These peans of optical transm ssion 325 are preferably constituted by
several light emtting devices, such as - 33 - light emtting diodes,

di sposed in the receiving set 303 in such a way that each of themis
aligned with a photo- transistor 3 of the device 1 when the latter is
engaged i'n the receiving set 303. The lighl4enmitting devices 325 5 are
controlled by the mcroprocessor 320 by neans of a control circuit 324. The

i nformation whi aavibe rrl cmﬁwcqm r?@oaérmsnha b8siBeedewhee micsan
relate for exa i é% of |nf rratlon i he mcroc uter 4 of
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pr| nter 322 i ncgr %g?'gk'ﬂé Fﬁ&t gﬂ?:e'ggé'f e tl 'Eé :i;fgéeﬁder ?drftgéa 316
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the transm ssion by therti g8tol¢idis NEhsle itk embdd Bierits adgtiRdarent of
reception in respgnse to ich the mcroc e ecremants t mory of
the device 1 w Pﬁgi’hgxéﬂﬁ fE 8rd; kbey § "ng?s)%?olm‘i ﬂ’gzé'ﬁ di t ed
to the player. Bbigethef subatitut o haf g ined Lesretn ttét&mie;nezsa, Withbuthdy
termnal 302 arg_.pirekera L Chgl i Snl hat
descri bed previ %uspgg'\%&'t ﬁl"’}‘%ggg@g ?Bb@hgh%,g%?&?l c‘gfl?)}rlléa +gllfljt entication
procedures. 25 The digital information received by the mcro-
pro essor 320 can also be formatted and confornmed in an interface 321
b re being injected on the line 313 in order to be transmtted to the
This terminal 302 can therefore advantageously be used as a server
term nal 30 for the inplenmentation of the certification and aut hen-
tication procedures described previously. This termnal allows an automatic
bi di rectional exchange of information, which is therefore free fromthe
errors and del ays inherent in the manual transcription of 35
information on a keyboard by a user (which contributes



to:inproving the reliability of the certification and authentication
procedure when the termnal is used for this purpose), wthout this

portabl o 734 - device 1 wnich mst be as i ow d IS RARHI . o-
computer 4 present in the portable object nmust of cdurse be Hul¥y pgrogranmmed

according to a special protocol providing the control of the reflectance of
the area 316 5 according to the information to be transmtted. It is
obvi ous that the enbodi nents describedgaPeAﬁﬁ+§—éxanples and they coul d be
nmodi fied, in particuLasybwemhéo&umaﬁﬁnﬁﬂpntxﬁn(ﬂﬁnaalb@asteahnhqdes;dual
W t hout by o) | M
S 1. System fo(régpgg??%lg%é %gr%péé&%& écg&g&alr?idé I Vi du g{%?l?bsfgar (Q:iastnﬁat‘1
program accor dhdgvidualscemad o Sm@enﬁndenﬂ1lrﬁﬁQ¢tﬁQﬂlc andevice  for
| ndependentsg %@"E&EQBh‘Elondgx\{bCfbr d¥+ P RAd {1 & Y isig ga@t&%&pauon in
certification sai d part|C| ation 1 n association W th _a server, whi ch
sai d devi ce coAfpPsdatiopnyiétha@eSAEHRS, f &P WhéCEnFPydeSHlﬁﬁrFP@Pﬁ&ﬁ?SoF
at | east one datum mepheserkaki Méafk gairdtRar éhe,r?abyoa par%abdpah(&gberrh%nd
the establishnent of a certification |ink wth sai d server, * f.o
memori zi ng sai 4SpEkt ?E?p‘g?ﬁ:% TERAATSHA S %@r?&rdi Bar§ﬁ8’i’pa§1(9”0&l? said”
characterized pproybain dnd the estaddiidhiwntcef 1§ carptfitestieaniiti, with
for neasugipg égldrggg§é e'time [err] el apsed between at |east a first
event of said enarro c ronologlcally correlated wwth said entry of a
pq;PiC|pat|on dat unti metdns dEor c @eand iziagessalbd | phrtAciphtdend datum and

i fication g%gg g%ghaggg sgh¥er 20 (S), - the server (S) conprises at
| east nmeans (11

a clock,
characterized in that :
15 * gsaid device (1) comprises means (4, 10) for measuring
the relative time (8T,,,) elapsed between at least a first
event of said scenario chronologically correlated with said

{ entry of a participation datum in the device and the

~ establishment of said certification link with the server
20 (s),

- the server (S) comprises at least means (110, 208)

KV/ for measuring the relative time (&6T,.,) elapsed between at

least a second event of said program chronologically
correlated with an absolute deadline for the entry of said
25 participation datum and the establishment of said
certification link, and
- the device and/or the server comprise(s) means (111,
216) for comparing the relative times measured in the device
and the server and for certifying or not certifying said
30 participation as a function of the result of said
comparison.
2. System according to claim 1, characterized in that
said first event is constituted by said entry of a
participation datum in the device.
35 3. System according to any of claims 1 and 2,
characterized in that said second event is constituted by

said absolute deadline of entry of a participation datum in



for. neasuring the relative time [err] el apsed between at |east a second
event of said program chronol ogically correl ated W,MMI I ne

for the entry of said 25 participation datum and of
said certification link, and - the device and/or the &ﬁ&g{ﬁ ‘m‘\w
means (111, 216) for conparing the relative tines rre iLn #hes devi ce
and the server and for certifying or not certifying said 30 participafion
as a functloq:h de‘}lr&ee result of said comparison. 2. System according
to claiml, charScterized in that said first event is constituted by said

entry of a participd. offyRtiasm iacqdrdiduyi ceo 3By of 3clagpsiedm to 3,
according to MifadteriZed iz knandsaZa %Q@&@&ﬁ%rlé&ﬁpfﬁsééatpa&%%ters

second event is constituted by said absol ute deadline of entry of
partici pati on FRPRFRSSRting Yk Ghwpnelogicalkysynping e6r §rig PFé’gréﬁy angt

claims 1 60 i Gilﬂi"@CtS'ﬂ’ldzedié\Fh.éé‘atcérﬁﬂ)ﬂl§é§nafiﬁ1ﬁgnpﬁ\é%ﬁ§ PEFRTEHHS

representing the chronaql ogi cal nni n f said program and I n that sai,
devi ce conpri sé& p?"l ar’fgéWs ff# :’rcﬁpl EMEREECon BSFOrQéF‘H stRnasdd

according to csxa:lod:odjmgg;nol ogy. 5. Device according to any of clains 1 to

4, characterized in g haty Said means o lncﬂciﬁ\?ﬁ%lns%ﬂ%( 114, é}g}_ $0 jar ‘%8 4,

adapt ed for certlfyl ng sai d participatl retrs equa |ty
wi t hin a gi venchelrechesdzedr rin beatesaidameansl aifi veonparisomasiiied 21 6)he

devi ce [eryg angd thalfﬁ:e?le@‘é%r cb@ kylﬁ 45 e Pa2dq 04 Yatg o 3:fhe‘ijeaii'§5

1 t5'5, 15 characterized in that Said device Conprisés means
OCGSSI ng (4) eAYRLEtFductPg athdauld GHIVER i OLLFRRR i &IF of %%F‘ﬁeen said

i ci pation dabapized thtedeadastiregOMar ithen dekdike 2168, 21 € aadppifd the
certlfy or not to certlé,y iald result. 7. System according To claim 6,
ref

characteri zed PREVR&t (3 aid server (S) conprises means of storage in
which said result i$.cr &fistteth | mooesphitge (to saany cevfi fctaimsn. 1 to 5,

15 characterized in that said device comprises means of data
processing (4) for producing a result which is a function of

said participation datum and the means of comparison (111,

(_) 216) are adapted to certify or not to certify said result.
7. System according to claim 6, characterized in that-

20 said server (S) comprises means of storage in which said

result is credited in response to said certification.

8. System according to claim 7, characterized in that

said device comprises means of authentication (4) adapted

for supplying a composite code by encoding, according to a

25 first given algorithm (A) as a function of an external
control information which can be encoded, comprising a
random number (a) and supplied from said server (S), of said
result and of an internal identification code (NII)
belonging to the device stored in said means of memorizing

30 (11, 12), said server (S) being adapted for carrying out,
using said random number (a), according to a second
algorithm (B) correlated with said first algorithm (A), a
computation on said composite code in order to decode said
result and to compute an external identification code (NIE},

35 said result being stored in said means of storage when there
is consistency between said external identification code

(NIE) and a check information knoun to the server.



8.+ System according to claim7, characterized in that said devicé conprises

means of authentication (4) adapted for supplying a cor]m "(
encodi ng, according to a 25 first given algorithm (A rl "ﬂ l m, m“, an
external control information which can be encoded, conprisingta ¥antdom

nunber (a) and supplied fromsaid server (S), of said result and of an
internal identification code (NIl) belonging to the device stored in said

Toans of Temor 2100 90 stdten Beotdl loSeLVELal) MM AANALIP, wnat

carryl ng out, usi ng sai d random nu accor |ng to a secon
(B) correl ated S#t% BAARE Q¥ sqorwwsqrhrﬁr(%)dl@wﬁ)mm% Py (S) and

conposi te code &4l @' f€ans Ooflea@tRef8idat €6H! { 43Ndrko sdFdE Ay PhSiiling
identification code éNI E%F‘s id result, bei n%ﬂ’éfred in said Ggans of
SEorage when_t HorETROTIR | SR AL S T e S e QAT TR i
(NIE) and asche@ekvicﬁéo(a'a;ngpn ﬁo:ov\nnhéo;mli@owm its 3pPlibuttiem arcasdlidg
to claim8, char acterl aél at | sal d ne of cogg)grl son are disposed in

the server (S) 1) %P%a?d Ruthettt ca?ﬁl"r‘ﬁef4 te adapted for
produci ng a conposi tJaOccﬁtesmrscaqnm;mrs; ngp sdiaiint iGve qleacarizedaind that
device lerr], Todig hﬁe@%mﬁ?rofmén{o&lam% Cé}.‘éo?jadéb@@ddf@%an%t8£ing said
conparison in said server . Systemaccording to claim

characteri zed iFPIWEE LhiTPITRAEL fep Wﬁ)rq%ﬂhbﬁeﬁ%tmpt ed for storing

said _resul ypin r espopj_se Syt doeerdlihgc #bl @ma;uiholo cha?dcte¥$2€M in that
according to clai charfcterl zed inth gns of. compar,ison 111)

are_di sposed i r® d“%%?%e‘? (SY"PYNHSOR n(lﬁ'uét arga PREGh. 4N S i
nmeans of autherg) caandn chmprithanyg -sakdns delyider gemprdisesy ameans of

certificate co ve fime [err] neasured in said
rg"?%&?&r encodl&"(p%'ll ncir

device, - neans ng said tificate, - neans [err] for
transmtting sai d encodeangerdiilf |f,<393tegeoegait@lngera/e@ertlﬁmn§e[ artaiging

recei ving §50msaidl SEIMSIve IHLnESRASY HpadudPiith GRIHd fd&pidon of said
result by said means of conparison, ah encoded validation code conprising a
first - means (4) for encoding said certificate,
- means (I,) for transmitting said encoded certificate
(,) to said server, _
- means (I,) for receiving from said server, in response
20 to said certification of said result by said means of
comparison, an encoded validation code comprising a first
validation key computed by said server as a function of an
information known to said processing means,
~ means (4) for decoding said validation code,
25 - means (4) for computing a second validation key as a
function of said information known fo the processing means,
- means for comparing said first and second validation
keys, and _
- means (4) for storing said result in said memorizing
30 means when there is consistency between said first and
second validation keys.
12. System éccording to claim 10, characterized in that
the means of comparison (216) are disposed in said device
(1) and in that the latter comprises means of authentication
35 comprising :
- means (4) of timing initialized in response to a

request for validation of a result,



. . . - .
val i dati on key conputed by said server as a function of an |ﬁfmmtlon

known to said processing neans, ¢ neans (4) for.d ‘m“uu dation
code, 25 - means (4) for conmputing a secondﬂ ) s a

function of said information known to the processi ng freahs, - neans for
conparing said first and second validation keys, and . - neans (4) for
storing said result in said nenorizing 30 neans when there is consistency

between said first angeyprONd )vabirdgbh@R %y alAcs8UgeePhATEREMStie of
claim 10, characterized in that the neans of conparison (216) are disposed
in said devi ce ¥ PPLdfRGHPD FRIUSSE | atter conprises neans of aut hentication
35 conprising : - neaneand) fir lEndoddngliddidl inkRgdge,r esponse to a request
for validation of a result 4 - ans (4)._for generating.a.nessage
characteristic of a valqHkt i Gh'r &§Fest RSN Y gﬁalé c%ﬂ?ﬁ%egawasﬁgggaé:eo,
- nmeans [erB] fsaid rsexsmaxt t(iSig sai d encoded nessage to 5 said server (S), -

means [err] for recel Y&lé'gnérgfi‘ zaif%r.selté!féi& a'}r%glcggﬁgdcgegivfeircaé§) an
conprising said relative referéhce tinme [err %Easure y sald server; -
means (4) for escodiedycexitd fdeaitef compe igiadappid Fglativeare@ferenge Fdme

reference tinggsm enr heab@redaby SBRBS se@lekonpari son (216), and - neans
(4) for storing s T(% result in Said_nenorizing means in response to said

certification by saird™M@Rss (87 £omparreaing: seid CrRRtifdsatredngy apR1ying
tining meaps (2Qid lrelatikessrebepencpr edener mioed,) i id dial | @dank3. of
System accor di rég to either 9{6 )cl al 11 or 12, characterized in that said
ce(t/“jficate or ERPETHES: aég PanSh t ed by the device (1) to the server (9S)
conpri ses a secret i-nfneamst i(dn) €ay khowdngossaddrpsudtsdnngaddamemanrd zimg?0

that said vali H@ah%n 1P UPe0bon8l £6°'dd {d CaLPe 8031 bACHy! QR4 RedREY Bl
(S) to the device (1) 1s encoded as a

comparison if the time measured by said timing means (201)
15 is less than a predetermined limit duration.

13. System according to either of claims 11 or 12,
characterized in that said certificate or said message
transmitted by the device (1) to the server (S) comprises a
secret information (a) known to said processing means and in

20 that said validation code or said certificate transmitted
from the server (S) to the device (1) is encoded as a
function of said secret information.

~ 14. System according to any of claims 11 to 13,

characterized in that said certificate or said message
25 transmitfed by the device to the server is encoded as a
function of an information known to the server.
15. System according to any of claims 1 to 14,
characterized in that said interface means comprise a
keyboard (8) with alphabetic and/or numerical keys (t) for
30 the entry of data into the device.
16. System according to claim 15, characterized in that
said device comprises means of identification (4) adapted
for comparing a code entered at the keyboard (8) with a
confidential identification code (NID) stored in said
35 memorizing means (11, 12) and for activating the device when
there is coincidence between said codes.
17. System according to any of claims 1 to 16,



function of said secret information. 14. System accordimgto .any of—ctaifs
11 to 13, characterized in that said'certificate or sal

transmtted by the device to the server is encoded as a "mﬂm @mlulm

i nformation known to the server. 15. System according to -any ot

14, characterized in that said interface megns conprise a keyboard (8) W|th
al phabetic and/or nunerical keys (t) for 30 the entry of data into the

device. 16. Symga@g@i'{l(ibﬂgl?otﬁéﬁl 1@, i KhSF AEd & MR ldbrﬂﬂﬁ!séd%iéiax{tie\Hfge
conpri ses neans of identi atio or conparin code entere
at the keyboar #°C8P Qef éﬁﬁq‘ﬁ@gﬁe aqnchciﬁ‘ff &?E‘%\t i3y r%ﬁﬁgt?ﬂlf‘ﬁ? efof@dd n
said 35 rrgm)rl pbamglm@mlbhlscb&)ara@d afs@bcatatuedatydmgl téaadiqmagara}meln there
I s coi ncidence bet 7. Syst | ny. o c ai
ve8", §3 0 08ESord g S AT o (i b A Al Sl

to 16, 5 charac neans co rlse
reception o% blsaa.dcasenemodédtdaaaer epceslerit andv &hef degiidepdat)i cpp@trn.ses

scenario assoch@tag% Wft Resl! gngr Qg5 aMya %% System according to claim 17,

characterized Int sal cenari o data are encoded and the device %1)
conprises neans of é@eooﬁYﬁjﬁ%l acgardingg tosyeithetc & orhains dit he¥ &

clainms 17 or 1%ha‘i‘€é"té‘i't1§éﬂzed|.ﬂn that t R eceptépRiBRANMeR)s ar(aR) are
constituted by optical ikb% for adln data%g transmttcﬁlarIl

| umi nous for m COHSTEFULER 4 rd?ﬂﬁl?ﬁ anPSF| af 1105 1gFeERYct 8RR

i ni{{hat sal@ |igrenbcadietadana canphose Heams (7) for displaying informati on
stored and/or procesged L] dev 21. st cord| any
orig of claims 1 to 2@ c%g?ggﬁer‘%ﬁ% dlnghaifosaln me%s c??&%ﬁco& 3% ?9’
data processi nghavhctertizedcdn orhatofsald hénterdacen megng i comprise geans
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to the rrermrlzmg means ( 12)” 2 to the interface ne
22. System acc8h8i ﬁ@"?—@eel aim 21, characterized in that

15 21. System according to any one of claims 1 to 20,
characterized in that said means of decoding, of data
processing, of certification, of authentication, of timing
and of identification, are constituted by a programmed

\'/ microcomputer (4) coupled to the memorizing means (11, 12)
20 and to the interface means (7, 8, R).

22. System according to claim 21, characterized in that

\,r said clock comprises a time base (10) continuously supplied

by an electrical power supply source and coupled to said
microcomputer (4), said microcomputer being programmed to
25 measure the time elapsed since the storage of a datum
representative of the authorized lifetime of the device, and
to inhibit the function of the device when said
predetermined lifetime has expired.
23. System according to any of claims 1 to 22,
30 characterized in that it comprises
- a plurality of devices for participation (1) each
associated with an individual participating in said program,
- means (E) for broadcasting said program to receiving
sets (16), and
35 - terminals (13) for the establishment of certification

links between said participation devices (1) and said server

(s).



said clock conprises a tinme base (10) continuously supplied

el ectrical power supply source and coupled to said nﬂllmml&ﬁl “ E&llllsal d
m croconput er being progranmed to 25 neasure the ti.

storage of a datumrepresentative of the authorized |i fet r me" of the devi ce,
and to inhibit the function of the device when said predetermn ned
lifetime has expired. 23. Systemaccording to any of clainms 1 to 22, 30

characterized in that sé;scc%rfﬂo%z'%g%dlpﬁ @opé:t'éi‘lln ﬁdé’ UnHEYLEES: S04 in that

participation (1) each socl at'e an rndividual partlcupatlng In sad

program - nedris comprigeshiteandasisnfosadebprbpgarrid reewitiny skareq 1g)
and 35 mnRir 1 2P rlekes f¥ ddi§ eRdaldghment of certification |inks
bet ween said part |c atl1on devices (1) and said_server 6.24. 9 stem

according to claim evaraRt ecceading tHat eithesn Pt s%%atlg‘?m%%l erf

debi ting ssi d JHasHdHSD RO tRa HEBRA BZ ifRgdRANY fetdli (16¢Viceapride a
Syst em accordi n aracterized in that.

f
said recej Vi n&c'g‘é["g‘ (%wez’,f&%pﬂg&désgi?geﬂf(ﬁ%’;éf%lfogﬂ%maq% 1R ek

program and i Imdahlﬁi ofli droednssdindr 0Bdcaste rgigddedr éoadap“aadmﬁ.dntlng to

LTSI, SIS oh AR R S L SR e

devices (1) scenar I"ayed sal lay 10

screens. 26. Syt ewenesddidagat dlépﬁﬁﬁﬁdoinclwmc‘?ﬂ PrypmHn @fﬁahcgé}cléﬂlzaéﬁ

inithat saphd g (13 ; 302) conprise neans of transmitting data in

| um nous formto said optical reception nmeans %R) of salﬁ Eal’tl pathﬁ)%B

dgvjces (1). 15 26. JystefsperCaEdsadi Ty SishaRy ¥F ErarRs

characteri Zeddﬂaﬁalaﬁtteﬁauéa t enmumats $30Q) teaffinale (Bang (302) fdwmﬁﬁaah ng

ngl; ?Ir g:a’:);glnogl >p Q%stf L en%%& CinfgO t%n l% T ?rﬁln%\(.tsscfroer?nn t(o7)sa%.fd %%tlcal
receptlon means (R) of said participation devices (1).

15 27. System according to any of claims 23 to 26,
characterized in that said terminals (302) comprise means
(317) for reading information displayed in encoded form on
a display screen (7) of said participation devices (1).



