| A Method and Apparatus for Creating Medical Teaching Files From | mage
Archives Filed of the Invention 5 The present invention relates to a

nmet hod and apparatus for creating nedical teaching files from inmge
archives and refers particularly, though not exclusively, for use of such a
met hod and apparatus for radiol ogical teaching and information exchange
using images retrieved fromclinical archives. 10 Abbreviations and
Acronyns Throughout this specification the follow ng abbreviations and
acronyns shall have the follow ng meani ngs: 15 ACR Anerican Col | ege of
Radi ol ogy; DICOM Digital 1nmaging and Conmunications in Medicine. This is a
standard nedi cal imaging format and protocol; GU : G aphical User

I nterface; HTTP: kMehdiarid Apparaddschior SreatingMedicalTeaching Fidles appl i cati on-1 evel
protocol for distributed, 20 gl ,f,gggg}ghy@s hyper nedi a i nformati on
systens; ID: Identifier. An identitiér 1s a string used to identify a
patient, or a study, in the D COMprotocol; JPEG Joint Photographic

Exper t sFiledotithe Invention S a popul ar inmage format (usually with file extension
jpgsor.jpeg); 25 MRC Medical |maging Resource Center. This is a

di stributed nedical imaging library and standard defined by RSNA. For the
def i ni tihGrPresentryqaticpdelaiss i qmethoriapd apramtesaior prealiio ipdiRalgershing files fiamer f aci ng
W t'h PAfSge BRhivéshanddefers) ipbiielar9f thBARSsot £REusiVeR] @W. usMdRIshch 8 rididngige of the

syst ema"f)}.)'arlafu% I]‘orr]gatltloqcaeg;icgfg{[eg&gng%ﬂ in?tpr%gtrio%te%l«s:ha%]ée L_'Qr?g images retrieved from clinical

archives.
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Abbreviations and Acronyms

Throughout this specification the following abbreviations and acronyms shall have the following

meanings:

15  ACR: American College of Radiclogy;

DICOM: Digital Imaging and Communications in Medicine. This is a standard medical -
imaging format and protocol;

GUI Graphical User Interface;

HTTP: HyperText Transfer Protocol. This is an application-level protocol for distributed,

20 collaborative, hypermedia information systems;

ID: ' identifier. An identifier is a string used to identify a patient, or a study, in the
DICOM protocol;

JPEG: Joint Photographic Experts Group. This is a popular image format (usually with file
extension .jpg or .jpeg); ' '

25  MIRC: Medical Imaging Resource Center. This is a distributed medical imaging library
and standard defined by RSNA. For the definition of RSNA see below,

MIRIP: Medical Imagi'ng Repository Interfacing with PACS. For the definition of PACS, see
below. MIRIP is the name of the system utilizing the method and apparatus of the
present invention;

30 PACS: Picture Archiving and Communication System. The clinical image archive system;

RSNA: Radiological Society of North America; '

TR ‘Teaching File, which is a document containing text and images that is useful for

medical education;



present invention; 30 PACS: Picture Archiving and Communi cati on System The
clinical inmage archive systen RSNA: Radi ol ogi cal Society of North
Anerica; TF. Teaching File, which is a docunent containing text and inages
that is useful for nedical education; 2 U D Unique Identifier, which is
a nunber that uniquely identifies an object in the DICOM standard; and
XM.: Extensible Markup Language as defined by the World Wde Wb Consortium
(WBC), to make it easy and straightforward to use on the Wb: easy to
define 5 docunent types, easy to author and manage docunents, and easy to
transmt and share across the Wb. Background to the Invention Medi cal
(e.g. radiological) images are inportant building blocks for clinical

suppor tJibt eachi nguricue Ideh@ier, edishischnuniber iatgintaadly elentifiesoamnabiecsin thedbicam PACS,

i mages may be rrargtaq,%,gtaeﬁq and cross- referenced in a powerful and
interactive fashion. rmre hospi tal s adopt PACS, a scalable repository

of case®Mased fi I%%e”ﬂPFI %woh%‘g%aﬁ?a?ﬁﬁ?ﬂ"éd oy dhe Warld Jide Nebn GonseruAT ng and
exchange of dat gqw3Ehveveke itccasy bind smrﬁmmmetusyeh thX Waeb: babyitbldefifeace such

a repository wit hﬂoég\%&it @ &aleasgpb% horgl\ aﬁreéi umwﬁt% Qn% %ﬁ}g{% rgm' it gn%()l under

t he | eadership of tan orm for ang| ng i mage
data. No vendor @Fa’PAQBS%tQ%Y\@PrB presently provi des a solution for creation
of nedical teaching files as a conmercial option. Many teaching hospitals

and uni i gned in-house solutions wusing a variety of
f or mat sé/a%k@lo{'h(ﬁﬂngrﬁea%m has defined standards for MRIC. MRC has the 20

pot ent iMgdicebleige "%ﬂqmm'deaaés sretimpdrtapt kuilding Hlocksddi ¢iining) stiprmdhienchirfg #nd and
r espar Ghsedaha ﬁ?eﬁ@tdl rénWbﬁmeﬁté‘@cl'f asheAys, aﬁna@s f&asmaﬁmyf@a BRe cfes facto
st andar df f or é can .t etrieve I:%es and ot her
i nf or ndt I on e?dr'Brﬁ E’%“\%a B%ﬁﬂ? & AP oIABQE?‘E%Ih"?pgﬂﬁtﬁd?rﬁ G52 $51ale; eachi ng
file |irppogitoyy ofanask-bdsed é!ewvﬂl lhewirear valuable toah fpr bn-Hemand beagningesmd egchagge of
data. However, a solution does not yet exist to interface such a repository with a clinical PACS.
MIRC, which was developed in 2001 under the leadership of RSNA, is a standardized platform for
15  exchanging image data.

No vendor of PACS systems presently provides a solution for creation of medical teaching files as a
commercial option. Many teaching hospitals and universities have designed in-house solutions
using a variety of formats. Recently, the RSNA has defined standards for MRIC. MIRC has the

20  potential to be a worldwide set of standards defining teaching file and research data sets in the
same fashion as DICOM has become the de facto standard for PACS.

Systems that can refrieve medical images and other information from PACS to compose
radiological teaching files in a teaching file library, and share with other teaching file libraries using
25  the MIRC protocols. are not yet available.

it is therefore the principal object of this present invention to provide a method and apparatus for
creating teaching files from medical image archives.

30  Summary of the Invention
' - With the above and other objects in mind, the present invention provides a method for retrieving
medical images from at least one imaging archive and creating at least one teaching file; the
method including the steps of retrieving at least one medical image from the at least one image’
archive; storing the at least one medical image in a database; generating a database record for the



25 the M RC protocols. are not yet available. It is therefore the principal
object of this present invention to provide a nmethod and apparatus for
creating teaching files fromnmedi cal inmage archives. 30 Sunmary of the
-Invention Wth the above and other objects in mnd, the present invention
provides a nmethod for retrieving nedical imges fromat |east one imaging
archive and creating at |east one teaching file; the method including the
steps of retrieving at | east one nedical image fromthe at |east one inmage
archive; storing the at |east one medi cal i mage in a database; generating a
dat abase record for the 3 at |east one teaching file; generating the
teaching file; saving the teaching file into the database; and generating
at | easat leaseoriertdachingffilet benetating: thierigpching is; saking dizer iehéhing. fieciofoathé dahtfase;
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pat i ent® %G%T?thﬂr}ggﬁﬂﬁ%ﬂe%&ﬁﬁm”’?'%F'i'.?ﬁ itgf of segpifiig jpiyma PIEViBHS'Y Be8Ndence,
m 115t aragonysmged atyt thm ehonyizelgn\codeepreiatsly gebergtodmapdtiyes, aetdevingame lusipg thee nt

hi st or YreviogdiPidneRdRtYHnfiafth edanme, referring

The sensitive information may include one or more of: patient's name, patient 1D, other patient's
names, other patient IDs, patient’s birth name, patient's address, patient’s telephone numbers,
20  patient's mother's birth name, region of residence, country of residence, military rank, branch of
service, patient comments, additional patient history, referring physician's name, referring
physician’s address, referring physician’s telephone numbers, and all other person names.

Retrieval of the at least one medical image may be in batches or interactively. When retrieval is in

25  batches, a plurality of medical images and information relative to the plurality of medical images is
retrieved automatically using groups of patient identifiers or groups of study identifiers. The retrieval
may be by a PACS accessor of an image server reading and retrieving the plurality of medical
‘images from the at least one clinical image archive according to the patient identifiers or the study
idenfifiers. '

30

When the retrieval is interactive, the at least one clinical image archive may be queried using a
graphic user interface and instructions are passed from the graphic user interface to a PACS
accessor of an image server, the PACS accessor interrogating the at least one clinical image



physi ci an's address, referring physician's tel ephone nunbers, and all other
person nanes. Retrieval of the at | east one nedical imge nay be in batches
or interactively. Wien retrieval is in 25 batches, a plurality of nedical

i mages and informatjon relative to the plurality of medical inmages is
retrieved automatically using groups of patient identifiers or groups of
study identifiers. The retrieval nay be by a PACS accessor of an inage
server reading and retrieving the plurality of nedical imges fromthe at
| east one clinical imge archive accdrding to the patient identifiers or
the study identifiers. 30 Wen the retrieval is interactive, the at |east
one clinical inmge archive may be queried using a graphic user interface
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The at least one medical image and information are preferably stored in the database and indexed
by one or more of patient's name, patient ID, study ID, series 1D and image ID.

The at least one medical image may be spanned to multiple storage media by determining when a
20  current storage medium reaches its maximum capacity, finding a further storage medium with
sufficient free space, and sending further medical images for storage to the further storage medium.

The present invention also provides apparatus for retrieving medical images from at least one

_ image archive and creating at least one teaching file; the apparaius including a database, an image

25 server, a MIRC server, a web server, and a graphic user interface for operation on a users
machine.

The database may be a relational database for storage of all required information, including
database tables, database indexes, database scripts, and pointers to the medical images and
| 30 .teaching fites. The image server may be for communicating with the at least one clinical image
archive, guerying and retrieving the at least one medical images, and patient data, study data,

- series data, and image-related information from the at least one medical_image. o



The at | east one nedical imge may be spanned to nmultiple storage nedia by
determ ning when a 20 current storage nediumreaches its maxi num capacity,
finding a further storage nediumwith sufficient free space, and sendi ng
further nedical inages for storage to the further storage nmedium The
present invention also provides apparatus for retrieving nmedical inmages
fromat |east one inmage archive and creating at |east one teaching file;
t he apparatus including a database, an i mge 25 server, a MRC server, a
web server, and a graphic user interflace for operation on a users nachine.
The dat abase may be a rel ational database for storage of all required
information, including database tables, database indexes, database
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15
The MIRIC server may include an MIRC storage for providing an MIRC teaching file storage service
for the database and for the user’s machine; and an MIRC query to provide queries as defined by
the MIRC scheme.

20 For both forms, the teaching file may be in accordance with the MIRC standard.

The present invention also provides a computer useable medium comprising a computer program
code that is configured to cause a processor to execute one or more functions to perform the
method described above.
25
'Description of the Drawings
n order that the present invention maybe better understood and readily put into practical effect
there shall now be described by way of non-limitative example, a preferred embodiment of the -
present invention, the description being with reference to the accompanying illustrative drawings, in
30 . which: _
' Figure 1 is a system block diagram that illustrates the main components of the apparatus of the
- present invention and that are used for performing the method of the present invention;
-Figure 2 is an illustration in more detail showing the components of the apparatus of Figure 1;



The M RIC server may include an M RC storage for providing an M RC teaching
file storage service for the database and for the user's machi ne; and an
M RC query to provide queries as defined by the MRC schene. 20 For both
forms, the teaching file may be in accordance with the M RC standard. The
present invention also provides a conputer useable nedium conprising a
conputer program code that is configured to cause a processor to execute
one or nore functions to performthe nethod described above. 25
Description of the Drawings In order &hat the present invention maybe
better understood and readily put into practical effect there shall now be
descri bed by way of non-limtative exanple, a preferred enbodi nent of the
pr esent Figut¥ 8 it d §8temtrlb@ctiasin ipdrars tHeiriRgoanbib s tb efeticaseRing fled fiém ameanpanyi ng
i1 lustr, té%/gc]g\;e%vm ngs, in 30 which: Figure 1 is a system bl ock di agram
that il 'L 6S the main conponents of the apparatus of the present
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required to_retrieve nedical inma fromthe clinical inage archive; 5
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st eps tRigueen 61y i fioarcieemieillistreting thé sigpd blestep 2esiFidurey 8 wihigh ataniag iirayes M éheDl COM

fil Fagit& 6 is a flowchart that illustrates the steps to anonynm ze all

Di flles in the database; Figure 7 is a flowhart of the steps required
o int tlyel ut ACR code; and Figure 8 is a flowhart
|IIustféﬁ5F P%P %Efé“%?b‘?ﬂ'@‘ﬁ‘z of Figure 3 when storing inages in the 10
dat abask. refer to Figure 1, the system consists of a database 1, an image server 2, a MIRC server 3, a

web server 4, and a GUI 5 operating on a user's machine.
15
The database 1 is a relational database. It stores all information for the system, including database
tables, database indexes, and database scripts. It also stores the pointers to the physical files of the
system. The image server 2 communicates with the clinical image archive, queries and retrieves
medical images and patient data, study data, series data, and image-related information from them.
20  The MIRC 3 server provides MIRC compliant functions, including MIRC queries and MIRC storage.
The web server 4 serves various requests received from a user via the GUI 5 on a user's machine.
The GUI 5 provides functions to access the system, and alse provides MIRC file editing functions.

A more detailed structure is illustrated in Figure 2. Here, the image server 2 includes a PACS

25 accessor 6 that is used to query and retrieve images from the PACS 14; a DICOM receiver 7 that is

| ~used to receive the images retrieved from the PACS 14 by the PACS accessor 6; a DICOM

‘anonymizer 8 that is used to anonymize the images received from the PACS 14 by the DICOM
_receiver 7; and Other Service 9 that includes PACS Ping {Echo), and so forth.

30 By anonymize {(and its grammatical equivalents) it is meant that predetermined identification details
of the patient, study, and so forth, are made anonymous'so that a reader cannot determine the
identity of the patient, study, or the like. '



Description of Preferred Enbodi nent To refer to Figure 1, the system
consists of a database 1, an image server 2, a MRC server 3, a web server
4, and a GUI 5 operating on a user's nachine. 15 The database 1 is a

rel ati onal database. It stores all information for the system including
dat abase tables, database indexes, and database scripts. It also stores
the pointers to the physical files of the system The inage server 2
comuni cates with the clinical inmage archive, queries and retrieves

nedi cal i mages and patient data, study data, series data, and image-rel ated
information fromthem 20 The MRC 3 server provides M RC conpliant
functions, including MRC queries and M RC storage. The web server 4
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7. generating the indexes of the teaching files; and
8. providing a searching mechanism.

Figure 4 illustrates the first step (1) of the method - retrieving medical images from the clinical

20  image archive. The radiology department of a hospital generates a large number of medical images
every day. Most images are in digital format, and are stored in the clinical image archive — PACS.
Images are generaily typical or atypical. But they may be particularly suitable for generating
teachmg files. Clinical image archives are for clinical purposes only and use a specific
commumcation protocol named DICOM.

25
The method of the present invention can interface with the clinical image archive 14; and retrieve

images and patient specific information. The retrieval process itself is in accordance with the
DICOM protocol. The retrieval may be in batches or interactively. When in hatches, medical images
and information relaiive to those images can be retrieved automatically using groups of patient

30  identifiers, or study identifiers. When interactive retrieval is required, the GUI 5 is-able to query the
clinical image archive 14 by categories, and user-selected studies may also be retrieved.

For hatch retrieval, the user provides a file containing the patient 1D or the study UID. The PACS
accessor 6 of the image server 2 reads the file, and retrieves the corresponding medical images
35  from the clinical image archive 14 according to the patient IDs. [n the instance of one or more



10 1. retrieving nmedical images fromthe .clinical inmage archive 14; 2.
storing the retrieved nedical inages in the database 1; 3. anonym zing the
patient information so that the user cannot obtain the patient information;
4. generating the database record for the teaching file; 5. generating the
XML file; 15 6. saving the XML file into the database 1; 7. generating the
I ndexes of the teaching files; and 8. providing a searching nmechani sm
Figure 4 illustrates the first step (1) of the nmethod - retrieving nedical

i mages fromthe clinical 20 image archive. The radiol ogy departnent of a
hospital generates a |arge nunber of nedical inages every day. Mst inages
are in digital format, and are stored in the clinical image archive - PACS
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i nfar ion., The.retrieval proce el.f. i n agcor t h DI COM
o ot e oL 5 Tistpening ise U e g roa) e, 1A BIo09" trcsot
bat chednstmebne are passad dem tzn@Ul hérotherasar's terminialld itheePAGS ddaesser 6. Mg ®@ACSan be

retri eved it imRihGRds Mo WiiidaDinthe YRRivO h14 PiHak @Y patignt! dﬂ"sﬂde fok %’Ee?est OfngSt udy
identifiers. When Tnteractive rétrieval Is required, Is able to

query {'piHeves fhepquipd | iMegee ThE LI5T 630 AlSP WRFk £ diF8PqsEs, !ma%p ‘ﬁ%’é?‘atg’él Sided
st udi esnamgerfadesmo&hnmmh@tthe @unkstatioh0sindosah d ther etriele@Vialagest thahalsreige peeert 2les a

filg C%Eﬁr‘o@é&%n&%eﬂ%ﬁ IR vél@ ﬁém{:ggg study U D. The PALS accessor 6 of
e

t he i mage server reads t retrl eves the correspondi ng nedi cal
I mages fromthe clinical imge archive 14 aCC%EdI ng,to the patient |Ds.
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I n t he & S FAsSRe BREFSHSERDIMCEY I FIGNYIEa%S IR ds 3PeRs, bdVhemiBe 4F3d8y Ul Ds
| i st ed saver Ziseeivdsaanl imegd forathe clirdtat inege atdhive riegtie ingge ispmeresfirst stored thieh

| NSt anGps,d 1rh§tern‘ﬁ>g%"yro?g( 8t Hd RAAGddS thOHREEBLRIRg tSthe DRSOM Shhidkyed W th

each |nage or
the image is not a valid DICOM image, it discards the image. Image server 2 then checks in the

database 1 for duplication. If the image already exists in the database 1, image server 2 moves the
image file into a duplication directory. If the image is not in database 1, the image server 2 queries
the clinical image archive 14 to retrieve the relevant patient, study, series and image information,
and merge the information with the information embedded in the incoming image file; and stores the

20 information in the database 1.

The refrieved medical images and patient information are stored in the database 1 for further
- processing. Other useful information may also be extracted from the images and stored in the
database. This other information may be indexed by patient’s name, patient ID, study ID, series ID

25  and image ID for the ease of searching. '

. Since medical images are usually large in size, they take a large amount of disk space for storage.
‘The image can be spanned to multiple storage media. When the current siorage medium reaches
its maximum capacity, a storage medium with sufficient free space is found and further images for

30 -storage are sent to that storage medium.

 To now refer to Figure 5, as patient-specific information retrieved from the clinical image archive 14
~ is very sensitive, it can only be referenced internally. It is not allowed to appear in teaching files,
which may be published. Patient sensitive information can’t be simply removed from the teaching



as the case may be. 5 Wien retrieval is interactive, the user queries the
clinical inmage archive 14 through the GQU 5. Instructions are passed from
the QU 5 on the user's termnal to the PACS accessor 6. The PACS accessor
6 interrogates the clinical inage archive 14, finds the patient or study of
interest, and retrieves the required i mages. The user can al so work on a
di agnostics i magi ng workstation, using the interface provided by the

wor kst ation, and send the retrieved iftages to the image server 2. 10 The
process ends when all |1Ds have been processed. Figure 8 shows the process
steps involved in storing inmages in the database 1. Wen the image server
2 receives an image fromthe clinical image archive 14, the inage server 2
first shles Semeliees if isuepirecthtogefeebash tathe adiuskpatienteBd patigntesedsitveanforvradtiordat es
the i magRdarGRMHIBEndrmbiRe- dPbiddymstandard. 15 If the image is not a valid
DCOMimge, it discards the image. |Inmage server 2 then checks in the

dat abase 1 for duplication. If the imge already exists in the database 1,
i mage sWherever2a whdle stuthe recaimed end istoged inttioe datdibvise i1¢ el amonydhiizee @t &frighagd T t he
I Mge | Snplo 'a&oﬂ%c%ﬂ?%ﬁﬁsl’totef?m@n;’rﬂ?eg%esﬁ'ﬁa;/?%g. 2T(IGRLIRS serddi®; O 'ePé Gl 1 mage
archive 14 to retrieve the relevant patient, study, Series and T nmage

i nf or neROT"E3PONdenag relRlipRRbip hrbvaen g RRpSitivh infarmation read ithe enapwpireshcadepBditied i n
tEe i nodatdbage 1. agpge seiviee? alanptogdearaasethditto raﬁ?litma‘ iBfofidtib® Pefbra ahb@gﬁh%ti@bﬁse 1.
The rety, i j : iLent infarnati.,on are stored in the
dat abasgé’ igo\éﬁgy H?hrdtg %é?gqu?ﬂggésﬁ%ﬁ%%hﬁﬂélb “Uger'u nall"ﬁ'f ormati on may al so be
extracted fromthe inages and stored in the database. This other

i nf @r medensitivermifyrmagon inckenes bully n@@iiteNb, f6r xamBle: Patient ID, study ID, series
ID 25 and iF;TBgﬁ D for the ease of searching. Since nedical inmages are
usual |y Iargeal S 87D%, they take a | arge anount of disk space for storage.’
The i magee* cdi#tignélbpanned to nmultiple storage nedia. Wen the current
storage nedigig heRGRES Mkt S Maxi mum capacity, a storage nediumwith
sufficient free space 1's found and further inmages for 30 storage are sent
to that stordpEraieat!Bm To now refer to Figure 5, as patient-specific

i nfiar mat i on Fagdnts BMedarhé om t he clinical inage archive 14 is very
sensitive‘ |gt San é)(#u% be referenced internally. It is not allowed to
appear in't&al iR ¥ Fes, which may be published. Patient sensitive

i nf or mat i on Petiant’s telpphaiempinpers enoved from t he teachi ng

» Patient’s mother's birth name
+ Region of residence
20 » Country of residence
e Military rank
+ Branch of service
s Patient comments
* . Additional patient history
25 + Referring physician's hame
' * Referring physician’s address
‘o Referring physician’s telephone numbers
. AIE other person names |
An anonymization code may have the format of:
30 <Prefix> <Type> - <Number> -
where, prefix is usually short aiphabet characters or letters, which represents the creator of the
anonymized information. Typically the acronym of the creating institute is used, for example, “BIL”.
. The prefix is generated during the initial set-up of the system . - | o |



9 files. Sonetines it is required to refer back to the actual patient.

So

patient sensitive information needs to be nade anonynous - or anonym zed.
Wienever a whole study is received and stored in the database 1, the
anonym zer 8 of image 5 server 2 automatically starts to anonym ze the

The i mage server 2 keeps the correspondence  rel ationship between

| mages.
the sensitive informati on and the anonym zed code in the database 1.

server

2 al so provides a nethod to reveal the information before

| mage

anonymi zation by |ooking up the datadbase 1, but this method can only be
used internally. 10 Sensitive information includes, but is not [imted to,
for exanpl e: Patient's nane Patient ID Oher patient's nanes O her
pat i ent TypbBspechiePakinatute & the pikde af anehymizBainfeembtion. Sidck @gient nBaikia@tiD are

tel ephorﬂ Ttﬁgtiﬂéﬁléﬁreferep @édl\/? nlg’ %d@ﬁdgﬁquaysogmsgé E} %ﬁr@g ent ﬂBﬁ‘gﬂeQ&ﬁWelyr ﬁﬁ "‘ ence 20

Country o

Servi

at'ent comments
Addi t i O bepufed &nhteriepent af ?heFZ@esRéF’@t"ﬂ?twg e dasaificaliomigrpise rReTiRe. ferg

physi cigxBmpleahdAERE be Reddas Feprger BYG bR idbmRatidne hg4m) Gey saUEB84i8d durifh kheOt her

per gon

10

i5

20

25

30

mfl arir%stailatlon of the system.

Number is a random number generated by a number generator within the anonymizer 8 in image
server 2. The Number is unique and serves to distinguish the anonymized code from other codes.
For example, a code, "BILP-3388", represents a patient name, is created by an organization named
"BIL".

The steps illustrated in Figure 5 are used to anonymize one item of patient sensitive information.
For each item of patient sensitive information, the anonymizer 8 checks if this item of information
has already been anonymized by looking up a look-up table in the records of the database 1. If
yes, the already created anonymized code is used. Otherwise, anonymizer 8 generates a new
random number. Anonymizer 8§ then adds the prefix and type to the random number to form the
anonymized code. The specific items of sensitive information are replaced with the anonymized
code. The correspondence relationship between the sensitive information and the anonymized code
is stored in the database 1 in a secure manner. It is normally only accessible to those having
access to such information. Denial of access may be by use of one or more of known technigques
including, but not fimited to, a firewall, access level, passwords, PINs, members of an Intranet, and
so forth.

Figure 6 shows the steps used to anonymize all images in one or more studies or other large cluster
of images. Here, after retrieval of all images, all studies that need to be anonymized are

determined. The studies all processed for anonymization one-by-one. The images within each

study are processed for anonymization one-by-one. For each image, all patieni-sensifive
information is found and anonymized using the method described above in relation to Figure 5.

By using this anonymization method, no patient-sensitive information is disclosed to those not
entitled to view the information, but the information required to be revealed to all users can be

- revealed to ali users, and that information only able to be revealed to certain users having access to

~ the information can be revealed to those users only.



An anonym zation code may have the format of. 30 <Prefix> <Type> -
<Nunber > where, prefix is usually short al phabet characters or letters,

whi ch represents the creator of the anonym zed information. Typically the
acronym of the creating institute is used, for exanple, "BIL". The prefix
is generated during the initial set-up of the system 10 Type specifies the
nature of the piece of anonym zed information. Since patient nane and ID
are nost frequently referenced, a "P' and a "D' nmay be used to represent
themrespectively. An "X'" may be usEd to represent all other types of
information. Further classification is also possible, for exanple, an "A"
can be used to represent address information. Again, the type is created

during nergte lH&'dTa!aBése'réb%Foefbrl t@échfﬁﬂ firRf usteﬂﬁnf%%%ﬂ@rﬁ%uéﬂ%tﬁﬁ{ eni Sanf, [;RRgem nunber

gener at e %/ 3. ﬂe erator W thin the anon in |ma% server 2.
The Nurf§Breis® Errﬁa ﬁ’@dg WESIERS AN 8¢ K9G R ao ﬂ'@a'%(ﬁﬁ'?ﬁ??ﬁﬁéqfc Bef r om
ot her clethesseredeat exanpl e, a code, "BILP-3388", represents a patient nane,
is created by an organi zation named 10 "BIL". The steps illustrated in
Fi gure 5 are used to anonym ze one itemof patient sensitive informtion.

For 3 eactinTERTASHARY 85 D& ealadadiapd insarest iaitheokachingdiledntabpen reedrd.gThehecks i f
this i tcenaled bé defietedamidire brdel@a s Aathdraxohynatieeihd A inI@daton M) ek irdigeved a

| ook-u ulroﬁug IC%M f%n%dlngd%&%%% tRJ rﬁ%ﬁg&é?ﬁ%@%ﬁ& f I'e dat%gas%éedgat he al ready

creat ed anon els eherates a new
random nunber Anonym zer 8 then adds the pr efl X and type to the random

nunber The cLPS BndWe @nt@ﬁ@ﬂ%ﬁhe&@&a@qﬂ&mﬂdﬂﬁsu‘éﬁ a& hcfdygghlt InfrBath, tﬁl@ Nfiduly ©

|nf r on. are re ace anony espondence
rel gt F%%é'hlacce e PE % ”bm'ﬂgudt?rvée"ieﬁ’ﬁ %ﬁcﬁn#e%{lﬂ% e céﬁ 7849 o0de is
stored fi‘%a‘sheﬂd@@wﬂawe% fizgngsis edjagnesisremerps,. patooldgy efocameitivry imagiyg aEcessi bl e

t 0 t hoggndilieN, icitBreRfki HEGRSS, sirfiaPetebs, rdirBfddBlh@ o foleNI @l of access may be by
use of one or nore of known techniques including, but not linited to, a

firewal |, access |evel, passwords, PINs, nenbers of an Intranet, and so
f ort h. AFIAGR @dBg srtes thaheesutS@bis tluastedcrﬁng fienenyrdi AreAGR IcodeThayatbe 'fan\m'n@ or nore
st yei egprphr: Ot her | arge cluster

<aaaa> . <pppp>

where <aaaa> is the anatomy part, and <pppp> is the pathology part. They are digits from 0 to 9.

As shown in Figure 7, the user is guided to input the ACR code step by step, or digit by digit. At

20  each step, the system prompts the user with only the possible digits at the current position, and the
text of corresponding meanings. As illustrated, the user inputs the anatomy codes first, and then
any sub-anatomy codes. After completion of the anatomy code, the user is prompted to enter the
pathology code, then sub-pathology code.

25  Based on the database record generated above, a teaching file complying with the MIRC scheme
may be created. This may be in XML or other suitable format. The teaching file can also be
previewed while editing, and it can be reloaded for modification.

_ An image inserted into a teaching file has two forms: a thumbnail, and a full image. The images may
30 be in JPEG format, DICOM format, or other suitable format.

The case record and the XML file together with their images (thumbnails and full images) may be
stored in the database for later access. Access may include indexing, searching and retrieving.



25 of images. Here, after retrieval of all inmages, all studies that need to
be anonym zed are determ ned. The studies all processed for anonym zation
one-by-one. The imges within each study are processed for anonym zation
one- by-one. For each image, all patient-sensitive information is found and
anonym zed using the nmethod descri bed above in relation to Figure 5. 30 By
using this anonym zation nethod, no patient-sensitive information is

di scl osed to those not entitled to view the information, but the
information required to be revealed to all users can be revealed to al
users, and that information only able to be revealed to certain users
havi ng access to the information can be revealed to those users only. 11

10 genehghgchiREnestiaia ¥Pinb 6absle Ry detRERLdthdbt Ifioud diddihied Bf QaftRihy 0N, such

as patient nane, | D, sex, age, race, etc, gathered fr ove~ st eps
can be PHPESP T BesE kAR IaYANGYHe fim apsiipe! kpvwversd v ihgrst aifiiptiongegonisats datitor d. 5
Si gni f iird@natidnmagiesgitm yodek Simatiefosedt aabectompdsiidedatis thdgathriddbig atRaembi ng fil e
dat abagge. f£COly Dﬂgﬁey can al so be del eted and re-ordered. Author
information’ and affiliation information may be retrieved automatically
from the database and then inserted into the teaching file database record.

_Th;a GJhntg&nﬁlblafle}USsleefbhigyfn?ﬁché?‘}is{ﬂ%l’méj’_%ﬁf%ﬁﬁilﬁéfd. ITRERI WAL bO WS lYpes SFSscBRRNG ihght
I NT Or | 1Ll e, | | CU f Ve acCcess erm ss) on, . 1.SNI ng
ot o "MebPRemb hdinahibinn Sgablng A SRV pealFE) RiafRl g e BB o
r adi ol $ipse atlemberd of statfliohtpa oradical fadilily wbs havegacoessdo pptinhecody A$ sebnfbrt i on,

| MRgi Nehichal sEADIhG. @fi’bnt dbdhtoE @rﬂérirf%liondlinﬁ% BOSbvRaled] Mdr kteh@P ?e%rchfnsf fib €nces,
n cod e used In the teaching file record.

and_so forth. An A in temmy b

Anq%CRpﬂt%?B{éseH%{ vedHmatgn '%(ﬂg??ggdsaﬁt ' @Pﬁ‘éﬂ"?e%aaav. <pppp> Where <aaaa> is
the anatomy part, and <pppp> is the pathology part. They are digits fromO
to 9. viFstSthG¥hab bebil QEdchbets inl 1€ oHE&ding %IeQ:Hthﬁﬂa E)%féﬂ?@%ﬂb%@ﬁeltﬁ?tt pde step

by steﬁ, or digit by digit. At 20 eachi_step, the system pronpts e user
wi th oRies RSt Wil Be dnesreieo by e SKUFY Bifhe [s62T0105 et BHEY YAREUONE Kt of
cor r es podilicatignsriedetail @b desiys, conbtustianatr epkratich enayiscemhadengithbst deftingi@iniyy codes
figst, ,RBcht A&Ron.2NY sub-anatony codes. After conpletion of the anatony
code, Fhe user Is pronpted to enter the

The present invention extends to all features disclosed both individually and in all possible
permutations and combinations. '



pat hol ogy code, then sub-pathol ogy code. 25 Based on the database record
gener ated above, a teaching file conplying wwth the M RC schene may be
created. This nay be in XM. or other suitable fornmat. The teaching file can
al so be previewed while editing, and it can be rel oaded for nodification.
An image inserted into a teaching file has two forns: a thunbnail, and a
full imge. The inages nmay 30 be in JPEG format, DI COM fornmat, or other
suitable format. The case record and the XML file together with their

i mges (thunmbnails and full inages) nay be stored in the database for

| ater access. Access may include indexing, searching and retrieving. 12

The teaching files ;stored.| J i i ous
categories for searlc':hi ng‘m%{lgi?%g)ger&ﬁ#ﬂgégﬁfhg@é&@ esnﬂ&gl? ?ﬁg?sﬁg%ﬁh%ﬁ{g

abst r act , arkldysmrddgeatiag tahlets pnafehdHingafilephe method campdsingat i ent i nformati.on
radi ol ogi cal codes, imge format, image conpression status, inmage nodality,
anatom c | ocati on,dlr&gfﬁv StyioV geap leasy OP?uf"é&‘r‘i@tImB&%féﬁlmé]éf‘a%té?ﬂSW FB@8%ni sns Ay
be providgg;,lhere my be two types of searching nechanisns, including

i nternal searcdhing and external searching. Internal searching is avail able
to those nenbers alormpalicf at dfastdne nnsdébatiadagé &ca datdhasaeyho have access to
patient records. As such, for internal searching, patiept sensitive

i nformation may be gp@q;@tg}géf?atqb@ﬁe r@%régcf{élile @é?i‘r“c‘l‘ﬂeﬁba,"ﬁ% i 0

patient - sensi tive ik QERlhORalting KEGIE oAl Idabt dnd nRARDYMAEna Wi | S there
has been described™ n the foregoing, deScription a preferréed enbodi nent of
t he pr esdditiona\isfotation input vy lalusdretha nceliag 6xdeling dolnpdientskiil dtdehsi onet he

t echnol o hat . mgny variations or nodifications in details of design,
const r uctH" “ﬁ?m%%ééﬁPan maybe nade without departing fromthe 15 present
i nvenipi on. The preggnk h@y&@ﬁh?ﬁkﬁﬁkﬁﬁggmaﬁ$@|| features disclosed both
individually and in aJ% possi bfe ‘pernutations and conbinations. 1. A

met hod for retri evigamprateiat fdastioma gelex bf hentaathihg fitss; mde | nagi ng archive and

creating at | east one teaching fi.l.e; the .nethod.conprising:
9 automatica f} angnymlslng patent 1 enu%catlon (ﬂPa wﬁen tﬂe at least one

medical image is retrieved from the at least one image archive.

2. A method as claimed in claim 1, wherein a searching mechanism

15  for searching the teaching file is provided.

3. A method as claimed in claim 1, wherein when the at least one
medical image is retrieved from the at least one clinical database, patient-specific
information related to the at least one medical image is retrieved with the at least one

medical image.

20 4, A method as claimed in claim 3, wherein the patient-specific
information includes sensitive information, the sensitive information being subjected to

an anonymization process.

5. A method as claimed in claim 4, wherein the anonymization
~ process includes the steps of replacing each item of the sensitive information with an

25  anonymization code.

13



directly retrieving at | east one nedical inmage fromthe at |east one inmage
archive; 5 storing the at |east one nedical inmge in a database;

generating a database record for the at | east one teaching file;

generating the teaching file using the at |east one nedical inmge and
additional information input by a user, the teaching file being conpliant
with at | east one predeterm ned schema; 10 saving the teaching file into
the database; generating at |east one index of the teaching files; and
automatical |y anonym sing patent identification data when the at |east one
medi cal inmge is retrievemethodns elnignedtin clais 6, wheseinigpnonymizatian code A net hod

as cl aine 1 wher ek n_a searc chanism 15 for searching the
t eachi ng g’h@el%g%g%vpﬁégﬂmﬁdnﬁpW%i%%ﬁ g%ggmﬁbd in claiml, wherein when

the at least one nedical image is retrieved fromthe at |east one clinica
dat abase, patient-specific information related to the at |east one nedical
image is retrieved ‘i th 4 methad as elaismeddn elaim@awhepinithreryefix Be short trivgt hod as

censi b1 veth ek Rl Be e BL € R obfishl Wl B BBk ™2,

anonyrg zahdtoe of leGesstiveanfonitinnod as clainmed in claim4, mhereln the
anonym zation process includes the steps of replacing each item of the
sensitive information with an 25 anonym zation code. 13 6. A nethod as

claimed in claim5,g wher omy

gener at ed nunber, a pre ﬁ@gﬁggsagﬂﬂMQﬁgs&isﬂwgﬁagagg&Elgﬁﬁggaﬁ%ﬁ@ aim 6,

wherein tﬂ@elemm‘riexf ths itemlf edrsitis e Enfdj’tg]atlon has previously been anonymized and the
anonymization code previously generated; and, if yes, retrieving and using the previously

generated anonymization code.

10 9. A method as claimed in claim 4, wherein the sensitive information
includes one or more items selected from the group consisting of: patient’s name, patient
ID, other patient’s names, other patient IDs, patient’s birth name, patient’s address,
patient’s telephone numbers, patient’s mother’s birth name, region of residence, country
of residence, military rank, branch of service, patient comments, additional patient

15 history, referring physician’s name, referring physician’s address, referring physician’s

telephone numbers, and all other person names.

10. A method as claimed in claim 1, wherein retrieval of the at least

. one medical image is in batches or interactive.

1. A method as claimed in claim 10, wherein when retrieval is in
20 batches, a plurality of medical images and information relative to the plurality of medical

1mages is retrieved automatically using groups of patient identifiers.

12. A method as claimed in claim 10, wherein when retrieval is in
batches a plurality of medical images and information relative to the plurality of medical

images is retrieved automatically using groups of study identifiers.

14



of characters representing the creator of the sensitive information; and
the type represents 5 nature of the sensitive information. 8. A nethod as
claimed in claim6, wherein a check is first performed to determine if the
item of sensitive information has previously been anonym zed and the

anonym zation code previously generated; and, if yes, retrieving and using
the previously . generated anonym zation code. 10 9. A nethod as clained in
claim4, wherein the sensitive infornation includes one or nore itens

selected fromthe roup con ti n ang, pat | D, ot her
patient's nanes, other @ﬂﬁaﬁ%g 'lt%efetl% é\%ﬁ‘ ﬂgé%‘?ye%t s
address, pRebiagitksod of & ﬁrﬁi@@ E‘@rvé}li%{gsandﬁéthbﬁﬁﬁ tl§ PIRARSof fhe@icﬁf 1!i'ha%@s”e

region of resi dence, country of residence, l'itary fank, branc

servi ce, memitegat lepstameelisicaldnidid dromae aqwatdlm ﬂl@d’ﬁlﬁsttldﬂyl,ﬁersef erring

physi cian's nane, referring physician's address, referring physician's

t el ephone nunbers, and all other person names. 10 A nethod as clained in

claim1, wherein reyi e\ﬁ@ﬂneﬂlf)dﬁsr@alﬁ{edhﬁ@lﬁﬁn19%ef@1@ﬂ1%%tnb@%}l§ in batches
or interactive. 11. A nethod as clained in claim1 wherein vihen retrieval

is in%0 e hwssoaomu}mgv pipcessonTeatiingind mﬁgmgmlmhtyrquadml relative to
t he pIurallt is retrieved automatjcally using groups of
patient i (r]neﬁ%{ f?l%rﬁ‘geat%fﬁ ORGEE%R%dmﬁ%e Trhiy oesyg eﬁﬁ“g?}de @%ier. erei n when

retrieval is in batches a plurality of nedical inages and information

relative to the plurality of nedical inmages is retrieved automatically

usi ng groups of st déy i deriethed @srcgam@dqg), whergint Wheh rieyhlds inserativec] ai m 11,
ACS accessor Server readi ng and

wh
r ete : |e|eC| tntgg?ﬂgéswur al %"taf/l aée af"B“’Séﬁ queﬁﬁg%%ng?grgﬁﬁf H@eré‘% "85 %ne clini cal

i mage ar dhitietiasend pisgl ffdn tHegrinid @et intedRBd tofd BASS addéssofolMi iageas cl ai med
in claiml12, wherein the retrieval is by a 5 PACS accessor of an inage

pr oc d8s orseven M G acceesor indsrrogatingibe pt larsh png ¢linigal ireage eeghive, finding at

least one medical image of interest, and retrieving the at least one medical image and

information relative to the at least one medical images.

16. A method as claimed in claim 13, wherein the at least one medical
image is received from the at least one clinical image archive, the image server first
15  storing the image in a temporary disk directory and validating the at lcast one image
according to a DICOM standard; and, if the at least one image is not a valid DICOM
image, the image server discarding the at least one image and checking in the database

for duplication.

17. A method as claimed in claim 16, wherein if the at least one image
20 already exists in the database, the image server moves the at least one image into a

_duplication directory.
18. A method as claimed in claim 16, wherein if the at least one image

is not in the database, the image server queries the at least one clinical image archive to

- tetrieve relevant patient, study, series and image information, and merges the information
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imges fromthe at |east one clinical inmge archive using the study
identifiers. 15. A nethod as clainmed in 10, wherein when retrieval is
interactive, the at |least one clinical imge archive is queried using a
graphic user interface and instructions are passed fromthe graphic user
interface to a PACS accessor of an inmage 10 server, the PAC S accessor
interrogating the at | east one clinical imge archive, finding at | east
one nedical image of interest, and retrieving the at | east one nedi cal
image and infornmation relative to the at |east one nedical inmages. 16. A

met hod asWé‘fléli‘erPééFaFtr?nE medipahimaggyiad stopes thainfprmpiopsanddheatdeast end — i mage i s

recei ved t: e clinical inmage archive, the inmage server
first 15 &%gg?ﬁgﬁ?ﬁgdéﬁﬁﬂmgﬁ a tenporary disk directory and validating the

at |east one inmage according to a DICONIstandard and, if the at |east one

~image is not a vaI|d DI COM inage,. the nage server dlscardlng t he at | east
one i mage and checki’ng |’°hmﬁ}i’€d6%ﬁlélﬁ%f§éndﬁ@ﬂ %L}ﬂ}@F‘E%fl'le@ﬁ leagtpne megicphod as

clained ip, a%lgs aﬂ&?ﬁl%'s{?)réci in 0€daBlbald ?ﬁﬁmﬁﬁ?eas Cor 1idte @élé&&ij exi sts

in the dat the 1 mage server noves t one 1nmage Into a

dupl i cat i foomdhe goupcqnmsfiﬂg ofApariEntiodamas patiant i,dtidy 10, sdrivs 1B andvheagei n i f t he
at | east e image is not in the database, the inmge server queries the at
| east one"Clinical inage archive to retrieve relevant patient, study,
series and inmage information, and nerges the information 15 with the at

| east one nedical image; and stores the information and the at | east one
medi cal ~ i mage i n t R€. dattainethed addaiméd imetlhind 1 ,ashertia ithoed ldapt adeaeadickB, wher ei n
the at |east one nedical e and |Q¥8rnat|on re stored in the database

and i ndex @by BHEG WBF@%% 8% 10Efig by 7RI §ThsD 3 CEBRYSIYIssg of .
patient’ Smélﬁﬁiﬁ,red%ﬁés‘ 1%%a)ﬂngum$§ab'&iftyllﬁld1 fuftBer &Bﬁé&nb&fﬁﬁe\vﬁﬂ {ﬁ{ﬁagnt A met hod

as claimed in claim1, wherein the at Ieast one nedi cal
10  free space and are sending further medical images for storage to the further storage

medium.

21, A method as claimed in claim 1, wherein the at least one teaching

file is in accordance with a Medical Imaging Resource Centre standard.

22,  Apparatus for retrieving medical images from at least one image
15  archive and creating at least one teaching file; the apparatus comprising a database, an
image server, a MIRC server, a web server, and a graphic user interface for operation on

a user’s machine.

23.  Apparatus as claimed in claim 22, wherein the database is a
relational database for storage of all required information, including database tables,

20  database indexes, database scripts, and pointers to the medical images and teaching files.

24.  Apparatus as claimed in claim 22, wherein the image server is for
communicating with the at least one clinical image archive, querying and retrieving the at
least one medical images, and patient data, study data_; series data, and image-related

~ information from the at least one medical image.
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image is spanned to nultiple storage nedia by determ ning when a current
storage nediumreaches its nmaxi mum capacity, finding a further storage
mediumwi th sufficient 10 free space and are sending further medical inages
for storage to the further storage mnedium 21. A nethod as clainmed in
claim1l1, wherein the at |east one teaching file is in accordance with a
Medi cal | magi ng Resource Centre standard. 22. Apparatus for retrieving

medi cal inmages fromat |east one image 15 archive and creating at |east
one teaching file; the apparatus conprising a database, an inmage server, a
M RC server, a web ervéﬁﬁmﬁﬁﬁaéCBFﬁﬁhPGkW§@?=W'?Emﬂ%%gﬂ$€ﬁm86ération on a

user's maghijaes MIRC cORPREATMR B, Hcﬁidl%?s/[gllﬁf abé}le%mm&%go?% the database

is a relational database for storage required 1 nf ion

i ncludi ng dat abase tables, 20 database indexes, database scripts, and
pointers to the nedjcal jmages and.teachjn iles.. 24. par at us as
claimed in claim22%wh Pé’ﬁ%‘“isﬁécﬁ%. n§!fﬂlg@&’v gt YR €4 Phg wi th
the at | eaghesiiBediedidnith uldTHRGhAEAIIY Gscr WETIEdE 23RE J MhdHiRY g the at

| east one nedi cal images, and patient data, study data, series data, and

i mage-T el gephdc uieninderfrmt being forgpmotidieg atcebsefasttionnendedRCdlle edivge. 16 25.

Appar at us a%.clained in claim?22, wherein the MRC server provides MRC
conpliantﬁTﬁH%?ions, i ncluding MRC queries and M RC storage. 26. Apparatus
as claimed in claim?22, wherein the web server serves requests received
froma user via the graphic user interface on a user's machine; the 5
graphi ¢ user interf2dce Baipagtuses clpingediidiclhin 32 celsgeiftirciagaserserd M RC fil e
editing functi 27. aratus as.clained in claim22, wherein the image
cerver i I ias SopAce 2R RRSRREaR GiErOTE IR T ReY FBUoG T ges 1 om at

| east onextiige archive.

10 28.  Apparatus as claimed in claim 27, wherein the image server
includes a DICOM receiver for receiving the at least one medical image retrieved from

the at least one image archive by the PACS accessor.

29. Apparatus as claimed in claim 28, wherein the image server further
includes a DICOM anonymizer for anonymizing the at least one medical image received

156 from the at least one image archive by the DICOM receiver.

30.  Apparatus as claimed in claim 22, wherein an MIRIP servlet is

provided in the web server to service requests from the graphic user interface.

31.  Apparatus as claimed in claim 22, wherein the graphic user
interface includes an MIRIP client as a user interface able to run in a web browser or as a

20 stand alone application on a user’s machine.

32,  Apparatus as claimed in claim 22, wherein the MIRIC server
- includes an MIRC storage for providing an MIRC teaching file storage service for the

-database and for the user’s machine,
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10 28. Apparatus as clainmed in claim27, wherein the inmage server includes
a DICOM receiver for receiving the at | east one nedical imge retrieved
from the at |east one imge archive by the PACS accessor. 29. Apparatus as
claimed in claim28, wherein the inage server further includes a DI COM
anonym zer for anonym zing the at | east one nedical inmage received 15 from
the at | east one imge archive by the DICOMreceiver. 30. Apparatus as
claimed in claim?22, wherein an MRIP serviet is provided in the web

server to service regues t aphi.c er inter 31. Apparatus
as claimed in clai m%%Z, %ﬁe%%@%st%%mg‘? 5pﬁq:i"5“ #zg’ﬁmef“ntg‘é}‘ﬁggesef"r‘?ﬁl udes an

M RI P cl i éwludasamMIRErquitie pforils qablies ds dcfistd ngﬂm@m@ sehaquser or as a 20
stand al one application on a user’'s nachine. 32. Apparatus as clainmed in
claim?22, wherein the MR C server includes an MRC storage for providing
an M RC teaching fi st I Yd: of, at abase and for the user's
machi ne. 17 33. Appéifat u‘gﬁ%ga?%sfagic#gggq%%#g% 5%?1"6% ¥ &4 IRast Aoe PR er ver
i ncl udes &ie iMrREcopdency with pMedicsldn@pier Resors CafileRggdiy. t he M RC schene.
34. Apparatus as clained in claim?22, wherein the at | east one teaching
file is in accordance with a Medical Imaging Resource Centre standard. 5
35. Cmrput er useablg; nmeg (X . . rogr.amcode that is
configured to causeﬁé p??k)c ggégrlﬁp%alg@e@gehé%?(eé&gﬁ}gé@éargr%nrlg"t?ruﬁ{%rlag‘ncé’dfo perform
the met hibat istonliguresh t caub8 a processor to execute one or more functions to perform the

method of claim 1.
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