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20 Novenber 2006 DATA STORAGE SYSTEM BACKGROUND OF THE, QE%ENTIC? @g
present invention relates to a data.-storage system for 2CR9SFAFT 9%t a
storage apparatus on a network to store data frominside users' termna
apparatuses so as to let the stored data be subsequently used by the
users. Mrre particularly, the invention relates to a data storage system
for allowng a plurality of types of term nal apparatuses to use data
stored by the system In recent years, the so-called storage service has
gai ned wi despread acceptance. This is a service that enables term nal
apparatuses such as personal computers (PCs) owned by users to transfer
their electronic data files t®MASHTORAGRHISEITRMge over a conputer
network. The storage service is being utilized for diverse purposes

i ncl udi ng data backup and disclosure. That is, copies of data files from
i nside users' conputers are deposited with the storage service for
subsequent B3CEGBPUNDheFUSHES INUENTIbRS transferred to the server are
stored therein in formats allow ng for download to the general public.

There have been a Twahefeoén€onsé&di 145 ﬁ%& £o0veyti s cervi ces.
For exanple, if a user 1 20 Novenber 200 ? Wita SOSALR

system for causing a data storage apparatus on a network
to store data from inside users' terminal apparatuses so
as to let the stored data be subsequently used by the
users. More particularly, the invention relates to a data
storage system for allowing a plurality of types of
terminal apparatuses to use data stored by the,systeﬁ.

In recent years, the so-called storage service has
gained widespread acceptance. This is a service that
enables terminal apparatuses such as personal computers
(PCs) owned by users. to transfer their electronic data
files to a server for storage over a computer network.
The storage service is being utilized for diverée
purposes including data backuprand disclosure. That is,
copies of data files from inside users' computers aré
deposited with the stofage service for subsequent uses by
the users, or files transferred to the server are stored
therein in formats allowing for_dcwnload to the general
public.

There have been a number of constraints on

conventional storage services. For example, if a user




transfers data fromhis or her personal conputer at ho Obfo tge ﬁ&gver of
a service provider for data storage, then the user wilf® NGEGROFEPYS eval
often have to access the server through the use of the sane personal
conputer running the sanme application programin handling the data. In

ot her words, the stored data cannot be shared between " different types of
apparatuses or between different applications even if the sane apparatus
isutilized. 1t follows that where the storage service is used for backup
pur poses, the user away from home cannot use the stored data using another
personal conputer or a PDA (Personal Digital Assistant) because the data

wer e deposi ttednsFieny dufta BCoat hhemer hRrapdatandhSehRstieSetURspLhere is
no way of know ng in advance the types of term nal apparatuses enpl oyed by

users for acceshe @etlersber a08ersebyi 68 o3Y LM L f gacLeLpinal attenpting
to access the systemis not anong the types of the appara?usgg’that have

been used t@hshokget gedaf,q71th e . termnal is _barred fromthe
shared use of the Sata? Cbn%éﬁt?gﬁgl ??Eégggééo%%éeﬁl@%Y?oﬁ?caaa?ﬁsfiIes

be disckg t he_| t by attaching the files t
e Tl | or VERomSrTPer CFandh: Eabof=toPEL YRS Pdnf REF SR RLFATORRES per son s

own website a,, wehsite run.,by a third party for disclosure purposes.
220 hbvenbggﬁgg%g the same appE1c%tlon program %n handling the at;{

In other words, the stored data cannot be shared between
different- types of apparatuses or between different
applications even if the same apparatus is utilized. It
follows that where the storage service is used for backup
purposes, the user away from hbme cannét use the stored
data using another personal computer or a PDA (Personal
Digital Assistant) because the data were deposited using
the PC at home. In a data disclosure setup, there is no
way of knowing in advance the types of terminal
apparatuses employed by users for access to the storage
service system; if a terminal atfempting to access the
system is not among the types of the apparatuses that
have been used to store the data, the user of that
terminal is barred from the shared use of the data.
Conventionally, a person's electronic data files
méy be disclosed tO'otheré over the Internet by attaching
the files to e-mail or Web mail for transmission, or by
disclosing them at the person's own website or at a

 website run by a third‘party for disclosure purposes.
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One. di sadvant age of the conventional schene above is thgﬁ wher e ? &g
Web mail is used, the disclosing party in possession of® NRECTRYEED nlc
data files can disclose the files only to specific persons having an
environment that permts the use of e-mail or like facilities. The files
are limted to a predeterm ned data -‘size. Another disadvantage is that
once the files are sent out, there is no way of know ng how they wll be
handl ed by the receiving partles or what the files will be used for. Were
the person's own website or a third  party's website is utilized for data
di sclosure, it is difficult to disclose the files for specific persons
only. Wiere the vibsidisadvasesaqgéost dilse! OsaentidenT esehMidGBppAIti es are
all owed to downl oad el ectronic data files only as long as the files are

bei ng di scl dsedhat whersi tenaifubkhaendmngilWsr gsehiectn@ni¢sdataiflles are

di sclosed by e-mail, Wb mail, or at the website, the data afe encoded and
decoded onl gafey. 1ﬁ0ﬁﬁyﬁéﬁéibﬁnofpﬁﬁéoé@écﬁﬁgn§8CH£££yf99é90§%% the
formats. of the data files remain unconverted hi's reqU|res at

recei ving partkessorogyr e igLnipa p pl i gat i on prograns
conpatible with the file fornats &o ?e?%% gfféH%Qg?%% osthy patty. The

present inventiponfias: begl: BEEnt D5 VERY QlethE 3,20, Noyepher 2006

facilities. The files are limited to a predetermined data
size. Another disadvantage is that once the files are
sent out, there is no way of knowing how they will be
handled by the receiving parties or what the files will
be used for. Where the person's own website or a third
party's website is utilized for data disclosure, it is
difficult to disclose the files for specific persons only.
Where the website is ﬁsed for disclosure, the receiving
parties are allowed té download electronic data files
only as long as the files are being disclosed at the site.
Furthermore, where electronic data files are
disclosed by e-mail, Web mail, or at the website, the
data are encoded and decoded only for_communiéation |
protocol and security purposes; the formats of the data
files remain unconverted. This requires that the
receiving parties procure terminal apparatuses and
application prdgrams compatible with the file formats
-foered by the disclosing party.

The present invention has been made in view of the




above circunstances and provides a data storage system _enabling a
plurality of term nal apparatuses of users to share da?%h@éﬁBgﬁﬁggson t he
network by other users operating the sane or other types of term nal
apparatuses. SUMVARY OF THE I NVENTION I n accordance with an aspect of the
present invention, there is provided a data storage systemhaving a
plurality of term nal apparatuses of users connected wth a data storage
unit of a service provider via a conputer network, said data storage unit
storing data frominside side term nal apparatuses so that the stored

data are sabseéquenrtymatedchy saideuseides sai dadat sitos4 Qe ages i t

conpri sing: connecting neans for connecting said data storage unit of said
servi ce prewadeingi & hpsairdliterof nadrappal aspisesabfissai of usesss Wica sai d
conputer network independently of types of said termnal apparatuses;
file storisganeadstéodepbsocatli oy tioe edetwotik IS@i dtluserssersiser area of a
predeterm ned size to store data frominside the termnal apparatus of the

user in questating fibee samragi ngtheaNs/der ofanagnngal hepsiata daeisng st or ed
in said file storing neans; and data format 4 20 Novenber 2006 converting
means for performng a data format converting process on the stored data
in said file storing nmeans; wherein, in response to a use request from any
one of SUMMARY OF THE INVENTION
In accordance with an aspect of the present

invention, there is provided a data storage system having

a plurality of terminal apparatuses of users connected

with a data storage unit of a service provider via a

computer network, said data storage unit storing data

from inside side terminal apparatuses so that the stored

data are subsequently used by said users, said data

storage unit comprising: connecting means for connecting

said data storage unit of said service provider with said

terminal apparatuses of said users via said computer

network independently of types of said terminal

apparatuses; file storing means for allocating to each of

said users a user area of a predetermined size to store

data from inside the terminal apparatus of the user in

question; file managing means for managing the data being

stored in said file storing means; and data format




said users, said data format converting neans automatically determ nes the
type of terminal apparatus used by the user based on i UPHERPERWNher ent
under a communi cation protocol of the use request, and converts stored
data in said file storing neans into a format conpatible with the type of
the term nal apparatus used by the requesting user for connection to the
system the converted data being used by said term nal apparatus through
whi ch sai d requesting user has sent said use request. As outlined above,

t he data storage system of an enbodinent of this invention allows users
term nal appueatisegsneansofutegienidimitrite ddataa sStforage ubhtre@tihbe service
provi der independently of the types of the term nal apparatuses being
used. The dabvae$sromttheonverdd ripteans ofid F 1sy steriAgymegnyert the
stored data in the file storing neans into a format conpatible wth a

particul arwhypeinf imerd¢sesshiswltapparst usdised Fyromeash ygerofor connection
to.the system Wth the stored data converted to a suitable format as

needed, eashidsesersAnsas® ddwn staned dalar<a 3@ gNekarher 2006 using a
term nal apparatus of a desired type for connection to the system
Pref er abl yaut higa tliat @l ¢ (dage syl tde of terminal apparatus
used by the user based on information inherent under a
communication protocol of the use request, and converts
stored data in said file storing means into a format
compatible with the type of the terminal apparatus used
by the requesting user for connection to the system, the
converted data being used by said terminal apparatus
through which said requesting user has sent said use
request.
| As outlined above, the data storage system of an
embodiment of this invention allows users’ terminal
apparatuses to connect with the data storage unit of the
service provider independently of the types of the
terminal apparatuses being used. The data format
converting means of the system may convert: the stored
data ip the file storing means into a format compatible
with a particular type of the terminal apparatus used by
each user for connection to the system. With the stored
data converted to a suitable format as needed, each user

can use the Stored data




enbodi nent of this invention may include a data discloz e contr8lling
means for managi ng use conditions under which the stor @ gx¢aberd%%he dat a
storing neans are allowed to be 5a 20 Novenber 2006 used. The data

di sclosure controlling neans enables the data for which the use conditions
have been set to be wused by users other than the user who stored the data
in question into the data storing elenent. Thanks to these features of the
inventive system not only the user who stored data into the system but

al so other users can use the stored data using a desired term nal
appar at us fisingoaneetmbnal ozphersystest Thedted tposoryerted to the
format conpatible with the termnal apparatus that happens to be in use.

| n addi ti oapnmbet eonstb t el esyseegondi tions are set for the data stored by
a given user in the system the stored data nay be disclosed to other
~users in ways deséfetabyy} hendis@ith Nstresd i OpstSpest fically, the data may
be offered or disclosed to particular users I1n a particular manner for

parti cul ar b ROBESE aST UEsi YNak e&nbYok NBaySEHi- Wie St ajedy, the data. BRIEF
DESCRI PTI ON OF THE DRAW NGS These and ot her objects of the invention wll

be seen byisefesensecd ot desChi Pl ofy r Rk {y QNS I Pt i ons

under which the stored data in the data storing means are

allowed to be

5a




wi th the accompanying drawing, in which: Fig. 1 is a schematic view show ng
a typi.cal co?i gﬁrati on of a data storage system enbod%ﬁN.@V@PFheEzo% 20 .
Novenber 2006 invention; Fig. 2A is a tabular view depicting a typical
nmenber user managenent database; Fig. 2B is a‘tabular viewillustrating a
typi cal nmenber user file managenent dat abase; “Fig. 3 is a tabular view
indicating a typical data conversion table; Fig. 4 is a tabular view
presenting a typical disclosure policy nanagenent table; Fig. 5 is a

tabul ar view sketching a typical information intercepted nmenber table;

Fig. 6 is a flowhart of steps in which the data storage systemof the

| nventi on_apssdl ofnd uked Ghec Baerc MEUDEr o UPRL, SHOLE: AL ELL | gy data

and Fig. 7 i1s a flowhart of steps i Inventive g@? S or_?_%leLsE%stem
operates t iffere #ﬁﬁﬁqf _

DESCRI PTI C]C\EI:1 AC% T%Elf P@EF@RR%%%B%D _ %ﬁéﬁ?%ﬁ%odlﬁ%n%of t he da_t?
o D292 Sy AP ALOG UL N LNANL | 00 Mo "L RS RETaRES LD deta

with reference to the acconpanying
question into the data storing element.

Thanks to these features of the inventive system,
not only the user who stored data into the system but
also other users can use the stored data using a desired
terminal apparatus for connection to the system. The data
is converted to the format compatible with the terminal.
apparatus that happens to be.in use. In addition, where
suitable use conditions are set for the data stored by a
given user in the system, the stored data may be
disclosed to other users in ways desired by the user in
question. Specifically, the data may be offered or
disclosed to particular users in a particular manner for
particular purposes as designated by the user who stored

the data.

BRIEF DESCRIPTION OF THE DRAWINGS

These and ofher objects of the invention will be
seen by reference to the description, taken in connection
with the accompanying drawing, in which:

Fig. 1 is a échematic view showing a typical

configuration of a data storage system embodying this =
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The inventive data storage systemallows users to stor g@ into a data
storage - unit of an entity that 7 20 Novenber 2006 offegg ﬁ@n‘?épﬁ%
(called the service provider hereunder) and to manage the stored data as -
desired-in order to let the data be subsequently referenced, downl oaded,

or otherwi se used. Were this systemis in operation, a contract nmade

bet ween each user and the service provider allocates to the user a user
area of a predetermned size in which to store data inside a data storage
devi ce such as a server nmanaged by the service provider (the user having
a user area allocated under contract wiith the service provider will be
cal | ed a nerbeentden;hereunder). A nenber user may connect to the system

t hrough the conputer network in order to nove data frominside the wuser's

termi nal apparatusri@.the uses esBa@ldp &b@wsaﬁéf@%lﬁ Qra st age and to use
the stored data as needed. The above-descri bed system uses an 1 ntegrated

connect i on hBkBEracs ckOmagaRaREhORatankbE ;conputer network. The interface
al  ows di verse types of user ternlnal apparatuses to connect with the data

storage wunit of t sesyi e pr f 1 e and of her . purposes.
The inventive systﬂgfn?char ges ‘each renb e‘?fﬂgglrﬁf%éf&% L% S G He

-allocated uﬁ@ﬁbéEeﬁseIh%iTéeﬁaﬁgsgmgg¥ database;

Fig. 3 is a tabular view indicating a typical data
conversion table; |

Fig. 4 is a tabular view presenting a typical
disclosure policy management table:

Fig. 5 is a tabular view sketching a typical
information intercepted member table;

Fig. 6 is a flowchart of steps in which the data
storage system of the invention operates to let the same
member user store and retrieve data; and

Fig. 7 is a flowchart of steps in which inventive
data storage system operates to let different member

users share disclozed data.

DETAILED DESCRI?TION'OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the data storage system
according to the invention will now be described in
detail with reference to the accompanying drawings.

The inventive data storage system allows users to

store data into a data'storage unit of an entity that




| ater be changed in its total size when rel evant provis&&gg of  the contract
are nodified and agreed on 8 20 Novenmber 2006 bet ween?? Weveielsr 24My t he
service provider. Under this system each nenber user makes a contract
with the service provider over a data conversion service. This is a
servi ce which, when the nenber user attenpts to use the data stored in the
user area, converts the target data into a data format conpatible wth
the type of the term nal apparatus used by the user in question for
connection to the system The data conversion service references fornmat
conversion data such as term nal -dependent data formats or file sizes

recorded befgeebantel BybBemsYeheMeWneReCIEEYLRY QHbvHALA LOFORhder) |
conversi on processes converting one data format to another or changing the

file size tangompl MaWhlh EhgiHEBIeQaB§t£0£§aaﬁs£P@&e£§ngé?gﬁ%%if%g pl ace

between such formats as G F (G aphics |Interchange For oi nt

Phot ogr aphi ¢n£odhpg Eépgﬁﬁée&%&gmg %gﬁ%@% ViSH o, 4ot erl eaved) , and

MPEG- 4 (Moving Picture 1 nage codin oup Layer ).Oﬁn t he case
that a plurgljLy f i,S, €0 tibl.e with a given term nal
¢ W%%rggé&' fﬂ#@fes'ﬂhlst e & hiaty P %on ®may sel ect

apparatus, the ne user zi ng

i ) ation, the data conversion
gg?vfiethe_égﬁgggétfgédg ngg&gégneaéﬂ 8 g£ and the service provider

allocates to the user a user area of a predetermined size
in whigh to store data inside a data storage device such
as a server managed by the service pfovider (the user
having a user area allocated under contract with the
service provider will be called a member user hereunder).

- A member user may connect to the system through the
computer network in order to move data from inside the
user's terminal apparatus to the user area in the system
for storage and to use the stored data as needed.

The above-described system uses an integrated
connection interface for connection to the computer
network. The interface allows diverse types of user
ﬁerminal apparatuses to connect with the data storagé
unit of the service provider for data storage and other
purpoéés.

The inventive system charges each member user for
the size of the allocated user area. The user area may
later be changed in its total size when.relevant

provisions of the contract are modified and agreed on




automatically determ nes the type of the termnal appa us seg @% t he
menber user for connection to'the 9 20 Novenber 2006 s gHm OX%r f or s

a data format conversion process in conpliance with the automatically
determned termnal type. The terminal type is determned illustratively
by analyzing HTTT_USER _AGENT of HTTP (Hyper Text Transfer Protocol) or
equi val ent information under a comruni cation protocol in use, or by
verifying the user ID, password, and destination of connection (i.e., URL)

regarding the connected term nal apparatus of a given type. :
[llustratively, a nenber user under contract may connect his or her

| nt er net - capablveepersenakeeorpdt €het BeryhBeSyshomual .t he service provider,
store data frominside the PCinto the applicable user area in the system

and nmanage the st ayegedata 8Ss@esih €t A Gndlatd, S&&éfqﬂda']gbs the user area.
y

may |.ater be referenced, downl oaded, or otherw se use a termna

apparat us otBgerhhanythe Phe g@rGiCﬁa?EE@i%QE 8vQPb£!§%%§g§§Q9”§s¥%th

comuni cation capabilities) through the above-described data forna
Conver ury, FREFEEE, SOMLNE, PRI o { DAL Bl BalSe 1, o
with the shcrenbts PRarSYRbRd drut Bt B sbhSetten i me o
' converts the targét data into a data format compatible
with:the type of ﬁhe terminal apparatus used by the user
in question for connection to the system. The data
conversion service references format conversion data such
as terminal-dependent data formats or file sizes recorded
beforehand in the system when carrying out data format
convefsion processes converting one data format to
another or changing the file size to comply with a given
data format. Conversions may take place between such

formats as GIF (Graphics Interchange Format), JPEG {(Joint

Photographic Coding Experts Group), AVI (Audio Visual

Interleaved), and MPEG-4 (Moving Picture image coding
Experts Grdup Layer 4}. In the case that a plurality of
~data formats is compatible with a given terminal
‘apparatus, the member user utilizing the terminal in
question may select one of the formats for conversion.
In operation, the data conversion service
automatically determines the type of the terminal

gpparatus used by the member user for connection to the

9




used by the PC. This feature provi des nenber users wth qper degree of
freedomin data utilization regardless 10 20 Novenber ype of
the term nal apparatus used for connection to.the system or the Iocation~
where the connection is established with the system Illustratively, a-
menber = user may operate a PC at hone to store data into the system and
the stored data in the systemmy later be accessed on the road using a
PDA. By offering users flexible uses of the stored data based on enhanced
system availability, this systemenables the service provider to attract
nore custoners than before. The above-descri bed data conversion service of
the inventéyeteystemiabtofsrmbieausetadeppaitedodabasioh herstatss oy
utilized by the sane user but also shared by different nmenber users. Were

appr opr i at ecprpYisheaswate tm@cw@l@da{ﬂcébgy CQBEE ARin M kAl Ser vi ce
provi der over a data disclosure service fferent nenber users may share.

the stored daba. Mue whediddicalyde fhaidtalaisidl ad ik 2a dluey genber user

into the system may be di scl ose such a manner as to al menber

users 0 Shaigryheng dabar assuel Ao d;é&ine o OLRRFp ngff%?gry%rsrraa sued (o recelve

the disclosed data will be calted receiving par erdunger Data files

are di scl 0setlUsia0) U Sod) Al ieko WAL PV 08 68 | Sh R AL SEL e

di scl osure schene

OV

protocol in use, or by verifying the user ID, password,
and destination of connecﬁion (i.e., URL) regarding the
connected terminal apparatus of a given type.
ITllustratively, a member user under contract may
connect his or her Internet-capable personal computéf to
the system of the service provider, store data from
inside the PC into the applicable user area in the system,
and manage the stored data as desired. The data stored in
the user area may later be referenced, downloaded,
otherwise used by a terminal apparatus other than the PC
(e.g., a PDA, or a mobile telephone with communication
capabilities) through the above-described data format
conversion process ensuring compatibility with the |
terminal in use. Conﬁersely, a terminal apparatus other
than the personal computer may be used to connect to the
system of the service provider and to deposit data with
the system so that the stored data may subsequently be
used by the PC. This feature provides member users with a

higher degree of freedom in data utilization regardless

10




Under this schene, nmenber users willing to let their data . be diiﬁ osed to
and shared by other nenber users nay 11 20 Novenber 20 .PW%H§% tain
use conditions on the disclosure (the menber users disclosing their data-
~will ‘be called disclosing parties hereunder) The use conditions may :
illustratively involve: designating the receiving parties to whom data my
be di scl osed; authorizing or prohibiting a copy of the disclosed data to
receiving parties' user areas; authorizing or prohibiting the downl oad of
the disclosed data to receiving parties' term nal apparatuses; specifying
a period over which the data are disclosed; authorizing or prohibiting
dat a format ofctoheetgpenotothe petfianaRdappathisssSHste@MEoandonAdthosh zi ng or
prohi biting secondary use of the disclosed data (i.e., the practice of a

receiving paotyhauthetieni g tBEhebcHRRBAI wHEGES+hE HSEnLbEiL£CELved data)
These use conditions will be referred to as disclosure policies in the

descri pti onebabifehkawsi tWheneasseLtal n,ﬂiﬁ%@é&iﬂ%e&ﬁﬁr EaK A | zes
r e a

di scl osure of data to sonme other "receiving party un bove- descr:i bed

e maemeprstRendyS6LOREE b3pE RE!NBROOLESELLE dIEa LEREN O, PALLY. e

announcenent is made i1llustrative y e-nai Fansm ssi on by a nessage
i ndi cation epsfefll 3k a¥neSELER0a hat DO FOBL NG LA SEE) VI 1, PILY uPON hi's
accessed on the road using a PDA. By offering users

flexible uses of the stored data based on enhanced system
availability,.this‘3ystem enables the service provider to
attract more customers than before. .

The above-described data conversion service of the
inventive system allows the user—-deposited data to be not
only utilized by the same user but also shared by
different member users. Where appropriate provisions are
included in the contract with the service provider over a
data disclosure service, different member users may share
the stored data. More specifically, the data stored by a
given member user into the system may be disclosed in
such a manner as to allow other member users to sharé the
data as well (the other member users allowed to receive
the disclosed data will be called receiving parties
hereunder). Data files are disclosed using this system
under what may be called a protected disclosure scheme.

- Under this scheme, member users willing to let their data

be disclosed to and shared by other member users may

11




connection to the system Follow ng the announcenent fromthe disclosing
12 20 Novenber 2006y party, the receiving party is abl eSQQOK%’@)W%@O%ata
stored in the disclosing party's user area. Because the data are - .
di scl-osed by way of this system the data are converted to a data fornmat
conpatible with the type of the termnal apparatus used by the receiving
party for connection to the system The conversion process is the sane as
in-the case of the sanme user storing and retrieving data to and fron1the_
system unless data format conversion is explicitly prohibited as a

di sclosure policy. It follows that different nenber users, solely under

constrai nt simbpostheetitachoskagcpantyisndi 64l @8Hr 81 BOL bEYre CAtilize the
di sclosed data in a flexible manner, i.e., regardless of the type of the

tern nal appamBb¥suysed HQECQ@BBﬁ@ti:Hé‘iEOdaEQew§¥§tﬁg‘ OL1idg location where
the connection is established with the system The Inventive system al |l ows

disclosing ackiesihg patRshst Hasgunlio-naversad,d e diseloseg gata In

addition, the system preserves the settings of use con I'ons “i nposed by

A T et L R I B

the protectgg wgg$adgkgc%g§uﬂg éfggfgéed; authorizing or prohibiting
a copy of the disclosed data to receiving parties' user .
areas; authorizing or prohibiting the download of the
disclosed data to receiving parties’ terminal
apparatuses; specifying a period over which the data are
disclosed; authorizing or prohibiting data format
conversion to be performed by this system; and
authorizing or prohibiting secondary use of the disclosed
data (i.e., the practice of a receiving party authorizing
other member users to use the received data). These use
conditions will be referred to as disclosure policies in
the description that follows. When a certain disclosing
party authorizes disclosure of data to some other
receiving party under the above-described constraints,
the discldsure is first announced to the receiving party.
The announcement is made illustratively by e-mail
transmission or by a message indication on a disélay
screen of the designated receiving party upon his or her
connection to the system,

Following the announcement from the disclosing

12




Bet ween di fferent nmenber users, whether or not to “t'Eg@ﬁ di gged data
may be determ ned by each user. 13 20 Novenber 2006 2] ser

al so intercept the de5|gnat|on of disclosed data froma speC|f|c

di scl-osing party. That is, the inventive systemnot. only allows dlscI03|ng
parties- to stipulate their di scl osure policies but also enables receiving
parties to intercept unwanted di scl osed data or announcenents of such

di scl osure fromparticular disclosing parties as needed or in advance.

This feature offers nmenber users a further degree of freedomin  choosing
the data to make use of. As outlined above, the systemof this invention -
i npl enent s phetprotket edcdatingdi sakoguie sBDENEs UNSErthdeda € SEL @Sk e
policies stipulated by disclosing parties. The systemthus allows nenber

users to stonetRsdduselsfehs ponBydat asas Hebl . aBhae ohelymniers’
di scl osed data. Such enhanced availability of the system enables the

service proyigetotedaby ragy éTPrenEySéﬁg@é:ﬁ t R0 D' Ere BY RO @ new

contract with each nenber user over t data di sclosure service, the

service pr OﬂbdgrdQHQtf'@fma@%&%é‘i?ﬁgfefﬁﬁtbe etm‘%}g:)desecy 166 () 1%/6_[ al'l
SCri

conflguratlon of the data storage syste om1|s as

Cont 1 Ur Al 8BpAPELE0eTscd B PRSP 1 DEn IR FAILSURLS ”:EodneSCf  bec

above.
the system. The conversion process is the same as in the

case of the same usér storing and retrieving data to and
from the system, unless data format conversiocn is
expiicitly prohibited as a disclosure policy. It follows
that different member users, solely under constraints of
the disclosing party's disclosure policy, can utilize the
disclosed data in a flexible manner, i.e., regardless of
the type of the terminal apparatus used for connection to
the system or the location where the connection is
establiished with the system.

The inventive system allows disclosing parties to
‘grasp those who have used the disclosed data. In addition,
fhe system‘preserves the settings of use conditions
imposed by fhe disclosing parties on the disclosure and a
history of uses by the receiving parties of the disclbsed
data. This feature also helps implement the protected
data disclosure scheme.

Between different member users, whether or not to

utilize disclosed data may be determined by each user.
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1 schematically shows an overall configuration of the ,é er 2006
data storage .system according to the invention. In thls,z0 @X%ﬁ% QQ urality
of user termnals la, Ib, Ic, ...  (which will be generically called the
user termnal 1 hereunder if there is no specific need for distinction

t her ebet ween) owned by users (A and Bonly in this exanple) are connected
through a conputer network NT such as the Internet to a data storage unit
11 of the service provider in possession of a plurality of servers and
conputers. The users A and B are nenber users of the data storage system
offered by the service provider. The user termnal |a owned by each user

is illustrakbh¥Bl Me@be€ONSETBRhaPr hEBbEULPEEEOPAI tEONPNL £ c{)nagﬂ?fn User terminal
1 or the PCincludes: a CPU (Central Processing Unit) that perfornB

various ari§hneeibSscQP8LaLi SRS gﬁeewybda@gcwyfﬁg %af ntrQl, QN 4
term nal conponents; a RAM (Random Access Menory C as a wor area

pr ogr as exeiat 8 B ?ﬁédﬁ*é‘ RO TR O d el

S0t v oL o Bt b 0 b L T3 kot a0

and from whi ch°varietres a and a di spl ay

unit for dz':ég'eféliﬂ‘gq SAYELSE KOO L PT ORI O & SRS gata or

announcements of such disclosure from particular
disclosing parties as needed or in advance. This feature
offers member users a further degree of freedom in
choosing the data to make use of.

As outlined above, the system of this invention
implements the protected data disclosure scheme under the
disclosure policies stipulated by disclosing parties. The
system thus allows member users to store and use their

own data as well as share other members' disclosed data.

Such enhanced availability of the system enables the
service provider to attract more customers than before.
By making a new contracf with each member user over the
data disclosure service, the service provider furthef

gains usage fees for the service.

{1} Overall configuration of the data storage system
Described below 1is a system configuration designed

to_implement the data storage system described above. Fig.

1 schematically shows an overall configuration of the
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interface for interfacing data exchanges between the 152§g,hbven2&&h2006
display unit and the CPU;, an operation unit operated by ﬂgmﬁ§ tering
‘data and instructions; an operation interface for interfacing data
exchanges between the operation unit and the CPU, and a network |nterface
for interfacing data and file exchanges between the termnal and the
service provider over the conputer network. The user termnals Ib and Ic
may each be a PC, a PDA, or a nobile tel ephone with conmunication
capabilities. The user termnal 1 nay be connected to the conputer network
NT either directly or by way of an Internet service provider (ISP) using a

tel ephone | data Bebwagk efsaemopticeablihiyber @ﬁE“@ﬁ%enEE@nuseﬂltéﬁﬂE nal 1
may be connected to the conputer network NT in either wred or wreless

fashi on whesevep,t heptaraesti;oBrcaReRe L85t AR LShed. 1Ehelgsef.Ferm nals Ia,
b, and Ic are structured so as to conmuni cate t fough thé conputer :

networ k NT \M«hmcanwhmegéagsﬁeff@ea@ﬂ,' QQ%Q&% 80828 VEny 0%15 e data

storage unit 11, to be descCribed |ater & data St or age Uni of the

service proyideinqgbas; PﬁH%@{%Eyans ?gygigrs §Qd§%gréer€ each haV|ng a

structure simlar to that o e user-ternna %ts and
servers are, %gEnggﬁg %p asnL9 bnphgg@gt(Atgﬁhf§atu gslSQ&Sigary for the

services to be provi
example} are connected through a computer network NT such
as the Internet to a data storage'unit 11 of the service
provider in possession of a plurality of servers and
computers.

The users A and B are member users of the data
storage system offered by the service provider. The user
terminal la owned by each user is illustrativély a
consumer—-oriented personal computer. The user terminal 1
or the PC includes: a CPU (Central Processing Unit) that
performs various arithmetic operations while providing
overall control on the terminal components: a RAM (Random
Access Memory} acting as a work area for the CPU; a ROM
(Read Only Memory) for accomﬁodafing data including
programs executed by the CPU; a hard disc drive (HDD) on
which an operating system and application programs run by
the CPU are stored and_to and from which varieties of
data and files.are written and read; a display unit for
displaying diverse kinds of_infor%ation; a display

interface for interfacing data exchanges between the

15




Specifically, the data storage unit 11 includes: an 16 Novenb (K%006
i ntegrated connection interface server 12 for interfaci OﬂﬁﬁﬁWZQ er
users; a file nmanagenent conputer 13 that records and manages information
about menber users and about data files stored by the menber users; a file
server 14 for storing actual data from each nenber user; a data format
conversion conputer 15 that perforns data conversion processes on the
stored data files; and a data disclosure control conputer 16 that records
and nmanages information about the disclosure policies stipulated by

menber users. The integrated connéection interface server 12 is a server
that incl uddsspebysenverandpahel cPUgsanTbperhniegrated spapgetaan, i nterface:
server 12 also has a function that automatically. determ nes the type of

the user tenai aaérleﬂaipi:@ugddayatQﬁduwgti@étf&@@e%ﬁOg?épatim system
bef ore establ i shing comunications conpatible wth the termnal type.

G ven instrugtépPscOVESrt DRt EONRYULET aRes WOk kn T, ‘Iﬁé R PEySB  termnal 1
about the storage or disclosure of "data files, % e |ntegratedF connecti on

nterface sepyeardenidituchs Ll COPPULERS, ANM, S8 VELSLRside the data
storage unit 11 to proceed wit t%elr oper at’i ons accord?ng—y. o) receiving
the resul t§n9érf§§ir?é)e&£‘££ 0L%a bﬁ’iigee}g&qng)r%gg SDe nvgeesr?r%/ﬁer Stérr}ninal |

and the service provider over the computer network.

The user terminals 1lb and lc may each be a PC, a

PDA, or a mobile telephone with communication

capabilities. The user terminal 1 may be connected to the

computer network NT either directly or by way of an‘

Internet service provider (iSP) using a telephone line

network or an optical fiber network. The user terminal 1

may be connected to the computer network NT in either

wired or wireless fashion wherever the connection can be

established. The user terminals la, 1lb, and lc are

structured so as to communicate through the computer

network NT with an integrated connection interface server.

of the data storage unit 11,-to be described later.

The data storage unit 11 of the service provider

has a plurality of computers and servers each having a

structure similar to that of the user terminal 1. These

computers and servers are furnished so as to implement

the features necessary for the services to be provided.

Specifically, the data storage unit 11 includes: an

16




the data storage unit 11, the server 12 transfers the 15 éo vegﬁﬁ{ 2006
received results to the user termnal 1. The integrated L BRvEher

interface. server 12 determ nes the type of the user termnal 1
illustratively by establishing a URL for each of the different types of
termnals to connect with the system This function is inplenented through
the use of a plurality of interface servers each having a .

term nal -dependent interface - capability, assisted by an integrating server
that" integrates connections to these servers. The file managenent conputer
13 connected to the conputer network NT records and nanages attribute-

i nf or mat i oniaheytatedbeonneertd candngbeghcherber cusansrorstatedrdatagfil es,
i n -dat abase formats as shown in Figs. 2A and 2B. Fig. 2A depicts a typical

menber user wikBnagerert udatabase f(i@@t ahﬂh?gm@hh:r 'CQHlE)g.tlBQf egnphipn  about
each nenber user, such as a user total sizes of  the user area (to be

di scussed |Q«E@b):dsaaﬂgeﬁla%'aé%soﬁnﬁfﬁﬁmaﬂ§gﬁ ahsat LEmBLD ﬂgﬁégzsgﬁof the

user area, and a user area location in the stor age area

IIIustratesaaoukyeaeglfaﬁgge tagspeﬁgig gapagstel, databasg; yetaining a

user ID a file ID a genre, a data "fof mat~@bout each

data file sLgred:byscagh QRRDShqUSElual BPET cUSSr 001 hlnbll S, EX8MI ).

a data format conversion computer 15 that performs data
conversion processes on the stored data files; and a data
disclosure control computer 16 that records and-manages
information about the.disclosure policies stipulated by
member users.

The integrated connection interface.server 12 is a
server that includes Web server capabilities. The
integrated connection interface server 12 also has a
function that automatically determines the type of the
user terminal 1 employed by the user for connection to
the system before establishing communications compatible
with the terminal type. Given instructions over the
computer network NT from the user terminal 1 about the
storage or disclosure of data files, the integrated
connection interface server 12 instructs the Computers
and servers inside the data storage unit 11 to proceed
with.their operations accordingly. On receiving the

' results of the operations by the computers and servers in

the data storage unit 11, the server 12 transfers the

17




Each user 1D included in the nenber user nmanagenent 1§aﬁ§ hb%?”%@é 2006
database is an identifier nade up of a.number, a synbol4’ “CHHSECEs, or
the like designed to identify each nmenber user. Illustratively, a user ID
is given to the user who has entered into a contract with the service
provider. In the nenber user file managenent database, the file ID
represents an identifier for identifying a stored data file; the genre
stands for a predeterm ned category to which a data file of specific
contents is deened to belong; the file size denotes the size of a data
file; and the data fornmat is the format of a data file in effect when the

file in questtenveasresoles by ehaenber t¥sRinalhe. file management conputer
13 receives fromthe wuser termnal 1 requests to save, delete, search for

and rmove data film®se tihQuph dde doHRealal GRMEGH0R JHLer face server 12.
G ven such a request froma nenber user, the file managenment conputer 13

updat es thaserdahonct Le® Libd o7 2l | 6abl ecdatabase, WGl npgded to

manage illustratively the used size of the user area a le file

list for the, neaber; USelnd N, auestion. o dhe  fi {}g%[@i’lﬁ%irg% ltgz%q:psmoefr 13 then

instructs the file server 14 to store actual a. server 14 is
connect ed té@f&%ﬁ&f@pggegonnect with the system. This function is

implemented through the use of a piurality of interface
éervers each having a terminal-dependent interface
capability, assisted by an integrating server that
integrates connections to these servers.

The file management computer 13 connected to the
computer network NT records and manages attribute
inférmation about member users and about member users'
stored data files, in database formats as shown in Figs.
2A and 2B. Fig. 2A depicts a tybical member user
management database containing attribute information
about each member user, such as a user ID, total sizes of
the user area (to be discussed later), a used size of the
user area, remaining sizes of the user area, and a user
area location in the storage area. Fig. 2B illustrates a
typical member user file management database retaining a
user ID, a file ID, a genre, a file size, and a data
format about each data file stored by each member user
(member user 001 in this example).

Each user ID included in the member user management

18




network NT, and has a user area 17 allocated inside for .%9 %@ N&y%nber
2006 each nenber user under contract with the service:%} NGEF (1n this
exanple, a total available size for each user is determned in the file -
server 14 according to the contract nade between the user in question and
the service provider. Once the total available size is fixed, -the

| ocation of the storage area for the user is. determ ned accordingly as the
user area 17. The user area 17 may be changed in terns of contract period,
total available size, or the |ike, when relevant provisions of the :
contract are nodified and agreed on between the user and the service

provi der. Udsdeababe ifsisucdéndioiethpadé!ep Bhnagei@Mer P%F%é}r%oll,‘l’ the
user area 17 allocated in the file server 14 stores actual data of the

data file WhRSEacEs s 206: Nase heeke desh 05t &0:d r oA herHSel o1t GEdH 1 of a

gi ven nmenber user. In order to accommodate |large quantities of data files

sent from nggber usans.t e Jdile Sefasr o iis [oRst if%“.tt%% Q%3 TR

storage device. The data format conversion conputer S connectegS to the
conput er neﬁg\grgnwre&'g_;en&png)ué&t}%c??g{ﬂ{ @ea S dra\;iace]f oI mat. Qnve si on
process on a designhated data file e TR the f11°€ Sefvero 149 r ?ponse
to a data usge fGQUEST.dSSUEH PV JRIRST: U8l LU ough, LN J 1t ggrated

represents an identifier for identifying a stored data

file; the genre stands for a predetermined.category t§

which a data file of specific contents is deemed to

belong; the file size denotes the size of a data file;

énd the data format is the format of a data file in

effect when the file in question was stored by a member

user.

The file management computer 13 receives from the

user terminal 1 requests to save, delete, search for, and

move data files through the integrated connection

interface server 12. Given such a request from a member

user, the file ﬁanagement computer 13 updates those data

items in the applicable database, which are needed to

manage illustratively the used size of the user area and

an available file list for the member user in question.

The file management cdmputer 13 then instructs the file

sérver 14 to store actual data.

The file server 14 is. connected to the computer

‘network NT, and has a ﬁser area 17 allocated inside for
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connection interface server 12, or nore specifically iQﬂFQUQO hb%gﬁber 2006
accordance wth the instruction froma term nal apparatUs .&?F?% t from .
the user- term nal used earlier by the user to store the data file in

guestion. The data format conversion process is carried out illustratively
on the basi's of a data conversion table such as that showm in Fig. 3. For
exanple, if a request to use a data file stored earlier in a format call ed
"FORML" is issued by a wuser termnal 1 of a type called "TERM," then the
data format conversion conputer 15 may convert the data file in question
into a format called "FORML1." The data format conversion may occur

il lustrativehyhfmemb&kFuser HAEGr fdcamr@el (aftia wesi o nictphdsyisieze) to
G F (picture size of N pixels] X Mpixels]), fromAVvI to MEG 4, or HTM

(Hyper Text Markups L@i@@:ﬁ?!}é), Lotbext . addiel ales asf 06 MG - cONMEnSdON conput er
15 al so converts one file size to another to conply with the type of the

user terni gatebRiABaUSROLhdhe; fat s Al SEl PsULL SPRL Q! cSopputer 16 is al so
connected to the conputer network NT, and recelives Tnstructions through

the integr ated: £OORGRLIAONLLBRELS AL éﬁ;ﬁ/%% DOYLy, L1y Qlyecl osure of data
files to other nenber users. The disclosure policies i'ncl uded in such
i”StrUCti0”§e9&fﬁé“¥%%9$9d££l“?%Lﬁgiéﬂé %@R%lcggggffg%f% size is fixed,
the location of the storage area for the user is
determined accordingly as the user area 17. The user area
17 may be changed in terms of contract period, total
available size, or the like, when relevant provisions of
the contract are modified and agreed on between the user
and the service provider.
Under the instruction of the file management
computer 14, the user area 17 allocated in the file
server 14 stores actual data of the data file whose
storage has been designated from the user terminal 1 of a
given member user. In order to accommodate large
quantities of data files sent from member users, the file
server 14 is constituted by é mass storage device.
The data format conversion computer 15 is connected
to the computer network NT. The computer 15 performs a
data format conversion process on a designated data file
held in the file server 14 in response to a data use
' request issued by a member user through the integrated_'

gconnection interface server 12, or more specifically in
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di scl osure policy managenent table such as that shown i 21 2 hg enber
2006 Fig. 4. In the disclosure policy managenent tabl oyemper 2006 5 g
stands for prohibition and a "1" for authorization. For exanple, as shown-
in Fi-g. 4, a nenber wuser 001 disclosing a data file "Afo" authorizes

anot her nmenber user 002 to copy the file "Afo" into the user area 17, but
prohi bits the user 002 from downl oading the data file to any other

term nal apparatus, from nmaking any secondary use of the copied file, and
fromgetting data format conversion carried out on the data file in
guestion. The nenber user 002 disclosing a data file "Dfo" authorizes the
menber usera6birtiandewntioadthbeifisteuctDba” fromt hetysein&D1a5pd €5 Fsal
apparatus. A nmenber user 003 disclosing a data file "Efo" authorizes the

menber  usegi@@dreptcopymt BRefiber" Ebomiho1t h8clSEEr DOy ShiSehe &2 17 and
grants the user 001 a secondary use of the copied file as well as data

format convesskesref thheqdasarifil en JheseRaRer MegQQ3 [enigs the user
002 the copy, secondary use, and data format conversion of fhe data file

"Efo"; the 58Hp§£syéﬁrp993e§§ter&§f§ié%$%%FeilPQgtr &%£§)5ff gnce the

data file "Efo." Furthernore, the data osure control conputer 16

manages | ntpLeept LN, 0ho dl SELASeMs Al 3 1L P SOLE ALY (ARG PSP acting as

receiving parties. Interception-:
Fig. 3. For example, 1f a request to use a data file
stored earlier in a format called "FORM1" is issued by a
user terminal 1 of a type called "TERM1l," then £he data
format conversion computer 15 may convert the data file
in question into a format called "FORM11l." The data.
format conversion may occur illustratively from GIF to
JPEG, from GIF (of a desired picture size) to GIF
(picture size of N[pixels] X M[pixels]), from AVI to
MPEG-4, or HTML (HyperText Markup Language) to text. The
data format conversion computer 15 also converts one file
slze to another to comply with the type of the ﬁser
terminal being used.

The data disclosure contfol computer 16 is aléo )
connected to the computer network NT, and receives
instrﬁctions through the integrated connection interface
server 12 about thg disclosure of data files to other
membér users. The disclosure policies included in such
_instructions are managed illustratively by creating a

disclosure policy management table such as that shown in
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related informati on about the designated nenber users is. 22 20 venber
2006 managed by creating an information intercepted néﬁ%g?wméﬁ%aﬁx%uch as

that shown in Fig. 5. As described, the conputers and servers confi gured
in the inventive system are consuner-oriented personal conputers, which
have their assigned functions to inplenent and which are interconnected
via the conmputer network NT or the |ike. However, this configuration is.
not limtative of the invention. Alternatively, the capabilities of the
conputers and servers constituting the systemnay be practiced-by suitable -
application prograns run on a single information processing apparatus:

That is, a sipgle.i nmrﬂnéi@ﬂ$81@§§§§iﬁalﬁep%éﬂé@emtb@abf@féf%%; under
appropriate circunstances to inplenent” the data Storage unit 11. k )

Operations af hepdakashar #ge Sy¥shem:lHQWnt DE4i Qventi yg data storage system
operates will now be described with reference to the rel evant

acconpanyi ng ,diaw: ngs ; fhe t ws_1he sane. er ,user tq store and
use data files, arllg eﬁggl esﬁg%?f%}g%@ﬁfg’ rraéénbsero%nselr% ¥ shar & (ﬁ'eé'@ieorsed dat a

HEESRGE = s e R e S
Separately'member user 002 to copy the file "Afo" into the user area
17, but prohibits the user 002 from downloading the data
file to any other terminal apparatus, from making any
secondary use of the copied file, and from getting data
format conversion carried out on the data file in
question. The member user 002 disclosing a data file
"Dfo" authorizes the member user 001 to download the file
"Dfo" to the user 001's terminal apparatus. A member user
003 disclosing a data file "Efo" authorizes the member
~user 00l to copy the file "Efo" to the user 00l's user
‘area 17 and grants the user 001 a secondary use of the
copied file as well as data format conversion of the data
file? The member user 003 denies the user 002 the copy,
secondary use, and data format conversion of the data
file "Efo"; the member user 003 authorizes the user 002
only fo reference the data file "Efo."
Furthermore, the data disclosure control coﬁputer
16 manages interception of disclosed data frqm certain

member users acting as receiving parties. Interception-

related information about the designated member users is
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23 20 Novenber 2006 Described below with reference tongtg. 6 .S &ﬁ¥/the
i nventive system all ows the same member user (e.g., nmendeNoYRIher 2506 o
stores a data file using a user termnal of one type (e.g., user term nal
la) and to later access the stored data file using a user termnal of a
different type (e.g., user termnal 1b) For-this exanple, it is assuned
that the file nmanagenent conputer 13 retains and nanages i nformation about
menber users and about data files stored in the user area 17 beforehand,
as shown in the nenber user managenent database of Fig. 2A and the nenber
user file managenent database of Fig. 2B. The nenber user A connects the

user tern naknhgelObyt hecdatagshar ageornbtids 9htbPEepeEYi fEmpLOVi der, or
nore specifically to the integrated connection interface server 12

constitutingzpaet sQEnt he €aka shewageupif 14. Upon connection to the
system the nenber user A enters the appfopriate user |ID and password or-

the like for —authqr ic?@ééxoirbécﬁ‘,d {ﬁ@-é&&%% aqgcﬁrsaég‘pen ssccro%efnlgﬁ){r&%\g ded by~

the integrated connection Interface se e nenber user el ects a

desired data,_f] f h t ' la into th
aren 17, ank” o8 HePReRbR s sthr I, el Plhe kT e Rl et e Tt T he ystem

In Step.81'computers, which have their assigned functions to

implement and which are interconnected via the computer
network NT or the like. However, this configuration is

not limitative of the invention. Alternatively, the
capabilities of the computers and servers constituting

the system may be practiced-by suitable applicatioﬁ
programs run on a single information processing apparatus.
That is, a single information processing apparatus may be
sufficient under appropriate circumstances to implement

the data storage unit 11.

{2) Operations of the data storage system

How the inventive data storage system operates will
now be described with reference to the relevant
accompanying drawings. The system allows the same member
user to store and.use data files, and enables different
member users to share disclosed data files. The same
users' usage and different users' shared uses of data -
files involve different system operations, which will be

discussed separately.

23




24 20 Novenber 2006 The integrated connection int erfagf ﬁerv r éﬁgecei ves
a data file storage instruction fromthe-nmenber user 9 OE‘:I“g’p?r 0 - :
acquires the data file in question and its attribute information, and
instructs the file nanagenment conputer 13 to store the data file in step:
S2. In accordance with the instruction-issued in step S2 by the

i ntegrated connection interface server 12, the file nmanagenent conputer 13
verifies the remaining size of the user area 17 owned by the nmenber user A
who initiated the storage instruction and, if the renaining user area 17
is found | arge enough to accommodate the file, instructs the file server

14 to store the adiesdrdsdd wildwes Ot ardfdQenddt tHIQ USEri ANRAr khd N step
S3. Followi ng storage of the data file by the file server 14, the nenber

user nanagenpahtdababasecAnsd1 1BNBeLnyS8hnti hemPBAAYSIEN} . Lat abase in the
file managenent conputer 13 are updated in terns of their Televant itens

such as thepygsgdrshzgr ANdese 'P'églgas&%g%ohi%ﬁ%%&gvﬂ]ﬁ%%.? as well as

the attribute information of the store at a is operation,

the sel ect e@ﬁgﬂiﬁaii Le &rl%gh%#g ?%ng_er 15’§%£' 'éerrﬁfr%am nf%uL%b' s.Stored and

managed in the user area e”i hvent1ve system e-how that a
A by o oLoLed SBLLLS A QuotlS SPEL AIFE didg S\R SR o0 to Pe

of a differeﬁt type (e.g., user terminal 1b). For this | |

.example, it is assumed that the file management computer

13 retéins and manages information about member users and

;bout data files stored in the user area 17 beforehand,

as shown in the member user management database of fig.

2A and the member user file management database of Fig.

2B.

The member user A connects the user terminal la to

the data storage unit 11 of the service provider, or more

specifically to the integrated connection intefface

server 12 constituting part of the data storage unit 11.

Upon connection fo the system, the member user A enters

the appropriate user ID and password or the like forl

aqthorization and lgg~in. On an operation screen provided

by the integrated connection interface server 12, the

member user A selects a desired data file to be stored

from the ﬁser terminal la into the user area 17, and

designates storage of the selected data file into the

system in step S1.

24




25 20 Novenber 2006 user terminal Ib which, different jn type fromthe
user terminal la, is al'so owned by the nenber user A 44Nevember 20000t he
menber user A logs into the system by connecting the user termnal |Ib to
the integrated connection interface server 12. On the operation screen
provi ded by the integrated connection interface server 12, the nmenber ~user
A selects the stored data file and designates reference to the sel ected
file in step S4. The integrated connection interface server 12 receives a
data file reference instruction fromthe menber user Ain step 54, and
acquires fromthe file nmanagenent conputer 13 (in step 55) the attribute

i nformation about The idedeyfdde) sedatded iy e eeseissr 14 The
i ntegrated connection interface server 12 then instructs the data format

conver si on oeEpYSs dSakta £316RsE8latd COMPICLAE Al {d bl 2 data

format. conpatible with the type of the user termnal Ib used by the

. user tel | o
(10 as wel I 20 ot e (oo Cardar & on t el £ shown Th Bg 91 FECSi ned in

file as well as on the data conversion

he d f i T. f t_.conver si on
the data gwaatepmﬁeiﬂgg%ﬁ%gf@ﬁ Jénch_ﬂgs%% ofy @ v

conputer 15 retrieves t dat a he fﬁ%éananagenent

comput er 13, ¢ONVRLLS diipiLET £Y ol FilSre 11O {018, dALA, 0 ML, g5 gnat ed

by the integra
In accordance with the instruction issued in step S2 by
the integrated connection interfacé server 12, the file
management computer 13 verifies the remaining size of the
user area 17 owned by the member user A whd initiated the
storage instruction and, if the remaining usér area 17 is
found large enough to accommodate the file, instructs the
file server 14 to store the actual data of the data file
into the user area 17 in step S3. Following storage of
the data file by the file server 14, the member user
management database and member user file management
database in the file management computer 13 are updated
in térms of their relevant items such as the used size
and_remaining size of the usér_area 17 as well as thé
attribute information of the stored data files. With this
operation, the selected data file from the member user's
terminal la is stored and managed in the user area 17 of
the inventive system.

Suppose now that a data file stored earlier into

the user area l7 in step S3 is desired to be used by a
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26 20 Novenber 2006 connection interface server 12 in st SQ,
transfers the converted data file to the server 12 in iﬁéﬁ?@é%er%@ﬂben t he

converted data file, the integrated connection interface sever 12 returns
to the user terminal |Ib (in step S8) the data file in question in a state
conducive to being referenced by. the terminal |b. Wth this operation,
the data file stored earlier by the user termnal la is referenced by the
user terminal-lb, a different type of termnal, through the system

Descri bed below with reference to Fig. 7 is how the systemof this
invention enables different nenber users (e.g., nenber users A and B) to

share a dataséil eerdbrabenbewhileR; ALfféeséncomNeEySet Préfechat eaeat ed
connection interface server 12 to log into the system The user A then

sel ects a datamihbe s&0red gakbi fnéd bPerndSREmBELa,ddy ANd 15elggts
di scl osure of the chosen data file in step S11. Wth disclosure sel ected

by the nmenbggselUsehe AndMibethgsfata {b4s 1R-guasdi Q. Lha, | ntegrated
connecti on inf%rfac% serv%r 13 provid%s a J?ggfos€¥% pgﬁ*cy i nput screen.

Ont o this seieRBccills PRUDGLHSEL:fuy SLAL S DeapSSATY LI oLt ion | ters.

More specifically, er user may” desi gnate and enter: the target
Tenber USeroOln Sl S LA MEPRLLE SLaclose, thedaka LG, 3ut horization or
prohi bition of a copy © e fileinto _ _
provided by the integrated coﬁnection interface server 12,
the member user A selects the étored data file and
designates reference to the selected file in step S4.
The integrated connection interface server 12
" receives a data file reference instruction from the
member user A in step S4, and acquires from the file
management coﬁputer 13 {(in step S5) the attribute
information about the data file selected by the member
user A. The integrated connection interface server 12
then instructs the data format conversion computer 15 (in
step S6} to convert the data file into a data format
compétible with the type of the user terminal 1b used by
the member.user A based on the écquired attribute
information about the data file as well as on the data
convefsion table (shown in Fig. 3) retained in the data
format conversion computer 15. The data format conversion
computer 15 retrieves the original data file from the
file management computer 13, converts the retrieved filé

into the data format désignated by the integrated
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27 20 Novenmber 2006 the target users' user area 17, a%&ﬁgrlz%
prohi biti on of downl oad of the data file to the target gyn %inals

di scl osure periods for the data file; authorization or prohibition of
secondary use of the disclosed file by other users; and authorization or
prohibition of data file conversion on the data file. The integrated-
connection interface server 12 acquires from the file managenent conputer
13(in step S12) the attribute information about the data file selected by
the file managenent conputer 13 for shared disclosure. The integrated
connection interface server 12 then transmts to the data disclosure

control conpuheectbohi AntskeRcSl3krdbgchosunespali 6% i RhAr FRLL SR A8t er ni ned
by the menber user A and the attribute information about the data file in

question comhBgchbhoBrthe Hibke FanageseRhe coRPHLEf 13, Gugngyhese kinds of
information, the data disclosure control conmputer 16 gene ates a

di scl osure Ggeghcxhgaeeaegﬁﬂedtagks PHED, 230k b e BAOM0CL hobh et b20

purposes of disclosure policy managenent sIs of C osﬁré
pol | cy det e5piped,p sgt}sr”%gbg%tﬂ,%sg By Hhe dala flegi osir &, cont ol
conputer 16 sén %ln step a use authorization Hotfteto'the target
rember user Bepl Bgl LR CARTR! #1110, 38 2HLAYT 1221 20, D918, L OV 0
to belng referenced by the terminal 1b. With this
operation, the data file stored earlier by the user
terminal la is referenced by the ﬁ#er terminal 1b, a
different type of terminal, through the system.
Described below with reference to Fig. 7 is héw the
system of this invention enables different member users
(e.g., member users A and B) to share a data file.
The member user A first connects to the integrated
connection interface server 12 to log into the system.
The user A then selects a data file stored earlier in the
- user area 17, and selects disclosure of the chosen data
file in step S11. With disclosure selected by the member
‘user A for the data file in question, the integrated |
connection interface server 12 provides a disclosure
policy input screén. ‘Onto this screen, the member user A
enters necessary information items. More specifically,
the member usef A may designate and enter: the target
member user or users to whom to disclose the data file;

authorization or prohibition of a copy of the file into .

27




28 20 Novenber 2006 1logging into the systemis present w th an S
appropriate indication on a suitable reference screen %fNﬂﬁ@ﬂm52W¥il or

the like is sent to the target nenber user B fromthe system Upon receipt-
of the user authorization notice in step S14 fromthe data disclosure
control conputer 16, the nenber user B determ nes whether or not to use
the disclosed data file. If the nenber user B chooses to use the

di scl osed data file, the file in question is added to an available file
l'ist made up of the files usable by the wuser B. If the menber user B
decides not to use the disclosed data file, that file is not added to the

avai |l abl e fthe thsgetTheecpBmbaEcUSEFeB MYy S8thokNLeFrcERtHPN Of the
di scl osed data file fromthe nmenber wuser A if so desired. If interception

of data filgrodisckosHr 8f aoMhacsRe6ET thediischosl Ng PAT Ly i B2 AgSt gnat ed,
the interception-related information is set into an infornation

intercepteduggﬂyertéﬁﬁ£§a§§?hd§§cigéﬁrénp%i?odé 208 pRoaged, by; {he data

di scl osure control conputer 16. Once suc nterception 1s designated, al
Fonseaent ¥ S gted ot ey Lokes: AT S Dey ALK e Vel onat e
authorizatiggsgféggg EE{Qi§§egthéP §§§Ps§¥§ﬁd authorization or

prohibition of data file conversion on the data file. The

integrated connection interface server 12 acguires from

the file management computer 13 (in step S12) the

attribute information about the data file selected by the

file management computer 13 for shared disclosure.

The integrated connection interface server 12 then
transmits to the data disclosure contrel computer 16 (in
8tep 813) disclosure policy information determined by the
member user A and the attribute information about the
data file in question coming from the file management
computer 13. Given these kinds of information, the data
disclosure control computer 16 generates a disclosure
policy management table such as that shown in Fig. 4 for
purposes of disclosure policy management.

On the basis of the disclosure policy determined by
the member user A, the data disclosure control computer
16 sends (in step S14) a use authorization notice to the
target member user B, in this example. The use

authorization notice is provided either when the user B
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29 20 Novenber 2006 |f the nenber user B decides to use thengge 2 file
di scl osed by the nmenber user A, the user B selects the 20N emReEd0at o file

on the operation screen provided by the integrated connection interface
server 12 and issues a data file use instruction in step 515. G ven the
instruction, the integrated connection interface server 12 transmts to

t he data disclosure control conputer 16 (in step 16) the attribute
informati on about the data file whose use has been designated. In turn,
the data disclosure control conputer 16 presents the nenber user B wth
an operation screen (in step S17) based on the attribute information about

the data filleggflgonntbethdi sgkesur esppkbs¥nFBAAFEARNANLt ABhEoshovmn in Fig.
4) held in the conputer 16. When the data file is actually used, the ‘

operation sgreentdbapbAYS Qﬂﬂabbé 98?&9&118@55&?@& cap Peopesipripd in
keeping with the disclosure po icy established % menber USer A i.e.,

the di scl oshpgcpariykeF9oL gp£§ tﬁéngfgggymgﬁbég uéér tp the user area

17 is authorized but downlo ernlna appara us is
prohibited y 9 é t he dlsclosure policy, then a "Copy" button appears
oper abl e and™ a Bownl oad” but t on i noperabl e on the operation screen. Once

the data file is LFOCPI erdécelfptca bc%er ereére%%t%oq:%zar%%tond%mll?:aedgg 1T the

step 514 from the data disclosure control computer 16,

- the member user B determines whether or not to use the
disclosed data file. If the member user B chooses to use
the disclosed data file, the.file in question is added to
an available file list made up of the files usable by the

. user B. If the member user B decides not to use the
disclosed data file, that file is not added to the
available file list. The member user B may set
interception of the disclosed data file from the member
user A if so desired. If interception of data file
disclosure from a specific disclosing party is designated,
the interception—related information .is set into an
information intercepted member table such as that in Fig.
5 and managed by the data disclosure control computer 16.
Once such interception is designated, all subsequently
disclosed data files from the disclosing party déesignated
in the information intercepted member table are
intercepted, with no use authorization notice furnished

in Step 514.
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30 20 Novenmber 2006 secondary use of the copied data file is authorized
under the disclosure policy, that file may be discl osed Novambee2006anner t o
ot her menber users. Were the secondary use of the disclosed data file is
practiced by one nenber user after another, the initial disclosure policy
est abli shed: by the nenber user Ais inherited for each secondary use of
the sane file. Then follow the sane operations as in steps S6 and S7
above. That is, the integrated connection interface server 12 instructs
the data format conversion conputer 15 to convert (in step S18) the data
file comng fromthe file managenent conputer 13 into a data fornmat

conpatible with tie tipendibdheidigers Ry th used dw Whemenher user
B. The data format conversion conputer 15 transfers (in step S19) the

convert ed d@i@ciéé@dt@ythﬁe!ﬂéﬁﬁéﬁiﬁﬁbrCQPHQEéiﬁgbirﬁ£¥éf§@t§6&¥§r 12.
G ven the converted data file, the integrated connection Interface sever

12 retur nsal gel Beedisgird oF T B2y led sl op: 0)c ARG B dd.e i questi on

in a state conducive to being referenced e user term Yof the

menber user¢B. if+ 0 rs is not_autharjzed aor_if there is
no need for the c%%%éo‘?\%%%@%faﬁfﬁf Fans Lg"?efregléf O 457 | e

managenent £0 er. 3‘£ ret urned unconverted _to the nenber user B. Wth
this operatldﬁgHé fL%%ta;?i%%ftruc ionm in step Sléq Given tﬁe : :

instruction, the integrated connection interface server
12 transmits to the data disclosure control computer 16
(in step 16) the attribute information about the data
file whose use has been designated. In turn, the data
disclosure control computer 16 presents the member user B
with an operation screen (in step S17) based on the
attribute information about the data file and on the
disclosure policy management table (shown in Fig. 4) held
in the computer 16.

When the data file is actually used, the operation
screen displays only the operations that can be performed
in keeping with the disclosure policy established by the
member user A, i.e., the disclosing party. For examﬁle,
if a copy of the file to the user area 17 is authorized
but d&wnload of the file to the terminal apparatus is
_prohibited under the disclosure policy, then a "Copy"
buttdn appears.operable and a "Download" button
inoperable on the operation screen. Once the data file 1is

copled, it can be referenced but not downloaded. If the
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31 20 Novenber 2006 disclosed by the nmenber user Ais f | owed toQ be used
by other renber. users through the inventive system As?UHe¥§m5Ed0%hove in

detail, the data storage systemof this invention allows users' termnal .
apparatuses to connect with the data storage unit of the service provider
i ndependently of the types of the term nal apparatuses being used. The
data format converting el enent of the systemconverts the stored data in
the file storing elenent into a format conpatible with a particular type
of the term nal apparatus used by each wuser for connection to the system
Wth the stored data converted to a suitable format as needed, each user

can use theesbadedydaka usi mpeacbphietnaktappanat ys QﬁtﬁorQEé&régdéype for’
connection to the system The inventive systemthus allows users to access

and utilizetskouedcldatdel podiBprechhexicbhe HQ?”B& &PQ?lQEé&rfn {fﬁg from
the constraints of access locations or of the types o termnals used for

connection AnhBe $¥SheRkrFHERBELMEEy st heml W, nhuy%ﬁ§¥§&ﬁﬁéﬂ"°“51?°t only

the user who stored data into the system but al so ot S “Use the

stored datacysl A9-21088hr adchoETi DAL, RRALALYS forogomneRtion Lo the

system The data 1s converted to or nma
apparat us tQ%EeQaBBSQEe£9 Qﬁelgng 1al|gi§g95§ﬁgg pgﬁacy established

by the member user A is inherited for each secondary use
of the same file.
Then follow the same operations as in steps $6 and
+ 87 above. That is, the integrated connection interface
server 12 instructs the date format conversion computer
.15 to convert (in step S18) the data file coming from the
file management computer 13 into a data format compatible
with the type of the-user terminal 1 used by the member
user B. The data format conversion computer 15 transfers
(in step S19) the converted data file to the integrated
connection interface server 12. Given the converted data
file, the integrated connection interface sever 12
returns to the usex terminal.l (in step S20) the date
file in guestion in a state conducive to being referenced
by the user terminaL 1 of the member user B. If data
format conversion is not authorized or if there is no
need for the cenversion, the data file transferred from
the file management computer 13 is returned unconverted

to the member user B. With this operation, the data file
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32 20 Novenber 2006 suitable use conditions are set for. the q?t% %%ored by
a given user in the system the stored data may be dis ewanies 28iher '
users in ways desired by the user in - question. Different nenber can thus-
share the disclosed data in a flexible manner regardl ess of the type of
the term nal apparatus used for connection to the systemor the |ocation
where the connection is established with the system Wth their disclosure
policies established as needed, disclosing parties can realize what may be
termed protected disclosure of their data. Wiile a preferred enbodi nent of
the invention has been described using specific terns, such description is

for illustratseeopydpbgeshenngmbapdubbri & 16 he1owaderst gedytbatyghanges
and variations may be made without departing fromthe spirit or scope of

the foll owbBgee! RemBer 38s30sNeenshigh 2006: nEEAL Ma: %yst?érqata st or age

system having a plurality of termnal apparatuses of” users connected with
a data storage unids ofedtr SRLYI Q0RO QRIL MR FEOMULET DSt K, sai d

data storage unit storing data frominside sdid termnal apparatuses so -

that the storedndaracRie shPsROLERtLY1498% LY 521 dolzers, said data

aﬁparatuses to connect with the data storage unit of the
service provider independently of the types of the
terminal apparatuses being used. The data format
converting element of the system converts the stored data
in the file storing element into a format compatible with
a particular type of the terminal apparatus used by each
user for connection to the system. With the stored data
converted to a suitable format as needed, each user can
use the stored data using a terminal apparatus of a
desired type for connection to the system. The inventive
sysfem thus allows users to access and utilize stored
data in a more flexible manner than before freed from the
constraints of access locations or of the types of
terminals used for connection to the system.

Furthermore, the inventive system allows not only
the user who stored data into the system but also other
users to use the stored data using a desired terminal
apparatus for connection to the system. The data is
.converted to the format compatible with the terminal

apparatus that happens to be in use. In addition, where
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storage unit conprising: connecting nmeans for connecting said data storage
unit of said service provider with said term nal appar295@8§m%¥ 5

users via said computer network independently of types of said ternlnal
apparatuses; file storing neans for allocating to each of said users a.

user area of a predeterm ned size to store data frominside the termna
apparatus of the user in question; file managi ng neans for managi ng t he
data being stored in said file storing neans; and data fornmat converting
means for performng a data format converting process on the stored data
in said file storing mneans; wherein, in response to a use request from any
one of saiduisebse sabdcdatiatfionsnhreonyer FoRgtABAAS+aULOHBEH CaY | Y

determ nes the type of term nal apparatus used by the user base on

i nf or mat i ongi nBRT @8ErUDAEEha g@ﬁﬁéﬂlcahéogtafeaoagkaoﬁa%hse use request,
and converts stored data in said file storing neans into a format 34 20

Novenber 2086scrospattbl ecmbthubdest yRe,0fsthesieLy pal used by
the requesting user for connection to th gygyst%n] thg§ E%%Sﬁé%gzﬁﬁbata bei ng

used by saiguéetidbRal BARPAAIMS nddH UL ALY Sl d-J QIUeHINg user has

‘'sent said use request.
data in a flexible manner regardless of the type of the

terminal apparatus used for connection to the system or
the location where the connecﬁion is established with the
system. With their disclosure policies established as
needed, disclosing parties can realize what may be termed
protected disclosure of their data. |
While a preferred embodiment of the invention has
been described using specific terms, such description is
for illustrative purposes only, and it is to be
.understood that changes and variations may be made
without departing from the spirit or scope of the

following claims.
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2. A data storage systemaccording to claiml1, further_caonprising data

di scl osure controlling neans for nanagi ng use conditi ) Tefich said
stored data in said data storing neans are allowed to be used; wherein
said data disclosure controlling means enables the data for which said use
conditions have been set to be used by users other than the user who
stored the data in question into said data storing neans. 3. A data
storage system according to claiml or 2, further conprising announcing
means fogprapp@uncing that the data for which said use conditions have been
set are usable by the users other than said user who stored the data in

uestion into saidyd S i a torage system accordi ng
q 2l dp0al e, dé’ggfa BEm Ravéh kéegpf%rall HOS% srminal =

to claim3, wherein sald announcrng neans e an nce

spect 1 absr.oble bhan. ol CUSELho Shar Sl data hn dyestion ot

said data storing neans. storagée systiem accor

b og |l L BEEVEOUPELS L B ST GERLARG dIPANS [0k C3Labl 48 0d, 33, 20, Novenber

2006 intercepti t he announ rom a’specific in

[ esponse st8y fnd LSl S0 BANALDEL s 4SEL RELLT & @%%%ggsa?%o%$gﬁ%et2nttg}eor af ter

sai d announce A data storage system-ac any
one of Cl's@bggd:gcfa%aS a@@eoeggggetqu%rr]ltﬁ!valungezd }gglzjrtsg?.& users, said data

storage unit comprising:

connecting means for connecting said data storage unit of
said service provider with said terminal apparatuses of said
users via said computer network independently of types of said
terminal apparatuses;

file storing means for allocating to each of said users a
user area of a predetermined size to store data from inside the
terminal apparatus of the user in question;

file managing means for managing the daté being stored in
said file storing meansl; and

data format convertéing means for performing a data format
converting process on the stored data in said file storing
means;

wherein, in response to a use request from any one of
said users, said data format converting means automatically
determines the type of terminal apparatus used by the user based
on information inherent under a communication protocol of the
use request, and converts stored data in said file storing

means into a format
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conprising recording neans for recording settings of said _use conditions
angpa hls?ory of usgs by the other users of the data f &Y Namselher 2894 use
conditi ons have been set. 36 DATA STORAGE SYSTEM ABSTRACT OF THE

DI SCLOSURE A data storage systemis disclosed having a plurality of

term nal apparatuses of users connected w th a data storage unit of a
service provider via a conputer network, the data storage unit storing
data frominside the term nal apparatuses so that the stored data are

subsequent | yodiged 1 d he wsane chhe dat a:hestt%&?fﬁﬁaﬁ!”'ﬁ%ﬁhgﬁl:ﬂgeﬁséd

connecting elenent, a file storing elenent, a aging elenment, and a

I | one
data f or MalyE Qe riddi 1P ise r BoESEHAREELL 0n teloth ! G Thah any

of the users, the data format converting data in

the file stq [ r atible with the e of the
term nal apparatus usegab§£%%§an%ggg§ingqgs FKP6Pa oﬁﬂ%%t?%%gh tEth ]
system The ta i.s used b the ter naI par atus t hroug iC
the requestﬁﬁgﬂh Il%ﬁgéﬁﬁen G TS é?n% sald use

request.

2. A data storage system according to claim 1,
further comprising data disclosure controlling means for
managing use conditions under which said stored data in
sald data storing means are allowed to be used;

wherein said data disclosure controlling means
enables the data for which said use conditions have been
set to be used by users other than the user who stored
the data in question into said data storing means.

3. A data storage system according to claim 1 or
2, further comprising announcing means for announcing
that the data for which said use conditions have been set
are usable by the users other than said user who stored
the data in question into said data storing means.

4. A data storage system according to claim 3,
wherein said announcing means makes the announcement
to aISpecific user other than said user who stored the
data in question into said data storing means.

5f A data storage system according to claim 3 or 4,

further comprising intercepting means for establishing
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interception of the announcement from a specific user
either in response to a request from another user before
said announcement, or after said announcement.

6. A data storage system according to claim 2 or
any one of claims 3 to 5 dependent on claim 2, further
comprising recording means for recording settings of said
use conditions and a history of uses by the other users

of the data for which said use conditions have been set.
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