3 0 OCT 2003 WOOO 6&06 PC76EOMOy99 KEY AND LOCK DEVI CE FI ELD OF | INE J(amﬂa
The present invention rel ates generahly to key and lock 5 deV|ces an

nore specifically to an el ectro- nech?nlcal key and | ock device and e key
device. BACKGROUND It is previouslyiknown a variety of |ock devices that
use el ectronic devices for |ncrea3|ng the security of 10 the | ock and for
provi di ng eff{eedéssgr adm ni strati on, managenent, and congdidrosmdoesdseys and
Personnel . However, the demand for Iock systens with a high | evel of secu-
rity and at the sane tinme being easy to admnister is constantly

i ncreasing. 15 The UK patent application GB 2 309 046 di scloses a | ock

that sends a random nunber to &@e¥xnpWMHah pappttes a crypto algorithmto

t he random nunber and sends a code word back to the lock. In the |ock, the

code word is red ) i esired code word, which is generated 20 by
appl ying the s§§g3§#¥g%§&gg§gﬁithn1to the random nunber. An authentication
signal is thengengraded $AvedORG 28140&s %@ﬂ@r%@ﬁﬂt@nge§fH%ddQ%bEed code
word are substantially but not necessaril letely 1 n agree- ment. The.

descri bed kdy &RJ:FoRk 2SfsTRAT FRECLEVERHY %8 P rﬁlteét*-FBrf%e%{Wdllﬂﬁémbacks The
comuni cati on hetvweed 1dcRCheditk key bSkad ekess, introducing noise in the
transmtted information, Therefore, uhe | evel of secu- rity is decreased as
a certain degree of m smat ch be- tween the results calculated in the |ock
and the key 30 BAGEERGI&M| | owed. This|might be allowed in a car |ock

appl i cation, a% §St£¥%éi%ﬁglyeﬁnownbUtv£¥¥ety ogofgn% devices that

use electronic devices fqr increasing the security of
16 the lock and for providiég effective administration,
management, and control ?f keys and personnel. However,
the demand for lock syst¢ms with a high level of secu-
rity and at the same timé being easy to administer is

constantly increasing.

15 The UK patent application GB 2 309 046 discloses a lock
that sends a random number to a key, which applies a
crypto élgorithm to the random number and sends a code
word back to the lock. Iﬁ the lock, the code word is
compared with a desired ¢ode word, which is generated

20 by applying the same crypto algorithm to the random
numpber. An authenticatioﬁ signal is then generated so
long as the code word and the desired code word are
substantially but not neéessarily completely in agree-
ment. The described key %nd lock system has several

25 limitations and drawback%. The communication between
lock and key is wireless, introducing noise in the
transmitted information.:Therefore, the level of secu-
rity is decreased as a cértain degree of mismatch be-
tween the results calculéted in the lock and the key

30 must be allowed. This miéht be allowed in a car lock
application, as is the cése here, but not in normal

lock applications. Furthermore, the key is limited to



| ock applications. Furthernore, the Mey is limted to 3 O ocT 20880 OCT 2003
woavbaszn FCT$EOONCB99 t he use with ane single | ock, thus nmaking the system
unusable in a master key system The [European patent application EP O 816
600 discloses a single key system cadnprising a |lock, keys and a codi 5
Fier. The lock includes an electronic circuit which stores an access code
a4 identificebicosssmodes for the keys with specific restpegédomings The keys
include elec- tronic circuits that store the access codes for one or

several keys. However, one drawback with the described 10 single key system
is that it is possible to read out or intercept date, lowering ., the

llevel of securigne wSEMYARY dae THEINVENE] Mus AR 0PI @6 s9Ecihe present

invention is to provide an electro-nmechanical |ock devicé of the kind
initially 15 Seehedt WfeMEPhet HEEYUSEFtH1 | not see any difference to the
use of a traditional all nechanical |ock. Another object of the invention
is to provide alHeo@Ekrodeam gatehataprsl iwet ors@RUNe8and6T®RIdiabl esdshan known

| ocks. 20 Anot hec r oV og vi ge whereinth,. assi gnnent
of keys is faci |ta?l§ ﬁ%%%g gﬁgoglg%§s?gétoﬁoggV|g%y%5¥“%as?m§ddlng or

del et- ing of afidvoriTsatiork dhcaedesant eletiercoper at tontovhach cyl i nder by

the key. 25 AnogietesObheficdss EOIIHY qﬁemﬁlc%fe&w deehanrbeal,d ock device
with a reliable transm ssion of data!and power between the key and

cylinder and wik8VsawdhbrePaqifec Hettay ckopnopahst kevs omalkee gddarder .

tronic circuits that store the access codes for one or

several keys. However, o%e drawback with the desc;ibed
10 single key system is tha? it is possible to read out or

intercept data, lowering!the level of security.

i
SUMMARY OF THE INVENTIONE

An object of the present,invention is to provide an
electro-mechanical lock device of the kind initially !
15 mentioned wherein the user will not see any difference

to the use of a traditional all mechanical lock.

Another object of the in&ention is to provide a lock
device that is more secuie and reliable than known

locks.

20 Another object is to provide a lock device wherein the

assignment of keys is fa?ilitated.
1

|
Another object is to pro%ide for easy adding or delet-
ing of authorisation of Lccess to the operation of a

cylinder by the key.

2% Another object is to provide an electro-mechanical lock
device with a reliable transmission of data and power
between the key and cylinder and with a short time

delay for operation of the cylinder.




!
8 0 OCT 2003 WOM SEK PI CTSUMN' Still |anot her object is to provide gbouch
device that enabl es easy replacenment -and upgradi ng from nechani ca t 2003
el ect aechavi cal | ock of an existing | ock device, Another object a to

provide a | ock device wherein the key systemis not limted by nmechani cal
restrictions. Tie The invention is based on the realisation that no

secret codeswares®¥changed between a'key and a | ock but pénsiceadssa random
nunber generating the necessary information for determ ning Wiet her a key
is authors ised. This random nunber i's used together with |ock or key .
identification insider to achieve a | ock and key Medication Wtt. inproved
characteristicsciThusmotaegossidd i@ tHepddvents ondkhekeidts diL@vi ded a key

and | ock device_as.defined in claim1. according to the Invention there is

al so provi ded a?nﬁ%%/es (fé’\?iyc’éeig]saﬁfé‘faf“ﬁe%l“ YOPAR Ry frompechandcapr ef erred
enbodi ment s ar eodefédtadrienhiicaldependentanckai $iBingl 10dheadvivent i on provi des
a key and | ock device and a key 20 device by neans of Wich at | east sone

of Its above pr s pyd j 0 one.aor. at_|eas M ti gat ed.
BRI EF DESCR! PTIA%%‘:%:@S\I%!A\%\? RO Ho Brbu AL DUBLE U0 e?%‘?]feblendfthﬁy way of
sandal s, w Ph X258 Péfi@mengentto tifétad dompaabemiradr ankhysstiiomswhi ch; FIG 1
is op. overall view of a |ock and a I»:(ey according to the invention;

The invention is based on the realisation that no

secret codes are exchang%d between a key and a lock but
instead a random number éenerating the necessary
information for determinﬂng whether a key is author-

10 ised. This random numbergis used together with lock or
key identifications in o%der to achieve a lock and key

combination with improved characteristics.

Thus, according to the invention there is provided a

key and lock device as defined in claim 1.

15 According to the invention there is also provided a key

device as defined in claim 19.

Further preferred embodiments are defined in the

dependent claims.

The invention provides a |key and lock device and a key

20 device by means of which |at least some of the above

problems with prior art dre overcome or at least

mitigated.

BRIEF DESCRIPTION OF DRAWINGS

The invention is now desdribed, by way of example, with

25 reference to the accompanying drawings, in which:

FIG. 1 is an overall view of a lock and a key according

to the invention;




800cT2009 FIG 2a is a side according to the FIG 2b is a side vi ea'@fq['a:r 003
second enbodi nent of a key according to the invention; 5 FIG 3 is a b oclg
di agram of the electronic circuitry of the key and | ock device according
to the invention; FIGS. as and 4b are an overview of electronic

information elenments of a key and a ”ock, respect Y1 FIG 5 is a flow chart
descri bi ng awoesdsssdi nent of the 10 iinventive authenti cagdmropsoewess, and
FIG 6 is a flow chart describing an|al4¢ernative enbodiment of the

i nvective authentication process. DETAI LED DESCRI PTI ON OF THE | NVENTI ON In
the following a detail ed descriptioniof the inven- 15 tion will be given.

In F# 1, a keyFrl0.and ia hogkd2Giear 6f sh@wistBotdbdiiese SRiN Rgrts are
shaped |ike kngr@noréﬂenvi €S, dhi s ngans. that a user famliar with conven-
tional |ocks wi Texper ey ARy°Yi fficulties using the |ock according
to the invention. This also neans 20 that an existing conventional |ock

cyl i nder can b&IGref? dGed bide Ideloek xyeicaderemtrolinenn ¢ G kéy Thus, an
upgradi ng of thec6pmMeNtLOPRY .idkht fBchani cal lock can take place w thout
encountering ing any problens. Preferably, the lock is al-plug and pl ay”
cylinder or_a "stand alone" cylinder_ with the possibility to accept

keys with tHe %?8ht§ ﬁ@cﬁa’ﬁ?‘é‘éﬁ d&ﬁar@ﬁeocft FPEa?l%CdiféPlaﬁ%l?céﬁr¥6Ye of the Iock
is that it canoéxcthadeykeys lddoreaitockcekacid itzakhy. idves@rbeet key can.
rotate the 8 0 OCT 2003 W00/ 65536 PCTSTAU Q0899

FIGS. 4a and 4b are an overview cof electronic

information elements of a key and a lock, respectively;

FIG. 5 is a flow chart describing an embodiment of the

10 inventive authentication process, and

FIG. 6 is a flow chart d&scribing an alternative

embodiment of the inventive authentication process.
|
i |

DETAILED DESCRIPTION OF THE INVENTION

In the following a detailLd description of the inven-

15 tion will be given. In FIG. 1, a key 10 and a lock 20
are shown. Both these mai% parts are shaped like known
devices. This means that a user familiar with conven-
tional locks will not experience any difficulties using
the lock according to the invention. This also means

20 that an existing conventional lock cylinder can be
replaced by the lock cylinder shown in FIG. 1. Thus, an
upgrading of the conventiénal, all mechanical lock can

take place without encountering any problems.

Preferably, the lock is a| “plug and play” cylinder or a
25 “stand alone” cylinder with the possibility to accept

keys with the right mechanical and electrical code.

One feature of the lock ils that it can exclude keys

from a lock electrically.; A correct key can rotate the




plug as long as it is fully inserted and in both direc- tions as gi

the |l ock case or latch to which the cylinder is attached. Once th 6e@CT320[]3
renoved, a new authorisation cycle starts when a key is inserted again.
The lock cylinder is nade up of a housing 21 and a core or plug 22
provided in a yore in the housing 21, as is conventional. The cylinder

al so conpri s¥QM¥@msent i onal nechani cal bl ocki ng el enment BCTSEG008%0wWn) . An
el ectrical 10 bl ocki ng neans and an ac®uator 40. (shown in FIG 3) are
provided in the plug 22, wherein the {function of the actuator is to
control the bl ocking nmeans. The funct!i on of the nechanical and el ectrical
bl ocki ng neansrlsy tag lbhocks tilteipperldtyi dnsofteadh ahdckn Sdvahl diaec+ nserted key
15 present an C / e t he

parti cul ar use% W | Iag %%%%E)ﬁ/@dl?ékgfg%%e&etq%rtltcﬁg{%gﬂg‘qg tﬂ:?r adl tional
mechani cal keySyHadsr sheattasbeft sOnfissther kkeysameneachs aunevl the | ock
latch or deadppldoriSat 844k agiad Q@:ﬁrtsm}{@g gqceay lgcked. pQgi tion). 20 The
only difference is that there may he ‘a display or other indication on the
key that reterd¥tids the power left in the battery to indicate if the
battery has been discharged to a |level that desires replacenent. The type
of mechani cal 'bﬂxee)djacrkgcglmﬁmt ieomdde! l:me afiya hmséagveEntananal ceteenent, such

as a pin, sideba and i s¢ or means of free otatlon of the
cyl i nder pl ug. Q lu&’e? u}f{mflde% p03| i onatlr}‘s gf’\‘f\%ﬁ/%g Izz)ékea {¢l osed).
Thi s ensures th@mvemhepeaw Iﬂhebeyhonderre@lpasgargeﬁses amvennaotdior i sed person

mechan ool 1y cre o R AR AR RS R S el oo
10 blocking means and an actuator 40. (shown in FIG. 3) are
provided in the plug 22, wherein the function of the
actuator is to control the blocking means. The function
of the mechanical and ele%trical blocking means is to
block the operation of th% lock should an inserted key

15 present an incorrect mech?nical and/or electrical code.

Thus, the particular user?will'not see any difference
to the use of a tradition%l mechanical key. He or she
inserts his/her key and turns until the lock latch or
deadbolt is retracted (or: moved to a locked position).
20 The only difference is that there may be a display ox
other indication on the key that references the power
left in the battery to indicate if the battery has been

discharged to a level that desires replacement.

The type of mechanical blocking element could be any
25 conventional element, such as a pin, sidebar, ball, and

disc or by means of free rotation of the cylinder plug.

Thé default locking position is always locked (closed).
This ensures that there w}ll be no free passage for an
unauthorised person in ca@e of e.g. electric failure.

30 The locked position should be mechanically ensured when



the key is renoved fromthe cylinder or when it is re- turned to éﬁertion
position for a disc cylinder. The key 10 conprises a grip part 119dhdCT 13083
or blade part 12, see FIG 2a. The grip 11 conprises a battery 5 13 and

el ectronic circuitry 14 conprising a mcro- processor chip with associ ated
menory etc., the func- tion of which:will be described |later with reference
to FIG 3. Waevdssys part 12 is provided at its outer endPCIENHMO8S connect or
15 adapted to co-operate with a con 10 #ector in the lock 20. The
electronic circuitry is powered by the battery 13, indicated with an
inter- connecting line in FIG 2a, and is al so connected to the connector
15. An alter nattih\eekeyrbicﬂ:lirﬁeqwd diromheh&k ey ldader dimgheo thels ¥e-i nvention is
di scl osed in FI (o] d on the | edge of
the grip part f(la,rtr%g %o opg%’gmrr \%l%s(ﬁzgg&gcofﬁ%e%t%lrSéoﬁcytlgﬁg%lgce of the I ock
20. In all other aspects, the connector 15 in FIG 2b func- tions as the
one in fig 2a. 26 e ]t?atcf’@P’f/lsE? fr 8YHRIRETn 1t Pk &y PiD % PdAgieone of
convent i onal tmetay:a; |l er6n &t on:s& seld lllflgc&ﬁgfmrs@% a d/@r-yWat ches, in

drugst ores The bat is held,!in place nmeans of a conventl onal
battery hol 13 | A9t %aetc‘%\féﬂ}lc Ctlrcé‘lﬁﬁ%qut (‘5%‘8{%&6’«9 4 BsTPbattery. The 25
only tool need@iostﬂ)mijﬁlpOWJ.tt}heslsbkﬁatddﬁmafﬂoﬂjtéﬂ’cna tid VEanerbodi nent, a

seal or a hlgh Ie e, openin i s.,used, where thi referred.
Repl aci ng the bat %{e?f/ % fo éoreaggs%lﬁltbed rdLégt;rr ewcf‘t%h %ec SP6RsC A cl ock
will, however, Mi6ed3t disebsetpaftt @2 89 mravatiterat dhangeterTling cl ock setting

s ngT f ect ed bY ,1WRANSe HneBe Oz 1SBEEEER dNE8- Bkt PL OB AMILRY UN' -
10 nector in the lock 20. The electronic circuitry is
powered by the battery 13, indicated with an inter-
connecting line in FIG. Za, and is also connected to

the connector 15.

An alternative embodiment of the key according to the
15 invention is disclosed in FIG. 2b. Therein, the connec-

tor 15 is located on the iedge of the grip part 11 to

co-operate with a connector on the face of the lock 20.
In all other aspects, the connector 15 in FIG. 2b func-

tions as the one in fig éa.

20 The battery 13 provided in the key 10 is any one of
conventional type availagle in stores selling cameras
and/or watches, in drugséores etc. The battery is held
in place by means of a cénventional battery holder. In
that way, it is easy to replace a used battery. The

25 only tool needed is a coin or the like. In an alterna-
tive embodiment, a seal or a high level secure opening

is used, where this is preferred.

i
Replacing the battery will not erase data or affect
functions. A clock will, |however, need to be set after
30 a battery change. This clock setting is effected by

means of e.g. insertion into a key programming unit.




WO 00/ 68536 PCTSFAOr 08899 When the battery is al nost discharged, tbe ﬁér
is no- tified that a battery change ii's necessary. This is done by n@ Tcﬁﬂﬂa
e.g. an LCD display, a buzzer, or an.in- creasing nunber of unbl ocking
failures. Chip tenpera s ture is used to conpensate for decreasing voltage
and avoid early battery warning. Thé unbl ocki ng penalty starts when the

el ectroni cs weoeodseet a too | ow voltage | evel at normal twipesadspee. The

key will just open every Second attenpt? and succes 10 sively nore sel dom
in that way, the star is alerted of the fact, that it is tinme to replace
the battery. The electronic circuitry of the key 10 and the lock 20 w |
be described iwh&etwaiel bhbtdhe ikoklmdingisdbadhe, ekpet iy g ase wel |
protected agaipst. any.formof . mani pul atiion, illegal reading or change of

i nf-or mati on. ﬁl‘b&teﬁ{]}sﬂh@gdﬁ B AN TR ShAT ' 8esT ket Ve <af SGftfard  and
isolate all ellegtwdapal ofivelud .esinf LOIN dExpeanal a manizer pubAtinons; handl i ng, and
environmental hazar.ds. e le,. th 1 craopracessor _has been desi gned
with neasur etho pl(r;%lt ggﬁg?lﬁ%fi ﬁﬁlggoﬁ lf/lgo aniﬁlerer?éngﬁp on the " chi p. The

el ect roni csdS of tetee deeypsed Wi Idompemsdte descdedbmasingt voltefger ente to Fl GS.

2a, 2b and 3. 2o f QI G,3d5 988N Hhat the key el ectronics includes a

m croprocessor 16 and aSsociatéd nenory 17 and 18 and an anal ogue circuit
19. The batter¥ 13 is connected to the m croprocessor 16. However, it is
al so connect ed o UHECKHHhRPBL C Y S EAREr BBRP FOReFIEFIANERE Bt tery in the

30 key can be teansf evbetow ordihegd ondrerl 8ELKRIACS tedod)d a@GTe 20033 W000169536

PCP/ D E6a0AR99 . . ’ ;
key will just open every second attempt and succes-

10 sively more seldom. In thPt way, the user is alerted of

the fact, that it is time| to replace the battery.

Electronics

The electronic circuitry of the key 10 and the lock 20

will be described in detail in the following.

15 The electronics are well brotected against any form of
manipulation, illegal reahing or change of information.
To this end, precautions have been made to safeguard
and isolate all electricall modules from external mani-
pulations, handling, and environmental hazards. For

20 example, the microprocessor has been designed with

measures to protect the integrity of the memory on the

chip.

The electronics of the key 10 will now be described
with reference to FIGS. 2a, 2b and 3.

25 From FIG. 3 is seen that {the key electronics includes a

microprocessor 16 and asslociated memory 17 and 18 and

an analogue circuit 19. The battery 13 is connected to
the microprocessor 16. However, it is also connected to
the connector 15, whereby power from the battery in the

30 key can be transferred to the lock electronics.



The m croprocessor 16 can be of any conventional type. However, ‘3ﬂﬁc
preferred that it is a customnade gircuit incorporating the parts T 2003
necessary to perform the inportant algorithns discussed below. Also, this
5 further increases the sped by whi cﬂ the authentication procedure is
performed, preventing unwanted del ays when operating the |ock. This
encrypti on alvg@séssdam can be inplenented totally or partpahdeyoddgodwar e or
software w thin the m croprocessor 16.8 10 There is an anal ogue part. 19 in
the key electronics, which acts as an interface to the digital
el ectronics. A correspondi ng anal ogue part 29 is provided in the | ock,
see bel ow. |In trhe niatlprbtesanal ogeen par bf29ny fdomethonsnastgpei Nterface to
t he act uat or 4Q.wel‘75 The_apal ol%ge gaé tt} %I sg erformvarious additional
tasks, such as {8 daredt that™A%key" i3 n toht &c R OH ™39S ock. They al so
perform. a veryriuwiporitantpeedtingtyhe trasks hémasspret ectpdriferal ect roni cs and
t he actuator i nst L pul at i peni_n f the lo or .key by 20
el ectroni-c attggﬁsi,}épsoﬁc Q%salﬁ‘r%%gflﬁg%%tfg%é:}lg(s:g? rbeen o %iéspoét itﬁ%e codes
trials, etc® TRiEstimwtecréarrscaheberesar b veiktbyha desteniéthvign of the
anal ogue part | k ﬁé]_q:’ ock 3 t h he act uat or
does not ent erb?%%&ﬁlgﬁ- glgocki ﬁgﬁegéﬁﬁ%%gtgggﬁ%gﬁ%gglcgegl%g%o‘age% he nenori-es
17, 18 connect @Heﬁ)ﬁﬂ?eth?rijﬁqcéfprglé'b%s%?c.ryﬂfﬁéoﬁ origoshtigl aehebeirst nenmory 17
in the key is;jho SiReddad@n11§9sr dbdiadikeYy! R rdack D sftGare See bel ow.
The second nenory 18 is a tanpér proof nenory protected agai nst ;external
physi cal attenﬁfgmtrb e PEFPAPSCEME P, In that menory 18, all secret
information elenments, e.g. codes for |encryption, are 3 O OCT 2003

10 There is an analogue part: 19 in the key electronics,

which acts as an interface to the digital electronics.

A corresponding analogue part 29-is provided in the
lock, see below. In the lbck, the analogue part 29

functions as an interface to the actuator 40.

15 The analogue parts also perform various additional
tasks, such as to detect that a key is in contact with
a lock. They also performéa very important security
task; they protect the el%ctronics and the actuator
against manipulation/openhng of the lock or key by

20 electronic attacks, such as high voltage, current,
repetitive codes trials, etc. This protection can be
archived by a destruction;of the analogue part in the
key and/or lock and thus guarantees that the actuator

does not enter the non-blocking position.
|
|

25 FIG. 3 also shows the meﬂories 17, 18 connected to the
microprocessor. The functhon of the first memory 17 in
the key is to store data %egarding key ID, lock ID,
eté., see below. The secoﬁd memory 18 is a tamper proof
memory protected against kxtérnal physical attempts to
30 read its content. In that memory 18, all secret

information elements, e.g. codes for encryption, are



WO 00160536 PCf $600100899 stored. The software could al so be storgd@t&ef ein
do better. security. For security reasons, all inportant data tha r 2003
the nenories 17, 18 are encrypted using the algorithns 5 di scussed bel ow.
Thus, the data is difficult to inter- pret in the unlikely case that an
unaut hori sed person has been able to read out the nenory contents. The

el ectroni cs wboisdsessl ack 20 is al nost identical to that efr/debgooke®y 10 with

t he exception that there is no 10 battery in the |ock and, optionally,
there is addi tional actuator driver circuitry (not shown). There is the
connector 25 adapted to co-operate wiith the connector 15 in older to

enabl e transf erstafrepovetic andtwdad acdebWees, thae skeyed G rardih heyd ock 20. The
contact 15 poi rg:] Qetween the connectars 15, 25 is thus used for transfer

of -both power and dat8°“WhHéYkey materlial, being of a suitable netal,

serves as ground. The connector 25 ils connected to the m croprocessor 26

wWith associat gbmmerorf By ZPA508s, Fid hupavang dhta Heha20and ciroprocessor 26
is identical todhatmefidhas Meropy éﬁ@??ﬁedl@siJFFJl—EaE%iESPﬂhn%aV' ngs are

achieved and the key and the |ock ellecttonics w /| easier to program
One advant age WisueRed RS AndT ek theviieer dec i 8f iplittoto2bntase i nventi on

is thus that codeespandidginahikesy candbenssed Lapukey-iand bogkn The
m croprocessor can operate in different nodes, with. and w thout

connection to d3S&EERrIFLWLhISTHY ‘WiTt hRUt"CERY | R Sower, as | ock or

key, controlling an rush | ?for or not etc, thus reducing 30 costs. In that
way, a battery Tenebecprovicdedithe leckkay,is alibet cidenndesl ao oth in the

key and in the tn.¢ of the key 10 with the exception that there is no
10 battery in the lock and, optionally, there is addi-
tional actuator driver circuitry (not shown). There 1is
the connector 25 adapted to co-operate with the
connector 15 in order to enable transfer of power and
data between the key 10 and the lock 20. The contact
15 point between the connectors 15, 25 is thus used for
transfer of both power and data. The key material,
being of a suitable metal, serves as ground. The
connector 25 is connected to the microprocessor 26 with
associated memories 27, é8. The hardware of the
20 microprocessor 26 is identical to that of the

microprocessor 16. Thereby, cost savings are achieved

and the key and the lockielectronics will be easier to

program. i

One advantage with the key and lock device éccording to

25 the invention is thus thét corresponding chips can be
used for key and lock. The microprocessor can operate
in different modes, withéand without connection to a
baétery, with and withoué continuous power, as lock or
key, controlling an actu§tor or not etc, thus reducing

30 costs. In that way, a ba%tery can be provided in the
key, in the cylinder or both in the key and in the

cylinder.




entry to everybody if the nmenories have been tanpered with. To r

status a systemkey is used together with progranm ng software

reinstall the keys in the cylinder. Status can then 5 be checked with a
test bud. The standard function of the actuator is to electri- cally

unbl ock (opeW®P oy/43e36bl ocki ng nechani sm and to nechani cal *GI/SERM0EEK ( cl ose)
the mechani smwhen the key is retract é8. Rebl ocking the mechani sm may al so
be per 10 formed when the plug is rotated back to the | ocked po- sition of
the cylinder. The el ectronics can also be wused to electrically reblock

t hebl ocki ng meEhaf SHtFPricH BespPedRImT 6PnetdroBY ebertthe 15 Al keys and

locks have a unbmiaeel 86 WHeh kd@PEILY WAkn . CRSIGCRBPL I SiNgcgeyer al
i nf-ormation elenments control- lin e function of the keys and the | ocks.

t
The infor- rratFoﬁY%ﬁeéh%ﬁi’sl%qu&dkg?g Nex WHER RHATFaWBIFDECdEvaseri bed with
reference to Ft& rdnsandl 4me neypect inte) vyl 204ekhe sebeed rQRi ensode is
di vi ded intg) d'éff%{)ent se&r&snt% for the use of manufacturers, distributors
and custom " er 8% SHFESuBTE %l iM% -are conmon for devices of a rmmaster
key systemwhile a secret segment is provided for secret information. 25
For the presenth¢ ritentpof, funsdignedtdtheonrtukieyr dedeo «lemprises t he

Tgl I(gm B? rel evanty RABY Sck SRDeRh CenddbiocRuRy I fediEY LR XL Secret Key

cylinder. 3 0 OCT 2003 wo owcssa ecr rssoorooavd 10 The el ectronigj1 (rgcraé_us S
i
to

mechanically reblock (close) the mechanism when the key
is retracted. Rebldcking the mechanism may also be per-
10 formed when the plug is rotated back to the locked po-
sition of the cylinder. The electronics can also be
used to electrically reblock the.blocking mechanism if

so desired.

Information Elements

15 All keys and locks have al unique electronic identity or
code comprising several information elements control-
ling the function of the keys and the locks. The infor-

mation elements of a key or a lock will now be de-

scribed with reference to; FIG. 4a and 4b, respectively.

20 The electronic code is di%ided into different segments
for the use of manufacturers, distributors and custom-
ers. Some public elements are common for devices of a
master key system while aésecret segment is provided

for secret information.

25 For the present invention, every electronic key code

comprises the following relevant parts, see FIG. 4a:

e Public Key ID (PKID)
¢ Secret Key ID (SKID)

* Encryption Key (Kpes) |
30



Encryption Key {Koss} 30 3 O OCT 2003 WDAJ6S536 PGT/ 6EW i (r) g99 .
Correspondi ngly, every electronic |ock code con the follow ng par3 Q 0642003
FIG 4b: Public Lock ID (PLID) Secret Lock ID (SLID) 5 Encryption Key
(Kom) The basic elenments will now be |described in nore de- tail. PKID PLID

- Public Key/Lock Identity 10 PKID/ PLID uniquely identifies a device in a
master key @yab/693s As the nane indidates, this infornmatp@issesoosshb- |ic,
i.e., there are no extra security neasures taken to correct soneone from
reading this information. SKID/ SLID - Secret Key/Lock ldentity 15 The

secret identity of adevice is a randomy generated nunber that, in the

preferred enbodid@ilpoh8iddley,SatEry fddlecOPén F QR KOE-GEHEESisds the name

indicates, this infgrmationis hi dden fromthe outside, 1.e., is non-
readabl e i nf or nEtS oM USBH'T MREFRal 187 |6ECa #ovi ce. 20 Koss - Encryption Key
The Kss; conprises a randomy generaﬂed encryption key. In the preferred

enbodi ment, thes DESoEBRCMYRKI DM @rgoy (rithmis used, partly because its
speed, and preferabtyer tthexTth pise1BES (3DES). 25 In the preferred

embodi ment, Pay, i g,iAeticGake N@,)devi ces of a master key system Xns is
in no way readable fromthe outsi de and is used by the al gorithnms executed

internally of the ke¥ianehements will now be described in more de-
tail. :

PKID/PLID - Public Key/Lock Identity

10 PKID/PLID uniquely identifies a device in a master key
!
system. As the name indi?ates, this information is pub-~
lic, i.e., there are no %xtra security measures taken

| .
to prevent someone from reading this information.

SKID/SLID - Secret Key/Lbck Identity

15 The secret identity of ajdevice is a réndomly generated
number that, in the preferred embodiment, is the same

for one group of devices| As the name indicates, this

information is hidden from the outside, i.e., is non-

readable information useﬁ internally of a device.

20 Kpes — Encryption Key

The Kpes comprises a randomly generated encryption key.
In the preferred embodiment, the DES encryption algo-
rithm is used, partly beﬁause its speed, and preferably
the Triple DES (3DES).

25 In the preferred embodim%nt, Koes is identical in all

devices of a master key system.

Kpes is in no way readable from the outside and is used
by the algorithms executed internally of the key and

lock devices. This is a wery important feature as it




| ock devices, This is a cry inportant feature as it | 3 0 OCT 2003 \§Of FT 2003
00/ 68536 PCT/ SE06/ 00599 12 elimnates the possibility to copy a key ] us

by read- ing the contents of its nmenory. For can used in the authorisation
processes taking place between different devices, as in the enbodinent 5
described with reference | do FIG 6. Thus, for a key to be able to operate
a | ock, bothwohessssy and the | ock mist have the sanme Kogcr/shi@esw se, the
authorisation process will fail, as :wlkl be described in nore detail

bel ow. 10 Authorisation table In every lock there is an authorisation table
stored in electronic nmenory. The authorisation table determ nes which
keys are accepEédmmaﬂehetheqkosmquéay‘z|t(mcofﬁaea legnfiugtrat ir@adand function
wi I now be di sgyssed. i aS|cform the authorisation table sinply
lists keys aut ﬁgrffs%e ;ée{lﬁe ck |nm?q‘?1°er§t| on, see FIG 5 under the

headi ng "LOCK" Thus, for initiating an aut hent| cation procedure,i the PKID
of a key inserfed a0 UeRe Pockamasthorlsatipneryaneseps ataiod sed keys. A key
20 is listed bylhés Hythays ai teitehtYdevtiesh as% gqeteemnediiRythe PKID, as
al r eady Has been expl aj ned. As_al ready stated, when a key is listed in the

authori- safi ofi*f® FRED Ot ieSB6RdT NG *Sect etTkisy Folrit %y tSKID for the
key in questl obei SbBeI Qbedpei-ama al nothe bdanhptes edeiednenadilgent , the: SKID

is the sane for a of _one gro of .keys and is used for security
reasons. i YA t gibf)l%‘—’mﬁ %" ﬂ}féwéﬁ?th}POﬁlth%r%

process will fail, as w1lﬁ be described in more detall

below. :

10 Authorisation table

In every lock there is an authorisation table stored in
electronic memory. The authorisation table determines
which keys are accepted by the lock in question. The

|

configuration and function will now be discussed.
! ‘.

15 In its basic form, the authorisation table simply lists
keys authorised in the logck in question, see FIG. S
under the heading “LOCK”. Thus, for initiating an
authentication proceduref the PKID of a key inserted in
the lock must be in the list of authorised keys. A key

20 is listed by its unique identity, which is determined

by the PKID, as already has been explained.

As already stated, when a key is listed in the authori-
sation table, the corresﬁonding secret key identity
SKID for the key in quesﬁion is stored, too. In the

25 prefefred embodiment, thé SKID is the same for all keys
of one group of keys and is used for security reasons.
It‘is not possible to read the SKID from the keys or
locks without having fulﬁilled special authentication

procedures by means of a |system key.




| ocks without having fulfilled special authentication procedures _Ia/mael?s A
of asystem key. wononxoe Pcrrseaaness Aut hentication procedure an 2303
applications, where an authorisation table is being stored in, the

cylinder nmenory to control access privileges at the door, as :
identification or 5 authentication procedure is perfornmed. A first, basic
procedure w MOBESSExpl ai ned bel ow witth reference to Fl GPCBSE/8®hi ch st eps
performed in the key electronics 14 arfé displayed to the to and steps
performed in the |ock electronics 24 are splayed to the right. Before 10
the authentication procedure is initiated, the key 10 in question is
inserted into #Héhenicadon|prodesiugeesent exanpl e, the PKID of the inserted
key is "1234" -an e SKID is "0017". The PLID is "9876". The authorised
keys |ist of thIZl ?%%tlccagﬁ?glshswrﬁEFDaﬁna OIrbSi%l‘?rbrtagﬁF HutIsdfPsed keys,
i.e., PKID 1 angosgd Bn [theoeykindeirr sémdegy toPKbixblandc&kKs D-2 for a second

key etc. In the; e.+d the first key .corresponds to the data
for the i nsert%%lﬁggigg%ﬁ:sﬁéioﬁgéf eagljtf!(in%tlﬁéc%ﬁoﬂ S retrieved fromthe

key 20 mendry 2Prhapdadion apraredued [t nerdoknek. & éérsonitesi24. In the
present case, Iheckaf:s HLL 0% "H33ndd ncCANSII LoGy ML S pubDIi C
information. This informa- tion is received and processede by the | ock

el ectronics 241fFn 3t édp 2BBHCD |G6RE N FBEeghie Hdealelosl exdtriooncs abl e 25 to

find out whether the diepebyed fKkRe "B EhasqaBYey pebBSrflY hihesnhin the
tabl e. The receiived PKID matches PKID 1 and the authentication procedure

can thus pro- S868 TPErFaRL21G? PResTEPI2YEY thdheogkaht . Before

10 the authentication procedure is initiated, the key 10

in question is inserted into the‘lock 20.

In the present example, the PKID of the inserted key is
“1234” and the SKID is “0@17”. The PLID is “9876”. The
authorised keys list of the lock contains PLID and SLID
15 for all authorised keys, i.e., PKID_1 and SKID 1 for a ,
first key, PKID_2 and SKIb_Z for a second key etc. In
the example, data for thelfirst key corresponds to the

data for the inserted keyL

First, in step 100, the PKID is retrieved from the key
20 memory 17 and is transmitted to the lock electronics
24, In the present case, %he information “1234” is
transmitted, which is pubhic information. This informa-
tion is received and proc%ssed by the lock electronics
24 in step 200, looking tﬁrough the authorisation table
25 to find out whether thé received PKID matches any of
the entries in the table.éThe received PKID matches
PKID_1 and the authentica%ion procedure can thus pro-

ceed to step 210.

In step 210, the lock electronics generates a random
30 word RND, in the present éxample “4711”. This random
word is transmitted to the key electronics in step 220,

wherein it is received an@ processed, step 110. Both
i



30 word RED, in the present exanple "4711'. This randomitted to b ﬂﬁﬁ{
el ectronics in step 220, wherein it ils received and processed, pﬁ 2003
Both 3 0 OCT 2003 WD aa6SSS 4 the key and the | ock electronics nOM/have
know edge of RND and SKID. _n the follow ng steps, E20 for the key and 230
for the |cck, code words CODE _KEY and CODE LOCK, respectively, 5 are

cal cul ated. WRWHE¥ sinplified exanplie, the code words BEESEIRPEW at ed as
functions of RND and SKID and nore spééifically as a sinple addition of
‘RND and SKID. This gives the following cal culation: RED 4711 10 SKID 0017
code-word 4728 [ n step 130, the ke el ectronics sends its calculated code
word CODE KEY, T4928Y 'a“dt 5he hJeO%@ﬁeCWﬁWﬁ Powthaye 2aowiestgsi vés and
processes the Rmbosmmtskap. In the lock 15 el ectronics, CODE-KEY and

CODE- LOCK are than conmpared in step 250, |If CODE KEY and CODE LOCK are
identical, th £ roce uccessf ended and t he

act uator 40 |s%ﬂ39%g%?%l§a%ﬂi‘%fébklﬁ§5§°§|F Y TR ngq

m croprocessor $°Ci6 casg F6rdy GAPE_KBY and COhB nnrm ockspeeaspectj vel y, have |
P respective c ri nber i s .comruni cat ed
fromthe Iogk ?g@tﬁgﬂigngg 6%h531§??0ﬁhﬁglé€ Ir‘(?elgh'%elhecogespectlve

m cropr ocessor woIds AT 26lcTiatadesal flsn@flonheof dalbcahat il aade conpar ed

and if they areokdeifdcgalca?h, tageaeg%lré cah; bl gekisngysreghaaksgm i s enabl ed

by neans

This gives the following icalculation:

RND 4711
10 SKID 0017
code-word 4728

In step 130, the key electronics sends its calculated
code word CODE_KEY, “4728", to the lock, which in step

240 receives and processes the information. In the lock

15 electronics, CODE_KEY and CODE LOCK are then compared
in step 250. If CODE_KEY and CODE_LOCK are identical,
the authentication procedure is successfully ended and

the actuator 40 is moved to a non-blocking position.

Thus, the microprocessors%lS and 26 in the key and the
20 lock, respectively, have % respective code and
algorithm. When the randoh number is communicated from
the lock to the key, a caﬁculation is started in the
respective microprocessor@lG and 26. The results of the
calculations are comparedéand if they are identical,
25 the electrical blocking m%chanism is enabled by means

of the actuator 40.
Thus, the key and lock fuhctions can be expressed in

the following way:

Key function (random numbér, secret) = result (key)



of the actuator 40. Thus, the key and | ock functions can be expressed in
the follow ng way; Key function (random nunber, secret) = result agegt 3
3000T2003 W00/ 68536 PCf/ SFAOt 00099 Lock function (random nunber, Se Ee%ﬂ
If result (key) = result( cylinder) then OKI In an alternative enbodi ment
of the authentication pro- 5 cedure according to the Invention, the

above- nent i oWeAY6883¢cr ypti on key Koss is introduced. The PGHSEOUWEY?I or, of
Kses adds a further level of security. IPhis alternative enbodinent will
now be described with reference to FIG 6, in which the steps are nunbered
as in FIG 5 but 10 with an additional prime sigx. Wen the code word

CODE- KEY has bdexkgénesiateed (bgnddre nukeyr, tdicxeits ensyyptedeysies step 130'.
In this encryp-ydion, a combination co idow SKID, and RND are used for the
encryption. This provides for a nore safe transfer 15 of information

bet ween key 10 and | ock 20. After having been transferred fromthe key 10
to the lock 20,1% RESUEhciiPyt e CXME LKEY Hddder ype@®K!usi ng the information
Ksss, SKID , and RND stored in the | dck, and the conparison proceeds as in
the first embodimentaltestepse @boaShenant 266 aufierthenti@atgoes can be
added to the pr r de~ scrihed above with _reference to FIGS. 5 and 6.
For exanpl g), ic%%gg gpg‘g"z"of,dlg?s%" Bﬁ]ée %ﬂYﬁtclé’r? ’bé{“%e OVEGTCRRANES with RND.
Thi s added i nf emealypbhor e ybBresisied inhr@&ugeny.e Thhamtoneuwaiyon Bifr stly, it
could be used fQl, URas dRt19n8P AN o raldudiBy!t N KCYn cLp By 0T CPeating

a ;
embodiment will now be described with reference to FIG.

6, in which the steps are numbered as in FIG. 5 but

10 with an additional prime 'sign.

When the code word CODE_KEY has been generated by the

key, this is encrypted, éee step "130’. In this encryp-

tion, a combination of KJm, SKID, and RND are used for

the encryption. This provides for a more safe transfer :
15 of information betwéen'key 10 and lock 20. After having

been transferred from thé key 10 to the lock 20, the

encrypted CODE_KEY is decrypted, using the information

Kpes, SKID_ 1, and RND stored in the lock, and the

comparison proceeds as iq the first embodiment in steps

20 250’ and 260’. !

Further features can be %dded to the procedures de-
scribed above with referénce to FIGS. 5 and 6. For
example, in step 220, also the PLID can be sent to-
gether with RND. This added information can be used in
25 more than one way. Firstiy, it could be used for up-
dating an audit trail inithe key, i.e., for creating a
1list of all locks in whi%h the key has been used. Also,
there can be a list in tﬁe key memory stating all locks
with which the key can bé used. In case the PKID is not
30 found in that list in the key memory, the authentica-

tion procedure is aborted in step 110.



list of all locks in which the key has been used. Also, there can be a
list in now key nenory stating all locks with which the key can 3¢ ngdznm
In case the PKIDis not 30 found in that list in the key nenory, the

aut hentica- tion procedure is aborted in step 110. 8 0 OCT 2003 WOOf 6896
POPJSEVWNO899 16 in the described exanples, the random nunber RI D has been
cal cul at ed byWoowesspiock el ectronics. However, it is real PEESEDDEY this

cal cul ation al so can be perforned by ' tthe key electronics. 5 In the

descri bed exanples SKID and RND have been used as vari abl es when
calculating the code words. It is realised that other information item can
be used as welth. tf®rdeexanpée,exanbl 8, afheatthhedn SRELEOCK® ¢aR be stored in

the key, with 2LID and SL|D.informatian ite 10 stored in this list.
i nstead of or gaa?t?aoqﬁéll§ﬁ§:/e?oby EQPn%";qheeléRF’Bﬁ“Foﬁs-CEPE%Y%ﬁ'i n§ the code
wor ds, the SLI DeatasedehasethisThiadcebadidnbel pardanc beapé yfardebiyent in a

system of indu y 0. which there are many | ocks but few keys, 15
The descri bed zfléolf%f%ﬁ?f%#ﬁcka%ul ating the code words has for the sake of

clarity and_easy understanding been kept unrealistic sinple. It is
real i sed that a"f&pre MSPEriaes f7eER1as g iPharhiiND baveseskn mspfactice. |t

has been stat edst hatidhies @R r@1cDiEImL kae @dmentys. 26 ake used for e.g.
cal culation of the code words. It is. realised that also a part of an

i nformation el &fBNtSTANPebeC thEd ‘W P B O8att ¢ iBPngesetaft iy, On the
contrary, if esly. a&quaekaeple. q 1a's,t!.of 3@eretidedenbeks cadnd @8 1S used,
stored in the key, with PﬁID and SLID information items
10 stored in this list. Instiad of or additionally to
using the SKID for calculagting the code words, the SLID
can be used. This could bE particularly convenient in a

|
system of industry locks, in which there are many locks

but few keys.
15 The described algorithm for calculating the code words

has for the sake of clarity and easy understanding been

kept unrealistic simple.fIt is realised that a far more

advanced algorithm will be used in practice.

It has been stated that Qhe entire information elements
20 are used for e.gq. calculdtion of the code words. It is
realised that also a part of an information element can
be used without sacrificilng security. On the contrary,
if only a part of e.g. a |secret identification is used,
this could in fact incregse the level of security,
25 should a fraudulent perscn come across the secret

identification.

Thanks to the inherent sécurity of a key and lock de-

vice according to the invention, any successful attack

requires very costly equipment used by very skilled and
30 knowledgeable people. Any such successful attack has no

negative influence on the use of systems other than the




this could in fact increase the Ievel‘of security, 25 should a frgi@uiemt2003
person come across the secret identiffication. Thanks to the inherent
security of a key and | ock de- vice according to the invention, any
successful attack requires very costly equi pnent used by very skilled and
30 know edgeabl e peopl e. Any such successful attack has no negative

i nfl uence onwblhbesssise of systens other. than the 3 0 OCT 2RO3%eW¥¥ebd8536 11175
OO N 9 17 one under attack. The systenAnis replaced with a new system or
is totally reprogrammed, requiring the sane effort for a new successful
attack. To ensure such security dual. identification/authentication in
comuni & cal | ofebetugenckey andorliader J soprovided., o addi- tion a
true random generator can be used further to "iIncreaSe security. Preferred
embodi nent s of SHELPRVINLSoRCFHRMY BERRCHENFEH bertirydne. tiitheaper son ski | | ed

in the art realdrgest AQ thatytheckeyr@anddeack. dRyiGe agccqiging to the
i nvention can be vari ed w t hout depanthg fromthe scone of the " invention
¢

as defined in tREVEIR ML THIRR i Ca R/ IS BN LitRdi SR obY qdmaunihe nenori es
17, 18 and 27, c28iandiedfvech heesyanakogyei Rt $s 1% owM%Aed. COMILighe i ntegrated
with the 15 re pectivqﬁproces or 16 and 26 or be separate chips, depending
on the securit?ngqJ?r (PENT B ISRCET TRl E2BaPt 113U R HéBN shown in the
key. However, iwctbase battetty.Provided in both the key and the |ock, there
is no need to transfer power via thejconnectors 20 15, 25,

Preferred embodiments of the invention have been de-

scribed above. The person| skilled in the art realises

10 that the key and lock devﬁce according to the invention
can be varied without departing from the scope of the
invention as defined in the claims. Thus, it should be
understood that the memorﬁes 17, 18 and 27, 28 and/or
the analogue parts 19, 29 could be integrated with the

15 respective processor 16 and 26 or be separate chips,

depending on the securityirequirements etc.

A single battery 13 has bpen shown in the key. However,

with a battery provided i% both the key and the lock,

there is no need to transfer power via the connectors
20 15, 25.



3 0 OCT 2903 WOnw6A556 rcreamm 1g CLAIMS 5 1. A key and | ock deSHP%CT 2003

having a key and a | ock, conprising; - a first device (10) having -

first electronic processor (16), - a!first menory (17, 18) connected to sai
10 el ectronic processor, and a first :connector (15) connected to said first
el ectroni c processor,, - a second device (20) ha Yang a second el ectronic

processor (28)eueks6a second nmenory (27,;8) connected to pedisgogegeond

el ectronic circuit, and - a second conmector (25) connected to said second
el ectroni c processor and adapted to Wechanically co-operate with said
.first connector (15) when 20 said key is inserted in the lock so as to
transfer information between said ragd | ock, and - a power source (13),
- a mechani cal bl ocki ng mechanism and . an electrical blocking 25 block
operation of the to $chanisn (40) adapted to |ock when an unauthorised key

kt CharaCt%rlﬁgd 3 OAF¥§§%ggﬁlgng$£%%%6h£§§g§SEIggg%ﬁ%ia.lock,

comprising: !

- a first device (10) having

a first electronic processor (16),
|
|

a first memory!(17,l§) connected to said first

10 electronic processor, and

|

a first connector (13) connected to said first

electronic processor4

[
o1}

second device (20) ha?ing

a second electronic processor (26),

15 a second memory (27,28) connected to said second

electronic circuit, and

- a second connector (25) connected to said second
electronic processor :and adapted to mechanically
co-operate with saidifirst connector (15) when

20 said key is insertedgin the lock so as to transfer

information between %aid key and lock, and
|

- a power source (13), [
- a mechanical blocking méchanism, and

- an electrical blecking #echanism (40) adapted to

25 block operation of the iock when an unauthorised key

i
is inserted in the lock;

characterised i ﬁ that



- said first nmenory (17,1 1 8) is adapted for storing a publlcn&f ntl%y
(PKIDIPLID) and a secret identity (SKID;, SLID), said second ne 3] 2%3
is adapted for storing a 5 public identity (PKID I; PLID 1) and a secret
iden tity (SKID |;SLID 1) flr authorised first devices, said first

el ectronic processor (16) is arranged to identify itself io said second

el ectroni c pyoomsser (26) by said public identity (P.| Bdisdebdoogssand 10 sai d
first and second el ectronic processorsi§16,26) are arranged to exchange a
random nunber (RND) and to calculate a respective code word (CODE KEY,
CODE LOCK) using at |east a part of $a|d secret identity (SKID;SLID) aid

at least a part @fa:.&afﬂ'stlﬁetﬁﬁﬂdqm?nﬁlweﬂ's GENDY e 'fo‘ﬁhgr:gfﬂt%s%' d el ectrical
bl ocki ng nmechani s brought to_a non-bl ock osition if said

IS
code words cal cﬁt“a’gjecd YFNEAFY FERTDY LAY §€Eoﬁds%tr€6t F6ﬁﬁ“cltYC| rcuits,
respectively (16,28)pasian)denti cal . 20 2. The key and | ock device according
to claiml1l, wherein said first device (10) is a key and said second

device (20) is a_lo The ke d ock VI ce ccordl to claim1l,
mhereln(sa?d flrs?lg sacdp Q7 %é %%ﬁ?f 25 §€% 8evice (20) is

device ( |s ‘4
a key. 4. The kepubhir Il@i@htd‘eyl &TIac oPIdIim_g t andlaaisectet idearein said first

(16) and second @gE% %t&%tﬁﬁé‘i lgr Qgsaq&rh%raggd aglrggggf%,tc% encrypt sai d

code word (CODE K re comuni cati on ereof. 8 OCT
211 03 WO aw6&96 20

- sald first electronic processor (16) is arranged to
identify itself to sald second electronic processor

(26) by said public ideéntity (PKID;PLID), and

10 - said first and second electronic processors {16,26)
are arranged to exchange a random number (RND)} and
to calculate a respective code word (CODE_KEY,
CODE_LOCK) using at least a part of said secret
identity (SKID;SLID) and at least a part of said

15 random number (RND),

- wherein said electrical blocking mechanism (40) is
brought to a non-blocking position if said code
words calculated in said first and second electronic

circuits, respectively, (16,26) are identical.

20 2. The key and lock device according to claim 1,

wherein said first devicel (10) is a key and said second

device (20} is a lock.

3. The key and lock device according to claim 1,
wherein said first device (10) is a lock and said

25 second device (20) is a Key.

4. The key and lock @evice according to claim 1,
|

wherein said first (16} dnd second (26) electronic
i

processors are arranged %o encrypt said code word

(CODE_KEY, CODE_LOCK) before communication thereof.




|
5. The key and | ock device according|to claim4, wherein said codeOWBET 2003
(CODE KEY, CODE LOCK) is en- crypted by neans of at |least a part of a DES
encryption key (Kass | 6. The key and | ock device according to claim 4,
wherein said code word (CODE_KEY, CODE LOCK) is en- crypted by neans of at
| east a part of said secret identity (SKID, SLID). 7. The key and | ock
devi ce accorvRgsEe claim4, |f wherein said code word ROCEER/BEY, CODE LOCK
is en- crypted by neans of at |east BAct of said random nunber (RND). 8.
The key and | ock device according toiclaim4, wherein there is no
operation for reading of secret 15 information (KpEs). 9. The key and | ock
devi ce accordi Ag to cFh¢ niel, anghke®i megacd ddaostiinpdtsedand €] ectronic
processors _(16n28); Arsbdenid GRl-or guaslicae, Lhel rdiay dverg, desi gn. 10, The
key and | ong device according to claim1, 20 conprising at |east one
t anper proof nERBPYLR 18, P8R0S 19K aFhéekdy aardrt oot ad®¥Pcenasidiing to claim
10, wherein sakd sgenet identity (SKID SLID) is stored in a tanper proof
menory (18,28) 12. The key and | ock device according to claim?2, 25
wherein said firrst copne r 5) isiprovided at.the end.of the key bit
(12) of thegkeﬁf 13. %q%g&ag%dirgﬁﬁeﬁé%?6%”5586?%?%@CQBl@I%ﬁn12, wher ei n
said first conmeetroin (sk5§ tedproviddécoRih Kai, 80NE MOTK2008 <b' O UBMB336

PCPI SEVN0899 21, 600¢ 3f @290 1d¥ B2 tedddh Bh-f NG KEYqt Qe GQqPerate with a
identity (SKID,SLID). % :
o i
7. The key and lock hevice according to c¢laim 4,
10 wherein said code word (QODE_KEY,CODE_LOCK) is en-
crypted by means of at léast a part of said random

number {(RND).

8. The key and lock device according to claim 4,
wherein there is no operétion for reading of secret i

15 information {Kpgs).

9. The key and lock device according to claim 1,
wherein said first and second electronic processors

(16,26) are identical regarding their hardware design.

10. The key and lock device according to claim 1,

20 comprising at least one tamper proof memory {18,28).

11. The key and lock device according to claim 10,
wherein said secret identity (SKID,SLID) is stored in a

tamper proof memory (18,?8).

12. The key and lock device according to claim 2,
25 wherein said first connector (15) is provided at the

end of the key bit (12} of the key.

13. The key and loc% device according to claim 2,

wherein said first connector (15) is provided on an



connector on an outer surface of theilock. 14. The key and | ock ggvﬁﬁ@g
according to claiml1l, wherein the key is operable successively r Té@ﬂ3
5 when a chance of power source (13) is necessary. 15. The key and | ock
device according to claim1, wherein a seal or a high | evel secure opening
is used for the power source (13),1, 16. The key and | ock device accordi ng
to claim1, waowsgksérein the power source (13), such as aPAYAHE0089 i S ’
provided in the key. 17. The key and !l 8b wherein the power source

provided in the lock. creating to claim1l, such as a battery, is 15 10. The
key and | ock device according-to claim1, wherein said first (15) and
second (25) coRAeXtdr ¢ arep auest édlf grf tthanséertrd rgopbetid ivddh power. 19. A
key device (10kongedtdll bRlaPlRREE O0LLrROGESSRL ((1§), 20 - a first memory

(1%, 18) connected to said first elec- tronic processor, - a first connector
(15) connected_to said_first elec tronic processor, characterised 25 - said
first nenory (17;18) i Shadspt &3 bPCstiTitAg accqrPECt? demimt §, (PKID) and a
secret identityhéSnDkhe3kéy QCToB0ORId BAULESH3R 19 ReR: EQYGIR99 said first
el ectronic 9f08§é§%{c%%9 is. arranged to

e of power“source (13) is necessary.
15. The key and lock device according to claim 1,
wherein a seal or a highilevel secure opening is used

for the power source (13)L

16. The key and lock device according to claim 1,
10 wherein the power socurce (13), such as a battery, is

provided in the key.

17. The key and lock device according to claim 1,
wherein the power source |(13), such as a battery, is

provided in the lock.

- 15  18. The key and locﬁ device according to claim 1,
wherein said first (15) a@d second ({25) connectofs are
adapted for transferringielectrical power.,

E

19. A key device (10), comprising:

a first electronic processor (16),

20 - a first memory (17,18) connected to said first elec-
tronic processor,
- a first connector (15) connected to said first elec-
tronic processor, '
charactexrised ign that
25 - said first memory (17,18) is adapted for storing a

public identity (PKID) and a secret identity (SKID),



identify itself to a second el ectronic processor
said public identity (PKID), and 5 - said first electronic proces
is arranged to receive a randon1nun¢

(CODE KEY, CODE SACK) using at |east

SLI D) and at

| east a par of said ra

(26) of a lock (

er (RND) and to calculate a
a part of said secret identity {SKID
$d0n1nunber (RND), 10 - wherein an

é?ﬁ 0(%6)2003

rode word

el ectrical Ivwekisasgs nechani sm (40) of | said | ock (20) is HoTGBEHMWWSL O a

non- bl ocki ng position

el ectronic circuits, respectively, (16,26) are iden- tical 15

10

15

said first electronic érocessor (16) is arranged to
identify itself to a‘sécond electronic processor
(26) of a lock (20) by?said public identity (PKID),

and

said first electronic érocessor (16) is arranged to
receive a random numbe# (RND) and to calculate a
code word (CODE_KEY, CODE_LOCK) using at least a
part of said secret id§ntity (SKID;SLID) and at

least a part of said random number (RND),

wherein an electrical blocking mechanism (40) of

said lock (20) is brou?ht to a non-blocking position
if the code word calculated in said first and second
electronic circuits, réspectively, (16,26) are iden-

tical.

if the code word2calculated in said first and second



