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- REMOTELY MONI TORING A SITE BACKGROUND OF THE | NVENTION Field of The

| nvention The present invention relates generally to nonitoring a renote
site. More particularly, the present invention is directed to nonitoring a
remote.site by providing real time transm ssion of -utputs from a
plurality of digital and/oer analog nultistate sensors which detect

‘I ntrusi on anWOd¥61$%e or ot her environmental or other par eroatusnz/isaind
comuni cat e this infoxmBtaen And APrRRATS tive format.
Background I nfornation EX|st|qgohﬂ§b@§ ngﬁ stenms and their
respective nonitoring stations typlc y pro |de blnary of f/on alert
information to the user. Known security systens enploy binary status
detection devices due to the availability and | ow cost of these sensors,
and report only active (versus inactive) alarmstatus information. For
exampl e, an indicator, such as a lanmp or audible output, is on when a
particul ar sensor is tripped, and is off when the sensor is reset.
------------ 31 Cctober 2006 C WD 03/096152 PCT/ US03/ 14143 Sonme known
met hods capture dynamic point state transitions using, for exanple,
“latching sensors that hold a transition state for a limted period of
time, then reset automatically. Systens that offer nore detail ed
_information resort to specialized comunication:

BACKGROUND OF THE INVENTION

Field of The Inventicn

The present invention relates generally to monitoring a remote site. More
particularly, the present invention is directed to monitoring a remote site by providing real time
transmission of outputs from a plurality of digital and/or analog multistate sensors which detect

- intrusion and/or fire or other environmental or other parameter, and communicate this
o information in an efficient, and effective format.
Background Information
Existing intrusion detection systems and their respective monitoring stations
typically provide bm#y off/on alert information to the user. Known security systems employ
binary status detection devices due to the availability and low cost of these sensors, and report
only active (versus inactive) alarm status infoﬁnation‘ For example, an indicator, such as a Jamp

or audible output, is on when a particular sensor is tripped, and is off when the sensor is reset.




protocols and proprietary interconnection sol utions. For31&kibpt2006

noni toring systens for property protection and surveillance are known
which transmt |ive audi o and/or video data. However, because a | arge

"~ nunber of video surveillance caneras is not only cost prohibitive, but
generates |large quantitiesof data that cannot be eagily transmtted to ,
renmote nonitoring sites in'_real time, these systens. _have not achieved the-
‘wi de spread WOPIAYIHCci ated with binary of f/on systens. C Bystsmsainat
suppl y Bémaknpwafrigtionis shmnte dymfioe peini scis rawietnsai] St beapRilagimEens t hat
enploy nmultiple sensors in a nonitored space, only resolve alert

i nf or matdnsuts thet @ldo@trdristioh atate feeclimited periodz6fMitne, ten ke alidinagdang under
surveillance. Thus, information such as the precise |ocation of a
potential i ntrudgysterhsthansffap v diesled BormesRaBdng spekiise cahhiGehsn Mre
inportantly, even when a |arge nunber of sensors is used to increase the

resol ut pwcsit ardl f6rictdiy HiéFednnedlion Echﬁiionk‘.SFerf(arpﬂlé‘,%'idﬁit&‘ﬂ"{%fygterh@ﬂ' cators =
prohibits any ability to track an intruder's novenent thfough the building

and yet popdrlylprdiectioR bfd §uvaiRmed M8 kkdWa: WhEH BRkmlit ¥kl unBfor L6 ddaf ruder. In
addi tion, known binary offlon systens cannot distinguish ether an alarm. -

I S real However, becdB$H 19 nBhbérdl $Reo MPRNI1AQ dafRraR%d rioYSrklPEbsE %g@ﬁi@&% fa

bui l di ng where an alarmwas ( tripped, they do not khow er the alarm

i s real gbrafedafRR @Ritiel 8 datd BatRhrirdtibd siBinsthitteli ’fbsxjeﬂf!te%(ﬁitm | fing-

. Substantial time and noney .is expended i'n having police respond to 'l arge
nunber srealQfmef BkEQy@bas Bve nbiachielddahd V1as sHBRNRe Eﬂ@ciﬁkﬁﬂﬁbi ofiRkl d, the
police do not know this for certain, and can be taken by surprise. They
enter t&@ehyi |l ding not knowi ng where the subject(s) nght be. 2 31 Cbtober(’
2006 The sane drawbacks exists for fire nonitoring and surveillance

systems. Al t houg§ysdminalsasghy &Mé&%fﬁg%feﬁ iftbfrltioh) & %ﬁl@t‘fc}a}e}f i@ the local

fire conpany, the false/real” alarm discrimnation, exact [ocation of the

fi r'e, ast iRy FMESTE Mns &t i ' Borilofdd sBAcE, dﬁﬂk@&m 18 1Bmiddn%o a particular

sector, or zone, of the building under surveillance. Thus, information such as the precise

k]

location of a potential intruder, is not provided for responding police officers. More importantly,
even when a large number of sensors is used to increase the resolution of alert information, the
use of binary on/off indicators prohibits any ability to track an intruder’s movement through the
building and yet still be able to resolve the current location of the intruder.

In addition, known binary off/on systems cannot distinguish whether an alarm is

real (i.e., genuine) or false. When police arrive on the scene of a building where an alarm was

tripped, they do not know whether the alarm is real or false and they are blind to what is inside

the building. Substantial time and money is expended in having police respond to large numbers
of false alarms. In situations where the alarms are valid, the police do not know this forAcertain,
and can be taken by surprise. They enter the building not knowing where the subject(s) might

be. . ] ?




conpany whi ch receives and responds to the al arm Accor d¥irfgdtgber 2a06woul d be
desirable to provide a systemand nethod for nonitoring a renote site,
whereby the false/real alarnms can be accurately distingui shed, and whereby
novenent of intruders or fire, or changes in an environnental or other
paranmeter, can be reliably tracked while still pinpointing the precise

| ocation of the intruder or fire or of the location where the paraneter is
changing. It would also be desirable to provide this infornmation to
nonitoring sites, for use by responding personnel, in real tinm. SUMWWARY
OF THE | NVENTI (e Whagkriig ¢ monjforing ead preatllance sytamsnt i on are direct ed
to providing systens and nethods for renotely nonitoring sites to provide
real fliteueh e Jrrayitans antenticsiotlx an the/lopab fisgicpmpapy thedalseirest #lrmt 0 be

di stipgui shed, and which can identify and track the precise |ocation of an
al ar n‘ﬁ]gcninﬁ’a‘é‘i?e‘ﬁ‘ﬂ‘ftgq”?“o@ Hﬁ%ﬂ%ﬁ’é’ﬁ ‘g‘? MAYSCRISH e frecspainorndq Bsftg ych as
intrusion/fire detectjon and tracking capabilities, can be inplenented
throucé)ﬁ]pmé”bl‘.fgéecgyesﬁ?ﬂ?ﬁpgq foéheia%ﬁ‘?"cators in a novel interface which
ermts infor i.0 0.he transm.tted using standard,petwork protocols from
g remte site Cgorginé}‘ﬁrl\tl OBIrdibﬁgesg%b%tt? %rﬂwlgena sgsé%’? ﬂqi"ﬁg‘o%\?é?‘o%tp i sting

commiyy, ?t% klﬁgwdl%gég n6lf%se/resdpﬁi}mg&nnoggccﬁ%@@ﬂ@&&ﬁ%ﬁéd%ﬁ Ghgas, network can also

be establis rowser encapsu nication-prograns (for

- exanDh&em@f bf iHuds 6PAE 0P bhangl 83 SRR al &%ﬁﬂ@gﬁa{e}, vk Rulgpnsm t data

h
packets which conply with ~any standard wre ocal area network

pr Ot Ofiked u@ﬂé@ﬁnfﬁln?&htfn?'&ﬁ peRRe bOBEEA heRfrBS LARE LSRR 10RAEhWRER 1R Web server
entra

enbedded in a c y located host nonitoring station and a separate

SeCUr pataheteiia BRheifle RIv)RdIsh B RaGbe & prd iR didinfolthdtigs olndniiGing GRS Y nmoni tor ed.
The term 3 31 Cctober 2006 r WD 03/096152 PCT/ US03/ 14143 security panel,

as usaelby mspbitig pepamelf ineat tmd, includes a wide variety of panels that are
a SUMMARY OF THE INVENTION
Example embodiments of the present invention are directed to providing systems and
methods for remotely monitoring sites to provide real time information which can readily permit
false alarms to be distinguished, and which can identify and track the precise location of an alarm.
In exemplary embodiments, monitoring capabilities such as intrusion/fire detection and tracking
capabilities, can be implemented through the ﬁse of multistate indicators in a novel interface
which permits information to be transmitted using standard network protocols from a remote site
-to a monitoring station in real-time over preexisting communication networks, such as the Internet.
A wireless network can also be established using browser encapsulated communication programs (for
example, active X control, Java applets, and so forth) to transmit data packets which comply with
any standard wiréless local area network protocol. Communications can thereby be established

between a web server embedded in a centrally located host monitoring station and a separate security

panel deployed in each of the buildings to be remotely monitored. The term




comuni cation with sensors, and capabl e of providing infdrGntbeo?N060 a
nmonitoring system These may include, but are not limted to, panels for
nonitoring security information (intruders, broken wi ndows, and the like),
fire or tenperature information, the presence of chem cals or other

~contam nants in the air, water pressure, w nd velocity, magnitude of force,
signal integrity, bit errgor rate, |ocation of variqus physical objects and '
any ot her pawem®bwIa nmeasurabl e by sensors. |In exenpl ary wragdi gt s,

comuni ﬁ&lﬂl??ﬁlep afuded idandpekifafiod, iRMdEDEwiRREAEY bYpant06AL a%imhost
nonitoring station to a nobile nonitoring station (for exanple, to a | aptop

conput efommh 1 i By cle). The
handof f Og]anﬁtl)%ugﬁcmtggﬁlg?g #?ec@bleggﬁmgrﬁlﬁingz?l onsbgﬁga lgss[%l%brlgsé}ég "bet ween a

securit 'Yhe@e.atﬂgy ml:lgﬁftbﬁﬁjaréhoﬁmﬁleﬁ ?3 Bﬁle%qo BMo%E gecﬁm} inf&lﬁfal 1%% t%er(sf or

exarrple over  a ce net wor k |rect communi ca can be

est abl | GHEA wikddhs! 4R HORk rmgbh%gggu&t,mﬂﬂm ﬁgp{aﬁ:&g{% EnRRaPs used to .

prOV| de the primary visua arm St at us repor ° f
t denti.f ti
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each sensor can curren

(3)" not el I SRR e SR, EAIRH ?%5%8 °ﬂﬁ%ﬁ %dﬁsﬁvff)fw EFEPR 1 h ¢ hose
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Y heked o g %ﬁthf‘*’frl‘%%%%%ﬁ = PRATRliopRe piffn (et ???I@ftoeawwm be |
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via the host monitoring station.
The network can be used to provide the primary visual alarm status reporting that
gives the monitoring authority (user) the ability to identify the precise location of an
intrusion/fire, and to distiﬁguish false alarms. Multiple state, or multistate, indications are

provided to represent a sensor. For example, each sensor can be identified as being: (1) currently

in alarm; (2) currently in alarm and acknowledged by a monitor; (3) recently in alarm; (4) not in

L,

alarm; (5) disabled; or (6) a non-reporting alarm. With these multistate indications, the

" movements of an intruder or fire can be fracked, and yet the precise location of the intruder/fire
cén still be identified. This additional tracking ability gives police/firemen a tactical advantage
at the scene as they know the location of the subject/fire and can track any subsequent

movernents as they close to make the arrest and/or fight the fire.




high alarmstate, low alarmstate or rate-of-change al ardh@tohers2006n still
anot her enbodi nent, a chronmagraphic representation of the entire space my
be provided based on the information derived fromthe sensors. This
provides further information to the user in tracking the evolution of a
paraneter at the nonitored.space. In still another egbodi nent of the
present invention, a detectlon device, such as a radio frequency
‘identificatiwoog/#iizD’') device is used to track the | ocat i/ ghsAest abl e
interface devi cela afadditicrnanidaniot, yaultiflOSEmERMEN A AR Wul il t he
space. Generally speaking, exenplary enbodi nents of the present invention
are di r ahethrmisttea loweilhadstan o BRPACRINYS alh@f stseni toring a space, the
apparatus conprising: a security panel |ocated at the space, sai.d security

panel having a plikal kAdthe? Emb&INGEH:Sa cl3OHaBagiRYedRdeh B0 ¥ithEMirelsBice " €CE1 Vi NG
real time information regarding the space fromthe security pan over a

net Wor k mayBi pebvile 850 bK b @@Abn dSRkd 5 MicsaldbRd ﬁféj;}&'{ﬁe% RAghuding a
raphic interface to display said information as nultistate oUtputs

associ abghmitibilodiekicrh diakifls b Wolloh Y RbarsROSNN fre habifsgQLBANCE Wi th

al ternate enbodi nents, an apparatus i's provi honir t'ori'ng a space _
gompri Sing: & Sequiil dnddPBhoddifdh SlndlrelNBPAAGS s R TN LOLi0g SYStem

for receiving real tinme Infornmation regardi ng the space fron e 2 urity

panel ovAo feqi&lcyRiekrificaidh FRERD BNt a2 ERRRALUAODGr A EPRLC L ! erface

-to display information that distinguis se alarns al ar ns.

Exenpl aa%i&gp&gggggﬁ@nw’%gsg%%&g \Ji{ﬁfr&h%r%{:eon, inreal tinme, regarding

the status of sensors assoc w t'h poin arnms included in the space.

s oror o, gl i Al g,

terarchical representation © 0- pOi
e o USRS P el BB PEIL 5
moni t or io@ﬂe@ﬁﬁﬁe%%éep&li&’&icﬂ'ﬂy p:Q]léf hag%tg alpihﬂli}t? gf sensors; and a monitoring system
: for receiving real time information regarding the space from the security panel over a network
using a network protocol, said monitoring system including a graphic interface to display said
information as multistate outputs associated with each of said plurality of sensors.

In accordance with alternate embodiments, an apparatus is provided for
monitoring a space comprising: a security panel located at the space; and a monitoring system
for receiving real time infonnation regarding the space from the security panel over a network,

( said monitoring system including a graphic interface to display information that distix.lguishes
| false alarms from actual alarms.

Exemplary embodiments provide updated information, in real time, regarding the
status of sensors associated with point alarms included in the space being monitored. The

graphical display of information can be provided as a hierarchical representation of network-to-

. site-to-point status using a plurality of tiered screen displays. The supervisory monitoring

Lh




to, the use of a base station host conputer which can opdli@natebder 200§ r ect
information to the user via a cellular tel ephone network and/or via paging
service in real-tinme. Alternate enbodi nents can also include security
nmeasures, such as the pseudo-random zing of port access to the network to
secure command and control comruni cations. I n accordance with one aspect
of the present invention, there is provided a system for nonitoring a
space, conprising: a security panel |ocated at the space, said security
panel in comunication with a sensor, wherein the sensor is configured to
nmoni t orsysempean derecnBgurediegh e paairal ot higributed oaniloriygs gystere including; btdtdignitet] t o recei ve
informati on fromthe sensor regarding a value of the paraneter; wherein

t he sedorheuye Pfadese spdondei Eorprytcewhiclocap getiopallyirenhinfirmstion Hrtkguseriviedm t he gr oup
consistinq of a high alarm state when the val ue of the_paraneter exceeds a
' pr edet PRI &ePRmMgRETRTk N/ prrvErIREng Service T iRAl gy AR bafiBentt B 2% ue of the
paraneter is |less than a predetermned | owend threshold, and a

rat e- of‘%‘f#&ﬁﬁ%"%i“&?‘“’?ﬁ%ﬁ%‘éﬁ Gipispde Ryaiging pf ROR 8°CG FUR° RSP ST anet er
exceed a g%%fe er m.ned ra%ﬁ-of-change t hreshol d; and wherein the security
panel €% zPéﬁngcﬁﬂmwg BHatically transmit to a nonitoring station

i nformation respﬁpsivg to t.he alagg¥%tate. I n ?égg{dance. i,th

accordance with ohe Aspee & present inven el 18 POV a Ly ©C O.nd .
aspect of the present Tnvention, therée“i's prov a systemfor nonitoring

a spaceghaving, Ll(!’é[ &Hﬁéﬁn% lgﬁéltﬂ-gf né ’hicgtgf’g l:h(tgfs];)a‘:é'l gaidl?%egbil{'i? dj'aﬁey nOf sensors

located at a predeterm _ g l'ocation pénp_ 1 a nonitoring
syst em conbinQhoR dith @ senbds Gitled i sErﬁléiJ is éoh?&reﬁ% Fooditd} 4 pabnferdr, DAL @t 1 on

signal indicating a change of a value of a paraneter neasured by one of

the pl ug@lf panQfs SEERRMT re@N iffor@hRR Rof thd eRbf BGRIHAVEILIM®@A to display

information in real time responsive to the signal, wherein the graphic
i nt er f apRankdfer;OMRGMAR Vetiity pandlisShifignsd fo hRn¥R bl@armQlatctioe tRagrapet er measur ed

by each of the plurality of sensors. In accordance with a third aspect of
t he pr ecasibting BVEHI$H i stalearhen the vihlie@) the @alaBet&\eadeedna pladéterinet highi Ng a space
having a plurality of sensors, each of the plurality of sensors |ocated at
a pr edetdelreshoid d lovoalartnGtaicrvdpen e alue ofthe pamgnretes ishegs thay appadetéroinedhg syst em
configured to receive a real tine 6
low-end threshold; and a rate-of-change alarm state when changes in the value of the parameter
exceed a predetermined rate-of-change threshold; and wherein the security panel is configured to
automatically transmit to a monitoring station information responsive to the alarm state.
In accordance with a second aspect of the present invention, there is provided a
system for monitoring a space having a plurality of sensors, each of the plura]ity of sensors
located at a predetermined monitoring location comprising: a monitoring system configured to
receive a real time self initiated notification signal indicating a change of a value of a parameter
- measured by one of the plurality of sensors; and a graphic interface configured to display information
in real time responsive to the signal, wherein the graphic interface chromagraphically displays the value
of the parameter measured by each of the plurality of sensors.
In accordance with a third aspect of the present invention, there is provided a system
for monitoring a space having a plurality of sensors, each of the plurality of sensors located at a

predetermined monitoring location comprising: a monitoring system configured to receive a real time
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31 October 2006 self initiated notification signal indi¥d2dtabgr 2006hange of
a value of a paraneter at one of the plurality of sensors; and a graphic
interface configured to display information in real tinme responsive to the
signal, wherein the graphic interface chronmagraphically displays changes
in the value of the parameter neasured by each of the plurality of
sensors. I n accordance with a fourth aspect of the present invention, there
is provided an apparatus for nonitoring a space, wherein the space
conprises a first subspace and a second subspace, conprising: a security
‘panel Isdtiatiated mtifi¢ahien sigpe dreljcatingd changetfectlnoof apyminetenat ¢ng ofthewptumlitgaf i on wi t h
the security panel, configured to detect the novenent of a portable

i nt er f aesorgand egaphicansrfaprecopfigurst to divplys rématiop intrpeb linevsepaesive yhbpugnal, wher ei n
the security panel provides a real tine self initiated notification signal
to a nofieiciepareis dtesheechopasahisallt displapechansesia the spuanf themarag@etect i on system
of the novenent of the portable interface device fromthe first subspace
to the MEBVEFAEY s eifhluraityofseseib-dance with a fifth aspect of the present

o tion, th [ i ded for itori .
R W KR T
in con’rrunair z%‘tf’:imo_n0 (;Ih th(% seceurt'ht% %nel Scgirrﬁtiﬁugured 9 d&%e&)ts %Qe novenent

of a pé??a e TRt BPELTE d%W?E% §¥8 8@?&?&‘ q?%ﬁ% T ASTHE® t he space
e gl . . O b . |

a0 {9 e RS Sl D ARBE, MSLEL RS BGRT1 1Y pane

e se nr’ I'¢ation Si a

TN € 0140 SR EMELESADARLCY e bk SFL b Y L GGk Uty St em of the

movement of "t hé pof e Interface device fromoutside the space to inside

t he_ S p%_ﬁl%p&%@ﬁ) tfe s%&ﬁ@ﬂﬂsﬂa&?tvhéréime §e%11r§ty | ﬂlieltﬂr@ﬁc@ga reﬁlQiHefsélfsiﬁltﬁht_@@ to the
nonitoring systemresponsive to the detection by the detection system of

the myyef@aRin s%aal&&@m&@tbﬁz%%&&eni @%@ﬁsﬁ@@&h@&‘e&bﬁ‘cﬁ bly the BiéclSH JRerh HEheSpPace to
out side the space. BRI EF DESCRI PTI ON OF THE DRAW NGS O her objects and
advant agRemek ofttiopdbRSifatact MvROTH1a the\ikst subR&AsBe F6A saRpRE Nt to those
skilled in the art upon reading the detailed description of the preferred
enbodi ment s, wheheictorddntdaeitied fefthespest dfahedprd3an thveldion ghad @ grobided ake nuner al s,
and wher ei n:

apparatus for monitoring a space comprising: a security panel located at the space; and a detection

system, in communication with the security panel, configured to detect the movement of a portable
interface device from outside the space to inside the space and from inside the space to outside the
space; wherein the security panel provides a first real time self initiated notification signal to a
monitoring system responsive to detection by the detection system of the movement of the portable
interface device from outside the space to inside the space and a second real time self initiated
notification to the monitoring sysiem responsive to the detection by the detection system of the
movement of the portable interface device from inside the space to outside the space.
BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the present invention will become more apparent to

those skilled in the art upon reading the detailed description of the preferred embodiments, wherein

like elements have been designated by like numerals, and wherein:
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6a 31 Cctober 2006 FIG 1 shows an exenplary graphics s¥ir@uober2tdded
through a security panel web page, wherein the graphics display contains a
floorplan | ayout, with special icons overlaid on a bitnmap to identify
sensor points and their status; FIG 2 shows a general overview of

comuni cations transpired between four basic subsystens; FIG 3 show basic
conponents of an exenplary system bl ock diagram FIG 4 shows a detailed

di agram of an exenpl ary host computer in a supervisory nonitoring system
FIG 5 shows a detailed diagramof an exenplary renote conputer; FIG 6
shows a det ai | ed1@i lzoverm efemplaryaxeaphipd saresn Waed thrdugh peeneity pandtvek page,shows a
detail ed di agram of an exenplary nobile conputer; FIG 8 shows an

exenpl arbgreitapraphicsdisiss sentatis@ flogrpla bywt, vt mstialrisons everid peaitngpty bet ween t he
securlt‘iﬁf6 anel and the host conputer; 6b ------------ 31 Cct ober 2006 m
VO 03/ 1458415 sensepoigysorlthearsiess; FI G 10 shows exenpl ary communi cati ons bet ween
the host conputer _and the renpte corrputer FIG 1 shows exenpl ary

communi cati ons BEFSRIVsRgeneRbaNgempt ﬁ%{%}mcawaswam‘#'&?m% onput er ;

basic subsystems;

FIG. 3 show basic components of an exemplary system block diagram;

FIG. 4 shows a detailed diagram of an exemplary host computer in a supervisory
monitoring system;

FIG. 5 shows a detailed diagram of an exemplary remote computer;

FIG. 6 shows a detailed diagram of an exemplary security panel;

FIG. 7 shows a detailed diagram of an exemplary mobile computer;

FIG. 8 shows an exemplary display screen;

FIG. 9 shows exemplary communications between the security panel and the host

computer;




FIG 12 shows exenpl ary conmuni cati ons between the securdiOgtoperr¥®06and t he
nobi |l e conputer; FIG 13 shows an exenpl ary graphi cal depiction of an
arrangenent of sensors |located at a space; and FIG 14 shows an exenpl ary
graphi cal depiction of a space, subdivided into two subspaces, with RFID
devices | ocated at the por+al between the two subspaces. DETAI LED

DESCRI PTI ON OF THE PREFERRED EMBODI MENTS 1. Functiqpal Overvi ew Before
*descri bi ng dewashwisf a system for inplenmenting an exenpl arorngohadiyent  of
the invention, an;Qv I i .on, W || pbe, provided using one
exenpl ary di spl a;% [(g'f ﬂs;ﬁh\?%"?%ngg Fagﬁcobﬁg@%gmﬁrb\éﬁﬁegé%e Q%t SOERpE ARA $Bry

moni tor'}eggt s%)stem s graphical user interface in accordance wth the

pr esent PRVEnPEE" Referr i ng to FIG 1, the graphical user interface

provi des a screﬁtﬁdﬂlsgl a% 100l of a particular fllgor El,an 102 in a building

bei ng noni t or ed - SRR TERP AR fEGIUCRYqmS BaPVeen the secunty prnskand)ty 1

exampl e, a web browser included in the supervisory nonitoring systemis

di spl ayiMYeLoBBIEGi ng f1 oor plan 102 for an el ementary school with its
strates a two-person intrusion in progress. In.this

alarm points, a??‘;’illﬂ P _
bl ack/ whi te rendf 150 SO RELPARcommynisptions befvgenthe segurty peiekand g4, Two
-~ black ci rcl es 106, 108 indicate two points that are in sinultaneous alarm
The gr aY°PIEIPBRYES rcl es 110, 112, 114 and 116 show alarns in a | at ched
condition; that E?G\}é)hgéyv\ere recently in alarmbut, are not nowin alarm
-7 31 Cctober 2008-\\OSERYFS*eHP sy £TapRiod depigtion of gy amangemens gsensory ee
different states (for exanple, not in alarm recently in alarm and in
al arm) graedplasRacs @8 with the sensor |ocated at each alarmpoint in the

I'G | floorplan_to. provide a nultistate indication for each al arm point
at  the user i nt eF¥d8 sheys 4 sxgranlary grplieal dpictapeet a space, subdivided into two

subspaces, with RFID devices located at the portal between the two subspaces.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

1. Functional Overviéw

Before describing details of a system for implementing an exemplary embodiment
of the invention, an overview of the invention will be provided using one exemplary display of
information that is provi&ed at a supervisory monitoring system’s graphical user interface in

accordance with the present invention. Referring to FIG. 1, the graphical user interface provides
a screen display 100 of a particular floor plan 102 in a building being monitored for intrusion

( - and/or fire detection. In the FIG. 1 example, a web browser included in the supervisory
monitoring system is displaying a building floor plan 102 for an elementary school with its alarm
points, and illustrates a two-person intrusion in progress. In this black/white rendition, points not
in alarm are white circles 104. Two black circles 106, 108 indicate two points that é:e in

, simultaneous alarm. The gray filled circles 110, 112, 114 and 116 show alarms in a latched

. condition; that is, they were recently in alarm but, are not now in alarm.




inthe art will appreciate that any nunber of states cadil§&tgdenifidded, such
as additional states to represent inoperable or disabled alarmpoints. For
exanple, as will be described with respect to an exenplary enbodi nent, six
such states can be used. The user can apply pattern discrimnation through
visual representation of akarm point condltlons pro¥|ded by the displ ay, at
a moment in time, referended herein as an "event slige," to precisely

under st and amoopemsey the nature of the intrusion. By nonirconsesgiidie

display C of al gk, §$l@45?t'ﬁ:eefd§fe?§1t§ﬂaé§ [er &ampRendt SAMLLY (dinl/lingmished from
genuine alarnms (that is, actual intrusions and/or fires). For exanple, a

mouse C%Bﬁl?ﬁlm%?)%?@és@&c@ﬂed%ﬁﬂ\h& %saupﬁiewaﬁ&rcy alamb&ﬁv.h i Fxéylsﬁ&%aa% @r aphi cal

user interface ‘can be posi tioned next to a partl cul ar I'ar m point 1con to

access ﬁé 5 kﬁﬂ@iateﬁh&l’:{ﬂo&?%r%&ch‘ M ﬂB’?ﬁt afd)tﬂe usEPL?er1§+earc5? & ﬂsé“thdf{ikﬂfeﬁat | on

can |dent| sensor Situat at t arm poi nt or exanpl e,

gl ass br h roonlnunber

or ar ea gkgen g@%{%@l %%bgfg%?ai&eveg‘{]&o‘ﬁ?%dg%és%)%c}dgt[b q(ajl sp&sh activity

in the r% %ge%t @ﬁ'@e@g)lggrndlstagqég glarg-n Q&%&s LF T ex pi@aag%\rh@ c'icrs] I‘tlbeg%lt recfé?c?{)”d' tion

nmoni t oré raphrca user n ace)rocan ne iR erpre Iin the

follow n ner b % ?ondl |on 110 represents a door sensor that
%t Fg}p €mbo 1men 51x 2 Cf‘ sed.

€S can
has recen en n ararmand Ts nom/out of alarm b) The latch condition

112 d

S R ORI e T T
ditior 1 14 a nt ti . th t at '
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slice,” to precisely understand and convey the nature of the intrusion. By monitoring the display (

>

of alarm states, false alarms can be readify distinguished from genuine alarms (that is, actual
intrusions and/or fires). For example, a mouse cursor associated with the supervisory mom‘ton'n%
| system’s graphical user interface can be positioned next to a particular alarm point icon to access
additional alarm point information. This alarm point information can identify the type of sensor
situated at the alarm point {(for example, glass breakage detector, smoke detector, and so forth)
and the room number or area can be identified.
The FIG. 1 event slice associated with activity in the space being monitored (that
. is, a snapshot in time of a condition monitored at the graphical user interface), can be interpreted
in the following manner:
a) The latch condition 110 represents a door sensor that has recently been in
alarm and is now out of alarm;
b) The latch condition 112 represents a motion detector that was recently in

alarm and is now out of alarm;




separate tracks (i.e., paths) of an intruder (or spread 33fOctobfi308%; d) The
two points 106, 108 are in sinultaneous alarm By positioning the nouse
cursor at each of these points, the user can determ ne that these points
are, for exanple, notion detectors in Roonms 3 and 19 of the school,
‘respectively. f An anal ysi-s summary can be di splayed.to indicate that an

i ftrusion occurred at the _front door and that theregl'are at |east two
vintruders, oweogaiersg left up the North hall and the other pcg@isighsidsght down

the East hall. The digpl [ rrentlyln
Roons 3 and 19. bﬁn A%_%ﬁ%ﬁ_%{dﬁ?%%ﬁ«} ?%83@2%6 %@g 'tgéatﬂ% egéfsgr\ln gw"éﬂet ails of

all time event data fahe 8GR cordliBhTiAGL &naﬁlgﬁ?wﬁtﬁeot{serom@' e, the

exact tinmes for the break-1n an frane ntrusion for use
by the user and/or | e af.es 1.0 the FIG | display
can be continuously fsg%%in%e &eenhathgssoﬁa%?n\kf@%?&%ﬁ%ﬁg? i ﬁ?g system over a
connuni cation negwor ky, such . as 18h (b teru?et/ theurn & nruni cat on net wor k,
for the purpose o)f subSequént “t rackr ag.™ THe %%éra\ﬂngo yyp%'t’ﬁnfr@ system
can include a host comput er an _enbe erver t hat
actss as the principal ursr%ﬁlfrfo&apeﬁﬁl!’ gﬁé?se%m{sbtpe Uiy © B’P‘“B a‘stgeéﬁrl ty/fire
-or other alarm panels equi pped wth enb d ed weph servers_a cated in
one or nore distinct PSPac gF} eixf'ir@plﬁ”dﬂ?t{OB% GEOR ?(E“s%?"gv!gépges"?‘f’%ed and
nobi |l e, can al so be Ilncg %to the system from authorized police, fire,

- private security and "BPREV¥onitoring departrrents or agencies. Intrusion
det ection, tracki nd sub ect at i o |ished in accordance
SEE LI bl i =
echno er conj unc i on
£t o (0% S6or i e it T A s SRS LceEy, SO EGIRGIET U1 16 NaTa 7l BB O0ST ot o
condi ti g%ﬂ'lsg ncggt down the East hall. The display indicates that the intruders are currently in Rooms 3

and 19. An ACTIVITY icon 118 can be selected to review details of all time event data for each
alarm point inclu_ding, for example, the exact times for the break-in and the time frame of the .
intrusion for use by the user and/or law enforcement.

Real-time updates to the FIG. 1 display can be continuously received by the
supervisory monit?ring system over a communication network, such as an Internet/Ethernet
communication network, for the purpose of subsequent tracking. The supervisory monitoring
system can include a host computer, configured with an embedded web server, that acts as the

(- principal monitoring station for any number of security/fire or other alarm panels equipped with
embedded web servers and located in one or more distinct spaces being monitored. Remote
browsers, fixed and mobile, can also be linked into the system from authorized police, fire,
private security and other monitoring departments or agencies.

Intrusion detection, tracking and subject location are accomplished iﬂ accordance

’ with exemplary embodiments of the present invention using known sensor technologies in




be categorized into six fundanentally different states: YtDctohepfi0nt

currently in an alarmstate; (2) A point currently in an alarmstate, and
acknowl edged by a nonitor; (3) A point recently in an alarmstate, but
unacknowl edged as a current alarm (4) A point not in an alarmstate; (5)

A point that has been disabled; and (6) A non-reporting point. // The |ast
two states, disabled and nign-reporting (or fail), répresent inoperable o
poi nt condi twonkmeslfre remai ning four active point conditi oG R§Vige the

MoNi t Or kdigur@RET @4 néveCh@fficatidnpeticed! IFORex@fnplehine RIaRR bBhSs AL &n@GhisEL Y Set
into alarm their sinultaneity (rmultiple points of intrusion), and which

al arms  baysegbRRI iit6 SRk dhrdeRaBy &iffédeft Bftesal arm but which are not currently
in alarm I%ach of the point conditions is represented on the screen

di splay by a uni que i AQint &M H D3RS, and col or for easy recognition.
| noper abl e poi nt conditions appear unobtrusive. They do not distract the

operator fromregl-t %ﬁ}tﬁkﬂéﬁﬁ{ i_?gil&taléﬁ@ﬁteaarﬁl a%%%xﬂé’c}giﬁég&ga%&%rt hat these

points are not contri ng to security nonitorl rocess. Wen a

P ™ ot el ar o o450 SRR oLy o SUBPIAL DA BRI o 20 QA P® T 00N

for that alarmpoi'nt c nged to appear TéesSs a .

exanpl e, change f(J om ﬁpﬁn‘iﬁ&tix‘fﬁﬂﬁﬁnn(sﬂ{é:h as, red) to a second col or (such
as, yellow)), aII(gvvi ng the operator to’'focus on new activity rather than

t he door that hagkbee nan-.al armng point icon appears
clearly visibl e,%lgut Jﬁg%:ﬁxé%hg urg?eﬁgﬂ?‘?\hdgp%r and shape. An icon that is

1031 Otober 2008 A MRRBBERBERIS pory Us0a) 1ataa o ea0eD:

The last two states, disabled and non-reporting (or fail), represent inoperable point (
conditions. The remaining four active point conditions provide the monitoring operator a clear
indication of which points are actively set into alarm, their simultaneity (multiple points of
intrusion), and which alarms have been recently in a state of alarm but which are not currently in |
alarm. Each of the point conditions is represented on the screen display by a unique icon,
combining shape and color for easy rgcognition.
Inoperable point conditions appear unobtrusive. They do not distract the operator
from real-time alarms, but send a clear notification that these points are not contributing to the

security mo_nitoring process. When a point alarm is acknowledged by the supervisory

s,

monitoring station, the icon for that alarm point can be changed to appear less alerting (for

example, change from a first color (such as, red) to a second color (such as, yellow)), allowing
the operator to focus on new activity raf.her than the door that had been left open. The non-

alarming point icon appears clearly visible, but not disturbing in color and shape. An icon that is

alarming in color and shape represents the alarming point (unacknowledged).

10




Wil e increasing the level of information displayed on SBh&ckberd906 t he
icons act as easily-discernible synbols without cluttering the screen and
confusing the operator. The increased |evel of information displayed

provi des the operator tools to recognize the presence of nultiple
intruders, the ability to-discern a falsely-triggered alarn1(|solated

_ alarnlng sensor) from a lebitimate alarm and the vi)sual "tracking" of
*their activiwg.os@dsesnonitoring authority (user) can thenp@ﬁﬁkxyﬂ@ktern

anal ysis to real WiiRBnGHaRgaR vl @ﬂlﬁfoﬂﬁa?xbﬁlhgﬁla%a S lleg;ll nate getween fal se
and genuine alarns, and to track novenent an i ntruder "o Sp FEA of a

fire. C@a@ﬁmké%,bﬁpmmlt@mﬁ% meg@r%enaa?lg {1 pfA0oRE oG, Lo Pl npol

alarm conditions anDng p ur al spa exa ere bU|Id|ngs)

bei ng_MaRebdd et oFBiforn BBl faved pRivil .!hsxgératal A 5 el B pitedon,of oo

geographi cal area, an can in e I ndi cations

t f I t th b
ot 11 chuipléfihedite BB 4l agfaﬁ?'%ym R R MR A
and cl 'ac %1991*‘1 %laﬂ'ﬁtﬁldlttﬁeﬂwsuai 919151811 of?helr actnut i F‘ﬁ%mé@%g{%\ga@tﬁug%p gj n a:,)]e

provi ded e user e supervisory nonit

~indicat] ‘f&mﬂ%ﬁ@%&@ﬂi‘i&aﬁ&s et Ects 6%/58 %a?wg 32 é%gxscngg{lqﬁ%gf{%?ﬁ)é?g?peleg i g )

seconds rom I e a“sensor oCa

tri ppedayd%&rﬁnr%%la?tln rami?ot?a% hmgeme t'o use c%{?rsgvggofgaoffre con fepr -e-sentl ng the

~facili Fnalarmdirects ‘browser display, a
securi by panel - corsyHERne it 4 cégséi SBRPSCH B B R PO Gied 1 the
Conai t1 SRSt pEH SRR %‘%"ra%fré A Qe RE BT e an al arm
2t hor (99768 'he%ﬂ?%é?%ﬁ%x i v%w%"aﬁﬁr‘égé‘{o' RS G B0 BASRPBGRRY then
i sual ioi‘als ?%“ﬁmgﬁﬁ PR RO T G = 5 Byt Sresl Peer sstheopser
| ocat ednog 1e th%]hlg%level?&splzy Oﬁy moving the cursor to that facility and clicking, a detailed .
floorplan such as that shown in FIG. 1 can be provided to the user.
The supervisory monitoring system can display an indication at the monitoring
site’s web browser within, for example, 1-4 seconds from the time a sensor located at the space
being monitored is tripped into an alarm condition. A mouse click on the icon representing the
facility in alarm directs the system to retrieve, for browser display, a floor plan schematic (such
( as that of FIG. 1) from the actual facility’s security panel computer that displays all alarm points
included in the facility and their current states. Subsequent changes in alarm point conditions are
typit:ally displayed in 1-4 seconds from the time an alarm is triggered in the facility.
Upon confirmation of activity, the monitoring authority can contact local law

enforcement or other agencies that then direct an emergency response by hypertinking to this

+ same building visualization of alarm conditions using, for example, a remote browser located at

11




i i WD 03/096152 PCT/ US03114143 the police/fire or othé&t Qstobpyd06H center.
Respondi ng personnel at the scene can al so access this visual display of
alarmconditions by linking to that facility's security panel through a

wi rel ess LAN hub protocol and encapsul ated browser conmuni cati on broadcast
instructions. For exanpl e~ browser encapsul ated comauni cati ons prograns
(e.g., active X control, Java applets, and so forth) can be used. By
clicki ng onveobdsiscon 120, maps showi ng directions to thecriasikisy, or

any ot hefe pdRRrt Sti6theralspaRREREE ReRRdindpdftindlfat IR Gcehedn didb ¥dce&aths e
di splayed. In its fire nonitoring role, the systemcan use the sane

encaps ulvgnﬁqgspﬁw@mm CRBTHIN SRR 1Dt RERSs LORPAMR) hRA { §iBepdat es of
changes in fire alarmpoints that are displayed visually oh a nonitoring

site's ‘I‘%‘N Iplg%ﬁ&rol arﬁ%kgbéumﬁ bYdvbiath 'uﬁI&l.I.@aIﬁ Hr iR in@irdetiofRUEb Al Ng Tl oor

pl an overl ai th 1cons detailing all fire.alarmpoint sensors. Pattern

anal ysi i . I I one and .
POt ) act . Bovda ol duted S0kl B L A oM bR, vk B O0E 200
can acce t i i I . I . Ltion hr ough.. l.ocal wreless
LAN hubgﬁcfsiol%)\ééfg%kns\?gn??8%%“&@%&0%@3%%#8gtfoltwdn %&8&‘%‘6@ tsf,’ such as
P oo O S Buld mib ('S cbiblee Hoge phdns R Heeelin PLARE bl DT ONSET 1
“and so forth. Th I I.ONi eGur.j nd fire alarm ciion can be
provi ded whi ch pdt i s Hod@fngrele B 5‘}%"5&%’3‘3%1&’33?‘8 HARRAESNARG T e
P Ot GRLE D EETER, S’ fnb WA EOR ML f B b TRy A scene

i nf or mat’ion rest-in-progress and/ 0 ctrve | ing.
Sl G R SN
web. br oV B B ke B Sor R L BT ey AR e oo
where-t hELEY i ruRit KeriR et ot 05 vrondf Sif e (T e s

hntr UderLnge)poI?cre, t%gegg'}ters at the scene can access the visual display of alarm conditions through a

local wireless LAN hub utilizing conventional wireless communication protocols, such as
protocols conforming with the IEEE 802.11 protocol standard, and browser encapsulated
communication programs such as active X control, Java applets and so forth.

Thus, electronic security and fire alarm protection can be provided which permits

. real emergencies to be distinguished, and which provides law enforcement and fire fighters with

R
)

real-time on-the-scene information for arrest-in-progress and/or effective fire fighting.
Encapsulated browser communication programs are used so that real-time conditions of security
‘and/or fire alarm points in a remote protected facility can be displayed on a céntral supervisory
monitoring station’s web browser and/or on remote, authorized browsers.

On-the-scene wireless connectivity can also be used by responding police/fire

response units where these units connect into the live visualization to tract the intruder(s) or fight '

12,




12 31 Cctober 2006 WD 03/0961, 32 PCTI US03/ 14143 the fi r3dOcloberszmosirity,
fire, and any other nonitoring, enbedded naps accessed via the MAPS icon
120 assist in getting response units quickly to the scene. Once on the
scene, police officers, firefighters, or other response personnel can
access, the visualization ot~alarmactivity through a—- wreless interface of
a‘renote browser residing od a |l aptop conputer and thé building's security
‘panel cont ai Worgossenbedded web server. I n accordance W tgrxssphdy Y

enmbodi meiesire. dn sdelitye (i AREL Hiy G et @ONiRFAE, @ADL TRbSSesBd A HENWPANAL
wi rel ess protocol, such as the 802.11 wreless protocol, wth encapsul ated

browser CIYERUAIIF iy VBspoReaiiitk divk] ERRIICERGncE 3R ztﬂ@%})ﬁ%ﬁ&% ideQFREACT I Ve

reporting of facility security information between asi ¢ Subsystens

over an hrEghastor Eih@ﬁfe&ﬂins&&%%ﬂl el dcQRSthk iv{}.Kaljzﬂﬂﬁ'n of faﬁhlﬁ ac?i%%ﬁ%x%hg%ng are.
e

(1) Security Panel This subsystemdirectly nonitors t status 0

i ndi Vi duglrels@ @ tate 8FrentoRPRbWsr tdRink of b &k uesting host, renote
and nobiléeconpute? sﬁ%systens? Enﬁgﬁdeg&hé%88§ggé£@gﬁﬁﬁéﬁn %ﬁmngprovide

¢ . . ( ( .
host, 1 epm@bRontAiRfhg ¥R RIbEId4E b sddra WIRELOD QD g sl e (2) Host
Conput er” Thi's subSystem  through anh%ﬁggﬁgég me%ksé¥$%?nyjyﬁy§d%e, provi des

-a  real -§4 ' iaMioaf ' LLL | ocat i Il the
sites wﬁ€ iﬁg§§§@§%fﬁf§ﬁﬁ§fa%@ﬂﬁﬁﬁ tﬁgﬁﬁkg%gggg%n%Fﬂé?mﬁ5ﬂ&i§£§3bsystenB

used tOwﬁtﬁ&?fu@olo\‘.oimﬂhteHEap%\Ji'ﬁecPJr&@s%r&ﬁﬂn dioficcess to the security panel

-at each site through the host conmputer web page. A local browser interface

provi des the host E£MPAY ShoQRGRERL Qh p%?c%qr?teltagti‘}et}gpoﬁ%g%f gaglrli%i sleceugity
( ‘ information between four basic subsystems over an Internet/Ethernet communications link. The
four subsystems are:
(1) Security Panel
| - This subsystem directly monitors the status of individual sensors and
i | - reports their st_ate to the requesting host, remote and mobile computer
subsystems. Embedded web pages can be used to provide host, remote

and mobile users detailed information on the site.

(2) Host Computer
This subsystem, through an embedded web server interface, providesl a
real-time display of a regional map depicting the location of all the sites
within a security network and their status. Other remote subsystems used
to remotely monitor the sites can gain access to the security panel at each |
site through the host computer web page. A local browser interface
provides the host computer operator access to the same detailed

information. Browser-encapsulated communications programs operating

13




i nformation. Browser-encapsul ated conmuni cati ons progr ass Coppeerdttotg 13 31
Oct ober 2006 C WD 03/096152 PCT/ US03/ 14143 w thin the host maintain

real -tinme status of the sites/alarmpoints and continually update the

di splay screen. (3) Renote Conputer This subsystem accesses the enbedded
web server within the host—~ conputer through, for exanple, an Internet
browser program which digplays a map of the area §ites and their current -
status. Usi ngotolreemause, a site can be selected to view thawheseils of its

status. Upon sel ecti oRinhihh hoﬁtmtﬁn%épﬁﬁf@fs@msG@me BitesAiaf® 6Sihig aﬁ:(pnnect ed via
a hyperlink to an enbedded web server wthin the security panel. Simlar

to the host conputenmnhﬁgn g&ﬁﬁnhy&ﬂﬁ%gﬁﬁgg site and poi nt status i's
mai nt ai ned through a roms r-encapsul dt ed comuni cations program. (4)

Mobi | e Conputer The nobile conputer can gain connectivity to the ethernet:
network local teytherghaethhyuganel through a wireless LAN, once it is
within the operatlng range. "Broadcast packets" (for exanple, encrypted

packets which can berileamyytcafhchitsds e MYeided webRVESHhiC@AnMe Sent by the -
security panel and be used to instruct the nobile conputer how to dlrectly

access the security paR@uted thdizh 6 &48hp feh;{nQHQHwﬁ&owlv% BfoBRin, bhruser

program Once connected to the securlty panel web page, the nobile

conputer interface caflsgi8hataB of hkBreh BieshBEMER cHAMPHASY. - Using the mouse,
a site can be selected to view the details of its status. Upon selection, the
remote subsystem can be directly connected via a hyperlink to an
embedded web server within the security panel. Similar to the host

computer, the screen updates of site and point status is maintained through

a browser-encapsulated communications program.

(4)  Mobile Computer

The mobile computer can gain connectivity to the ethernet network local
to the security panel through a wireless LAN, once it .is within the
operating range. “Broadcast packets” (for example, encrypted packets
which can be decrypted by the mobile computer) can be sent by the
security panel and be used to instruct the mobile computer how to directly
access the security panel’s web server through an Intemet browser
program. Once c'onﬁected to the security panel web page, the mobile '

computer interface can operate like the remote computer.

2. General Communications Overview

14




2. General Communications Overview 14 31 Cctober 2006 \WD@®BBHLGIHLE 52

PCT/ US03/ 14143 Communi cati ons between the various subsystens are
represented in FIG 2. Standard browser and web server tools are conbined
wi t h uni que graphics and comunication prograns to effect real-tine
performance through m ni mal bandwi dth. FIG 2 provides a general overview
‘of the comuni cations that_transpire between the four basic subsystens;

‘that is, (1)weohesiszconputer 202; (2) a renote corer’fer 2Q¢rukdhaSeCuUrity

panel (s) 206; andofrfjunitabibds®eHQREDHE riodDibs fSATTURN CALIQRS iPEween the host
conputer 202 and the security panel (s) are represented as conmuni cations

210, Wi Blindafd B9 ser bitbvER$drid tdolt@reior® i With Qﬁi&hf%'gﬁl{mta-h@ Qon];nluﬂl\ﬁl:ati‘{):nor and a

exanple, following a powerup indication from security pane

connect h@prahY 1d difctosiliinte JePBrhankd AIREN miBmhiMendRGH! i tY panel 's enbedded
web page, files regarding site information (such as floorplan) and al arm

stafus i nformati PG, GovilE aSeiral bOerl {36 olﬁglgtcomﬁiumc%t oéls : rgtﬁ%ai%%?r%éetgvg%gsg t oe

followed with respect to conmuni cations tween

comuni GeduPPRicIEbRERSIAR (1105 N6RURHARE 2692, ANl LERE By, GPIPUL er 204

are- represent ed as “communi cati'ons conmmuni tween the
" Communi SR 7063 (R G 2B b R RO socur i 1y
R o RO ARl OB e R B R R A B P B csont ed by
ey S TR A SRR USRS ol bl Sopr it B our
One. of “HRRYpAGPGE R0 0Bttt et atfea GORE ERe ety eids crtaieas -

Nore ded &g ol SRRILAR b6 BREC: oS hRI THEALLAR ifikAS0d O, 2CCOr dance

be sent to the host. Similar protocols can be followed with respect to communications between

the remaining subsystems. Communications between the host computer 202 and the remote l.

computer 204 are represented as communications 212. Direct communications between the
l remote computer 204 and the security panel(s) 206 are represented as communications 214
Finally, airect communications between the security panel and the mobile computer are
represented as communications 216.

Those skilled in the art will appreciate that the information flow represented by
, [( the various communications paths illustrated in FIG. 2 are by way of example only, and that
communications from any one or more of the four basic subsystems shown in FIG. 2 can be
- provided with respect to any other one of the four basic groups shown, in any manner desired by

| the user. More detailed discussions of the specific communication paths in accordance with the

exemplary embodiment illustrated in FIG. 2 will be described with respect to FIGs. 9-12.




~exenplary enbodinent illustrated in FIG 2 will be descrii§stbbai 2006r espect

to FIGs. 9-12. 15 31 Cctober 2006 i ~ WD 03/096152 PCTI US03/ 14143
However, for a general understanding of the basic comunications, a brief
overview will be provided with respect to FIG 2. As illustrated in FIG

2, nost intersubsystem conmunications are initiated hy executing a
conventional Internet browser program (such as Mcrgsoft's |nternet

Expl orer, orwolbgbseape) in accordance with an exenplary eniadisi®ivist hat is
. repr esepdwer, forkal denerdl tledfinding SHBY B8 cBhANERA ons \WHRRT SRE W QMERr 1S
directed to a specific site address (both the host conputer and the -

securi tyoR@slitfksedsniaed | nternet protocol (IP) addresses), the browser
software attenpts to connect to the port at the I P address. The enbedded

neb server at thas iRAGEESHEdas bl RRAUNGEER iifuANNSE L TARNERE o (e

port as a request to transfer th rmation con ed, for

exanpl €. u'ﬂn?nEgd%ntﬁdda?%ter@ﬁﬁwﬁgr%%ﬁ% ztstl\th%w?:'é[ﬁ\é\’?n?{rﬁeﬁ%ﬁl r%r begi ns to,

process t tructions wt e ar e

Lol b CN0E Tl iPacc HUARANAR il iy DAAOARR R kB e TR %aat' ons program

to be exec oca e "br owser

SOf L vy LeguES! St Minbi A &@%Io%fs ol 4 OfaTA L8R S AESESH dsRgcer ver

usi ng a hypertext trans pro 0CcO recel i IocaIIy

by ¢ he EIRCT iﬁ%%ee#ﬁ“i%ﬁ*??‘gég W%‘r?”%&%éﬁ éar‘ﬁ@feessaﬁ e
‘backorayag.t BaLu 0% Ghhe: AG pohOl Bl BLAKYS TFO0S 60 WEILLen on. serving as

vi sual |ca ors nDnI rrng opera I-catl ons

progra erf both the real- icatio
subsystd %gssggﬂpsrﬁco e ﬁ%mg?t r %ttctg? R ?Scac{ﬁ%ue% B?{’S}m@e WSEﬂfé?l cations
; ::‘/Fglc tin Oﬂ’éa lﬁg%"&‘ rl,] t{] ! ﬁ)galinpl?ehlgsa t@%\t@é&r bnge t?'gnl:s e?rgd Itlﬁzoorowse{ seoftl;.rglpal nted to

begins to process the instructions within the HTML file. Within the file are references to a

graphics file to be dispiayed and a communications program to be executed. If these files are not.
locally available, the browser software requests the transfer of the files from the host web server,
using a hypertext transfer protocol (HTTP). Once received (and locally saved), the browser
software displays and execufes the files as directed by the HTML fle.

The graphics files displayed serve as the bitmap background that the site and

point status icons are written on, serving as visual status indicators to the monitoring operator.

¢

The communications program performs both the real-time communications between the s

subsystems and the painting of the status icons. When the communications reveal a change in
point or site status, the screen icons are repainted to reflect the new conditions. These browser-
encapsulated communication programs enable real-time performance over conventional
communications netv;rorks such as the Internet.

3. System Overview
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encapsul at ed comruni cati on prograns enabl e real -tinme perdl Qctobaci®0dver
conventional communi cati ons networks such as the Internet. 3. System
Overview 16 31 Cctober 2006 J J WD 03/096152 PCT/ US03/14143 FIG 3
depicts a general system block di agram of an exenplary security system
conprised of the security panel 206, the host conputer 202, the renote
comput er 204, the nobile _conputer 208, and an optiopal wireless LAN hub
*302. The seowmobygsmanel is installed within the space (tBayyssiqlhe

physical facilit ' | nd, .S _permanently connected to an
Internet or Et h)ee[cn}gfa%gﬁgm%%bérg%gge?ﬁbéocﬁdlraé ﬂg's%rﬁﬂﬁ’ﬁ’ A &Ysiest al | ed at

the facpl. i i nectivit ot the nobile conputer 208 via
a wrel gds@%iﬁég%%egﬁgg#gg?%é%?%E’ﬁ?%é:?m ﬁ?yzggnth?)ﬁ’“’ioﬁs“f’%?l’wéﬂzoé rebiE so | ong
as it i onn ed,to the . sa I r.n r..Et hernet network 308 to which
tfleI ’sei:é"r“?‘{“ﬁe"g- éri@fwl ?I%O%ltofl%@ﬂ%gss %‘Shf‘gh%fem&éﬁﬁyﬂ{@meimnﬂgkd Méthindsg al | Ied
anywhere _so hIonl% ag)fit aE cess the sane Internet or Ethernet network
310 to WATCHY Fe™RB Smé‘{)‘r%r?i PEpermrenitoph adds permgnegeqnnegted tapn etresy

er mane dial -u nd,so.forth). The mpbile conmputer 208 nust be within
| E IEle Covtg%lbeéneépggoﬁéfB@hgmw}rglpse‘:@?} RN “ts@ll%ﬁié’ggfactiﬁé selewravidg panel over

-the wreless. LAN 306. .The secyrjty panel 206 nonitors the status of
sensor sCOSRFIVIRE R e Wf‘?ﬂ‘m‘teﬁﬁéé V%ﬁﬂ‘feéfﬁ%w&@ﬁ-l Theyhogt camgtiie?ORjcark s 312.

When an,_enahl| ed sensor 1chanﬁes stat e PO NT STATUS nessage is sent to
- the hos¥¢ BEHSAERFVISES0 legas BiS tonpesiesd fe die same (nsgrns onBthemetmetwor308rio oper at o
repaints .t h& i cons shqwn on i tg}di splay screen to refl ect the updated
condi t i Bt he sHUNTRneils %ﬁacrl'ﬁ ¢ TeIRlF REBRFR2 W sapin iavtallsd apsyhstesoconput er
urr entlbﬁg cqnnect ed go the security panel r egort i ng the changed poi nt
ondi t 11878 B Ca RESs S B s niERE Or Esheshed et 110 el p hesy cermmur audro
the security panel are attached (permanent, dial-up, and so forth). The mobile computer 208
must be within the coverage area of the wireless LAN hub to access the security pariel over the .
wireless LAN 306.
The security panel 206 monitors the status of sensors 314 installed within the
‘monitored facility via data links 312. When an enabled sensor changes state, a POINT STATUS
message is sent io the host computer 202. The host computer, usuaily monitored by an operator,
repaints the icons shown on its display screen to reflect the updated condition of the security
panel. Any mobile computer or remote computer currently connected to the security panel
reporting the changed point condition can also repaint the icons on their own display after the
next status query response.
a. Host Computer
FIG. 4 details hardware and software components of an exemplary host computer
202. The CPU motherboard 402 for example, (e.g., based on Intel processor, such as 80486,

Pentium VIV, or any other processor) is a conventional personal computer that will support

any desired network operating system 414, such as any 32-bit operating system including, but
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next status query response. a. Host Conputer FIG 4 det &'Gstdhar2P@dr e and
sof tware conponents of an exenplary host conputer 202. The CPU not her board
402 for exanple, (e.g., based on Intel processor, such as 80486, Pentium
[/IVI1l, or any other processor) is a conventional personal conputer that
wi || support any desired maetwork operating system 414, such as any 32-bit
operating systemincluding. but 17 31 COctober 2006 ‘t WO 03/096152 ’
PCT/ US03/ 141w 03/mets2l i mted to the Mcrosoft NT Operating Kysusemszfl. An

exenpl ardet hmideas Beavidrob i NTF @@éi'd!ﬁl? Systéth 2@CAR mofHe8AAill feature,
communi cations port 404 for interfacing wth an Internet or Ethernet

net wor K.or Acdddifddste Hthéh& cemmubiatl ol it d@%or ifte fth MEWEJ Hiflkeh OF age. A

keyboard and nouse 408 can be attached for operator iInterface. i spl ay,

such as @RvoRY b i Qi : g .0 L.al video

%r aPhi cés}rizlggly %égﬁgh%qgffiﬁ?ﬂgst?l%?&g&gi% ulg{oﬁﬁgb 8%%3*? %hﬁ?{e?fﬁiﬁjtea:%l qtoer_at ![ ng
ystem : ap a. e .l nterne

Br owser sofS %g\‘gre B%g%'gge ﬁl%ﬂ,e&é%é Ergdsg | %’? ggﬁgggﬁﬁ%g%%ﬁvm\%arnsqeon,

i ncl udin i ; gy e il fr crosoft. Corp. An :

errbeddegﬁ{'ﬂ;\s}eﬁ%§ ?g%(ﬁh l‘%z‘% dll%glr ﬁg%oagﬁpg%\a‘ &fg‘ﬁlogsé p?rﬁﬁeq%f:? ‘8%@ {I'Sppa rds% ‘hal web

Ser Yol The MIROMRE S WA PSS s 1 ASBa SRR SN RA? . ©

i'nstal | ge support tool's® supporting graphic _
R Tt L R TR S R W
d soft Qf ut 204, . Th U not board
200 70" DAL SARIER b\t PR RIS 200 BT B 20,
o ner  PAREESPlcksoh Fen SRR G AneREN S RRler ABe Bhent Akcnsty blg guPPOrt the (

desired ne

installed with web page support tools: supporting graphic files (i.e. regional maps), encapsulated
communications programs, local data files and any other desired information.

b. Remote Computer

FIG. 5 details hardware and software components of the remote computer 204.
The CPU motherboard 502 (e.g., based on Intel processor, such as 80486, Pentium I/IVIII, or any
other processor) is a conventional personal computer that will support the desired neﬁwork
operating system 504, such as any 32-bit operating system, including but not limited to the
Microsoft NT Operating System 20. The motherboard will feature, or accommodate Ethernet
communications 506 with an Internet or Ethernet network via Ethernet port 506. A hard disk ( :
508 will support information storage. A keyboard and mouse 510 will provide operator
interface. An SVGA monitor can be attached via port 512 f‘br a visual display unit. The
operating system 504 is installed in a standard manner, along with an Internet Browser software
package, such as "Internet Explorer” package 514. A local cache directory 516 is installed with

web page support tools: supporting graphic ﬁlés (for example, individual room layouts,
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operating system 504, such as any 32-bit operating systehOcabet 2086ng but
not limted to the Mcrosoft NT Operating System 20. The not herboard w ||

feature, or accommodate Et hernet comuni cations 506 with an Internet or

Et hernet network via Ethernet port 506. A hard disk . j, 508 will support

~information storage. A keyb@ard and nouse 510 will provi de operator
interface. An SVGA nonitor _can be attached via port 512 for a visual

‘di spl ay unit wolis@weieper ati ng system 504 is installed in a ghanpdaidqganner,
al ong Wildarbhs | e@AdWeb T BEIAWRSY ol YRS fomﬁgg&ggaf%ﬁlféggp%g%gia{t{at ernet

Expl orer™ package 514. A local cache directo allTed with web

Page SURBAfun{ARINS protiRROLld 1 @EARRi ¢ files (for exanple, individual room
layouts, 1IX - ----=---- 1------ 31 Cctober 2006 WO 03/96152 PCTI US03/ 14143

f.l oor pl ans, side yi ews(ggmﬂﬁb;rjerstory facility, and so forth), local data
fiiles, encapsul ated conmmnications prograns, and |ocal data files. c.

Security Panel FlGg. § qlglictatdiv r@;d\e@mf@%@% QIROBENE S LT Lhe
Security Panel 207. The CPU r?ot klller oard grgg.l\g{t;ge%eglﬁﬁlﬂ%nﬁ‘ Onfeqhe

pr ocess@ipy Shthbbéd 80AR%., vB&Abh iy gaﬂu\}%mé{s{;ﬁ bucn Q% 8@@¥,hP§8té.lénef/Hng,%ﬁ & o {( 's a

conventional personal comnputer _ suppor sire _
PP ¢ ed TS HRGAT RS ONFI kel o RTAR bR SR PR 0 11
Ether notPRerRar Ry Par HEha: g ak P AR SHER G b e T S Lppor
manner R b e SR B Bo A AR R b TS fufrdy (Shch as
L So | nerhh ol BT afRERRECe RRNTE G o BB ABR BT okl k801 <. sucn
as_ RMS@il?QWin?&Haﬁ&?st&Eé’é %QL&eraﬁi%‘gl ’SYS?J[I? casn eer%liatllgg inta%tandard mannér, A
| Windows compatible embedded web server 610 is installed (such as those available from

GoAhead sofiware). A main application program 612 is also installed, including local data ﬁles.t

Communications protocols, such as R§485 communications protocols 614, are supported to

facilitate communications with the sensors, sensor controller and other access devices. As

supporting in_pu.ts, video capture boards 616 and direct digital /O boards 618 can be added to the

local bus 620.

d. Mobile Computer

FIG. 7 details the hardware and software cémponents of the Mobile computer
208. The CPU motherboard 702 (e.g., based on Intel 80486, Pentium I/II/HL, or any other
processor) is a conventional faptop compufer that will support the desired network operating
system 704, such as any 32-bit operating system including, but not limited to the Microsoft NT
Operating System 20. Add-on boards can be installed to interoperate with, for example, IEEE
T, 802.11 Ethernet communications 706, compatible with the installed wireless hub 302 (shown in

FIG. 3). A hard disk 708 is installed to support information storage. An integral keyboard and
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facilitate communications with the sensors, sensor cont rddlQanbes2fd6ot her
access devices. As supporting inputs, video capture boards 616 and direct
digital 110 boards 618 can be added to the |ocal bus 620. d. Mobile
Computer FIG 7 details the hardware and software conponents of the Mobile

conputer 208. The CPU notherboard 702 (e.g., based-on Intel 80486, Pentjum

Ul/111, or any other precessor) is a conventionalllaptop conputer that

wi || supportwo hewdssi red network operating system 704, smcivussiany 32-bit
oper at i mgusey$0 ex@aitavhbdi thir pgeratbiinterface. | A disgiegd sich at eSWGArIEI®hbnilNF 71Gper at i ng
System 20. Add-on boards can be installed to interoperate with, for

exanpl eauatiiddfor BARaldisghein athe opdHtR sgatn 0Athe (Xfalled arPairdbldenanhdrh t he
installed wireless hub 302 (shown in FIG 3). A hard disk 708 is installed

t 0 suppgsdg Wit Sy Reineibrsived gfBvaré\Pack ey ahic RN ReREE:@Rter B Sdinfpfel ober 2006
WO 03/ 096152 PCTI US03/ 14143 nouse 710 are attached fé? opgrator interface.

A di spl @¥sioS516Br asata) RVYSA ek dRBiokPT164d Bsthifed vfitﬂ e Hage iufaPoramws.s ual
a S

di splay unit. The operating systemcan be installed in andard manner,

al ong WybBorBhY graptli€fiReti. O LRNES Il RRH WALE, PRTHAGEsidd few SEG NIRRT Nt er net
Expl orer (for exanple, version 5.0 or greater). A local cache directory

716 1S RaRhAkdEd MoV RaBERS, HLARALE] E&&h&iicati%h@ﬁ@ér%x%.é]%cﬂ%@ﬂ'&&t& files

(i.e. individual roomlayouts, floorplans, side view multi-story
facilityesand so forth), local data files, encapsul ated comunications
programs, and local data files. e. Screen Display FIG 8 details screen

di splay graphi c gonpogiedhdispldiese conponents are common to the screens
avai l abl e to the host conputer, renote conputer and nobile conputer users.

These di spl ay COMRDIRRISs Mr@n Wiy a¥bhicabiforlHs OUBAe cfffongaarRl €, the use

of standard
commen to the screens available to the host computer, remote computer and mobile computer
users. These diSpléy components are made available through, for example, the use of standard )
browser technology, encapsulated graphics data and real-time communications programs. When:'
the browser software initializes, it generates the window frame 802 on the display 800. When
the browser addresses an embedded web page within the host computer or security panel, an
HTML file is transferred. Within the HTML file is a reference to an encapsulated graphic image
file 804 to be displayed. This file represents, for example, a regional map, the facility floorplan,
or an individual room layout. Also referenced in the HTML file is the execution of an
.encapsuiated communications program 806. This communications program is spawned and
operates in tandem with the browser software, maintaining real-time communications with the
site containing the embedded web page.

The communications software queries and monitors the condition of the

panel/point status of the remote sites. Upon initialization, and as new status is received, the
communications program "paints” new icons 806 atop the graphi;s display, the icons

-representing the location and status of the depicted site/point.
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browser technol ogy, encapsul ated graphics data and real -XiGetobeoP88ini cat i ons
progranms. Wen the browser software initializes, it generates the w ndow
frame 802 on the display 800. When the browser addresses an enbedded web
page within the host conputer or security panel, an HIM file is
transferred. Wthin the HTM, file is a reference to an encapsul ated graphic .
irage file 804 to be displayed. This file represents; for exanple, a '
‘regi onal mapwotkeséizci ity floorplan, or an individual roe@dsayQus. Al so:

referenced in thep m%ﬂéﬂi@ emBodiMBnt OHGE W skt rﬁ?es@m&ﬁpﬁ% @5%\?\%& 4 and il (

comuni cati ons program 806. This communi cati ons ogrami1s sp

oper at e RN AR dlarii e Mtgﬁﬁlﬁ%s.m;@%%ggﬁ%%@%ff% -1ime
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" ACAr (o B el BB T et U B RS bt ln e (3)

RECENT ( DO ite recently in alar. (4), NORVAL . (point/site not in
-alarm, %@@Mﬂoﬂﬁ%%r %ﬁdﬁ gel E?’Eemytt:ﬂVslsaltlﬁ 13&%@“%’8‘“% RSFVeeR 9B B/ site not
respondi : | fferen tates allow th njtorin user to determ ne
t hepcur ?@%p%’%ﬁ?ﬁa&%ﬁ% ‘F\?)lccg | %ﬂm%q‘oméﬁn?n \Q‘Fmﬁ%&?{ edp‘i”B\?P‘beg“staFFemWfWQI i zation

f multipl ol f intrusion. and the abiljty to visually discrimnate
et \A/eenu%l&fﬁ'ﬂ%arrrg{%é%ag%lpac gfgesrnfl'-kfl?%%eé‘?'%rg p%ﬂl?%ﬁo"rs. Al conmuni cations anong
e e e OTRRT S pfepbAiBient Bl Sfliabial A M &8 G Packet s

ALARM, indicating a high alarm state, (2) LOW ALARM, indicating a low alarm state, and (3) .

RATE OF CHANGE ALARM, indicating a rate-of-change alarm state. These alarm states are
described below.

In another embodiment, the value of an environmental or other parameter (such as
temperature) throughout a space may be graphically depicted, for exampie using a chromagraph.
This embodiment is described below.

In an embodiment of the present invention described below in which the Iocatioﬁ

( : of portable interface devices is tracked, icons may be provided to indicate the presence of a
' portable interface device, such as an RFID tag, within a particular subspace. In addition, a
particular coloring of an icon may be provided to indicate the detection by a corresponding
sensor of a particular type of portable interface device.
4. System Communications

Coa " Security Panel-Host Communications
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In an additional enbodinent, three additional icons may ¥eOqbeviaieéd: (1)
HGH ALARM indicating a high alarmstate, (2) LOWALARM indicating a | ow
alarmstate, and (3). RATE OF CHANGE ALARM i ndicating a rate-of-change
alarm state. These alarm states are described below. |n another
enbodi nent, the val ue of an environmental or other paraneter. (such as
terrperature) t hr oughout a'‘space may be graphically depicted, for exanple
usi ng a chrowsegsaphs2z This enbodi nent is described bel ow i>(lf\]‘/ﬂ$i]3)@.[]b3)di ment
of the present i nMenideBiiFes drrd@fcanehs®ividan Wisedrt jﬁnél%égﬂﬁﬂehé}% portable
to

interface devices is tracked, icons may be provide ind cate t

pr esenc@o@putér 2000 UpaR e abficRlidrAtSoR&Ving ?ecuﬁwﬁnfﬂ%e Ba BE\LQU% §d"' n a

particul ar subspace. In addition, a particular coloring o on may be

provi deg, {O4eki t&ﬁﬁc@t éd?ﬁpu?e?ﬁ]eﬁdl@?ac i re 1&%&&%&%@%&9 corﬁ@?}&?&nd? ; a

particular type of portable inter evi ce nruni cati ons a.

Securi t i 4?2435'11%?% W@'dﬁﬁ%&m%&ea%ﬁs%{‘l%%elz eated ﬁ?ur%%/ 096152

PCT/ US03 etails comuni ca € security

| 2 t f
g 225ri tg‘gﬁﬁ’ﬁgf&g‘ﬁ‘ gﬁeﬂe@% %‘gégﬁ% """&Etr ﬁ]% p!&‘% Colé‘%g'f"gcﬁt"ﬁn(f%kconput er
| P addr %gsgfzileglmﬁ TN L aaaat €8 Vahsy IEL{\%d%g h%gt"a%ut e gﬁggg%%e gg@[e H STATUS

REQUEST tagramto eac secu receive

commun 43 7 BREE WA BF Fligf*%%a%“e%fg?%%aﬁl%g ﬁ’b@sfé@ﬁ%ﬁ%ﬁ R ved by
he h | o . W '
o FyPERR s PO SRR QOr PR e Bl Peg el & el e

has been determined, all icons are represented with an UNKNOWN icon (such as a circle with

"?"). 1f the request repeatedly goes unanswered, the site is determined to be inoperative and is
represented with a FAIL icon.

The successful receipt of the POINT STATUS response packet 910 causes the
host computer to repaint the screen icons to represent their current determined condition. When
an enabled point status has changed, the security panel sends a POINT STATUS message 912 to
its designated host computer IP address. Upon its receipt, the host computer repaints the icons to
represent the current status. In another embodiment, the host computer repa;ints the chromagraph
or other depiction of the space to represent the states or values of an environmental or other
parameter throughout the space.

When a monitoring operator at the host computer wants to acknowledge an
annunciated alarm condition, an ALARM ACK packet 50 is sent to the security panel, along
with a reference to the alarm being acknowledged. When received by the security panel, the
condition of the point is updated and a new POINT STATUS message 916 is sent back to the

host computer. Again, the receipt of this packet causes the host computer to repaint the icons on
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conmput er sends a PO NT STATUS REQUEST 908 to the securi t31 Qudobet 2008nti| an
initial status has been determ ned, all icons are represented with an
UNKNOWN i con (such as a circle with | "7"). If the request repeatedly goes
unanswered, the site is determined to be inoperative and is represented
with a FAIL icon. The successful receipt of the PO NE STATUS response
packet 910 causes the host /conputer to repaint the séreen icons to
‘represent theoro3essazzent determ ned condition. Wien an englpdragepRifat Sstatus
has changedreei. hif tikananitbting @anedr veRRAS didebRQA MNInt SFAHST IR 896 Ahesitd its
desi gnat ed host conputer |P address. Upon its receipt, the host conputer

r epai nt sintAIARM DISABDE meSREESIBS sdil@ombihing B nask RdSrce kit iRl H S f.”bOdi ment
t he host computer repaints the chromagrap or other depiction of the space
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t hroughout the space. When a nonitoring operator at t ost conputer wants

to acknayAgugendshee 820 @&itﬂiﬁ?poﬁl;earlmée@iﬁaﬁwth?ﬁbst %ﬁ#@%@@%&&%‘éet 50 i's

sent to the security panel, along wth a’referenc arm'bei ng

acknow egaaderap)8Foth&Gehivsh dPihd dH8ce RN shie , the condition of the
point is upd%?gg a%d a %EM/PClhﬁ$SfATUSSne§§§825516 is sent back to the

“host conputer. Again, RkA6e@aRuRE-HB- st Lcguses the host conputer
to repaint the icons on 22 Rffphufdt-HOs-Cott M eg?g‘@.’%‘%‘r 5006 WO 03/ 096152

* PCT/ USt 13/ 14143 Fidyel 0542ta8€ Bomhfmitd¥Bnd BeRi deR iHe R AP ES i sabl e a
" point, group of points, or an entire site, ean ALA&@%%%%R%%E§w%§§§ge 918 is

sent (CeoahRitd208 Whereek renfhefddRter Lo wishe t8itddh tht b i ecei ved by
the security panel, the point condition(s) is(are) ﬁ%ﬁ??ﬁf@ﬁgﬁﬁ a new PO NT

TATUS  gRssiadfcodptit s bo®Bér sbitwhre pRRASEind kéme 8 olhPintdNe bPEnARst conput er
repaints.'the icons, chronograph, or other depiction o# t he space on the

‘S creen ﬂétﬁ@ﬂk@é’. g., Internet Service Provider (ISP) dial-up, local hardwire, and so forth). When

actively connected, the user directs the browser to the IP address bf the host computer, seeking to
connect to the host computer's web server 1002, |
When accessed, the embedded web server software downloads the HTML file
1004 that defines the host and/or security panel web page(s). The HTML file includes the
reference of a graphics file. If the current version of the file does not locally exi.st, the remote
computer browser makes a request 1006 for the HTTP transfer of the graphics file from the host
computer. Once received from the host computer in transfer 1008, the graphics file is locaily
( stored (in cache directory) and is displayed on the browser screen. The HTML file then instructs
the execution of a communications program. Again, if the current version of the file does not
locally exist, the remote computer browser requests the HTTP transfer of the file from the host
computer via request 1010,
Once received from the host computer in transfer 1012, ihe comumunications
program file is locally stored and immediately executed at step 1014. This program runs in

tandem with the existing browser software and does not prevent or hinder any normal browser
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b. Renote Conputer-Host - Conput er Communi cations FIG 10 3elcibkis2006
conmuni cati ons between the renote conputer 204 and the host conputer 202.
When the renote conputer user wishes to attach to the security system it
executes a conpati bl e browser software package and connects to the Internet
or Ethernet network (e.g.~ Internet Service Provider (ISP) dial-up, |ocal
hardwi re, and so forth). \Wen actively connected, 'the user directs the
browser to tweodemddress of the host computer, seeking toecragmaess to the
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FIG. 11 details the communications between the remote computer 204 and the
security panel 206. The remote computer gains access to the security panel through the host
computer via a l;yperlink connection. When selected, the browser is directed to the IP address of
the security panel, seeking to connect to the security panel' s embedded web page 1102. When
accessed, the embedded web server software downloads the HTML file 1104 th:;t defines the
secunty panel's web page. The HTML file includes the reference of a graphics file. If the
current version of the file does not locally exist, the remote cor;lputer browser requests the HTTP
transfer of the graphics file 1106 from the security panel. Once received from the'security panel (
in response 1108, the graphics file is locally stored (in cache directory) and is displayed on the
browser screen. The HTML file then instructs the execution of a communications program.
Again, if the current version of the file does not locally exist, the remote computer browser
makes a request 1110 for the HTTP transfer of the file from the security panel. Once received

from the security panel in response 1112, the communications program file is locally stored and
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are repainted to indicate the current status of the site¥d.OdabeatiEher
enbodi nent, the chromagraph or depiction of the space is repainted. \Wen
the renote conputer user selects the icon of a site for nore detail, the
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sel ected security panel (cannecting to the enbedded_yweb server within the
panel in step 1020), and pefrform comunications with 'the panel in a manner
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- comuni 8bafPFlﬁ$f§fﬁb?r E}Fﬁ PIctigy 9f He snafe iSiePaftid ent version of the file does not
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g wireless local area network, enabled by the wireless LAN hub 302 and/or any available wireless

network including, but not limited to existing cellular telephone networks. The mobile computerj
browser software is executed, referencing a locally held web page 1202. The HTML file _
references both a graphics display file 1204 and an encapsulated communications program 1206

. 7 (which is already installed in the mobile computer). After the screen is painted with the graphics
image, the communications program is executed at 1208, When accessing the monitored site by

a wireless interface other than the wireless LAN, the execution after this point is identical to the

\( . remote-securit}; pahel communications. Otherwise, the program may continue to search via the
wireless interface card for a broadcast packet containing an address, such as an encrypted IP
address, of the local security panel. Once the BROADCAST ADDRESS message 1210 is
received by the mobile computer communications program, the address is decryptéd and the
browser is directed (hyperlinked 1212) to the IP address of the security panel. Execution after
this point is identical to the remote-security paﬁel communications, and reference is made to the

‘description of FIG. 9 regarding the connection activities.




Once started, the comuni cations program begi ns a conti rléisebpo2dotng
sequence, requesting the status of the various points via a status request
1116. Wen the communi cations programreceives the response status
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security panels, as described above. In embodiments of the present invention, the security panel, -

monitors the status of the various sensors, for example, by polling the sensors at regular time
intervals, such as 1.5 seconds, or other intervals appropriate to the space and parameter being
monitored.

in an embodiment of the present invention, the security panel is in communication
with a supervisory monitoring system, which, as described above, can include a host computler .
configured with an embedded web server. The supervisory monitoring s’ysterh is provided with a
visuai display to graphically represent the status of the various sensors. For example, in the case
of temperature sensors, the visual display of the supervisory monitoring system may represent
numerically the latest reported temperature at each of the temperature sensors. In addition,
various alarm states, as described below, may be represented, such as by differently colored
icons or by other representations as discussed below and as apparent to one of skill in the art in

_view of this specification. , :
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i nvention, sensors are provided at various Jlocations in the space that is
to be nonitored. These sensors are able to provide real time nonitoring of
an environnental or other paranmeter and provide signals indicating a val ue
of the paraneter. The ter paraneter is neant broadLy to enconpass a w de
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geonetric position of various nechanical devices such as valves and any
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of the paranmeter may be determ ned. Each sensor is in comrunication with
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whi ch, adl] tessovibedraabome el Rtiaddtbtifion B8 *LHRHbEe sﬁ@ﬂ,ﬁh&&m-ﬁg with an
- enbedded web server. The supervisory nonitoring systemi’s provided with a

i sual e sekanind: & ignRlbicaklanh SRIe SHB moh g APl mtifoYaELOUS sensor s,
For exanple, in the case of tenperature sensors, the visual display of the

§_u per Vi gaphicalRpickatitiod of 1he t@mdrTRhe HEM S8 ARtm sk EsadPJS&ée {afnhepaahghf%?t

eported tenperature at each of the tenperature senso Ition,

vari ouscaidrad i¥on hrtb@ing &e s6RSGH hRUnBshAsta@BY be represented, such as by
differently colored icons or by other representations as di scussed bel ow

and as apparent e, &l sl barldlmhipbe fbbrabnthed Wi WpRliekMifaiBREhd | cati on.
threshold. If the value of the parameter measured by the sensor is less than the low-end ?
threshold, then the security panel will interpret that as a low-end alarm state, and provide a real-
tirﬁe, self initiated notification signal to the monitoring system indicating that the sensor has
entered a l]ow-end alarm state. As with the high-end alarm state, this may be grz;phically
represented on a visual display of the monitoring system, such as by a colored icon.

The security panel may be programmed with a predetermined rate-of-change

{ -. threshold: A rate-of-change threshold is a predetermined amount which the parameter may
change in a specified period of time. For example, in the context of temperature sensors, the rate
of change threshold may be 5 degrees in 5 minutes. Thus, the security panel will monitor the
measurements by the sensor over a period of time. If the rate at which the measured parameter is

changing exceeds the rate-of—'change threshold, then the security panel will interpret this as a

. rate-of-change alarm state, and provide a real-time, self initiated notification signal to the
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example, in the case of temperature sensors, the security panel may be programmed only to

provide a notification signal if the change in temperature is greater than 1°F. In another
embodiment, the security panel may be programmed to provide a notification signal after a
predetermined period of time, or at predetermined intervals after an initial notification signal
tnggered by a high-end, low-end, rate-of-change or other alarm.

In such embodiments, the monitoring system is provided with a visual display that
represents the space being monitored as a chromagraph. A chromagraph is a representation by
which different colors or ;hadings are used to represent different values of the parameter
measured by a sensor.

| As an example of an embodiment of the present invention providing a
chromagraph, a system in which the parameter measured is temperature will now be described.

However, it would be understood by one skilled in the art that this is by way of example only and
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t he rate-of-change alarm state. This may be graphically represented on a
/i sual. di splay of the nonitoring system such as by a colored icon. In
anot her enbodi nent of the pYesent invention, a pluraljty of sensors are
"located at Wwardsmeaspredeterm ned nonitoring |ocations of geSpaseaip be
moni t or gghy ofr ARESHERRH 0RRBMSarare RS RaSRNSAS &gcgtg]qegggdeac%gyvgor onmental or

- other paraneter and provide signals irdicatin varue- ot the par anet er

t I - | t
Changes o R B o R R R SRR s S P “panel
ha ! value of . g neasured the anel.
L P Rbfbaselets st bahe oAby b R BRILLESHLA0 SbPRh e i RN or 0
Srout | i BRRElent oW B MRN8 Tk B AR eI bR H el sl B R ) £ cet 0

signal in e event a change i'n e sensort Tedet er mi ned

val ue. E b | o h [ I
oy be ey RREH B ioe P PBOR Qo SRR FIRL MR ARG 104 P E fangse 1 -
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period Qf tir redet i,ned intervals after,an ipitial notification
' g i gnal 9??%5%’??“&35 E’?Reé‘? %?ag'ﬁf’ ’gfrﬁtg%xa{ng{ﬁgéw ?"‘35%%53‘-%@ hg éaékﬁ?“l‘glfeﬂ@?e“hl arm In
such en‘g&cdf} gnec?‘;msle (;urﬂ 3 rrrtggén %aian systemis provided with a visual display
that represents A3 space bei ng nonitored as a chromagraph. A chromagraph

S a representati by t ich different colors or shadings are used to
g_ epresent differ e“ﬁ%}m\’/'ﬁ?%@g'\qg? t%f ﬁ%“%%ﬁﬁ&%{‘ By 8W5§B¥ Bypae nidmatiqg,from
‘ the sensors 1301 thiough 1305. For example, between sensors 1301 and 1302, there is a
temperature change of 10° F. Thus, it could be assumed that as one moves from the location of .
sensor 1301 to sensor 1302, the temperature gradually increases from 80° F to 90° F. For

example, it may be assumed that halfway between the two sensors the temperature is 85° F. The

exact algorithm by which these intermediate values are determined is not cn'tical to the present
invention and various algorithms may be used in different contexts. For example, one such
algorithm may estimate a ternperature at a pomnt based on the inverse square of the distance
between the point and the nearest sensor. In an embodiment, the chromagraphic representation
{ indicates gradual differences in temperature by use of a gradual change in shading. This
process may be repeated for the entire space so that a complete, or nearly complete, visual
representation is provided of the values for the temperature or other parameter throughout the
space being monitored. . Such a depiction may provide valuable information t'o users of the
present invention. For example, such a depiction may reveal that a fire has occurredin a

B particular part of a building and that there are other parts of the building that may be safely
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fire requiring fire, police, rescue and environmmental teams -- embodiments of the present
invention provide each team with mobile monitoring capabilities displaying the same
information, including changes about the alarm situation, in near real time. These teams thus
have the ability to develop a plan and coordinate thei—r planned actions as they travel to the
monitored site, thus improving the timeliness and effectiveness of their response and enhancing
their own safety. |

In some circumstances, relevant sensors may not be located in certain portions of
the overall space being monitored. In these circumstances, it may be difficult to represent the
value of the relevant parameter at that portion of the space. In an embodiment of the present
invention, it is assumed that the value of the parameter being represented at that portion of the
space is equal to a mean value of the temperature measured by the sensors. In embodiments of

the present invention, extreme sensor measurements, such as those that may be expected dunng a

fire, would not be included in the calculation of a mean temperature value for the entire space.
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carrying passive harmonic circuit elements or active circuit elements that respond to

electromagnetic signals emitted by the RFID reader. In an embodiment usfng a radiolocation

transceiver, the portable interface device may be a radiolocation transmitter.
In an embodiment of the present invention, two RFID readers are provided, one

on each side of a portal between two subspaces, or other entrance or exit. Alternatively, one

RFID reader may be provided so long as it is able to distingunish between a_portabie interface

device on one side of the portal from a portable interface device on the other side of the portal.

{ In any event, the RFID devices are configured to determine which subspace a portable interface
device has left (and which has been entered) based on the sequence of activation of the RFID
reader(s) or other detection that a portable interface device has left one subspace and entered
another subspacé.

For example, FIG. 14 shows a space divided into subspaces 1401 and 1402.

These subspaces are separated by boundary 1403 through which portal 1404 has been provided.
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- Wi r el essisphioanbpse ey ces include RFID readers and radiol ocation
transcei vers such as 3 obal Positioning transceivers, as known in the art.

I'n an enbodi mentpysieRBodmheRdrepPRAR inveRtiddOf LRRLE (Flalghfl f'e@gn?sctﬁe EMlofiGe ! S

provi ded, such as a card carrying passive harnoni urt elenents or

active GhdnGdiihbletRdRoL aeJimgthﬁémm_cwngehﬁgFvg{?&mgm?s AcEs éiﬂgﬁla,Le%?a%Eﬁ tt edeby (

the RFID reader. In an enbodi nent using a radiolocation transceiver, th

o AR e 1 SO BRI TS S i
condition, for example -- the number of people in each subspace. Thus, for example, in the case.
 of a fire, a firefighter equipped with 2 mobile computer, as discussed above, could amive at the
space in response to a fire alarm with information on the number of people in each room or other
§ubspace within the space. Such information may be of particular importance in the rescue
effort. For example, rescue personnel would know in advance whether, in a building that is on
fire, there were people in 2 particular room so that the rescue personnél could direct their efforts
to where they were actually needed.
In addition to determining the number of people in a given area, in a preferred {
embodiment, the system of the present invention can determine the number of particular types or
classifications of people in a given area. For example, a firefighter can be provided with a

portable interface device that indicates her status as firefighter; similarly, employees of a

business can be provided with a portable interface device that indicates this status.
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on each side of a portal between two subspaces, or ot her3iedaiobgn2®6or exit.
Al ternatively, one RFID reader nay be provided so long as it is able to

di stingui sh between a portable interface device on one side of the portal
froma portable interface device on the other side of the portal. r In any
event,. the RFID devices are configured to deternmnne i ch subspace a

- portable interface device_has left (and which has been entered) based on
"the sequencewofosmsisvati on of the RFID reader(s) or otherpcgdakesidgan that a

portable interfactn aebidienad the@fdser MR eSS BRRETH e SN EESTeci @9t her ‘
subspace. For exanple, FIG 14 shows a space divided into sdbspaces 1401

and 140Zecuritygfel, ShBRagRsred absRPThatedy - ; ich
port al 12%5?ﬂ§§@been provi ded. 31 31 Cg?§%39Qg%gg&wyéﬁgewﬁggﬁﬁggfgg

PCT/ USO3{ofifdeidn sindih ot mEiloBhd S86RNwheA SRRFIHS ABR Al NnaHRTPRGE 1401

adjacent to the portal ; a second RFID reader, B in

SubS PaC SR AURERNL S RONERL ot 2ABALAAN € LI SLIRES oY1 o

(such as a card carried by an indivi Crosses
o aca e SOl G R A SPGLRE el RS nat ¢ e
Slbspace TR G PP e B E i et et g et 1 o
S i R R B A R e R R
an be ragranmuRafBtion bhut ek VRS SIRRCES o Hebar YRSl o esponse
Cibapaci b el s blRond e P\ b A B St e RESBRORDURRERT equi ppec
with a gpbi dBicHORBELE brealBwiloP RIS REH: BPRY S ari S Wpds & AL Al nt B8ue. for
example, a rescue scene commander could observe, in nearly real time, that a rescue team |
member was approaching a group of employees in a burning building and could use that
 information to determine whether another rescue team member should be directed to the same
group or to another group of employees further away from the fire.
It will be appreciated by those skilled in the art that the present invention can be
embodied in other specific forms without departing from the spirit or essential characteristics
thereof. The‘presently disclosed embodiments are therefore considered in all respects to be
( illustrative and not restricted. The scope of the invention is indicated by the appended claims

rather than the foregoing descriptioh and all changes that come within the meaning and range

and equivalence thereof are intended to be embraced therein.
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space in response to a fire alarmwith information on th¥ @aetse006f peopl e
in each roomor other subspace within the space. Such information nay be
of particular inportance in the rescue effort. For exanple, rescue

per sonnel would know in advance whether, in a building that is on fire,
there were people in a particular roomso that the rescue personnel could
direct their efforts to Where they were actually néeded. In addition to
det er m ni ng wbes/msnaer of people in a given area, in a praf@yuseshszes
enbodi nent, the syaitdeCrimddie present invention can determ ne the nunber of
particular types or classifications of people in a given area. For

exanpl ey. @Jyktélﬂffb‘qh@;ﬁfoﬁﬁglmsﬂa@eﬁé,ﬂ%ﬁiigﬁ@ with a portable interface device
that indicates her status as firefighter; simlarly, enployees of a

busi ness cany Reurmk SMhed Rdatdd thhedspRQ tabieBurt i t. L.odLcates
e St ana Sl QM RGak A EpRGY LaDIcBud ) biiel BTSnARN DAL Skt o5

f the MheRRithe IR iAaurkd® FHE) £ RIS, ar e connected to a security
panel, which is described above. The security panel may provide real tine
sel f initiatggereid@d£d bAB1 iS bHERhrRd ; j j Y, nthe RFID
sensors i ndi catreel a cshalﬁig}teﬁi n It he ~ar r%%S%%rgé?tog?&%g%Bﬁ'etﬁ%\%ﬁ#\ﬁe%?ﬁ@@s pace
bei ng MRLLOEAH. ikdonal ly, a visual display at the nonitoring system
may provide a gr%ﬁ%ﬁca‘jl’ representation of the nunber of individuals in each

.room wi t hi h_ \Lﬁ@?eiﬁ %Cégcub@éﬁgelqpmnk%rg?to ia_mti LRy estalPé/ ﬁ'éa}? 'Eh‘é orui cal

‘representation, or byt approp € nunber of icons Tocated in each
{00, NS or i Hhith haHhAGOAL ELER Bl IR Ol e
 pol T conghfd e 1w aan LE\Aa) bRt LR Bty LR A AR o catconn €
2 eoculs S G B Al BitRorel BBy S VAR smafJh bRe PR priBten, ™ Cotuc

t eam ”g}g%%i]%%@c?ete%eg% Q‘i)pgla’qge%r%%m%n&rrpl oyees in a burning building and

coul d use

wherein the security panel is configured to automatically transmit to a monitoring station

.information responsive to the alarm state.

2. The system of claim 1, further comprising a graphical user interface configured to display an

icon responsive to the alarm state,

3. The system of claim 1, further comprising a graphical user interface configured to display the (

value of the parameter.

4. A system for monitoring a space having a plurality of sensors, each of the plurality of sensors

located at a predetermined monitoring location comprising:
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information to determ ne whet her another rescue team nerdjdictabhofiod be
directed to the sane group or to another group of enployees further away
fromthe fire. It will be appreciated by those skilled in the art that the
present invention can be enbodied in other specific forns w thout
departing fromthe spirit or essential characteristi€<s thereof. The
presently disclosed enbodinents are therefore consi deted in all respects to
‘be illustraMoOMBOAT not restricted. The scope of the inveatrh@miiss

i ndi cat ed by amieaitengehitien corfigured to radiver reblham: sen@jfiaé@mhwoﬁiﬁgﬂli ption and
all changes that cone within the neaning and range and equivalence thereof
ar e i nt entienting o clrogerionabed! & hgneeter m@8urdd bbiealTere pRRARy offsehso)O 3/ 096152
PCT/ USO3/ 14143 What |s Claimed Is: 1. A systemfor nonitoring a space,
conpri sing: agsekivittrixcpandgured talipthyailoition RAREL inkAkSoRaRYs | E¥i§19:ﬁne| in
comuni cation with a sensor, wherein the sensor is confi guregt nonitor a
par amet evhereinttbe giaphit ineerfiecthrorhagrapaiesily 4ispl4/0 el valke 8fhk BarkRGE &{e%ﬁdrgj mat i on
fromthe sensor regarding a value of the paraneter; wherein the security
panel i sachadthegiurdity bixensbesiti fy an alarm state fromthe group consisting
of a high alarm state when the value of the paraneter exceeds a :
"predeterm ned high- end threshold, a |low alarm state when the value of the
paranmeter . is less than a predetermned |owend threshold; and a

r at e- of 5cAxpgem dranonitsting Sspadeiaviad aRELRitY 6F sbhSrsV raneter
“exceed a predeterm ned I{ri’éat g— of -chgnge th* eshﬁc;sl%as;' Qgﬁgf%%lﬁl%ﬁw%?ﬁ%msmecuri ty
panel i dcatediitiagiiédemhifedibiittiing Hahton cbh?ﬁﬁﬁ@:t to a nonitoring station

i nformation responsive to the alarm state. :

( a monitoring system configured to receive a real time self initiated notification signal

indicating a change of a value of a parameter at one of the plurality of sensors; and

a graphic interface configured to display information in real time responsive to the signal,
wherein the graphic interface chromagraphically displays changes in the value of the parameter |
measured by each of the plurality of sensors.
6. The system of claims 1, 4 or 5, wherein the parameter comprises temperature.
7. The system of claims 1, 4 or 5, wherein the parameter comprises concentration of a chemical.
8. The system of claims 1, 4 or 5, wherein the parameter comprises water pressure,

9. The system of claims 1, 4 or 5, wherein the parameter comnprises wind velocity.,

10. The system of claims 1, 4, or 5, wherein the parameter comprises magnitude of force.




‘2. The systemof claim11, further conprising a graphi cal31y3zeber 2a06r f ace
configured to display an icon responsive to the alarmstate. 3. The system
of claim1, further conprising a graphical user interface configured to

di splay the value of the paraneter. 4. A systemfor nonitoring a space
having a plurality of sensors, each of the plurality-of sensors |ocated.at
~a predeterm ned nonitoring.location conprising: 34 31 Cctober 2006 WO J
03/ 096152 PCWVOUS081i1143 a nonitoring system configured tECTeD®iue a rea
time selfi itHetsydedr OMkIsTI §814, %eéiﬂ@#ar&ﬁgér%& A%s & gx‘fari]ﬁ]%?l {2 value of a

ra

paramet er neasured by one’ of the plu Ity of s nsor ‘graphic
|nterfaggnggﬂﬁﬁgggggmkgﬁgh%ghﬁy information in real time responsive to the
si gnal wherei n the graphi nterface chromagraphically displays the val ue
of the paraneter neasured by each of the plurality of sensors. 5. A system
for nDnitoring a space having a plurality of sensors, each of the plurality

of sensofs 1Ok ef A DI SALLALIRC, IDRLLOr LG | ppat fon. compri sing:

nDnltorlng sys em cont | gut e o recel ¥ %13 at ed

notifica Jg icatihng a change of a value of a paraneter at one
of the p aI?Fy&?¢m§%%ggﬁgmﬂ“nd a graphic interface configured to display -
information in real tine responsive to the signal, wherein the graphic

i nterface chromagraphically displays changes in the value of the paraneter

measur ed, ;b 0 .0f, sensors. The systemof clainms 1, 4
or 5, V\ﬁleBr é}hﬁ?}fﬂem ';factrlaérrnr% e#orgoﬁé%gé}? REESET éﬂdﬁﬁa@saﬁe" Y RO§EPRA Bf ¢l ai s
1, 4 or %,m&ﬁgﬁﬁ 4N t he paraneter conprises concentration of a chemcal. 8.
The sysﬁ}x1 SF4i s 1, 4 or 5, wherein the paraneter conprises water

pressure. 9. The systemof clains 1, 4 or 5, wherein the paraneter (‘
conprises wind velocity. =

14. The system of claims 4 or 5, wherein the graphic interface, responsive to the values of the
parameter measured by each of the plurality of sensors, chromagraphically displays estimated

values of the parameter throughout the space.

15. An apparatus for monitoring a space, wherein the space comprises a first subspace and a

second subspace, comprising:
a security panel located at the space; and .
a detection system, in communication with the security panel, configured to detect the

movement of a portable interface device from the first subspace to the second subspace; {
wherein the security panel pro;;ides a real time self initiated notification signal to a

monitoring systemn responsive to the detection by the detection system of the movement of the

portable interface device from the first subspace to the second subspace.

16. The apparatus of claim 15, whetein the detection system comprises an RFID reader.
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10. The systemof clains 1, 4, or 5, wherein the paranetdrOcabapdoses
magni t ude of force. 35 31 Cctober 2006 WD 03/096152 PCT/ US03/14143 11.
The systemof clainms 1, 4 or 5, wherein the paraneter conprises signal
integrity in a conmmunication transmssion facility. 12. The system of
clains. 1, 4 or 5, wherein,the paranmeter conprises bit error rate in a
comuni cation transm ssion_facility. 13. The systemof clains 1, 4 or 5,
"wherein the Bdr&M8€62 | ndicates a geonetric position of a pphysbsgals obj ect.
C 14. The systemof clains 4 or 5 wherein the graphic interface,
responsive to the values of the paraneter neasured by each of the plurality

of Sensors,The BRFREIERRINE 24, WhefirShl A& 16 tysiERl Bhpr YR t.he parameter
t hr oughout thgﬁﬂs‘apace. 15. An apparat us 1for)’sm)ni ﬁgp%gaqgéggg%g?f%erei n the -

space CORddSRs it fubkike, 23HPS RAGHI RED BadeSH spagce  conprising: a
security panel |ocat e%la at the space; ang aeﬁééﬁggglgcgﬁ&éu%‘faé% in
conmuni cation with the security panel, configured to detect the novenent

of a portable interface device fromthe first subspace to the second

inrpica by ey S B el

notification signal to a nonitori resp

“the det agdati oSy dolbi0 tntd e AR <] rtabl.e interface device from
the first s'fubspaef:&e0 to the seecoxcgq}s;u s°§g“’c‘éﬁlel"838 S YEMhr at us of claim 15,
wherein the detection systemconprises an RFID reader. 36 31 Cctober 2006

19. The apparatus of claim 15, further comprising a graphic interface configured to display an

( " icon indicating the location of the portable interface device.

20. The apparatus of claim 19, wherein the icon is color coded to indicate a type of portable

interface device.

21. The apparatus of claim 15, wherein the detection system comprises a radiolocation

transceiver.
+ 22. The apparatus of claim 15, wherein the portable interface device comprise an RFID card.

23. The apparatus of claim 15, wherein the portable interface device comprises a radiolocation

transmitter.

5 24. An apparatus for monitoring a space comprising;

a security panel located at the space; and
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WO 03/ 096152 PCT/ US03/ 14143 17. The apparatus of cl ai m 18, Osdber 2006 t he
detection systemconprises a first RFID reader |located in a first
subspace, and a second RFD) reader |located in a second subspace. 18. The
apparatus of claim 15, further conprising a graphic interface configured to
di splay the |ocation of the portable interface devieg in response to the
notification signal. 19. The apparatus of claim 15, ‘further conprising a
graphi c i nt eVPA¥MGEBNfi gured to display an icon indicati rEmusesseeati on of
t he port abl e2 detectiph axstent e femui@ition wah thepesuatyumnelf canlfigima tbAetewhry ei n t he
icon is color coded to indicate a type of portable interface device. 21.
The apparatment of a pértabin ilSrfacstievied florh betsidethecpace o inyidé dEspReRidi ffRs a
radi ol ocation transceiver. 22. The apparatus of claim 15, wherein the

por t abl ensidattershavedo dervide ehegparpy i se an RFD) card. 23. The apparatus of
claim 15, wherein the portable interface device conprises a radiol ocation
transmitter.wibtein A sappity findbprovidesiiiitr@l ling saif RRAGA noRARNLSIAGl t0 28
security panel located at the space; and 37 31 Cct ober 2006 03/ 096152

PCT/ USO okt systert edsperisive o datetiGiby ihe d6edtiol Bytéth bORe Woldhehfgugecurity
panel, configured to detect the novenent of a portable interface device

fr om oupertati® iliteFaceieciee fromiodBidd thelsPRe SPMEBe BRApdcE A a dcBSIddEl iliE s§pace to
outside the space; wherein the security panel provides a first real tine

sel f i niditistddedtificdtioh ket MORitEingRMtert RsFonsivO R tB@Hét&ﬂoﬁH%Fh@ H&E&i@ﬂ?:f}%éra/ eto
detection by the detection system of the novenent of the portable. :

i nt er I ae&hdﬁﬁrmnf 5k Pottabiedfeirite dERACRorh thside HedBadeiConNACRe 6. @ Second
rea I e Se

25. The apparatus of claim 24, wherein the detection system comprises an RFID reader.

26. The apparatus of claim 24 further comprising a graphic interface configured to display the

location of the portable interface device in response to the first self initiated notification signal.

27. The apparatus of claim 24 further comprising a graphic interface configured to display an

icon indicating the location of the portable interface device.

28, The apparatus of claim 27, wherein the icon is color coded to indicate a type of portable

interface device,

29. The apparatus of claim 24, wherein the detection system comprises a radiolocation

transceiver.
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initiated notification to the nonitoring system responsi3eldtabet P@édet ect i on
by the detection system of the novenent of the portable interface device
frominside the space to outside the space. 25. The apparatus of claim 24,
wherein the detection system conprises an RFID reader. 26. The apparatus of
cl.aim 24 further conprisingsa graphic interface conf+gured to display the
location of the portable iwWerface device in response’to the first self
initiated noM9¥4¢5dn signal. 27. The apparatus of clai nrCHusoaniher
conpr i si ¥y Tae gprapitisofchine 24.adereiiohé pgtabkdnttracd idsyiteypmdfise an@PIDIcA] cat i ng
the | ocation of the portable interface device. 28. The apparatus of claim
27, wherein the icon is color coded to indicate a type of portable
interface device. 29. The apparatus of claim 24, wherein the detection
syst em cdnhe sgeratusrofidiaish 24, athemin the panbieditui@ice d88cebmPideO R dio?@on T VO

03/ 1196152 PCT/ US03/ 14143 30. The apparatus of claim 24, wherein the
por t abl aransmigtef ace devi ce conprise an RFID card. 31. The apparatus of
claim 24, wherein the portable interface device conprises a radiol ocation
transmitter. | 39 ' ‘
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