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COMPUTER DEVICE, EXCEPTION PROCESSING METHOD, AND INTERRUPT 

PROCESSING METHOD 

[0001] This application claims priority to Chinese Patent Application No. 202010839905.3, 

filed with the China National Intellectual Property Administration on August 19, 2020 and entitled 

"COMPUTER DEVICE, EXCEPTION PROCESSING METHOD, AND INTERRUPT 5 

PROCESSING METHOD", which is incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

[0002][0001] This application relates to the field of computer technologies, and specifically, to 

a computer device, an exception processing method, and an interrupt processing method. 

BACKGROUND 10 

[0003][0002] In a virtualization system, a virtual device simulation solution is mainly used to 

implement input/output (input/output, I/O) virtualization. The virtual device simulation solution 

can be classified into synchronous processing and asynchronous processing based on a mode of 

processing virtual I/O. 

[0004][0003] In a synchronization processing procedure, an exception instruction is triggered 15 

when a virtual machine (virtual machine, VM) performs an operation related to a virtual I/O device 

(for example, a read operation or a write operation on a serial port memory, or an access operation 

on another virtual I/O device). The VM sends the exception instruction to a virtual machine 

monitor (virtual machine monitor, VMM) in a kernel mode of a host (host), and the VMM transfers 

the exception instruction to the host in a user mode, to perform process an exception in the user 20 

mode of the host. After the exception is processed, a processing result is transferred from the host 

in the user mode to the VMM, and then transferred from the VMM to the VM. In this procedure, 

overheads of switching between the VM and the VMM are generated twice, and overheads of 

switching between the kernel mode of the host and the user mode of the host are generated twice. 

[0005][0004] In an asynchronous processing procedure, when the VM performs the read 25 

operation or the write operation on a memory of a disk or a memory of a network adapter, an 
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interrupt request is triggered. The interrupt request needs to notify, in an asynchronous manner, a 

quick emulator (quick emulator, Qemu) thread on a remote processor to complete processing of 

the interrupt request. The remote processor is another processor different from a local processor 

that supports running of the VM. On the local processor, the VM triggers an exception instruction, 

and then the VM sends the exception instruction to the VMM in the kernel mode of the host. Then, 5 

the VMM identifies the instruction as a user-mode exception instruction, the VMM transfers the 

exception instruction from the kernel mode of the host to the user mode of the host, and a system 

call is triggered from the user mode of the host to enter the kernel mode of the host, then the 

interrupt request is triggered in the kernel mode of the host, and the interrupt request is transferred 

to the remote processor. The Qemu thread of the remote processor needs to wake up a scheduler 10 

in the kernel mode. In this procedure, the kernel mode needs to be switched to the user mode, and 

then switched back to the kernel mode by using a system call, to access physical devices such as 

a disk. It can be learned that in the asynchronous processing procedure, switching between the user 

mode and the kernel mode also needs to be frequently performed. 

[0006][0005] In both of the synchronous processing procedure and the asynchronous 15 

processing procedure, overheads are generated for a plurality of times during switching, and I/O 

performance is affected. 

SUMMARY 

[0007][0006] Embodiments of this application provide a computer device, an exception 

processing method, and an interrupt processing method, to reduce overheads generated during 20 

switching and improve performance of the computer device. This application further provides a 

corresponding apparatus, a computer-readable storage medium, a computer program product, and 

the like. 

[0008][0007] A first aspect of this application provides a computer device, where the computer 

device includes a hardware layer, a host (host) runs at the hardware layer, the hardware layer 25 

includes a first processor, a virtual machine (virtual machine, VM) runs on the first processor, and 

the first processor includes a redirection apparatus. The first processor is configured to obtain an 

exception instruction triggered by a VM. The redirection apparatus is configured to switch from a 

virtualization privilege level of the VM to a user mode of the host. The first processor is further 
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configured to execute, in the user mode of the host, an exception processing function 

corresponding to the exception instruction. 

[0009][0008] In the first aspect, an exception triggered by the VM is processed in a 

synchronous processing manner. 

[0010][0009] It should be noted that the processor in this embodiment of this application may 5 

be a processor core, and one processor core supports running of one VM within one time period. 

A plurality of VMs may use a same processing core in a time division multiplexing manner. 

[0011][0010] In the first aspect, the computer device may be a terminal device such as a mobile 

phone, a tablet computer, a desktop computer, a notebook computer, an ultra-mobile personal 

computer (ultra-mobile personal computer, UMPC), a handheld computer, or a netbook; or the 10 

computer device may be a server. The hardware layer may include hardware devices such as a 

processor, a memory, and a communication interface. The VM and the host are simulated by 

software and run at the hardware layer. The redirection apparatus included in the first processor 

may be implemented by using a hardware circuit. The exception instruction may be triggered when 

the VM performs an input/output (input/output, I/O) operation. The I/O operation may be an 15 

operation triggered when the VM needs to access a virtual I/O device. The virtual I/O device 

generally includes a front-end driver and a back-end device. The front-end driver runs on the VM, 

and a program of the back-end device runs on the host. If an operation performed by the VM needs 

to access the back-end device by using the front-end driver, the exception instruction is triggered, 

and the back-end device is accessed by using the exception instruction. The virtual I/O device is a 20 

type of back-end device. Accessing the virtual I/O device may be reading data from a memory of 

the virtual I/O device or writing data into the memory of the virtual I/O device. The virtual I/O 

device is an I/O device that can be used by a virtual machine. The virtual I/O device may be a 

completely virtualized I/O device simulated by using software. The virtual I/O device may also be 

mapped to a physical I/O device in a mapping manner. When the virtual I/O device is accessed, 25 

the physical I/O device is finally accessed. 

[0012][0011] The exception instruction may be that an exception occurs when the first VM 

performs an operation beyond permission of the first VM. The first processor may detect exception 

code by invoking computer instructions stored in the memory and executing corresponding 

detection logic. This step may also be that the first processor detects the exception code by 30 

executing hardware detection logic, and then obtains the exception instruction. After obtaining the 
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exception instruction, the first processor may write a cause and a type of the exception, a memory 

to be accessed by the first VM, and a return address into a hardware register for subsequent 

exception processing. 

[0013][0012] The virtualization privilege level of the VM represents a privilege level in a 

virtualization mode, that is, a working mode of the VM, and may also be referred to as a 5 

virtualization mode. The virtualization privilege level includes a virtualized user mode and a 

virtualized kernel mode. Switching (directly switching) from the virtualization privilege level of 

the VM to the user mode of the host may include a procedure of migrating information about the 

virtualization privilege level of the VM out of a register used to store the privilege level, and then 

writing information about the user mode of the host into the register, where the register may be a 10 

system register. In this application, the privilege level and virtualization may be respectively 

represented by using one bit. For example, 0 indicates a user mode, 1 indicates a kernel mode, 0 

indicates non-virtualization, and 1 indicates virtualization. The privilege level is in a first bit, and 

whether to virtualize is in a second bit. For example, 00 indicates a non-virtualized user mode, 

which may also be referred to as a user mode of a host; 10 indicates a non-virtualized kernel mode, 15 

which may also be referred to as a kernel mode of a host; 01 indicates a virtualized user mode, 

which may also be referred to as a user mode of a VM; and 11 indicates a virtualized kernel mode, 

which may also be referred to as a kernel mode of a VM. 

[0014][0013] A user-mode host refers to the host working in the user mode. A user mode of 

the host refers to a working mode of the host. The working mode of the host includes a user mode 20 

and a kernel mode. 

[0015][0014] That the redirection apparatus is configured to switch from the virtualization 

privilege level of the VM to the user mode of the host may be understood as that the redirection 

apparatus is configured to: switch a working mode of the first processor. To be specific, the 

redirection apparatus is configured to switch the working mode of the first processor from the 25 

virtualization mode to the user mode (the user mode of the host) in the non-virtualization mode. 

The working mode of the processor may be understood as a working status of the processor, and 

the working status of the processor may be represented by a value of a bit in the foregoing system 

register. 

[0016][0015] The exception processing function may be included in a thread of a virtual 30 

processor (virtual central processing unit, vCPU) running in the user mode of the host. The first 
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processor may execute, in the user mode of the host, the exception processing function 

corresponding to the exception instruction. The exception instruction may be associated with the 

exception processing function based on an exception type. Different exception types may 

correspond to different exception processing functions. For example, an exception processing 

function corresponding to a write operation performed by the VM on a serial port is different from 5 

an exception processing function corresponding to a write operation performed by the VM on a 

graphics card, or all exception instructions may correspond to a same exception processing 

function, and when the exception processing function is executed, different data is invoked to 

process different exception instructions. For example, if the exception instruction is triggered by 

an I/O operation performed by the VM, a corresponding I/O operation is completed by executing 10 

the exception processing function, for example, reading data in a memory of the I/O device or 

writing data into the memory of the I/O device. If the exception instruction is triggered by another 

operation (for example, a page fault) performed by the VM, the first processor executes the 

exception processing function to process the page fault. In other words, the redirection apparatus 

is configured to switch from the virtualized mode to the non-virtualized mode. Therefore, the 15 

interrupt or exception in the user mode may be redirected to user space of the host for processing, 

that is, the host in the user mode executes the exception or interrupt processing function. 

[0017][0016] It can be learned from the first aspect that the computer device may directly 

switch the exception instruction from the virtualization privilege level of the VM to the user mode 

of the host by using the redirection apparatus, and execute the exception processing function in the 20 

user mode of the host. Compared with the conventional technology in which the virtualization 

privilege level of the VM needs to be first switched to a kernel mode of the host, and then the 

kernel mode of the host needs to be switched to the user mode of the host, the computer device 

can reduce switching overheads, and improve performance of the computer device. 

[0018][0017] In a possible implementation of the first aspect, the redirection apparatus is 25 

further configured to write an entry address of an exception processing function into a first register. 

The first processor is specifically configured to: read the entry address of the exception processing 

function from the first register, invoke the exception processing function based on the entry address, 

and execute, in the user mode of the host, the exception processing function corresponding to the 

exception instruction. 30 

[0019][0018] In this possible implementation, the redirection apparatus may write the entry 
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address of the exception processing function (which may be referred to as a trap handler) into the 

first register. In this way, the first processor subsequently reads the entry address from the first 

register, invokes the exception processing function based on the entry address, and executes the 

exception processing function in the user mode of the host. The "redirection" in the redirection 

apparatus may include privilege level switching and a procedure of writing the entry address of 5 

the exception processing function into the first register. In this possible implementation, the 

redirection apparatus writes the entry address into the first register, so that the first processor can 

quickly execute the exception processing function. 

[0020][0019] In a possible implementation of the first aspect, the exception processing 

function is included in a thread of a virtual processor that runs in the user mode of the host, and an 10 

execution environment allocated to the thread of the virtual processor includes a main thread 

execution environment, an execution environment of the VM, and a shadow execution 

environment, where the execution environment allocated to the thread of the virtual processor is a 

resource required for running the thread of the virtual processor, and the shadow execution 

environment has user-mode memory space independent of the main thread execution environment 15 

and the execution environment of the VM. The shadow execution environment is used to execute 

the exception processing function, and the exception processing function is used to process an 

exception that triggers the exception instruction. The first processor is configured to switch from 

a context of the VM to a context of the user-mode shadow execution environment, and the user-

mode memory space of the shadow execution environment is used to store the context of the VM 20 

that is migrated out during context switching. 

[0021][0020] In this application, executing the exception processing function includes a 

procedure of context switching and processing an exception in the user mode of the host. 

[0022][0021] In this possible implementation, before the thread of the virtual processor runs, 

the thread of the virtual processor applies to the host for a resource, and the host allocates, to the 25 

thread of the virtual processor, the resource required for running. The resource may be referred to 

as an execution environment. The "execution environment" in this application includes two aspects: 

a software execution environment and a hardware execution environment. The software execution 

environment includes information in stacks used when threads of the virtual processor run in 

different execution environments, and context information of the threads. The hardware aspect 30 

includes hardware resources used when the threads run, including memory resources or processing 
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resources. All of the main thread execution environment, the execution environment of the VM, 

and the shadow execution environment have independent memory space. The main thread 

execution environment includes an execution environment of a main thread in a user mode and an 

execution environment of a main thread in a kernel mode. The execution environment of the main 

thread in the kernel mode is used to store contexts of the VM and the host. The shadow execution 5 

environment includes a user-mode shadow execution environment and a kernel-mode shadow 

execution environment. The user-mode shadow execution environment is the user-mode memory 

space of the shadow execution environment. The user-mode memory space represents memory 

address space corresponding to the user-mode shadow execution environment, and the user-mode 

memory space is used to store a context of a VM that is migrated out of a register during context 10 

switching. Because the shadow execution environment has independent user-mode memory space, 

the user-mode memory space may store a context of the VM, and does not need to first switch, by 

using the main thread execution environment, from the virtualization privilege level of the VM to 

the kernel mode of the host and then switch from the kernel mode to the user mode. In this way, 

switching overheads can be further reduced, performance of the computer device is improved. 15 

[0023][0022] In a possible implementation of the first aspect, the first processor is further 

configured to: if an interrupt or an exception that needs to be processed in the kernel mode of the 

host is generated when the exception processing function is executed, switch from the context of 

the user-mode shadow execution environment to a context of the kernel-mode shadow execution 

environment; process, in the kernel mode of the host, the interrupt or the exception that needs to 20 

be processed in the kernel mode of the host; and switch from the context of the shadow execution 

environment of the kernel mode back to the context of the user-mode shadow execution 

environment, to continue to execute the exception processing function. 

[0024][0023] In this possible implementation, the shadow execution environment further 

includes a kernel-mode shadow execution environment, that is, kernel-mode user space. When a 25 

context of the user-mode shadow execution environment is switched to a context of the kernel-

mode shadow execution environment, the kernel-mode user space is used to store a context that is 

of the user-mode shadow execution environment and that is switched from the register. This 

possible implementation can ensure that when the exception processing function is executed, an 

interrupt or an exception that needs to be executed in a kernel mode is processed, and compatibility 30 

of the computer system is improved. 
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[0025][0024] A second aspect of this application provides a computer system. The computer 

system further includes a second processor and an interrupt controller on the basis of the computer 

system provided in the first aspect. For a procedure before the exception processing function is 

executed in the first aspect, refer to the content in the first aspect. A difference lies in that the first 

processor does not execute the exception processing function, but sends an access request to the 5 

interrupt controller, where the access request indicates to access user-mode address mapping space 

in the interrupt controller. Then, the interrupt controller sends an interrupt request to the second 

processor; and the second processor executes the exception processing function based on the 

interrupt request. 

[0026][0025] According to the second aspect, redirection to a user mode of a host is 10 

implemented by using the redirection apparatus in the synchronization processing solution of the 

first aspect, and then an asynchronous processing procedure is implemented by accessing the user-

mode address mapping space in the interrupt controller. According to the second aspect, switching 

from a privilege level of a VM to a user mode of a host is implemented by using the redirection 

apparatus. Therefore, switching overheads of asynchronous processing are reduced, and 15 

performance of the computer device is improved. 

[0027][0026] A third aspect of this application provides a computer device, where the 

computer device includes a hardware layer, a host (host) runs at the hardware layer, the hardware 

layer includes a first processor, a second processor, and an interrupt controller, a virtual machine 

first VM runs on the first processor, and the first processor includes a virtual event notification 20 

apparatus. The first processor is configured to obtain a first interrupt request triggered by the first 

VM, where the first interrupt request is used to request to execute an interrupt processing function; 

the virtual event notification apparatus is configured to directly send interrupt information to the 

interrupt controller in response to the first interrupt request; the interrupt controller is configured 

to: determine an identifier of the second processor based on the interrupt information, and send a 25 

second interrupt request to the second processor based on the identifier of the second processor; 

and the second processor is configured to execute the interrupt processing function in response to 

the received second interrupt request. 

[0028][0027] In the third aspect, the interrupt triggered by the first VM is processed in an 

asynchronous processing manner. The asynchronous processing refers to a cross-processor 30 

processing procedure, that is, the first VM running on the first processor executes the interrupt, 
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and the interrupt processing procedure can be completed by using the second processor. 

[0029][0028] In the third aspect, a virtual event notification apparatus may be implemented by 

using a hardware circuit. The first interrupt request may be triggered when the first VM performs 

an I/O operation, and the I/O operation may be an operation triggered when the first VM needs to 

access a virtual I/O device. The interrupt information indicates a virtual event that occurs in the 5 

first VM. According to the computer device that processes an interrupt in an asynchronous manner 

and that is provided in the third aspect, the virtual event notification apparatus may process an 

interrupt event without being trapped in a kernel mode of the host. Therefore, privilege level 

switching overheads are reduced, and performance of the computer device is improved. 

[0030][0029] In a possible implementation of the third aspect, the first interrupt request 10 

includes a virtual event interrupt request number VEI ID, and the VEI ID identifies a virtual event 

that triggers the first interrupt request. The first processor is further configured to obtain a VM ID 

of the first VM. The interrupt information includes the VEI ID and the VM ID of the first VM. The 

interrupt controller is specifically configured to: determine, based on the VEI ID and the VM ID 

of the first VM, an identifier of the corresponding second processor, a VEI physical number, and 15 

a privilege level of the host that processes the first interrupt request, where the VEI physical 

number identifies the virtual event in the host; and send a second interrupt request to the second 

processor based on the identifier of the second processor, where the second interrupt request 

includes information indicating the privilege level of the host. The second processor is specifically 

configured to: obtain the VEI physical number, and execute, based on a processing manner 20 

corresponding to the privilege level of the host, an interrupt processing function corresponding to 

the VEI physical number in response to the received second interrupt request. 

[0031][0030] In this possible implementation, the VEI ID identifies a virtual event that occurs 

in the virtual machine, and the VEI physical number indicates an identifier of the virtual event in 

the host. There is a mapping relationship between the VEI ID and the VEI physical number. A VEI 25 

ID and a VEI physical number that are mutually mapped indicate a same virtual event (for example, 

a disk read/write event or a network adapter read/write event). The VEI ID may be represented by 

a value, for example, 0 to 63. Each value identifies a different virtual event. One I/O device may 

have a plurality of different virtual events. For example, a disk read event may be represented by 

a value 1, a disk write event may be represented by a value 2, a disk control event may be 30 

represented by a value 3, a network adapter read event may be represented by a value 4, a network 
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adapter write event may be represented by a value 5, and the like. A same virtual event in each 

virtual machine may use a same VEI ID. The VEI physical number may be globally unique, and 

virtual events of a same VEI ID that occur on different virtual machines may correspond to 

different VEI physical numbers. For example, a VEI physical number corresponding to a value 

range of a VEI ID of a VM 1 may be 0 to 63, a VEI physical number corresponding to a value 5 

range of a VEI ID of a VM 2 may be 64 to 127, and the rest may be deduced by analogy. In this 

way, the second processor may determine, based on ranges of different VEI physical numbers, a 

virtual machine on which a virtual event occurs, and then determine, based on a specific value of 

a VEI physical number, a virtual event that occurs on the VM. For example, a VEI ID being 5 

indicates a disk read event, and if a VEI physical number being 5, it indicates that a disk read event 10 

occurs on the VM 1. If a VEI physical number being 69, it indicates that a disk read event occurs 

on the VM 2. A correspondence between a virtual event and a VEI ID and a correspondence 

between a VEI physical number and a virtual machine may be set based on a requirement. This is 

not limited in this application. 

[0032][0031] In this application, because a same virtual event in each virtual machine may use 15 

a same VEI ID, to distinguish between virtual machines on which the virtual event occurs, the first 

processor may obtain a VM ID, where the VM ID may be read by the first processor from a register 

for storing a virtual machine identifier. Then, the virtual event notification apparatus sends the VEI 

ID and the VM ID to the interrupt controller, and the interrupt controller may search for the 

identifier of the second processor, the VEI physical number, and the privilege level of the 20 

corresponding host based on the VEI ID and the VM ID. The interrupt controller may maintain a 

mapping table whose input is (VEI ID) + (VM ID) and output is (CPU ID) + (VEI physical number) 

+ (privilege level of a host). The interrupt controller can directly determine a corresponding (CPU 

ID) + (VEI physical number) + (privilege level of a host) based on the mapping table. The interrupt 

controller may determine, based on the CPU ID, the second processor that subsequently performs 25 

asynchronous interrupt processing, and may determine, based on the privilege level of the host, 

whether to use a user-mode processing manner or a kernel-mode processing manner subsequently. 

The second processor may read the VEI physical number from a register that stores the VEI 

physical number, determine, by using the VEI physical number, an interrupt processing function 

corresponding to the VEI physical number, and then execute the interrupt processing function 30 

based on a user-mode processing procedure or a kernel-mode processing procedure. In the 
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computer device, a mapping relationship between a VEI physical number and an interrupt 

processing function may be maintained by using a memory, and the second processor may read a 

corresponding interrupt processing function from the memory based on the VEI physical number. 

In this possible implementation, a virtual event that occurs on the virtual machine may be quickly 

determined by using the VEI ID and the VM ID, and then the virtual event notification apparatus 5 

and the interrupt controller may process the interrupt event without being trapped in the kernel 

mode of the host. Therefore, privilege level switching overheads are reduced, and performance of 

the computer device is improved. 

[0033][0032] In a possible implementation of the third aspect, the first interrupt request 

includes a virtual event interrupt request number VEI ID, the VEI ID identifies a virtual event that 10 

causes the first VM to trigger the first interrupt request, and the interrupt information includes the 

VEI ID. The interrupt controller is specifically configured to: determine, based on the VEI ID, an 

identifier of the corresponding second processor and a privilege level of the host that processes the 

first interrupt request; and send a second interrupt request to the second processor based on the 

identifier of the second processor, where the second interrupt request includes information 15 

indicating the privilege level of the host. The second processor is specifically configured to: obtain 

the VEI ID, and execute, based on a processing manner corresponding to the privilege level of the 

host, an interrupt processing function corresponding to the VEI ID in response to the received 

second interrupt request. 

[0034][0033] In this possible implementation, the VEI ID may be globally unique, and 20 

different VMs use different VEI IDs for a same virtual event. In this way, the VM ID does not need 

to be used, the VEI physical number does not need to be converted, and subsequent interrupt 

processing can be performed provided that the identifier of the corresponding second processor 

and the privilege level of the host are determined based on the VEI ID. The second processor may 

obtain the VEI ID from a register that stores the VEI ID. In this possible implementation, a virtual 25 

event that occurs on the virtual machine may be quickly determined by using the VEI ID, and then 

the virtual event notification apparatus and the interrupt controller may process the interrupt event 

without being trapped in the kernel mode of the host. Therefore, privilege level switching 

overheads are reduced, and performance of the computer device is improved. 

[0035][0034] In a possible implementation of the third aspect, the privilege level of the host is 30 

a user mode; and the interrupt controller may further set information about a shadow thread. The 
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second processor further includes a hardware-assisted switching apparatus. The hardware-assisted 

switching apparatus is configured to switch from a first thread to the shadow thread, where the 

first thread is a thread run by the second processor before switching, the shadow thread is a thread 

that runs in the host in the user mode, and the shadow thread is used to execute the interrupt 

processing function. The second processor is specifically configured to execute the interrupt 5 

processing function in the user mode of the host. 

[0036][0035] In this possible implementation, the first thread may also be referred to as an 

interrupted thread, or the first thread may switch information about an interrupted thread to 

information about the shadow thread, where the interrupted thread is a thread running by the 

second processor before switching. The second processor is further configured to: switch to an 10 

entry address of the interrupt processing function of the shadow thread, and execute the interrupt 

processing function in the user mode of the host, where the interrupt processing function 

corresponds to the second interrupt request. 

[0037][0036] In this possible implementation, the hardware-assisted switching apparatus may 

be implemented by using a hardware circuit. Thread switching may include switching information 15 

about a thread, and information about the first thread includes memory address space, a page table 

head address, data structure information, a processing privilege level, and the like of the first thread. 

The shadow thread is a thread running in the host in the user mode, and is configured to execute 

the interrupt processing function. The information about the shadow thread includes memory 

address space of the shadow thread, a page table start address, data structure information, a 20 

processing privilege level, and the like. The shadow thread may be understood as a shadow of the 

first thread. After the first thread that is running by the second processor is interrupted, the second 

processor runs the shadow thread to perform interrupt processing. In this possible implementation, 

the information about the first thread and the information about the shadow thread can be quickly 

switched by using the hardware-assisted switching apparatus without being trapped in the kernel 25 

mode of the host, so that an interrupt can be directly processed in the user mode of the host. 

Therefore, switching overheads are further reduced, and performance of the computer device is 

improved. 

[0038][0037] In a possible implementation of the third aspect, the second processor further 

includes a redirection apparatus, and the second processor is further configured to: before 30 

executing the interrupt processing function in the user mode of the host, determine whether the 
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first thread is at a virtualization privilege level of a second VM, where the second VM runs on the 

second processor. The redirection apparatus is configured to: if an interrupted thread is at the 

virtualization privilege level of the second VM, switch the virtualization privilege level of the 

second VM to the user mode of the host. 

[0039][0038] In this possible implementation, the redirection apparatus in the second processor 5 

may be implemented by using a hardware circuit. For a function of the redirection apparatus, refer 

to the function of the redirection apparatus in the first aspect. In this possible implementation, the 

virtualization privilege level of the second VM may be directly switched to the user mode of the 

host by using the redirection apparatus in the second processor. Therefore, switching overheads in 

an asynchronous processing procedure are further reduced, and performance of the computer 10 

device is further improved. 

[0040][0039] In a possible implementation of the third aspect, the redirection apparatus is 

further configured to write an entry address of the interrupt processing function into a first register. 

The second processor is specifically configured to read the entry address of the interrupt processing 

function from the first register, invoke the interrupt processing function based on the entry address, 15 

and execute, in the user mode of the host, the interrupt processing function. 

[0041][0040] The procedure may be performed immediately by using corresponding content 

in the first aspect, and details are not described herein again. 

[0042][0041] In a possible implementation of the third aspect, the second processor is 

specifically configured to: switch from a context of the second VM to a context of the shadow 20 

thread, and process an interrupt in the user mode of the host; and switch from the context of the 

shadow thread back to the context of the second VM after processing the interrupt. The redirection 

apparatus is further configured to switch from the user mode of the host back to the virtualization 

privilege level of the second VM. The second processor is further configured to continue to run 

the second VM. 25 

[0043][0042] In this possible implementation, executing the interrupt processing function 

includes a procedure of context switching and a procedure of processing an interrupt. In this 

solution, the redirection apparatus directly switches from the user mode of the host to the 

virtualization privilege level of the second VM, so that the interrupted second VM can be quickly 

started. 30 

[0044][0043] In a possible implementation of the third aspect, the second processor is further 
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configured to: switch from a context of the first thread to a context of the shadow thread, and 

process an interrupt in the user mode of the host; switch from the context of the shadow thread to 

the context of the first thread after processing the interrupt; and continue to execute the first thread.

[0045][0044] In this possible implementation, if no virtual machine runs on the second 

processor, the second processor may directly switch the context of the first thread and the context 5 

of the shadow thread, then process the interrupt, and then switch back to the context of the first 

thread. In this way, the first thread can be quickly started, so that the first thread continues running. 

[0046][0045] In a possible implementation of the third aspect, the privilege level of the host is 

a kernel mode, and the second processor is configured to: receive the second interrupt request that 

is of the kernel mode of the host and that is sent by the interrupt controller; and switch to an entry 10 

address of an interrupt processing function of the kernel mode of the host, where the interrupt 

processing function corresponds to the second interrupt request; and execute, in the kernel mode 

of the host, the interrupt processing function of the kernel mode. 

[0047][0046] In this possible implementation, if the privilege level of the host is the kernel 

mode, the interrupt controller may directly send a kernel-mode interrupt to the second processor, 15 

and the second processor performs a kernel-mode processing procedure to complete a 

corresponding operation. Before the second processor switches to the entry address of the interrupt 

processing function of the kernel mode of the host, if the second VM runs on the second processor, 

the second processor first switches from the virtualization privilege level of the second VM to the 

kernel mode of the host. If no virtual machine runs on the second processor, and the host is in the 20 

user mode, the second processor first switches from the user mode of the host to the kernel mode 

of the host. If the host is in the kernel mode, the second processor directly switches to the entry 

address of the interrupt processing function, and then executes the interrupt processing function. 

[0048][0047] A fourth aspect of this application provides a computer device, where the 

computer device includes a first processor, a second processor, and an interrupt controller, a host 25 

(host) runs on the computer device, and the second processor further includes a hardware-assisted 

switching apparatus. The first processor may send an interrupt request to the interrupt controller 

by accessing user-mode address mapping space or kernel-mode address mapping space in the 

interrupt controller. The interrupt controller sets information about a shadow thread. The interrupt 

controller sends the interrupt request to the second processor. The hardware-assisted switching 30 

apparatus is configured to switch from a first thread to the shadow thread, where the first thread is 
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a thread run by the second processor before switching, the shadow thread is a thread that runs in 

the host in a user mode and that includes an interrupt processing function, and the interrupt 

processing function corresponds to a second interrupt request. The second processor is specifically 

configured to execute the interrupt processing function in the user mode of the host. 

[0049][0048] In this possible implementation, the hardware-assisted switching apparatus may 5 

be implemented by using a hardware circuit. Thread switching may include information about 

switching a thread. Information about the first thread includes memory address space of the first 

thread, a page table start address, data structure information, and a processing privilege level. The 

shadow thread is a thread running in the host in the user mode, and is used to execute the interrupt 

processing function. Information about the shadow thread includes memory address space of the 10 

shadow thread, a page table start address, data structure information, a processing privilege level, 

and the like. The first thread is a thread that is being run by the second processor. The shadow 

thread may be understood as a shadow of the first thread. After a thread that is running by the 

second processor is interrupted, the second processor runs the shadow thread to perform interrupt 

processing. In this possible implementation, the information about the first thread and the 15 

information about the shadow thread can be quickly switched by using the hardware-assisted 

switching apparatus without being trapped in the kernel mode of the host, so that an interrupt can 

be directly processed in the user mode of the host. Therefore, switching overheads are further 

reduced, and performance of the computer device is improved. 

[0050][0049] In a possible implementation of the fourth aspect, the second processor further 20 

includes a redirection apparatus, and the second processor is further configured to: before 

executing the interrupt processing function in the user mode of the host, determine whether the 

first thread is at a virtualization privilege level of a second VM, where the second VM runs on the 

second processor. The redirection apparatus is configured to: if the first thread is at the 

virtualization privilege level of the second VM, switch the virtualization privilege level of the VM 25 

to the user mode of the host. 

[0051][0050] In this possible implementation, the redirection apparatus in the second processor 

may be implemented by using a hardware circuit. For a function of the redirection apparatus, refer 

to the function of the redirection apparatus in the first aspect. In this possible implementation, the 

virtualization privilege level of the second VM may be directly switched to the user mode of the 30 

host by using the redirection apparatus in the second processor. Therefore, switching overheads in 
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an asynchronous processing procedure are further reduced, and performance of the computer 

device is further improved. 

[0052][0051] In a possible implementation of the fourth aspect, the redirection apparatus is 

further configured to write an entry address of the interrupt processing function into a first register. 

The second processor is specifically configured to read the entry address of the interrupt processing 5 

function from the first register, invoke the interrupt processing function based on the entry address, 

and execute, in the user mode of the host, the interrupt processing function. 

[0053][0052] The procedure may be performed immediately by using corresponding content 

in the first aspect, and details are not described herein again. 

[0054][0053] In a possible implementation of the fourth aspect, the second processor is 10 

specifically configured to: switch from a context of the second VM to a context of the shadow 

thread, and process an interrupt in the user mode of the host; and switch from the context of the 

shadow thread back to the context of the second VM after processing the interrupt. The redirection 

apparatus is further configured to switch from the user mode of the host back to the virtualization 

privilege level of the second VM. The second processor is further configured to continue to run 15 

the second VM. 

[0055][0054] In this possible implementation, executing the interrupt processing function 

includes a procedure of context switching and a procedure of processing an interrupt. In this 

solution, the redirection apparatus directly switches from the user mode of the host to the 

virtualization privilege level of the second VM, so that the interrupted second VM can be quickly 20 

started. 

[0056][0055] In a possible implementation of the fourth aspect, the second processor is further 

configured to: switch from a context of the first thread to a context of the shadow thread, and 

process an interrupt in the user mode of the host; switch from the context of the shadow thread to 

the context of the first thread after processing the interrupt; and continue to execute the first thread.25 

[0057][0056] In this possible implementation, if no virtual machine runs on the second 

processor, the second processor may directly switch the context of the first thread and the context 

of the shadow thread, then process the interrupt, and then switch back to the context of the first 

thread. In this way, the first thread can be quickly started, so that the first thread continues running. 

[0058][0057] In a possible implementation of the fourth aspect, the privilege level of the host 30 

is a kernel mode, and the second processor is configured to: receive a second interrupt request that 
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is of the kernel mode of the host and that is sent by the interrupt controller; switch to an entry 

address of an interrupt processing function of the kernel mode of the host, where the interrupt 

processing function corresponds to the second interrupt request; and execute, in the kernel mode 

of the host, the interrupt processing function of the kernel mode. 

[0059][0058] In this possible implementation, if the privilege level of the host is the kernel 5 

mode, the interrupt controller may directly send a kernel-mode interrupt to the second processor, 

and the second processor performs a kernel-mode processing procedure to complete a 

corresponding operation. Before the second processor switches to the entry address of the interrupt 

processing function of the kernel mode of the host, if the second VM runs on the second processor, 

the second processor first switches from the virtualization privilege level of the second VM to the 10 

kernel mode of the host. If no virtual machine runs on the second processor, and the host is in the 

user mode, the second processor first switches from the user mode of the host to the kernel mode 

of the host. If the host is in the kernel mode, the second processor directly switches to the entry 

address of the interrupt processing function, and then executes the interrupt processing function. 

[0060][0059] A fifth aspect of this application provides an exception processing method, where 15 

the method is applied to a computer device, a host (host) and a virtual machine VM run on the 

computer device, and the method includes: obtaining an exception instruction triggered by the VM; 

and switching from a virtualization privilege level of the VM to a user mode of the host; and 

executing an exception processing function corresponding to the exception instruction in the user 

mode of the host. 20 

[0061][0060] In a possible implementation of the fifth aspect, the method further includes: 

writing an entry address of the exception processing function into a first register. The first 

processor is specifically configured to read the entry address of the exception processing function 

from the first register, invoke the exception processing function based on the entry address, and 

execute, in the user mode of the host, the exception processing function corresponding to the 25 

exception instruction. 

[0062][0061] In a possible implementation of the fifth aspect, the exception instruction is 

triggered by performing an input/output I/O operation by the VM. 

[0063][0062] In a possible implementation of the fifth aspect, the method further includes: 

switching from a context of the VM to a context of a user-mode shadow execution environment, 30 

and processing an exception in the user mode of the host; the exception processing function is 
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included in a thread of a virtual processor that runs in the user mode of the host, an execution 

environment allocated to the thread of the virtual processor includes a main thread execution 

environment, an execution environment of the VM, and a shadow execution environment, where 

the execution environment allocated to the thread of the virtual processor is a resource required 

for running the thread of the virtual processor, and the shadow execution environment has user-5 

mode memory space independent of the main thread execution environment and the execution 

environment of the VM; and the shadow execution environment is used to execute the exception 

processing function, and the exception processing function is used to process an exception that 

triggers the exception instruction. 

[0064][0063] For the exception processing method provided in the fifth aspect and any possible 10 

implementation, refer to related descriptions of the first aspect and any possible implementation 

of the first aspect. Details are not described herein again. 

[0065][0064] A sixth aspect of this application provides an interrupt processing method, where 

the method is applied to a computer device, a host (host) and a first VM run on the computer device, 

and the method includes: obtaining a first interrupt request triggered by the first VM, where the 15 

first interrupt request is used to request to execute an interrupt processing function; determining 

interrupt information in response to the first interrupt request; generating a second interrupt request 

based on the interrupt information, where the second interrupt request is used to request to execute 

the interrupt processing function; and executing the interrupt processing function in response to 

the second interrupt request, where the second interrupt request is obtained by using the first 20 

interrupt request. 

[0066][0065] In a possible implementation of the sixth aspect, the first interrupt request 

includes a virtual event interrupt request number VEI ID, and the VEI ID identifies a virtual event 

that triggers the first interrupt request; and the method further includes: obtaining a VM ID of the 

first VM, where the interrupt information includes the VEI ID and the VM ID of the first VM; 25 

determining, based on the VEI ID and the VM ID of the first VM, a VEI physical number and a 

privilege level of the host that processes the first interrupt request, where the VEI physical number 

identifies the virtual event in the host; and the foregoing step of executing the interrupt processing 

function in response to the second interrupt request includes: obtaining the VEI physical number, 

and executing, based on a processing manner corresponding to the privilege level of the host, an 30 

interrupt processing function corresponding to the VEI physical number in response to the received 
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second interrupt request. 

[0067][0066] In a possible implementation of the sixth aspect, the first interrupt request 

includes a virtual event interrupt request number VEI ID, the VEI ID identifies a virtual event that 

triggers the first interrupt request, and the interrupt information includes the VEI ID; and the 

method further includes: determining, based on the VEI ID, a privilege level of the host that 5 

processes the first interrupt request; and the foregoing step of executing the interrupt processing 

function in response to the second interrupt request includes: obtaining the VEI ID, and executing, 

based on a processing manner corresponding to the privilege level of the host, an interrupt 

processing function corresponding to the VEI ID in response to the received second interrupt 

request. 10 

[0068][0067] In a possible implementation of the sixth aspect, the privilege level of the host is 

a user mode; and in the foregoing step of executing the interrupt processing function in response 

to the second interrupt request includes: switching from a first thread to a shadow thread, where 

the first thread is a thread that runs in the host before switching, the shadow thread is a thread that 

runs in the host in the user mode, and the shadow thread is used to execute the interrupt processing 15 

function; and executing the interrupt processing function in user mode of the host.

[0069][0068] In a possible implementation of the sixth aspect, the method further includes: 

before executing the interrupt processing function in the user mode of the host, determining 

whether the first thread is at a virtualization privilege level of a second VM, where the second VM 

runs on the computer device; and if an interrupted thread is at the virtualization privilege level of 20 

the second VM, switching the virtualization privilege level of the second VM to the user mode of 

the host. 

[0070][0069] In a possible implementation of the sixth aspect, the method further includes: 

writing an entry address of the interrupt processing function into a first register; and reading the 

entry address of the interrupt processing function from the first register, invoking the interrupt 25 

processing function based on the entry address, and executing, in the user mode of the host, the 

interrupt processing function. 

[0071][0070] In a possible implementation of the sixth aspect, the foregoing step of executing 

the interrupt processing function in the user mode of the host includes: switching from a context 

of the second VM to a context of the shadow thread, and processing an interrupt in the user mode 30 

of the host; switching from the context of the shadow thread to the context of the second VM after 
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the interrupt is processed; switching from the user mode of the host back to the virtualization 

privilege level of the second VM; and continuing to run the second VM.

[0072][0071] In a possible implementation of the sixth aspect, the method further includes: 

switching from a context of the first thread to a context of the shadow thread, and processing an 

interrupt in the user mode of the host; switching from the context of the shadow thread to the 5 

context of the first thread after the interrupt is processed; and continuing to execute the first thread.

[0073][0072] In a possible implementation of the sixth aspect, the privilege level of the host is 

a kernel mode, and the foregoing step of executing, based on the processing manner corresponding 

to the privilege level of the host, the interrupt processing function corresponding to the VEI ID in 

response to the received second interrupt request includes: switching to an entry address of an 10 

interrupt processing function of the kernel mode of the host, where the interrupt processing 

function corresponds to the second interrupt request; and executing, in the kernel mode of the host, 

the interrupt processing function of the kernel mode. 

[0074][0073] For the exception processing method provided in the sixth aspect and any 

possible implementation, refer to related descriptions of the third aspect and any possible 15 

implementation of the third aspect. Details are not described herein again. 

[0075][0074] A seventh aspect of this application provides a computer device. The computer 

device has a function of implementing the method in any one of the fifth aspect or the possible 

implementations of the fifth aspect. The function may be implemented by hardware, or may be 

implemented by hardware executing corresponding software. The hardware or the software 20 

includes one or more modules corresponding to the foregoing function, for example, a receiving 

unit and a processing unit. 

[0076][0075] An eighth aspect of this application provides a computer device. The computer 

device has a function of implementing the method in any one of the sixth aspect or the possible 

implementations of the sixth aspect. The function may be implemented by hardware, or may be 25 

implemented by hardware executing corresponding software. The hardware or the software 

includes one or more modules corresponding to the foregoing function, for example, a receiving 

unit and a processing unit. 

[0077][0076] A ninth aspect of this application provides a computer-readable storage medium 

storing one or more computer-executable instructions. When the computer-executable instructions 30 

are executed by a processor, the processor performs the method according to any one of the fifth 
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aspect or the possible implementations of the fifth aspect. 

[0078][0077] A tenth aspect of this application provides a computer-readable storage medium 

storing one or more computer-executable instructions. When the computer-executable instructions 

are executed by a processor, the processor performs the method according to any one of the sixth 

aspect or the possible implementations of the sixth aspect. 5 

[0079][0078] An eleventh aspect of this application provides a computer program product that 

stores one or more computer-executable instructions. When the computer-executable instructions 

are executed by a processor, the processor performs the method according to any one of the fifth 

aspect or the possible implementations of the fifth aspect. 

[0080][0079] A twelfth aspect of this application provides a computer program product that 10 

stores one or more computer-executable instructions. When the computer-executable instructions 

are executed by a processor, the processor performs the method according to any one of the sixth 

aspect or the possible implementations of the sixth aspect. 

[0081][0080] A thirteenth aspect of this application provides a chip system, where the chip 

system includes at least one processor, and the at least one processor is configured to support an 15 

interprocess communication apparatus in implementing the function in any one of the fifth aspect 

or the possible implementations of the fifth aspect. In a possible design, the chip system may 

further include a memory. The memory is configured to store program instructions and data that 

are necessary for a message management apparatus. The chip system may include a chip, or may 

include a chip and another discrete component. 20 

[0082][0081] A fourteenth aspect of this application provides a chip system, where the chip 

system includes at least one processor, and the at least one processor is configured to support an 

interprocess communication apparatus in implementing the function in any one of the sixth aspect 

or the possible implementations of the sixth aspect. In a possible design, the chip system may 

further include a memory. The memory is configured to store program instructions and data that 25 

are necessary for a scheduling apparatus. The chip system may include a chip, or may include a 

chip and another discrete component. 

[0083][0082] In embodiments of this application, privilege level switching in a synchronous 

processing procedure is implemented by using the redirection apparatus, and an interrupt request 

may be asynchronously transferred by using the virtual event notification apparatus and the 30 

interrupt controller without passing through the kernel mode of the host. In both of the synchronous 
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processing procedure and the asynchronous processing procedure, switching overheads are 

reduced, and performance of the computer device is improved. 

BRIEF DESCRIPTION OF DRAWINGS 

[0084][0083] FIG. 1 is a schematic diagram of a structure of a computer device according to 

an embodiment of this application;5 

[0085][0084] FIG. 2 is another schematic diagram of a structure of a computer device 

according to an embodiment of this application;

[0086][0085] FIG. 3 is a schematic diagram of an embodiment of an exception processing 

method according to an embodiment of this application;

[0087][0086] FIG. 4 is a schematic diagram of a structure of a processor according to an 10 

embodiment of this application;

[0088][0087] FIG. 5 is a schematic diagram of a structure of a thread of a virtual processor 

according to an embodiment of this application;

[0089][0088] FIG. 6 is another schematic diagram of a structure of a computer device 

according to an embodiment of this application;15 

[0090][0089] FIG. 7A is another schematic diagram of a structure of a computer device 

according to an embodiment of this application;

[0091][0090] FIG. 7B is a schematic diagram of an interrupt state change according to an 

embodiment of this application;

[0092][0091] FIG. 8 is another schematic diagram of a structure of a computer device 20 

according to an embodiment of this application;

[0093][0092] FIG. 9 is a schematic diagram of a structure of a shadow thread according to an 

embodiment of this application;

[0094][0093] FIG. 10A and FIG. 10B are schematic diagrams of an embodiment of an interrupt 

processing method according to an embodiment of this application;25 

[0095][0094] FIG. 11 is another schematic diagram of a structure of a computer device 

according to an embodiment of this application;

[0096][0095] FIG. 12 is another schematic diagram of a structure of a computer device 

according to an embodiment of this application; and



23 

[0097][0096] FIG. 13 is another schematic diagram of a structure of a computer device 

according to an embodiment of this application. 

DESCRIPTION OF EMBODIMENTS 

[0098][0097] The following describes embodiments of this application with reference to the 

accompanying drawings. It is clear that the described embodiments are merely some rather than 5 

all of embodiments of this application. A person of ordinary skill in the art may learn that the 

technical solutions provided in embodiments of this application are also applicable to a similar 

technical problem as a technology develops and a new scenario emerges. 

[0099][0098] In the specification, claims, and accompanying drawings of this application, the 

terms "first", "second", and the like are intended to distinguish between similar objects but do not 10 

necessarily indicate a specific order or sequence. It should be understood that the data termed in 

such a way are interchangeable in proper circumstances so that embodiments described herein can 

be implemented in other orders than the order illustrated or described herein. In addition, the terms 

"include" and "have" and any other variants are intended to cover the non-exclusive inclusion. For 

example, a procedure, method, system, product, or device that includes a list of steps or units is 15 

not necessarily limited to those expressly listed steps or units, but may include other steps or units 

not expressly listed or inherent to such a procedure, method, product, or device. 

[00100][0099] Embodiments of this application provide a computer device, an exception 

processing method, and an interrupt processing method, to reduce overheads generated during 

switching and improve performance of the computer device. This application further provides a 20 

corresponding apparatus, a computer-readable storage medium, a computer program product, and 

the like. Details are separately described in the following. 

[00101][00100] Virtualization means that a hardware resource (for example, storage space in a 

processor or memory and a network resource) at a hardware layer of a compute device is 

virtualized, and the virtualized resource is shared with a plurality of virtual computers. A virtual 25 

computer is a general term for running environments virtualized by using software in all types of 

virtualization devices, and the concept of the virtual computer includes a virtual machine or a 

container. 

[00102][00101] As shown in FIG. 1, a computer device 100 includes a hardware layer 112, a host 
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layer 109, and a virtualization layer. The virtualization layer includes virtual machines 101 and 

102. There may be more or fewer virtual machines. Herein, only two virtual machines are used as 

an example. The hardware layer 112 includes a processor system 114, a memory 113, a 

communication interface 115, and an interrupt controller 116. 

[00103][00102] A virtual machine (virtual machine, VM) is one or more virtual computers 5 

simulated on a computer device by using virtualization software. The virtual machine runs in a 

completely isolated environment, and works like a real computer. A guest operating system (guest 

operating system, guest OS) (105 and 106 in FIG. 1) may be installed on the virtual machine (101 

and 102 in FIG. 1), and one or more applications (103 and 104 in FIG. 1) are run on the guest 

operating system. The virtual machine may also access a network resource. An application running 10 

on the virtual machine works as if the application works on a real computer. 

[00104][00103] When the VM is running, a virtual machine privilege level is involved. The 

virtual machine privilege level includes a user mode of the virtual machine and a kernel mode of 

the virtual machine. The kernel mode and user mode of the virtual machine are divided by 

considering the VM as a real computer. 15 

[00105][00104] Before the concepts of the user mode and kernel mode are introduced, the 

following first introduces user space and kernel space. 

[00106][00105] In some existing computer systems, entire virtual address space is divided, and 

two virtual address spaces are obtained through division as the kernel space (kernel-mode virtual 

address space) and the user space (user-mode virtual address space). A 48-bit valid virtual address 20 

in a 64-bit architecture is used as an example. In this case, the user space is (00000000, 00000000)-

(0000FFFF, FFFFFFFF), and the kernel space is (FFFF0000, 00000000)-(FFFFFFFF, FFFFFFFF). 

The kernel space and the user space have corresponding registers, and the registers store 

independent page table base addresses of corresponding space. The kernel space may also be 

referred to as kernel-mode memory space, and the user space may also be referred to as user-mode 25 

memory space. A process or thread running in the user space may be referred to as a user-mode 

process or thread, and a process or thread running in the kernel space is referred to as a kernel-

mode process or thread. 

[00107][00106] A virtual processor (for example, 107 and 108 in FIG. 1) is a physical processing 

unit provided to a virtual computer for use in a sharing or slicing manner in a virtualization 30 

technology, for example, a virtual CPU (virtual central processing unit, vCPU). One virtual 
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computer may be served by one or more virtual processors. When there are a plurality of virtual 

processors, one virtual processor is usually a primary virtual processor, and others are secondary 

virtual processors. Other virtual hardware resources such as a virtual memory included in the 

virtual machine are not shown in FIG. 1. It should be understood that the virtual machine is 

equivalent to an independent computer. Therefore, an action performed by the virtual machine may 5 

also be considered as that a virtual processor performs the action. The virtual processor is 

virtualized by using virtualization software. Running of the virtual processor is actually 

implemented as follows: A processor or physical core of a host reads and runs a software program. 

For example, a physical core reads the software program and runs the software program in a 

specific mode (for example, a non-root mode of x86) of hardware-assisted virtualization of the 10 

physical core, to implement the virtual processor. A plurality of virtual processors of the virtual 

machine may be located on different physical cores. 

[00108][00107] Trap-in (trap in) and trap-out (trap out) of a virtual processor: A virtualization 

system includes two modes: a host mode (host mode) and a guest mode (guest mode). The host 

mode may also be referred to as a privilege level of the host, for example, a user mode of the host 15 

or a kernel mode of the host. The guest mode may also be referred to as a privilege level of the 

VM, for example, a user mode of the VM or a kernel mode of the VM. When a virtual processor 

enters the guest mode, this procedure is referred to as trap-in (virtual); and when the virtual 

processor exits the guest mode, this procedure is referred to as trap-out (virtual). After the virtual 

processor traps out, a physical processor temporarily stops executing code of the virtual processor. 20 

Therefore, in this case, it may be understood as that the virtual processor is not running. When a 

virtual processor that runs on a physical processor traps in, it may be considered that the physical 

processor is in the guest mode, and code of the virtual processor is executed. When the virtual 

processor that runs on the physical processor traps out to the host mode, it may be considered that 

the physical processor is in the host mode, and runs host-related code, such as a virtual machine 25 

monitor. 

[00109][00108] The host (host) layer 109 is used as a management layer, and is used to manage 

and allocate a hardware resource, present a virtual hardware platform for a virtual machine, 

schedule and isolate a virtual machine, and the like. In some implementations, the host layer 109 

includes a host operating system 111 and a virtual monitoring apparatus, for example, a virtual 30 

machine monitor 110 (virtual machine monitor, VMM). The virtual monitor 110 may be deployed 
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inside the host operating system 111 or outside the host operating system 111. In another 

virtualization architecture, the virtual monitoring apparatus may also be referred to as a hypervisor 

or another type of virtual monitoring apparatus. In some other implementations, for example, in a 

virtualization architecture Xen, the host layer 109 may further include one privileged virtual 

machine. The virtual hardware platform provides virtual computers running on the virtual 5 

hardware platform with various hardware resources, such as a virtual processor, a virtual memory, 

a virtual disk, and a virtual network interface card. The virtual computers run on the virtual 

hardware platform prepared by the host layer for the virtual computers. The host layer 109 may 

also be referred to as a virtualization platform, and sometimes the host layer may also be referred 

to as a host for short. The privilege level of the host includes a user mode and a kernel mode. 10 

[00110][00109] The hardware layer 112 is a hardware platform on which a virtualized 

environment runs. The hardware layer may include a plurality of types of hardware. As shown in 

FIG. 1, the hardware layer may include a processor system 114 and a memory 113, may further 

include a communication interface 115, for example, a network interface card (network interface 

card, NIC), and may further include an interrupt controller 116, an input/output (input/output, I/O) 15 

device, and the like. The processor system 114 may include one or more processors, for example, 

a processor 1 and a processor 2 shown in FIG. 1. Each processor may include a plurality of physical 

cores, and the processor may further include a plurality of registers, for example, a general-purpose 

register and a floating-point register. 

[00111][00110] The processor system 114 is sometimes referred to as a physical processor. A 20 

physical core represents a minimum processing unit in a processor, and a quantity of cores included 

in each processor may be the same or may be different. A processor having one core is referred to 

as single-core processor, and a processor having a plurality of physical cores is referred to as a 

multi-core processor. Multi-core processors can be classified into homogeneous multi-core 

processors and heterogeneous multi-core processors based on whether core architectures are the 25 

same. A virtual processor may be bound to a physical core. In other words, a virtual processor 

always runs on a specific physical core, and cannot be scheduled onto another physical core for 

running. In this case, the virtual processor is a bound core. If a virtual processor may be scheduled, 

based on a requirement, onto different physical cores for running, the virtual processor is not a 

bound core. 30 

[00112][00111] The interrupt controller 116 is disposed between a processor and hardware that 
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triggers an interrupt request, and is mainly configured to: collect interrupt requests generated by 

hardware, and send the interrupt requests to the processor based on a specific priority or another 

rule. For example, the interrupt controller is an advanced programmable interrupt controller 

(advanced programmable interrupt controller, APIC). 

[00113][00112] An interruption (interruption) indicates that executing instructions of a current 5 

program is suspended and an interrupt service routine is executed. 

[00114][00113] The interrupt service routine (interrupt service routine, ISR) may also be referred 

to as an interrupt processing function, and is a program used to process an interrupt request. When 

receiving an interrupt request, a processor suspends executing a current program and executes an 

interrupt service routine corresponding to the interrupt request. 10 

[00115][00114] An interrupt request (interrupt request) is an event generated by hardware. The 

hardware sends the event to a processor. When receiving the event, the processor suspends 

executing a current program and executes a routine corresponding to the event. The interrupt 

request generated by hardware may be triggered by the hardware, or may be triggered by software. 

The interrupt request is sometimes briefly referred to as an interrupt. Some hardware (such as a 15 

network adapter, an audio adapter, a mouse, and a hard disk) in a computer can complete certain 

work without intervention of a processor. However, the hardware still needs to use an interrupt 

controller to enable the processor to perform some specific work for the hardware. An interrupt 

number is an identifier of an interrupt request, and is represented by IRQ ID in this application. 

[00116][00115] The hardware layer 112 may further include a memory management unit 20 

(memory management unit, MMU). The MMU is computer hardware configured to processing a 

memory access request. A function of the MMU includes translation from a virtual address to a 

physical address (namely virtual memory management), memory protection, and control of a 

central processing unit cache. The MMU usually uses an associative cache (associative cache) of 

a translation lookaside buffer (translation lookaside buffer, TLB) to translate a virtual page number 25 

to a physical page number. 

[00117][00116] Storage space (address space) provided by the memory 113 is allocated to a 

virtual machine and a host for use. A host physical address (host physical address, HPA) is physical 

address space that can be used by a local host (host). A host virtual address (host virtual address, 

HVA) is virtual address space that can be used by the local host (host). A guest physical address 30 

(guest physical address, GPA) is physical address space that can be used by a guest operating 
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system of a virtual machine. A guest virtual address (guest virtual address, GVA) is virtual address 

space that can be used by the guest operating system of the virtual machine. 

[00118][00117] The computer device 100 may be a physical device, for example, a server or a 

terminal device. The terminal device may be a handheld device with a wireless connection function, 

or another processing device connected to a wireless modem. For example, the terminal device 5 

may be a mobile phone, a computer (personal computer, PC), a tablet computer, a personal digital 

assistant (personal digital assistant, PDA), a mobile Internet device (mobile Internet device, MID), 

a wearable device, and an e-book reader (e-book reader); or may be a portable, pocket-sized, 

handheld, computer built-in, or vehicle-mounted mobile device. 

[00119][00118] When the VM in the computer device 100 performs some operations (for 10 

example, a read/write operation on a memory of a serial port, a read/write operation on a memory 

of a disk, a read/write operation on a memory of a network adapter, and an operation on a page 

fault), an exception or interrupt is triggered (the exception is usually described as a synchronous 

exception, and the interrupt is usually described as an asynchronous exception). The hardware 

layer or a kernel of a host processes the exception or interrupt. In this embodiment of this 15 

application, an exception may be processed in a synchronous manner, and an interrupt may be 

processed in an asynchronous manner. Synchronous processing refers to processing on a same 

processor, and asynchronous processing refers to cross-processor processing. In a virtual I/O 

scenario, virtual I/O processing may be classified into synchronous processing and asynchronous 

processing. When an I/O device used in execution of the VM is a device such as a serial port, a 20 

graphics card, a character, or a USB, a synchronous processing manner is generally used. When 

an I/O device used in execution of the VM is a device such as a disk or a network adapter, an 

asynchronous processing manner is generally used. 

[00120][00119] A first processor and a second processor are used in the following embodiments 

of this application. It should be noted that the first processor and the second processor may 25 

alternatively be two different cores in a same multi-core processor. 

[00121][00120] The following describes the synchronous processing procedure and 

asynchronous processing procedure respectively. 

[00122][00121] 1. Synchronization processing 

[00123][00122] As shown in FIG. 2, the computer device includes a first processor, and a host 30 

(host) and a first VM run on the computer device. Specifically, the first VM runs on the first 
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processor. The first VM triggers an exception instruction when performing some operations. The 

exception instruction may be triggered when the VM performs an input/output (input/output, I/O) 

operation. The I/O operation may be an operation triggered when the VM needs to access a virtual 

I/O device. The virtual I/O device generally includes a front-end driver and a back-end device. The 

front-end driver runs on the VM, and a program of the back-end device runs on the host. If an 5 

operation performed by the VM needs to access the back-end device by using the front-end driver, 

the exception instruction is triggered, and the back-end device is accessed by using the exception 

instruction. The virtual I/O device is a type of back-end device. Accessing the virtual I/O device 

may be reading data from a memory of the virtual I/O device or writing data into the memory of 

the virtual I/O device, or may be another control operation on the virtual I/O device. The virtual 10 

I/O device is an I/O device that can be used by a virtual machine. The virtual I/O device may be a 

completely virtualized I/O device simulated by using software. The virtual I/O device may also be 

mapped to a physical I/O device in a mapping manner. When the virtual I/O device is accessed, 

the physical I/O device is finally accessed. The first processor receives the exception instruction, 

and if the first processor determines that the exception instruction needs to be processed in a user 15 

mode of the host, the first processor switches from a virtualization privilege level of the first VM 

to the user mode of the host, and executes an exception processing function in the user mode of 

the host. For example, the virtual I/O device includes a serial port, a graphics card, a character, or 

a USB. The serial port, the graphics card, the character, or the USB has respective address ranges. 

The first processor may determine, based on the address ranges, a virtual I/O device that performs 20 

a current I/O operation. In this application, operations related to the virtual I/O device are 

synchronously performed. If the virtual I/O device is a virtual I/O device simulated by using 

software, for example, a virtual serial port of a Linux system, a virtual I/O device simulated by 

using software may not correspond to a physical I/O device. A virtual I/O device in a virtual 

machine can also be associated with a physical I/O device. For example, a virtual mouse is 25 

associated with a physical mouse. When the virtual I/O device is associated with the physical I/O 

device, the first processor runs a thread of the user mode to trap into a kernel mode by using a 

system call, and then invokes a driver of the physical I/O device, to operate the physical I/O device. 

[00124][00123] There may be a plurality of types of exception instructions triggered by the first 

VM, for example, an invalid instruction exception, a page fault exception, a memory access 30 

exception, an address alignment exception, and an exception caused by access to a virtual I/O 
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device. The first processor may determine, based on a type of an exception instruction, that the 

exception instruction needs to be processed in the user mode of the host or in the kernel mode of 

the host. The foregoing redirection operation may be performed for an exception instruction that 

needs to be processed in the user mode of the host. 

[00125][00124] The first processor may include a first redirection apparatus. The first redirection 5 

apparatus may perform a procedure of switching from a virtualization privilege level of the first 

VM to a privilege level of the user mode of the host, and writing an entry address of the exception 

processing function into a first register. In this way, the first processor may read the entry address 

of the exception processing function from the first register, invoke the exception processing 

function based on the entry address, and execute, in the user mode of the host, the exception 10 

processing function corresponding to the exception instruction. A function of the first redirection 

apparatus may be implemented by using a hardware circuit. 

[00126][00125] The host in the user mode may include a thread of a virtual processor (virtual 

central processing unit, vCPU), and the thread may include a shadow execution environment. The 

first processor may execute the exception processing function in the shadow execution 15 

environment. 

[00127][00126] With reference to FIG. 3, the following describes a procedure of implementing 

the foregoing exception processing method for synchronization processing by using the first 

processor, the first redirection apparatus, and the shadow execution environment. 

[00128][00127] 201: The first processor obtains an exception instruction triggered by a first VM. 20 

[00129][00128] A procedure of step 201 may be that an exception occurs when the first VM 

performs an operation that is beyond permission of the first VM, and the first processor may detect 

exception code through hardware logic, and may further obtain the exception instruction. 

[00130][00129] After obtaining the exception instruction, the first processor may write a cause 

and a type of the exception, a memory to be accessed by the first VM, and a return address into a 25 

hardware register for subsequent exception processing. 

[00131][00130] Optionally, 202: The first processor determines that the exception instruction 

needs to be processed in a user mode of a host. 

[00132][00131] The first processor may determine, based on an address range of a virtual I/O 

device corresponding to the exception instruction, that the exception instruction needs to be 30 

processed in the user mode of the host. 
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[00133][00132] If the exception instruction needs to be processed in a kernel mode of the host, 

the first redirection apparatus switches from a virtualization privilege level of the first VM to the 

kernel mode of the host, and then switches to an entry of an exception processing function of the 

kernel mode of the host for processing. 

[00134][00133] Step 202 is an optional step, that is, step 202 may not be performed. If step 202 5 

is not performed, step 203 may be directly performed. 

[00135][00134] 203: The first redirection apparatus switches from the virtualization privilege 

level of the first VM to the user mode of the host. 

[00136][00135] The virtualization privilege level of the VM represents a privilege level in a 

virtualization mode, that is, a working mode of the VM. The virtualization privilege level includes 10 

a virtualized user mode and a virtualized kernel mode. Switching (directly switching) from the 

virtualization privilege level of the VM to the user mode of the host may include a procedure of 

migrating information about the virtualization privilege level of the VM out of a register used to 

store the privilege level, and then writing information about the user mode of the host into the 

register, where the register may be a system register. In this application, the privilege level and 15 

virtualization may be respectively represented by using one bit. For example, 0 indicates a user 

mode, 1 indicates a kernel mode, 0 indicates non-virtualization, and 1 indicates virtualization. The 

privilege level is in a first bit, and whether to virtualize is in a second bit. For example, 00 indicates 

a non-virtualized user mode, which may also be referred to as a user mode of a host; 10 indicates 

a non-virtualized kernel mode, which may also be referred to as a kernel mode of a host; 01 20 

indicates a virtualized user mode, which may also be referred to as a user mode of a VM; and 11 

indicates a virtualized kernel mode, which may also be referred to as a kernel mode of a VM. 

Certainly, the foregoing are merely several examples. A sequence of privilege levels and 

virtualization, and other possible representation forms are not limited in this application. 

[00137][00136] 204: The first redirection apparatus writes the entry address of the exception 25 

processing function into a first register. 

[00138][00137] 205: The first processor switches, in the shadow execution environment, from a 

context of the first VM to a context of the user-mode shadow execution environment, and performs 

exception processing. 

[00139][00138] The shadow execution environment is a carrier of an exception processing 30 

function in the user mode, and the exception processing function may also be referred to as a 
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service routine for processing an exception interrupt. 

[00140][00139] The exception processing function is included in a thread of a virtual processor 

that runs in a user mode of the host, an execution environment allocated to the thread of the virtual 

processor includes a main thread execution environment, an execution environment of the VM, 

the shadow execution environment, the execution environment allocated to the thread of the virtual 5 

processor is a resource required for running the thread of the virtual processor, and the shadow 

execution environment has user-mode memory space independent of the main thread execution 

environment and the execution environment of the VM. The shadow execution environment is 

used to execute the exception processing function, and the exception processing function is used 

to process an exception that triggers the exception instruction. 10 

[00141][00140] Optionally, 206: In a procedure of processing the exception, determine whether 

an interrupt or an exception that needs to be processed in a kernel is generated; if the interrupt or 

the exception that needs to be processed in the kernel is generated, perform 207; and if the interrupt 

or the exception that needs to be processed in the kernel is not generated, perform 209. 

[00142][00141] 207: If the interrupt or the exception that needs to be processed in the kernel is 15 

generated, switch the context of user-mode shadow execution environment to a context of a kernel-

mode shadow execution environment, and process the interrupt or the exception in the kernel mode. 

[00143][00142] 208: The context of the kernel-mode shadow execution environment needs to be 

switched to the context of the user-mode shadow execution environment after the interrupt or the 

exception is processed by the kernel. 20 

[00144][00143] 209: Continue to process the exception. 

[00145][00144] 210: Switch the context of the user-mode shadow execution environment to the 

context of the first VM after the interrupt or the exception is processed. 

[00146][00145] 211: The first redirection apparatus switches from the user mode of the host back 

to a virtualization privilege level of the first VM. 25 

[00147][00146] In the switching procedure, information about the user mode of the host is 

migrated out of a privilege register, and information about a virtualization privilege level of the 

first VM that is originally stored in a memory corresponding to the privilege register or a register 

is written into the privilege register. 

[00148][00147] 212: The first redirection apparatus switches an execution procedure to an 30 

interrupted instruction in the first VM, and the first VM continues to execute the interrupted 
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instruction. 

[00149][00148] The foregoing describes a synchronization processing procedure. In the 

synchronization processing procedure, as shown in FIG. 4, the first redirection apparatus may 

include a privilege level selection module and a privilege level redirection module. The privilege 

level redirection module may further include an update module and a restoration module. 5 

[00150][00149] The privilege level selection module may be configured to determine whether an 

exception instruction triggered during running of the first VM needs to be redirected to the user 

mode of the host for processing. 

[00151][00150] If the exception instruction needs to be redirected to the user mode of the host, 

the privilege level selection module notifies the privilege level redirection module to perform a 10 

redirection operation. For a redirection procedure, refer to the description of step 204. 

[00152][00151] The update module is configured to: 

(1) record switching information, where the switching information includes 

information about the virtualization privilege level of the first VM before switching and 

information about the user mode of the host after switching;15 

(2) update state control information, that is, update information of a state register to 

related information of the exception processing function of the user mode, where the related 

information includes but is not limited to an entry address of the exception processing function, a 

cause of an exception, a memory address or instructions of the exception, and the like; and

(3) switch a privilege level, that is, switch the virtualization privilege level of the first 20 

VM to the user mode of the host, and switch to the entry address of the exception processing 

function of the user mode of the host. 

[00153][00152] The restoration module is configured to: switch from the user mode of the host 

back to the virtualization privilege level of the first VM based on recorded information about the 

virtualization privilege level of the first VM, and switch, based on a return address, to instructions 25 

that are interrupted by the first VM, so that the first VM continues to execute the instructions. 

[00154][00153] The shadow execution environment includes a user-mode shadow execution 

environment and a kernel-mode shadow execution environment. To be specific, the shadow 

execution environment has independent storage space that can store context information in both 

of the user mode and the kernel mode. The storage space may be a stack, the storage space in the 30 

user mode may be a stack in the user mode, and the storage space in the kernel mode may be a 
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stack in the kernel mode. 

[00155][00154] The shadow execution environment is located in an execution environment of a 

thread of the virtual processor. For a task structure of the thread of the virtual processor, refer to 

FIG. 5. 

[00156][00155] As shown in FIG. 5, the task of the thread of the virtual processor may include: 5 

a task of simulating the virtual processor, a task of running a VM, and a task of 

exception/interruption processing. 

[00157][00156] A main thread execution environment of a user mode of a vCPU and a main 

thread execution environment of a kernel mode of a vCPU are used in the task of simulating the 

virtual processor. The main thread execution environment of the user mode of the vCPU includes 10 

a first storage apparatus and a second storage apparatus. The first storage apparatus is configured 

to store a user mode context or a kernel mode context, and the second storage apparatus is 

configured to store a host context or a VM context. 

[00158][00157] A VM execution environment is used in the task of running the VM, and the VM 

execution environment is used to run the VM. 15 

[00159][00158] A shadow execution environment is used in the task of interrupt processing. The 

shadow execution environment includes a user-mode shadow execution environment and a kernel-

mode shadow execution environment. The user-mode shadow execution environment includes a 

first switching apparatus, and the kernel-mode shadow execution environment includes a second 

switching apparatus. 20 

[00160][00159] The first switching apparatus is configured to switch from a context of a VM to 

a context of the user mode of the host, as described in the foregoing steps 205 and 210. The first 

switching apparatus stores a running status of the VM, and restores a running status of the user 

mode of the shadow execution environment. Information about the running status includes but is 

not limited to information in registers such as a general-purpose register, a floating-point register, 25 

and a system register. 

[00161][00160] The second switching apparatus is configured to switch from the context of the 

user mode of the host to a context of a kernel mode of the host, as described in the foregoing steps 

207 and 208. The second switching apparatus is configured to: store the context of the user mode 

of the host, restore the context of the kernel mode, enter the kernel mode, and process an interrupt 30 

or an exception that occurs during the user mode of the shadow execution environment and that 
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needs to be processed in the kernel mode. After the interrupt or the exception is processed in the 

kernel mode, the apparatus restores the context of the user mode, and switches back to the shadow 

execution environment of the user mode, to continue to execute the exception instruction. The 

context of the shadow execution environment of the kernel mode and a context of a kernel mode 

of the thread of the virtual processor do not conflict with each other or do not affect each other. 5 

[00162][00161] The apparatus for storing contexts of the user mode and the kernel mode, the 

apparatus for storing contexts of the host and the VM, the apparatus for switching between contexts 

of the VM and the shadow execution environment of the user mode, and the apparatus for 

switching between contexts of the user mode and the kernel mode may be a general-purpose 

register, a floating-point register, a system register, or the like. 10 

[00163][00162] The "execution environment" in this application includes two aspects: a software 

execution environment and a hardware execution environment. The software execution 

environment includes information in stacks used when threads of the virtual processor run in 

different execution environments, and context information of the threads. The hardware aspect 

includes hardware resources used when the threads run, including memory resources or processing 15 

resources. 

[00164][00163] According to the computer system provided in this embodiment of this 

application, an exception that occurs during running of a VM is redirected, in a synchronous 

processing manner, to the user mode of the host for processing. Therefore, overheads of switching 

between the kernel mode of the host and the user mode of the host are not required, and 20 

performance of the computer system is improved. 

[00165][00164] 2. Asynchronous processing 

[00166][00165] Asynchronous processing refers to a cross-processor processing procedure. A 

first VM running on a first processor needs to perform an operation that accesses a back-end device 

of the first VM and triggers an interrupt request. The interrupt request needs to be processed by 25 

using a second processor. Therefore, an asynchronous processing procedure may be divided into 

an interrupt request transmit end procedure and an interrupt request receive end procedure. The 

transmit end procedure may not include a kernel of a host, or may include the kernel of the host. 

The receive end procedure may not include the kernel of the host, or may include the kernel of the 

host. There may be the following four asynchronous processing manners: 30 

[00167][00166] Asynchronous processing manner 1: A transmit end procedure does not include 
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a kernel of a host, and a receive end procedure does not include the kernel of the host either. 

[00168][00167] As shown in FIG. 6, a computer system includes a first processor, a second 

processor, an interrupt controller, and a physical I/O device. A host (host) runs on the computer 

device, and a first virtual machine VM runs on the first processor. The computer system further 

includes a virtual event interrupt component. The virtual event interrupt component may include 5 

a virtual event notification apparatus and a virtual event interrupt apparatus. A circuit structure of 

the virtual event notification apparatus is located in the first processor, and a circuit structure of 

the virtual event interrupt apparatus is located in the interrupt controller. 

[00169][00168] The first processor is configured to receive a first interrupt request triggered by 

the first VM, where the first interrupt request is used to request to execute an interrupt processing 10 

function. The virtual event notification apparatus is configured to directly send interrupt 

information to the interrupt controller in response to the first interrupt request. The interrupt 

controller is configured to: determine an identifier of the second processor based on the interrupt 

information, and send a second interrupt request to the second processor based on the identifier of 

the second processor. The second processor is configured to execute the interrupt processing 15 

function in response to the received second interrupt request. 

[00170][00169] A structure of the virtual event interrupt component may be understood with 

reference to FIG. 7A. As shown in FIG. 7A, the virtual event interrupt component includes a virtual 

event generation module, a virtual event monitoring module, a virtual event interrupt mapping 

table, a virtual event interrupt query module, and a virtual event interrupt information setting 20 

module. The virtual event generation module and the virtual event monitoring module are located 

in the first processor, and the virtual event interrupt mapping table, the virtual event interrupt query 

module, and the virtual event interrupt information setting module are located in the interrupt 

controller. 

[00171][00170] The virtual event generation module may include a VEI-REG register that can 25 

be directly accessed by the first VM. In this way, when the first VM accesses the virtual event 

generation module, the VM may write a virtual event interrupt request number (virtual event 

interrupt identifier, VEI ID) into the VEI-REG register. A manner in which the first VM accesses 

the virtual event generation module includes but is not limited to reading and writing a dedicated 

register, executing a dedicated instruction, executing an existing instruction to trigger dedicated 30 

hardware logic, and the like. 
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[00172][00171] The VEI ID identifies a virtual event that causes the first VM to trigger the first 

interrupt request. Generally, types of interrupts triggered by the VM may further include a local 

interrupt, an external interrupt, a clock interrupt, and the like. If the VEI ID indicates that the 

interrupt request is an interrupt triggered by a virtual event, the virtual event generation module 

notifies the virtual event monitoring module to start working. The virtual event monitoring module 5 

queries a number of the first VM, that is, a virtual machine identifier (virtual machine identifier, 

VM ID). The virtual event monitoring module may obtain the VM ID from a register for storing 

the virtual machine identifier. The VM ID is written into the register for storing the virtual machine 

identifier when the first VM runs on the first processor. The register for storing the virtual machine 

identifier may be a control state register (control status registers, CSRs). The interrupt information 10 

includes the VEI ID and the VM ID. 

[00173][00172] The virtual event monitoring module sends the VEI ID and the virtual machine 

identifier (virtual machine identifier, VM ID) of the first VM to the virtual event interrupt query 

module. 

[00174][00173] In this embodiment of this application, to prevent the first VM from trapping out 15 

(trap out) to the host, a VEI-REG register that can be directly accessed by the VM is newly added. 

The VM may write the VEI ID into the VEI-REG register, so that the first processor may read the 

VEI ID by using the VEI-REG register, then the first processor reads the VM ID from the CSRs 

register, and further asynchronously performs subsequent interrupt processing by using the 

interrupt controller and the second processor. After the first VM writes the VEI ID into the VEI-20 

REG register, because a subsequent interrupt procedure is performed asynchronously, the first VM 

does not need to exit, and may continue to run. 

[00175][00174] The virtual event interrupt mapping table maintains the VEI ID, the VM ID, a 

processor ID (CPU ID), and a VEI physical number, and further maintains a mapping relationship 

between the VEI ID and a privilege level (the interrupt request should be processed in a user mode 25 

or a kernel mode) of a host corresponding to an interrupt request corresponding to the VM ID. The 

VEI ID indicates a virtual event interrupt of a virtual machine, and the VEI physical number is 

used by a processor to identify the virtual event interrupt. The VEI ID ranges from 0 to 63, and the 

VEI physical number ranges from 0 to 2047. In this embodiment of this application, the VEI ID 

identifies a virtual event that occurs in the virtual machine, and the VEI physical number indicates 30 

an identifier of the virtual event in the host. There is a mapping relationship between the VEI ID 



38 

and the VEI physical number. A VEI ID and a VEI physical number that are mutually mapped 

indicate a same virtual event (for example, a disk read/write event or a network adapter read/write 

event). The VEI ID may be represented by a value, for example, 0 to 63. Each value identifies a 

different virtual event. One I/O device may have a plurality of different virtual events. For example, 

a disk read event may be represented by a value 1, a disk write event may be represented by a 5 

value 2, a disk control event may be represented by a value 3, a network adapter read event may 

be represented by a value 4, a network adapter write event may be represented by a value 5, and 

the like. A same virtual event in each virtual machine may use a same VEI ID. The VEI physical 

number may be globally unique, and virtual events of a same VEI ID that occur on different virtual 

machines may correspond to different VEI physical numbers. For example, a VEI physical number 10 

corresponding to a value range of a VEI ID of a VM 1 may be 0 to 63, a VEI physical number 

corresponding to a value range of a VEI ID of a VM 2 may be 64 to 127, and the rest may be 

deduced by analogy. In this way, the second processor may determine, based on ranges of different 

VEI physical numbers, a virtual machine on which a virtual event occurs, and then determine, 

based on a specific value of a VEI physical number, a virtual event that occurs on the VM. For 15 

example, a VEI ID being 5 indicates a disk read event, and if a VEI physical number being 5, it 

indicates that a disk read event occurs on the VM 1. If a VEI physical number being 69, it indicates 

that a disk read event occurs on the VM 2. A correspondence between a virtual event and a VEI 

ID and a correspondence between a VEI physical number and a virtual machine may be set based 

on a requirement. This is not limited in this application. 20 

[00176][00175] The virtual event interrupt mapping table further maintains information (which 

may also be referred to as service routine information) of an interrupt processing function 

corresponding to a virtual event interrupt, and the information includes but not limited to a memory 

address space, data structure information, a processing privilege level, and the like of the service 

routine. 25 

[00177][00176] The virtual event interrupt query module checks whether a VEI ID is registered 

or exists by searching a virtual event interrupt mapping table. If the VEI ID is registered or exists, 

the virtual event interrupt query module transfers the VIE ID and the VM ID to the virtual event 

interrupt information setting module. If the VEI ID is not registered or does not exist, the interrupt 

request is ignored or an exception is thrown. 30 

[00178][00177] The virtual event interrupt information setting module queries the virtual event 
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interrupt mapping table based on the VEI ID and the VM ID, and determines a CPU ID of the 

second processor corresponding to a current interrupt request, a VEI physical number, and a 

privilege level of a corresponding host. 

[00179][00178] In this application, because a same virtual event in each virtual machine may use 

a same VEI ID, to distinguish between virtual machines on which the virtual event occurs, the first 5 

processor may obtain a VM ID, where the VM ID may be read by the first processor from a register 

for storing a virtual machine identifier. Then, the virtual event notification apparatus sends the VEI 

ID and the VM ID to the interrupt controller, and the interrupt controller may search for the 

identifier of the second processor, the VEI physical number, and the privilege level of the 

corresponding host based on the VEI ID and the VM ID. The interrupt controller may maintain a 10 

mapping table whose input is (VEI ID) + (VM ID) and output is (CPU ID) + (VEI physical number) 

+ (privilege level of a host). The interrupt controller can directly determine a corresponding (CPU 

ID) + (VEI physical number) + (privilege level of a host) based on the mapping table. The interrupt 

controller may determine, based on the CPU ID, the second processor that subsequently performs 

asynchronous interrupt processing, and may determine, based on the privilege level of the host, 15 

whether to use a user-mode processing manner or a kernel-mode processing manner subsequently. 

The second processor may read the VEI physical number from a register that stores the VEI 

physical number, and then perform corresponding processing based on a user-mode processing 

procedure or a kernel-mode processing procedure. 

[00180][00179] The VM ID and the VEI physical number are used in the foregoing manner. If 20 

the VEI ID is globally unique, different VMs use different VEI IDs for a same virtual event. In this 

way, the VM ID does not need to be used, the VEI physical number does not need to be converted, 

and subsequent interrupt processing can be performed provided that the identifier of the 

corresponding second processor and the privilege level of the host are determined based on the 

VEI ID. In this embodiment, the interrupt information includes the VEI ID, and the VM ID is no 25 

longer required. 

[00181][00180] If the interrupt request needs to be processed in the user mode of the host, the 

virtual event interrupt information setting module sets information about an interrupt processing 

thread of the user mode in the second processor. If the interrupt request needs to be processed in 

the kernel mode of the host, the virtual event interrupt information setting module notifies the 30 

second processor to process a kernel interrupt. 
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[00182][00181] In this embodiment of this application, the interrupt request needs to be 

processed in the user mode of the host. Therefore, after the virtual event interrupt information 

setting module sets the information about the interrupt processing thread in the user mode, the 

virtual event interrupt information setting module notifies the second processor to process the 

interrupt request in the user mode. 5 

[00183][00182] After receiving the interrupt request in the user mode, the second processor 

performs corresponding interrupt processing. 

[00184][00183] In this embodiment of this application, the interrupt controller further maintains, 

by using two registers, a state machine indicating a virtual event interrupt VEI. Each VEI ID 

corresponds to a state machine. There are four states of the state machine at different stages of 10 

processing an interrupt: an inactive (inactive) state, a pending (pending) state, an active (active) 

state, and a (active + pending) (pending and active) state shown in the FIG. 7B. The active state 

may also be understood as a processing state, and the (active + pending) state indicates that a 

current interrupt is still being processed and a new interrupt comes. 

[00185][00184] One register (for example, a register 1) of the two registers is configured to store 15 

a value indicating whether the state machine is in the active state, and the other register (for 

example, a register 2) is configured to store a value indicating whether the state machine is in the 

pending state. It may also be understood that the four states are represented by using two bits. For 

example, a first bit indicates whether the state machine is in the pending state, and 1 may indicate 

that the state machine is in the pending state. A second bit indicates whether the state machine is 20 

in the active state, 0 may indicate that the state machine is in the inactive state, and 1 may indicate 

that the state machine is in the active state. In this way, the inactive state may be represented by 

00, the pending state may be represented by 10, the active state may be represented by 01, and the 

(active + pending) state may be represented by 11. 

[00186][00185] When the interrupt controller does not obtain a first interrupt request, state values 25 

in the register 1 and the register 2 are both 0, that is, a state value of the inactive state is 00. 

[00187][00186] S1: If the interrupt controller obtains an interrupt request 1, the interrupt 

controller needs to switch to the pending state, and sets a state value in the register 1 to 1. 

[00188][00187] In this way, the state value in the register 1 is 1, and a state value in the register 

2 is 0, that is, a state value of the pending state is 10. 30 

[00189][00188] S2: The interrupt controller starts to process the 1 interrupt request 1, and needs 
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to switch to the active state. In this case, the state value in the register 1 is cleared, that is, restored 

to 0, and a state value in the register 2 is set to 1. 

[00190][00189] In this way, the state value in the register 1 is 0, and the state value in the register 

2 is 1, that is, a state value of the active state is 01. 

[00191][00190] S3: If the interrupt controller receives another interrupt request 2 when 5 

processing the interrupt request 1, the interrupt controller needs to switch to the (active + pending) 

state, and sets the state value in the register 1 to 1. 

[00192][00191] In this way, the state value in the register 1 is 1, and the state value in the register 

2 is 1, that is, a state value of the pending state is 11. 

[00193][00192] S4: If the interrupt controller needs to switch to the inactive state after processing 10 

the interrupt request 1, the state value in the register 1 and the state value in the register 2 need to 

be cleared. 

[00194][00193] The state values in the register 1 and the register 2 are both 0, that is, a state value 

of the inactive state is 00. 

[00195][00194] S5: If the interrupt controller changes from the (active + pending) state to the 15 

pending state, the state value in the register 2 needs to be cleared. 

[00196][00195] In this way, the state value in the register 1 is 1, and the state value in the register 

2 is 0, that is, a state value 10 of the pending state is returned. 

[00197][00196] In this application, in the interrupt controller, one state machine is maintained by 

using two registers, so that the interrupt controller can continuously obtain a state of processing an 20 

interrupt. This helps quickly enter processing of a next interrupt after processing of one interrupt 

is completed. 

[00198][00197] As shown in FIG. 6, the second processor includes a hardware-assisted switching 

apparatus and a second redirection apparatus. A structure of the hardware-assisted switching 

apparatus may be understood with reference to FIG. 8. As shown in FIG. 8, when processing a 25 

user-mode interrupt, the hardware-assisted switching apparatus may support thread switching 

without being trapped in a kernel. The hardware-assisted switching apparatus includes a processor 

state determining module, a thread switching module, and a kernel notification module. 

[00199][00198] The processor state determining module is configured to determine whether a 

current state of the processor supports immediately responding to an interrupt of a user mode. The 30 

processor determines, based on the current state of the processor, to run a shadow thread in the 
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user mode to respond to the interrupt in a thread switching manner or a kernel notification manner. 

[00200][00199] The thread switching module includes information about the shadow thread, 

information about a first thread, and a thread-related cached data refreshing module. The shadow 

thread is a thread running in a host in the user mode, and is configured to execute an interrupt 

processing function. The first thread is a thread that is run by a second processor before the second 5 

processor switches information about the thread, and information about the shadow thread may be 

logically updated by using software or hardware running on another processor. When thread 

information is switched, information about the first thread is stored in a first thread information 

module. When user-mode interrupt processing is completed, related information about the first 

thread is restored from the first thread information module. If the cached data refreshing module 10 

does not support identification of a process or virtual machine information, after thread 

information switching is completed, cache information related to a thread needs to be refreshed by 

using the cached data refreshing module. If the cached data refreshing module supports 

identification of a process or virtual machine information, the cached data refreshing module may 

not be triggered to perform execution. 15 

[00201][00200] When the second process is currently in a state in which the second processor 

cannot respond to the user-mode interrupt in time, such as a case but is not limited to when the 

second processor processes a kernel mode interrupt or exception, the processor is in an idle state, 

and the like, a manner including but not limited to generating an existing or newly added interrupt 

or exception is used to notify the kernel to wake up the shadow thread for execution. 20 

[00202][00201] When the second processor determines that the first thread is at a virtualization 

privilege level, the second redirection apparatus completes updating state control information 

related to the shadow thread, and then switches the virtualization privilege level to the user mode 

of the host. 

[00203][00202] The "processing the interrupt request in the user mode" in the foregoing 25 

description may be that the second processor runs the shadow thread in the user mode to respond 

to and process the user-mode interrupt. As shown in FIG. 9, the shadow thread includes an original 

thread and a coroutine that implements a double-layer switching mechanism. 

[00204][00203] After being created, the original thread blocks sleep and can also be woken up 

by the kernel to execute a functional function of a user-mode interrupt service routine. 30 

[00205][00204] The double-layer switching mechanism includes a hardware-assisted switching 
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apparatus, and a first thread and a shadow thread context switching module. If the processor can 

respond to a user-mode interrupt, information (including but not limited to a memory address space, 

a data structure, and the like) required for coroutine running is switched by using the hardware-

assisted switching apparatus, context switching between the first thread and the shadow thread 

may be implemented by using the first thread and the shadow thread context switching module. A 5 

coroutine of the shadow thread further invokes a function of the user-mode interrupt service 

routine to respond to and process the user-mode interrupt. 

[00206][00205] The foregoing describes an asynchronous processing procedure from a 

perspective of a hardware function. The following describes a procedure of an interrupt processing 

method with reference to FIG. 10A and FIG. 10B. 10 

[00207][00206] 301: A first processor obtains a first interrupt request triggered when a first VM 

performs an operation related to a virtual I/O device. 

[00208][00207] A procedure of step 301 may be that an interrupt occurs when the first VM 

performs an operation beyond permission of the first VM, and the first processor may detect 

interrupt code by using hardware logic, and may further obtain the first interrupt request. 15 

[00209][00208] That the first interrupt request includes a VEI ID may be that the first VM writes 

the VEI ID into a register for storing the VEI ID, and the first processor reads the VEI ID from the 

register for storing the VEI ID. 

[00210][00209] 302: The first processor obtains a VM ID of the first VM. 

[00211][00210] The first processor may obtain the VM ID from a register for storing a virtual 20 

machine identifier, where the VM ID is written into the register for storing the virtual machine 

identifier when the first VM runs on the first processor. 

[00212][00211] 303: The first processor sends the VEI ID and the VM ID of the first VM to an 

interrupt controller. 

[00213][00212] 304: The interrupt controller queries a corresponding processor identifier and a 25 

corresponding VEI physical number based on the VEI ID and the VM ID of the first VM, and 

determines a privilege level that is of a host and that is corresponding to the first interrupt request. 

[00214][00213] A query procedure may be understood with reference to Table 1. 
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Table 1 Mapping table 

VEI ID VM ID CPU ID VEI physical number Privilege level of a host 

VEI 1 VM 1 CPU 2 VEI 100 User mode 

VEI 2 VM 1 CPU 2 VEI 101 Kernel mode 

… … … … … 

[00215][00214] It can be learned from Table 1 that a corresponding CPU ID, A VEI physical 

number, and A privilege level of A host may be queried by using the VEI ID, the VM ID, and a 

mapping relationship in Table 1. 5 

[00216][00215] If the corresponding processor identifier and THE VEI physical number are 

found, step 305 is performed. Otherwise, an exception is reported or the interrupt request is ignored. 

[00217][00216] 305: If the first interrupt request needs to be processed in a user mode of the host, 

information about a shadow thread is set. 

[00218][00217] The information about the shadow thread includes memory address space 10 

occupied by the shadow thread, information about a thread data structure, an entry address of an 

interrupt processing function, and the like.  

[00219][00218] 306: If the first interrupt request needs to be processed in a kernel mode of the 

host, the interrupt controller notifies the second processor to process the first interrupt request in 

the kernel mode. 15 

[00220][00219] A second interrupt request is a user-mode virtual event interrupt. 

[00221][00220] 307: The interrupt controller sends the second interrupt request to the second 

processor. Correspondingly, the second processor receives the second interrupt request sent by the 

interrupt controller. 

[00222][00221] The second interrupt request includes information indicating a privilege level of 20 

the host. 

[00223][00222] 308: The second processor determines whether a current state of the second 

processor supports a corresponding user-mode interrupt, and if the current state of the second 

processor supports the corresponding user-mode interrupt, step 309 is performed, or if the current 

state of the second processor does not support the corresponding user-mode interrupt, step 310 is 25 

performed. 

[00224][00223] 309: If the second processor currently supports the user-mode interrupt, the 
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second processor switches information about a first thread to information about the shadow thread. 

[00225][00224] The first thread refers to a thread currently running by the second processor, and 

the information about the shadow thread is information set by the interrupt controller in step 305. 

[00226][00225] 310: If the second processor currently does not support the user-mode interrupt, 

the second processor triggers an exception or an interrupt to notify the kernel to process the virtual 5 

event interrupt. 

[00227][00226] The second processor identifies, in the kernel mode, a triggering cause of the 

exception or the interrupt, and then schedules and wakes up a virtual I/O processing thread. The 

virtual I/O processing thread processes the virtual event interrupt. After processing the virtual 

event interrupt, the virtual I/O processing thread is blocked and waits for a notification of virtual 10 

event processing for a next time. 

[00228][00227] If the second processor is currently in an idle state, the second processor cannot 

respond to the user-mode interrupt. 

[00229][00228] 311: If the second processor supports the user-mode interrupt, the second 

processor determines whether the first thread is at a virtualization privilege level, and if the first 15 

thread is at the virtualization privilege level, step 312 is performed, or if the first thread is not at 

the virtualization privilege level, step 315 is performed. 

[00230][00229] 312: The second processor switches from the virtualization privilege level to the 

user mode of the host. 

[00231][00230] Step 311 may be performed by the second redirection apparatus in FIG. 6. 20 

[00232][00231] 313: The second processor switches to an entry address of an interrupt processing 

function of the shadow thread to execute an interrupt processing function corresponding to the VEI 

physical number. 

[00233][00232] In the computer device, a mapping relationship between a VEI physical number 

and an interrupt processing function may be maintained by using a memory, and the second 25 

processor may read a corresponding interrupt processing function from the memory based on the 

VEI physical number. 

[00234][00233] If the first thread is at the virtualization privilege level, a context of the second 

VM running on the second processor is stored, and a context of the shadow thread is restored. 

[00235][00234] The second processor may run a thread in the user mode to trap into the kernel 30 

mode by using a system call, and then invoke a driver of a physical I/O device, to operate the 
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physical I/O device. 

[00236][00235] 314: After completing execution of the second interrupt request, the second 

processor restores a context of the second VM, switches back to the virtualization privilege level 

before the interruption, and switches to an interrupted instruction address of the second VM to run 

the second VM to continue to execute the interrupted instruction. 5 

[00237][00236] 315: If the first thread is not at the virtualization privilege level, respond to the 

user-mode interrupt, and switch to an entry address of an interrupt processing function of the 

shadow thread to execute an interrupt processing function corresponding to the VEI physical 

number. 

[00238][00237] If the first thread is not at the virtualization privilege level, the hardware-assisted 10 

switching apparatus in FIG. 6 directly responds to the user-mode interrupt, and switches to the 

entry address of the interrupt processing function of the shadow thread to execute the second 

interrupt request. 

[00239][00238] If the first thread is not at the virtualization privilege level, a context of the first 

thread is stored, and a context of the shadow thread is restored. 15 

[00240][00239] 316: If an interrupted thread is not at the virtualization privilege level, restore 

context of the first thread, and switch to the first thread to continue to execute the interrupted 

instruction. 

[00241][00240] In the asynchronous processing manner 1, the VEI ID, the VM ID, and the VEI 

physical number are used. If the VEI ID is globally unique, the interrupt processing procedure in 20 

FIG. 10A and FIG. 10B may be simplified, the corresponding procedure described in the 

embodiment corresponding to FIG. 10A and FIG. 10B can be implemented only by using the VEI 

ID to determine the identifier of the corresponding second processor and the privilege level of the 

corresponding host. 

[00242][00241] According to the computer system provided in this embodiment of this 25 

application, an exception or an interrupt that occurs during running of the first VM is transferred, 

by using the interrupt controller and the second processor in an asynchronous processing manner, 

to the user mode of the host for processing. Therefore, overheads of switching between the kernel 

mode of the host and the user mode of the host are not required, and performance of the computer 

system is improved. 30 

[00243][00242] Asynchronous processing manner 2: A transmit end procedure does not include 
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a kernel of a host, and a receive end procedure passes through the kernel of the host. 

[00244][00243] In the asynchronous processing manner 2, the procedure at the transmit end is 

the same as the procedure in the foregoing asynchronous processing manner 1, and is implemented 

by setting a virtual event interrupt component in the first processor and the interrupt controller. 

[00245][00244] A difference lies in that the interrupt controller sends a second interrupt request 5 

of the kernel to the second processor. 

[00246][00245] As shown in FIG. 11, after receiving the second interrupt request of the kernel, 

the second processor switches to an entry address of an interrupt processing function of the kernel. 

[00247][00246] Before switching to the entry address of the interrupt processing function of the 

kernel mode of the host, if a second VM runs on the second processor, a virtualization privilege 10 

level of the second VM is switched to the kernel mode of the host; if no virtual machine runs on 

the second processor, the host is in the user mode, and the host is first switched from the user mode 

of the host to the kernel mode of the host; and if the host is in the kernel mode, the host directly 

switches to the entry address of the interrupt processing function. 

[00248][00247] The kernel processes the interrupt request, and wakes up, by using a scheduler, 15 

a kernel-mode thread or a user-mode thread in a virtual I/O processing thread to process the second 

interrupt request. 

[00249][00248] If the scheduler wakes up the user-mode thread, a processing procedure may be 

that the second processor runs the user-mode thread to be trapped in the kernel mode through a 

system call, and then invokes a driver of a physical I/O device, to operate the physical I/O device. 20 

[00250][00249] If the scheduler wakes up the kernel-mode thread, a processing procedure may 

run the kernel-mode thread to invoke a driver of a physical I/O device, to operate the physical I/O 

device. 

[00251][00250] Compared with an asynchronous virtual I/O processing framework in the 

foregoing asynchronous processing manner 1, in this embodiment of this application, hardware-25 

assisted switching logic and a shadow thread technology may be not required, and design and 

implementation of the asynchronous virtual I/O processing framework are simplified. 

[00252][00251] Asynchronous processing manner 3: A synchronous manner is used in a transmit 

end procedure, and a receive end procedure does not include a kernel of a host. 

[00253][00252] In the asynchronous processing manner 3, a procedure at the transmit end 30 

implements an asynchronous virtual I/O request notification framework based on a first redirection 
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apparatus and a shadow execution environment in a synchronous virtual I/O processing framework. 

[00254][00253] In the asynchronous processing manner 3, as shown in FIG. 12, an interrupt 

controller includes user-mode mapping address space. A first VM may generate a user-mode 

exception instruction by using the solution described in the foregoing synchronization manner, 

enter a user-mode shadow execution environment, and send an interrupt request to a second 5 

processor by accessing the user-mode mapping address space in the interrupt controller. The 

interrupt request may be a user-mode interrupt or a kernel-mode interrupt. Then, the interrupt 

controller controls the interrupt request to execute a procedure at the receive end in the 

asynchronous processing manner 1. For this part of content, refer to corresponding content of the 

receive end in the asynchronous processing manner 1 for understanding, and details are not 10 

described herein again. 

[00255][00254] In this embodiment of this application, overheads of sending an interrupt are 

reduced to overheads of a context switching procedure, overheads of an irrelevant trapping out 

procedure of a virtual machine are not required, a virtual event interrupt component in the 

asynchronous processing manner 1 is not required, and hardware design and implementation 15 

complexity is reduced. 

[00256][00255] Asynchronous processing manner 4: A transmit end procedure passes through a 

kernel of a host, and a receive end procedure does not include the kernel of the host. 

[00257][00256] In the asynchronous processing manner 4, as shown in FIG. 13, a virtual machine 

may not be used in the procedure at the transmit end, and an interrupt controller may include kernel 20 

mapping address space and user-mode mapping address space. A first processor may run a kernel-

mode thread to access the kernel mapping address space in the interrupt controller to trigger a first 

interrupt request, and the first processor may run a user-mode thread to access the user-mode 

mapping address space in the interrupt controller to trigger the first interrupt request. That is, the 

first processor may send the first interrupt request to the interrupt controller by using the user-25 

mode thread or the kernel-mode thread. The interrupt controller is configured to: set information 

about a shadow thread, and send a second interrupt request to a second processor. The second 

processor switches from a first thread to the shadow thread, where the first thread is a thread run 

by the second processor before switching, the shadow thread is a thread that runs in a host in a 

user mode and that includes an interrupt processing function, and the interrupt processing function 30 

corresponds to the second interrupt request. The second processor is specifically configured to 
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execute the interrupt processing function in the user mode of the host. For a processing procedure 

of the second processor, refer to the procedure at the receive end in the foregoing asynchronous 

processing manner 1. Details are not described herein again. 

[00258][00257] According to the solution provided in this embodiment of this application, in an 

asynchronous processing manner, an interrupt triggered by the user-mode thread or the kernel-5 

mode thread is transferred, by using an interrupt controller and a second processor, to the user 

mode of the host for processing. Therefore, overheads of switching between the kernel mode of 

the host and the user mode of the host are not required, and performance of the computer system 

is improved. 

[00259][00258] In another embodiment of this application, a computer-readable storage medium 10 

is further provided. The computer-readable storage medium stores computer-executable 

instructions. When a processor of a device executes the computer-executable instructions, the 

device performs the exception processing methods in FIG. 2 to FIG. 5. 

[00260][00259] In another embodiment of this application, a computer-readable storage medium 

is further provided. The computer-readable storage medium stores computer-executable 15 

instructions. When a processor of a device executes the computer-executable instructions, the 

device performs the interrupt processing methods in FIG. 6 to FIG. 13. 

[00261][00260] In another embodiment of this application, a computer program product is further 

provided. The computer program product includes computer-executable instructions, and the 

computer-executable instructions are stored in a computer-readable storage medium. When a 20 

processor of a device executes the computer-executable instructions, the device performs the 

exception processing methods in FIG. 2 to FIG. 5. 

[00262][00261] In another embodiment of this application, a computer program product is further 

provided. The computer program product includes computer-executable instructions, and the 

computer-executable instructions are stored in a computer-readable storage medium. When a 25 

processor of a device executes the computer-executable instructions, the device performs the 

interrupt processing methods in FIG. 6 to FIG. 13. 

[00263][00262] In another embodiment of this application, a chip system is further provided. The 

chip system includes a processor, and the processor is configured to implement the exception 

processing methods in FIG. 2 to FIG. 5. In a possible design, the chip system may further include 30 

a memory. The memory is configured to store program instructions and data that are necessary for 
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exception processing. The chip system may include a chip, or may include a chip and another 

discrete component. 

[00264][00263] In another embodiment of this application, a chip system is further provided. The 

chip system includes a processor, and the processor is configured to perform the interrupt 

processing methods in FIG. 6 to FIG. 13. In a possible design, the chip system may further include 5 

a memory. The memory is configured to store program instructions and data that are for interrupt 

processing. The chip system may include a chip, or may include a chip and another discrete 

component. 

[00265][00264] A person of ordinary skill in the art may be aware that, in combination with the 

examples described in embodiments disclosed in this specification, units and algorithm steps may 10 

be implemented by electronic hardware or a combination of computer software and electronic 

hardware. Whether the functions are performed by hardware or software depends on particular 

applications and design constraint conditions of the technical solutions. A person skilled in the art 

may use different methods to implement the described functions for each particular application, 

but it should not be considered that the implementation goes beyond the scope of embodiments of 15 

this application. 

[00266][00265] It may be clearly understood by a person skilled in the art that, for the purpose 

of convenient and brief description, for a detailed working process of the foregoing system, 

apparatus, and unit, refer to a corresponding process in the foregoing method embodiments. Details 

are not described herein again. 20 

[00267][00266] In the several embodiments provided in embodiments of this application, it 

should be understood that the disclosed system, apparatus, and method may be implemented in 

other manners. For example, the described apparatus embodiment is merely an example. For 

example, division into the units is merely logical function division and may be other division in 

an actual implementation. For example, a plurality of units or components may be combined or 25 

integrated into another system, or some features may be ignored or not performed. In addition, the 

displayed or discussed mutual couplings or direct couplings or communication connections may 

be implemented by using some interfaces. The indirect couplings or communication connections 

between the apparatuses or units may be implemented in electronic, mechanical, or other forms. 

[00268][00267] The units described as separate parts may or may not be physically separate, and 30 

parts displayed as units may or may not be physical units. In other words, may be located in one 
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position, or may be distributed on a plurality of network units. Some or all of the units may be 

selected based on actual requirements to achieve the objectives of the solutions of embodiments. 

[00269][00268] In addition, functional units in embodiments of this application may be integrated 

into one processing unit, each of the units may exist alone physically, or two or more units are 

integrated into one unit. 5 

[00270][00269] When functions are implemented in the form of a software functional unit and 

sold or used as an independent product, the functions may be stored in a computer-readable storage 

medium. Based on such an understanding, the technical solutions of embodiments of this 

application essentially, or the part contributing to the conventional technology, or some of the 

technical solutions may be implemented in a form of a software product. The computer software 10 

product is stored in a storage medium, and includes several instructions for instructing a computer 

device (which may be a personal computer, a server, or a network device, or the like) to perform 

all or some of the steps of the methods described in embodiments of this application. The foregoing 

storage medium includes any medium that can store program code, such as a USB flash drive, a 

removable hard disk, a read-only memory (Read-Only Memory, ROM), a random access memory 15 

(Random Access Memory, RAM), a magnetic disk, or an optical disc. 
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CLAIMS 

What is claimed is: 

1. A computer device, wherein the computer device comprises a hardware layer, a host runs 

at the hardware layer, the hardware layer comprises a first processor, a virtual machine VM runs 

on the first processor, and the first processor comprises a redirection apparatus;5 

the first processor is configured to obtain an exception instruction triggered by the VM;

the redirection apparatus is configured to: 

switch from a virtualization privilege level of the VM to a user mode of the host; and

the first processor is further configured to execute, in the user mode of the host, an exception 

processing function corresponding to the exception instruction. 10 

2. The device according to claim 1, wherein 

the redirection apparatus is further configured to write an entry address of the exception 

processing function into a first register; and

the first processor is specifically configured to: read the entry address of the exception 

processing function from the first register, invoke the exception processing function based on the 15 

entry address, and execute, in the user mode of the host, the exception processing function 

corresponding to the exception instruction. 

3. The computer device according to claim 1 or 2, wherein 

the exception instruction is triggered by an input/output I/O operation performed by the VM. 

4. The computer device according to any one of claims 1 to 3, wherein the exception 20 

processing function is comprised in a thread of a virtual processor that runs in the user mode of 

the host; an execution environment allocated to the thread of the virtual processor comprises a 

main thread execution environment, an execution environment of the VM, and a shadow execution 

environment, wherein the shadow execution environment has user-mode memory space 

independent of the main thread execution environment and the execution environment of the VM; 25 

and the shadow execution environment is used to execute the exception processing function, and 

the exception processing function is used to process an exception that triggers the exception 

instruction; and

the first processor is specifically configured to: switch from a context of the VM to a context 

of a user-mode shadow execution environment, and the user-mode memory space of the shadow 30 
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execution environment is used to store the context of the VM that is migrated out during context 

switching. 

5. A computer device, wherein the computer device comprises a hardware layer, a host host 

runs at the hardware layer, the hardware layer comprises a first processor, a second processor, and 

an interrupt controller, a virtual machine first VM runs on the first processor, and the first processor 5 

comprises a virtual event notification apparatus;

the first processor is configured to obtain a first interrupt request triggered by the first VM, 

wherein the first interrupt request is used to request to execute an interrupt processing function;

the virtual event notification apparatus is configured to send interrupt information to the 

interrupt controller in response to the first interrupt request;10 

the interrupt controller is configured to: determine an identifier of the second processor based 

on the interrupt information, and send a second interrupt request to the second processor based on 

the identifier of the second processor, wherein the second interrupt request is used to request the 

second processor to execute the interrupt processing function; and

the second processor is configured to execute the interrupt processing function in response to 15 

the received second interrupt request. 

6. The computer device according to claim 5, wherein the first interrupt request comprises a 

virtual event interrupt request number VEI ID, and the VEI ID identifies a virtual event that 

triggers the first interrupt request;

the first processor is further configured to obtain a VM ID of the first VM;20 

the interrupt information comprises the VEI ID and the VM ID of the first VM;

the interrupt controller is specifically configured to: determine, based on the VEI ID and the 

VM ID of the first VM, an identifier of the corresponding second processor, a VEI physical number, 

and a privilege level of the host that processes the first interrupt request, wherein the VEI physical 

number identifies the virtual event in the host; and send a second interrupt request to the second 25 

processor based on the identifier of the second processor, wherein the second interrupt request 

comprises information indicating the privilege level of the host; and

the second processor is specifically configured to: obtain the VEI physical number, and 

execute, based on a processing manner corresponding to the privilege level of the host, an interrupt 

processing function corresponding to the VEI physical number in response to the received second 30 

interrupt request. 
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7. The computer device according to claim 5, wherein the first interrupt request comprises a 

virtual event interrupt request number VEI ID, and the VEI ID identifies a virtual event that 

triggers the first interrupt request;

the interrupt information comprises the VEI ID;

the interrupt controller is specifically configured to: determine, based on the VEI ID, an 5 

identifier of the corresponding second processor and a privilege level of the host that processes the 

first interrupt request; and send a second interrupt request to the second processor based on the 

identifier of the second processor, wherein the second interrupt request comprises information 

indicating the privilege level of the host; and

the second processor is specifically configured to: obtain the VEI ID, and execute, based on 10 

a processing manner corresponding to the privilege level of the host, an interrupt processing 

function corresponding to the VEI ID in response to the received second interrupt request. 

8. The computer device according to claim 6 or 7, wherein the privilege level of the host is a 

user mode; and the second processor further comprises a hardware-assisted switching apparatus;

the hardware-assisted switching apparatus is configured to: 15 

switch from a first thread to a shadow thread, wherein the first thread is a thread run by the 

second processor before switching, the shadow thread is a thread that runs in the host in the user 

mode, and the shadow thread is used to execute the interrupt processing function; and

the second processor is specifically configured to execute the interrupt processing function in 

the user mode of the host. 20 

9. The computer device according to claim 8, wherein the second processor further comprises 

a redirection apparatus;

the second processor is further configured to: before executing the interrupt processing 

function in the user mode of the host, determine whether the first thread is at a virtualization 

privilege level of a second VM, wherein the second VM runs on the second processor; and25 

the redirection apparatus is configured to: if an interrupted thread is at the virtualization 

privilege level of the second VM, switch the virtualization privilege level of the second VM to the 

user mode of the host. 

10. The computer device according to claim 9, wherein 

the redirection apparatus is further configured to write an entry address of the interrupt 30 

processing function into a first register; and
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the second processor is specifically configured to: read the entry address of the interrupt 

processing function from the first register, invoke the interrupt processing function based on the 

entry address, and execute the interrupt processing function in the user mode of the host. 

11. The computer device according to claim 9 or 10, wherein 

the second processor is specifically configured to: 5 

switch from a context of the second VM to a context of the shadow thread, and process an 

interrupt in the user mode of the host; and

switch from the context of the shadow thread back to the context of the second VM after 

processing the interrupt;

the redirection apparatus is further configured to switch from the user mode of the host back 10 

to the virtualization privilege level of the second VM; and

the second processor is further configured to continue to run the second VM. 

12. The computer device according to claim 8, wherein 

the second processor is further configured to: 

switch from a context of the first thread to a context of the shadow thread, and process an 15 

interrupt in the user mode of the host;

switch from the context of the shadow thread to the context of the first thread after processing 

the interrupt; and

continue to execute the first thread. 

1311. The computer device according to claim 6 or 7, wherein the privilege level of the host 20 

is a kernel mode, and 

the second processor is configured to: 

receive the second interrupt request that is of the kernel mode of the host and that is sent by 

the interrupt controller; and

switch to an entry address of an interrupt processing function of the kernel mode of the host, 25 

wherein the interrupt processing function corresponds to the second interrupt request; and

execute, in the kernel mode of the host, the interrupt processing function of the kernel mode. 

1412. An exception processing method, wherein the method is applied to a computer device, 

a host host and a virtual machine VM run on the computer device, and the method comprises: 

obtaining an exception instruction triggered by the VM; and30 

switching from a virtualization privilege level of the VM to a user mode of the host; and
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executing, in the user mode of the host, an exception processing function corresponding to 

the exception instruction. 

1513. The method according to claim 1412, wherein the method further comprises: 

writing an entry address of the exception processing function into a first register; and

the executing, in the user mode of the host, an exception processing function corresponding 5 

to the exception instruction comprises: 

reading the entry address of the exception processing function from the first register, invoking 

the exception processing function based on the entry address, and executing, in the user mode of 

the host, the exception processing function corresponding to the exception instruction. 

1614. The method according to claim 12 or 1314 or 15, wherein the exception instruction is 10 

triggered by an input/output I/O operation performed by the VM. 

1715. The method according to any one of claims 12 or 1314 to 16, wherein the executing, in 

the user mode of the host, an exception processing function corresponding to the exception 

instruction comprises: 

switching from a context of the VM to a context of a shadow execution environment of the 15 

user mode, and processing an exception in the user mode of the host, wherein the exception 

processing function is comprised in a thread of a virtual processor that runs in the user mode of 

the host; an execution environment allocated to the thread of the virtual processor comprises a 

main thread execution environment, an execution environment of the VM, and the shadow 

execution environment, wherein the shadow execution environment has user-mode memory space 20 

independent of the main thread execution environment and the execution environment of the VM; 

and the shadow execution environment is used to execute the exception processing function, and 

the exception processing function is used to process an exception that triggers the exception 

instruction. 

1816. An interrupt processing method, wherein the method is applied to a computer device, 25 

a host host and a first VM run on the computer device, and the method comprises: 

obtaining a first interrupt request triggered by the first VM, wherein the first interrupt request 

is used to request to execute an interrupt processing function;

determining interrupt information in response to the first interrupt request;

generating a second interrupt request based on the interrupt information, wherein the second 30 

interrupt request is used to request to execute the interrupt processing function; and
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executing the interrupt processing function in response to the second interrupt request. 

1917. The method according to claim 1816, wherein the first interrupt request comprises a 

virtual event interrupt request number VEI ID, and the VEI ID identifies a virtual event that 

triggers the first interrupt request; and the method further comprises:

obtaining a VM ID of the first VM, wherein the interrupt information comprises the VEI ID 5 

and the VM ID of the first VM;

determining, based on the VEI ID and the VM ID of the first VM, a corresponding VEI 

physical number and a privilege level of the host that processes the first interrupt request, wherein 

the VEI physical number identifies the virtual event in the host; and

the executing the interrupt processing function in response to the second interrupt request 10 

comprises: 

obtaining the VEI physical number, and executing, based on a processing manner 

corresponding to the privilege level of the host, an interrupt processing function corresponding to 

the VEI physical number in response to the received second interrupt request. 

2018. The method according to claim 1816, wherein the first interrupt request comprises a 15 

virtual event interrupt request number VEI ID, the VEI ID identifies a virtual event that triggers 

the first interrupt request, and the interrupt information comprises the VEI ID; and the method 

further comprises: 

determining, based on the VEI ID, a privilege level of the host that processes the first interrupt 

request; and20 

the executing the interrupt processing function in response to the second interrupt request 

comprises: 

obtaining the VEI ID, and executing, based on a processing manner corresponding to the 

privilege level of the host, an interrupt processing function corresponding to the VEI ID in 

response to the received second interrupt request. 25 

2119. The method according to claim 17 or 1819 or 20, wherein the privilege level of the host 

is a user mode; and the executing the interrupt processing function in response to the second 

interrupt request comprises: 

switching from a first thread to a shadow thread, wherein the first thread is a thread run by 

the host before switching, the shadow thread is a thread that runs in the host in the user mode, and 30 

the shadow thread is used to execute the interrupt processing function; and
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executing the interrupt processing function in the user mode of the host. 

22. The method according to claim 21, wherein the method further comprises: 

before executing the interrupt processing function in the user mode of the host, determining 

whether the first thread is at a virtualization privilege level of a second VM, wherein the second 

VM runs on the computer device; and5 

if an interrupted thread is at the virtualization privilege level of the second VM, switching the 

virtualization privilege level of the second VM to the user mode of the host. 

23. The method according to claim 22, wherein the method further comprises: 

writing an entry address of the interrupt processing function into a first register; and

reading the entry address of the interrupt processing function from the first register, invoking 10 

the interrupt processing function based on the entry address, and executing the interrupt processing 

function in the user mode of the host. 

24. The method according to claim 22 or 23, wherein the executing the interrupt processing 

function in the user mode of the host comprises: 

switching from a context of the second VM to a context of the shadow thread, and processing 15 

an interrupt in the user mode of the host;

switching from the context of the shadow thread back to the context of the second VM after 

the interrupt is processed;

switching from the user mode of the host back to the virtualization privilege level of the 

second VM; and20 

continuing to run the second VM. 

25. The method according to claim 21, wherein the method further comprises: 

switching from a context of the first thread to a context of the shadow thread, and processing 

an interrupt in the user mode of the host;

switching from the context of the shadow thread to the context of the first thread after the 25 

interrupt is processed; and

continuing to execute the first thread. 

2620. The method according to claim 17 or 1819 or 20, wherein the privilege level of the host 

is a kernel mode, and the executing, based on a processing manner corresponding to the privilege 

level of the host, the interrupt processing function corresponding to the VEI ID in response to the 30 

received second interrupt request comprises: 
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switching to an entry address of an interrupt processing function of the kernel mode of the 

host, wherein the interrupt processing function corresponds to the second interrupt request; and

executing, in the kernel mode of the host, the interrupt processing function of the kernel mode. 

27. A computer-readable storage medium, wherein the computer-readable storage medium 

stores a computer program, and when the computer program is executed by a processor, the method 5 

according to any one of claims 14 to 17 is implemented. 

28. A computer-readable storage medium, wherein the computer-readable storage medium 

stores a computer program, and when the computer program is executed by a processor, the method 

according to any one of claims 18 to 26 is implemented. 

29. A chip system, comprising a processor, wherein the processor is invoked to perform the 10 

method according to any one of claims 14 to 17. 

30. A chip system, comprising a processor, wherein the processor is invoked to perform the 

method according to any one of claims 18 to 26. 

31. A computer program product, comprising a computer program, wherein when being 

executed by one or more processors, the computer program is used to implement the method 15 

according to any one of claims 14 to 17. 

32. A computer program product, comprising a computer program, wherein when being 

executed by one or more processors, the computer program is used to implement the method 

according to any one of claims 18 to 26. 

20 


