. $9& () e3e~BF~: : ; @AEBETBF/ R#1 26 NOV 2004 Decrypti 6n of Ci pher 9Ppl ' Jgs
The present invention'relates to a nethod of decrypting cipher 3 FJ%@ﬁﬂmﬁ .
It is particularly although not exclusively concerned with a public key 5

" cryptosystem The present invention, in its various aspects. may preferably
be used in conjunction with a variation of the encryption and decryption
algorlthns . _disclosed in the NTRU PCT patent appllcatlon WO 98/ 08323
("the NTRU 10 patent appli cabre : lynomiald be understood that
none of the aspects of the invention set out belom1 or defined in the
clainms, are restricted to use in that specific context. The invention, in

its various bsnt § C argying
out a net hod?ﬁegﬁdegcrrli)Utr)etelg‘%Eeﬁme‘%rtg%‘dItn tggle%td r%%tn{f;é& !1 %{T}jggfn&lm%ﬁ ta
conput er progr grartieuldrlyo akthphylsi a8l Salisivily WebBergiad I vath S&'CBuBhEO'EB&'t er
program The invention further extends to an apparatus and to a system

whi ch i § adapygtoystesdnfi gured for carrying out such a method. 20 According
to one aspect of the present invention there is provided a nethod of
decrypting a cipher pol ynom aI a usi ng a pri vate key f conprising: (a)

. Co t i | d .
i ntne);elr ng( g) IrEet Ite%ajhtl Wnﬁ nt AR IBSaSVIaEIOBF qs.ﬁgctlsr .(fgf[fy pﬁ)ﬁﬁgﬂygfolesu?‘?%étl her
the 25 pol ynegij ahct@oﬁw&ltﬂezﬁm%ﬁtl%ﬁr?PCtEé yend"g‘t?ttéﬁ It de&r]ly)ptlgﬁt ﬁfg{&ﬁh@g -

whi ch coefficient or coefficients o etr pol ynom al"“a are

have caused tiseldsed |inrthet NTRIERET atént ﬁg@bll@tzbﬁgW(b@&’@BﬁZ&Q%felm or
coefficients to define a new trial polynomal; and 2 ~ 2 s Nov 2004 (iii)

- attenpifng tBat@BE%iHelctaH@nc} pﬁ@ﬂ”eﬁ@t,yhﬁkﬁuéql ba U@dﬁﬁg)‘:tdfélahewct of tHe aspects
pol ynom al . s a ach ti,n entify the individual errors,
and correctlﬂ %}t%g&%@%&t LH ‘?‘1‘51 d%fglt‘?fﬁg‘&‘ QREE BFstiicied dguseiin
efficiency oMgk sPEdiRE C@ﬁttextapproaches of attenpting to correct the entirety
of the trial fsgnom al a, all at once, without tracking . individual
errors. To i ncrease efficiency further, the algorithmpreferably attenpts
to determ nerh@ iN¥dndbh, in its J/]agoﬂ\@'a cﬁo?ﬁrtﬂe?'e%%‘n?s qf 4 Qﬁm&nﬁt‘efﬁl r&é‘%ﬂ%nﬁﬂ] al

scadur

are likely to have caused the failure to decod when t
Preferdbly, thwiepent ﬁcmeﬁhpé, eﬁr éessnbetdedelawc(ar datagrepm tepedsentaiepet siste a

expect ati ons e fai to .decode. The coefficients
are then tak%(grgP‘Rgloé}g% E?lf r?anfeér“a“églt CrGeS RN B P RIGPI9REAM.
adj ust ed oneThy 1Mﬁt101Afflﬁlﬁ{er Q&ﬁ:hds’idj &8 bpRRhtus and U6 theJstea! T ist Aagegage the

ci pher polynom al is. made
P oty configured for carrymg out such a method.

20 According to one aspect of the present invention there is provided a method of
decrypting a cipher polynomial e using a private key fcomprising:
(a) Cemputing a trial polynomial a, where a =f* e (mod g) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
25 polynomial e has decoded correctly, and if not:
(1) determining which coefficient or coefficients of the trial
polynomial g are likely to have caused the failure to decode;
(i) adjusting the said coefficient or coefficients to define a new trial

polynomial; and



© 15 based on the new frial (adjusted) polynomal. If fhat fails, P@NW’?BM
coefficient is then tried. This is repeathd until the cipher polynomal
decodes, or until the attenpt to decode is abandoned. In an alternative
“arrangenent, a nore conplex ordering of polynom als may be 20 cal cul at ed,
to allow for the possibility that two or nore of the coefficients may be
incorrect. Wth this..approach, tge coefficients in the polynom al are
sorted according to (Pﬂe%e RUGR & fgcpde Biesirhenpelonemiad ¢ wghy themewntrigh oups, of
bei ng the cause of failgymokfadecode. The coefficient or group of
coefficients wth the l'argest expectation is then adjusted to create a new
trial polynomal. If that fails, the next coefficient or groups 25 of
coef fici ent sThs 4ppkesh, ahdtdoigingpr @it fet Be 3AIYRLAERYSrs "BHC cordEnRASESS 1S
r epeat eg until the c'@gher pol ynom al properly decodes, or until tfe attenpt
to decode i s"AEEHRISHEIG: 2bovs aSubstantial ivcrgase dmeffsienoy overquiet hitcipprincios off a
group of coeffd G i t Q.of ,the .failyre to decode be
det er m ned a%%%@%?{r%étcgﬁ%ﬂgwr%?f)egg# ?glg%ré%lé}oibim@inaﬁlta’a gt oncg, N@ﬁo‘fdﬁgﬁ gl.ues.
Mor e speci f i oalivighyal efvarsexpect ati on may- be determ ned according to the
proximty of the respective coefficient values to a predefined coefficient
val ue, or to predefined maxi num and m ni nrumrequired val ues. Were the

trial pol ynompahcrélds c RGN, L i tive residues nmodulo g,
the predefined coef f ieqi entcffva| ug‘i!gé %ﬁ{’/lge ffgﬁ%ﬂan}ggft%rypis tOAfe?eéFH%?’ia\Pé’f(ﬂff’ e
wher e dfie tr wWaichpeseffiieritalof hias trivd epolymahislearet Bkdieo IHaas tagls ahe il Sodues
nodul o g then the expegtation be based upon the proximty of the
coeffici ent 53?0898)(‘2’%1@/&@?@69?: “Fieserably, tharcostisiniser yoriadhaspording tp eirbased
~upon proxim icﬁfédﬂivé BepacahBS ofbdng theflse ofihd fatkide 1R RIHOX! Fhd Yo b 08
coefficient values to the predefined vafue or val ues may be Us e 4L Re
entry poi nt saedhemtaken grordesof expdctationplokgept tbablablesthammlurd adjiusied one bpsse.St

in defini . ' I f d. enbodi t, .th
ool ynor al o e adt PUREREE LB s, R BeePaE b iR pavBamid ot ne

absol uf& val bessd ofi thdweeve aiill {ddpiseid) polyhoml C OB kikdt FAiRNhe MY &ﬁfﬁtﬂ@r}l?‘ﬁ ﬂ% by
adding to it or, subtracting fromit an integral value, Were applica Pe,

the amount bYfiehi dfs ee f il dhg cipher polyeomial decodep aruntibvire ateaptire
determ ned i feRdYaNESHREeQr ding to the paraneters that were used to decode
the original nessage. Typically, the exact amount of the required shift can
be 20 calculated in advance, along with the direction of the shift.

Accordi ng to, anot her gggect of the invention there is grovi ded a net hod of

validating af? ERURPIY FERRE G toATRPSi FYNPleR) OTdeine g6 Pobmgmidle musdage as

a nesspge potAnDitdlto ABw B tgérgay%iﬁggﬁm?wa%m&% mh%/ gg&?ﬁ@iengsoglggrb@ a

ci pher polynom al; (‘2) hashi ng toget I nputs represen I've o

message pol ymepiredt. aWehithie approsady theodopfianiems irt the pobabmia afashted wt@itlingand
(d) transmtting recipient both an encrypted ssage defined by the
:'ci pher pol yn%)mﬁgllrtrgsﬁgalnﬁef %‘E’ﬁ%ﬁl%ﬁ’ B‘&%@doroﬁ’i‘ $1)égp5hé’§ E’%B’ﬁtt gicausgpt faurg tyoy
2004 The hastecbuactTiendofMdrt ok bR &f QR WEAMERALR ek lBh 3Dken e
hash output is transmtted as plain text to the reciprent 1'n association
with the encidptetiorsedagacyftgel rolumphie]. dbtmafalsathechew ¢deffidignt or groups

alternati vel . t be mani pyl ated in sone bef or e
bei ng gsent (%fgcﬁgét?ﬁ%lgrﬁtpggi%lgeéf % %%et %#@Pm ,Q§Iu§ Ehmﬁa‘?'s \Aﬁ%%lﬁmﬁ?ﬁs 13
'si gni fi cant | sepearat wt# tisedplter py)ynodia PréfeelyRESEY or dntil BRek¥RH: ol ode is

reci pi ent rragl cgnfi rmvalidation of the transmtted encrypted nessage by
checki ng t he®i#889edut put against a re-cal cul ated out put based on

The a priori expectation of a coefficient or of a group of coefficients being the cause

30 of the failure to decode may be determined according to the respective coefficient



"10 the received ciphér polynom al and the decoded message pol y”%aNE]V'?BTM
the two outputs match, the decoded messag® can be accepted as correct.
~they do not match, the decoded nmessage shoul d be rejected. The cipher

“pol ynomi al may be represented by a series of bits which are packed to fill
15 bytes before transm ssion, and before input into the hash functi on.

Li kewi se, the cipher. polynom al may also be represented by a series of bits
(preferably tvﬁﬁlegi t MpBr S%goﬂllbi it gxpecipiipn haseboralptebeined mckading paceed

oo = CIREROSE ot I e B A e o
of vali dati ngratfiest maginedn mas segenmne ruired Relue{ AIWIRRE IERELNSHI G AEERA0e
text to formba ciegher exh; (b%p hashi ng toget her inputs representative of
the message '8 FGHES Rhe igparasive resduss apndalang hihs iprasietipest cochificiedSalwe)

transm tsti ng b Be faR6H BE gt n ssage defined by the
ci phertext, and infor ma% ?{)%1 %ggeglc?ﬁgﬁ?’t ﬁfééﬁggﬁtrg%tpgﬁ&pn@ lﬁﬁgﬁ?% dugiseteher
t he messaget éxt legpl alisptugs resitimss ameloaq dhdnhic ciphetli @it map e Bak@Nspd tHend
t he hashed val ue to ggl?e re% ient, )’t beconmes virtual |y 1 npossible for an
30 attacker GHHBEECLCABTSC TS I‘TE&TH? 107/ éiang{aF ta e/ Irissk agdtemetively, thew could be
ci phertext. %Ese%idphﬁbrdﬁmity% ﬂle%aﬁie%\@—zp%d m%g;fi ed, the corresponding

[ i il ]

hash created by the recipient w to nmat’ch, and the systemthen
preferably rejects the nessage. To prevent this information being passed
back tqnt he tacker. t reterred stem does not informthe sender of
whet her %t o 188 f@%&i‘t&%ﬁlﬁ ?"8%‘”_ Fal&y fafhe profpsEngd ualne exvalmssvayke need, in
the preferredsandentirygdints & ad ALY eABR'BSEY UHOW L defmfed Ht iSis s

- bytes, each byte bejng representative of an al'‘phanuneric or other ¢ aract er
in the messadglitifgthegelgs of sxprstatioansii & tpecfeed erbogimeh) the polyadivigal toisa
further aspe S bnvention there is proyi ded a nmethod of
protecting a%%%t%lt %@é? %ﬁ% %rlﬁ gmt'hg er)'r(ﬁ?cttal(’%]ﬁnelst bashd rﬁpggi&éﬁ E’gﬁ‘?lﬁ@k‘;’alﬁﬁnﬁﬁ thei ng:
(a) appl yi ngcoeffiaieptsai nt ext nessage to be encrypted a protective cipher
havi ng g ci pher key k, to produce a protected nessage; (b) creating from

t he prc} ected nessage and the ci pher key k an 15 encryption i nput nessage;
and (c) encr yptdergeitend N pLd; This..nmet hod ensyres.that the text
that is bei ng@fﬁcr;py ed )CVI [ Jﬁ??‘?ggg?dﬁagko ﬁ%rsggﬁméct%g%llﬁ@%fnéﬁ%ﬁr VEHES: even
if an identi ergreglgblei thesmmuniby tvlptle thei soe&icid T he be Rfved, MBS SAASWA,S

preferably creat,e e protected nessage with the ci Pher

X eddel?é/ coe@cat%&ati nag tB
key. The ci pR&F Key ABy"Fe'lt Feagqe &eomme; logne premetisy thappesngiedde deprdel ast
part of the imputigiiEisaRgRge Al IBHIAIYY BleY exdcPNAnfhRNSF HEYe ¥ Nk QIRied in
any other convenient way wWith the protected nessage to create t he
encryptilon i Aplaelates inpdianee alongevignthy direcionradiienshifts t hat, when t he
recei ved nessage has been decoded by the recipient, the recipient should be
able to extract the cipher key and hence recover the plaintext nmessage from
‘ tthe prot ect edhchmrgnRge.anGIHBE ApROAIL BA inventi Bk SHEoRAS £ 3ol ¢ VIR tin
conveni ent way of sending the cipher key along with the protecte mesgage,
and having i lané%?'l?tﬁ%&iagéﬁ@@PWHgihe reci pient. 30

(a) representing the message as a message polynomial;

25 (b) encrypting the message polynomial to form a cipher polynomial;
(¢) hashing together inputs representative of the message polynomial

and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

30



"2 GN OV 2004 Pref e?gbl y, the cipher ke;ﬁ IS recreat@a, at randgné @ @ 4
| east substantially at random for each new pl ai ntext nessage. th Yo p
_key may be generated by nmeans of a suitably-seeded pseudo-random nunber
generator or, alternatively, it may be generated by any "truly randont
entropy, such as may be derived for exanple from5 the timng of keystrokes
or nouse noVveRERLS: fuddBnA I.pher e, a sinple streamcipher. In
one conveni ent approacﬁ},n {“ﬁ'?%%g’geef%a@gfop%%’?g@'to seed a pseudo-random
nunber generator which then generates an out put sequence of pseudo-random
nunbers. The_nunbers . in that sequence are then 1 0 applied to the

i ndi vi dual epé‘#ﬁrﬁﬁg Wq}aﬁléo 1Pyt ﬁtt&@ﬁmﬁ@és?ég@alndeﬁrtodgceecmieltpinoissm‘ﬁe&'ntn

message. Thaty; ddi.ng o bt racti.ng the
pseudor andom%vrllﬁtglorrtl}b%%ga?g@%a Egesg%%g@;%poﬁ ee’sée)c}r%]tclgtﬁaatte%émgﬁ i’ntaéﬁlf“a% g’ag@. I'n
the most pr ehasr @dpwmrgdbermanipulated iplsaimd tvet beTBRSRUR it [2PF eS@RtiRdIrds a
bi nary 15 se uence, Iﬁﬁhth ttg_e pseudo-random nunber generator being arranged
to create a peEHsLALhouT R rotsignificantly bapwye sponithe, ci pher key as
the seed. The bits of the plaintext nmessage are then XORed with the
pseudo-random bits to produce the protected nessage. W-:th such an approach,
t he reci pi enWhenrtbemassage issheeivds thidaediyiphtdat benfiraceilidatoBEGRdRnsmidea! Y
extracts the ci I}ecg key k an}(Ej Eses that to set 20 the initial state of a_
random nurrbe?ncég%g TEgipec by shecking fhmhath pwut agatest arecalgalpted puipubbassd@a t o
generate a sepuRbECedtiphan ' ' | ' &AL th

p ?ﬂ%&hitaﬁ atd iehadohib g %s%%?%ibgrﬁ)rﬁlm i 195%0

originally used to create e protected nessage. ext nessage my
‘then be reco¢dlipsls matehpithe degpodkdrergagetnan bs anchpiadaasctomesie gifebsed ®hothhitsh,Wi t h

the bits of el i r ot ed .nessage. 25 The pl ai ntext nmessage may,
in the pref eﬁl}gedgcg(%godel%%&%tsﬁoﬁé%ﬁ“B&ﬁ?ify representation of a sequence of

bytes, each byte being representative of an al phanuneric or other character
in the messagﬁ that needs to be transmitted securely. 2 s Nov 2ao4 The
i nput nmessagénf SIPAFTRBYRAENYl e by prpsesenisd iy aosepiebbf bitkedichiaphpacked ov fill

exanpl gsa po ] e{;}g&gg 3 : her ci.pher.s coul however , be ysed -
for exgrsrpl e ié?/tp@)%g$§kebase (%S(r}]&g%?p}%el%:reé%@el%%eé ¥n qsgg@f.mt}&(?corﬁﬁ(ﬁ‘é”steo%é

further aspeciphafpdyrengjalesanalse by espirésented bypsesdies ba BEO (Prokfidef nee Ry fdror

conprises: (a plurality of first-tjer hashi ng neans each capabl e of
recei vi ng. aﬁgeéﬁflglggfnfl H}%‘f may §e gentrinagkedinteRyiechafous bsigthashadout :  and
(b) a second-tier hashing neans, which takes as input the respective 10
first-tier hash outputs and generates as output a pseudo-random nunber.
Preferably, &bemedfod: ienotiresiticted ¢o phbmhinig-baeah sryprgyaahs, 4ndreaedistihoral

ent ropyni Npu e ry. Alternatively, additional entropy
i nput %%y beéeslﬁgaéﬁﬂg3\9%21?%{]’0%%@@@%}1%'&% TFYPE PRESS CLRTIE hashi ng means
at once. (a) encrypting the messagetext to form a ciphertext;
(b) hashing together inputs representative of the
messagetext and the ciphertext to create a hash output;
and
25 (¢} transmitting to a recipient both an encrypted message defined by the

ciphertext, and information based on the hash output.

By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an

30 attacker undetectably to modify cither the messagetext or the ciphertext. If either is



* Wen further pseudo-fandom nunmbers are required, ong of the first-tier
hashi ng neans preferably perforns a re- hash to create a new hash Z)ﬁtMOV.QU[M
~That said new hash output is then passed to the second-tier hashing neans
“which uses it in the generation of the 20 further pseudo-random nunber.
Preferably, the second-tier hashing neans incorporates the new hash out put

with the hash ut,s previously supplied by the other first tier hashing
neans, hashi Hb)%ﬁ% g.fe ‘?Dor“etgﬁ I}?elFaSgc?r‘??Ff‘éiatiye Hecipignt welk fasks wuaetchamatbthe

nunber. 25 Prgfahahlprefe (o ' - th I: S ich is
carryi ng out ﬁtle re- hashﬁﬁlyzlﬁédégg?gg{seg%gét T‘c()erig 't ﬂ%§%§%£§%Q@8;ﬁglq&@ssed
previ ous hashadutopibe atirekes dhe pfafertdiesysienpidesfriooinfarin abs asidat 66 whomst Bl
means. That ensurﬁs. Llh,]_ai\t tt he [ £ hashed output differs each tinmne. 2 6 NQY
W04 Pref er abfSFEVFREPERTG A2 4814 er hashi ng means changes whenever a
further spseudorandom nunber is to be generated, for exanple by selecting it
inrotation fromthe available plurality of first-tier hashing neans.

Al t er nati vel yhe plaentgxtmgssageenayh asthi peeferesinsnisdimhentbee 5 Binast @eredénthitiidgm 5
A counter neans b rovi ded .for,each of the first-tier hashi ng neans
or, alternat ?vsgﬂlg%%%% Ogi %?Se eéglb bHBG HePTReRNtA e ean @iPhapppEc o5 urher

i nput to allckdfradthen i mbsshbethy § : first and second-tier
hashi ng nmeans may be enbodiged aﬁ;%ségéfﬂta%g;%ﬂﬂgls%agﬁ%g?%ns, preferably
software hash function objects. Alternatively, the hashing neans may bé™
enbodi in I The. . i nt.i extends to a pseudo-random numnber
genera? gr i ngl%é ;Aﬁl&e[grfl Héln Flgﬁy)s%eg%&gtg%lprefs%‘?‘ IBYPIHOY TBAE ADPPVi haethadseL. ¢ er
hashi ng meangrotatiep e ceyptesysempyord @hultifle H4RfthisGidn atthiiS comyridigg:SP! it up into
sub-pool s, each of which is arranged to supply entropy to a respective
first-tier hashi ni rAPRAANE (ArePlaigisys messaag toderinchmied 2 protagtive r andom nunber s,
t he second-tier hashij t,ake i not, only the new hash
out put but al so thempljﬁr]g\r/iﬂgﬁggﬁggﬁ%elypkgrospr@%éﬁnﬁoﬁtem %FISI?QSP%& hashi ng nmeans
other than the salld @esingfren thd motebad hicsggeaad she clfler REe¥upUS hash out put s
and th«? new hash out%ét rra)é.be concatenated for use as input to the
secondiPi er hashi ng HERHEIONIBPUEMESTags=ARd on furt her extends, nore
generally, to a nw)téncfgpghgwhﬁﬁpmgsg%g@_three-ti er system for exanple, the
pseudo-random out put i s produced by the third-tier hashing nmeans which is
fed by a plurality of second-tier hashing neans. Each of those is, itself,

fed by a plu i fi -ter i.ng .neans. The first-tier hashin
means y are P pr ggisdé%hév%\{ ?nﬁh{g?l %hfa(% ‘Ei? tF’ﬁgﬁ‘{{ ! gelﬂ% ERTERFY .Wﬂg)d’rfgﬁf l%ﬁ‘ép%@ﬁﬁigabpe
milti-tier syayemh tang cobn FAnGORE RASSIAL Sent muttifle NnfsV 2004 The

inventiqn further extends to a correspondi ng net hod of generating
pseudo#Fandom nunbers. It extends, for exanple, to a nethod of generating

BISE\;JSFI- [ sng?@‘?? ?@P?{rxﬁ%ﬁﬁ@%gﬁ%ﬁ&%ﬂf %Fe%ied(b%r) co%%gterlxélt{n% &Bro ohLP %ssiagg Win' © @
the cipher key. The cipher key may be the first part of the input message or the last
part of the input message. Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
25 message. The only requirement is that, when the received message has been decoded
by the recipient, the recipient should be able to extract the éipher key and hence
recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sending the cipher key along with the
protected message, and having it easily available by the recipient.
30



"5 functions and generating a respective géural ity off"hash out putszf) afm (?ﬁ
suppl ying the hash outputs as inputs to second-tier hash functi r$ V004
_generates as output a pseudo-random nunber. According to a further aspect
of the present invention there is provided a nethod of -y 10 identifying
the end of a digital nessage conprising: (a) constructing a first string
froma pl urﬁllgi t%(ragf ﬁﬁessa e el enent swéf a fArSt type, one of the said
message el enehtseder i HETHKEE Aresteatantt rardamheor s daasigmbstaptialbims damdoner o
Or nDre non- Mes&rYacdl pRRGS sdhe fii ; Nafo R}
conversion function topt he fi rstéggtrﬁig%%épgkggﬁyver 1§efgeln%pagé&ébgg%a% Ogtari ng
conpri si ng aspitablassedgd opseailemadom ohimaes epaadidry pg, aldtatb@iyeisingy be

function bei r ed to. ma 11, possi bl e strings to an qQutput space
which is Sml@?@éﬁe@@ﬁ aglysgﬁl&epﬂ&ﬁ?watrw sheh pomey E’Féieélé%fﬂﬂ axppeleeirement
conbi nati ons thexidinddf key stk LGihde fbveREnQf Nessage marker to identify the
position of the end el enent of the nessage froma plurality of el enents of

t he second type which, in conbination, fall outside the output space of the

conversion f I he first .and/or secaond strings may but need not be
treated on aﬁﬂg#)léogrgcﬁ%@glyﬁ%rl SR essf%ref‘%'rm AnpPOns Sonyvenisphannressh thsi nce

the strings aipder key iglibed tatsedt & pROG-RHIBRSRIHR < gﬁefr@ﬁxt jWﬁi@ﬁltl’mrj enlabds 87
course be understood that the expression "foll m%ed y" does not necessarily

mean that th&URShssmEeRERE Rspwloaiandomm auwberar | The habers n thensequengearratticny

after tjhe ne L RO S Wb e fhhSt .stripg is transmtted as a 30
dat ast rlgam t§ ﬁ@gﬁctgl}ﬁd juzlt w%sé?eerﬁagnﬁ ?/% {fg%gpgﬁﬂvs%lggé%ga)dpﬁ%t Rotrged

el ement s. ngfue Th&haobwed Seatont URE tox@MpleS b dANBESE subtrdBihAlte Ipbggt@g_bl e
first strings to an qutput space which is smaller than a space defined by
al | possi bl e EEBHR gtoéh%ﬁ’gﬁ?erémb?sa@mgdhgpIa@rﬁ@ftéwsagefi ning an
"unavai |l abl e" space which is inaccessible by the 5 conversion function. The
end of nmessage marker is selected froma plurality of elenments of the
second type Whilghmostrprefemisid remtiodimerttatht plinteknnichage 14 npeseasd bk @' vigasce.

Preferakly, the first..string c rises a . sequence of binary elenents, and
t he seggnd 1 ‘3(]sljjt‘c"rrlclf:r’1g&'l(t:l%)t ?ipg%l@%éf .%ﬁrﬂewgg?e&?gepgqaﬁgryel@g SHghEl 19 199k anpst
preferred enmbadido®aidont BRuUeRRVET5isOPaskd @lﬁéx'll ]EHEt ﬁgheﬁ'rﬂe?rbget'ﬁe Eé%flc OFhESiks Jf°

binary elenments into 12 ternary el ements. message 1s longer than 19
bi nary el enefltesPlpigiext imagsags| ary then| XOBeYl | wikht thespleudetarsiepabitt edprodtice the

19-elenent b | ock,.heing treated separately fromithe others. The
| ast bl ock; #J&%r%:td ﬁ‘?e ?%gg bywlﬁ'es%gs%%&glfmﬁﬁ@ S MEh %@ﬁ-sr]f‘@sé%‘ge 15
el ements. Théeensedthenessagemipake sifiply &iraésiidbiphdeced, HeaspiRs engs Re@s

t he Ieggth of t.he, Pecond string. Specifically, in the preferred enbodi nent,

the endVof nH¥dAGR! Hatdra BadppigEben gencsstanr yIhat sandamsnund@r iganeratoe ngener al
aspects of the,ivaVBA {PFenet Sl L QM aconvert el ements in
_one base to el‘grrent S | né\?an ecﬂl?? ? g‘%@\éﬁ&b{%@g@%&gté&g’ﬁ‘{f]‘;&ﬂfﬁ%ﬁf‘%wﬂ) ththtg?lSQ
fanction hasongihalifensddaeerdagtheipeteytpd nitasngeheThe bRitftet mEsdRembparhien (eg
ternary); but_ it my. hzivcla3 %(&.%her basg. 25 o
recovered simply by mg the pseudo-random sequence of bits with the bits of the
received protected message.

25

The plaintext message may, in the preferred embodiment, be a binary representation of
a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.



" Once the second stri ng has been creat ed, _}hi s may beg“¢conbi ned %% ﬁﬁ? | e
by concatenation with the end of nmessage ‘marker, to forma thi S 04
Where the nethod is used in the context of encryption, the third string may
then be encrypted and send to the recipient. 30 /:~-n, 11 ~ 2 6 NOV 2DDM4
The space falling outside the output space of the conversion function may

be di vi ded up i ntota eD| uralit o% parts, each part_ being representative of
a position witRiPYHRCSPIEeds PEferaRly ensptedausinga nyble ke Aipber, e mmplelaement
of the messagglyRBMidMPaicdenbhdi edofy %gJ td sage marke
which falls \?VI tyhi n the cor_?eépondi nlé grglt% éﬁgdﬁﬂoﬁ%glb%eef ggr?e?edgfgfwﬁéﬁrp nt,

t he sai d spaciphirs basad aneddliptie quntecedihoparyt s, each being representative of
one of the posittions within the binary first string. In such an
arrangenent, the end of nessage marker may be chosen substantially at
random rom aces@ife &f aPRSEEDLSPREKSE i ki SahdParty 10
Preferably, wthi g%t he first S?Fi ng, tig;eg{e]rg %?eeﬁr{rﬁeoh hg?sggcﬁ)eﬁﬁgg a&‘émpr%y lie
i medi at el y aefjeazientoniiscsion- nessage el enents, if any. That is, however,

not essential, ang.i | d [, ex |l.e be envisaged that the non-nessage
el enents will al WgaQs‘?tt %@paglgb%gtgrftéﬁera?nﬁﬁng MEaRs sAGhisarably ofdreskERAgs from t he
non- message el ement san ehftbfy fpk€shdlenBUihes & ec‘?jv%?xﬁméut glaﬂ?i n certain

& .

applications contain header or other information at nee o0 be
transmtted each {nesccpnd-tiembashing meags)iwhich fakes dsahputhiee esictiven of t hé"end

el ementnof the nessage;. i.que e determined fromthe end of nessage
nar kerfiozo The i nven?fsct)%%llﬁalréﬁﬁgyug@f}g#ﬁgﬂ?%s &5 VYR RSFY @ﬁﬁ%ﬁﬁ for carrying
-out any such net hod, nirabet. physi cal carrier carrying such a conputer

program and to a datastream _a representative of such a carrier. The
invention further extends to a nethod of encrypting a digital nessage

i ncl udi ng 25pjasatbif 4 0 : S LN .method as. set out
above. Prefer gégfry, Ty;[ h?gﬁi@%ﬁﬁ%ﬁ%ﬂ%ﬁ%@? Str:ﬁ%??#g%r g‘fl(ﬁte"r}l a_:l ﬁﬂttr?f?‘?’gmpﬁteast hird
string bef or enpaden myceshayenchlyphaivetyfaditabhoanttapyt Hpur ﬁﬁzmeeﬁlﬁppliéﬁcéﬂr di ng

to another aspect o e inventiqn there is provided a nethod of 30
determﬁﬁi ng ﬁgﬁetﬂ&h(#g? fl&f?tgtiletr ﬁ’f’@%@&@@,m@éﬁﬁpri si ng: 12 ~" ~ 6 NOV 200

(a) applying an inverse conversion function to a third string conprising a
plurality of elenents of a second type; the inverse conversion function
taki ng as i nplhendugshaypagidpyrangone hembers sraafequinel. see ofiiie tiygiaicahashinnimesds ng

themto a pl I e ts,of a first type and termning that a
plurality of B %e?éer?m@%tp g{fo% E[eT%qg‘sSh ?%ﬁrﬁ?tetaonet“h]é%gl?ﬁaﬁt'o 12t FYLPRE a_ﬁlbﬂ‘ﬁPi_“se an
end of nessagethempiseed whibe sédoad eiek Puhid meh® WHIRR k@Mt RadeRNErfbY Bk ticcant
el errentza of the first type
rther pseudo-fandom number. ~ Preferably, the second-tier hashing means
incorporates the new hash output with the hash outputs previously supplied by the

other first tier hashing means, hashing all of it together to create the further pseudo-

random number.

25 Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

from an associated counter means. That ensures that the re-hashed output differs each

time.



" than a given value; and 10 (b) taking, as a first stfTng, the output of the
function excluding that portion of the odl put which was repreS@tBaNDVegm
_the end of message marker, and determ ning the position within the first
string of an end el ement of the nessage according to the end of nessage

mar ker. 15 This, essentially, represents the inverse of the nethod

descri bed abg,v fﬁ{ hﬁ%ntjféi ng the end of the nessage. This nethod will be
used by a re F%Fré‘ s spidetist-Ngr Bahingc mepitse changen fhepseage fumtlick epsefidom t he
i nformation LV I t ' th osition of the |ast

el enent of tﬁ%ﬁﬁgqsgggg&q\sl\i’t{)ﬁgt eg?%feg’f %?r?g%‘ggfr%, % ﬁée{%’lﬁlﬁl&é@(f%ﬁtﬂorﬁg"ﬁ t%'l"’he
nessage nay beaitibleeplniatiey ofifuistittee hastams Fickhed ABSERAAFIEXhE Fb€Ger hashin
Preferably, the inv I§e§jle(sionv rsion function takes, as 1nput, 12 ternafgy

el enent s and%i?é‘zi,e et Patndomy pinary el enents. In a nore general
form of sthe invention, however, the function may sinply convert from one
base to a different base. 25 Preferably, the position of the end el enent of
the nmessage Wayoteristeansrimed bacmovideddort @adhhef aR®UTt-iy MWRhRR tRgnOut put
of the functign, when provided with the end of nessage marker "as i nput,
exceeds a gi Q@Wh?lté‘fe p & SIngjg countey meagg,pay H§-UsThe suppbngauater fnput keall ekthends

to a conput efrfphRghaMigQhefAT FYi Ng out any such method, to a physical
carrier carrying such a conputer program and to a datastream

representative of such a conputer program 5 According to another aspecti of
t he present i [ here. i rovided a nethod of decrypting a digital
nes;agzéf r omlrg%%gért]ggg B‘%Cg d?&eF ﬁ?ﬁg‘“@dﬁ%ﬂ? StHge E(r%]?"dd@cﬁﬁﬁfﬁ‘”ﬁbe hasl funrdioppt ed
string to pretifiaebla softivatk ldsh ifghtiof BhjeaRp! Wlt@&aﬁ@el&n&%rhﬁ?niﬁg% §h1%2 be
function to a third string conprising a plurality of elenents of a Second
type; the 10¢WRodrdE BdyaEsi on function taking as input a plurality of

el enents of the second type and converting themto a plurality of elenents
of a first type and determining that a plurality of elenments, taken as

input to theTheritention ekmgds en LoBYY-iadeord Mmudibk: WenBRES ABGuMBE G RS the
output1 f the fulﬁctiopr@ has 15 mopre_significant elenents of the first ‘type
than a gi venPOYI 196 SURRLY epupphip thesfirgt-farrhashige rmengs. + Méheseiapentropy phel is

function exchyshipg thhakaP Vet i20 v8f i tNgH0 t i Was . J epresentative of
the end of neds@gg% nar ke'{r?’,_ ear?gl élgtlg{rom&r?i l!Flbtg:joﬁj’heélx\ilpp(g)gi |lon'5vm§r??1n| ggﬂesuPPlP'st
string of anewrmpydp amespeciofe fibetisoressagemaasor ding to 20 the end of nessage
mar ker; and (d) recovering the nessage fromthe first string. The invention

further extends to a cryptosystemincorporating any one or combination of
the nethods meRhiRnedia®auditiord pseudo-random numbers, the second-tier hashing means

20 may take as input not only the new hash output but also the previous hash outputs
from the first-tier hashing means other than the said one first tier hashing means. The

previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

25 The invention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Each of those is,
itself, fed by a plurality of first-tier hashing means. The first-tier hashing means are

provided with entropy input as necessary.  Other analégous multi-tier systems are of

30 course possible.



-

" According to anot her aspect of the inventg' on there |§pr ovi d%C@Ng&t Eﬁ)@ of
carrying out parallel nodulo arithnetic cal cul ations on a de a d to

_ performbitwi se | ogical operations, conprising: (a) representing a series

of nunmerical values (x) to be operated 30 upon, by respective bitw se

vect ors; 14 2 6 NOV 2004 (b) formng a first word (X o) fromone bit of

each of the gaketh\¢86&10F:St 3 firom anot her bjt of each
of the said vec'?})\rs; andh‘(ﬂgeg%ﬁlg??ﬁ%?ﬂd}%éﬁ\%{dﬂ.‘\ﬁ(%S%Pgafga}erag%rpéF?%?néﬁnone
or both of themhersddt egemisefoeeabhpic. tbhensmshotodeasing BesthdahaNsh AeYERS:

(d) representi n@l a series of further nunerical values (y), to be operated
upon, by respPEEi VBt se vectors: (e) forning another first word (Yo)

from said one bit (9fsuppGiheoh ek@?ﬁfLnguyt%-%zp%r%lipacﬂgﬁr%gtﬁet&rﬁg{}) second word (V,)

fromsaid another bit of each o sai d vecro perform ng
bi t wi se’operati ons dhndsionhatdgenersipgatréspectfve phiralbg dhadh¥utpe®) afd 0N bot h
the respective se Preferably, the first word or the

&ﬁnd \/\@tds ég( Y, ). | _ _
respective first word®PHie® ?@@WE@%@SH@?WW%%0n®@§th3©hfu®ﬁdnt he second
word or the respect imﬁcﬁg@ﬁ%svggrog@u%gs 99-'}5910&0 per in another, spaced,

separate |l ocation. First storage ans®and second Stof age neans may be
provided to achieve that. 20 In one enbodi nent, the nunerical val ues and/or

the further j val.ues to b erated upaon are on nodulo 3 and may,
for exanpl e, ﬁg‘éﬁgigg?é&iﬁfﬁg %Wcttéﬁé}%pﬁ‘i‘?ée’ﬁé@‘@éﬂla{l ithsag IR visied camethed QfUty in

sof twat@ or jeytiBideaheatd ¥ dgha msebedicefplifippar dware, eg by neans of XOR
AND, OR, and NOT (ga?tc%rslétructing a first string from a luralz f 1
p ty of message elements
of a first type, one of the said message elements defining an
end element of the message, followed by zero or more non-message
elements of the first type;
[5 {b) applying a conversion function to the first string to convert it into
a second string comprising a plurality of elements of a second type,
the conversion function being arranged to map all possible strings to an
output space which is smaller than a space defined by all possible second
type element combinations; and
20 (c) selecting an end of message marker to identify the position of the end
element of the message from a plurality of elements of the second type

which, in combination, fall outside the output space of the conversion

function.

‘I\ mu/

25 The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message elements necessarily have to come
temporarily after the message elements when the first string is transmitted as a

30 datastream; they could just as easily temporarily proceed the message elements.



" 25 The invention exténds to a nethod of encryption afid/or decryption which

makes use of the nethod |isted above. Th&’preferred nethod g4 gw%mpn
' ying

_includes generating a key by adding, subtracting 30 or nulti

pol ynom al s havi ng coefficients which are in nodulo N (N >_ 3), using 1s
~ 6 NNV 200 a nmethod as clainmed in Caiml or Claim2, the coefficients of
a first polynomal conprising the series of nunerical values (x) and the
coefficients of a second polynom al conprising the series of further

nunmeri cal vargesodwisiorPfuhbGoli & : ] i_ncl udes addi ng,
subtracting or multiplying pol yfr}gﬁrﬁegﬁ% g@?ﬂjgg%ggﬁﬁ%ﬁ@ﬁ#s%a i uglﬁ%aclen
nmodul o N (N whicB) is giatlgr ghaethopacas defimidmbyl 2 Bbaibie | seoondT tpen demérhe
coefficients_of .aatg(;nrs¥ ?g)l ynaom al cpnpri.%rg t he series of nunerical

val ues (x) ardmPRALSeTEY e iiumg: an, wavaifahle; oinpro Mhath somasaessiblg hyhthe
series ®f futdiersiduiekticnl TRl Bes of Yﬂessaég ket T Skef i tahgfureﬁfi{v &ds to
a conputer programfor carrying out the above nethod, to a physical”carrier
carrying suctcmersrthe rseprmsigiyaenwhicly it combitatias) Fahmithép tas &iaatdsyibleof

such a conpuf er.. program 1 5 According to a further aspect of the invention
there is provpl ded a di gital device for carrying out parallel nodulo
arithnetic cal culations by neans of bitw se | ogical operations, conprising:
(a) means for representing a series of nunerical values (x) to be operated
upon, by respE&rRlE BRilisEripe cpmpyses 20segnynorentEndryreléroents, rpdathé isechdwor d

anot nef 1 PR Bl Bt SRHG: 3RS PR bt "

“bitwise | ogithal conpesiahi funsti@nisomeanged hotebnwft t§ heningy ddemdRs The iDY&RAk 0N

may be carrinﬁ_cjd into Practi ce i.n.a nunber of ways and one specific and

preferred enBEUFHEnt! Hieesiass iblongesibry bR binapyelpmpnisfaseix asnslle willite), it is
reference t i 1 ol I C.- Figure 1
Ofish GeREAIRAD VIO AL R MINGS, elac%\{\(gerk; Q%m%in]egted Sﬁgfilrfiﬁel cfrom, the

illustrates the Key creation systemin Tu gure
encryption sytbemsm The lgsirtdod, ifi dou §illecdabye thetrhessaec mapthieqaddsdstRmon-message

15 elements.

t he

The end of message marker may preferably be the same length as the length of the

second string. Specifically, in the preferred embodiment, the end of message marker

comprises 12 ternary elements.

20
. In more general aspects of the invention, the conversion function may convert
; elements in one base to elements in a different base. Preferably, the input to the
function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base. |
25

Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

send to the recipient.

30



g

" Figure 4 illustrates ‘the error correctiog al gorithrrsf;-‘”‘—"Fi gures ? 6N]®?d 7
illustrate the concept of a wapping err ]r; Figure 8 illustrat sst oAlBér
_in which coefficients are checked for errors; 2 6 NOV 2004 possible Figure
9 illustrates a typical prior art pseudo random nunmber generator (PRNG; 10
Figure 10 illustrates the PRNG within Tunbler; Figure 11 illustrates a

circuit diagramfor fqui tion npdulo 3; Figure 12 illustrates a circuit
di agram f or iﬁ%tﬁ%&f‘ he %@@FER%SMBW&P% e anyqrsipn fynstien mgycher diwided
di agram for gpikiith Bl gl@@litycst paRs héh gart fin %p?éefft@tpijeoof J‘%%s?t%c&hgﬁo%gﬁgéter ™

is the brand nanme of the present applicant™s cry gr aphi ¢ dev

toolkit. It eB6Agashthah theupdséiionodl Wl feheé riament bf pho aresgabe enoil igoidehtified apd

non-al gorith cific APLs, but is built imarily but not exclusively

around t he I\%%ﬁ%ég eélﬁé’gr“?ets%ﬁ? Eéﬁffé\)@l‘a‘pjg‘ Swtlltlrhélewp@ﬁ@lﬁérpéﬂi okt the

Det ai | s5may pefdrfadnembbdibehi shei fid Rbaphels a i lye , UsobPbei

Ri ng- Based Public Key Cryptuosyste}n Sg P Bsuhpgcrle%( é’lé) m{lglc?t re ’N%%célsbfnrr]lg

Conput er Sci EREseNaRe ofgeiof he\rositians wikinthabinbk8fa st #6ie. 288; and in PCT

pat ent application W98/08323 in the nane of NTRU Cryptosystens, Inc. The

latter docunent will be referred to throughout as "the NTRU patent

appl i cati on"In Stthsaradgoigeinbin, ﬂﬁpélﬁls@fnﬁl%ssﬁ%@hﬁﬂ@r%%”%" ch&eﬁ@égétgﬂfatﬁghé{: t
ucts, i

Departing fromthe traditional world of 'Big Integer’ based pro

provi des mor BEPMi TR AErARP! pessihle megkerefallingasisindire saidogdrynoni al  ni xi ng™
met hodjpAny bare al gorithm however, is far fromusable as a cryptographic
product. In between a great deal of machinery is 1~ ~ 2 6 NOV 2004
‘necessary. | PreféreblgawihiofthddiRtktiihg, thabliclembi &F thoBieshgd fal R iBRMER9f 1S
superiority, cr'eanrsﬂtsht hat nmuch of this machinery nust be reinvented to Cope
with the al g¥PACHAES AH-EHARUREMENBe @ be s hahds, hngue. naprsertinlaandit of
the NTRU PKCSfifPub} ie&a Ve t ) i t.hi upbkh en.... 1t
outlines the plﬁlobl er?gg {ﬁglgt %negbgg%cgsﬁﬁl tg%)p{g%p@?%%g% tgﬂ?ﬂr%ﬁ?;e@%talwﬁ%s IQ‘?RU
PKCS as a r esfipawind & ¢ fipd nenbeshf eleteats, fram dhexml-aiensagh olambutb| Ehistbed

i nnovative techni in.order.to solve these problens. It should be

under si ood t%%Tgeﬁ;b#%?%?eqt%%oﬁﬁHB%WR/%PHII@EWS atain, Beadenpt pthar mipmnation. 10
are i ndependg@i néls @6 taidhdteAREhGRM d e 1las 80reghingd ¥ Bl dhd é‘ﬁé{oxﬁ% gt ed
conbi nati on. For exanple, although the follow ng techni ques Bre a

cont ai ned wi $1M} flemRRt pf BreanessegeTrAD lVaiquelybbel idrerntined Hmyn diou kol bé misede
singly or in_apy.conbination: error correction, end of nessage marKker,
checki ng mechan sm large state pseudo random nunber generator, use of
nodul o arithnetic, and protection frommultiple 15 transm ssion attacks. It
shoul d Isoclgﬁ under.stood that although Tunbler is primarily built around
the NTRU PKCEPAIMGERHORAFIAT Sdends e 7 pommpatexmmogisa: don camphi catiamy, suebst  of
t he i nnovati chyny : i de | i ion. 1.1 The Original
NTRU PKCS Palf[ﬁg%l?g,a %gell Iﬁlg'gsﬁagﬁéﬁﬁelacﬁﬂﬁ& Wige cSRBIEE Bl ahid To 1 \at et

D representative of such a carrier.

The invention further extends to a method of encrypting a digital message including
25 identifying the end of the message using a method as set out above. Preferably, the

encryption includes the step of encrypting the third string before passing the encrypted

information to the recipient.

According to another aspect of the invention there is provided a method of

30 determining the end of a digital message, comprising:



" 20 The NTRU patent application describes _a nethod faof>the creatiBrh 0\ P04
rel ated polynomals, called the public kb%/ and the private key. It goes on
_to show how the public key can be used to transforma nessage, in the form
of a polynomal, into an encrypted form This encrypted nessage i s secure,
since the task of retrieving the original nmessage, given the know edge of

t he encrypted nessage and the public key 25 only, is far too conplex to be
performed by currgﬁtapf’ AN 1BYYFST sroyerivadisitien|te aghid #fingi me. The encrypt ed
formcould al so prowy : ferring .(or storing) the nmessage
securel y since knovwdgg%gtsglgatiﬁe g?%&gteé%@f?ﬁﬁ %%y%ei’l ows recovery of the
original nessage. the mvetse c@nGriNAMuREA tdkidg ARidpRELPREAL® Sol ution Using
the private key and the encrypted form the original message can usually be
recovered. Wen the %E%ég %MOWYP%WE@TWEit@m@ due to errors

cal | ed swapping or i A5 o]l L.y believed that w apping
failures were easil %g%gt/ﬁe% |e°“\|5§1t°% h aStgﬁ’an rr%ett%gﬂmgﬁd that gap failures
occurred so rarely ttheita plirelitywd eenthscakat abhpul DTRFuaiant appl i cation
51.3, p. 31). It becane apparent, however, that the nmethod suggested for

fi xi ng wrapping fail %%%FB@HH?%Q@&O( Fressr sarkeryehearthpputpaind t hat gap

failure was common enaithnt@onele Sk HaRhhit ot BLALEARL e There uas also

the issue of error detection. Since the person ellltterrp 0 decrypt the
10 nessage did not (Bl giyepvalsssasmdt he original, it was difficult for them
to knoyywhet her t a d,. decrypted correctly or nQt. In conputing
terms, Wz)in ar bi t rap@ t%ﬁ?% a?:‘%ldg&isgl%n{%rompﬁﬁféle&%‘?fé%ﬁe ?IP&H‘@ of binary
digits. The cipher, tha pdasardfaedoutputtiitcowidiepalseNMRM grahent appl i cation,
encrypts ternary 15 pol ﬁg{%m als of a fixed length. It is therefore
necessary to provi dé"d OfE¥ksac marksh and dasrminiig the position mithim sequence of
fixed length ternar ] i ch.a y that the resulting sequence
of pol ynomi al s can %}é@{?}ﬁﬁggkgka%ké@ne?%m?%gﬂﬁilﬂﬁﬁ%e ¥R e, During a .
ci pher's normal use thmend qfengbae ks as attackers, constantly attenpt to
20 break it. Where NTRU PKCS is used, the task of retrieving the original
nmessag d gi ven the know edge of the encrypted nessage and the public key
only, is farThQoecaalig}ehRsdfs AE f IS - TN
foai bl o | ength Sf RIS, chitsdifts B fortH%W%Q{O{dg%tﬁ%rﬁbeeﬁga%tgggg%i idenlyine

i nformati on thhand plithe méseagen cThipechadesslageisad bytahecipispt irdio keyds B%xtract

Dependi ng on_t he y in which the cipher is used jt may indeed be possible
for the att alRePCt BEPHECaUAET BRE CF AROPRRETORFalef dnds BPmheleisgmizke

ci pher. The myipekitiansnee ligk el@lent efﬂhé%és&%egi whal th%xﬂn?or}éﬁﬁm#ﬂﬁé ol éwﬁ%‘t |
g I'ca

this. In sone_instances, however, this can be too [imtin or prac

pur poséQ. Thel thogeawas By dg detsiowedpad tiettpasmoted mesifpe extra@ed NOG2004 f
where it is desirable to send exactly the sane nessage nultiple tines, or
where one wishes to set up an automated systemthat m ght be accessed by a

.potential atPrédshly, laanNFRUc@atRNn RBBYidC Ak hsABS6! ilDQ@m%ﬂﬁleIEHﬁHtrs%HC al

algorithmfor the cipher, but does not address how a real world machine
woul d go aboRFPIPRERS &y PHAY- d Aitinasy glsmentim  [THemone eereralciarmaifgbe invention,
contai ns relgljael Ynd £Rs h i,cs that dem conputers
are able to perform qﬁ"lwgicfy %ﬁgﬂjé%%ggﬁg 01%?%??%%5%?q1%{%nt%%%ent
appl i cahts have, however, devised techniques to increase the speed of this

al gori thm dr ticallly. 10.1.3 The Tunbl er Sol ution Tunbler's ]
i npl enent ati%rg? b(i¥=h NP PKEE tg?iwéeglemﬁ@ ghpheancisess My bhealstemined] and

the practi cajeeoddingdoSte ﬁ&BhﬁﬂRﬁyswﬁiéﬂL{H@Sﬁtg&f of QW RGN @H@ﬁg%@?&ed%ﬁ%&eon

‘the advances contained in NTRU and can even be used I'h other area
cr ypt ogr aphyenddditnzessdggmedrkgrras dens) axgeaind ghompulieng.



© 15 Bel ow are detail eo[:-fr'ifet hods of detecti ng errors an(j?‘correcti ng both
wrapping and gap failure. In order for thé cipher to“be usable as "ﬁ
practical means of securing data one nmust be able to rely upon 2hré oV 2004
“integrity of the decrypted nessage. Using the original nethods described in
the NTRU patent application, together with the detection and 20 correction
systemoutli [} d bel ow, %lhi sis finally believed to be the case. A coherent
“bit to tert THEOREIONHEEHhERENdS0IKS dompyiem] progtanofomidrtyiag ar i giynalch end

of nessage ' i bet ween st andard conputer data files
o TR PR HR, 1 YL aleit B A6 SO 4 F o i Biogais R acjssssaeem
al ongsi de t hesphEsRWaRKOS suohl a whinglteBpopMint, he user to send exactly the same

message nmultiple tines, or to use an autonmated systemthat m ght be
accessed by a potential attacker, without ruining the cipher's security.

20 200452 6 I l.ystna-a. full range .of standard nmathemat| cal
tools in ord%krE X?I?ﬁlfgy\ﬁdéntoﬁ%r %%%Cﬁg%ﬁ%ﬁﬁﬁefl&)ﬁ“ﬁﬁw&bF}E?Eeeéss?rﬁljladteaé‘ nekodmics,
the devel opedscrpptinpmdiiital rseshibRUkdRKESerictpite@BRhatoaprifiaye created sone

seemngly anti-i nwi i ve .or iﬁgi nal met hods whi ch”process nuch of the NTRU
PKCS data at a vast I%CVHEP% &fCTYRIed string to prastuce a tlfiedcitiing;at e conmer ci al

cryptography usi ngy)tdp M}gﬁﬁ BYG tdnvhSid %‘?‘?‘ﬁ’gﬁxtatg}%{ff%nbi ne this internal

algorithmwi th a great "'many nechani sns desi g 88t the ci pher's use
agai nst conmon at t acksiprsmgiaplenliyad elehents k@ setqtdaypayi thb regul ar di gi tat
dat a h?GdI i ng, and a}l‘§o to overcqne prohl ens inherent in the cipher. The
present appl i cant bel't Ve HICN 42U tkingsasigputsdwralistifeved in Tunbl er .

2. Mathematical Ter rdlenpdrys thdscbbid %B%@E(%RE?E}@SL{'\‘%;{H% %gg?glﬂ Tunbl er

versi on, depends on three integer paraneters our sets (Lf, Lg,
L~, L",) of pol ynonidlckmsntsqdariiset tpe apdeteteemitingthaia pluslith of nt eger

coefficients. Note t nee t .be.prime, but it should be assuned
that GCD(p,q) = 1, aérl%ﬁ?ﬁ%it qn\%? F’Ipugtlo\rig%/@nﬁté&b RS REEFABPYSA 8 ger than p. In
the Tunbl er i npl emerdndiof aresiage AREKBRMhYN the skt G ke MRSHRIY 64, 128 or 256
20 dep?andi ng on the size of N. O her ié’@l enent ati ons coul d use ot her

val ues. > One wor ks WiRHE flenHicapt fi*\gﬂ%ﬁtsﬁ ﬁgﬁaﬁttélfpfi theregeivepshlpmoni al s R =
XD, A0 o SRR £y 8 A SR LESR 5y RRLARE 2 7 2 vestor

L' FWRx =L o~F~.., FN_ 1t1°on an in
precisely the sane waat pagidnofior craputpaliinesd Rpraaehthivedfitge Ml tiplication,
however, requires red c%i on modulo (X v-1).  2s~ov2o00~ The synbol *
denotes nul ti plicat iGBﬁO epsageAieakesapd deisrmining hamesition withinven explicitly

as a cyclic convol utthOfirsP&ads 6} an Ed@TEn MR e 111\1|edsage according to
20 the end of message marker: and

(d) recovering the message from the first string.

The invention further extends to a cryptosystem incorporating any one or combination

of the methods mentioned above. -

25
According to another aspect of the invention there is provided a method of carrying
out parallel modulo arithmetic calculations on a device adapted to perform bitwise
logical operations, comprising: .
(a) representing a series of numerical values (x) to be operated

30 - upon, by respective bitwise vectors;



"B ~FiGki +~ EGWk: ~ FiG 79 kel i Tk(mod S F ) 10 It
e

_ _ _ )
should be noted that this is precisely t sanme as usual pol yno? gw VZU

_multiplication except that the coefficients "wap around,' so that %e 04
coefficient of X~ is conbined with (added to) the constant coefficient,

the coefficient of X" "+ is conbined with the coefficient of X, and so on.

15 In practice, ORg fu%m V... L nt ted in.the val of. a polynomal's

coefficients module p oir@tqé?ﬁr#nwaé@f(gé‘s%m?/mg@% ?ﬁwﬁgﬁﬁwﬁ@ns can be

consi dered to be occwotiragni a sedvedriddd 8X Rkt hother bitldf @6n Z-[ X | (X*~-1),
but it is desirable tfo consi der the residue of a single polynom al reduced
both nodul o p and q.oztbeWi MeSors: pedforms a multiplication nodul o (say) q,

the intenti [ JHe £ 11CJ . dul . .Jh t ful
Fules o renenber aHenyaac e HH S rERk BB e o bt OFEE e 1) . 5 o
p)__ (ad+ b) (mod p), (c (mod p) X a (mod p)) (mod p) _ (c x a) (mod p) .

r 22 ~26 2004 is nat. a field. However, the NTRU paraneters have.
been chosenl\ﬁ\/?f@'ﬁ@ﬁ’ tﬁewoﬁﬁﬁfcriwgi@m@xwléﬁﬁ y likely for appropriately
sel ected pol ynom af)SrehRsdIRiNg alsBY&' 88 the? nBmeRed1Yatue ()@moao%e factorisation

domain so, if they exist, these | nverses are uni que consists of all
pol ynomi al s in R witépecaed fpon; by tespenicel bowise vEbere! ements of Lf, Lg and L~

al so have coefficj s nodul but of a predefjned weight. o
Pol ynoni al' s in Lgtez%nflggﬁ%tgﬂgﬁrﬁh‘ﬁﬂrdﬁﬁﬂaf%{‘ SEIPIé@B%@’ctiO@é@CﬁOfgr eci sely dg(1~
and d-{0- coeffi ci erRb wbibf, kParbldiGecbad S 1y Aiifbrtl il apief 1 ©f ents wi th

the value -1, and the remaining coefficients aving t val ue 0.
Pol ynonmial's in Lf arbéd afepshrfdhe spidhaeatord~pad~ ~ 10 coefficients with the

value 1, and d~(! ficients with the value -1, while all the rest of
the coefficients @Jlé)gﬁft? emég}tﬁéseé’.}mf‘hgnsp%qewﬁFﬁeaﬁe?qcﬁvihﬁéve one fewer
coefficient with vakards [X.of Vbt @vbdthend leshlavé sueend AR (x3; YGver vi ew 15
The Tunbl er cryptosystemis formed of three separate systens: "a key

creation system an encrypting systemand a decrypting system This section

brieflys exa”’%’l%?éalﬁ?,chleoﬁrs{ BRSE o h[[l? %g}éé&%’*ﬁrs‘?‘”ﬁ%ﬁ‘é tz%é rs‘l?o%#;?(fvéﬁ%? Ba![ %lﬁt

constructed from a nunber of under processes.

~appl i cation kbestem, bes tensodidhgoahdr drceshargvasedsad ywateptestbd BEethdl @e
step processes., The T%C{T‘ol er inplenmentation has introduced nmany additi onal
features, iyt FRESE SRRAEE dacatiopn skt storagenmeanscadpiccend stPrageampanst t he

three procesga$ bhatRMedso dassleithgd Wi th the help of a flow diagram It is
interesting to conpare these three flow diagrans with their equival ents

fromthe NTRU patent 25 application (figs.3, 4 & 5). In the case of the key
creati syst.e rocess has remained relatively sinple. It is,
howeve?é? in ]Enhg&ﬁ(%a@g%cﬁ%lgﬁ’ glhe ?lﬁﬁ?rlctaﬂaa@?%gf‘ St t@dﬁﬁﬁ‘@ég‘q%ﬁnﬁlf‘f@eéﬁeﬂmhave

been achi evesberated uponie oh modulo 3 and may, for example, be represented by terts.

The calculations may be carried out in software or may alternatively be embodied in
hardware, eg by means of XOR, AND, OR, and NOT gates.
25

The invention extends to a method of encryption and/or decryption which makes use

of the method listed above,

The preferred method of encryption includes generating a key by adding, subtracting

30 or multiplying polynomials having coefficients which are in modulo N (N = 3), using



T 2sNOV200 3.1 Key Cregt"i,on Here the key cyeation systérﬁ is described, as it
appears in figure 1 (cf fig 3 of the NTRU patent application). , gl ﬂghe key
~creation systemtakes in the algorithm paraneters N and g. Thezl) rlg tZﬂ{Mp
used in the NTRU patent application is fixed to be 3. However, other val ues
could be used. 102. The private key polynomal, f, is chosen randomy from

the set G, j i : .as,dgscribed in the.NITRU pat ent
appl i cation 1‘5%(,)(1 %S %%“g&p%ggfﬁqjhg%lr r@\}aelt%ls%’ of° fostacigyp c?%]laa@@&l pﬁ{gﬁgm@ 3.
I nstead of usdmgrisitge th&usetiesdefmuMegioli vdms (Hhendune @fiicEnenbs ARk

I nverse Al gorithm. ls used. 'Lhi s,al@gori thmwas found in the paper 'Fast Key
Exchange wi t ROERPTB PUMRiRgthearics of Turther pumprieal vallesthioeppel , et al
(Advances in Cryptology - CRYPTO 95, Lecture Notes in Conputer Science 973,
ed. D. Coppersmth, Springer-Verlag New York, 995, pp.343-56). It is

possi bl & t haTh¢ heclememsethdbear dwtypeivh sincluties tdimgeC a8Baclig ¢ty 102

and chooses a new f, In_ inpl nting this algorithma process of fast
brefar it i

modul o ari t hRYRENRl Ryipe 1gf Whigh PR a9dime NoAN & Yedsiog a method as
representati gn:i.Sy used: £ S for further detaids). 20 104. As.for ,b103,
except t hat gﬁgaﬁﬁnl\g?ggg gf&fc%ﬁn ézap-‘gu(l%gfﬁg:? nﬁsoﬁtf*ﬁrit. BN SRS BE ni s
al gorithm a griesef suméri¢astlunn@yland sd doeffididts bha Qe@hd palyabiedl Birprising
operations op a vectaqr representatjon is used (see 12). 25 105. Gven an
i nver se nodut Sﬁnﬁrqfﬁé‘fth‘?rtnup?nﬁﬁé@luﬁ @)to calculate fromit the inversé
nmodul oj@ power of that prine, using the well-known mat hematical technique
colloquially called bootstrapping. This allows us to calculate the inverse
‘nmodul 0 g (whTht ihventidmeysha poeels tofa 2pmbuemprbgraimn fer seryimd glo th2. above
Boot strappi n S stthe .24 ~ ~ s Nov 2a4 following principle. If Fis the
i nverse of fﬁ‘ﬁgl&m 3 &P CHTICL CYFYIG SYpl a copten program,nd,fp g daystrese

i nverse of frd@mguﬂt@ti@zéf'sucﬂgéemgutglsprg@@ﬁ@n randomy; in a simlar way to f,
but fromthe set Lg. 107. This Is the sane conputation as is perfornmed in
the NTRU patent application (fig. 3, step 350) except that the factorp (=

3) hasibeen i fo of . .108.. T rivate key .is e .palr f,
F3. 101?09. %ﬁé‘*f%ﬂ%ﬂ? & @é@%ﬁ%ﬁr’%} o ‘%‘ée“BBBFﬁ%rﬁéa Pmr"ﬁ‘ilél %&hglfﬁtgﬁv‘ge for

cal cul ated i carstisy oD paraBel nfudaloy pfiih@titegAcll AR nEUBP | ffans AT HibkisONoS¥at em
is described. as.it appears in figure 2. This shoul'd be conpared and

~ contrasted WERHRES GIRIISH® encryption system described in the 15 NTRU

patent applicationy(figs 4 Lgure.:2, ybok | sed to denote the
concat enati on of @%e 0 Je(():trgpl{egenfg;ngﬁggnéo@ﬁ%@%%\fluafﬁ}g%gf?&ypti on system
takes in the origi napermsisgge, idateapactihebiphvze Rveawts), P, as a (binary) string
of byt wi th an defined length; _the publi¢c key polynomial, h, the

al gori ?ﬁm par amet @Ssmﬁmgﬁar %an‘ﬁd‘,ﬁris?wﬂ‘@bg@%ﬁ‘P?’, ong tiplsaph of theansni ssi on
Attack protection kewuid @0, AN FAKSwork: rRGARPHA es use of
~the SHA-1 hashing function, H(). EHA- 1W?s %lﬁ%%ec?&l n tRebﬁ%cgﬁer nment's
National Institute othczsidswesiogtiratd and Technol ogy' s Secure Hash Standards

Feprosents 1he ackbalSTHHBRGRAFIEE Dby 6idHiry ohpedason G Pofler ypt ed
according to any conggtheenirdst andard binary representation.
25
The invention may be carried into practice in a number of ways and one specific and
preferred embodiment will now be described, by way of example, with reference to

the accompanying drawings, in which:



lvA 25 (,.-.. ~ 6 NO( 2004 202.. If the:cjpher. requ¥es Miltiple

Transm ssion Attack protection, this is h@)pl ied to the plaintex} Sbﬁb"arf
encoding (see 7). For a non-zero k, k bytes of randomdata (K) are 004

" generated, and these bytes are used to seed the sequence generator (see
11). If no MIA protection is used then k = 0; K= Q, but the sequence S(K)
is logically consipdered. to be all zeros. In practice a sequence of all
zeros has no effeEltgPreﬁhﬂ]é‘STirfgesrfg?k?)h@'e%t%%ﬂﬁimnlg Tasntdre d) | 203. The MIA key,
K, fornms the first; ' i r.entry into the ci pher (see 10
7). This is then ?gﬁegyv\g %@ésttﬁéeg%ﬁlg?%%as&&gyt es of plaintext data XORed
with the output ofigttes Slagueecthe demrgstiinaystegee 11 ). To encode the XORed
plaintext it is 'nf.cesstﬁr to cgnvert the binary data into ternary, in order
to fill the ternal$"fo S}%éﬁﬁ%t%ﬂt € BHYT GOREgEtiN deeribensby t he ci pher (see 8).

These ternary di gfj I an . e polynom als that are

t hen processed byFligE%es%k%%n%?ghgtr@eﬁg@g\%\%ﬁ Oﬁgﬁgﬁ%ﬂgﬂrﬁénts remain '

unprocessed t hen Figererfeitmstritergthe erder ar which acefficisntd e chektd PRS SagRssible

pol ynom al and an_end of nessage marker will be created in 207. 204.

Provi ded t hat eno'iﬁﬁ{s’tens remai n unprocessed, a nessage polynomal is

constructed from fFibgrenexiyl t i t has

been 20 exhausted gnd 1 herg{nggscej ai n lli}:fa?ir]%lfogﬁ&tr?ﬂ?esﬁé&t gﬁﬁoﬁ %[hﬁ{eb%%r(l egglanggsa_ge

pol ynomi al, an endR¥Ghessage marker will be created in 207. 205. A rafidom
1

pol ynopmal is ch damultipli the'[&%ﬁ:hj;g key. The product

pol ynoir;r‘lb al is thﬁﬁgﬁggdufq%r#%gh?rg@%@mﬁ& Tal . This process is
cidentical to thatFigbredasitluithed a dirctift @id¥fdRVr a8 onaRRlicat i on (fig 4, step
450) except that fhe parameter p has been incorporated into the public key.

The resul ting ci pHékrepdl iigiasia girsuit diagrasa éxedbtractioninhodwa Bsamhd i nput t ed
into a check hashgbynctsi; | t he message.polynomal using 2 bits
per coefficient, \/\%H%hl?’ilgﬂggfag% apcgﬁgﬁggp%a ?rlm@)ﬁpg“s@mﬁ‘ﬁ%o@ﬂ(}eﬁ'k hash is
conput ed and concatenated to the end of the cipher polynomal (see 6). The

30 output fromthis hash fornms check bl ock B;. f.::.. 26 - ~ s ~ov z 206.
Havi ngl@ncr ybt Betradugdenge pol ynoni al one then proceeds to the next

pol ynom al using the next N tens of plaintext. 207. It is unlikely that the
plaintext data will fill an exact nunber of nessage polynom als or even an

exact nulti phenlergspihesbrapd npwpwé itk ores¢nitapptieant’s. criftegraplit  terelopers’

pol ynom al s fi I sing.th ocess, described in
203, 204, 20%%“‘2%’%%515 ‘{ede“ﬁ&ﬁ(r&ggggegée“g chypGerirhic af%gg%sea‘}?o‘?% BP0y g
conpl et ed usipegifit WePlsntudfs helispdrearipchanid rexcigbrelyd krouhdlithe MECEMPBOE
creat eZ a 12 t?efa end gf rlresaa}%g 10 marker. This marker is included in the
ol ai nt&Xt and® bmno?s Fteloned; he the, Y TR CGerpreationne s Datgils pory snfoand inn
this case thg,gaddnoPiphBSSROSWIBLKE NI il g jznt ssage
_pol ynom al . Tﬁjg I gstzp ol ynom al ﬁ%@%l%?@# %“%\ré’e}f”%@é%?’f‘g’?{%@fsf% PP ,
.ngcessary. 1BuAdgsediHectue Notassisaenpotry Sama 1423 Spasgifetigt Berlinagp9os wo

nessage poly lal S).. contajning the last. in pl ai nt ext nessage

pol ynoni al ajnw%é earlllg 8*%%2%5’%&8&?’8? @}IOQr@PW@ﬁgr%tﬂgd namet f N

manner as al Cryptdigsteri®IHAYThE UieP QG Reht wild Be ré@ﬁec?f&rlﬁﬁhgﬂﬁ.ft'ag RRINERGN

encrypﬁgd pol ynom al gacked to fill bytes, but wmth the 20 last 1 nconplete
9 i @

byte ( 't RAGNEERDICEBAD] eted With zeros, followed i mediately by its
associ ated check block, forms the encrypted nmessage (ciphertext).

This algorithm represents a breakthrough in cryptography. Departing from the
traditional world of 'Big Integer' based products, it provides more efficient and secure
systems based on a polynomial mixing method. Any bare algorithm, however, is far

30 from usable as a cryptographic product. In between a great deal of machinery is



~ 3.3 Decryption Here tGé Tunbl er decrypti 2 system i s(‘faéscri bed. as it

appears in figure 3. It should be 2~ corrg red and contrasted w25 N 2004
~original decryption systemdescribed in the NTRU patent application (fig.
5). 301. The decryption systemtakes in the algorithmparaneters N and g,
the ciphertext, E, the private key polynomals, f and F3, the error

The process Sressrgatnd sl SPRTRY boumiat stk ngidhnarionee ol s SHhertarfi o 3
the symbol i measethat auceadhis hivhirkeNgatieRatihomed eQ@ihEtﬁ§ S1gbRufist her

side. 302. i is a counter used to refer, in order, tO specifti€ encrypted
polynomals. Rwll contain the decrypted plaintext data with the MIA

protection stytd j .. 30 Each encrypt I ial a its

related c hecf(ﬂh%osl %%Eﬁgﬁﬁ&rséﬁ%gsﬂfer %%9'2%%3@%%% ODC?%tﬁBW W%ﬂlﬁ qgey

reversi Ag t h€rpsokisten)sequimdeyisiadhinbl@0% odilndOthe Fb8 MBS i%ces_riﬁl
e.

mul tiplied by the.private key, and then bg the private key invers iIsis
i denti cal t o tFRPHPeYRPlaBsRt the NTRY RieS MFRUrgrdtveortd apyplogmmhicotvolfang. 5,

steps 570 andy 580} ho®XeSRIed : - . of the. first |tipljcation is
recorded in c)gge P oY Theas eLEQ%lglrlg%rn&g?eﬂé%ﬁﬁeesclflio(%?rtﬁgolvgg‘gge &Oh - i s made
of e; and b;, in the sane way as that of e; and m in 205 (see 6),
treating the _decrypted polynom al b; t he nmessage polynomial m. This |
hash i s compr Bl b ndRE et iatinen of B dekovshie ietiaupsuseHavisvia fumifier
error qorrechicqRddpeatint bPeRE BIR LAY & ' ' ych, hashes may
need to be cal culéz}f@ed usier:1 tohe garre(qgt?ge?%Q%@?@ege?ngp%%tgag P%b%ﬁaﬁﬂ?- to
record the staxexaple éthhughhtht deldaviop tahhiguearetdilecdntgintd withia;the preferkelf or e

the input of h;.,,306.,1f the transm,tted check bl ock matches the hash

created in 38§njtbhegn§?l?1oémag%0(§%%’ 68‘%%%“39 - sipely jog incampcembinstionie B9 nal

i " message pekaotion] @ld of FbSatehriek {hesss mﬁﬂ%np%%@&%eaésﬁu&egﬂdgﬂ be
is 2~ perfornmed Th sets

converted back into bits (see 8). This conversion

of 12 tens. BempberTiggngipiors giseenf Bodvier sritimamnyend spoetsonf frad bhilsiplent 0 a
subset 1@f th j: S terts. Wien a.set of 12 terts is a.nmenber
of this 9subsgrtEl [PS?I?&#Q{ %ztaa?gge’d If%hroq-lgdozﬁ%/oe}?es?%q?rss%occﬁthiamlg‘oﬂg}ﬂ 3 }lmg{eﬁésr pisartly s

not a conver beilt setndothe MOTRUIRK 08 talgoitiefdasofet oS 5200 FOR OB KGH ag §&tion) -
28 2 6 NOV 200@{&08. The.terts are converted into bits (see ? and the

result is coMOstYiaT BoYHIVR teqRnauephavegupaeh widst apmligatien.i ng (representing a
sequence of bytes). 309. Having decoded the previous polynomal the
decryption systemthen proceeds to the next encrypted polynomal. 310. If
the transmtted check bl ock does not match the hash created in 305 then the
decoded pol yhdnihe Originali NTRSt PKES Rutenti appllicatibm nessage pol ynomi al . 10 311.
If the optional error correction is active the error correction system
attenpB§ to TbedVRU thatend repplication melssaies pomyihodi fal s eratidn of two related

polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
encrypted form. This encrypted message is secure, since the task of retrieving the
original message, given the knowledge of the encryptéd message and the public key
25 only, is far too complex to be performed by current technology in a feésible length of
time. The encrypted form could also provide the means of transferring (or storing) the
message securely since knowledge of the private key usually allows recovery of the

original message.



" 312. The error correct’"on systemw | | report back it uccess. it is
successful then the 15 resulting b; (a di I8f erent b; fr om t hat cab ted in
~304) is accepted as the next nessage polynom al, and the cipher ogt 2804
as normal . 313. This point is reached if an error has occurred and has not
been corrected. The ori gi naI pl ai ntext cannot therefore be recovered. In
nost cases tqug} i i s 20 discarded at this stage. This is because
nost uses of CPB’cﬂi “r%mvvhol e intact message. It is possible,
however, sinply tqQ record which bytes of the resulting plaintext relate to
the current Wk c‘@cﬁ“‘ﬁéﬁs keigand dleyarsrriptdd, fosial phe origihsigae 308 candsadptienue

mesaags ol yroe & T B T bee et 5s Pk aRR histo pamgsebet voppre.

terts indi catoesgapn fahdenf It meas gty K Blievl | tthevyl‘ L are
converted to bits and concatenated tg R Finally t a?ﬁlﬁ%béaﬁﬁ%?s%ﬁt gééﬁ) eted

using tHe endcEVFeRBESHER an@&ﬁameﬁmd(mﬂetha@gap Tilusesnenpurred) so meretyh ehat etigyval

of sone of t i i Terts that t yet been converted"
are 30 di sca?%ég &&08&%@ Bﬁﬁm pplicggion (§1 rs]f sk agg) i$ RUj RECAmE psFitext
data with théowwerpﬂlat metmemocsﬁuggbstapﬁlnm W%Ffﬂgrfaﬂurk o?aéh?ﬁlefd%%h%& MIA

key K. These are used,to seeg_? sequence generato
protection i SNUEEY ARLERaE eap dailye 'Waé)COBH”{lOIt ﬁ@)tgécfe\@rﬁfcet l&al@llt}’ slgnﬁ"glanﬂjrl y .

considered t nce of zer os, has .
ef fect. Thi sqlhgﬁ n\g%slat%gﬂhgzsr%étg ?‘J;r\(gc&aege%g?%]‘?ﬁ SPS{?P’E)&?&?WH}% 1§ deFript H‘/QCRed
with Rli0o pr masage Fid s@eisually. pa34:8s thEhveigired,dy enedirphudl Bf 8%k @atdw whithe

bi nary strin enting the bytes of the 10 actual nessage. 4.
Decodi ng Fai | Sé%@ a?idrﬂ‘!réryggeé%ﬁﬁ?t}'p%%ﬁom al is decoded using the NTRU

al gorithmthere is a small probability that it will fail to decode back to
the original nessage polynomal. 15 To decrypt the cipher polynom al a
usi ng the pril¥geBPREg termyp pe aliitrary d@tarrlﬁ:llatlean arbitrary léngth @rihgod bihayy dighteosi ng

the coeffici e .nterva 2+1to /2. Treating a as a
20 pol ynomi aﬁ%% Iﬁlfe f]a[ edgétsa(?rkbfgepft %P’éﬁp@f Ojg]lqg nB@%‘ggf@Pg‘Eﬂnyﬁoﬁ‘icﬁthéé‘ﬁﬂ%’ual ly
be recddered pblynmmﬂmbf 8l Engdk."Bds @]ﬂerefﬁf@ﬁ@cegﬁr}‘ o FR)@ dené/ %e%l?odo tNhIch*

nmodulo p ( F" nod p)). 25 The polynomal d sa
f * ~* h + ]tums ff*rfif(’t ijlt‘) a sequencepffixed fangth tpruary pblynmr(:an;u;ch a poay-thatn( rmd

a) the resulting sequence of polynomials can be turned back into the original data file.

During a cipher’s normal use many people, known as attackers, constantly attempt to
20 break it. Where NTRU PKCS is used, the task of retrieving the original message,
given the knowledge of the encrypted message and the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.
25

Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations



~ 30 2 & NOV 200g Consi@ler‘ this last pol ynqgi al p~ * g{?:‘jf *m Fo _
appropriate paraneter choices, it is posSible to ensure that in él&rﬂ@ﬁ]‘zgw.;
_every case all its coefficients lie between -q/2+1 and c//2, so that it
does not change when its coefficients are reduced nodul o g. This neans that
reducing the coefficients of f * a nodulo q into the interval from-gqg/2+1

to ~/2, s re ; : | ] = p~*g+ f * . Appropriate

par amet er chg?l\égeg'ﬁ 1%3?52%2%&{1%@?;@&{1?3}1 eta#iaé‘ge vg]leﬁséige &&lmrpe(ﬁm(%ﬁ%w CH-E~, w
defined in isliEheo $edwprn nhtesmtedalsten thdt uighttR ALBEEHy § PRREARALIK.PN Of
coefficients in the polynomals g, ~ and f are zero. As a consequence of
this, the probability that a 10 coefficient in the above polynomal wll be
cl ose to zer ghheNTRES : ese val yes also dictate how many
possi bl e pol ynomi al s ?%{é@?pgp%ato Vé%g%[ye? ;t/%e&lg%rr? C%lir?i@é’rt@%‘ghﬁw %sl?eé’c]?‘i‘t_ve :
the ci pRer' sdswot pddressshow f raahesed visdchies varudd baaBsut@BEUEng HISERMHM. be

t oo many posihblteeov? ues Ot}’%l{ ~ and I for an attackér to bé abl € to guess
their exact vATUEOrsical $lggrihey containg wstatizelytipestenstand employsanatbematics thas -
smal | that thederm &niiditeks areCHaNG f . flci.ents.in the above
pol ynonial will Ii engﬁlt si de t he repaetrr\ﬂg%ghqg%ﬁ %qg/lil%{’%gi e JBERFSTY of

the ci pher wipplicsels dopriomesed devibel pedqutsan inheieate ysed JfnhifWYREmIi ve
a probabili tXra?ri 2RR/ oximately 1 in 10000 that the polynom al 20 p~*g+ f.*m
will have a coeaTtlm ent that lies outside the range -qg/2+1 to g/2. This
means that the value of sone coefficients) wll be translated by t9 during
the fidft st&p Thedmaddengolationwi | | t herefore have an altered val ue nodul o
3. 25 31 ... 26 NDV 2p04 Exanple Figures 5, 6 and 7 give a visual
exanpl e of aTwmaRPisN{neler@htatii h olynem al f_ * a

t hat has been reduced 1?10 the'ﬁagdsf{ %;)egsl\ig{ﬁageﬁfg% %@gpérrgggléa%qg%fe?ythe

coef fi ci ent sthgpesticd nd dempraetide) Itigss cpitaiced natbhedfyidvs tetleliqids Ratthailt bai r

val ue (betwe .Thi s i he .pol ynonj al that the decoder w ]
recover hal fﬁv\gfgy %@oﬁﬁ%ﬁti“ﬁg ﬁlelgi%pnaé‘d'cﬁ?éﬁeé%g? uspdn gihey A ofl cryriogieshY.ay ed
using the | eash siposligrocgsingandletgngltagses, as the sinplest reduction nodul o
- 10 power of 2 in a conputer will |eave nunbers in these classes. In
order 3 recover the nmessage the polynom al nust be shifted into the | east
absol ute resj - + 1 and.q/2).. ver the current
form of the %glié?n%rlﬁnggtlﬁﬁ%g{% t Ogggg\c}%tgétaggeeq%afn%??n%cﬁl@gg’% YroPER 4S8t are
most |ikely faglure &poidec dor tbe kipheatcebe odabReiseslptaeged] hgdant Bf thariseAbh&mel t he

pol ynom al . Thi SLZANe is highlighted on the 1 ~ (%r aph (the area marked as
501) . must be able to rely u on the mtegrity of the decrypled message. Using the original
methods described in the NTRU patent application, together with the detection and
20 correction system outlined below, this is finally believed to be the case.

" -
ol

A coherent “bit to tert’ conversion scheme works in conjunction with an original ‘end

of message marker’ system to interface between standard computer data files and
NTRU PK.CS polynomials.

25
Tumbler contains processes that operate alongside the NTRU PKCS and which allow
the user to send exactly the same message multiple times, or to use an automated

system that might be accessed by a potential attacker, without ruining the cipher’s

security.



" Figure 6 shows the safe polynonial as in h gure 5 exq:"pt t hat |t has now
been shifted into the | east absol ute res? ue cl asses nmodul o g. ?32
~that was marked as 501 in figure 5 has now been split into two an ﬁ@ 004
mar ked as 601 and 602. The 20 coefficient that was marked as 502 in figure
~ was just above the g/2 line and has therefore been shifted dowmn by g and

now sits at the bottomof the graph (marked as 603). This is the form of
the polynomal that will be convoluted with F3 in order to recover the

ori gi nal messegeeipak ynayiiag a A5 rﬁig@W@taﬁdﬂﬁ%ﬁﬂﬁexﬁﬁ'&aﬁ%d’s"ﬁi%r‘aér Rfindthet T~
m relatlngtothe poI nom als graphed in 5 nom a |snt
reduced modul°®tHILgelufion;fer pepesingnte NIRLE F&RES cihendarehmpéﬂs af Tuhdbéertsn

wi thin the rapgey t polynomal fromfigure 6 will be
an exact natch. Ifﬁégg%ﬁfgeﬂ‘%lﬁ%ﬁﬁe@%ggc %:4 SORE $SETIRELY @htiy tﬁ‘&&iﬁt ORgipgly
Thi s wi 5 happethodswitiith @mpesemucabettﬂaa{m@mcmﬁhﬁ@évasﬂ?u@}éakp&}até 30 very

smal | fraction of cases. In this exanple the coefficien ed as 703 lies
"~ 32 2 6 NOV 2004 outside the stated range. This nmeans that the pol ynom al

modulo g i s pot ehe” el Ennell GuPll i i IR HRES is 701

has been vwam&e@lssh@ theoRdeid AN ifiliee hIBAHNN JHOW Brcle mddy hichRRMAN!

that there exists sonme neans by which it~is possi r _not
an error has designed éd. protest plod gipdietr'shuse agauistl(?zwmmﬂﬂnatth@kst he RRsTdRt o
whil e tlbe pol ¥ om al and f_ are known only to .the decoder, so it is

i npossitbl e t& di¥ Heigitalydagpi hﬁ@dhag,l and elish| too ovarconietpect lengs

ifallure i nvol. e S sort 10 heck h t confirns the
integrity of ' lﬁ%e%¢@giilﬁ%a ]9%%& %Pf%ﬁﬁmt ?@ﬁEF BH s/t %tcfiﬂi/&? itBi§ Ipsoeesss .
Such a check athicgbsth TaGA3Sary to prevent sone fornms of attack. The

mechani sm enpl oyed by Tunbler to detect decoding failure is detailed in 6,
and | ~ the neans of correcting these errors follows in 5. 5. Error
correction W.appi n errors_vwere a recogni sed problemat the time that the
NTRU ci phei wea sl ical Tig plagynt appllcatlon 1.3, p. 31). However,

t he royti ne g for 20 soI Vi ng was flawed, and did not correct
nmany i Eét anczfggo]f%%%r%gp STRISYPIEy (A hl%hé[t Hﬁﬁ%aeﬁswpm%an@hpmtm@e tipeger

pol ynoni al  aphiaeinead RAY4d Fouretsi @l €. OF value of the
coeffici ent tphat wasg\l;giqr)lg i ncor rec(t*y W%Z}L’"«%EP@ E ?gf\h/\géee o gvrf(%er ed,
and di d not #hangy-1twigh m¢g¢eceﬂfﬁan19¢s dﬂotbhhatgoafchmeﬁhﬁ@t baheimd, hey ivebeald

reduced nodu ofte aused a coefficient, whose
val ue lay at Ibgégs’u lgﬁft}?%teq&@tﬁ ‘iﬁﬁaé Haf‘&aﬁg’e\&’% Bbb’rla%féﬁfr@élﬂpyln
where previousd Yutibies 1M@wn£knfﬂﬁbnhﬁlé/ﬁoﬁﬁﬁg'r 5 ednd EhQSVHO%HEIﬂ)HQGQr rl% or 256
correcél on that was suggested also failed to correct an error’ known as gap
failuréd Thi derradmeonihenizant Vndherdoplgmendgjved coddfusé chertaliras a val ue
that is 33 2 6 NOV 20D4 at least as close to zero as a correctly wapped
- goefficient of the same sign. This was not originally considered an issue,
as these fai Dmleessonlmmthmahcglﬁmgt@f foencarelr ekl poBmBmidls ggaa 291r]|/(wvg)cggl
actual l'y occu in ever,- ten mllion polynom als,

sufficiently® f‘? teoRB‘é” B Miristed apy ppiyngmiad o R sattoons .

N-L

F= ZFx—[ |

25 Addition and subtraction in R works in precisely the same way as in normal

polynomial arithmetic. Multiplication, however, requires reduction modulo (XN-I).



" The principle behind fimibler's error corrgction systefis sinple. If there
is an error then find it and correct it. “the difficulty is that there are N
. coefficients which, viewed naively, could be wong inl0 two possik 5FWEW§MU4
(when treated as nodul o 3 values). There could also be multiple

si mul t aneous errors. Checking every possible error is therefore equival ent
to trying out every possible ternary polynomal until one works. Due to the
nature of the cipher this would take an unfeasi ble amount of tine.

Furt her nor e, THeeyRILOPF dERYteRlultBNRRIIAME decoding failyre,
but by an error |n_transnjssionﬁ%r a dey@ﬁ@?ﬁ?@ﬁ?aﬁﬂgﬁgggéﬁﬂﬁﬁe a ﬁ“g
attacker. ThésFehglietongelution produst, based on the fact that not all possi bl e

errors are born equal. |If one orders the possible causes of error from nost
likely to least likely then an extrenely efficient search can be perforned
for the3caus¢gotG£tRe error. In practice the 20 nost common cause of a .
decoding failure wll be the cause approximately 9999 errors in 10000 (for
t he paraneter choices currently used in Tunbler). Recalling the cause of
decoding failype in 4, the algorithm paraneters have been chosen so that a
certain polynomal's coefficients are al nbst always inside the range 25
-g/2+1 to g/ 2. V%ep they are not within the range a decoding failure is
said to have gccureg.~ The of a coefdficient falling outside this
range is, inIgfé&g;pgf;ﬁbahgiﬁ?ﬁﬁNiﬂﬂdﬁ_p@ﬁidgpynoniaI. The chance of tWo
coefficients falling outside this range“gfﬁﬁfﬁdneously is less than 1 in

| 00000000 per polynom al, and so on for nore sinmultaneous errors. Also,
‘when a coefficient falls outside this range it wll al nost 34 c~~r 2 s
Nov 20 al fall outside by only a small anount. The greater the

di st ang@, t\r@yﬁ’@gg‘ bs R%"F@ t\c‘j%f tﬁé 1 RECisglyciberspmeasritsugli nolyroanipl multiphisstion

di stance out gk&lat (e tha ; C 0 kGl ent ||s just
above this rar_létg it wl F&gfémg?{gpg?ﬁéﬁﬂﬁ%&a?é% (g eff]ii léerﬁroaf e’ F\Rﬂlg’ﬁneél

coef ficient Mafhl(@ddagsto) b epmstant soefBrige, the cokfflcidne ofxAD P Gohdiddacwi®bhe | N
the first ca 1SV ewll be qtoo small, which nmeans that it will be x
too snal | nngﬁﬁggﬁnVﬁ%ggmgk?gnthe smal | est positive residue of g nodul o 3.
In the latter case it will be x too large. 10 This provides a sinple neans
of finﬂing the error. The values that lie closest to the top and bottom of
the rande - qMECHSS, groisawpallyiateresied ia e waluecrfit polpmaninidlenefficiens redulct hei r
val ues nodul by, eedi; r ting X, (dependi on whet her the val ues
are at the bgtot?gmﬁlor tog&gg of Eﬂé@élge%%lém? g%rbg‘géf ‘i"%é‘%\}‘jdq‘%l@ FECH NS 18 RHENES t he
same graph aZ,PA4k"-ih of iZ{KES-espl Aiinesitable & conbhtRr WL Beshitr QUPLingg t he
line g/2 is hi@hligﬂtgp %gg rked as 80l. The coefficients that [iewithin
this area ar BOYREBHECUEFRPO MY ald gely to cause an error. In order of
their proximty tothe line qg/2 the first 5 coefficients are | abelled 802,
803, 804, 805 and 806. The nost |ikely cause of an error would be the

coef fi dlent NéherethegEaidmmsi puitiftatial uedulvagsaysg xthe datestigd s toTRidacd $he
exactly the err reHQaH)m?s described in the exanple in 4, and adding x to
this coefficF%ﬁwmsnvgfﬁglh%uld i ndeed correct the error. The exact nethod
that one should enploy to correct these errors depends heavily on the use
to which the_cipher is being put, and the platformupon which it is being
25 i npl enent éHere AFe Beapsfud relbgyoriemembeswhénedudiet owdulbhe ipregedise of this
method is that efficiency can be achieved by making nmultiple correction
attenpts as fast as possible. However, 9999 out of 10000 errors will be
correctad 0”°tﬁﬂnﬁﬁﬁﬁu‘ﬁhh@@fﬁ=(d¢b§§n9égﬁab|y best, in terns of speed, to
check in the shortest possible tinme for e nost likely error and only do
t he work necesdafgiod gy xedmodm)} mpd fe= Gearptmddp)t hat first 30 attenpt
fails. | .~ 35




-~ 6 NOV 2~~4 Since thé’.?'errors are only occurring in tdie order of once in
every 10000 pol ynomi al's the speed differédce will be small on avgr and
~will only be inmportant when constant flow speed is an issue. Thefréﬂﬁydmﬂlr
descri bed here does have sone s advantages. G ven appropriate G tables (see

below), it will fix all decoding errors in a reasonable tine. After the

first few st%p.s t he 0{ jnal data _can be stored in a very efficient format,
and the ori gfrianohd s We¥ETa s HR Henpeametiess hef @ beeacthbsendgaiich a Faguhe 4 i S

a flowchart ¢fist oY . ction.al gorjithm No equival ent 10
al gorithm wag 1%%2%&1‘?%&@?%’ qtgkggprﬁ%ﬁ?eg%%eg%%eﬁ%%w‘gﬂial%ﬂ g]a‘ﬁehlin?rﬁ?so‘%&\ﬁ]ts is
desi gned as aucomntEtpdation dombhia sb) iGwehakist, Bese iiRiRgakhgidecodi ng system

(see figure 3). 401. The error correction routine uses the algorithm
paranmeters N and g. It also uses the private key inverse, F3, but not the

privateskey irt s@hfistsb? afl -actj on -hevel:. determines how far the error
correction routine shoul %g@%ﬁlﬁgg{g%ﬁ@ Cé)g%:ﬁé:}e %Plrog'@{)ipoﬁg%@%@ Ogéﬁ-lzero, -
or the errorandrlyedtd bavercosfficimtsvastido pevararbare Reffnes e t.ilfbljfrﬁ-])%iﬁfsrs"
pl ace. Alnpst all errors are fixed very rapidly. The.correction 1eve '

al | ows one t 8 £oftd &b Afolpimed taihnve mespecivelye ptdvite]yad,(8) amr 4(¥) dosfitieng 20 -
cause ot her tF fajlure. arbitrarily high correction |evel, when
t he cause of %‘ﬁghgsg@geﬁ’ﬁ{fﬁ% a‘?‘?@% § ?m%\b‘ﬂﬁhth@a‘@g@ thang the earsainiog
continue for casffigieRtst 1R hibig | BB G%alie™8: PARY SIS NG 8L, e exLr enely
likely to be corrected in t%e fi rasterT?ew t?rgﬁr(rdlpgsfh %ta?% sd%flﬁee(fé(? g}age ible
to condPude ceafficigus sithythe vatuet lhend HANR@ cobffiienet withdet eieed] QIKIRT ali fie
negligible a failure.,of th ol ynom a] . to decode is nore likely
to be 25 cau%gtd&#l})ﬁ}é 83‘;@8181%8&1‘%‘1(%@? VB’t&‘Sﬁr f]éedgcgﬂ?‘?lﬁﬁlstlﬂéf hgvgwepifesesron of the
nessage. Thecedfitietwigiviledt | BQ1IbAHRSn tdbd iRGeld))f. decoded nmod q pol ynomi al
a;, and the cipher polynomal e;. These relate to the polynom als used by

t he decodi ng system (see figure 3). e; is only used for creating the check
bl ock. It iszpogsi 0 avoid repeatedly 30 inputting e; into the hash

i nstance by %;R‘?%Ir&&n%—the state of the hash function after r i 3 36 ~ 2 6
NOV 2QD3 i npThé Tagbkr cBMebsyiem i§ RirdeRion thrbsehRizs g o ew
hash instance, when a new check is requi reds.e&JThee %%fr%' Eka’s%’gg@%“n%tsﬁ?gt ed
from exper i n¥hEREYRSHELaten augvis desnepting spgemr GThis beetion deefly axanhineheacarofi ng
nunbers of cQOGUES rrected at vari.qus depths. Since al nost
all errors afrag cor%g %tgélg?%gtﬁ@%@%wﬁc RS CWC{e et ap ‘é”i’fd@élFSW%ues
for this tabpmectsegsond the first couple of entries. Ipso facto the exact
values are of little Inportance. 10 402. The corrected level is sinply a
counter used to conpare with the correction level. The value j is used in
conj ungoi on Thé INTHE phll Hpficatldn hakl; he Gis clrrent!y being
used. 15 The val ue of x tegplpl s one Sbvﬁﬁu%%ﬁxghvg?%g&oﬂln oarsrvglaftﬁl?‘p%rqﬁiﬁﬁ)éd
npdul 0 g, hatrdsedep atacessesl HudThmbRr imdbremegmtﬁenaials)intrdcfucwﬁ;a\»iﬂ' d@difbnf) from

f._t_}le NTRU patgnt applicatjon i s chosen t sonet hing other than 3, then x
will be cal cﬁeflgé]fegd%?z“ = %%B?OC%G?:&%SF&H%’?% %F)Fﬁ’éﬂ?ﬁllﬁq‘te(?rd@mhd)fqthﬁéh@ﬁs to
shifting it pidtédsdshbelbagt dcaBSIMIULAL MBS IHEe : tre d zero).
It should be noted that it is not necessa yoféaﬁjﬁﬁléﬁggﬁéﬁgg-%ﬁg‘% mgéoql 2.
| nst ead one wwenaE these tth@er%wgsimgr&ns ovithl Zhelr equivalents from the NTRU patent

25 application (figs.3, 4 & 5).

In the case of the key creation system, the process has remained relatively simple. It is,

however, in the key creation that the greatest advances in efficiency have been

achieved.



"403. At this point a Ki'st is created which will order(‘t-_he coefficients of
a; by the 25 proximty of their val ues t @3- g/2 and q/2: |If values_exactly
.equal to g/2 were wapped down in step 402, then negative val ued 2 5 NOV ‘2'934
coefficients should be |isted before positive valued coefficients with the
sanme absolute value, and vice versa if values exactly equal to -qg/2 were
wr apped up. | e exanple described in figure 8 the list would begin with
the coeffici é‘ﬁti‘gﬁya‘géﬁalr{fgél 802, 803, 804, 805 and 806 in that order. It is
possible to 30 record only the distance of each coefficient's value from

the edge of tH&e thh®y srratinmeystern is 3gschbed, 261t NEMaRORAfipite Vel A8 J bEEl -
The whol e vahggry e as it nmakes it easier to follow the process.
404. After bel ngUﬁ)g%gg%)ﬁ%%ouﬁo 3, the original nodulo g polynomal a; is
no | onger used. 405. k is initialised. This will control the nunber of

si mul taneous errors for which a check is nade. To begi-n with a check is
mede for onel0hcdiedem groatiamppedernonkés i eint aldbBitd Gpardiedters ONCatReSTHHNe
current dept@aﬁ%{x\f‘%i chS he(igs]é&gﬁgl d be nmade fromthe table. If one 1s on
the first row of theé 13618 T BPHgPrphetieBuiseitgdgalte St ddewenter,dsherh 0.
It shoul d bevaRteodldt ukdd. @ value is no larger than the one for the
previous j then there are no unchecked k-tuples in 407, and the al gorithm
will skip straight to the next value of k. 15 407. The al gorithm searches
t hrough al | tlpf kfﬁeu%‘% %f coefficients wth values that are no nore than
a certain di Stance aWay§ rEmPPromiak: /. i rhosspirardamly  feorg dhe reti fre twhidheisher
there da0e anyepende @sV] Rfdesdripad i e ) k-tupl e that
-has been checkﬂ):?jl during a searchu{;?%gﬂgﬁ% ?{tgétﬁggﬁﬁﬁe@?%&ﬁee rechecked.
20 408. A k-tuple of coefficients, whose values all lie within the given

range, is ch n: I st yp shoul d .be distjn¢ct fromany k-tuple that has
been chosen gtﬁgaTng\i}?%rg% OlLft}e?SatcigBﬁatﬁfi PREUG) dorastsarh °TH§n%athe‘g€U@hdqaﬁe

chosen k-t uphdgaitbmt’tbainpld effiednt NIHORIRRGH 818 Os Jsd el
m s- wr appi ngforrugl%uj ow%. 25 ' 409. Using the altered a;s, Staﬁghgeac%oglﬁiﬁlg Vgar‘o’ocess

i s conpl et edOWMon WECPRRSK @5 nette Erafiayee withe EHéntict Gervdeored’ pol Biohwidal

and t hesci phegy, ngm s [ ri 0 ~ 6 NOV
2004 411. Ifgt ﬁ;gg }f érg't ‘2’3%%’9 ‘{?”2’2{ "ﬂ?@é’%g h"e{ﬁ%t{% ?ﬁg&aégéfﬁff’eg’g% i r@%ﬁ&r
decrypt ed poPgimere H3, ed1D. Copyeerpoishs i SpkRok- Ve ,We'ﬂaY&thgjm,e?pleggﬁgy)s_tﬂe%, t he
search is now e tleeg%gg}t.o a greater possible distance fromtq/2, 5 413. The
val ue of the? ?Sﬁﬁ e ¢ mﬁ‘c‘)rs'gﬁl‘?)aéé‘of FEstd Eptiis easevgiiedRtusrcosiNdwind chbores a

sear ching fofewry &f Eﬁﬁlemnﬁnétﬁiyﬁig%ﬁiﬁﬁ a;é}gﬁgesg "o & r}{«?ﬁé{ﬂ?e 8ﬁ{}¥tgéti[cﬁtilﬁc§#2ﬁ ded

counter that records how far has bDeen se inre
10 extent of PaREelddenrertions on avednerprsentdiver & Bed(sob i DEos FyrtE? details).
econonpgal means of

) 104. As for 103, except that the inverse of fis calculated modulo 2. In implementing

this algorithm a process of fast modulo arithmetic through paralle! bit operations on a

vector representation is used (see §12).

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse
modulo a power of that prime, using the well-known mathematical technique
colloquially called bootstrapping. This allows us to calculate the inverse modulo q

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the




“achieving this than having a dedicated cqunter. 415.£At this point a check
is made to see if the corrected | evel has“yet reached-the supplieg V 2004
~correction level. 15 416. If checking has been perforned as far & QINQ 00
correction |l evel specified without having stopped at stage 411 with the
decoded polynonial then the search is abandoned and the pol ynom al remains
uncorrected y hamnr m correction level this wll still
only occur %fhéb 5?18"“' g lég}lfs@%?r?ﬁp Srrstuln mgoweia mong panhaeodiiig
failure. 417F2thbtﬂﬁnﬁa§§§myh&xﬁmﬂ§%r of sinmultaneous errors for which the
correction procedure is to be perforned. 25 418. The rows of G are zero

term nated. Wien an end is reached, k is reset, and the search is begun for
a singleton a| n. 419. The al orithm noves to the next row of G 30

The fol | ow ngﬁéeﬁdﬁrﬁ ‘*Eﬁ%}iéé’“rl%‘%@ém pay o hdw fram thasitd,G i s used. 39 .
~ 6 ~L~3%$~ ~~' 6~ Exanpl ea; 45 - 117x - 127x2 - 45x3 -117x4.5q/2 =
128i ndex val ue sign0O 45 +1 117 -102 127 -3 45 -4 | 17Index 2 corresponds to

the coeffici &t Wit is bheageeatupstatiabasivipaforleddn tH&aiTRUO&&édthpﬁﬂéa%oW th
ute value and the sanesign, so it Is

indices 1 an e sa

conpl etely a& et a?%%%@ eé(ﬁepg&at?ﬁ'@stjé"tt)% (5 &) has beeineluded forpase athser est of t he
exanple 1 will be listed first. Indices 0 and 4 have the sane absol uteval ue
and different si assum ng that one uses the range -127 to 128, 3
islisted firk{8 ifgﬂrfl?élvﬁfééﬁgyﬂ&thgpmrﬂéﬁjr ng will therefore be {(2,-127), —
(I,-11y), (4,-117), (3,-45),(0 45)}.q =128 = 3 * 42 + 2. Therefore x =

2. 25C0nsrder the sinplified table G~k =k=1 k=2 k=3 k=430j=1 3 2 00 10

1~ j=2 11 11109.ChepaAblldkeyl h5ndY therfbelGublizhckl Thiéfacheln MR ABRY, EE)E/'IB 101, abl e

i ndi cates the best order in which to check for errors at “an age the
error is di s§8vEr ed ?.nd corrected, then the checking pr ocedure wll be
st opped. nerypiion

Here the Tumbler encryption system is described, as it appears in figure 2. This should

be compared and contrasted with the original encryption system described in the

135 NTRU patent application (fig. 4).

In figure 2, the symbol || is used to denote the concatenation of the objects to either

side.

20 201. The encryption system takes in the original message data (the plaintext), P, as a
} (binary) string of bytes with an undefined length; the public key polynomial, 4, the
algorithm parameters N and g¢; and, if necessary, a Multiple Transmission Attack
protection kéy length (MTA key), k. The process also makes use of the SHA-1 hashing
function, H(). SHA-1 is defined in the US Government’s National Institute of
25 Standards and Technology’s Secure Hash Standards (FIPS 180-1).

It will be understood, of course, that the plaintext P represents the actual alphanumeric

(or other) message to be encrypted according to any convenient standard binary

representation.



" The procedure starts With an attenpt to czgrrect t he S(iffﬁgl eton errors that
are equal to -128 or 128. There are none,”"so it proceeds to si ?Iﬁyﬁvs in
~the ranges -128 to -127 or 127 to |28. These ranges contain on Y 2804
pointed to by the first index in the sanple ordering, i.e. 2. Since this
coefficient is negative the algorithmattenpts to correct it by adding 2.
For the purposes of this exanple it shall be assuned that this fails. Since
G 1,1) = 3, onenl}houl d continue trying to correct singletons until one has
20 tried all282nHlthe¢ oiphei reqtife MaN@RSTmARSi sdion - t@id ; e are
no nore singletons in_that qr ange. %t this poig?ltAj&i%f@kPlgm%étg?’et?lst%%wg&f%
correct a paihc PR diefars epeodiieesero phifios ainontdess k,ar gast off angemsaecii) ed
by 4 1,2) = ; . one st now 25 switch to the next
row of G and%}%‘%@%‘l‘ég’%?ﬁgﬁ bYIEd &L B BRETHR sodi e n St dseenb o Baroen
starts wher e MTAl pfotectibfi is usechehepr B\ QUK EOWY, Bivk b | ooks
for singletons d&)wn £0h§ Iist up to a depth 01é 10.HEA?G€189%4\7\8H§%)?%1%%€%WH al
errors are fGoOMATETeh PG} 2erps [a prachicereseqyennad atltratos dios neeffeergThisds got '
errors 30 faitﬁessmnetﬂi}lg?as@(@@\/ 2004 Now anot her attenpt is nade to correct
for a pair of errors, starting where the search left off, at a depth of 4.
When a depth of 10 is reached three coefficients are found in that range,
and thereforg § Otl\zﬂ"{Aielgel %airs. Because index 2 is first in the list these
pairs woul d B& o Yo f (RS0 TStk Pigebeiderintext for entyy int@ th) ciphet (§denal | y

(1,4). 16or thip. axamRl@enh Foighal! &Hmt? ne. of ,t.h ir, S

i ndeed t he cgu?e of theeetrf?ior. b\/\gl\?gdrsr, I %iy{serg?éf gerugtg’ﬁ{ d?%?@ﬁgﬁﬁ”é‘a’ \f,}\%at in
practice an €HiPYF ohithy sequenest genetitoralsemps] e Toodedd e@ KOReAeplhintkt if AW
attenpts. 6. reness |.f a.cryptosystemis able to determ ne whet her
the encrypt eé‘g‘%{%ﬁ?@ go%vaefti g"eeﬁ@&ﬂ%/ﬁ fBofnte t §TEEs oty AtdeA 1 Sillntlesxtisrnimy i s
then said t opblgnpmalirexihaeaiged Thine dighebipdiald ¢ @ﬁ@e%’rﬁg‘&l&%ﬂ th«pone sort

of check hash. pendi ng on their ‘use, systens that are n di nt ext’ awnar e
may be suscepitfhite meysaget pdwonnals shat arktheh grocesded dyably A @F eipHer af Sysérem s

| ack offsawar S I | .owi ng,way: 20 An attacker intercepts an
encodeganessgig&g.ﬁﬁ%gg Iz}t% I’Elg@kggﬁ? %eg#dmm&}l?@%s%?]ﬁg“%é%eﬂe acsslydn dhg gext y

bef ore sendi ngsiage polynhomidiendun endetiméseigensader @i 1 §&ied HMgs. sl i ght

nodi fication nay sonmetinmes rumthe nessage into an invalid ciphertext, i.e.
one that could not be an encoded formof any plaintext. In such cases the
decoder 25 i godinphlvedddo i@ Cdmbth a9 11 generally infgormthe
sender (who is the attacker inéth?lgs rs}%g%gr ?%BT%P%SI%HW%e‘Q??ﬁ%%eaQ&PQW dSt o
decode. Al t eperatiigied yiromhide nusdt fY edd nibars agerypiedhtlf bige lavabitddghpier @kt . |1 n

such a»gase w || .degode the sage and attenpt to interpret
it. Si %ge itéﬂ‘g‘é‘ gcgg%?ﬁ%{ﬁ ¥ é‘ﬁ“&%ﬁf L@\rtséggﬁ H%WAS%PSEPOWO@e@}d athe

decoder may meisafemablee Wil bERIAteaRy 26ENSe of the nmessage, but this is
~irrelevant to the attack. The attacker repeats this process several tines,
-_rrecording at each stage which nodifications yield valid ciphertexts. By

anal ysi ng t hi is.able to determ sone of the original
nmessage. Tun%‘?sérA ? %kdgé{ ?ﬁlﬁén&lﬁﬁ?so%@ﬁe? @?‘fﬁ@ﬁlgﬁaetﬁ'u‘?‘&i’ﬁg{l%&w-ymﬁ BRdey a
regul ar hashpaisakiabasten addddabhind hesabaphlya¥hia Mhi®Brdcb& iS iPREELES that TN S
al | ows us to descrdl be Tunbl er, .
2 described in the NTRU patent application (fig 4, step 450) except that the parameter

p has been incorporated into the public key. The resulting cipher polynomial is then

packed to fill bytes and inputted into a check hash function, followed by the message

polynomial using 2 bits per coefficient, which is also packed to fill bytes. The check

hash is computed and concatenated to the end of the cipher polynomial (see § 6). The

30 output from this hash forms check block B..



10 generally, as “tex{ aware'. Tunbler preferably UsgsS-the SHA-1 (Secure
Hash Algorithm 1) to conpute a check has#d f or each encoded polgrg)ﬁgy

~ SHA-1 is defined in the US Government's National Institute of “Sta rWand
Technol ogy' s Secure Hash Standard (FIPS 180-1). As each nessage pol ynom al
i s encoded, both the original nessage pol ynom al and the resultant cipher
pol ynom al are used as input into an instance of the SHA-1 algorithm 20
During encodi ng, the cipher polynomal is taken as input first, as this

speeds up t hgygepqdi,pg i event of a decoding error. The cipher
polynom al is first gaglgéergﬁig%%f inltpﬁsg gtgés{ly%%ml&Lsoagi d B’@I%S?/d} fyrthe  next
transm ssi onpol¥ihemial tsing dguicxted tdr@ of pRIGSENt the first coefficient are

pl aced in the |l east significant end of the first byte, and so on, and the

| ast byte finished with unset bits if necessary. 25 The nessage pol ynom al
i's thens packagh t@ i it : fficient-this tinme being represented
by two bits. Both bBits a eﬁﬁ%éﬁgﬁrﬁ%e&%{f)rﬁ ngn%ﬂ ﬁﬁacé(}mel?eéi nfr%F%ag‘Eero; a

the first bipolysomiets ardeit ree:mecatifipleofundst fof cohbeseline RN ARG all the
coefficient i bot are set if the corresponding coefficient

-1;. an h hit
is 1 It is Wé?m]taﬁ‘ég%ta@@ bf’%‘QFSPWBPIS@YS‘&%GWmTQCGFSsd@éTtibWinI2@3tJHH,fZDSSt is
unset . 43 i a. i al cat,enat,ed, and
e then haskay SRS BBt il IR RRANE PR B i ENGE IRIANGY, ¢

t hen transmimessdes oachanisrecisgs 8rt). Thisemechapised kreatesng 1Ditedy dnkeof ireheipt EXt _
Typicalty, the,addition .of . th ash will add around 20 bytes to the anount
of texwt 0 blgaﬁlﬁgﬁglgﬁ PREkET 15#8@836‘@3&&% plaitgxt gpd gy ook fig ihibe Jagt dncomnlete hi s

. woul d resul tmegab©WelynsREAIN I Yhis X 0 ; ' -
{-1,0,1,1} woul abogelyreaed, as the%%?%O%%%%ﬁlﬁ.%é%%g&F‘g?tﬂb M ver e g
wi th unset binosharfmessagespaynpomipln Thiilast gntyodmdkl fio compleedpelty mamdomh térs if
concat enat edm,ttcgsstel end of the packed ciphertext, and hashed for

transm ssion t0 the recipient. 15 During decoding, the ciphertext and the
decoded nessage polynom al are concatenated and are inputted into the
SHA- 1. The out uﬁ fromthe SHA-1 is then conpared with the original hash
comput & dur?orgg helaghpgeracs pelysemial prdpessidy vikbe last G mgssaget helynomlads) t ext .

20 If an att ; i {4 C r.efqr ven,if the

ol 11 od dat o Ean e ceS HeARpRRALRERSARE bR oY B st o
the hash of mhketacodetenregssige thasanetmdnnehes dibstheahedshe milv@inmals. nessage.
This nakes it essentially inpossible to alter the ciphertext and still pass
this test. 25 The systemthen rejects all nmessages whose hash fails to

match the or2@i mak condatdnatiost ' foi

whet her the ciphertext was I\ggf: i ghg?gt&étgd 8@2@?‘%&9%@@&2?6&% ar utrhg may
have cdlised lesleinpenplete byte Kié itdedse)ecdmdsted gattdeerpy | fyhomidimmediaety by its
correction i i n. . the ci,pher will attenpt to correct the 44 ~' .
. ~6NOV200~ fa%ﬁ‘?‘%%gg@%%%lqcﬁéﬁéw S PRYPEFAIRTS B CBEIED: At each stage it
i ll be necessary to reconpute the check hash to see whether the error has
been rectified. Since the ciphertext remains the sane and only the
retrieved ne agﬁe“é&ol_gnom’ al differs for each check,, it is possible to

i nput the ci% PLXPUPHt 0 t he hash only once and input the nessage

pol ynom al each time. The general nethod of hashing the ciphertext and the
pl ai nt ext t ogeterks Tumbler denmrrsicarsybtamdg descyibed s ifappedyp irhfige Aolt sShFRW be

dependgqt, byl WL SnPERHakba Wl thE Qi Rhl §LerG PN, R tem désribed in the NTRU

patent application (fig. 5).

301. The decryption system takes in the algorithm parameters N and ¢, the ciphertext,

E, the private key polynomials, fand F3, the error correction level, and, if necessary,



7. Multiple Transm sé§ions Tunbler incl uﬁ/ﬁist he opti gfi  of addi ng protection
agai nst Multiple Transm ssion Attacks ( ). 1 ~ Should the ?rBeNﬁgsi@ge
~be encrypted and transmitted nore than once using the sane pubti‘c Vi d
W t hout MIA protection, it may then becone susceptible to attack. It is

inportant to be aware of the possibility of predictable simlarity between

t wo nessages.hl\/g/ﬁé%gbvikouﬁlé identifiable are nessage headers, such as
those used in'2 FY> % WHF PFPcassetitsy makesgise of dliaBHA-1 hashingefunictiet, A@winbyt es
of several MEESAILHeAYRLLOER UELA I | LSt ssage. pol ynom.als wl |
al so be identical andyhen@Ei suscgg%%gg{epgh%at%ﬁkpn§E§156)§geqsﬁ8te}%§erlSil‘zft of
prices is transmtted on a regular basis. If the attacker nakes the 25

correct ass# i on that the%i)ri cet:s have not changed, this would al so allow

them to enpl 6y~a’ WA U R 45 8t onlenithgpecifie saerypich ormoniials. Rwill
dependerit on chAin O AT HEEbIRMIdLT Bl 'vﬂthttﬂg?{g[g&mﬁ?og%%t@g S8 3@3 %:td S(E’%% om al..

If an attacker is able to determne the ra _ 2~~4
and has access to the public key, it is then trivial for themto retrieve

the origi nal . Each t] i t, th dom factor |
et erm ned - AT IR POLEER ARG ROt ARk blorb R oc R ERAgRam ey € he

same Message clgheae by Aigly ARRAGE phdaid dehubRBALdn3ed! fTerent Tandom
factor. If an attacker knows for certain that two or nbre intercepted

nmessages have exactly the sanme plaintext, they can conpare these nmessages

in an fort t 1 ne.the.random factors used. 1 ven . w t hout MIA

pr ot ec? ibon i £ b?’sﬁ%orﬁésgae%el? %ﬂ“ﬁiﬁ“egg’&‘i‘%ﬁ’%" %ked’e?%ﬁ?meﬂgyﬁ%mé‘fﬂt? ket ipvemses he
-random f act offisf isadertieslt tof the peaebL8escHiBiEMEihe RV SEAE NG plivRIHOREESs M ght
significantly co org‘ife the security of the nessage, whi I_g sendi ng” "’

mul ti pl e copP&BS cahand 1§ PRertdhatdbsisult of thetfasnmnliphoation(iamtonledrin watel y

all) of the n\$aaded fdrrbPortdtRLer MIA protection system enpl oys a sinple
stream ci pher together with a randonly selected key (eg using a

pseudo-random nunber generator) to ensure that the plaintext nessage
differg.rand y, from any, other identical nessage sent with the sanme key.
The st igam cgg%‘féar’ B?}%‘éé ”}fyﬂf Oglefraé’étqf’)}“élafd’s% Vaeasdauel ¢ yndm it essdde as
it is broadcgshtind tHa ddc hus e hcul arly, secure
tind SyI&Y poBGmln Y a@.etgg rHcpsts%é% B@g?ﬁﬁaﬁ i 8frhﬁy h%ﬁ%f For

cipher. It nust only 20 ‘énsure’that two identic exts’ w
from one anotiepar il th prestiitedibieek iirvk ;. Infhe edém ghavietrbr theecligabkets MIA

protection optj a_random (.or pseudqr ando MIA key to the start of
the plaint ex?g b%ﬁﬁu@%&%{/opg R"?Féﬁ’“ﬁ@eaﬁ% 54 gﬁs & thieafrt%e silqulatedrusinge

Tunbl er SequercemEendt aa@nhdrefe: bel dfficRAfoSle8Rd28R sial & @NH8hmcRUPsRQuUeNt
byt es pl ai nt.ext é)&jata are then XORed with output fromthe Sequence

Gener at8r befsriaP el pigbtdsinre the inputoféhe PKCS ci pher: see step 203 of
figure 2. 46 ~ 6 NOV 204 During decoding, (figure 3), the first k bytes
.of data returned fromthe PKCS cipher "are used to set the initial state of

_the Sequence3@erétiattemshited chddd bloSuheAve e hih @fafidan ¥0BaReMH: HepstidaUt
fromthe Sequence Gener.ator before being qutputted as the decoded

pl ai nt ext: sBEYEPB3LHIHGS @fcepiiegi.ﬁsethg origingl i ‘Bimessagp ppbmpmial. The terts of these
message polynomials need to be converted back into bits (see § 8). This conversion is

25 performed in sets of 12 terts.

307. The bit to tert conversion converts sets of 19 bits into a subset of the possible sets
of 12 terts. When a set of 12 terts is a member of this subset it is passed for conversion

back into bits; otherwise it is not a converted set of 19 bits but an end of message

30 marker (see § 9).



* Whereas data is convfntionally stored as_bits, the pfeferred PKCS al gorithm
handl es nessages as pol ynoni al s whose coddficients ¢an take the values 0, 1
~or -1. The -.-. nessage polynomal is just a string of ternaZﬁidﬂdigmﬁ
(tens). A nethod is required for 10 convening the bits into tens an ack
again. Each conplete set of 19 bits of the nessage is convened in the
present invention to 12 tens. This gives a packing efficiency of 98.6%
while allowing the arithnetic operations used in conversion to be perforned
using 32 bit spptpge SUSTLE js dynt rs of.nmore than 64 bils
woul d be rmrgbgf’fﬁ%?ieésn?r,% dﬁ%é}%gdﬁ bgtg #sée? §ag)%glgggff Ws‘ggbsk‘ioﬁﬁatg‘?q‘t?%foe]ﬁcyﬁt hat
woul d be negis afidolise wharery sinpa (reprevdrting 0 bhiglenfa6kiyig) i ssues. 8.1 Conversion
of bits to tens x should be taken to _be the integer whose | east significant
19 bits are set in the same 20 configuration as the block of 19 bits from

t he nmessage, [egpRhlets ' r - Lo zero. re,tens shoul d be
assumedgto bgﬁ?%{leéergec?ggl?{r%%ﬁzo@ﬁ%h@%é@%o? d‘?cfyﬁfn Sk'sl-{l%? BEY PHEEed 03 and
t he remai ndethegmixtedcateet] pdjpnenivial ue can then be used to deternine the next
ten. O determines that the value of the ten is 0, 1 determines 25 that the
value of the tenis 1 and 2 determ nes that the value of the tenis -1. 2.
x 1s divided31®VifIne &k i I t = ; 3
Performsteps 1 and 2 Igﬁ?f(;gdafﬂgzgf %ty%[éledégé ?gten%lgt.ChéﬁeegifzﬁhyC,m%tg?[s}pépéc(:agesnsthgoul d
be accel er at eraded pelysemjal,bis weishaorigind d” mgsBge polyheathl.of 3, and the ~
renainq§r then used with a table of the S 1 possible 4-tuples (ordered sets
wth 5Tour elenents) of tents to determi ne the values of the next four
tens. x woul d11.Ngnhdeptibindl Biest dayreBlod 13 RHEP (e erkdr éo?ﬂe%tiﬁpgfs@egﬁ*& \é‘ﬁh& fysed,
the process would only require three iterations I nstead of” 12. Eve greater
speed coul d Féosihev@singymessaastiobmomied (sedifvi)ded x by 729, taking the-" 10
remai nder, before using a table of 729 possible 6-tuples of tens to

determ ne the values of the next six tents, and then dividing x by 729.
This option $itllThercequisoreccnoh yysode wilerepbAdack adshcors. Hiivis SiQRsIREhat RN
Fbmeveﬁ, each net had qﬁh@ring such an inprovenent in speed woul d al so
suf f er 1Pr om ¥SBIEIE Qs (cdifirtegt firfEqne theb calenlatsden 304)ds aquepted) asithmnext messkags | n
ternms of spe : i n atable of all 15 531441
possi bl e 12-?ﬂ%ﬁggkmjﬁ?gﬂﬂeg$£g?&?%%§%ﬁgggaﬁethods is used, the conversion
process gives values in the range {0,0,0,0,0,0,0,0,0,0,0,0} to
{-1,0,0,-1,1 -4 1.1,-1,-1, -1, Thus, not all paossible_ 12-tuples of tens
can be gener a?%dihlsl'ﬁpléﬁ il%feﬁétegdiéﬂseﬂzr hag; gequred; and fhas f10g beem sprrecterl. Theg
524288. Thi SofiginklNplaintedtadt 8RS0 bel R Rrdd)ah nhdse cAUE ShdGnbhl egs AR, A7 2
used tq signify the end of the nessage. The l|ast Inconplete set o 9 bits,
i f any20i s pdigesdedtthisstag. Bhisds bicahsethestnseuof 2 BKSnegniro therahae inthétt s .

femerbored alfs Gesatr s PRIPL MG FEPYaRakord Tl fuRa ol Futing: ker
. %ee 9 for fyphimer rdleteatol the @urrbhy Bcorke@MRsSage polynomial, skip to stage 306, and
continue as normal. Only those plaintext bits directly converted from the inaccurate
message polynomial will be affected.
25
314. An out of range set of 12 terts indicates an end of message marker. All previous
blocks of terts are converted to biis and concatenated to R. Finally this block is
interpreted using the end of message mechanism (see § 9). This may require the

removal of some of the bits contained in R. Terts that have not yet been converted are
30 discarded.,



48 2 6 NOV 2004 For t(r;e pur poses of this gxarrpl e, |t(’\houl d be assuned t hat

t he sequence of 19 bits is 0101101101001]’.Z 0010, ordered froml% ggdﬁg and
. least significant bit to the last and nost significant bit geu 4 a
deci mal integer, this sequence of bits is |144090. The val ue of each tert
can be calculated as follows: Nunber Renai nder when New val ue of x after
division by Value of of tertx is divided by 33 (discarding -
remai nder)tent 00144090 = 3 = 4803001048030 = 3 = 1601002216010 = 3 =
5336- 1325336 H53A+tHiy #@gd R2%k lH@gFmrﬁexr data with the MTA

592- 151592=3=197162197=3=65- 172 31 18021 ~5=Y0g1 PrUHPR 55 applied- Thip-3-9
0 10 Ther ef oSty e f@éh@mk@nﬁﬂ“bqsmmomam idduehe goRwgst SE)i Nt 0
the tent seq 2 Conv sion of tens.
to bits menq?ﬁsqﬁ aﬁﬂeé" elér%‘js%dlcf%?{}é‘d K}n Q%'%{%jéb%sﬁoé}ﬁ%cet Fisrlagistllys . -
t er nary 3pol ym:om1d¢r¢d ani: dlheerdy. IIn bRxcti®yd se‘?ﬁéﬁ&r&‘aﬂrkeﬂfs%gﬁ e‘ffe!:tl THREY 1h0 be '
reversed mthefollovmng mann 1. be 't aken

be the val ue "8F samching as3 ol Th%ﬁwmwefr@neixm@sxgaedomtm toemsduéléh]i’ gsdesy
clearly. not mmelevant for the first block, for which there is no previous
set. x should"be set to O initially. 5 2. The terts in the set should be
nunber ed sequentlally fromO to 11. If the tert is O add O to x, if it is 1
add 3' to x, ??T [ 2 x 3 tox. 3. If x has no m)rethan_\l_g
si gni ficant BiPsife WﬁoYe§°qW@’|nE¢fx6fi%tall‘é§§ Bipggy sering P, xepresentivg the bytes bY thi { s
of y ane thepextmdfdadts of the original nessage. If x has nore than 10 19
significant bits, then the end of the original nessage data has been
:reached. The val ue of x can be used to deterni ne exactly how many of the
bits of y arg P oo f the or| gl nal message, and how many nust be di scarded.
See 9 for f 5 Exanpl e The set of 12 tens that were

cal cul at ed alpvetinteQ Gohel thizt be,converted back
into bits as fol Ilp_vvs. 50 II\DIOIJ'Vno s ?%Pglﬁprédrelg(ﬁ%O%JTRt%@%rgh%th@ée B o
xNew val ue oProteblitrothenio il fi3pdtedRdadl2 toxthd origirafihddad pdlyRomial. 1622345135
= 2434&%6- 12 x 36 = 14581935

To decrypt the cipher polynomial e using the private key £, one first computes

a= f*e(mod gq),

choosing the coefficients of @ in the interval from -g/2+1 to g/2. Treating a as a

20 polynomial with integer coefficients, the message polynomial can usually be

s’

recovered by computing
FF *a(mod p),
where ) is the inverse of fmodulo p ( Fp* f=1 (mod p)).
25 The polynomial a satisfies
a=f¥e= f*¢*h+ f*m(mod q)

=f*pd*F, *g+ f*m@mod q)
=pp*g+ f*m(mod gq)




50 7 -1 2 x 37 =4374'80 0 9 1 39 = 196;& 10 -1 2 x>3 ~ =1 18098 11 0 0 2
s Nov 2~~~ 6309 6309 25992 144090 144090 does not ‘have nore hgw
~significant bits (144090 < 2~9) and in binary is represented b? Q0B t s
0101101101001100010. These are the same 19 bits that were converted into
ternary in the previous exanple. 5 9. End of Message Marker A binary
nessage i s c%g)veaed igltéo ternary for the purpose of encoding (see 8). This
i s performed ‘WSFAY BisdeRPobmomialisid'sg +d ear F9r apmbpriate pyrametss afyeiced, lif ishave
a length that,.i t |tiple of 19 bit.s, sq, .if npecessary, the |ast
bl ock of 19 P%SZDI% ?ﬁg%% t?gﬂﬁé!iﬁ%%%ﬂ Gt lFSa?ngf%ﬁlmfi Q‘? geﬁWé@’é‘ﬂQﬁdd\Wbi ts
are not part ¢flf sb it Adogé AalchiifRsARE |8 Mithi O, raRBYEAMIEY dRrodlng. The
encoded nessage nust therefore 1nclude enoug i Nf OF MRt 1 On T det ermr Ae
exact |y whi cHhabirediciagshp apafficents loé fresmadido anihtovttiechteras trobe —giosn agayzed.

15 Furt her more, 1 he cgc?lc%?i ng nmechani sm operates on ternary polynomals with
N coef firci enf SV RREFE K T PUH 9 Hrleger paranmeter determined by the key
strength. The nessage, once converted into ternary digits, cannot be
expected to fill %n* exact nunber of polynom als. As a consequence, it is
probabl e that? ThB?a8t* gl yhomi al will also need to be padded out with
random ternary digits. Wien the nessage i s decoded, it 20 nust be possible
to disregard.these.terts nmessage. marker i s added to .

. An end of t he
message, t her@PRIPRIIAly paragefer t‘:ﬁ%lc‘?fe&?fﬁrérpné‘i@é’&f g thghealues ) off(d) mad dddi.a
term nated. defSdeddn@ NPYe2 : t h for .
conver si on of ebiet snt@ 0 teﬁs%é}lt{lésﬁz\egr% %8%@?%?‘%&%% t&%ﬁ"&%‘f@ne{{’? tcggﬁiézf’eﬁsdlingi ts
in the rangetHeopolym®mialsig, @ andl /e terolAs b, cobbedw@nde 8f thls, 16 probabilidy thht al, - | ;
I,-l,-éo}. The %zal ues tl’n Ighi S rlang_g a\%f all used as _end of nessage narkers.
As previfous! JOLHEFHEAD the 809l womial Wil bmeosrenszase breomprscrreaten Howayen,0
bits if neceggsd valuéndsd bR <1 i ol | owi ng
this bl ock, anot hae1f1 se'? of_&igﬁﬁﬁgﬁ?}ogﬁg%ﬁj Og}gﬂbt lglsﬁggg‘%ggéacgnwg%&ng
mar ker. The gweforrhios: clfestivalteuiphesd seaurithis. 1fohb@wangs hashig@nénolifh lthe

shoul d be ass d.to be a randominteger in _the range 0-375, and A the
nunber of thgﬁﬁﬁ%{mntggg%ﬁ%ssg’?etvT?Fstqgé" P ARGATeAteattaskerde begibls tosguess thair+ 19
X B + 2~9 i sseRpvAnLE i kn e s _sets of
10 bi 15 have prov ouel § Boen ean e ihe PRk vl ENF FRAINRH ARTF D De

i n t helPangechanse {fgt pn0of thekoefficientslinthe dbovk, pdlyndnsial will lie outside the range
{-1,-1,-1,-1, - ,ﬂ -é,t-l' 1,-1,.—1,-%}..‘Lhis_is the end of nessage nmarker.
The remai nder?6f " th¥ p&F@lﬂﬁﬁF%”W@f R&PhpayHebe BRIMPIRMYdr andom t ens. Ot her
cal cul ati ons could of course be used to create the end of nessage marker,
20 provided that the result is a series of tens that falls outside the
possi bl e spadbe pragctenchapsasahin Tveddagie: a prodabiliat ofuppra@na@st Bidri oo from
t he end of r’rﬁj%{ﬁg? g%r keari, which is the last bit of the nmessage. One way to
~do that is to di vide the avai | abl e end of message marker space up into 19

i parts, 2and to select (eg at random or substantially at random) a marker
fromthe appropriate part to indicate which of the last 19 bits 25
represents thﬁ¢acgrualf eng of message. The paddi ng of the nmessage bl ock
could be at the beginning or at the end of the block; and the end of
nmessage marker could be added to the front or to the end of the resultant
bl ock of tenwill e atodBtienn thit tibs buidbltRe karigs -HIA-e 1617/, €3Bs BieBihd fhaf dhe and

value of some coefficient(s) will be translated by +¢q during the first step in decoding

and will therefore have an altered value modulo 3.
25



s2 ~ 2 6 NOV 204 heﬁﬂé expressions such ﬁs follomgﬂ‘by can enconpass "in
front of ' when the block is considered +h reverse. ‘Codi ng Exangl NavF [

_ the purposes of this exanple, it is supposed that there are onrg ﬁ tgﬂ&ﬁ
the original nmessage |eft to encode when the final block is reached. In
this circunstance 15 random bits are chosen and are concatenated wth the
4 nmessage bits ther words, the 0°", 1st 2"d, and 3°d bits of this

bl ock of 19 1&3 é? ng to the orlglnal nmessage and t he 4th, 18 " bits are
just random padding. Ais therefore set to be 3, since the 3°d bit is the

| ast bit that t | ta.. This padded set of 19 bits is

t hen convertedquﬁgg%tiaggﬁﬁggéa ﬁ?ﬁgglfﬁﬁ‘“aﬁﬂg%ﬁﬁobf nmessage marker is
chosen. First a randomB is chosen in 15 the range 0-375. For the purposes .
of this. exanpl . Bwll be given a value of 122. The follow ng cal cul ation
is then- perforﬁ%ﬂ mﬁ@g%@h&mB¢ﬁmH$BPQ@nwnRQZ¥?é9h5266®@alﬁ@u&hbundnwbaﬁlon

of this integer 1 0,1 that
this is greate OSERQ %sg@l%sgﬁélﬁlfo{y Fr c‘:cie’f%:lelitb aie r%:}réseatgdgb&r &%té 1:81'1@ rat y
seen fromthe fratghts MH:UVB no theer \fabtlierr(rlfet\ﬂéént(}l Bhe€ Rl Thif Althe PolydiAIeBY B
tents (those on thcg5 ar set to -1, while in the latter 12-tuple the

fourth tent is 1”380"(9r alhway thropgh the decodingiprpcess. The pobgumigdsend
k Wh t t.
conver | ed Egck@%‘{@%%&@?'ﬁ% e a8etre Bal S8LetTo 1% LM It bSg

wi |l eVentual | y mreoohén aaorbpuuekwﬂf led@: rﬁt&ﬂlﬁeﬁ’s Exhﬂh%sel 1@ TS bARr tdﬂﬁcweﬂge
for conversion geack |nt 19 bits gt her wards, the s3 2 6 NOV 2Q04
“integer obtai ndef FIFP8EY eéi?m]é’P’é?ldﬂu% g Rhiftse dntg; thg#@as%olﬁm@sqdﬁgﬁlaggs

significant bitBetweSeeq/28r ) akili 'q?BZ)' Hb@g@'err thé ch?ént &8t gffbacﬁa ﬂpﬁgse{he

After this end of nmessage narker been 5 converte
is subtracted fadswitage thphell the GPQfﬁﬁ@Htﬁl thadet mpstl Gkeland Wﬂmp meamtdnl@eaire

taken. Thi t N f the t di
the end mar ker <ol RtedYogthel g Coritel TRt o ey This Rt bigiplatdydcratne

i ncluding the Ardphhiite acemkdpd agawlq,ri gi nal nmessage bits. The remaining bits
are the random paddi ng, which can be di scarded along with any remnaini ng
terts. 10 Decodi ng Exanple For the purpose of this exanple, it should be

supposed Lhal yieblaiondlnd 2kl SRLEH SUEHAD. S RUSHANSSIBTRLS,

decodi ng. pr oce$h1ft6\i\h1etn thdn@aﬂ abﬂ)lﬁterrésidw dagenuptied). Dae krdaOthhl Way hﬁarléeﬁe
val ue 526609|Sﬁhﬁ TE@SIS at least as |ar easZQé@eln ot her
words has nore g‘érle& B PO¥NeeSPUL intp T ﬁdﬁ@fkwbb?r #nh60% rhhe

Subt r agpi ng 2' Qoamdicheliangad agruegqglsnﬁgﬁ el wagmpapacg%g IR ddiepatal ue

3. It is therefore concluded that th
previ ous bl ock tesrefer ﬂ@nbhtft@daipwn\larlq dndms\sage abthteﬂaottéfﬂne)fohdngfapﬁlﬁmlatl{ea can

~t.hen be discar I 0 rstaq t hat e_of an end

 of message mar %g%?)r glrlﬁsvlv?{ ?ly%‘ﬁll?g BP@Iﬁg%é”lﬁg’F Cﬂ’é‘é‘)s[‘é'ﬁg"ﬁ Fainigdsrs not

restricted to ttdﬂﬁecbvér-th@oﬁgiﬁdln@é@@fﬁlﬂﬁﬁﬁél‘ bed above, nor of course is it
o] 9

limted to the specific exanple 25 bits being converted to 12 tens.
O her conversions involving a change of nodul us coul d be used, provided

that t Egr e exi %t@.lré 9'£¥ap%%' 'thteap%llfnolmqglc C;z? S5 b},g ?e?atmg to the polynomials graphed
in 5 and 6. This polynomial is not reduced modulo ¢, but it is hoped that its
coefficients will all lie in within the range —~g/2+1 to ¢/2 so that the polynomial
from figure 6 will be an exact match. If so, then the message will be recovered
without error.  This will happen, with appropriate parameter choices, in all but a

30 very small fraction of cases. In this exarﬁple the coefficient marked as 703 lies



- s4 z s Nov 200 10. Pé_/_(-audo Random Numnber nerator Tyfbl er provides two
pseudo random nunber generating algorith (only the second 02 BWRIOYh 280%e
~present applicant considers to be protectable). Both algorithis utilise the
SHA-1 to produce an unpredictable and randomy distributed bit stream based
on an 5 input seed. It is inportant to renenber that all Pseudo-random

nunber gener at of; ;1 ERNGS re intrinsically determnjstic and the output
generated will %%Flggever%f)eg rgn euf{?}i»séa?a@? §H¥ éheag‘-%%’ﬁ‘éfn@ d ¢ thatyyasrshewn inst

Tunbl er al gori t figare BSRH{FaquSinil tRandiBno ' ko r to
many ot her commercially a\efgi | abl e has.h@g%sélgalé?%tgtﬁ%g%’gg?\l?gﬂgﬁ@{se. %&1
Random and MVDSRERYGH Brogitode d hppogtBaientsid hvabeawrdppedniocGae pbsitipanarkadoul d
fall into this gatiggRY=g The initial input is hashed, and this hash out put
is 15 repeatedly re-flashed with'a counter to produce the randombit stream
At any stage it is possible to add nore input, which is hashed together
with the current state. Figure 9 shows how a sinplified version of how such
a generic PRNGSHBBYANE that digregeyists samq means by searly ittie possibbaito knoRRMEetharor n

ot her words i i | Dst 4 tate on.which tq base all subseguent

out put. | npuint9 i %{gMgoartl{gs ? E% HQ:FSTgéu ‘?Ql?’%qnélﬁf‘fﬁ V%’Yrb%‘ﬁﬁtt% N Ry whils Hies
Lhough 11 mapolkemiang drlof @Al vhieanire URLIAERIER: D AL YR HEhG.
Such data is ysyally obtained by nmeasuring real world evehts such®as the
timng of keyé’lﬂ&’ﬁk% P fralarenilerrsir. Deterting feihtra inwlealthedsearftsoopysort?5”
902. Ajlpash td i t oget her a rbitrarily large quantity
of ent rlggy. %ﬁlnés: délig%kes}%gﬁst;ﬁ%t g?ﬂgﬁ%%i]tta g,gte%lfltyd i doéllg’?f, ‘%;Ff’atdruf@gblh{@ed on
this ent r opy enciimsiamifscagiion abickist Buet a @RdkaPYIgH HREssBG 1o MRcveAB s RN RRS 1 1S
size. 10 bits q%ggntropy may only have 16 possible collective values and
will therefoPb®5Se 4 bits of 55 2 6 N OV 2004 unpredictability. Using
this hashing step one can enter enough entropy to guarantee sufficient
unpredictability. 903. The output from 902, together with the value of the
counter in 93he meghamism pwplopedbndbmbleatedatet dbeo PRINGIURGS detAlled i £ NAU
counter < s used ry.each bl ock of output. The counter changes with each
bl ock of ran gnql%)ag?éﬁ?a/rregﬁﬂ%@eéea@ﬁorﬁf%@k"sﬁ Sout put is based on the counter
this results in the production of different outputs. w 10 905. Anot her hash
i nstance conbines the result of the first hash 903 with the counter 904.

Thi s hash is3SusEareigedmeetioln ti ne a new bl ock of random data is required.
906. The resylt of the hash in 905 is the pseudo random data. Depending
upon the 15 g‘ﬁﬁ?ﬁ&%ﬁr&m VHe? FREQETIBRG PirBkean Abthe thwe ghastthe MGTRIT cipher was

pseudo- r andogdabled-( MTRUSHHHE a7 G5 1 3 0% I)Tls—i%v];e(\)llerl, Wroutine suggested for
20 resolving this was flawed, and did not correct many instances of wrapping failure, The

method involved shifting the polynomial a from above, by a multiple of 3. This

g

changed the value of the coefficient that was being incorrectly wrapped so that it was
not wrapped, and did not alter the value of any of the coefficients when they were

reduced modulo 3. Unfortunately, this often caused a coefficient, whose value lay at

()
n

the other end of the range, to be wrapped incorrectly, where previously this would not

have occurred.

The wrapping error correction that was suggested also failed to correct an error known

as gap failure. This occurs when an incorrectly wrapped coefficient has a value that is



" H() is defined to be{fhe hash function; X-~Y to be thie concatenation of X
and Y; Cto 20 be the integer counter; E33to be the i' pool of2e tN' ﬁ)gat
~is added to the Random Nunber Generator; P;; to be the j " 106 bgt %?p f
random data that has been generated since the input of E;and S; to be the
160-bit internal state that creates P;;. - Wen the algorithmis first
initialised, the counter C, i and j are set to zero and the 25 state, Soo,
has al| |60 Bt te8siiiSetse 0 zqapap atcnereetly wrrpped oeifinientopythe sarhe pight Ehisivdso t he

PRNG, supposi 1841 - te is«Sr _,~ then the new state, S;,
beconmes H( Splf?gglﬁ‘E; ) .yt%gl‘g%agﬂgssﬁ@sg%ﬁf%ﬂ%?ferﬁﬁg@g&bp:bq gt ¢ t he
counter C i s’A gap daibue edn bytualte cang ¢ite ineWePO, RiliBRGRIRDLS; Whch isThi S
nmet hod acts as,_.a. sgig{:{e_ mechani sm for produci'ng an indefinite ctryptographic

bit J stream G giplp Feripticed Bumannapplisatiafissadvant age of only
possessisng an internal state the size of one hash output. SHA-1 has the

| argest digest size of any commonly supported hash algorithm at present,
with 160 bit $he Phinsipleetaahind hahbleegarol estcabn ts?ﬁerﬁliﬁﬁﬁﬂg%{ 10 thef s @Prd P UL,
t her e cannot ﬂpeémar.g than 2~6 distinct bit streanms produced between i nput
operations. R RAFRAETCtdFypt ography it is often desirable for an obj ect
(such as a private key) to be chosen randomly out of an extrenely |arge
space. For example; for N = 503, there are 2'z possible NTRU PKCS private
keys. If oneThsdiffieulpRuithantiete @a N ovcBiaials shahevielved nbivelyyéduld Bakworpia ™
seedi ngoperatian,.. n.at | east Zszo of the possible keys could 15 never
be sel g((:)t ed. %&%ﬁf) %S%‘;%Q%YEZHE‘?%GG%@F‘%MOSH@ Juriugy- thereoblst alsm befmulfipishj ect
“i's not al waysintultahéots @trotsaSkecky I Rfsi I i d
entropy i s obtained_through msasguse‘ri)?fr?glﬂtgﬁgﬂf\éergﬁr I%Ffegagleéﬁ?%l%ﬁ%&g%{%ggﬂ
necessary foFVERECIPIKHEUTEpalynpWidhontildne ypirks.Muentodhe RAumehifahe tipgerchisher

is being usedq,. £t real .world.. W propose two solutions to
t he probl em g;‘c’hgt: |§\%‘§l§w§%@fei%?oeuﬁfptupl§n Biincere. ithe STef MRy Sk eYsidiaEndent

manner. 25 Theerf cawstd iby decséing faBueeedi BY LRMGor ThiEnBERSE drSa fRlibd e
sinmple.to exgl ai n, but %I@aces an extra requirenent on the systemin ich
it is dnpl oyBdFrainy Wsasaiéikers only senipl at f or m i ndependent . 26 NOV 2004
The basic internal nechani smof the PRNG renai ns unchanged. For each

pl atformon which, the PRNG is expected to operate, a function exists that
can be cal | edhbfumhlr RRULG @rtdsathorcihe fhdt thqamev bl godstie BIRNG avd bdineqtislony. 5
The PRNG producesdra dom data as normal, but records the quantity of data
produced. Thf8® % eésoﬂi?apgﬁfl CRUSA LT STy Ham S0t dikely fonleapRNGly athemetnl  as
the unpredi ctakinhdl¥ ¥ffRierk B@rﬁf‘éarnq{%ypérf@ﬁlea\@ér ‘!h?%% s{%rd?\{hggr(iior.\f}q'?%c{igee thPRNG
has prqoduced as nmuch data as the snmaller out o t'ﬁe internal state ang the
unpr edi28t abi mosicoFMeTheauss of oiscodingenilire vallHesthe bausp hpprbrinmtap@Opd eaors

coml | cat od. "buPPRLeY R Eesil A P R e R Be bl st form

;i';ndependent. The basic principle involves the use of a PRNGwith a very
large interngal state. The 1 ~ problemin producing such a PRNG lies in
making it cr @5@%‘&% i P9 §f deseding faters ivet ds dhehalghuthnh psrematels hiteebermt put

that is nuch : internal stat.e required, ,Tunbler:s
i npl ement at i on o# E(gEl}agrQ 3%“%‘? }toy}’lg G %Oe?ﬁ eqiéﬁ?ﬁ_gm(oi;gglw§mpqu§aﬁ%ﬁge
Large Sbat e) -g@P-gori ¢/BniNitehitbeybar ngt Withis eropdgOh debaihyeiilsemtyl 8id & gVl t hns

20 mentioned above).., TSR-LS uses pultiple, sinultaneous hash functions, and
rehashes theo?ﬁ"‘fr@?'n € CBBeF i & tPedappntfallingcwisida thisreppreisatn practicEhaougilves
it an intern t bt s, t bt A48 distinct bit
streanms that ﬁcéidoge&ég%éﬁgﬁgﬁ' ggtév%lgrgcetvm |(¥1E§{f%8%{é§ajt%lﬁglﬁso.m ?1?_1§r?%ge

sl ower than JigRltameuslsiors lass tHaowl ds HOAYICND pal pylyrn@sRe dindgsPRNGor Anetcher
advant age of .TSIf%- LS over a q%ga i cal | ygf e-seedjng PRNG 25 is that the
latter will CSBUEERYS SEO5- H &%&Hacg ficicat falis; Quiside thip ganag it (Wil lmpet
dependent on sone of the seed.- Wth TSR-LS, all of the output is dependent
on all of the seed; any difference in the 2048-bit state has the potenti al
to alter every bit of the output. '



r ss ~1 2 6 NOV 200 'I(_éﬁ-LS uses a systemof multiple¢ iered h ChAnQNS.
A sinplified version is depicted in fi gu?’g 10. The hash functiE%rB Nggu?@qbe
. enbodied in software or, alternatively, they could conprise hardware
hashi ng means. s 1001. The entropy is divided equally between each of the
hash functions in the first tier. The nunber of hash functions depends of
the size of t 1e ir}glﬁrnal E)tgj'in? that one requires. The seeding process w | |
be slower th& T2 hUHIE P AoASTEH emgupts The greatsm tapoilinignes drealesolikely ites
are independ@gﬁhapﬁcdem@ci&umgrfalpgttﬁﬁf- S : To begin with, each of
t he hash functions in the first ti er1 ascﬁégtsﬂj%ggeernaflg%py that it receives.
1004. The second tier's hash takes in the output fromall of the hashes
1002 in the fi i.er_.and hashes of this together. This ensures that
every bit of H’ﬁ@é’ﬂt‘)'ﬁ%W‘%&t%ﬁ?&ﬁ%‘e‘iﬁa’l&h%%babqyﬁ BisgRpEeittwilltbe Weapped td te
seed. 1G05. TBbsorawi i raht @ WhdtEa S6FABEnt &BY ; Lhe pseud '
random out put for the PRNG 20 Each ti me mjrugﬁgg?éqﬁfsé rre%{}ggvtﬂé% “fr?%gt he
appl i cation fhie PR lpdhnirst paseprRNGlueonidl fg tdvesral wiitineEisnaatioQl ber a
rotation basj r hashin eration using a counter 1003. This
r ehashi ng ope@aﬁrl?aglnﬁlg%ﬂ?a%ﬁee??ﬁés tll%g%‘a cast]?‘??étf‘fetﬁéléu%g)fa‘f Feduierivan thetlaties PRNG
descri bed aboae.it 21! H00Bo 1dge.s counter is used to ensure that each hash
function produces new output with every rehashing operation. Here, and in
the exanple below, the initial output is used as the counter increnment. ™

Each hagh fu i : ; (.t @i=n own counter 1003. The re-hashed
out put qgf thgﬁ% rﬁlﬂ%ﬁ%ﬁﬁ?%@_rﬁ%ﬂgﬁioﬁgﬂgﬁgiﬁ BHT 21:‘]‘? HBSHeSftgﬁelteoJ‘?sﬁé“@é}é%Wﬁ-ti er
30 function a@Dottamhiof thehmsgesy/Rt1 W i drbehUbOndi ditchRS RES¥IRUS brrect
recei ved fra/{pgt he 2004 other functions 1002, to create the

59 r; ~ 6 NOV | )
required new5ttalHes adulorhby adding phsubtiaeing sotfepenshing aif whiiber thaorlueniarel 002
needs to re-hash b PA&S dFatdrah d-tier function 1004 when a-
request for new data isﬁjr?ade. 5 g%%gﬁeégﬁa inctions 1002 obtain additional
entropy fromthe pool 1001 as and when they need it. Alternatively,
additigral eptro may be supplied en plock to all the functions 1002 at
once. igpr ec?@élreggs%lro% ttgsr‘?a gaph 128 tg"ﬁl 1nofigure1 ) (ggreinsl imided).uEke efeaf i ve
concurrent instcunges bé lide IRl haEMODLES )¥ - H3()
are defined to be these has%zﬁfun%?i %hns; X~E.§(aﬂggsfi) ?So?@lg‘ e;%)%ﬁec;l%?mabhf’ Cz
and C3 to bevfBigthissush e thewneetst ateomost, likely tapalist Anteorobelnf eder b6k t

increnents; E; ol-_of. entro add 0, 1 he Random Nunber
Gener at or ; E&?xaﬁét)bﬁo E??fﬂeé%%%ﬁtrsg Sb‘éoe%%ﬂgl}%l%q E‘gﬁllﬁesd 2, 808+ 8%y 30§randach
entropy pool 8@. The-mdso likelytdagse of anl@orbidul® 8 lthOf o JranEamARL R 68 H%ﬂ% gd

k to. be the k" 160-bit internedi ate state

si nce e inpyt of E;: and .

gener a%@d. - Pﬁ%ﬁiﬂ‘[ K 9P gurile R iseprily thejentor ithat ivrs desatibed @) theG2ameR; inl 0,

|7, 1Z and | 81havedahl x46%hi<QodH =0 and k = -1 . - \Wien the i "

_pool of entr%py i s in%tftteof i%?g&‘?ﬁ{ejpg@eﬁf&“’“”?ﬁé”@?ﬁ%ﬁ%?‘r}rﬁCtp}%%f’“%’;- i's divided

: so that the nth byte is placed in the entropy sub-pool E o0 where a is the

| owest positiyve ra%tsid edgﬁah nodul o 4, unless the byte is part of a |ast,
[

i nconpl ete 2 he gachReyod; that gne opldcanpley, 1) Femecs theshcgrorsadaperds hasvilppnes
are divided e dsbad viteh M ciBhér {sShd; i t ub-pool. E: 0
where a_is the | owest posi tfl\?e rr essi éﬁgebg?%%dr}ga P]ngo : 'ﬁ;ﬁogy‘fvgusc?‘ Y é?lﬁlgl
state BPock Eriemededs hdol examplaazpmitich msgi®n bélow. Tae prafist bé thiastetfast i ons

Ho(), a sub- nt is.concatenated with all of the previous data

entered int ot[ﬂ? ﬁgftfl(a{%lg _.CE@% %ﬁ%beevggcqyopm WEsmEG I censttiopnmtiespsd ag dasssed,

and the resupdssipleabledeidt, BrOagtit-of 10000 errors will be corrected on the first attempt. It is
probably best, in terms of speed, to check in the shortest possible time for the most

likely error and only do the work necessary for continuing the search if that ﬁrlst
30 attempt fails.



0o~ 2 s Nov 2004 - VWen nore data is regsired, a shoul d be taken to be the

| east positive residue of j nmodulo 4. Cais increnmented wth the iQWm
- la, by adding this value nodul o yso. Next, this value is concat ega to
the input that was previously hashed by 5 Ho(), and the result is conputed.
It should be assuned that the last internal state block created was Sk. In
this case, the result of this hash is placed in Sk+~, and the new pool P;;

becomes H( So~~Sy~w | sk+r). 11. Sequence Generator --10 The seguence

generator i s Sisedh¢ errotshere Mk q@roiri@etih o bRsh o8S$ | aj 0 The
pur pose of t%ségeaﬁé.%or S _ho pr O\Q/i de an ingef Pﬁ(@eﬁgﬁfg%@ogﬁﬁ%oéﬂl&g
random bits F P nfGFeNRRATE r e gmall prRNGyeresecepd wilatnly e imipsttans eigni S
known and t heystdfafwu d inistic, .| st. still he

conput at i onal on unf easi %%eg@fi(s) ﬁ ﬁ%%ﬁ%ﬁ&?thgéegyw%ﬁd Tl B@@n@ﬁ‘éﬁ SORE§

arbi tradi |y etiostages dijvemegpromiatd G 1@bL@babEotIS: WAPHY o' REARY RALL LS the
15 output. Since E\?,RéNGsmgar determnistic, a sequence generator-can be
N .

achi eved by S@ppt ! ?/\/H"es@@&l fewp steps et figind! BRAGan e stoetligra gergi mpl e
PRING (a1 € hotgh & ke el i\ S BT o R ARE oded iy Bectlref &S Rsabea sl ng
an instance of the SHA-1, and this hash output is itself used as the first
orovi ded by FUEafanat TRUCEREobaPa¥ TsEmR coosiknalaiibne Nsaapiyaimt ~and
[ ecompu0i ng blaorithixs fas Besdhed iEhd RTRNpMIY QicalibA PHEL AG, LALAUGN LG Use of

Parallel Bit Operations on a Vector prese Bf a
new net hod of CPERFTBRIHNEE Hoskghart desctibing thecddendmgaldterpebylfiguksiyng bit based
t echnol ogy. 61 ~ 2 6 NOV 2U4 This nethod allows one to use a bit (ie
bi nary) based device to performnodulo arithnmetic efficiently. This is

achi eved by 8eDIThegrumbaediontodinta&eothe ALSAREBELEEET G4 3 1 freti cal
operations on nmultiple nunbers in parallel; usi nB a sinple % Sequen%% of
bi twi se | ogi |Pf186'€§°§1/iﬂb\f¢§se,&bufclmthmivtatﬁlseytimeﬁerform efficient nodul o
arithnggic in any base. However, the efficiency is greatest in small bases.
Tunbl er uses this nethod for perform ng PKCS ternary operations. 12.1 A

More Det ai | edhDegerckiptilon! détedides ovArdrttheeirof cd@ectioh iRk GoladnAnte. fOr
sone positiv;lle i nteger _base r, concerns operations between the r "residue
classes' of |t S SOrrKHOp dutish be nopzzero, asghsiostos cofrestivosmuting egeid nevat

share a compRergmi ded Mheo Hivided I or instance, in nodulo, ¢, 64
and 15 both resi de in the same értelssl?%UédgéTogtss:l TE A0 L75] ,Vfgfzé%’f‘ili’: T%‘ﬁe
remai nder oncagieptien yek Hoveumedo cpmtod botv ofrtainend BirEIgems: BYer@élis GuY &a

i ntegesnis d nl n.the remajnder on dividing the respective
addend%oor f%@?‘%&gg}b@g? H%cto(a%alg'é"rré’i HPRGELY hrgheopeeian level, whenpibe siuseft o
consi der opethakironss ih &UeERsi6ESIEIE Al é‘%l%e;an i 1 ragtion and
mul tiplication between. residue cl asses wor F%@%E""@@ﬁ%f’%ﬁ% aéglt[ria‘a\[]y 088
" integer aritWREtMY BEtiigercansre hoenelylkphewere aticved if temirsthew fehihue

It 1s therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

25 caused by a problem that occurred during the transmission of the message.

The correction routine takes in the half-decoded mod g polynomial a;, and the ciph.er
polynomial e;. These relate to the polynomials used by the decoding system (see figure
3). e; is only used for creating the check block. It is possible to avoid repeatedly

30 inputting e; into the hash instance by recording the state of the hash function after

i,
e



" classes. Usually the former involves choosing a set gf representatives, one
from each 25 residue ¢lass. These would Bérmally be €ither the sét Evm?\h 20
~smallest positive value (i.e. {0, 1, ..., r-11}, or the set with the ovveg%

absol ute value {[-r/2]+1, ..., O, ..., [r/2]}. r, 62 ~ 2 6 NOV 2004
Modul o arithnetic is theoretically nuch sinpler than generalised integer
arithmetic. However, nodemdigital devices are built to cope with
general i sed IHUEHE ¢ a4 tispastimingntodius ktate, Wateadsf b aewihksh fbtende/ OM¥n a new
i nefficient Lhg nodul o arithnetic. 5 12.2 Machi ne Assunpti ons
Henceforth i?h?ogqggészlﬁgké% that there exists a device which uses n-bit words
and is capable of performng the followi ng bifw se |ogical operations: The
bi nary operatlj1hon XCE defined to return a word each bit of which is set if
and 10 only i'fe{ahle Cors expdneeddion expesmebttibn iang atlowmoontstoarontoe tHehaderbot h

t, bot : ' t AND defined to ret vor d
Sach biT of whi ol eouay b BReK ARG PRty Fuesstiarngribi e e

i nput words akmeosseli err®s ard berdiddammQResati 8 aldR ' QT ‘ rd
each bit of V\hﬁ% is s&)t@ éf and onlfy if the corrggggér@?%gﬁ%lt@ﬁ%gq%ﬁpﬁgr,
or both, i npt'BFHRdy ISt couptp eofueidnss. dpar Atd@nhdueacd efalwesdark ooff Bttler N a
word each bi{y,Qftahich is set if and 20 only if the corresponding bit of
the input word is clear. 12.3 Vector Representation The crux of the nethod
described here lies in the vector bitw se representati on of numbers. 25—
Di gital rdevi ill norpplly store integers in binary formin the adjacent
bits of Jone Wﬂ%ﬂ??@@%"%‘ 13 8RlY a cpenteriedio eimpas wish thecdorestion eivel.
~adders,' which allow for carry between bits. Wth a vector representation
‘the value of a nunber is represented by bits |located in correspondi ng
| ocati ons wi Th¢ Nalypfifierused imoenfenctibmewithltie table Ghds ellbidsSwhRBRGow ofd 2 6 N
O V 2004 not r?énﬁg%e{ngt}shf bi nary formof the nunber. Interpreting the bits
y, as |

. C _ 7 .
in a novel wa ustrated with ternary nunbers in the |ater exanple,

may | ead to greater efficiency as well as other incidental benefits. T 5
Performng a_si ngle nodul o arithnetic operation between two integers is
consi dérabl y Thexalue pf x delisnenegaw gnueh ot vilue, eproesetty atrapped trhadulelgl Ags Bannal

i nteger nethg ABiS0i7S onbi,ni ng t X | words |
representing t o nu%@grjé h\?mgﬁlag%é‘grﬁfeiy’g? Fy va ocft}\?’elzr |tg%§T B APPEfRion
is chosen to be something other than 3, then x will be calculated as

X =gremp.

20 Centring a polynomial modulo g refers to shifting it into the least absolute residue
classes (centred around zero). It should be noted that it is not necessary to use the

: N range —g/2+1 to g/2. Instead one could use the range —q/2 to g/2-1.

403. At this point a list is created which will order the coefficients of a; by the
25 proximity of their values to —g/2 and ¢/2. If values exactly equal to ¢/2 were wrapped
down in step 402, then negative valued coefficients shoula be listed before positive
valued coefficients with the same absolute value, and vice versa if values exactly equal
to -g/2 were wrapped up. In the example described in figure 8, the list would begin
with the coefficients labelled 802, 803, 804, 805 and 806 in that order. It is possible to

30 record only the distance of each coefficient’s value from the edge of the range and not



© 10 The applicant has (realised, however, that the advgntage of a vector
representation lies in its indefinite pafdllelisabiltty. The nﬁﬂ f 004
_identical operations that nmay be perfornmed concurrently is |imnii Qﬁ@&oy
the word size. 12.4 Ternary Representation 15 20 25 Henceforth it is
assunmed that the three possible values of a tert (representations of a
ternary nunber) are zero, one and mnus one. This is an arbitrary decision
and the syst & ‘é"ab? iltgs!fi Rhe péwiteraluots tivd hares bfmdkee it baste tefsllowThe t ens
are repr esengl%qe "two bits occupying corresponding |ocations in two
di stinct words. The bit located in the first word is set if and only if the
val ue of the tert is not zero.. The bit located in the second word is set if
and only if t@g v ILL}%_of the tert is one. Hence the three tens 0, 1 and -1
are represenf ‘%@ert g, Edbendsnedilo3, thejorigmah mbdulp, @ polynesipet isvel lpngdrn
this magner pdqens may be represented in two h-biit words. Exanple Let us
assune that we wi sh to use vector bitw se representations of the four tens
0, 0, -1 and 1. Using the vectors specified above gives us the foll ow ng
tabl e: 64 %%% NO\/{).pPﬁ Tirt Vector Vector 1st bit 2"d bit Now, taking
and storing dr Brpitiplisge Thist widh ¢optrghthetrmantr of isinpadtaaedusvasrous farovhick at
t hi s i nformagi : it namel y 0011 (representing the
1ot bite) onaraaSrY R RRR R bnctcls MRE B o Wghent MroveRC R o

nodul o arithnetic not on the individual terts, nor on the vectors, but “on
the words 5 el ves, .for, exampl sing .the operati ons XOR, AND, OR and
Nor. TS 3 A6 PG SR ke e R depiPe 4 it £hs Srld e mAge oo bty
‘tens are bei [fhneas ke theORrseidRIbE ARSMIS Y- & 99(9]? ' ffj.cient
met hod of perform ng nodulo arit hrréeyti?c, ct}1 I'S ’18;0{'3%@5%% (ggt%ng%t ggptﬁﬁehbi ts

al | ows one t 8hawd be natad thah i analueds o6 laagdrehidn the dut for2hSprapioys Phes Xiaie Bieng
the first ar i.nce; al gor.it re often concerned wth distinguishing
zero and nonﬁgé%h%f lger ;éﬁf ?sslnﬁggfadl%dﬁfégﬂlgoﬁﬁ%ml @]é‘PéVé‘g“tWeth%§E’§lvaB’rer%fry
form Where kthere is a pair of corresponding bits, and the bit |ocated in
the first word is 15 clear, the bit located in the second word i s never
set. Héii\ever, the systemneed not rely on this. Simlar principles could of

course appl y440 sl ' b s pther than 3.for exanple to
carry out ari ? hrrT:,}:{é %é%ﬂ@ags%@g%ﬁgg%ﬁgﬁgpgbﬁ? %cqeﬁcéeé‘?%gbér ‘éesigat
words, the faresto mepr dsand catpialdistdnbe afvay Sroit g2 i At HEpMBEHOK determined
representatio second gll the second bits and the third all the third

_th
bits. The apHBBtQEW 8 AR8 FRUPISE Ioft Gaichavs 298 yehleophpcked. Sot-tuple thaghayov

2004 been checked during a search at a smaller depth need not be rechecked.
20 '
408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This #-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen ktuple are then altered to

compensate modulo 3 for a possible mis-wrapping modulo g.
409. Using the altered /, the decoding process is completed.
410. A check is made to see whether the decoded polynomial and the cipher

polynomial pass the integrity check.
30 |



"~ 12.5 Modul o Three Arifrhnetic Modulo three arithneticgi's performed in the
following manner. 5 X o and X, are the twe n-bit wor ds representgi the n
_tents xo0, ..., x ".,, where the. word X o contains the bits set 21%95195 2004
corresponding tent is not zero and the word X, contains the bits set if the
corresponding tent is one. Simlarly Y oand Yi are the two n-bit words
representing tents yo, ..., y"-,. 10 The result of adding the n pairs
of tents (x; ,‘@ﬁfﬂ“"é%ﬁﬂ%ﬁ%%ﬁé@ thep b is acceptedas the ekt decwypteddolyaodiab. and Z,
whi ch represent the tents xo + yo (nod 3), ..., x "-, +y " ~ (nod 3), can
then be calculated as follows: Z; - (X0 XORY, ) AND (X, XOR Y_0), 15 Z o
- (X_OXOR Y_@8)2.0Rq possND¥-tipleRh&ing bl s:@audtbd Ohe SeIEN 2ChHW % kd @B %o o t NE
val ue of vy;, eaf:h m)qyglg. 3, fPr i =0to (n-1), to produce Z o and Z,
whi ch repr es 8 REELERESARE XoOWFG(hod 3 ), ..., x ", -y ", (nod 3 ),
can be galculated as follows: 20 Z-0 - (X 0XOR Y_0) OR (X, XORY,), Zi -
(Y_OoXOR X,;) AND ((NOT Y,) OR X 0) AND Z 0. The result of multiplying the n
pai &s of tent#3.(khe V?lprhofe@chabiadﬁilaoh@h)r gives filey depth @(ﬁf@igﬁgt)ﬁé dould Qtop
produce Z o and.Z i.ch represen tents xo X yo (np y .., X"2, X
y" ., (mod 3) ?eag%‘ﬁn%%@éﬁlegﬂﬁ 1§tae§m£L3 fgbﬁe&ﬁg?mzzl@e-of)(/kx_o AND Y 0), Z, - (NOT
(X, XOR Y,)) AND Z o. > 66 f~° 2 6 NOV 2004 In the field F3, the only
two non-zero elenments, 1 and -1, are both self inverting. Hence division is
i ndi sti ngui sfhlblTEersupicmihatirglordsalidvofiar as 12eh stiacibdairerednibnSof thvadiendedi s~
met hod hs si Lol nt_in hardware, as i]Jlustrated by the circuit
di agr ar%g S ho% Lllﬁnéfﬁp%g g%)aéghqﬁﬁ fnciefleéﬁedi' \f@_er CHrE QPBIoYAlY IpRIRscandamicaluingansi efgr am
for additi onachielih@thds thhm Baigy 4 dedid@NBcAntS cui t di agram for subtraction
nodul o 3 and figure 13 shows a ~-circuit diagramfor nultiplication nodulo
3. 10 In software, this nethod allows for scal able parallelisation, since

one is able ypstakgd 5 o; ful | .w.dth of . Worcivof any | ength.
12.7 Use in Tunbler 1%%ﬁ}ﬂe%$%rl§bl{5eé%l%&eﬁées}ien%oéffﬁ?gé%%l alefins é%éec{]ﬂ’&t is
pol ynom al s wppied coefctiopcieaak s al | have val ues that are only significant
nodul o ? At various stages in the algorithmit is necessary to add and
subt ra& t hese pol ynom al from one another. Specifically, the current
i mpl ement at i 91%. of chRRidEEas VeERHERDRNSLE o st I nverse. '
algorithm (see 3) or al tserena?i vely t Seﬁrigglﬁ?ed%%%c A}é]g%r)vieg ﬁ?ﬁm%éf?"btpﬂlétd on
20 nodul o 3 PBiRgSHIPRES . at THegse 44l gorth t thesddcodédirpolymeeialy ehéhehaddhichor and
subtraction nom als. . The .decryption systemrequires the convol ution
product (st a?grfaﬁﬁé)ljl‘eél flg%léia Fgﬂ?)ly’}?fm%vﬁ UVW°§E%$-y%WSH¢%I.Ys THEh 2 minimum
star-mul ti pl tarpection leakDnid #hNtal sy bees whe Rddhbl a8 W?&h@tﬁﬁ{go&hg h
e valués 0o e

pol ynogiral s. .25 To .add two pol ynom al s one adds together th

corresghndi n@a’ééwmﬁféﬂ‘ﬁ@ fromeach of the polynom als. The val ue of the
first coefficient fromthe first polynomal is added to the value of the
first coefficient of the second polynom al to produce the value of the

f)t rst coeffi4l%er@nofindrémes iy nambes @f Ofdmultaneous errors for which the correction

procedure is to be performed.

25 418. The rows of G are zero terminated. When an end is reached, & is reset, and the

search is begun for a singleton error again.
419. The algorithm moves to the next row of G.

30 The following example shows in more detail how the table G is used.



5 67 ~ 6 NOV 2004 Ifﬂfhe first polynonigl is represghted as the two bit
arrays X, and X o as described above, an % he second 'pol ynom al
represented as the two bit arrays Y, and Y_o, then the polynonié?ﬁgﬂﬁydmn4
the two polynom als can be cal cul ated by performng the follow ng nodulo 3
addition operations on the four arrays. Zi - (X_a XORY,) AND (X, XOR Y_o0),
Zo- (X0 XORYo0 OR(X, A~~1DY,) OR Z,. 10 15 The sane is true of
subtraction. Storing each polynomal as two bit arrays all ows the above
subtraction netheampk be used to calculate the difference of the two
pol ynom al s. Since each polynom al in Tunmbler can have as many as 503
coefficients this nmethod produces a considerable increase in speed. This
approach to nodul_aj. arj4.h i £ i_ngd application in the field of digital
dat a processingmge%%?L#%V?E%ﬁd'gﬁyﬁﬁﬂxrestricted to use within
cryptosystems. g/26a128 ~ 6 NOV 2004 CLAIMS: 1. A nethod of decrypting a '
ci pher polynom al a using a private key f conprising: 5 (a) Conputing a
trial polynomal a, where a =f * a (nmbd q) and q is an integer; (b)
Det er m ni ng, omn%gg basi s of fhe trial, polynom al a, whether the polynom al
a has decoded correctly, and® not: #BR deternining which coefficient or
coefficients ofpthe trial 1Qspolynomal a are likely to have caused the
failure to decode; (ii) adjusting the said coefficient or coefficients to
define a new trlal polynoni dl7 and (iii) attenpting to decode the ci pher”
pol ynofgijal a usjng the new trial polynomal. 2. A nmethod of decrypting a
ci pher polynomal as clainedin Claim1 in which at |east sone of the
;coefficients of3the trial pdbynomal a are sorted according to their
respective expectations of heing the cause of the failure to 20 decode, the
coefficient with the Iargesﬂléxpectation bei ng adjusted to create the new
trial polynom al

Index 2 corresponds to the coefficient with the greatest absolute value. The
15 coefficients with indices 1 and 3 have the same absolute value and the same
sig, so it is completely arbitrary which of these two is listed first. For the rest
of the example I will be listed first. Indices 0 and 4 have the same absolute

value and different signs, so, assuming that one uses the range —127 to 128, 3 is

listed first.

20
The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),
g =128 =3 * 42 + 2. Therefore x = 2.

25

Consider the simplified table G =

=l k=2 k=3 k=4

30 =1 3 2 0 0



3. A nethod of decrynf?ng a ci pher polyn ﬁial as clafed inclaim2in
which, in the event of the new trial polg omal failing to decodf,gwl[w 2004

_ coefficient 25 with the next |argest expectation is adjusted to create

anot her new trial polynom al . 69 Q fi NOV 2004 4. A nethod of decrypting
a ci pher polynomal as clained in Cdaim3 in which newtrial polynomals
are repeatedly generated, by adjusting the coefficients in reverse order of
expectation, until a trial polynom al is found which properly decodes e; or
until the attenpt j#p degodejis alpandojed. 5 5. A nethod of decrypting a
ci pher polynomial as claimed in daim1l in which at |east sonme of the
coefficients in the trial polynonmal a are sorted according to their
respective expecta;{onﬁ si?PIy r inogroups, of being the cause of the
failure to decodef he éoef cient or“group of coefficients with the 10
~ largest sexpectation being adjusted to create the new trial polynomial. 6. A
" met hod of decryptkgg/a ci pher polynomal as claimed in Caim5 in which, in
the event .of the #gtv tdPal Ppdlynbhiallfailing to decode, the coefficient or
group of coefficients with the next |argest expectation being adjusted to
15 create another trial polynomal. 7. A nmethod of decrypting a cipher
pol ynoni al as cTldb mbit indicGleait® st SdWhinGIniBRYS bhdeRlfoPQtHBOFRLS, &afe
repeat edly generated, by adjusting the coefficients and groups ©o
coefficients inhe&FSF d& diseeeredand epaedted,itben thmchéckingoproredut witll paroni al
is foung which ﬁﬁﬂﬂﬁrly decodes e; or until the attenpt to decode is
abandoned. 8. A net hod of decrypting a cipher polynomal as clained in any
-one of Clainms 2 to 7 in which the expectation of a coefficient, or of a
~group of 25 coe ficieqfs, i s determ ned according to the respective
coefficient val tsProgedure siarth Sthogn AERRLHO! GRgrest dieptingleton eprrositidt aas
clainmed in d ai bn_1280r" 4 whi e ion is
det erm ned accé?%?“ﬁ Hggfﬁé2%ﬂ§§P%¥%§9%%s?ﬂgﬁgg%gggﬁ%@g&%§%¥yﬁgf%ﬁ?svaIues
to a pre-defined28&efl2V of &2t tovi2BuEheserartges potaitafne sach, amxbinred 3 tHE ni mum

requir val ues._5. 10. . A,nmet hod of decrypti a_ci pher .pol.ynom al as
cl ai rreggi n d ai ﬁiﬁsgmé?x B Y AP erPfE}&ﬂ“@hl-%/-h% Qgﬁe@e% qegﬂlﬁ@ﬂtil% nggatee dht ned

with reference flgorithuesmpBiteterkaed byhd@hee. FOF ke Ld ;abl e.
11. A nethod of %%cryptinﬁﬁa cipherbgolyngnial as%@ﬁgﬁﬁ% P§q§§§ggﬁg of the

10 preceding cl#rhse pysupied &t thiefadonput ati on of the trial polynonial a
i ncludes reducing to the | east positive residues nodulo q. 12. A nethod of
decrypting a ci pher polynomial as clained in Caim10 and Claim 11l in which

t he pre- def i nedSiaaefli, bi-eStone ahaidd kbontiifud .n?h%@%on&mgladn@ﬁnﬂ%@mki ng a
ci pher golynonialdgﬁ clgined in any one of the precedin% clainms in which
the def8r i nat i'HRA B¥ SRAIme i thesangss yhifioail 26 oRA<6 Hekidd dlietscire ae migye

i ncl udes reducigghidibes RQhyRYgeal a to the least absolute residues nmodul o q.
20
At this point it is better to try to correct a pair. However there are no pairs in
the largest range specified by G(1,2) = 4. G(1,3) 0, and therefore one must now

25 switch to the next row of G and start searching for a singleton error once more.

The search starts where it left off in the previous row, with a depth of 3, and
looks for singletons down the list up to a depth of 10. At 10 two more potential

errors are found. Once more it shall be assumed that correcting these errors
30 fails.



" 14. A nethod of decryﬁﬁi ng a ci pher pol y%fm' al as clémrred in d g]l\&ﬁélﬂ
whi.ch the deternination of whether the pétynom al a has decoded£cbr tQIQ/f

_includes convoluting the polynomal a with the inverse, FP, of f, nodul o p,
and reduci ng nodul o p. 25 15. A nethod of decrypting a ci pher polynom al as
clainmed in any one of the preceding clains in which the said coefficient is
adj usted by addi ng or E. 71 ~ 2 6 NOV 2004 5 10 15 20 subtracting an
integral value x. 16. A nethod of decrypting a cipher polynom al as clained
0 O aim L14_andvehahdthd it @liiol SrdalioPhaoriofMprirklyy e IR hod of
decrypting a cipher polynom al as clained one of e “prece

claims in whicrsegrehdefho tadflep‘difOft‘lV\E/henhf}lepm mfeltOhedeaohchma“equEfﬁtgems Cl pher

pol ynom al as cI ai m 17 28 or, 256. ' 19. A _
met hod of decryp Fdnﬂglgahc Eﬁgﬁ 3}#‘:‘3?#% fB‘%th‘i‘ale?ﬁﬁ saesednds L is fsivhi ch p -
is 3. 26. A coriﬁwlﬁeelﬁstltl{e@@ ﬁfﬁ‘fv@hﬂd%@ any
one of C ains to 19. le A physi cg?ﬂicg\?jrlggtrm é?oé%ﬁ‘%@rd@ﬁéf'}%&ﬁﬁ eulﬁ)d:ogram B
as claimed in éifb'ﬂ“bh@é) 22. A datastreamrepresentative of a conputer '
programas claimed in C aim 20. -. i. ~, 2 6 NOV 200h Abstract A nethod
of decrypting a cipher polynomal (e) using a private key conprises: 5 (a)
Conputing a For tals gxanpkafiiall HeaksunVAGRA ofe Tf these Baifs W ifdec@NHe Edbke bE1RN

i nt eger;
error. However, it is important to remember that in practice an error will almost ™~

10 always be corrected in the first few attempts.

6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved
15 with some sort of check hash.

Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:

20 An attacker intercepts an encoded message. The attacker then modifies the encoded

message slightly before sending it on to the original intended recipient.

g

This slight modification may sometimes turn the message into an invalid ciphertext,
i.e. one that could not be an encoded form of any plaintext. In such cases the decoder
25 is unable to decrypt the message, and will generally inform the sender (who is the

attacker in this scenario) that the message failed to decode.

Alternatively, the modified message might be a valid ciphertext. In such a case the

decoder will decode the message and attempt to interpret it. Since it has been modified



(b) Determ ning, on (ﬁe basis of the trial polynom af’r(a_), whether the
pol ynomi al (e) has decoded correctly, and if not: . (i) dete} & MOWg2004

whi ch coefficient or coefficients of the trial po!?nom’al 10 (a) are likely
" to have caused the failure to decode; (ii) adj usting the said coefficient
or coefficients to define a newtrial polynomal; and (iii) attenpting to

decode the cj r ngm al (e) using t new trial polypgomal. 15 The
net hod is paM% ?Sgu ng(? eé glg‘p ef%cgfﬁ%rbaytwt %Eﬁgﬁctok'_@?keci“%ypﬁeﬁéﬁlg Hesmassase. hot e
parti cul arl ythidie ippelbynoto taé adbrged systens. (Figure 4)

.AY1L. AIR A<5. Al 1. At5. Afh?. Al.Alk A A RAY .Al".AN.A1 Ay. A .AfK
ALLATK AFL AR DA U AYKS LA 5. ALK5. AN . Al . Af5. A

. Afy. Al KR Af f AT LAYK. AL A9 ASR AFLA RA CALAFLATK LA LA
A A O AP T R i O ARG aptontit T giche Which
- AS. Af K8 A, Hiodifishtiohs AV ARNdTkePBBHEAP| By analysing this, the attacker is able to

determine some of the original message.

Tumbler takes this approach further and automatically creates a regular hash check

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,™™

10 ‘generally, as ‘text aware’.

Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check
hash for each encoded polynomial. SHA-1 is defined in the US Government’s
National Institute of Standards and Technology's Secure Hash Standard (FIPS 180-1).

As each message polynomial is encoded, both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-I

algorithm.

20 During encoding, the cipher polynomial is taken as input first, as this speeds up the
decoding process in the event of a decoding error. The cipher polynomial is first

packed to fill bytes as described below, for transmission. The bits required to represent

the first coefficient are placed in the least significant end of the first byte, and so on,

and the last byte finished with unset bits if necessary.

The message polynomial is then packed to fill bytes, each coefficient this time being
represented by two bits. Both bits are unset if the corresponding coefficient is zefo; _
the first bit is set and the second is unset if the corresponding coefficient is —1; and
both bits are set if the corresponding coefficient is 1. It is never the case that the

30 second bit is set while the first is unset.
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10

7. Multiple Transmissions

Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).

13 Should the same message be encrypted and transmitted more than once using the same

public key and without MTA protection, it may then become susceptible to attack.

It is important to be aware of the possibility of predictable similarity between two
messages. Most obviously identifiable are message headers, such as those used in
20 email, which are often predictable. If the first few bytes of several messages are

identical then their first message polynomials will also be identical and hence
STy susceptible to a MTA.

Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

25 correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in

the encryption of that polynomial. If an attacker is able to determine the random factor
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messages in an effort to determine the random factors used.
10 - Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the message, while sending multiple copies

can allow the attacker to determine most (and eventually all) of the message.

15 The Tumbler MTA protection system employs a simple stream cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the
same key. The stream cipher does not directly add to the security of the message as it
is broadcast with its key, and thus need not be a particularly secure cipher. It must only

20 ensure that two identical plaintexts will differ from one another in an unpredictable

manner.

Encoding with the Tumbler MTA protection option adds a random (or pseudo-
random) MTA key to the start of the plaintext. This key is then used to set the initial
25 state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.
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decoded plaiintéxt: see step 315 of figure 3.

8. Bitsto Terts

Whereas data is conventionally stored as bits, the ‘preferred PKCS algorithm handles
messages as polynomials whose coefficients can take the values 0, 1 or —1. The..—

message polynomial is just a string of ternary digits (terts). A method is required for

10 converting the bits into terts and back again.

Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic
operations used in conversion to be performed using 32 bit integers. A method using
15 integers of more than 64 bits would be more efficient, but would offer a gain in

packing efficiency that would be negligible when compared with other packing issues.

8.1 Conversion of bits to terts

x should be taken to be the integer whose least significant 19 bits are set in the same
20 configuration as the block of 19 bits from the message, and whose other bits are all set

£ to zero. Here terts should be assumed to be integers taking the value 0,1 or -1.
1. x is divided by 3 and the remainder calculated. This value can then be used to
determine the next tert. 0 determines that the value of the tert is 0, 1 determines

25 that the value of the tert is 1 and 2 determines that the value of the tert is —1.

2. xisdivided by 3, discarding any remainder.
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'132;21 (()())/q_&\ ( ioﬂi(%rw,%gdpsrgce%g Igguld%% accelerated 1f ir(l )step 1 x was divi( ed by 81 instead of 3,

and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
5 four elements) of terts to determine the values of the next four terts. x would then be

divided by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

Even greater speed could be achieved by a method that divided x by 729, taking the ™~
10 remainder, before using a table of 729 possible 6-tuples of terts to determine the

values of the next six terts, and then dividing x by 729. This option would require only

one remainder and one division operation. However, each method offering such an

improvement in speed would also suffer from a corresponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all
15 531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the
range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not all possible
12-tuples of terts can be generated. This is because 3'2 = 531441 is greater than 2'° =

20 524288. This is important as sets of terts that lie outside this range are used to signify
the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required
number of random bits. The length of the real message data, excluding the padding, is
25 remembered and used for determining the value of the end of message marker, See § 9

for further details on this.

Example
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wn

Number Remainder when New value of x after division by Value of

of tert xis divided by 3 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0 -
1 0 48030 + 3 = 16010 0

2 2 16010 + 3 = 5336 -1
3 2 5336 +3=1778 -1
4 2 1778 + 3 =592 ' -1
5 1 592+3=197 1

6 2 197 -3 =65 -1
7 2 65+3=21 -1
8 0 21+3=7 0

9 1 7+3=2 1
10 2 2+3=0 -1
11 0 0+3 =O 0

Therefore the bit sequence 0101101101001100010 will be converted into the
tert sequence {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0}.
10

8.2 Conversion of terts to bits

When the data has been decoded it will again take the form of a ternary polynomial

-4

and the bit to tert conversion process will need to be reversed in the following manner:
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5 2. The terts in the set should be numbered sequentially from 0 to 11. If the i tert is 0
add Otox, ifitis I add 3'tox, and if it is -1 add 2 x 3' to x.

3. If x has no more than 19 significant bits (and is therefore less than 2'%), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than ™™

10 19 significant bits, then the end of the original message data has been reached.

The value of x can be used to determine exactly how many of the bits of y are part of

the original message, and how many must be discarded. See § 9 for further details.

15 Example

The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0,

can be converted back into bits as follows.

20

Number of tert  Value of tert  Value to be added tox  New value of x

o 0

' 0 0 0 0

1 0 0 0
2 -1 2x3*=18 18
3 -1 2x3° =54 72
4 -1 2x%3*=162 234
5 1 3° =243 477
6 -1 2x36=1458 1935



10! 10%b& ()-6 109%&1()- &LO%& () - 109 (). 10 10 10'(QFZ$10%&'(@%&@#V4 10!

109& ()-z!Ji $109%& ()-! I 10967 T& () - HLOY& () -9109%QQ% () -1 109%& ()
~102z10%& () -
#1098 () -

f0109&" ()-=-109%& ()-<' Xf ($10%& ()-3" 109%& ()-F

109& ()-& 10 10*+6/}[<F4 10! 10cl 109 ()-! ,*$109%& ()-G) 10%& () -

1 J1 951098 () -
18) 10 704} 109& () - @WU3bC 1! HY" 2(<LDR&4674 : | YY"

109%& () -

10

15

20

"100&' ()-!4f $10%&' ()- @C 10! 10 10%&' () - 10%& () @10%&' ()-

8 0 0 6309
9 1 3% = 19638 25992
10 .| 2x3'%=118098 144090
11 0 0 144090

x does not have more than 19 significant bits (144090 < 2') and in binary is
represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
is performed using blocks of 19 bits. Clearly, not every message will have a length
that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
padded out with random bits. These random bits are not part of the original message
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.

Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined by the key strength. The
message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also

need to be padded out with random ternary digits. When the message is decoded, it

must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder

exactly where the original data terminated.
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h) As previously stated, the last block of the message is padded out to 19 bits if

necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the messége as an end marker. The end marker is calculated

in the following fashion:

10 1. B should be assumed to be a random integer in the range 0-375, and A the number

of the last message bit in the incomplete set of 19 bits.

2. A+19xB+2"%is converted into 12 terts in exactly the same manner as sets of 19

bits have previously been converted. The resulting set of terts will be in the range

15 {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1.-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the
end of message marker. The remainder of the polynomial is then padded out with

random terts.

Other calculations could of course be used to create the end of message marker,
20 provided that the result is a series of terts that falls outside the possible space used to
represent messages, and that one can determine, from the end of message marker,
which is the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantially

at random,) a marker from the appropriate part to indicate which of the last 19 bits

25 represents the actual end of message.

The padding of the message block could be at the beginning or at the end of the block;
and the end of message marker could be added to the front or to the end of the

resultant block of terts. The direction within a block is more or less arbitrary, and
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r1g1na message left 'to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0, 1%, 2 and 3" bits of this block of 19
10 belong to the original message and the 4t gt Bits are just random
padding. A is therefore set.to be 3, since the 3™ bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.

After this, an end of message marker is chosen. First a random B is chosen in
15 the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:
A+19xB+2"=3+19x122+29=526609.
20 The conversion of this integer into terts gives {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}.

Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly

seen from the fact that in the former 12-tuple all four of the leading terts (those

on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.
25 {1,0,0,1,0,1,-1,0,-1,-1 -1,-1} is the required end marker.

When the message is decoded, each set of 12 terts in turn is converted back into 19
bits. If operating normally, the decoding process will eventually encounter a block of _

12 terts that lie outside the range for conversion back into 19 bits. In other words, the
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uglp Gppiergon back into binary has more than 19 significant bits.

“0)

(See § 8.)

This integer is the end of message marker. After this end of message marker has been
converted back to binary, 2!° is subtracted from it. The result is divided by 19, and the |
remainder taken. This returns A. Of the 19 bits of the block immediafely preceding the
end marker, the sequence of bits starting with the 0% up to and inciuding the A" bit are --

kept as original message bits. The remaining b1ts are the random padding, which can

be discarded along with any remaining terts. B

Decoding Example

For the purpose of this example, it should be supposed that the block of 12 terts
calculated in the previous example, {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}, has just been
received during the decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at least as large as 2'? (or in
other words has more than 19 significant bits in its binary representation).
Subtracting 2" and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0", 1%, 2™, and 3" bits of the previous block of -
19 bits are valid message bits. The other 15 bits can then be discarded.

It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not restricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus

could be used, provided that there éxists some suitable inaccessible space,



& ()-ci* 109 ()-=1Xf $109& ()<l $109%& (§71 I=940%0% () -
!1?;!:%6%9(/«)&-(1\ = 101 10(%%:)()-! 109%& () - ?3 10 1034 10% ()- 0 2 6, N0y o
109 ()-!QF, $109& () - c#[ ZzX6~\ = 101" |3"$1ocy&\()-!\|30$1p/& (?w 2
| @\ #100@ ()-! - C#10%& ()-! S#10%& ()-Uuj > 10" Ic " 10%& ()

101 5100 () - #/ 109& ()-1L*$109% () - dl JTL*$10% () -d mugjo/&? 10 ]

e (V016 R o BTG Dl e 0% () -t p#I0% () -1
1%00$10%%L') )%hmbﬁﬁm@ﬁdés)two B2 0B&ndom humb@rl‘&{éﬁaﬁing)a E}M%Poﬁ%%g (% f #109&
()-"f h|{> ?lhtg#loty&'() 10%& ()-= 109& ()-1 0

—10%&' () - ANB%BU 1118 PFSSFIY FoDKent sansidps 10 de ,‘p&‘)t(:c)table) oth algorithms utilise the

109! () - | #10%RiA-) 1€ L G) unﬁl(g:cﬁ%ta@e arﬁl—rang)éml%r distr1%ute8 bit stream based on an

5 input seed.

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed. e
[0

The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
SHA1Random and MD5Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
15 repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

is possible to add more input, which is hashed together with the current state.
Figure 9 shows how a simplified version of how such a generic PRNG operates.

20 901. It is necessary to ‘seed’ a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusabie as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing
of keystrokes or mouse movements. This data is called entropy.

25
902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
unpredictability of entropy might not be the same as its size. 10 bits of entropy may

only have 16 possible collective values and will therefore have 4 bits of
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5 internal state of the PRNG.

904. An internal counter is used to vary each block of output. The counter changes

with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs. T
10

905. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

906. The result of the hash in 905 is the pseudo random data. Depending upon the

15 application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

H() is defined to be the hash function; X||Y to be the concatenation of X and Y; Cto

20 be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P; to be the /™ 106-bit pool of random data that has been generated
since the input of E;and S; to be the 160-bit internal state that cfeates Py.

~  When the algorithm is first initialised, the counter C, i and J are set to zero and the
25 state, Sgo, has all 160 bits unset.

—  When the i pool of entropy is inputted into the PRNG, supposing that the current
state 1s Sy, then the new state, S;, becomes H(S¢-n]|ED.



1 9S* 109%&’ ()- Y. *! 9S* 106@& ()-V.' 9S* 10%& () Y. *! 95 10%&() - Y. ' 95" 10%& () - Y. 0RO
B .

1 9S*109%& ()-Y.9S*109%&' ()-Y.*19S*109& ()- Y. 9S*10%& ()- Y. *! 9S* 1098 ﬁ)NQM K084 R
1B 19*19S*109& ()-Y. 9S*100& ()-Y.*!9S*109%& ()-Y.9S*109%& ()-Y.*F G H i Q4B
19S*10%&' ()-Y.*19S*10%&' ()-Y.' 9S*109%& ()-Y.*!9S*10%&' ()-Y.' 9S*10%& ()-Y.H V
WZ [ \ t V6B , . - |

] 9s£ 10%]&' () . o¥haEgre datajs feyired 4 qopnter 638 LBY@En¢edbY bmfcné‘)fmfol

tWPB ! ! 9% 9S* 1098, (heotnQFIEQUK () - Y. *! 9S*109%& () - Y. 9S*10%& ()- Y.

This method acts as a secure mechanism for producing an indefinite cryptographic bit

Lh

stream from entropy input, but has the disadvantage of only possessing an internal
state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'% distinct bit streams produced

between input operations.
10

In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2™ possible NTRU PKCS private keys. If one used a PRNG with an internal state of

2190 wwith only one seeding operation, then at least 25%° of the possible keys could

15 never be selected.

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

20 which the cipher is being used interacts with the real world.

We propose two solutions to the problem of achieving sufficiently random data in a

platform independent manner.

25 The first is a self re-seeding PRNG. This method is fairly simple to explain, but places
an extra requirement on the system in which it is employed and as such is only semi-

platform independent.
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5 The PRNG produces random data as normal, but records the quantity of data
produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
as much data as the smaller out of the internal state and the unpredictability of the
entropy, then it calls the platform specific function and requests more entropy. o

10

The second solution is more complicated, but has the advantage of being completely

platform independent.

The basic principle involves the use of a PRNG with a very large internal state. The
15 problem in producing such a PRNG lies in making it eryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random

- Large State) algorithm (this being the second of the two Tumbler algorithms

20 mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
| the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 22 distinet bit streams that can be generated between two

input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-

seeding PRNG. Another advantage of TSR-LS over a dynamically re-seeding PRNG

25 is that the latter will use seed data piecemeal, so the initial output will not be
dependent on some of the seed. With TSR-LS, all of the output is dependent on all of

the seed; any difference in the 2048-bit state has the potential to alter every bit of the

output.
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TSR-LS uses a system of multiple tiered hash functions. A stmplified version is
depicted in figure 10.  The hash functions could be embodied in software or,

alternattvely, they could comprise hardware hashing means.

1001. The entropy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding process will be slower the more hash functions one uses, but on

going operation times are independent of the number of hashes.

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1604. The second tier’s hash takes in the output from all of the hashes 1002 in the first
tier and hashes all of this together. This ensures that every bit of the final output is

based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.

Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.

1003. This counter is used to ensure that each hash function produces new output with
every rehashing operation. Here, and in the example below, the initial output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003,

The re-hashed output of the particular re-hashing function is then fed to the second-tier

function 1004, which hashes it with the output it has previously received from the

10%
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func’uons 1002 at once.

A precise description of TSR-LS follows: -
10
TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(),
H,(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cq, Ci,
C; and Cj to be four 160-bit counters; I, Li, I and I, to be four 160-bit increments: E;
to be the i pool of entropy added to the Random Number Generator; Ey, Ei, Ei, Ex
15 to be four sub-pools of entropy for each entropy pool E;; Py to be the /™ 106-bit pool of

random data generated since the inpﬁt of Ei;_,' and Sy to be the k™ 160-bit intermediate

state generated.

—  When the algorithm is first initialised, Co, C,, C,, C3, I, I;, I; and I3 have all 160
20 bits unset, ;=0 and k= -1 .

- When the pool of entropy is inputted into the PRNG, the entropy pool E; is
- divided so that the nth byte is placed in the entropy sub-pool E;, where a is the
lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete
25 set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E,, where a is the lowest positive residue of
n modulo 4. The last internal state block created should be defined as Si. For each
of the hash functions H,(), a sub-pool of entropy is concatenated with all of the
previous data entered into that hash. The digest for this concatenation is

30 computed, and the result placed in Spqs i
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* - When more data is required, ¢ should be taken to be the least positive residue of j
modulo 4. C, is incremented with the increment 1., by adding this value modulo

2160, Next, this value is concatenated to the input that was previously hashed by

5 H.(}, and the result is computed. It should be assumed that the lést internal state
block created was S;. In this case, the result of this hash is pIaced in Sw, and the

new pool Py becomes H(So||Sy]|...[|Sks 7).

11. Sequence Generator ' _—

10 The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will

generate an arbitrarily chosen sequence, or to calculate the input from any part of the

15 output.

Since PRNGs are deterministic, a sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

that operates slightly differently from the PRNG (although a PRNG could be used).

20
The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
, % used as the first 20 bytes of available sequence data. After that, new sequence data is
provided by concatenating the previous output block with the hash mput and re-
computing the hash.
25

12. Efficient Modulo Arithmetic through the Use of Parallel Bit Operations on a
Vector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.
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This method allows one to use a bit (ie binary) based device to perform modulo

arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple
5 sequence of bitwise logical operatio.ns. One can use this to perform efficient modulo
arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for performing PKCS ternary operations.

12.1 A More Detailed Description of Module Arithmetic

10 Arithmetic modulo 7, for some positive integer base », concerns operations between

the r ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by 7.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
15
64=9x7+1,15=2xT+1.

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

20 same integer. Therefore, it is possible to consider operations between residue classes.

“ezraed

Additiﬁn, subtraction and multiplication between residue classes work in the same way
as for normal integer arithmetic between any chosen representatives from the residue
classes. Usually the former involves choosing a set of representatives, one from each
25 residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., -1}, or the set with the lowest absolute value {[-r/2]+1,...,0, ..., [#/2]}.
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2109%& () gmrﬂ%%c is aleoretxcal y much s1(n?pler than generalised integer arithmetic.

However, modern digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

5 12.2  Machine Assumptions

Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:

» The binary operation XOR defined to return a word each bit of which is set if and

10 only if the corresponding bits of both input words are neither both set, nor both

clear.

e The binary operation AND defined to return a word each bit of which is set if and
only if the corresponding bits of both input words are set.
15
 The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

The unary operation NOT defined to return a word each bit of which is set if and

20 only if the corresponding bit of the input word is clear.

H
N

12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

25 Digital devices will normally store integers in binary form in the adjacent bits of one
word. This is to permit the use of circuits such as ‘half adders,” which allow for carry
between bits. With a vector representation the value of a number is represented by bits

located in corresponding locations within different words. The value of these bits need
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well as other incidental benefits.

=g

5 Performing a single modulo arithmetic operation between two integers is constderably
less efficient using vector representation than using normal integer methods. This is

because combining the 2x[log; #] words representing the numbers will generally

involve O(logs ) operations.
10 The applicant has realised, however, that the advantage of a vector representation lies
in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

15 Henceforth it is assumed that the three possible values of a tert (representations of a
ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
20 words. The bit located in the first word is set if and only if the value of the tert is not

zero. The bit located in the second word is set if and only if the value of the tert is one,

Tgper’

Hence the three terts 0, 1 and -1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner # terts may be represented in two »-bit words.

25 Example

Let us assume that we wish to use vector bitwise representations of the four

terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:
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15

20

Now, taking and storing separately the 1* bits and the 2" bits allows us to treat

this information as two separate 4-bit words, namely 0011 (representing the 157

bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
themselves, for example using the operations XOR, AND, OR and NOT. This
avolds us having to deal witlh overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing moduloe arithmetic, this
interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is

clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on three separate
words, the first representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.



10/8VE ()-J ' 10008VE ()-J#3] ' 10/SV& () - InFnHPESFFFF <VU4, ! 3]
' 109%/$ V& 8J '10%/$VE ()-J ' 109%/$VE (§23 T 109%/$VE' () - J#3;] U&F&&BﬁF -
| f <10%B& ()-  @O%R& ()- @O%W & ()-) PF &10%08& () - 10VSVO10VSVIOVSV
' 10%/$V& () - JFFGEGHI{Z9| [: ! =f$10%08& ()- Lf$10%08& ()-!Z7f$10% /& () -

109 #& () -

6# 10%08& ()- #310%0&&' ()- JKKLLMLNLOL_Lj MWT3 ! 109%8&& ()-!c

" 1004T& ()-) 100810081008 F1 10%X&' ()- 1% $10%& ()-: Sl % $10% O&
& ()-:j MMNOOOPQ R[ [: VT3 | C !10%08& ()- nl #s$10%08& ()- ~ $10%08& ()-m o
$109R088&' ()-m} &$10%40848& () -

10

15

20

25

12.5 Modulo Three Arithmetic

Modulo three arithmetic is performed in the following manner.

o Y

X.o and X, are the two »-bit words representing the n terts xg, ..., X .1, where the_word
X.o contains the bits set if the corresponding tert is not zero and the word X, contains .
the bits set if the corresponding tert is one. Sirnilarly Y.p and Y are the two n-bit

words representing the » terts yy, ..., ¥ n.i. e

The result of adding the n pairs of terts (x, ;). each modulo 3, for / = 0 to (n-1), to
produce Z.p and Z; which represent the terts x; + Yo (mod 3), ..., x pq +y .,y (mod 3),

can then be calculated as follows:

Zy
Z.0

(X2 XOR Y1) AND (X; XOR Y_o),
(X-0XOR Y.4) OR (X; AND Y,) OR Z,.

i

The result of subtracting from x;, the value of y;, each modulo 3, for i = 0 to {n-1), to
produce Zg and Z; which represent the terts xo - yo (mod 3), ..., x ».; - V1 (mod 3), can

be calculated as follows:

Zy
Zy

(X0 XOR Y.g) OR (X; XOR Y)),
(Y-9 XOR X;) AND ((NOT Y;) OR X.o) AND Z..

The result of multiplying the # pairs of terts (x;, y;), cach modulo three, for i = 0 to (n-
1), to produce Z.q and Z; which represent the terts xo % yp (mod 3), ..., Xy X Vn-1 (mod

3}, can be calculated as follows:

Zy
Z)

(X0 AND Y_g),
(NOT (¥X; XOR Y,)) AND Z.,.

il
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5 12.6 Hardware and Software

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo
3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a~~
circuit diagram for multiplication modulo 3.

10

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

12.7 Use in Tumbler

15 The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on

20 modulo 3 polynomials. These aIgorithms in turn require the addition and subtraction
of polynomials. The decryption system requires the convolution product (star-

multiplication) of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

25 To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sum, and so on.
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It ("' 10% If the first polynomial is represented as the two bit arrays X; and X as described

above, and the second polynomial is represented as the two bit arrays Y and Y., then

the polynomial sum of the two polynomials can be calculated by performing the

5 following modulo 3 addition operations on the four arrays.
Z) = (X-0XOR Y}) AND (X, XOR Y.o),
Zoy = (X-0XOR Y_p) OR (X; AND Y,) OR Z;.
10 The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.

Since each polynomial in Tumbler can have as many as 503 coefficients this method

15 produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

processing generally, and is not restricted to use within cryptosystems.
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A method of decrypting a 01pher polynomial e using a private key f
comprising: _ S
5 (a) Computing a trial polynomial a, Where a f * e (mod g)and ¢ is
an integer;

(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:
(i) determining which coefficient or coefficients of the trial
10 polynomial a are likely to have caused the failure to
decode;
(ii) adjusting the said coefficient or coefficients to define a new
trial polynomial; and
(iii) attempting to decode the cipher polynomial e using the new

15 trial polynomial.

2. A method of decrypting a cipher polynomial as claimed in Claim 1 in
which at least some of the coefficients of the trial polynomial a are sorted
according to their respective expectations of being the cause of the failure to

20 decode, the coefficient with the largest expectation being adjusted to create the

new trial polynomial.

3. A method of decrypting a cipher polynomial as claimed in claim 2 in
which, in the event of the new trial polynomial failing to decode, the coefficient

25 with the next largest expectation is adjusted to create another new trial

polynomial.
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yV*109 & () - wRish at least some of the coefficients in the trial polynomial a are sorted
according to their respective expectations. singly or in groups, of being the
cause of the failure to decode, the coefficient or group of coefficients with the

10 largest expectation being adjusted to create the new trial polynomial.

6. A method of decrypting a cipher polynomial as claimed in Claim 5 in
which, in the event of the new trial polynomial failing to decode, the coefficient

or group of coefficients with the next largest expectation being adjusted to

15 create another trial polynomial.

7. A method of decryptirig a cipher polynomial as claimed in Claim 6 in
which new trial polynomials are repeatedly generated, by adjusting the
coefficients and groups of coefficients in reverse order of expectation, until a

20 trial polynomial is found which properly decodes e; or until the attempt to

decode is abandoned.

8. A method of decrypting a cipher polynomial as claimed in any one of
Claims 2 to 7 in which the expectation of a coefficient, or of a group of

25 coefficients, is determined according to the respective coefficient values.

9. A method of decrypting a cipher polynomial as claimed in Claim 8 in
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maintained in an error-correction lookup table.

11. A method of decrypting a cipher polvnomial as claimed in any one of the
10 preceding claims in which the computation of the trial polynomial a includes

reducing to the least positive residues modulo q.

12. A method of decrypting a ciph'er polynomial as claimed in Claim 10 and
Claim 11 in which the pre-defined coefficient value is q/2.

15
13. A method of decrypting a cipher polynomial as claimed in any one of the
preceding claims in which the determination of whether the polynomial e has

decoded correctly includes reducing the polynomial a to the least absolute

residues modulo g.

20

14. A method of decrypting a cipher polynomial as claimed in Claim 13 in
which the determination of whether the polynomial e has decoded correctly

includes convoluting the polynomial o with the inverse, F. » of £, modulo p, and

reducing modulo p.
25 7
15. A method of decrypting a cipher polynomial as claimed in any one of the

preceding claims in which the said coefficient is adjusted by adding or
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18. A method of decrypting a cipher polynomial as claimed in Claim 17 in
10 which g is 64, 128 or 256. ’

19. A method of decrypting a cipher polynomial as claimed in Claim 14 in
which p is 3.

15 20. A computer program for carrying out a method as claimed in any one of
Claims 1 to 19.

21. A physical carrier carrying a computer program as claimed in Claim 20.

20 22. A datastream representative of a computer program as claimed in Claim
20.
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A method of decrypting a cipher polynomial (e) using a private key (H
comprises:

5 (a) Computing a trial polynomial (a), where g = f* e(modq) and (g) is an
integer; o
(b) Determining, on the basis of the trial polynomial (a), whether the
polynomial (e) hés decoded correctly, and if not:
(i) determining which coefficient or coefficients of the trial polynomial
10 (a) are likely to have caused the failure to decode;
(i) adjusting the said coefficient or coefficients to define a new trial
polynomial; and
(iii) attempting to decode the cipher polynomial {(e) using the new trial
polynomial.

15 The method is particularly applicable to public key cryptosystems and, more

particularly, to polynomial-based systems.

(Figure 4)



