SECURI TY MANAGEMENT SERVI CE Field of the Invention
[0001] The present invention relates to nobile device
security. In particular, the invention relates to a
system and nethod for securing a nobile comuni cation
devi ce. Background [ 0002] Mobi | e conmuni cati on devi ces,
such as a nobil e phone, have since becone the nost

wi dely spread technol ogy and the nbst common gadget in

the world. A SHCURIFY MANAGIVENTRERAGCENt S, one
singl e nobil e comuni cation device is new able to
provide a w de range of applications that reduces
significantly the anmount of itens to be carried by
users. As the nobile chigiipfdaipwatioryvi ce becone nore
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ter mwerdlond@tagesateda pysterat adandthod it demtingla mobile communication
i,nf.ormati on. [0003] Therefore, it is inportant that the
A%t mation stored on or transmitting through the

nobi | e conmmuni cati on device is properly protected to
ensure the confidentiality, integrity, and the

avai l ability of personal iBatkgrowmid on. Sunmary

[0002] Mobile communication devices, such as a mobile phone, have since
become the most widely spread technology and the most common gadget in the world.
Along with the technology advancements, one single mobile communication device is
new able to provide a wide range of applications that reduces significantly the amount
of items to be carried by users, As the mobile communication device become more
powerful in features, users rely heavily on the mobile communication device for storing

and communicating personal) data and private and confidential information.

[0003] Therefore, it is important that the information stored on or transmitting
through the mobile communication device is properly protected to ensure the

confidentiality, integrity, and the availability of personal information.
Summary

[0004] In accordance with one aspect, the present invention provides a secure
communication manager for securing a mobile communication device from
unauthorized access of applications, data and hardware resided on the mobile
communication device. The secure communication manager comprises a plurality of
secure services adapted to operationally monitor and control of access and execution of
the applications and data; a plurality of drivers operable to interface the hardware with
the secure communication manager; a secure core operable to handle and manage the
secure services and drivers to detect for any unauthorized access of the applications,
data and hardware, the secure core is operable to detect the unauthorized access based

on security requirements and restrictions defined by the secure services and drivers.



[0004] I n accordance with one aspect, the present

i nvention provides a secure cgmmuni cati on nmanager for

securing a nobile comuni cation device from

unaut hori zed access of applications, data and hardware

resi ded on the nobile communication device. The secure

communi cati on manager conprises a plurality of secure
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[0008] In yet another embodiment, the drivers include an audio/codec driver

and a camera driver.
Brief Description of the Drawings

[0009] ‘This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



for driving a secure algorithmoperable to facilitate

security processing. [0008]In3yet another enbodi nent,

the drivers include an audi o/ codec driver and a canera

driver. Brief Description of the Drawings 3

[0010]FIG 1 illustrates a block di agram show ng

architecture of a secured nobile communi cation device
[0910iccor dakd€. Wi illustvates erthodki dingtanofhdwiag prasedture of a secured
BISGF rBr HRebuT e Ypofutingt Wit Gnbodiment of the present

GRReH; Gadli on device in accordance with one enbodi nent

of the present invention.

[0011} FIG. 2 illustrates a block diagram of a security service of a mobile

communication device in accordance with one embodiment of the present invention.



4 Detailed Description [0012]In |ine with the above
summary, the follow ng description of a nunber of

specific and alternative enbodi nents are provided to
understand the inventive features of the present

invention. It shall be apparent to one skilled in the

art, however that this invention may be practiced
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[0014] Referring back to the device OS 122, it

conprises drivers and serviceg which are to be

executed for general operations of the nobile

conmuni cati on device 100. The general operations

i ncl ude executing and processing applications 132
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[0018] I n an alternative enbodi nent, the security

manager 110 is handl ed by a pgocessor/controller of

the nobile communication device. [0019]FIG 2

illustrates a bl ock diagramof a security service of

t he nobi |l e communi cation device 100 of FIG 1 in

accordance with one enbodi nent of the present .
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[0020] To facilitate the security surveillance and control, the security service
125 comprises a secure core 200, a secure data service 202, a secure multimedia service
204, a secure access validation service 206, a secure algorithm driver 208, a secure
codec driver 209 and a secure camera driver 210. These services and drivers are
adapted to interact with respective software applications and hardware of the mobile
communication device 100 allowing the mobile communication device 100 to operate
under a secure environment. The services handle applications and data at the higher-
level layer of the mobile communication device. The responsibilities of the services
include checking the type of data being accessed and providing/defining security

requirements for each type of data that requires protection. The drivers handle the



that is responsible for managi ng and controlling the

services and drivers 200, 2025 204, 206, 208, 209 and

210. Under the secure node, the secure core 200
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required, the secure access validation service 206
interacts with software applications at software
| ayer, hardware/al gorithmat the hardware | ayer or
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conpl ex validations processing as required. \Wen



[ 0026] The validations and authorizations provi ded by

the secure access validation gerV|ce 206 include PIN

code access, bionetric verification, face recognitions

and etc. The val i dati ons and authorlzatlons are

generally required before the execution of the _

rel evant feature or access of the relevant data. It is
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accessibility of features and data/information of the mobile communication device 100.
The accessibility includes local and remote access. For avoidance of doubt, the local
access refers to physical usage and access of the mobile communication device by a
user, whether or not a rightful user; the remote access refers to access to the mobile
communication device through communication means, such as wireless
communications. Under the secure mode, the secure access validation service 206
monitors activities’ signatures of the Internet applications 254, the user data
applications 255, the wireless module 256 and the user applications 257, and acquires
verifications when necessary. The activities include Internet transmissions, user input
data, wireless module controls, user applications executions, ete. Depending on the
type of validations required, the secure access validation service 206 interacts with
software applications at software layer, hardware/algorithm at the hardware layer or
both through the secure core 200 to handle more complex validations processing as
required. When necessary, the secure validation service 206 may initiate multi-
level/step verifications to increase the security Jevel. The multi-level verifications can
be processed through the means in software and hardware layers. When any one of the
validations fail, the secure access validation service 206 ceases/denies accessibility of
the pending operations through the secure core 200. The wvalidations and
authentications provides by the secure validation service 206 to protect the mobile

communication device from unauthorized access.

[0026] The validations and authorizations provided by the secure access
validation service 206 include PIN code access, biometric verification, face
recognitions and etc. The validations and authorizations are generally required before

the execution of the relevant feature or access of the relevant data. It is also possible



system 122 wth the respective hardware and al gorithns
at the | ow | evel |ayer under the secure nobde. In
particul ar, the secure algorithmdriver 208 is used to
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[0031]Simlarly, the canmera driver 209 processes
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[0029] The secure algorithm driver 208 interacts with the secure processor 260

and in conjunction with the secure algorithm 259 to achieve higher level of data
security. The secure processor 260 includes a dedicated processor unit integrated in the
mobile communication device for handling security related processing. The secure
algorithm 259 includes algorithms and processes that are adapted to handle
encryption/decryption, validations processing and etc. Generally, the algorithms and

processes are proprietary and configurable for better security protection.

{0030} The audio/codec driver 209 processes inputs/outputs from/to the audio
device 258 of the mobile communication device. The audio device includes

microphones and speakers. Under the secure mode, the coding/decoding and



canera device 261. The inputs/outputs include stil

i mges or videos. Under the sgpure node, the

codi ng/ decodi ng and conpressi on deconpressi on of the

i nputs/outputs are protected for transm ssion. The

secure service 125 protects the canera inputs/outputs

via encryption/decryption of the canera
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applications and hardware of the nobile conmunication
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Hapétg& communi cati on device may consist of nore than
one wireless nodule 256 for different wreless
transceivers. 11 [0035] The security features provided

tordaﬁccor darllﬁe n&erxls tagg SJO deegt thlepe\é\%t for illustrations only. It is

understood that there may be other devices or secure algorithms that require dedicated

drivers in the security service 120 for secure operation under the secure mode.

[0033] It is understood that the software applications and hardware of the
mobile communication device are illustrated in FIG. 2 by way of example only, not
limitations. It is understood that along with the technology advancement, it is
foreseeable that the mobile communication device will integrate with more features,
which can be software-based or hardware-based, or both. The security service 125 may
be expended accordingly to include other services and devices in accordance with

another embodiment of the present invention.

[0034] It is understood that different transceivers may require different wireless
module 256. In accordance with another embodiment, a mobile communication device

may consist of more than one wireless module 256 for different wireless transceivers.



not only protects transm ssion from being stolen off

the air, but also prevents wgngful user fromusing a
stolen or missing nobile comuni cation devi ce.

[ 0036] The configurable security service 125 defined

above facilitates a secure solution and its

scalabilities allow for further expansion. The security
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[0037] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the

invention.



a plurality of secure services adapted to

operationally nonitor and cohdrol of access and

execution of the applications and data; a

plurality of drivers operable to interface the

hardware wi th the secure comuni cati on manager

a secure core operable to ndl e and manage the secure
services and drivers to dete®™for any unauthorized

access of the applications, data and hardware, the

secure core is operable to detect the unauthorized
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communi cat.i on_device. . 2. The secure conmmuni cation
manaddlWatborssyre srdres septedyidinstaionpldy swaiippand control of
aGQUIH SREHR mﬂ‘?%ﬂicaﬁ%%ﬁ& qafd operates at the
operating system er as a service. 3. The secure

c ommunploedlity rofmdmeg e ropacabbr do ngtetface lthdé maiddwask eweelh nthe secure
the plurality of secure services include a secure data
C%‘EPWBE’@ PI5MaREFAgi ng data access and transmission, a
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communi cation and a secure access val I dation service

deteet fpalahyl anryihorisdersesand thx epplicaton daappldi lvadwaonsthe secure

and_dat a, of the nmobil e conmuni cation device.. 4. The
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mul t PRt gaeetre commpicaer tlaaage intidesoaricomratrarm ge pperating
SPRRAOIALNGE hO pflE ThimulIBligh Beyile secure mul Ll medi a
service I's adapted to operatronally encrypt/decrypt
and encode/ decode the multinedia data.
2. The secure communication manager according to claim 1, wherein the secure

communication manager resides and operates at the operating system layer as a service.

3. The secure communication manager according to claim 1, wherein the plurality
of secure services include a secure data service for managing data access and
transmission, a secure multimedia service for managing voice communication and a
secure access validation service for validating access and execution of applications and

data of the mobile communication device.

4. The secure communication manager according to claim 3, wherein the secure
data service 1s operable to handle data security, wherein the data includes text data and

multimedia data.

5. The secure communication manager according to claim 3, wherein the secure
multimedia service is adapted to operationally encrypt/decrypt and encode/decode the

multimedia data.



13 6. The secure conmuni cati on nmanager according to
claim 3, wherein the secure aﬁpess val i dati on service
operable to control accessibilities of the

appl i cations and data, of which, the accessibilities

i ncl ude | ocal access and renote access, wherein the

secure access validation service deni es access when a

val i ddhe aactfraicbmmun?catiﬂ'dnenesﬂgarrz&:cmdmgjfmi daiti dnwheeAgee secure

accor di to claim6, wherein the validatjon includes
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9. The secure communication manager according to claim 8, wherein the mobile

communication device comprises one or more wireless communication module.

10.  The secure communication manager according to claim 1, wherein the drivers
include a secure algorithm driver for driving a secure algorithm operable to facilitate

security processing.

11, The secure communication manager according to claim 1, wherein the drivers

include an audio/codec driver and a camera driver.



ABSTRACT (0038] The present invention provides a
security nmanagenent service for a nobile conmmunication
devi ce. The security managenent service has a secure
core, a plurality of services and a plurality of
driver. The plurality of secure services are adapted
to operationally nonitor and control of access and
execution of the applications and data The plurality
of drivers ar §E{HERABNE MANAGENEOSTISERRCHAre with
the secure communi cati on manager. The secure core is
operabl e to handl e and mp@E$TRAET secure services and
drivers to detect for any unauthorized access of the
applications, data and hardware, the secure core is
abl e t 1R AP RREdZEd A heOfrce
, . ( t .

@ggﬂrl ty rgggﬁ)ﬁr%%n{ s gn‘gﬂ&est r |SC‘F| %(%sl%ge a}nngezﬁ 3} %&ﬁveme for a
sebile eomermioatsn dedcdr The sgurihmasgRueat SOM0e hhc atse@iie core, a

nager resides and operates at a gQperating system
SE\;@%&; SCRECSHHI & PESAHRII A Y6 plélé%ht:(g @%ﬁwrmse{vwes are
dadpid RYPLALAIIAy monitor and control of access and execution of the
applications and data. The plurality of drivers are operable to interface the hardware
with the secure communication manager. The secure core is operable to handle and
manage the secure services and drivers to detect for any unauthorized access of the
applications, data and hardware, the secure core is operable to detect the unauthorized
access based on security requirements and restrictions defined by the secure services
and drivers. The secure communication manager resides and operates at a operating

system layer of the mobile communication device.

[0039] FIG. | for publication.



