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that data be communicated quickly and accurately. Such functions and
services sometimes require that the data be communicated over significant
25  distances between spaced-apart communication stations.

Most simply, a communication system includes a first communication
station, forming a sending station, that sends data upon a communication
channel to a second communication station, forming a receiving station.
Many different types of communication services are regularly effectuated

30  between many sets of communication stations, pursuant to point-to-point or
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25  of such devices, are available by which to perform various data processing
operations and communication services. Additional applications and services
shall likely become available in the future.
Portable data storage and processing devices, sometimes referred to as
personal digital assistants (PDAs), are exemplary of data processing devices
30 that are widely utilized. Databases are stored at such devices, and the data

stored thereat is selectably retrievable by a user of the device. The data forms

a series of data records, each data record containing one or more fields.
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however, more problematical due to the bandwidth limitations generally
associated with radio communication systems. Conventional manners by
which to back-up, and synchronize, data stored at the respective databases are,
30  as a general rule, prohibitively bandwidth consumptive.
If a manner could be provided by which better to provide for the back-

up and synchronization of the data of dynamically-alterable databases, use of a
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representative of values contained in the respective databases. Separate hash
information is formed at the mobile node and at the network based upon the
respective databases embodied‘thereat, respectively. The hash information

25 formed at the mobile node is communicated by way of the air interface to the
network part. And, once delivered to the network part, the hash information,
formed at the mobile node, is compared with corresponding hash informétion,
formed at the network part. Communication of the hash information over the
air interface necess_itates only minimal bandwidth consumption.

30 If a determination is made that the databases are out-of-match based

upon the comparisons of the respective hash information, additional
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30  to the first technique. If, subsequently, a preliminary determination is made,

responsive to analysis of the hash information created pursuant to the first

technique, that the databases at the mobile node and the network part are out-
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30 ‘When the content of the database, or databases, at the mobile node is

fetched and returned to the network part, the comparator further compares the

contents with the corresponding, locally-stored contents. If the contents are
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25 The hash generator selectably forms hash values responsive to the
representations provided thereto. The hash values are for communication to
the network part to determine whether the network-copy and the mobile-copy |
are in match with one another. A content retriever is embodied at the mobile
node. The content retriever retrieves data from the mobile-copy of the at least

30 the first database upon detection of determination that the network-copy and

the mobile-copy are out-of-match. The data retrieved by the content retriever
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match with one another. A content retriever is
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t he present invention is 10 operable. Figure 2

10 %%Z . . :
W5t¥Pates a functional bl ock di agram of portions of

t he r adiRgure QNMIUAE£ed 4 Ahchy BBV KNAWFratoffp@tioss df the radio
Figure 3. 1l|lustrates a nmessage sequence di agram

shERIHRPRifRbia sysigm sy wigeddededd during operation of

the radipgeGOAMUNLEAL] PheShgt §€E1u%¥19é’\@ia§fhnil§1d§%9? ¥eSsignaling
1-2. Figure 4 illustrates a representation of the

posssinptatedr &g apepdtion of dherprdio sommipaioaten sysero shigwpin
15t heFiggge?kiazses enbodi ed at the network and nobile node
a

purs t'6 an exenpl ary schenme of an enbodi nent of

the pr &ant 4iiluspdteonrep2ésehiagon ef the pdssidble ebelss of a
representatjon, simlar to that sho i.h Fiqure 4
butCoREPESof bEFYSERET OB Renha AL RE bopiey gt Bhégfeciork and
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in Figures 4-5, but here of a schenme of another

entBeseREHIVEBRO-he present invention. 25 DETAI LED
20PESCRI P-ﬁiéa}'e 5 illustrates a representation, similar to that shown in Figure 4,

but here of another exemplary scheme.
Figure 6 illustrates another representation, similar to those in Figures

4-5, but here of a scheme of another embodiment of the present invention.

25 ' DETAILED DESCRIPTION

Referring first to Figure 1, a radio communication system, shown
generally at 10, provides for radio communications with mobile nodes, of
which the mobile node 12 is exemplary. Communication services are
effectuated with the mobile node during operation of the communication

30 system. Data originated at the mobile node is selectably communicated by
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coupl &g { i fselvicBIY Mk %Bﬁlﬁiun%tlgﬁQ%t% 28! MR insthnce NE

admnistration server provid adninistrative
serproidss adminkseratiymeontrelatvieo thewsc eenvend, for

i nst anc rovi des dnrnr r (o) 0

e note sPROYOESs AR 21 AInsEs GOk P L e
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are shown_in the Figu Mcro Not es 2
20y atdafrbar 3 anaﬁrcéﬁerraﬁg%onwteb?ﬂr Rjehagge:Gged database 32 as

Exchan 8Eo1R8S 8 d HeADRIR AR AShirdDhity AGtaBhEB34L YRR Jatabases
here indicatéd as third-party databases 34. The
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{ t e
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a mai ntained at t at abases 28,
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o) o B SR PRLOOR ORI ek fon o

as the database 28, is formed includes record fields that are selectably populated

1

i

with data. Selected ones of the record fields form key fields.
The mobile node also embodies databases, here shown at 38, 42, and 44
that, for purpdses of example, correspond to the databases 28, 32, and 34
30 maintained at, or coupled to, the sync server 24. The databases maintained at
both the network part and at the mobile node are at least selectably alterable in

asymmetric manner.



t he database 28, is forned includes record fields that
are selectably populated w th data. Sel ected ones of
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transmit circuitry 54 capable of

f Iré *I&}tg}r ﬂ%&‘ @lghﬁﬁ?rﬁogg{llﬂlgﬁatgﬂ gWapg operation op the communication

25  system. The apparatus 50 is coupled to both the receive circuitry and to the
transmit circuitry. The apparatus 50 embodied at the mobile node is
represented in terms of functional elements. The functions performed by the
functional entities are carried out in any desired manner, such as by algorithms
executable by processing circuitry. In other implementations, the functions

30  performed by the various entities are carried out in other manners.

Here, the apparatus includes a hash generator 58. The hash generator is

coupled to a memory element 62 at which the databases 38, 42, and 44 are

10
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transmt circuitry. The apparatus 50 enbodied at the

nobil e node is represented in terns %ﬁ functi onal

el Byreiacd ThRe haghoiengréorje peles ARl aRgrabifeto Tethfe; coRtents
enhjoh{ & A RocVrthEdardbdsed Hlaﬁfﬁ(mg@ﬁﬂ {h8 Grd BN RIemSH SR to
as by algorithnms executable by processing Circuitry.

| npotféray haskfleettans 4o iplass the h@emﬁ criagnsha-digest sprie dThe
by. 1 he

el e B Babd O T En SRS 1fioq, Boblibee, o,

5 58coﬁlibaaﬁaxs bf gewrksaimerasivell Banqleedntpotaiomely mtemsi eryhath
62 _at which the dat 38, 42,  and 44 are W .
OBt 9D SRR o DUR UGB 1 G RUET AL PR TS afponsive
genes &l Qler kEnsEheelraplefeROEIAR SHplied 6 tid IRME gefdta@by way

fromone or nore of the databases nmintained at the

e Abthy linedhe idasginfgsmagiap fomadrhysthe hatte§n6FALOY 1§ Ripuded to
theyd a&&ﬁﬁﬁ@&r&%&ﬂgﬁ’%ﬁﬁ?{?&eﬂ ﬁf% of HePatl 6 Tﬂé‘%nsnfnt

functions perfor generat or include
10i | nsirawioy, trafsogsphs zesh omfoomambteptovgimghqstw@l the atvask @art
ﬁ:gﬁ{ a({opgﬂlgrlulz hoglnshzgnSI égcrl] g} as%x}sn}lse Seqf&'ﬁtlatﬁn is routed to the
Op@yrakﬂeevdreaponw ve to a trigger signal, here
represented to be

lied to the hash generat by wa
of the Fhepnssecey 50 RmpAREA T MeGRORE: PR 5P PRERAAREITest
geRefeaioP 68 itRatRE BMipleHtd Me rbdievd diRRsiy 52.CThE lﬂéc}de}it. ddietér
i ndi cated by way of the path 66. The transmt
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ransn1tte ormation is routed
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network part by way of the air interface formed therebetween.

‘ The apparatus 50 embodied at the mobile node further includes a
content writer 82. The content writer is coupled to the receive circuitry to
receive data downloaded thereto to be written into or overwritten upon one or

30 more of the databases maintained at the memory element 62.
The portion of the apparatus 50 embodied at the sync server 24 includes

an uplink receiver and detector 84. The receiver and detector operates to

11
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25|onthiz;'f ace between the nobile node and the sync
Figure 3 illustrates a message sequence diagram, shown generally at
112, that illustrates operation of the communication system pursuant to the
synchronization procedures of an embodiment of the present invention.
Database copies maintained at the mobile node 12 and at the sync server 24, or
30  other network part, are placed, or maintained, in match with one another. The
procedure is initiated by a synchronization trigger, here indicated by the

segment 114. The trigger is generated, for instance, at the mobile node or at
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addl ti Omenmbgﬁd t8 ¥6sy@e server, the additional hash information is -

compared, as indicated by the block 138, with locally-generated hash

25 information, indicated on the line 142. A determination is made, indicated by
the decision block 144, as to whether the data, of which the additional hash
information is representative, has changed. If not, the no branch is taken to
the end block 146. Otherwise, if a change is indicated, a fetch request is
generated by the sync server and communicated, indicated by the segment 148,

30 to the mobile node. Determinations are also made, also indicated by the block
138, of whether data is to be downloaded to the mobile node. Determinations

of what, if any, data is to be downloaded is based upon the type of
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hash i nformati on of records mai ntained at the

nobi | e-node copy of the one or nore databases
woreionpiered at the nobil e node. Once del i ver edP€DCANB3/000181

nDbiIe 20 node, the requested hash information is

d, by the bl ock . And, such .
ad dS ytrl FoR 3 Zahg &lah?%rtﬂﬁ)ﬁpf‘iﬁofrge(ﬂzﬁ’fﬁ”ﬁ@gry %ﬁt&?@ﬁtﬂé@h%@
t hepssipitenis ard 36tedtbRldw @rithatiREKtoP@Ekredads." WHefHatLis to be
t he sgnc server 24. \Wen delivered to the sync server,

t heseabH e srehilernads, dain &y seti ‘BieyBackedniogedar with the fetch
i ndiegadsed by the block 138, with locally-generated
hash 25 information, indicated on the Iine 142. A

i:let er mi rRAcediglivereddel the mabiileaeded theyrequdseedidata,SF amy, is

3‘651&/%& 1nﬁ éthe(a b}%ﬂﬁ& tB?c{c 1%% a%gtrgtmned Y\,Qitxaa{tl?z{/gs’?tq%gggment

tional Ormati on 1's Fepresen
Chakﬁgeda thefsynoserveh eAmdh the amabase $s tpdagdd, ta® applopriard as

bl ac a change i.s i ndicated, a
P oo icrba e b Blo YBc e SO 1S priccBASE ohadsync ok
conpuithGed Bdurnked dd ot BEbiRYnddee SR0 Wﬁﬁng"e"ﬁsto%@ 11§t(i7n§ fae

mobi | e node. Determ nati ons are al so made

1G4’ dindatedingieatasebihs dlock B2, t(bmamt@tlwéist@étqf thtsupdﬁtcbe
downl oagedidwof e ﬂ&@é%eesegﬁ’g‘% %ﬁg%&@ﬁte tfabase

what, if any, data Is ed Is ase upon
t helnffypl@tloﬁ is] @n\by 2G0dOBiIOBRE: toClé W(Héﬁ\/di)@@dzs Initiation of the

b
Sy MR PR Bho P Bk au s ol Bl Elmpa S I g ase
r esipteh:ds frovided tﬂe@Stolto@théN\;@tlﬂh ﬂﬁbﬁy-lgSndr@teHQlaslﬁ ifbrrhfdion.

he, nobi, | e ata is ybacked' together
itm Ay W&W%@bﬁemﬁ@a theshash infepaisioroininaresdo b §¥46 sorver that a

MR ak@culfdRitatabe mug e iveH od "i‘ﬁ & héhr@rﬁ!audnsprocess
retrieved, indicated by the % 152 and returned,

i ndi cat d&&e @ynfthﬁ@mé@fgqu%ﬂfveflm reﬂgeﬁtthélesymlfs@crdmp start
{'\n Enﬁlhggg%f ﬂl?ﬁl%%b lf%flg%gcgﬂilﬁ 8P sAPRLY ?£tli§e§s%ls %n%slcated to be

ndi cat e segnen
r erin @s&mtnatqhv él‘lwfhaah isfiprioatided thai rsdalsmtatecm peeteusddd, foe

b|Ie n And, .a.ch e hlst jsting is 10
LipdutTRiFe: FABRES: wh ey (BE BRdEr s Fad whysha Hidepon Helds,
Ilstwm@mmﬁlﬁaenu@@ﬁt Revi ew of the message sequence

dlagrantln?|cates that dat abase. information is sent

by the MBIPE Hokry fddds Ak EpREd Balsedforupeshingiresaids oha

of sbRBted MABAEOR RALIRSePFLCaHE ha@@f REREL; ng Uik Qthd to
server conpares the database hashes prOV|é er et

t oglstemineyhetherobate has depe p shangelvasthe revood nertenn Whicfh could
5An3{n(mc§‘tg%t %IQSIBﬁ tp‘ﬁ%{l t&%teﬁ?%@nf‘llg{ Rs08 E1lorc1) r1‘)0 19}g }n%gtt beestutno

e sync serve
If the sync server determines that a record’s changes at the mobile node

must be reflected at the sync server, the sync server requests fetching of the
record content from the device. The server then applies the content changes,
e.g., on the server. The fetch request for records depends upon the conflict
30 resolution scheme that is utilized. The server could as well reflect the server
changes by éxplicitly sending all required updates to the device if the conflict

resolution scheme calls for such updating.
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particul ar dat abase nust be involved in a
synchroni zati on process. The synchroni zation server

wa b@n/oreseliest s the nobil e node to start sendi POI/0a%i03/000181
information of all records of selected databases
indicated to be in a msmatch. The acgh j nformtion

that is “dedd It]HF%athfé‘?eslaé%ﬁl%Ct?%ly ufitized oFigyes 4 ildustrates a
has@p@seﬁt@@oxk@ﬂe fn'a?lsgl%c vé tB %ﬁ@ﬁl@ AL séhel?@es Qh@\fvn tggx?erally at

record fiel baSed upon fi el |
keyld2. eMQBII@ﬁO@ regersis dre indipgtad tf}btrhe qur@qnt d§4r é‘@dx dst“@frk

a

e UE AR BB AUOGABEASE: LRy lsor
fh aselbmems d84¢had g%,omdtda&:draedes dndeatecshbiredwhcall changded

i ndi cate a sibility t t confl
? o e EEE sBrPaT Hebistnte e AoGON I B oot of any of
det @& dRed 1R34rdd, the @OAMICE isCRAIIEE aall upbstesBR lefleftode
nust be reflected at the sync server, the sync server

r eqRREQIding for ekt Reficy Settingeddr.PreSHthnether Bhibergcords is
deviGfited MheSREY €62 %é}?&eﬁt@%étﬁﬁ Ada8 £ @RAngel (%l% not
e.g., on the server. "The fetch request for recor
1@ epaigionuhonenvhe Aofhi the @tea31(94rrembwlnchv<gkﬂe¢véed Hsatngéssthat

g}ql (!1(') Izl(?td x)llsTg))% tﬁ Iﬂe nggcla STﬁéc' SI\JI\? f: ofr t%fe lrg c:(%dst ofe th %rey\fc;rk

t heshdml/d E@retﬂfectteﬁ@nahafrﬂdbatlte noﬂesmd hutei @mmmheﬁed cla:lréts

for, dat 2004/ 070625 PCT/ CA2003/ 000181

At 1B %Fﬁ edﬁﬁ' 28 S%@‘H%‘H@Q are selectably utilized. Figure

4 il ustpighes 1@u§@%§§%ﬂ&&&aﬂy%}n@&ﬁsw sOYRHEioS GROWRA gbikrally
nmobi | e node schene, sh O\Am&f‘genera y at 182. Mbbile

1hod# 208¢ dFate, agawn, ielamensy b3ty %&%reereéwﬁnomsunodmacords and
net r
ol ek RbRDIEE B0 R EEIATRRALEH strcl Bcorg ghanges
andb&t@6¢n thadndateermbc@tanﬂ%}& netmubiclc atfehsdeas edonBird oil these
“chan the network .part a

it St G RS R SN i e s
r ecAhdsthe altas 0N fahd 404 iafe fepreatnittive, ag@inu@ﬂﬁheﬁi afaﬁges of
reflected according to conflict policy settin

29 . erecorgly dhafdornod cHthen it servrs e o the dfwce, Gﬁ%i%?f:%ely TH&e

ar eﬁlb%@t%frtﬁ‘@ ozl tn%déf@ Btd 2dd) Qéjﬁ‘reie%@é?ir@ e %P&ei%zt BRSu1EBe
not exi st on the server. And, the drea

r epreélgew ondhewesricer @@a@p@dommgm@tmaaﬁtf thedéatn @pnf@msstf the
set of the records of the

net%/\%?%gggﬁlg%lbg&gqs eé?ﬁg%tggd on the nobile node and

ar e conmiipuredt dbstries etrepresenredionatfad woywh eyrshgmerdtion

96. . . .
251 scheme, shown generally at 212, also representative of a scenario occurring

pursuant to operation of an embodiment of the present invention. Again, the
elements 184 and 196 are representative of mobile node and server records,
réspectively. And, the area of intersection of intersection 188 on shared
records of which conflicts therebetween are resolved pursuant to a conflict
30 resolution scheme. Here, in a two-way synchronization procedure, the non-

shared records, indicated by the area 192 are written to the network-copy of

15



Figure 5 illustrates a one-way sync to server

scenari o, shown generally 15 at 202. Here, again,
web@awmiess 184 and 186 represent nobil e node rePCr/ds2@Bd00181

netmork records, respectively. The area 188 represents

d re e bet ween_ t he nobi.l e node and the
net r"‘fts CY‘? d? ‘??éib‘%@ g iéi‘d g‘ﬁfﬁoPéPa@F‘ re¢idy indigatedsby therea
confd4i G5t wirGtehad Qhy @Qo&%ﬁé@rﬂt%ﬁsé &f e GWHilel fde.
resolution schene. And, the areas 192 and 194 are

r epr esert&rsbyethegtabasesgre plaged.dnd mg@snedf in pgtch with one
" ecpbiir! bat

devi ce, rres %%?P@gfnﬁ&hﬁémgg §g$C§ &g ﬁ%th%%@ S
¥ eCIQFe@I@CC tcemaés Brﬁﬂmdnaly’ debegmanmagimnd O2 thﬂxan btk degabases are in

e SRR BEB AP B HRSBLLTRLSE s

ef fsach daﬁeﬁdlnaﬁbgﬂfs&e&deﬂ|rbﬂ&t1bﬁtcﬁﬁ1f@nfa@ibh%&@ﬂ£@%|r@<?hiﬂﬂ‘d of
nchroni zati on 25 schenme, shown generally

a two-
at‘§T§a1§1 nehropalion gPS9EORF a scenario occurring
pur suantrht @r&NEHPYdseAp@bnsite Sﬁpﬁ@ér%?ﬁéxa‘ﬂ{ lég]f%r %ﬁﬁﬁﬁht1ng
i nvention. Again, the elenments 184 and f

10r eﬁh%wﬁpﬁw,\ﬁ@ddbe festie| o throblerentinn @@mkbnotrree@msdsly be limited

[

e et T LRaPefhetreiohl ANERAL) RyHlncd by
thdbﬂbwhwsémnwre resolved pursuant to a conflict 30
resol ution schenme. Here, in a two-way synchronization
procedure, the non- shared records, indicated by the
area 192 are witten to the network-copy of 15 WO
2004/ 070625 PCT/ CA2003/ 000181 the associ ated
dat abase. And, the non-shared records indicated by the
area 194 are witten to the associ ated database of the
nmobi | e node. Thereby, the databases are placed, and
mai ntai ned, in match with one another. Because hash
informationis first conmuni cated over the air 5
interface to make preli'm nary determ nations of
whet her the databases are in match with one another,
t he bandwi dth required upon the air interface to make
such determ nations is reduced relative to information
exchange required of convention synchronization
operations. The previous descriptions are of preferred
exanples for inplenenting 10 the invention, and the
scope of the invention should not necessarily be
l[imted by this description. The scope of the present
invention is defined by the follow ng clains:
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16 WD 2004/ 070625 PCT/ CA2003/000181 W claim 1 1. In
a radi o conmuni cati on system having a network part

w0 b@i/02epmi nt ai ns at | east a networ k-copy firSPCT/CA2003/000181
dat abase contai ning data and a nobile 3 node that
mai ntai ns at | east a nobil e-copy first database
containing data, the 4 data of the network-copy and
t hewesebiilne- copy of the first database, 5 respectively,
correspond when the network-copy and the nobil e-copy
of the fir . 1 ' t her
Bn 1 npr dvenent  oftig SERAuLRLE TGS habhoih BRSO APAL iy
2 hemgiataansoft ledst heatworbrepptirtthiatabatewcokaianpydaandnd henobile

bi | e- copy.of the at |l east the fjrst database {o
L o vl KRR 85y S o Errers Mt et St e, the
M tduteaihe Olehedrk-@aly And PRAKHAbILS cEHNSN ths ifFek daldbage, hash
enerat or enbodi ed at the nobil e node and adapted to
edESRFELVElY, FIFsReMh VAT BIsehY otkrcqpy a8 themobile-copy of the

m%ﬂsﬁd&glpa)ée Qfe fhBah WiPSle altnlaﬁ%efr,i dsimfatahas agé%atélg for

sai ash generator selectably for form ng has

Tr esylestabliealteringthe datarafpit dssstnenet ¢fths npiverk dedy ek thetrppbile-
he [ o ' [ the .14 net Kk )

e 3 QIR P RNOER PERC I, delfont SolFinine

drobmodlelccogpy iarmeatcl withreani bhier vdatdharaeatanodhgtisingnd 16 .

a content retriever enbodied at the nobile node, said

10eont ent anRkk bENRhtor Lhbb@kd ekl RYHiNOh AR A PRl B receive
mobi | e-copy of the at least the first database upon

111 g rgpicaentatannscil afl aast thie meabilsreophiaf thenat laest wer firse dpipbase,
o tch,
lﬁndsaH‘l?asgtégi}érgg)ﬁgg%gﬁpférnf?y?cgfrr}?geﬁgsh II?J;, re ré]bgnsgl%tt the

retri eve ver or co ni catil on
13t 0 represeri2@iomstproyikeq dretgtof the heshigdded for rain@tuntida€ion to the

net wor k- co a t he bil e-copy 21 theretogether. 1
1 AR SRR or et P Rp e B eh-Soy Ao Qo ilé-copy are
150enamadtel witnieain8ter;Zaniihe hash val ues responsi ve to

an external tri%geri ng event, occurrence of 3 which is

16det ect aBl@nint fRECYRISTbOditdé theymgbilapedes spidrepntipat gitriever

1701 FoPelriWGE Qb $ehdndABDi1EEO5Y 8F B PRSI Bk Gfist datdddSe upon
hash val ues responsive to an external triggering

1% v eetection @f detenménatipn Zhaithe hetivorid et mcarabthe natbilelmpy are out

19m)bc;fI rﬁat@ﬁ’,qﬁe dat]a7ret¥\1%ve2(9 Q)Af /Siglg (():grzlt%nf grli%ggrsc/o%)nqa'r%%ation to the
20  network part, to be used to match the network-copy and the mobile-copy

21  theretogether.

1 2, The apparatus of claim 1 wherein said hash generator generates
2 the hash values responsive to an external triggering event, occurrence of

3 which is detectable at the mobile node.

1 3. The apparatus of claim 1 wherein said hash generator generates
2 the hash values responsive to an external triggering event, occurrence of

3  which is detectable at the mobile node.
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1 4. The apparatus of claim3 wherein said hash

generator generates 2 the first-type hashes upon
waledeoticdh of an external triggering event, i nNPCTEA2MA900181

3 of occurrence of which is detectable at the nDbi l e

node and wherein said 4 gener at enera
1 second“4: ypeTﬁﬁs“ﬁB%ra?‘é§E8ﬁé’f‘\} VG et écﬁﬁ‘sﬁ‘ e’lngrrﬁl o & fites
o M tﬁg% fb hhdiRs fub51§ﬁetEUtRﬁ1 Ses eserngeizatieg eb@nt,smdﬂbatmns

ater wth 6 network-cal cul at ed vah th h
3 5 Of‘l'dwuapmqft\mlswbﬂs d1eqtHIR B H1a BRslecha herein said has

,mintained a LYBL KashOO¥ $de d@&kﬂ&atm
of SPRESL 8978 aaét%gqt?]ﬁ @%c%ﬁrﬁs daatlsa as%%l conpri sed of
5 daingsniRclo bﬂeh,e faactypd Anshes egporetitddopyreadd bask gagiegpier, with

i ncl udi n g 1ok SRS 4af|rst key field and at | east a
6 f | PP O @FH afq ®*and wherein the second-type 5

hashes sel ect ably generat ed by said hash generator are

]]: |o(r:_\|méd ,f 6Ya]l.'llrﬁeeic’pg9rat1}s%% clzﬁmfaét \JP@I%% tl{erk?dtzt inraﬁ{talk'x@d/ at the

aratu alm5 wherein the
2 dehewBirnabppind natmasmm c@ym@tthmude@so thye firsd database is
nobi | e-copy. are tch is

3 vaFeerri Wt%&%gm ?a&;ggla%rgﬁ%rg gP Hglr&? ﬁﬁ/c%u(hﬁ% 3t least
4 0; atfﬂﬁ’t @y fidashd bbRa%Vfirstrdcosd ﬂeldlaﬂd wllfbnelrampaeamglstype

of claim5 wherein the data retrlevedb &5?‘% 1 fih
5cohbshes seleetabbgeneragidoy widh %Sélt&?nt"ﬁéoraﬂr s gtues ot the
f| rf%ealéte%gfﬂr?(llgqu jthe at least 3 the first record

he r'adi o comuni cation system of claim
1, a further 2 inprovenent of apparatus for the

jhetworkgpar tyal §6,qfQhs S8t 3Rinerah ties datgrmiRetioBitdatie
of at Ieast one of the network- cog and the
m@

2nobictveorsoypy afrd ttlilﬁemabﬂfP et are jgt oyinpichds MPde ZgipoBsive to
f:lc glga?gpgr al sue%o&? hlﬂeg ‘forndl GEHENIIRE L ARkaR1OMt IR key

ues 0 ash generated by said 6 hash
q0enpii@t or, said detern1ner for determ ning whether the
val ues of the hash 7 correspond mnth

| ocal | y-generated val ues; and 8 a requestor coupled to
1s ai d detier mi fibe apparates ef vleim ﬁdvheéﬁhndhg daf regieved by said

determ nat| ons made. th ahl %
% or oPEFRESHFIG TS BB oY Ieys BER R TR GuR g R Hae
310 (addirétirefed fiend.or mati on associ ated with the

nobi | e-copy of the at least the first 11 database.

1 8. In the radio communication system of claim 1, a further

2 improvement of apparatus for the network part also for selectably altering the
3 data of at least one of the network-copy and the mobile-copy of the at least the
4

first database, said apparatus comprising:

W

a determiner adapted to receive values of the hash generated by said
6  hash generator, said determiner for determining whether the values of the hash

7  correspond with locally-generated values; and

8 a requestor coupled to said determiner to receive indications of

9 determinations made thereat, said requestor selectably for requesting

18



1 9. The apparatus of claim8 wherein the hash
generated by said 2 hash generator is selectably of a

wo eogp7ds2sh-t ype and at | east a second hash- 3rPe€Tpa2003/000181
and wherein the |ocally-generated val ues with which

.'ner. 4 co res.the hash are .
10 o AR PG Rio nERPREISish e PRPUs-2hBent iy logstng first
115 ﬂe&hnﬁ:hash-type. 1 10. The apparatus of claim8
wherein the additional information 2 requested by said
requestor conprises a request for the nobile node to
ldel i ver 9. 3 habhapmatannat ¢laim 8fwHehein SBchasi deastatddypesaid

th onpar at or 1 The_apparat us of c|l aim 8 wherein
24 R AeR Ot o1t i DEBINRE RY Chjsy htr PR Rt
3Dy ieS af @ MheRin tHtGoadlly Eastatéd1@alhibd $ith dalidP A58 db®rBiner
conprised of data records and wherein the additiona

4i nfcompates dhe hash s cagespondinglysetpctablueks st bapiirsasd 4
sr equEsly HaQ e nobile node to deliver values of at 5
| east pof&?éﬁ%sof the data records. 1 12. The
apparatus of claim 11 further conprising a conparator

12 adapt eg. t OTH@Q%JaYﬁui BECIYR 8Sohepdintheadditib£A3htot tion
portions of the data records 3 responsive to the

2r edeqestedhyrseidrequesterrommsises @ remyges, fos hedmebitpaedst tordeliver

3f O%a%e&nglﬁﬁ o&%f%ﬂ@secﬁh{l‘ﬁﬁsh"‘@b@é&%;S%P%%Eﬂbfgr\é?' ues

dat abase. 1 13. The apparatus of claim 12 further
conprising a database value 2 updater coupled to said
lconpar afldr, ¥h¢ dpmhattapaSdainalehcngidabedats edanthalelyt e

22D SERRE ST BTk FRREEY 3 OLa e P aBli

3selceﬁ1tpe@e@ pedah rédoedsmia xbl@ersl(ﬁnue afditibhg iRIrarikn éQ¥sted by
of the at least the first database. 1 14. The

4ap ﬁélrdanea%eswr COMETiFES B ToHEHPR theanebiimpagsde dleliygr ealues of at

5upQg&@Poﬂgmngﬁﬁ; 2 Rdpsdant to a selected conflict
resol ution protocol. 3 19 WO 2004/070625

Sl DU Bt clef fL AN ko Pl A rarce

2panbapteato f@bmeahmalaés bferds tat Iftaﬁteﬂhwgbiﬁcﬁl@ RY thd dfth records
'database 3 containing data and a il e node that

3raitfipenpiye 49 thegiggiesh PY to the gyobilenade, spidjgemparator for
400%ﬁlﬂgghfi% tlf%%ﬂuest\pi@h gt &pBhdih b & atel WP e ReR¥rkelhyidiehe at

5 least the first database.

13. . The apparatus of claim 12 further comprising a database value
updater coupled to said comparator, said database value updater selectably
operable responsive to comparisons made by said comparator to alter at least

one data record of a selected one of the mobile-copy and the network-copy of

hn S~ W NN~

the at least the first database.

—

14.  The apparatus of claim 13 wherein said database value updater

2 operates pursuant to a selected conflict resolution protocol.
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5 the first database, respectively, correspond when
t he network-copy and the 6 nobile-copy of the first
wa@laioabzwses are in match with one anot her, an 7 PCT/CA2003/000181
i mprovenent of a method for selectably altering the
data of at |east one of the 8 network-copy and the
1mobi | e- enpy 1afa hétBod@bf t@@tlunichns id §tadidteRasfidaBion system
pl ace the 9 network-copy . and the nobile-copy in match
2\ hpviggamebyorkPartdhignyptainatloast sk @krrgpy Tirst database
3 SeLeah Ay aaenrd RondvileHoaBah nhRAQIH¥BE 18 § HOBIERSpy first
nobil e node to the 12 network part, the first hasﬁ
4i nfloebesei containipg datenthgtdaieeoipthe mhevarbtyiopr 28d Pie mpbileg8opy of
t hg fd. : b o c L h r k r
¢ nrr S RLE A eat e TEPARLS ik ol BB A3 de
6 operchileanppbf gel fct ddihlyass amdinngateh titicater @sgendimg

net wor k- co irs 6 hash informatjon; 17 c arin
7 ot HRSVRBERLate Biihed I astray S i areh ROFRLRRG Of the
8 duhbtirk t8pp ah dthe RSl WPyt tBehelehalthy fife AeiaB8seWotplace the
correspondi ng network-copy first 19 hash information;

9 anBetPIkEPRY: fRthihy mehileecanyrip mateh Witgrearh piken saist method
10" edehpiitd.t he nobile-copy 21 first database

respo S|vé to conpari sons made during said operation

of 22 conparing-the first hash informtion. 1.16. The
11 et oo SHEGTT AP ey ot PRemiaRancT On e PAPLF Riq e
122 ne@uer bed, tdifirfithaSRitfofRSi@ tepfesohtat®d 8ETRBhIbIle-copy of

requesting conpri ses second 3 hash information from
13 ¢ héhenkitst feabasde to the network part, the second hash

4 infor ' I aty j :
R i g el s

15 20624 ®@peGEEN RCTEIOARDII I 00 8ith dorteppording netwookt-copy first
claim.6 further conprising the operations of: 2

16seﬁg¥%é%yﬁgﬁégtond hash i nformation fromthe nobile
node to the network 3 part; conparing, at the network

j7part, 't p&n-‘%ﬁﬁ%g o &@%@t%@%?@%%@ﬂrgéﬁ&% r%ﬁfbrrﬁﬁﬁon ot .%iuﬁng

oper ati on nding t ormat1on w
18 c oszid syperudiion pf Seleethblyrsendiop ywittecona pbhadi hg nefwarkabpy first

an el ectably requesting at |least 6 portions of the
Y P@%E@%ngﬁg’wﬁg at least the first database

responsive to 7 conparisons nmade during said

| 200P€r ati 9&&60%&? Qw%géi&ga&ﬂ%&? ?%gnpt?g’rpregarding the mobile-copy

21  first database responsive to comparisons made during said operation of

22 comparing the first hash information.

16.  The method of claim 15 wherein the additional information
requested during said operation of selectably requesting comprises second
hash information from the mobile node to the network part, the second hash

information also representative of the mobile copy of the at least the first

[ S T S R N

database.
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8 information. 1 18. The nethod of claim 17 further
conprising the operations of 2 delivering the at
wO e@sn7deke portions of the nobil e-copy to the Per/aardo3/000181
part, 3 conparing the portions of the nobile copy
pdeliverpd dugjongefad g oiatih 3 ity fcorrﬁ)rﬂﬁl € lobB k! Br:
correspondi ng portions of the network-co of "the a
2 | esstdinghihe s&cdnidrhesh debaixe s, framdhs alobdt abley tocdasiengork
overwiting of the portion f a selecte 6 one of . .
3 e PR BBy R ok BRGLPF s ey ir SorSy GE et curine
4 COpabbs@tien BREding e IskdghdSish i Pahaldrowith cofresAdAb] g
the portions of the nobile-copy. 1 19. The nethod of
> cl BRtHOTE CetsEPRd b BErBGtiel Breselictabheraqepaat lsast
6 COpYrt RS of R Iﬁ@alé-@ﬁpgcwh@at 1hiGhe HiB8 dRRLhIORSpIRE88T
are selectably caused 3 to be overwitten is selected
7 aceomparingns made durifg paid opexaibnof gpmpeatiegrihe stc@pl hafhe
me claim19 further conprising the operation of
82 %ﬂgg?ﬁﬁﬁ'a change-hi story by indicating overwiting
of the portions selectably 3 caused during said

1 operat i 124 OfTh%%@cﬁI)@QIL Xlaﬁﬂlﬁifﬂlgher?c]omprising the operations of

delivering the at least the portions of the mobile-copy to the network part,

comparing the portions of the mobile copy delivered during said operation of
delivering with corresponding portions of the network-copy of the at least the
first database, and selectably causiﬁg overwriting of the portions of a selected

one of the network-copy and the mobile-copy responsive to comparisons made
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during said operation of comparing the portions of the mobile-copy.

19. The method of claim 18 wherein the selected one of the network-

o

2 copy and the mobile-copy of which the portions thereof are selectably caused

3 to be overwritten is selected according to a conflict resolution scheme.

1 20.  The method of claim 19 further comprising the operé.tion of
2 creating a change-history by indicating overwriting of the portions selectably

3 caused during said operation of selectably causing.
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