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METHOD AND APPARATUS FOR DATA ACQUISITION, DEVICE AND STORAGE 

MEDIUM 

 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to Chinese Patent Application No. 202110041858.2, 

entitled “METHOD AND APPARATUS FOR DATA ACQUISITION, DEVICE AND 

STORAGE MEDIUM” and filed with China National Intellectual Property Administration on 

January 13, 2021. All of the aforementioned applications are incorporated herein by reference in 

their entireties. 

TECHNICAL FIELD 

[0002] This application generally relates to the technical field of blockchain, and more particularly 

to a method and an apparatus for data acquisition, an electronic device and a storage medium 

BACKGROUND 

[0003] In the era of digital economy, the importance of data security and privacy protection has 

become increasingly prominent. Therefore, many data security protection schemes have emerged. 

In the prior art, by building a big data center platform, the data that needs to be shared is authorized 

for access through the big data center platform, so as to realize the authorized access of data. 

[0004] It can be seen that the existing technical scheme is centralized, and the import and export 

of data are managed through the big data center platform. 

SUMMARY 

[0005] In a first aspect, this application relates to a method for data acquisition, applied to an 

alliance chain, the method for data acquisition includes: 

[0006] acquiring a data calling request sent by a first terminal, where, the data calling request 

carries a first decentralized identity of a data authorization user and an identity of a data calling 

user; 

[0007] performing identity authentication to the data calling user corresponding to the first 

terminal according to the data calling request; 

[0008] assigning a second decentralized identity to the data calling user when the data calling user 

is authenticated legal; 

[0009] querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; 
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[0010] sending a data authorization request to a second terminal corresponding to the data 

authorization user according to the data authorization certificate; and 

[0011] encrypting the request result corresponding to the data calling request after confirming that 

the data authorization user confirms the authorization, and sending the encrypted request result to 

the first terminal. 

[0012] In some embodiments, before querying the data authorization certificate of the data 

authorization user by using the first decentralized identity according to the second decentralized 

identity, the method further includes: 

[0013] acquiring a data preservation request sent by the second terminal, where, the data 

preservation request carries the identity of the data authorization user; 

[0014] performing identity authentication to the data authorization user according to the data 

preservation request; 

[0015] assigning the first decentralized identity to the data authorization user when the data 

authorization user is authenticated to be legal; and 

[0016] distributing the data authorization certificate to the data authorization user according to the 

first decentralized identity. 

[0017] In some embodiments, the data calling request includes: an identity type of the data calling 

user;  

[0018] performing identity authentication to the data calling user corresponding to the first 

terminal according to the data calling request includes: 

[0019] performing identity authentication to the data calling user by using a face recognition 

technology when the identity type of the data calling user is individual; and 

[0020] performing identity authentication to the data calling user by using an enterprise 

authentication technology when the identity type of the data calling user is enterprise. 

[0021] In some embodiments, the data preservation request includes: an identity type of the data 

authorization user; 

[0022] performing identity authentication to the data authorization user according to the data 

preservation request, includes: 

[0023] performing identity authentication to the data authorization user by using the face 

recognition technology when the identity type of the data authorization user is the individual; and 

[0024] performing identity authentication to the data authorization user by using the enterprise 

authentication technology when the identity type of the data authorization user is the enterprise. 

[0025] In some embodiments, sending the data authorization request to the second terminal 

corresponding to the data authorization user according to the data authorization certificate includes: 
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[0026] initiating the data authorization request according to the data authorization certificate, and 

digitally signing the data authorization request by using a pre-stored private key, generating 

authorization request verification information, sending the authorization request verification 

information to the second terminal corresponding to the data authorization user. 

[0027] In some embodiments, after sending the authorization request verification information to 

the second terminal corresponding to the data authorization user method further includes: 

[0028] acquiring indication information that a verification operation is running returned by the 

second terminal; 

[0029] verifying the first decentralized identity of the data authorization user, and the data 

authorization certificate; and 

[0030] sending indication information for executing a data authorization operation to the second 

terminal when the verification is legal. 

[0031] In some embodiments, the authorization request verification information includes any one 

of a two-dimensional code, a bar code and a verification code; 

[0032] generating the authorization request verification information, sending the authorization 

request verification information to the second terminal corresponding to the data authorization 

user includes: 

[0033] generating the two-dimensional code and sending the two-dimensional code to the second 

terminal corresponding to the data authorization user; 

[0034] or, generating the bar code and sending the bar code to the second terminal corresponding 

to the data authorization user; 

[0035] or, generating the verification code and sending the verification code to the second terminal 

corresponding to the data authorization user. 

[0036] In some embodiments, the data calling request further includes: a data authorization 

certificate type;  

[0037] querying the data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity includes: 

[0038] querying the data authorization certificate type corresponding to the data authorization 

certificate type in the data calling request, by using the first decentralized identity according to the 

second decentralized identity. 

[0039] In some embodiments, the method for data acquisition applied to an alliance chain further 

includes: 

[0040] calculating hash values of an identity authentication record corresponding to the identity 

authentication, the data authorization certificate, the data authorization request and a data 
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authorization record corresponding to the data authorization request respectively by using a hash 

algorithm, and storing the hash values in the alliance chain. 

[0041] In a second aspect, this application relates to a method for data acquisition, applied to a 

second terminal, the method for data acquisition including: 

[0042] receiving a data authorization request sent by an alliance chain; 

[0043] where, the data authorization request is sent by the alliance chain after: acquiring a data 

calling request sent by a first terminal; performing identity authentication to the data calling user 

corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; where, the data calling 

request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

[0044] performing an authorization operation according to the data authorization request. 

[0045] In some embodiments, receiving the data authorization request sent by the alliance chain 

includes: 

[0046] receiving authorization request verification information sent by the alliance chain; 

[0047] performing the authorization operation according to the data authorization request includes: 

[0048] verifying the authorization request verification information, and returning indication 

information that the verification operation is running to the alliance chain; 

[0049] receiving indication information for executing a data authorization operation sent by the 

alliance chain; and 

[0050] executing an authorization operation according to the indication information for executing 

the data authorization operation, and digitally signing the authorization operation by using a pre-

stored private key. 

[0051] In some embodiments, the authorization request verification information includes any one 

of a two-dimensional code, a bar code and a verification code; 

[0052] verifying the authorization request verification information, and returning indication 

information that the verification operation is running to the alliance chain includes: 

[0053] calling a code scanning function to scan the two-dimensional code, and returning 

indication information that the verification operation is running to the alliance chain; 

[0054] or, calling a code scanning function to scan the bar code, and returning indication 

information that the verification operation is running to the alliance chain; 
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[0055] or, calling a verification function to verify the verification code, and returning indication 

information that the verification operation is running to the alliance chain. 

[0056] In a third aspect, this application related to an apparatus for data acquisition, the apparatus 

including: 

[0057] an acquisition module, configured for a data calling request sent by a first terminal, where, 

the data calling request carries a first decentralized identity of a data authorization user and an 

identity of a data calling user; 

[0058] an authentication module, configured for performing identity authentication to the data 

calling user corresponding to the first terminal according to the data calling request; 

[0059] an assignment module, configured for assigning a second decentralized identity to the data 

calling user when the data calling user is authenticated legal; 

[0060] a querying module, configured for querying a data authorization certificate of the data 

authorization user by using the first decentralized identity according to the second decentralized 

identity; 

[0061] a first sending module, configured for sending a data authorization request to a second 

terminal corresponding to the data authorization user according to the data authorization certificate; 

and 

[0062] a second sending module, configured for encrypting the request result corresponding to 

the data calling request after confirming that the data authorization user confirms the authorization, 

and sending the encrypted request result to the first terminal.  

[0063] In a fourth aspect, this application relates to an apparatus for data acquisition, the apparatus 

including: 

[0064] a receiving module, configured for receiving a data authorization request sent by an 

alliance chain; 

[0065] where, the data authorization request is sent by the alliance chain after: acquiring a data 

calling request sent by a first terminal; performing identity authentication to the data calling user 

corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; where, the data calling 

request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

[0066] an authorization module, configured for performing an authorization operation according 

to the data authorization request.  
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[0067] In a fifth aspect, this application relates to an electronic device, which includes a processor, 

a communication component, a memory and a communication bus, where the processor, the 

communication component and the memory communicate with each other through the 

communication bus; the memory is configured for storing computer programs; and the processor 

is configured to implement the method for data acquisition applied to an alliance chain according 

to the first aspect, or to implement the method for data acquisition applied to a second terminal 

according to the second aspect.  

[0068] In a sixth aspect, this application relates to a computer-readable storage medium, where a 

program is stored on the computer-readable storage medium, the program, when executed by a 

processor, implements the method for data acquisition applied to an alliance chain according to 

this application, or implements the method for data acquisition applied to a second terminal 

according to this application. 

[0069] In some embodiments, the method provided by the embodiment of the present application, 

which is applied to an alliance chain, avoids that all data is stored in a central platform by utilizing 

the distributed characteristics of the alliance chain; in the present application, acquiring a data 

calling request sent by a first terminal, and performing identity authentication to the data calling 

user corresponding to the first terminal according to the data calling request, effectively solves the 

problem of illegal user intrusion, and assigning a second decentralized identity to the data calling 

user when the data calling user is authenticated legal, so that in the alliance chain the data calling 

user takes the second decentralized identity as the unique identity; querying a data authorization 

certificate of the data authorization user by using the first decentralized identity according to the 

second decentralized identity, sending a data authorization request to a second terminal 

corresponding to the data authorization user according to the data authorization certificate, and 

encrypting the request result corresponding to the data calling request after confirming that the 

data authorization user confirms the authorization, and sending the encrypted request result to the 

first terminal, thus effectively improves the data security. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0070] The accompanying drawings which are incorporated in and constitute a part of the 

specification illustrate embodiments consistent with the application and together with the 

description serve to explain the principles of the application. 
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[0071] In order to more clearly explain the technical solution of this application, the drawings of 

this application will be briefly introduced below, and it will be obvious that other drawings can be 

obtained from these drawings without creative labor for those of ordinary skill in the art. 

[0072] Fig. 1 is a flow diagram of a method for data acquisition applied to an alliance chain in an 

embodiment of the present application. 

[0073] Fig. 2 is a flow diagram of obtaining a data authorization certificate in an embodiment of 

the present application. 

[0074] Fig. 3 is a flow diagram of a method for data acquisition applied to a second terminal in an 

embodiment of the present application. 

[0075] Fig. 4 is a structural diagram of a first data acquisition device in an embodiment of the 

present application. 

[0076] Fig. 5 is a structural diagram of a second data acquisition device in an embodiment of the 

present application. 

[0077] Fig. 6 is a schematic structural diagram of an electronic device in an embodiment of the 

present application. 

 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0078] In order to make the purposes, technical aspects and advantages of the disclosed 

embodiments clearer, the technical aspects of the disclosed embodiments will be clearly and 

completely described below in conjunction with the accompanying drawings in the disclosed 

embodiments, and it will be apparent that the described embodiments are part of, but not all of, 

the embodiments of the disclosed embodiments. Based on the embodiments in the present 

application all other embodiments obtained without creative effort by those of ordinary skill in the 

art fall within the scope of protection of the present application. 

[0079] The present application relates to a method for data acquisition. This method is applied to 

an alliance chain, the implementation of this method is shown in Fig. 1: 

[0080] Step 101, acquiring a data calling request sent by the first terminal; 

[0081] Step 102, performing identity authentication to the data calling user corresponding to the 

first terminal according to the data calling request; 

[0082] Step 103, assigning a second decentralized identity to the data calling user when the data 

calling user is authenticated legal; 

[0083] Step 104, querying a data authorization certificate of the data authorization user by using 

the first decentralized identity according to the second decentralized identity; 
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[0084] Step 105, sending a data authorization request to a second terminal corresponding to the 

data authorization user according to the data authorization certificate; and 

[0085] Step 106, encrypting the request result corresponding to the data calling request after 

confirming that the data authorization user confirms the authorization, and sending the encrypted 

request result to the first terminal. 

[0086] In some embodiments, the data calling request carries a first decentralized identity of a 

data authorization user and an identity of a data calling user. 

[0087] In some embodiments, the alliance chain only targets members of a specific group and a 

limited number of third parties, and a plurality of preselected nodes are designated as bookkeepers 

within the alliance chain, and the generation of each block is jointly determined by all preselected 

nodes. 

[0088] An alliance chain is established by using blockchain technology. In order to store 

authorization-related data and identity-related data separately and further guarantee data security, 

an alliance chain can be established by establishing a data authorization and verification alliance 

chain and a decentralized identity alliance chain, where, the data authorization and verification 

alliance chain is used for certificate storage service and the decentralized identity alliance chain is 

used for identity authentication service. Of course, it is also possible to establish a data 

authorization verification and decentralized identity alliance chain, and the data authorization 

verification and decentralized identity alliance chain is used for both certificate storage service 

and identity authentication service. 

[0089] Hereinafter, the establishment of a data authorization and verification alliance chain and a 

decentralized identity alliance chain will be described as examples. Of course, this is only an 

example and is not intended to limit the protection scope of the present application. Further some 

other illustrations in the present application are not intended to limit the scope of protection of the 

present application and will not be described one by one. 

[0090] In some implementation schemes, the participants of the data authorization and verification 

alliance chain include: courts, notary offices, third-party authentication institutions, regulatory 

authorities, the ministry of education, data custodians and other enterprises and institutions 

participating in the maintenance and operation of alliance chain nodes. Among them, the data 

authorization and verification alliance chain aims to provide a decentralized blockchain hash and 

hash evidence storage service, ensuring that the hash information corresponding to the authorized 

access records of the whole life cycle of data authorization access can be stored on the chain and 

verified on the chain. 
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[0091] Participants in the decentralized identity alliance chain include: Certificate Authority 

(referred to as CA), courts, notary offices, third-party authentication institutions, regulatory 

authorities, the ministry of education and other enterprises and institutions participating in the 

maintenance and operation of alliance chain nodes. Among them, the decentralized identity 

alliance chain aims to provide a decentralized mobile authentication service. 

[0092] In some embodiments, Mini Program is an application that can be used without 

downloading and installing, and the user can open the application by scanning or searching. Users 

don't have to worry about installing too many applications. The applications are available at any 

time, but there is no need to install or uninstall them. It can be seen that adopting the mini program 

is convenient and quick, and can save the memory space of the terminal for users. 

[0093] In some embodiments, a decentralized identity alliance chain receives a data calling 

request sent by a mini program running on a first terminal. A data calling user logs in to the mini 

program on the first terminal according to the identity of the data calling user, and searches for a 

first decentralized identity of the data authorization user, and initiates a data calling request. The 

decentralized identity alliance chain assigns a second decentralized identity to the data calling user 

as a unique identity of the data calling user on the chain. 

[0094] In some embodiments, the mini program of the present application is a decentralized 

identity based mobile mini program. By adopting a mini program on the mobile side, the request 

can be initiated at any time under the mobile Internet, so that users are not limited by region or 

time. 

[0095] In some embodiments, the data calling request includes an identity type of the data calling 

user. 

[0096] In some embodiments, the decentralized identity alliance chains receives the data calling 

request sent by the mini program running on the first terminal, acquires the identity type of the 

data calling user in the data calling request, and performs identity authentication to the data calling 

user by using a face recognition technology when the identity type of the data calling user is 

individual; and performs identity authentication to the data calling user by using an enterprise 

authentication technology when the identity type of the data calling user is enterprise. 

[0097] In some embodiments, when the identity type of the data calling user is an individual, the 

decentralized identity alliance chain judges whether there is a face on the input face image, and if 

there is a face, further gives the position and size of each face and the position information of each 

main facial organ. According to the information, the identity feature contained in each face is 

further extracted, and the extracted identity feature is compared with the pre-stored face feature to 

obtain a first matching degree. When the first matching degree is greater than a first preset value, 
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it is determined that the data calling user authentication is successful, otherwise, it is determined 

that the data calling user authentication fails. 

[0098] In some embodiments, when the identity type of the data calling user is an enterprise, the 

decentralized identity alliance chain compares the input enterprise information with the pre-saved 

enterprise information to obtain a second matching degree. When the second matching degree is 

greater than a second preset value, it is determined that the data calling user authentication is 

successful, otherwise, it is determined that the data calling user authentication fails. 

[0099] In some implementations, when authentication is performed on the data calling user, the 

private key signed by the data calling user during the data calling is securely stored through the 

key escrow service provided by the CA organization. 

[00100] In some embodiments, the decentralized identity alliance chain assigns a second 

decentralized identity to the data calling user when authenticates the data calling user to be legal, 

and the data calling user uses the second decentralized identity as a unique identity in the 

decentralized identity alliance chain and the data authorization verification alliance chain. 

[00101] In some embodiments, the data authorization user applies for a first decentralized 

identity through a decentralized identity based mini program on the mobile side, and obtains a data 

authorization certificate according to the first decentralized identity, as shown in Fig. 2: 

[00102] Step 201, acquiring a data preservation request sent by the second terminal, 

[00103] where the data preservation request carries the identity of the data authorization 

user; 

[00104] Step 202, performing identity authentication to the data authorization user 

according to the data preservation request; 

[00105] Step 203, assigning the first decentralized identity to the data authorization user 

when the data authorization user is authenticated to be legal; and 

[00106] Step 204, distributing the data authorization certificate to the data authorization 

user according to the first decentralized identity. 

[00107] In some embodiments, a decentralized identity alliance chain acquires a data 

preservation request sent by a mini program running on the second terminal. 

[00108] In some embodiments, the data preservation request includes an identity type of 

the data authorization user. 

[00109] In some implementations, the decentralized identity alliance chain acquires the 

identity type of the data authorization request in the data preservation request, and performs 

identity authentication to the data authorization user by using the face recognition technology 

when the identity type of the data authorization user is the individual; and performs identity 
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authentication to the data authorization user by using the enterprise authentication technology 

when the identity type of the data authorization user is the enterprise. 

[00110] In some implementations, when identity authentication is performed on the data 

authorization user, the private key during user authorization signing by the data authorization user 

is securely stored through the key escrow service provided by the CA organization. 

[00111] In some embodiments, the decentralized identity alliance chain assigns a first 

decentralized identity to the data authorization user when the data authorization user is 

authenticated to be legal, and the data authorization user uses the first decentralized identity as a 

unique identity in the decentralized identity alliance chain and the data authorization and 

verification alliance chain. 

[00112] In some embodiments, a data custodian in a data authorization and verification 

alliance chain distributes a data authorization certificate to a data authorization user according to 

a first decentralized identity. At this point, the data authorization user can view the data 

authorization certificate in the mini program. 

[00113] In some embodiments, after distributing data authorization certificate to data 

authorization user, the data authorization and verification alliance chain respectively calculating 

hash values of an identity authentication record and a data authorization certificate through a hash 

algorithm, and stores the hash values. Among them, the identity authentication record is the 

process that the data authorization user initiates the data preservation request until the data 

authorization user is authenticated legal. 

[00114] In some embodiments, the data calling request further includes a data authorization 

certificate type. Of course, a data authorization user has at least one type of data authorization 

certificate. The decentralized identity alliance chain queries the data authorization certificate type 

corresponding to the data authorization certificate type in the data calling request, by using the 

first decentralized identity according to the second decentralized identity. 

[00115] In some implementation schemes, taking the data authorization certificate being an 

academic certificate as an example, a Company A wants to obtain the academic certificate of a 

user B, and the Company A initiates a data calling request in a mini program, where the data 

calling request includes the academic certificate of the user B, and the decentralized identity 

alliance chain assigns a second decentralized identity to the Company A when verifies that the 

Company A is legal. The decentralized identity alliance chain requests the data authorization and 

verification alliance chain to query the academic certificate of the user B by using the first 

decentralized identity of the user B to according to the second decentralized identity. 



 

 

12 

 

[00116] In some embodiments, User B may have only one data authorization certificate, 

such as an academic certificate, or may have multiple types of data authorization certificates, such 

as degree certificate of User B. 

[00117] In some embodiments, the decentralized identity alliance chain sends a query 

request to the data authorization alliance chain to query the data authorization certificate of the 

data authorization user after the data calling user is authenticated legal. The data authorization 

alliance chain returns the data authorization certificate of the data authorization user to the 

decentralized identity alliance chain according to the query request. The decentralized identity 

alliance chain initiates a data authorization request according to the data authorization certificate, 

and digitally signs the data authorization request by using a pre-stored private key, generates 

authorization request verification information, and sends the authorization request verification 

information to the mini program on the second terminal corresponding to the data authorization 

user. 

[00118] In some embodiments, the authorization request verification information includes 

any one of a two-dimensional code, a barcode, and a verification code. The decentralized identity 

alliance chain initiates a data authorization request according to the data authorization certificate, 

digitally signs the data authorization request by using the pre-stored private key, generates a two-

dimensional code, and sends the two-dimensional code to the mini program on the second terminal 

corresponding to the data authorization user; or, the decentralized identity alliance chain initiates 

a data authorization request according to the data authorization certificate, digitally signs the data 

authorization request by using the pre-stored private key, generates a bar code, and sends the bar 

code to the mini program on the second terminal corresponding to the data authorization user; or, 

the decentralized identity alliance chain initiates a data authorization request according to the data 

authorization certificate, digitally signs the data authorization request by using the pre-stored 

private key, generates a verification code, and sends the verification code to the mini program on 

the second terminal corresponding to the data authorization user. 

[00119] In some embodiments, the verification code may be in a variety of forms such as 

pictures, letters or numbers. 

[00120] The present application is illustrated by generating a two-dimensional code as an 

example, but is not intended to limit the scope of protection of the present application. 

[00121] In some embodiments, after sending authorization request verification information 

to the second terminal corresponding to the data authorization user, the decentralized identity 

alliance chain acquires indication information that a verification operation is running returned by 

the mini program on the second terminal, verifies the first decentralized identity of the data 
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authorization user and the data authorization certificate according to the indication information 

that the verification operation is running, and sends the indication information of executing the 

data authorization operation to the mini program on the second terminal when the verification is 

legal. 

[00122] In some embodiments, after authorization of the data authorization user is 

determined, a public key is used to encrypt a request result corresponding to the data calling 

request, and the encrypted request result is sent to the mini program corresponding to the first 

terminal. 

[00123] In some embodiments, hash values of an identity authentication record 

corresponding to the identity authentication, the data authorization certificate, the data 

authorization request and a data authorization record corresponding to the data authorization 

request are respectively calculated by using a hash algorithm, and the hash values are stored in the 

data authorization and verification alliance chain. 

[00124] In some implementations, the identity authentication record is a process that the 

data authorization user initiates the data preservation request until the data authorization user is 

authenticated legal, or a process in which the data calling user initiates a data calling request until 

the data authorization user is authenticated legal; the data authorization record is a process of 

initiating a data authorization request until the authorization of the data authorization user is 

determined. 

[00125] The method provided by the embodiment of the present application, which is 

applied to an alliance chain, avoids that all data is stored in a central platform by utilizing the 

distributed characteristics of the alliance chain; in the present application, acquiring a data calling 

request sent by a first terminal, and performing identity authentication to the data calling user 

corresponding to the first terminal according to the data calling request, effectively solves the 

problem of illegal user intrusion, and assigning a second decentralized identity to the data calling 

user when the data calling user is authenticated legal, so that in the alliance chain the data calling 

user takes the second decentralized identity as the unique identity; querying a data authorization 

certificate of the data authorization user by using the first decentralized identity according to the 

second decentralized identity, sending a data authorization request to a second terminal 

corresponding to the data authorization user according to the data authorization certificate, and 

encrypting the request result corresponding to the data calling request after confirming that the 

data authorization user confirms the authorization, and sending the encrypted request result to the 

first terminal, thus effectively improves the data security. 
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[00126] The present application relates to a method for data acquisition, the method is 

applied to a second terminal, the implementation of which is shown in Fig. 3: 

[00127] Step 301, receiving a data authorization request sent by an alliance chain; 

[00128] where, the data authorization request is sent by the alliance chain after: acquiring a 

data calling request sent by a first terminal; performing identity authentication to the data calling 

user corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; where, the data calling 

request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

[00129] Step 302, performing an authorization operation according to the data authorization 

request. 

[00130] In some embodiments, the mini program of the second terminal receives the 

authorization request verification information sent by the decentralized identity alliance chain, 

verifies the authorization request verification information, and returns indication information that 

the verification operation is running to the decentralized identity alliance chain; waits to receive 

the indication information for executing a data authorization operation sent by the decentralized 

identity alliance chain, executes an authorization operation according to the indication information 

for executing the data authorization operation, and digitally sign the authorization operation by 

using a pre-stored private key. 

[00131] In some embodiments, the authorization record can be viewed in a mini program. 

[00132] In some embodiments, the authorization request verification information includes 

any one of a two-dimensional code, a barcode, and a verification code. When the authorization 

request verification information sent by the decentralized identity alliance chain and received by 

the mini program of the second terminal is a two-dimensional code, the mini program calls a code 

scanning function to scan the two-dimensional code, returns the indication information that the 

verification operation is running to the decentralized identity alliance chain; When the 

authorization request verification information sent by the decentralized identity alliance chain and 

received by the mini program of the second terminal is a bar code, the mini program calls a code 

scanning function to scan the bar code, and returns the indication information that the verification 

operation is running to the decentralized identity alliance chain; When the authorization request 

verification information sent by the decentralized identity alliance chain and received by the mini 

program of the second terminal is a verification code, it calls a verification function, inputting the 
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verification code to verify the verification code, and returns the indication information that the 

verification operation is running to the alliance chain. 

[00133] In some embodiments, the verification code may be in a variety of forms such as 

pictures, letters or numbers. 

[00134] The present application relates to a first apparatus for data acquisition 4, the 

implementation of which can be referred to in the description of the embodiment part of the 

method for data acquisition, and will not be illustrated repeatedly. As shown in Fig. 4: 

[00135] an acquisition module 401, configured for a data calling request sent by a first 

terminal, where, the data calling request carries a first decentralized identity of a data authorization 

user and an identity of a data calling user; 

[00136] an authentication module 402, configured for performing identity authentication to 

the data calling user corresponding to the first terminal according to the data calling request; 

[00137] an assignment module 403, configured for assigning a second decentralized 

identity to the data calling user when the data calling user is authenticated legal; 

[00138] a querying module 404, configured for querying a data authorization certificate of 

the data authorization user by using the first decentralized identity according to the second 

decentralized identity; 

[00139] a first sending module 405, configured for sending a data authorization request to 

a second terminal corresponding to the data authorization user according to the data authorization 

certificate; and 

[00140] a second sending module 406, configured for encrypting the request result 

corresponding to the data calling request after confirming that the data authorization user confirms 

the authorization, and sending the encrypted request result to the first terminal. 

[00141] The present application relates to a second apparatus for data acquisition 5, the 

implementation of which can be referred to in the description of the embodiment part of the 

method for data acquisition, and will not be illustrated repeatedly. As shown in Fig.5: 

[00142] a receiving module 501, configured for receiving a data authorization request sent 

by an alliance chain; 

[00143] where, the data authorization request is sent by the alliance chain after: acquiring a 

data calling request sent by a first terminal; performing identity authentication to the data calling 

user corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; where, the data calling 
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request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

[00144] an authorization module 502, configured for performing an authorization operation 

according to the data authorization request. 

[00145] Based on the same concept, the present application also relates to an electronic 

device 6, which, as shown in Fig. 6, mainly includes a processor 601, a communication component 

602, a memory 603, and a communication bus 604, where the processor 601, the communication 

component 602, and the memory 603 communicate with each other through the communication 

bus 604. The memory 603 stores a program that can be executed by the processor 601, and the 

processor 601 executes the program stored in the memory 603 to realize the following steps: 

acquiring a data calling request sent by a first terminal, where, the data calling request carries a 

first decentralized identity of a data authorization user and an identity of a data calling user; 

performing identity authentication to the data calling user corresponding to the first terminal 

according to the data calling request; assigning a second decentralized identity to the data calling 

user when the data calling user is authenticated legal; querying a data authorization certificate of 

the data authorization user by using the first decentralized identity according to the second 

decentralized identity; sending a data authorization request to a second terminal corresponding to 

the data authorization user according to the data authorization certificate; and encrypting the 

request result corresponding to the data calling request after confirming that the data authorization 

user confirms the authorization, and sending the encrypted request result to the first terminal, or 

receiving a data authorization request sent by an alliance chain, and performing an authorization 

operation according to the data authorization request. 

[00146] The communication bus 604 mentioned in the above-mentioned electronic device 

may be a Peripheral Component Interconnect (PCI) bus or an Extended Industry Standard 

Architecture (EISA) bus or the like. The communication bus 604 may be divided into an address 

bus a data bus a control bus and the like. For ease of presentation, only one thick line is used in 

Figure 6, but it does not mean that there is only one bus or one type of bus. 

[00147] The communication component 602 is used for communication between the 

electronic device and other devices. 

[00148] The memory 603 may include a Random Access Memory (RAM) or a non-volatile 

memory or at least one disk memory. In some embodiments the memory may also be at least one 

storage device located remotely from the aforementioned processor 601. 

[00149] The processor 601 may be a general-purpose processor, including a Central 

Processing Unit (CPU), a Network Processor (NP), etc., and may also be a Digital Signal Processor 
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(DSP), an Application Specific Integrated Circuit (ASIC), a Field-Programmable Gate Array 

(FPGA), or other programmable logic devices, discrete gates or transistor logic devices, or discrete 

hardware components. 

[00150] The present application also relates to a non-transitory computer-readable storage 

medium where a program is stored on the non-transitory computer-readable storage medium, the 

program, when run on the computer, implements the method for data acquisition applied to an 

alliance chain as described in the first embodiment applied to the alliance chain, or implements 

the method for data acquisition applied to a second terminal as described in the second 

embodiment. 

[00151] In some embodiments it may be implemented in whole or in part by software 

hardware firmware or any combination thereof. When implemented in software, it can be 

implemented in whole or in part in the form of a computer program product. The computer 

program product includes one or more computer instructions. When the computer instructions are 

loaded and executed on a computer, the processes or functions described in accordance with 

embodiments of the present application are generated in whole or in part. The computer may be a 

general purpose computer, a special purpose computer, a computer network, or other 

programmable device. The computer instructions may be stored in, or transmitted from, a 

computer-readable storage medium to another computer-readable storage medium, e.g., from a 

Web site, computer, server, or data center via wired (e.g., coaxial cable, optical fiber, digital 

subscriber line (DSL)) or wireless (e.g., infrared, microwave, etc.) to another Web site, computer, 

server, or data center. The computer-readable storage medium may be any usable medium 

accessible to a computer or a data storage device such as a server, data center, etc. containing one 

or more usable media integration. The usable medium may be a magnetic medium (e.g., floppy 

disk, hard disk, magnetic tape, etc.), an optical medium (e.g., DVD), or a semiconductor medium 

(e.g. solid state disk), etc. 

[00152] It should be noted that relational terms such as "first" and "second" are used herein 

only to distinguish one entity or operation from another, and do not necessarily require or imply 

any such actual relationship or order between these entities or operations. Moreover, the terms 

"including", "including" or any other variation thereof are intended to encompass non-exclusive 

inclusion, so that a process, method, article or equipment that includes a set of elements includes 

not only those elements but also other elements that are not explicitly listed or are inherent to such 

a process, method, article or equipment. In the absence of further limitations, an element defined 

by the phrase "includes an " does not preclude the existence of another identical element in the 

process, method, article or equipment in which the element is included. 
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[00153] The foregoing is only a specific embodiment of the present application to enable 

those skilled in the art to understand or implement the present application. Various modifications 

to these embodiments will be apparent to those skilled in the art and the general principles defined 

herein may be implemented in other embodiments without departing from the spirit or scope of 

the present application. Accordingly, the present application will not be limited to the 

embodiments shown herein, but is intended to conform to the widest scope consistent with the 

principles and novel features disclosed herein. 
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CLAIMS 

1. A method for data acquisition, applied to an alliance chain, the method for data 

acquisition comprising: 

acquiring a data calling request sent by a first terminal, wherein, the data calling request 

carries a first decentralized identity of a data authorization user and an identity of a data calling 

user; 

performing identity authentication to the data calling user corresponding to the first 

terminal according to the data calling request; 

assigning a second decentralized identity to the data calling user when the data calling user 

is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; 

sending a data authorization request to a second terminal corresponding to the data 

authorization user according to the data authorization certificate; and 

encrypting the request result corresponding to the data calling request after confirming that 

the data authorization user confirms the authorization, and sending the encrypted request result to 

the first terminal. 

 

2. The method for data acquisition according to claim 1, wherein, before querying the data 

authorization certificate of the data authorization user by using the first decentralized identity 

according to the second decentralized identity, the method further comprises: 

acquiring a data preservation request sent by the second terminal, wherein, the data 

preservation request carries the identity of the data authorization user; 

performing identity authentication to the data authorization user according to the data 

preservation request; 

assigning the first decentralized identity to the data authorization user when the data 

authorization user is authenticated to be legal; and 

distributing the data authorization certificate to the data authorization user according to the 

first decentralized identity. 

 

3. The method for data acquisition according to claim 1 or 2, wherein the data calling 

request comprises: an identity type of the data calling user; 

performing identity authentication to the data calling user corresponding to the first 

terminal according to the data calling request comprises: 
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performing identity authentication to the data calling user by using a face recognition 

technology when the identity type of the data calling user is individual; and 

performing identity authentication to the data calling user by using an enterprise 

authentication technology when the identity type of the data calling user is enterprise. 

 

4. The method for data acquisition according to claim 2 or 3, wherein, the data preservation 

request comprises: an identity type of the data authorization user; 

performing identity authentication to the data authorization user according to the data 

preservation request, comprises: 

performing identity authentication to the data authorization user by using the face 

recognition technology when the identity type of the data authorization user is the individual; and 

performing identity authentication to the data authorization user by using the enterprise 

authentication technology when the identity type of the data authorization user is the enterprise. 

 

5. The method for data acquisition according to any one of claims 1 to 4, wherein, sending 

the data authorization request to the second terminal corresponding to the data authorization user 

according to the data authorization certificate comprises: 

initiating the data authorization request according to the data authorization certificate, and 

digitally signing the data authorization request by using a pre-stored private key, generating 

authorization request verification information, sending the authorization request verification 

information to the second terminal corresponding to the data authorization user. 

 

6. The method for data acquisition according to claim 5, wherein the method further 

comprises: 

acquiring indication information that a verification operation is running returned by the 

second terminal; 

verifying the first decentralized identity of the data authorization user, and the data 

authorization certificate; and 

sending indication information for executing a data authorization operation to the second 

terminal when the verification is legal. 

 

7. The method for data acquisition according to claim 5 or 6, wherein the authorization 

request verification information comprises any one of a two-dimensional code, a bar code and a 

verification code; 
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generating the authorization request verification information, sending the authorization 

request verification information to the second terminal corresponding to the data authorization 

user comprises: 

generating the two-dimensional code and sending the two-dimensional code to the second 

terminal corresponding to the data authorization user; 

or, generating the bar code and sending the bar code to the second terminal corresponding 

to the data authorization user; 

or, generating the verification code and sending the verification code to the second terminal 

corresponding to the data authorization user. 

 

8. The method for data acquisition according to any one of claims 1 to 7, wherein the data 

calling request further comprises: a data authorization certificate type; and 

querying the data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity comprises: 

querying the data authorization certificate type corresponding to the data authorization 

certificate type in the data calling request, by using the first decentralized identity according to the 

second decentralized identity. 

 

9. The method for data acquisition according to any one of claims 1 to 8, further comprising: 

calculating hash values of an identity authentication record corresponding to the identity 

authentication, the data authorization certificate, the data authorization request and a data 

authorization record corresponding to the data authorization request respectively by using a hash 

algorithm, and storing the hash values in the alliance chain. 

 

10. A method for data acquisition, applied to a second terminal, the method for data 

acquisition comprising: 

receiving a data authorization request sent by an alliance chain; 

wherein, the data authorization request is sent by the alliance chain after: acquiring a data 

calling request sent by a first terminal; performing identity authentication to the data calling user 

corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; wherein, the data calling 
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request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

performing an authorization operation according to the data authorization request. 

 

11. The method for data acquisition according to claim 10, wherein receiving the data 

authorization request sent by the alliance chain comprises: 

receiving authorization request verification information sent by the alliance chain; 

performing the authorization operation according to the data authorization request 

comprises: 

verifying the authorization request verification information, and returning indication 

information that the verification operation is running to the alliance chain; 

receiving indication information for executing a data authorization operation sent by the 

alliance chain; and 

executing an authorization operation according to the indication information for executing 

the data authorization operation, and digitally signing the authorization operation by using a pre-

stored private key. 

 

12. The method for data acquisition according to claim 11, wherein the authorization 

request verification information comprises any one of a two-dimensional code, a bar code and a 

verification code; 

verifying the authorization request verification information, and returning indication 

information that the verification operation is running to the alliance chain comprises: 

calling a code scanning function to scan the two-dimensional code, and returning 

indication information that the verification operation is running to the alliance chain; 

or, calling a code scanning function to scan the bar code, and returning indication 

information that the verification operation is running to the alliance chain; 

or, calling a verification function to verify the verification code, and returning indication 

information that the verification operation is running to the alliance chain. 

 

13. A first apparatus for data acquisition, comprising: 

an acquisition module, configured for a data calling request sent by a first terminal, 

wherein, the data calling request carries a first decentralized identity of a data authorization user 

and an identity of a data calling user; 
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an authentication module, configured for performing identity authentication to the data 

calling user corresponding to the first terminal according to the data calling request; 

an assignment module, configured for assigning a second decentralized identity to the data 

calling user when the data calling user is authenticated legal; 

a querying module, configured for querying a data authorization certificate of the data 

authorization user by using the first decentralized identity according to the second decentralized 

identity; 

a first sending module, configured for sending a data authorization request to a second 

terminal corresponding to the data authorization user according to the data authorization certificate; 

and 

a second sending module, configured for encrypting the request result corresponding to 

the data calling request after confirming that the data authorization user confirms the authorization, 

and sending the encrypted request result to the first terminal. 

 

14. A second apparatus for data acquisition, comprising: 

a receiving module, configured for receiving a data authorization request sent by an 

alliance chain; 

wherein, the data authorization request is sent by the alliance chain after: acquiring a data 

calling request sent by a first terminal; performing identity authentication to the data calling user 

corresponding to the first terminal according to the data calling request; assigning a second 

decentralized identity to the data calling user when the data calling user is authenticated legal; 

querying a data authorization certificate of the data authorization user by using the first 

decentralized identity according to the second decentralized identity; wherein, the data calling 

request carries a first decentralized identity of a data authorization user and an identity of a data 

calling user; and 

an authorization module, configured for performing an authorization operation according 

to the data authorization request. 

 

15. An electronic device comprises a processor, a communication component, a memory 

and a communication bus, wherein the processor, the communication component and the memory 

communicate with each other through the communication bus; 

the memory is configured for storing computer programs; and 
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the processor is configured to implement the method for data acquisition applied to an 

alliance chain according to any one of claims 1 to 9, or to implement the method for data 

acquisition applied to a second terminal according to any one of claims 10 to 12. 

 

16. A computer-readable storage medium, wherein a program is stored on the computer-

readable storage medium, wherein, the program, when executed by a processor, implements the 

method for data acquisition applied to an alliance chain according to any one of claims 1 to 9, or 

implements the method for data acquisition applied to a second terminal according to any one of 

claims 10 to 12. 

  


