WO 03/ 032573 PCT/ US02/ 32054 1 METHOD AND APPARATUS FOR SECURI TY I N A DATA
PROCESSI NG SYSTEM BACKGROUND Field [1000] The present invention relates to
dat a procweBngessystens generally and specifically, to mPChass2/zo6s
apparatus for security in a data processing system Background [1001]
Security in data processing and informalion systens, including

communi cations systens, contributes to accountability, fairness, accuracy,
confidentiality, operability, as well as a plethora of other desired
criteria. Encryption, or the general field of cryptography, is used in

el ectronic co ' e ' | 3 AOE, has an
unlimted rangﬁfﬁg#@tﬁéﬁﬁﬁmﬁﬁdgﬁﬁﬁmm2Nnénl(??§/‘ﬁ lon is
used to prevent fraud in and ' ' [ ransactions. In data
processi ng systens, encrypti oﬁHQ%%%‘N&Bﬁ$Wa participant's identity.
Encryption is also used to prevent hacking, protect Wb pages, and prevent
access to confidential docunents, as well as a variety of other security
measures. [1002] Systens enpl oyi BRACKGROUND, often referred to as
cryptosystens, can be partitioned into symmetric cryptosystens and
asymmetric cryptosystens. A symmetric encryption systemuses a sane key
(i.e., the_ secret key) to encrypt and decrypt a nessage. \Wereas an
asynmetri CF'ej‘gcryption systemuses a first key (i.e., the public key) to
encrypt a FRIGAYC TR Presedt ilvamipnfblaidsfioedatat ploeeséingesystéhe gurievaltye key)
to decrypt "1t. "Asymmeiric cryptosystens are al so called public key,

crypt osyst and. speciicaly.eta exethods iand apparatys Orcsgardy YRt Fa1a PregRSSitur e
provi sion of the secret key froma sender to a recipient. Further, a

probl em exP¥€Mhen keys or other encryption mechanisns are updat ed
frequently. In a data processing system nethods of securely updating keys

I ncur additional processing tine, nenory storage and WO 03/ 032573
PCT/ US02/ 3Bsekgropingt her processing overhead. In a wirel ess communication

system upday{}9 K8¥Surity in data processing and information systems, including

communications systems, contributes to accountability, faimess, accuracy,

confidentiality, operability, as well as a plethora of other desired criteria.
Encryption, or the general field of cryptography, is used in electronic commerce,
wireless communications, broadcasting, and has an unlimited range of
applications. In electronic commerce, encryption is used to prevent fraud in and
to verify financial transactions. In data processing systems, encryption is used
to verify a participant’s identity. Encryption is also used to prevent hacking,
protect Web pages, and prevent access to confidential documents, as well as a
variety of other security measures.

[1002] Systems employing cryptography, often referred to as cryptosystems,
can be partitioned into symmetric cryptosystems and asymmetric
cryptosystems. A symmetric encryption system uses a same key (i.e., the
secret key) to encrypt and decrypt a message. Whereas an asymmetric
encryption system uses a first key (i.e., the public key) to encrypt a message
and uses a second, different key (i.e., the private key) to decrypt it. Asymmetric
cryptosystems are also called public key cryptosystems. A problem exists in
symmetric cryptosystems in the secure provision of the secret key from a
sender to a recipient. Further, a problem exists when keys or other encryption
mechanisms are updated frequently. In a data processing system, methods of

securely updating keys incur additional processing time, memory storage and



uses val uabl e bandw dth ot herw se available for transm ssion. [1003] The
prior art does not provide a nethod for updating keys to a |large group of
nobi | e stwDiod32s7h order that they nay access an encrypt e®Chrusazizzass .
There is a need, therefore, for a secure and efficient nethod of updating
keys in a data processing system Further, there is a need for a secure
and efficient nethod of updating keys in a wireless comuni cati on system

SUMMARY [ 1004] Enbodi ments discl osed herein add : d
oy pr ovi G BrosEeRDR Carhess 4 picles G aCpF0a0 g BB RERS (oo
aspect, a ,Jm! a8 oab @i dthAWiE Bvikitfe fdratartetisdieher m ning a short

termkey for a nessage transm ssi on, wherein the short termkey has a
short terriibeg] i déwetpridreart does@obipnovige anmethed fonkndatiog kays teed fge,
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conpri si ngpﬁél% ishoRded GhENi6, Fstansadureandeatticieht ATetindd bf Dpddting lesysrinpt ed
message with the Internet protocol header. [1005] In another a g}%ct,, in a

wirel ess cadamipracéssing gystem. s Fppbet.ithgraais aripastipfta Sepyiecand SIidet an
i nfrastructure el enent. includes i I LG LAl user identification
unit, oper@?ihﬂf?ﬁupiaé ey d ﬁo‘ﬁ'{élggﬁﬁxﬁ‘é@ud%&&d@% S}%‘ﬁ' ng a broadcast

nmessage, and a nobil e equi pnment unit adapted to apply the short- tinme key
for decrypting the broadcast nmessage. The user identification unit

I ncluding a processing unit operat iQSUMMAIB& ypt key information. The
nobi |l e equi pment unit including a nenory storage unit for storing a
plurality of short termkeys and short termkey identifiers. [1006] In

still anot 0 Sp%boairﬁérﬁgt(ﬁécléi&ﬁﬂbréﬁOe{cﬁﬁéséjQHéCeﬁbdv@cétﬁﬂé%ﬁn@eﬂéfb%lt set

of instructions for receiving a short termkey identifier specific to a
transni ssi providihg ssatihod éomsaaeyity theatdata @roegssing pysigmgln ene asReet & er m

key, d set of instructi f t eq minj d
Cha short - mened ke Seewd, freispisSiheinpueBs PN ithd B SRER ISR TBESE, Py
the short hf‘éds%gbgyforit%&hhiééigﬁ, Whicheih e 2816675 3e i@ kelyohae o gRort ttbem skeyr t

term key, an ourth set o I nstructions for decrypting the transm ssion
usi ng t he entifiet,alatekeining/mn GBLes kB fwcheunespagesunergirge-RCERSSHEYPTI ON

OF THE DRAWNGS, dch3Q41ydy Qentifiy, ! Shdy P e Mbséadd YOS beBess key,
forming an Internet protocol header comprising the short term key identifier, and
transmitting the encrypted message with the Internet protocol header.

[1005] In another aspect, in a wireless communication system supporting a
broadcast service option, an infrastructure element includes a receive circuitry,
a user identification unit, operative to recover a short-time key for decrypting a
broadcast message, and a mobile equipment unit adapted to apply the short-
time key for decrypting the broadcast message. The user identification unit
including a processing unit operative to decrypt key information. The mobile
equipment unit including a memory storage unit for storing a plurality of short
term keys and short term key identifiers.

[1006] In still another aspect, a digital signal storage device includes a first
set of instructions for receiving a short term key identifier specific to a
transmission, the short term key identifier corfesponding to a short term key, a
second set of instructions for determining an access key based on the short
term key identifier, a third set of instructions for encrypting the short term key
identifier with the access key to recover the short term key, and a fourth set of

instructions for decrypting the transmission using the short term key.



[1008] FIG 1 Bis a diagramof a symetric cryptosystem [1009] FIG 1 C
Is a diagram of an asymetric cryptosystem [1010] FIG 1 Dis a diagram
of a PGP wowsgptsidon system [1011] FIG 1E is a di agram @CTASPIE2054
decryption system [1012] FIG 2 is a diagramof a spread spectrum
comuni cation systemthat supports a nunber of users. [1013] FIG 3 is a
bl ock di agram of the communication system supporting broadcast

transm ssions. [1014] FIG 4 is a block diagramof a nobile station in a
wirel ess comunication system [1015] FIGs. 5A and 5B illustrate nodels
describing the updating of keys wthin a nobile station used for
controlling broadcast access. [1016] FIG 6 is a nodel describing

crypt ogr aphi ¢ oper at BRIERVDESCRIPTION OB THEFDBAWIGS i | | ustrate a

met hod of inplenmenting security encryption in a wreless comunication
system supporting broadcast transm ssions. [1018] FIG 7E is a timng

di agr am of up e o] | tion in a wreless
comuni cat[ﬂbﬁﬂys?@n g’gg%grcﬁwgp%&o%g%?é%}%ﬁsm ssions. [1019] FIGs. 8A-8D
l:l)lr#nsjtn'r gt ﬁjggg] i cfﬂGQﬂB@é a&{ié@@h’f)btagynmgmciowptmmem.i na wreless
I cation sSystem supporting broadcast transm ssions. [1020] FIG 9A
i |1 ustrat 3000} f HlGai Cds atiagiaga ef BB@#@&WW%"F'C&W&H?@%@[ Pr O][ ocol

transm ssi 10 oR._| i sociation ldentifier

or SPI as HQBBL ci:_iﬁhélfpg’sgnﬁ?wégg%%éiﬁ?.ﬁcﬁgg%n élé‘iég}%éc illustrates a

Fﬁggg%’ ISET Cé[tmgg]dﬁHIGHEds adiagiang oSRIPGP rdesrypiiona@ystema nobi | e stati on.
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[ 1024] FI %ﬁcﬂ‘t@@ﬂu%eir!olfﬁﬁéfs@te a nethod for providing security for a

br oadcast mapsage I'n a W reless communi cation system [1025] FIG 12A

: ::.|SUSt r at E[SI(H3$eCLH1(Et 8 s adoloak idiagratreof ithe eonynugPAtian SyaisH iSURBPEING an

StOreicngagpﬁdaolc%gtz‘(%ns%igsio%%? illustrates a nmenory storage device for

[1014] FIG. 4 is a block diagram of a mobile station in a wireless
communication system.

[1015] FIGs. 5A and 5B illustrate models describing the updating of keys
within a mobile station used for controlling broadcast access.

[1016] FIG. 6 is a model describing cryptographic operations within a UIM.
[1017] FIGs. 7A-7D illustrate a method of implementing security encryption
in a wireless communication system supporting broadcast transmissions.

[1018] FIG. 7E is a timing diagram of key update periods of a security option
in a wireless communication system supporting broadcast transmissions.

[1019] FIGs. 8A-8D illustrate application of a security encryption method in a
wireless communication system supporting broadcast transmissions.

[1020] FIG. 9A illustrates the format of an IPSec packet for an Internet
Protocol transmission.

[1021] FIG. 9B illustrates a Security Association identifier or SPl as
applicable to an IPSec packet.

[1022] FIG. 9C illustrates a memory storage device for storing SPI
information in a mobile station.

[1023] FIG. 9D illustrates a memory storage device for storing Broadcast

Access Keys (BAKSs) in a mobile station.



information in a nobile station. [1027] FIG 13 and 14 illustrate a nethod
for providing security for a broadcast nessage in a wireless comuni cation
system DFEOABLEDR7DESCRI PTI ON [ 1028] The word "exenpl ary" PETOSE232054
exclusively herein to mean "serving as an exanple, instance, or
illustration.” Any enbodi ment described*herein as "exenplary" is not
necessarily to be construed as preferred or advantageous over other

nbodi nentg...[.1029] W r.el muni cat i . i del dt

provi de vAP2Bhs TyRes B SBBnhrmbarsnas neirdd K dehdlld SetufigPiaver
These systigm dcasimbssdrsinth fitckadeofmunicationsysiopl.e access (CDMA), tine
division nultiple access (TDVA), or sone other nodul ati on, techrnggues. A

CDMVA syst efh025) oviFiies tAt lustraiesant Sgsuriy Asseciadion: JGandifisy oy tfdnas

i ncluding increased _ s em city. [1030] A system nmay be designed to
suppor t On%PFE]Pa tgaﬂﬁ%%qaéage th as the "TIAEIA1S-95-B Mbile

Stat i on- Bg@zép at i@, Coppailiubirhidsy Strasfwrg sieragduadvidd dior\sibeingn ER8pr ead
Spectrum Cel lulfar Systenmt referred to herein as the |S-95 standard, the
st andard oihfemsdionyn & mehle statiom named "3rd Generation Partnership

Project" rgf ed hes el n ' [ o Talo) nts

I ncl udi ng ntl:tlﬁojé 3@4?423@?@3% @gﬂg@ §§5&8%dlr§tsfgagl?3wgﬁd 3G
TS 25. 214, pRfadtast¥nesdige neh elretabst corhmuaication sybienW CDVA standard, the
standard offered by a consortium nanmed "3rd Generation Partnership Project
2" referred to herein as 3GPP2, and TR-45.5 referred to herein as the
cdma2000 standard, fornmerly called I S-2000 MC. The standards cited

her ei nabove are hereby expressly incorporated herein by reference. WO

03/ 032573 PCT/ US02/ 32054 5 DERAILEBDESCRHPTIOPEci fically defines the
processing of data for transm ssion frombase station to nobile, and vice
versa. As an exenplary enbodi nent the follow ng discussion considers a

A'tornat o [ o BertsExtbe D S Ussd XAy Bt i AL S b o1 e

enbodi ment gnngyarape! ndthAcs,eet lidsiratien hodyd eatioatiraenheescribado hergin tagpe  of

data processing systemusing a cryptosystem
“axemplaty” is not necessarily to be’construed as preferred or advantageous
over other embodiments.
[1029] Wireless communication systems are widely deployed to provide
various types of communication such as voice, data, and so on. These systems
may be based on code division multiple access (CDMA), time division multiple
access (TDMA), or some other modulation techniques. A CDMA system
provides certain advantages over other types of system, including increased
system capacity.
[1030] A system may be designed to support one or more standards such as
the "TIA/EIA/IS-95-B Mobile Station-Base Station Compatibility Standard for
Dual-Mode Wideband Spread Spectrum Cellular System" referred to herein as
the 1S-95 standard, the standard offered by a consortium -named "3rd
Generation Partnership Project" referred to herein as 3GPP, and embodied in a
set of documents including Document Nos. 3G TS 25.211, 3G TS 25.212, 3G
TS 25.213, and 3G TS 25.214, 3G TS 25.302, referred to herein as the W-
CDMA standard, the standard offered by a consortium named "3rd Generation
Partnership Project 2" referred to herein as 3GPP2, and TR-45.5 referred to
herein as the cdma2000 standard, formerly called 1S-2000 MC. The standards

cited hereinabove are hereby expressly incorporated herein by reference.



[ 1032] A cryptosystemis a nmethod of disguising nessages that allows a

specific group of users to extract the nessage. FIG 1A illustrates a basic
crypt osyswerm/ages7r ypt ography is the art of creating and ®EIrng$02/32054
cryptosystens. Cryptanalysis is the art of breaking cryptosystens, i.e.,

receiving and understanding the messa@e when you are not within the
specific group of users allowed access to the nessage. The ori gi nal

nessage is referred to as ,a , plaintext ne €,.9r Lobext o« T

a0 | B St s Posbcltl PRIRBICIE GRoBhiaL e [aaactst vot o
convert p!tr%ﬁ@ﬁﬁ%‘éioh REdin WadBestahish to rMOBIYPANE Vita erstes Awnyn neansplaty
convert ciphertext into plaintext, i.e., recover the origingl message. As
il lﬁst r at emhbc:}dulﬁle@t 1the t frdloplirg nt(bmumag@ﬂssderénc?ypﬁgr&aat?ﬂeﬁfwg

ci phertext. The ciphertext is_ the cej.yed r to th
pl ai nt ext .COWWP@'C?ﬁ@"téV Mhi 8?'?1?'%?["Fa ditY'ci(f)cﬁﬂ?%éei@? égﬁgﬁ]asfl y é%\rﬁ% 0 ©
data, the GQASHRIGhO! RAET Hitlonsoratay detiead! steddhrd/systenii gi t Stilli ndthenat i on,
i ncl udi ng audi o and video data presented in digital form Wile.the

d_escr:]ri ItOt i Eambmﬂimehn@ mayeapplyrihe rseeubbiMetheds, disslosedrzerely 18 BMRIYRE Rl and
ci phertex consi stent W e ar t ogr aphy, these terns do not
excl ude otdfd? Pf%‘?%?é'”%?ys&gr"g#{s 9 gghfﬁié?@g%{rﬁéns. I[01%33] A cryptosystemis
based on 94082} S- AAcE/pREystdm dsta ethoshar disgaisinganessages dhaballows aut si de
this group cannot obt'ain the secret wthout sig 'éic nt | ar ge appunt of
resgur cles.sqepﬁmprwmpﬁwéwiq Exragy the rge%sﬁgeecﬁl n @f 'llé%HBflqst ﬁn@",‘S' erein
eac al gorj | el : I . §.C
cncr ypti o Rk ERm 3B TP s B e B e o e ey
(i.e., thecgpedrdlysikeyy the enmcrofptbraakingecrypiosystemssaige, RCSMMGt ANE
encryption system?20 is illustrated in FIG. 1 B .wh Eg
encrypt i orungaIs@egigLtedRestads waen Yoy are nRtwitin t%g % gg:/tl'g% #gl%ers
PCT/ US02/ 32008 q %c[:é@%% th% r?n@@{;(é@ét TR GHifaTEMBESagd @s Yotenenl &y sisem uses
a first key ge.g., the public ke to encrypt a nessage and uses a
gln fferentt;klg)nté)et. messageeop plainiexst. be)enasyrtedrppssage isptatiedacinnelieXhat es
asymetr|c encryption system 30 i Yin L i
encrypt i onwbﬁff"&_gégmt@méﬁﬁlfci‘?s q¥ r@%ﬁ’gnﬂ) gﬁﬁygﬁm@%'?‘?‘@@?%ﬁg’yiﬁeﬁ% are
al so cal | eflcpHphibA ikENdEs KR PseEieBcoiert piphkitext ity plaintexthi.es redoward
avai |l abl e for "encrypting any rres_sagie, however, .only the. .
the original message.” As illustrated in Flé. 1%\, l¥1e p%lntex’t message is
encrypted to form a ciphertext. The ciphertext is then received and decrypted to
recover the plaintext. While the terms plaintext and ciphertext generally refer to
data, the concepts of encryption may be applied to any digital information,
including audio and video data presented in digital form. While the description
of the invention provided herein uses the term plaintext and ciphertext
consistent with the art of cryptography, these terms do not exclude other forms
of digital communications.
[1033] A cryptosystem is based on secrets. A group of entities shares a
secret if an entity outside this group cannot obtain the secret without
significantly large amount of resources.
[1034] A cryptosystem may be a collection of algorithms, wherein each
algorithm is labeled and the labels are called keys. A symmetric encryption
system, often referred to as a cryptosystem, uses a same key (i.e., the secret
key) to encrypt and decrypt a message. A symmeiric encryption system 20 is
illustrated in FIG. 1B, wherein both the encryption and decryption utilize a same

private key.



private key may be used to decrypt the nessage encrypted with the public
key. [1036] A problemexists in symmetric cryptosystens in the secure
provi si orwO®B/0s1%e3 secret key froma sender to a recipi ent PCIrUSong208ol uti on,
a courier may be wused to provide the information, or a nore efficient and
reliable solution may be to use a publ@c key cryptosystem such as a
public-key cryptosystem defined by Rivest, Shamr, and Adl eman (RSA) which

i s di scussed herei nbel qw. . The RSA stem i s. us | I urity
tool refell@30ko o8 ¢OME[EAS) %8&3/@%%83?"%@9}‘, Se‘%ﬁ%@hﬁ%égs gﬁf#hlgéry %g@éi | ed
her ei nbel i h&H E6€ ar difdraiit ke de st e mivate ed
letters i EM% pE‘Pg? h?@ﬁ%&%ﬁ??ﬁ%%a@?c?}d? gtter by |;1 I n ygh}a@gl ph?bet

wher ei n N Key) do piemypieitm R, d6ndiusiratdsnapgrsymaRtic eNANPHER StaBhdde, an
"A" is replaced with a "D, " etc, . wherein Y j may
incorporat"léh%@lfbpa?qfﬂyf %?@H{J%T%%"‘B}’P%‘?@Pﬁdt%%s?%gﬁéry tfac]:n Seheme " n" is
the key. | id @GbidsHSietn H56\cafled pubfic keg tiyptosystanseThepublic to
recei pt o@@g?g&%gﬁﬁ I'n S??lt;%s way, onﬂ/] thos}é mvﬁg t he ke sBouI d be
able to denrigmullishedigsideavailable forr ereveting ﬁ@ﬂﬂ‘@ﬁﬁ%(tho%v%%yt &

cal cul ating.the ke i th _know ' ( heS M
be abl e tﬁ?ﬁ%k@\é ayy %US%@? 9%?'?@%@{%&%%%@%)% EWQ@aWFﬁgﬁ%BgE%&?fy g
problem [f4@36] Mar grdbqgmlémgwsynﬁn@mbfdryptbe%temspinymeme_nm:méaiphoy
strategi c ~ keys that deter interception and decryption from unint en%ed
parties. Aofdhassictet keyyfra/sendardad GBepiene r'?M%PIthq BYIGE ARy Pe
decryption fupct] X - i P.
(D P o3 ep SR L BIEPrmedBh; oD s Frord GifignTald toRIg U e
known " puld) iige & @uiblid'wby chyptosystiem, sacle aspupeblickeyreiyptosystasisiefioed &y Vi s

bl i shed, Rat | e nleFiper By
E{x o CoRbieshIaram SUbRLETEY (NSRBI ar t9sst et dy Thed bt e
ey %@%ﬁ&%@;@%?%.#%@&%g NhENFLErre & &b RisCPetijpf obet Py pt

t he ci pher US02/ 32054 7 so generated. In this way
only the rgRGP) enhickhds Jertbeatdaiaied drerainbeio. siagtancep @ngirally s a

For exanp! ECoied AR San e gt [FEErY Fua i ERLby it 853 Fitr pYITRE &

quadr upl esi{Pampnanel, widrblh B igia/ precisteimniABa-donistantiimegeuvakre. &n ascla a
scheme, an “A” is replaced with a “D,” etc., wherein a given encryption scheme
may incorporate several different values of n. In this encryption scheme “n” is
the key. Intended recipients are provided the encryption scheme prior to receipt
of a ciphertext. In this way, only those knowing the key should be able to
decrypt the ciphertext to recover the plaintext. However, by calculating the key
with knowledge of encryption, unintended parties may be able to intercept and
decrypt the ciphertext, creating a security problem.
[1037] More complicated and sophisticated cryptosysiems employ strategic
keys that deter interception and decryption from unintended parties. A classic
cryptosystem employs encryption functions E and decryption functions D such
that:

D_K(E_K(P)) = P, for any plaintext P. (1)

[1038] In a public-key cryptosystem, E_K is easily computed from a known
“public key" Y which in turn is computed from K. The public key Y is published,
so that anyone can encrypt messages. The decryption function D_K is
computed from public key Y, but only with knowledge of a private key K
Without the private key K an unintended recipient may not decrypt the ciphertext



258-bit prime nunber, and d and e |l arge nunbers with (de - 1) divisible by
(p- 1(g-1). Further, define the encryption function as: E K(P) = Pe nod
pg, D_K(Oyo=s3@eesmdd pg. (2) [1040] Wiile, E Kis easily @orsvzseoss om the
pair (pg,e), there is no knowmn sinple way to conmpute D K fromthe pair
(pg,e). Therefore, the recipient that Benerates K can publish (pg,e). It
Is possible to send a secret nessage to the recipient as he is the one

able to read the nessage, .[1041] PGP conhbi nes featur ro TR G and
asymetri &%H&F?Eﬁt?‘in. m m'%s"?'?ﬁ Oﬁ@a#&e i'e@plqrﬁ u‘gﬁtgaqé@%ia%&?wc(%pt otscywsrﬁ em 50,
wherein a phaidipxt message is encrypted and recovered. In FIG 1 D, the
pl ai ntext nessage is conpressed to save nodemtransm ssion tinme and di sk

Is g\ellgle. OfCo[{}iIDeQ%i ;)RSA {ier@:}mlbﬁs-keyrwpmya@m lefisedr by yRivgstadehiargirapBeher
nslatiqn to the encryptin . i i

crypt anal yé&?”laéb ‘iﬁﬁ\@s%@'x@fa&p?%gBh"g%%ng?%ﬁc%’y%\éq‘%emﬁﬁgt% X %a:)miﬁ ack

the ci pherge(OaR! §ESHAPISLIIERSA), NeFCo RNreas R 266-bithsrimeaumiet q asar eby

enhancing resi stance to cryptanalysis. Note that qne  enbod| nent does not
conpress: Ph&bittpritne numharhand ehakd gelarge sumhess ik QCfﬁ)Tf')%i"(iﬁ“gIS 'S, or

whi ch don't, cappress wel .. 04 : . tes a session key, which is
a one-% i (rjrei)(gﬂﬁQ 5"2'{?% r(,nggl,né *‘Fh%crgé@oﬁ ﬂm%tlgé%gbm nunber t hat mgy be
generate rom any randongek¢Py £ $F mod DaK(Cpa@Smodyspent s of2 t
nouse and/or the ke?;strokes %)ﬂe ty pahDak(Ch h {2)a conput er

. Th ]
secure encid0]on MhiRrEtihis ?@Siynwmﬁgtleg%@gﬁﬁﬁﬁ@?%?e)l:ﬁéﬁ&?‘?r lﬁé lﬁwﬂwp‘ :

ci phertext.. | SHe ted L St i ted
fo the roctBR0a B BFTBUEDERHURLER pal fod S STHor Ble e eOpRrtIRa L1 ©

; r ansmt tt ege@d;rfé\!tlslgsI Ki dan pblglis(hi (pee)t elttis possible toesdnsl arsecrgtimagiageoto the
ecryption, as illustrated in G 1 E, the recipient's co f PGP
private kefleql@eﬂ’fe%b@ﬁsfhﬁaorﬂ"eﬁgi?r@rr?agélg%m?s@?? whi ch PGF:)’yt gen usesus'??) :

decrypt th vergd : i : ; i .
TR e e e b e

03/ 032573 FEIé.lﬂmzh_azthusBamPﬁR comptesystamn &0s pdedeinra B [nessage
encr ypt i onis eEpieddys el Fior TEh e pRHEC mdSaRt b 2eMdeRg s
di stributi e sapd Ademt fransifilsSRnOlimesate sliskl spacen Mdomapriessionpsirdrgiemee and
key distribution are inproved wthout any . .
cryptographic security by adding anotheér level of translation to the encrypting
and decrypting processing. Most cryptanalysis techniques exploit patterns
found in the plaintext to crack the cipher. Compression reduces these pattems
in the plaintext, thereby enhancing resistance to cryptanalysis. Note that one
embodiment does not compress: plaintext, or other messages that are too short
to compress, or which don't compress well.
[1042] PGP then creates a session key, which is a one-time-only secret key.
This key is a random number that may be generated from any random eveni(s),
such as random movements of a computer mouse and/or the keystrokes while
typing. The session key works with a secure encryption algorithm to encrypt the
plaintext, resulting in ciphertext. Once the data is encrypted, the session key is
then encrypted to the recipient's public key. The public key-encrypted session
key is transmitted along with the ciphertext to the recipient.
[1043] For decryption, as illustrated in FIG. 1E, the recipient's copy of PGP
uses a private key to recover the temporary session key, which PGP then uses
to decrypt the conventionally encrypted ciphertext. The combination of

encryption methods takes advantage of the convenience of public key



sacrifice in security. [1044] A key is a value that works with a
cryptographic algorithmto produce a specific ciphertext. Keys are

basi cal | yWoeB®315a¥ ge nunbers. Key size is neasured in bi P€T/USO2/p0B4 | ¢ key
cryptography, security increases with key size, however, public key size
and the symmetric encryption private ke§ size are not generally related.
Wil e the public and private keys are mathematically related, a difficulty
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[ 1047] Finally, t1onal sideration’is authentication, providing
assurance nuaximmizer thecsize of thmkeyafcvm@gty mefﬂ%,r\ybﬂ%mlwmléﬁg kel esiere b

rey kchon ubbats Bick osREghday ogd KIS TR ool e BHGeAE I A R 22t
security UHYeTYSerREsOUImkey Apxaddinasal cumdidsrhiich iitheeaxpenttd omerciptar, t hat
the private Key ‘encryption schenme inplicitly
specmcally % what is the importance of a message to a third party; and 2) how
much resource will a third party have to decrypt the message.
[1045] Note that keys are stored in encrypted form. PGP specifically stores
keys in two files: one for public keys and one for private keys. These files are
called keyrings. In application, a PGP encryption system adds the public keys
of target recipients to the sender’s public keyring. The sender’s private keys are
stored on the sender’s private keyring.
[1046] As discussed in the examples given hereinabove, the method of
distributing the keys used for encryption and decryption can be complicated.
The “key exchange problem" involves first ensuring that keys are exchanged
such that both the sender and receiver can perform encryption and decryption,
respectively, and for bi-directional communication, such that the sender and
receiver can both encrypt and decrypt messages. Further, it is desired that key
exchange be performed so as to preclude interception by a third and
unintended party.
[1047] Finally, an additional consideration is authentication, providing

" assurance to the receiver that a message was encrypted by an intended sender



provi des authentication. The underlying assunption in a private key
cryptosystemis that only the intended sender will have the key capabl e of
encrypt i ngores3xges delivered to the intended receiver. WRCITAISpuBAsL- key
cryptographi ¢ nethods solve a critical aspect of the 'key-exchange
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a passive eavesdropper during exchange of keys, still, they do not solve
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trusted authority, certificate authority, or third part escrow agent. The authority

typically does not actually generate keys, but does ensure that the lists of keys
and associated identities kept and advertised for reference by senders and
receivers are correct and not compromised. Another method relies on users to
distribute and track each other's keys and trust in an informal, distributed
fashion. Under RSA, if a user wishes to send evidence of their identity in
addition to an encrypted message, a sighature is encrypted with the private key.
The receiver can use the RSA algorithm in reverse to verify that the information
decrypts, such that only the sender could have encrypted the plaintext by use of
the secret key. Typically the encrypted “signature' is a ‘'message digest' that
comprises a unique mathematical ‘summary' of the secret message (if the
signature were static across multiple messages, once known previous receivers
could use it falsely). In this way, theoretically, only the sender of the message
could generate a valid signature for that message, thereby authenticating it for

the receiver.



cryptographi c hash function is this: given an output value, it is
conputationally difficult to determne an input that wll result in that
output ANOagassie of a cryptographic hash function i s SH&TASay3W&sCri bed
in "Secure Hash Standard,” FIPS PUB 180-1, pronul gated by the Federal

I nf or mati on Processing Standards PubeEbtlons (FI'PS PUBS) and issued by
the National Institute of Standards and Technol ogy. [1050] FIG 2 serves
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antenna, or_to have hoth sr le or multiple transmt and receive antennas.
[1051] Ter standasd %98 diteahwnel verage area may be fixed (i.e., stationary)
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Soft handoff 1n comuni cations systenms is well known in the art_and

i s descri betovidesicommunigation $or ranember®f eelis01088 1threigh 11026, "eaghhell and
SLen. R Bl U0 SRR b SRR e tchuty
present i nygspdctivelyl 10b#e Ehemgtamlemibodinleat,ssdmetofanesd skations fi0dnhave base
station C)rrtluhl’ﬁple receive antennas and others have only one receive antenna. Similarly,
some of base stations 104 have muliiple transmit antennas, and others have
single transmit antennas. There are no restrictions on the combinations of
transmit antennas and receive antennas. Therefore, it is possible for a base
station 104 to have multiple transmit antennas and a single receive antenna, or
to have multiple receive antennas and a single transmit antenna, or to have
both single or multiple transmit and receive antennas.
. [1051] Terminals 106 in the coverage area may be fixed (i.e., stationary) or
mobile. As shown in FIG. 2, various terminals 106 are dispersed throughout
the system. Each terminal 106 communicates with at least one and possibly
more base stations 104 on the downlink and uplink at any given moment
depending on, for example, whether soft handoff is employed or whether the
terminal is designed and operated to (concurrently or sequentially) receive
multiple transmissions from multiple base stations. Soft handoff in CDMA
communications systems is well known in the art and is described in detail in

U.S. Patent No. 5,101,501, entitled "Method and system for providing a Soft



termnal, and the uplink refers to transmssion fromthe termnal to the
base station. In the exenplary enbodi nent, sone of termnals 106 have

mul ti pl e WO®3@32583 ant ennas and ot hers have only one recei PETASOESR& | n
FIG 2, base station 104A transnmits data to termnals 106A and 106J on the
downl i nk, base station 104B transnmitsldata to termnals 106B and 106J,
base station 104C transmts data to termnal 106C, and so on. [1053]
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br oadcast session, the ‘M5 reads the overhead nessages qd ta transmitted
of data in a wireless communication system. As the a ount of da
and the number of transmissions increases, the limited bandwidth available for
radio transmissions becomes a critical resource. There is a need, therefore, for
an efficient and fair method of scheduling transmissions in a communication
system that optimizes use of available bandwidth. in the exemplary
embodiment, system 100 illustrated in FIG. 2 is consistent with a CDMA type
system having HDR service.
[1054] According to one embodiment, the system 100 supporis a high-speed
multimedia broadcasting service referred to as High-Speed Broadcast Service
(HSBS). An example application for HSBS is video streaming of movies, sports
events, etc. The HSBS service is a packet data service based on the Internet
Protocol (IP). According to the exemplary embodiment, a service provider
indicates the availability of such high-speed broadcast service to the users. The
users desiring the HSBS service subscribe to receive the service and may
discover the broadcast service schedule through advertisements, Short
Management System (SMS), Wireless Application Protocol (WAP), etc. Mobile

users are referred to as Mobile Stations (MSs). Base Stations (BSs) transmit



|l earns the appropriate configurations. The M5 then tunes to the frequency
contai ning the HSBS channel, and receives the broadcast service content.
[ 1055] Thwosemsasce being considered is a high-speed nulti MEWES02/32054
broadcasting service. This service is referred to as Hi gh-Speed Broadcast
Service (HSBS) in this docunent. One sdéh exanple is video stream ng of
novi es, sports events, etc. This service will likely be a packet data
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partial cogbi&hlifsl 1€ @ppfopriate configurations, tune to the frequency containing the
high-speed broadcast channel, and start receiving the broadcast service

content.
[1057] There are several possible subscription/revenue models for HSBS

service, including free access, controlled access, and partially controlled
access. For free access, no subscription is needed by the mobiles to receive
the service. The BS broadcasts the content without encryption and interested
mobiles can receive the content. The revenue for the service provider can be
generated through advertisements that may also be transmitted in the broadcast
channel. For example, upcoming movie-clips can be transmitted for which the
studios will pay the service provider.

[1058] For controlled access, the MS users subscribe to the service and pay
the corresponding fee to receive the broadcast service. Users that are not
subscribed to the service are not able to receive the HSBS service. Controlled
access can be achieved by encrypting the HSBS transmission/content so that
only the subscribed users can decrypt the content. This may use over-the-air
encryption key exchange procedures. This scheme provides strong security

and prevents theft-of-service.



provi des the HSBS service as a subscription-based service that is encrypted
with intermttent unencrypted adverti senent transm ssions. These

adverti sewenB®32say be i ntended to encourage subscri pti onsPCe/ushe3®acr ypt ed
HSBS servi ce. Scheduling of such unencrypted segnents could be known to
the M5 through external neans. [1060] A%wi rel ess conmuni cati on system 200
Is illustrated in FIG 3, wherein video and audio information is provided
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within the system 200. To control the access, the content is encrypted by the
CS 201 before being provided to the PDSN 202. The subscribed users are
provided with the decryption key so that the IP packets can be decrypted.
[1061] FIG. 4 details an MS 300, similar to MS 206 of FIG. 3. The MS 300
has an antenna 302 coupled to receive circuitry 304. The MS 300 receives
transmissions from a BS (not shown) similar to BS 204 of FIG. 3. The MS 300
includes a User Identification Module (UIM) 308 and a Mobile Equipment (ME)
306. The receive circuitry is coupled to the UIM 308 and the ME 306. The UIM
308 applies verification procedures for security of the HSBS transmission and
provides various keys to the ME 306. The ME 306 may be coupled to
processing unit 312. The ME 306 performs substantial processing, including,
but not limited to, decryption of HSBS content streams. The ME 306 includes a
memory storage unit, MEM 310. In the exemplary embodiment the data in the
ME 306 processing unit (not shown) and the data in the ME memory storage
unit, MEM 310 may be accessed easily by a non-subscriber by the use of
limited resources, and therefore, the ME 306 is said to be insecure. Any

information passed to the ME 306 or processed by the ME 306 remains



securely secret for only a short anount of tine. It is therefore desired
that any secret information, such as key(s), shared with the ME 306 be
changed oWDen/0325f31062] The U M 308 is trusted to store and@Cprusor3®ssecr et

i nformati on (such as encryption keys) that should remain secret for a |ong
time. As the UM308 is a secure unitl4the secrets stored therein do not
necessarily require the system to change the secret information often. The
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Unit ( SUPl?)ecgrl%y SRY %%3 ng ﬁﬁﬁﬁém?}mt of t@g%r %ﬁp%rei&% 4 215 tﬁJ’r\4 QQEJ Meror y
Uni t ( SUMdecididnfoliktibs, éddﬁé@ﬂe*}(@) kparsd aithehe W 1306 behehé.ﬂigdo%f&n SUIVU 314
stores secret infornation in suc way as to di scourage unaut ho d

access to [1062] nf dheddlMbB08Ii$ tltUIS‘éECb’éJc$T@fe angdfrspeess srrret infprmatingy SIUP mt he

U M 308, the acce | I, .r8 n gy f30

resour ces. aw%qum%ﬁ)ﬁ@aﬁm@%geﬁ‘?ﬁ‘eéﬁéﬁaﬁf#“éﬁw A cotr#)lﬂt atlons on
val ues t hay sBBYrebghie the dtatett Gtbieal Mb%lﬁQﬁ) ﬂﬁﬂhecessaimy I'Eiiuu’reothetmtéﬁhM 308.
The results of the corrputatlon may be stored in the S 314 or . passed to

the ME 3080 chaagedhe sesratdmorpationofien. vienU {M§0§UP€JU @8 CRIIPCeRHNY Uk

P osour cos. fettad T o' SERWRYUR Fabecdindi s GRPU} sTBd micRhcly ol 0
stored w tiinrdfbeeSitdlds3H SeChrs uthMemomuumto(sumuwmaaam wricusleditgied such
t hat unaut horized interception re$1| r&sggl gni ficantl I ar e. anpunt ,of

r esour ces. sequieondVishin dhendiM 3085 4 stares %‘?Cé HaR I &PehEn the
M5 300. O\ng ta:]s & 8'%09@& hﬂaufhs RrizB§ %%%@Dih?f’oﬁi’&ilow OCRSARENébctet hi n

the UMS3 0 |nc e non-secure menory and processing
(not s hOv\ﬂihfdrmatloatlsrdb@nedffmmahe QHM 3@8 Lilieragcess aph sequira atsignificantiyai |

addr ess |nformat|on web pa URL. ad

schedul i ng argﬁ]@m%m ofé%ourf: 86 'S%W'vaﬁg{‘%i@%gégnﬁﬁ ?%%%Bgo@%@rms
removabl e fatloﬁéanO%Iagyﬁlh’éﬁn Y Me bRicthe tenﬁamm sosr&vmmmmmatfm SUPU
316 does not ave signlficant roces&&g} power for functions beyond

security ati WY 30Br d'dwdmsaﬁ$ ofither eomputationimgy hasdiried ipitbe s34 er
HaBs, A T PR WhsuNiEAc. THE SPRBEHSRE SRR SRR TE B i g
4 e o e e o
ltohe user, Y ERSONIICRS. g?d@ééﬁy,t guipHiEs Hiown |tae p$|‘dﬁ® §g§v58? Ty il M%ﬁ%aq%gr ?s
associ at eds%@ré&' withfh ¥R g@fl\%%ﬁ@(fﬂo‘t’%ﬁ%@ﬁﬁe ME 306) are designed such

that unauthorized interception requires significantly large amount of resources.

In one embodiment, the UIM 308 is a stationary unit within the MS 300. Note

that in addition to the secure memory and processing within the UIM 308, the

UIM 308 may also include non-secure memory and processing (not shown) for

storing information including telephone numbers, e-mail address information,

web page or URL address information, and/or scheduling functions, etc.

[1063] Alternate embodiments may provide a removable and/or

reprogrammable UIM. In the exemplary embodiment, the SUPU 316 does not

have significant processing power for functions beyond security and key

procedui’es, wherein security and key procedures are typically may be used to

allow encryption of the broadcast content of the HSBS. Alternate embodiments

may implement a UIM having stronger processing power.

[1064] The UIM 308 is associated with a particular user and is used primarily

to verify that the MS 300 is entitled to the privileges afforded the user, such as

access to the mobile phone network. Therefore, a user is associated with the



15 U M 308 rather than an M5 300. The sane user may be associated with
multiple UM 308. [1065] The broadcast service faces a problemin

determ niwg@ oBosestd distribute keys to subscribed users. POTAS02/$2064 t he
broadcast content at a particular tinme, the ME nust know the current
decryption key. To avoid theft-of- servWbce, the decryption key should be
changed frequently, for exanple, one service updates the key every mnute.

deor vot. « HerSReaer dih it NS, S e Sel e 57 i 28R, e
assuned tq‘ﬁnﬁ%fé gmBogount of intrinsic nrmonetary value for a user. For
t

exanpl e, s intrinsic nonetary value may be a portion of the
regi st rat i[1066pst TheAbsomtcashaseivive §aeas & RIORIGRD sith SEteRIRINGL oM HPng SK

fromthe nory,.storage uni t | of hhen 5[?&% LnLrinsic
nonet ary E?W@Y'Eﬁ 8KS q?hﬁ&%%'gglfylh@sleg&st fa%}?é%lh?éler%ge y gg:togi&ér}ﬁn%pbt he SK
exceeds t he,iguiaF tind, 85! ME RtList knbw thetcupene tistryption kegudid ayoid tieft-obed  to
protect the SK in the nmenory storage unit MEM 310 is red i f

L ced. wever,
a secret kesrvices the |dgasyplinn keyighouldhhe chanoest Trequenily, hﬁee’i%%i? epfone
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reward. | ns‘?rﬁ?éé quc{q?%{' ihg% kéy £ ﬁg&:ﬁnﬁ@h% ﬁée@%edr%ﬁ #Eilnlnwﬁx{gﬁ%ﬂgeﬁeﬁﬁgm&

obt ai ni ng gMEhKayk €SKJ.r ahd BK ikamssd/to decryplthaibrdaddast 8astentiéorce shodeal | y
the nenory storage unit MEM 310 wi|l not s &rgasecrets with a.lifetinme

| onger t haAMoHBt obtimegodke $H s barrssEmahi Sare SOME AMNES! (ANShown)
to distribyy e%eﬂg vallud g)rtahﬁser\.’aﬁc%lﬂé&?a. n%yﬂ@,sﬂ'ﬁé RRANSIBIMSHAEE Rige Rl be dbe

i nsecure. Th O r-words, an optinmumdesign wll assune’the charinel s are
i nsecur e apértidasoigthd regiSitatiaw cxmsts. nghssunTédhat dree coaheh alnenraubsclipg a

i SK, the.CS i t t echni i . he SK
19 Ir \(;%nnon- sabémm%%?:ﬁrr&gas éheo nﬁfﬁ?ﬁétﬂﬁ:ﬁ?hﬂﬁy%@a@(gltofg‘z?ﬁ%gnﬁ]legg%%doé e:ch
of a pot e”{Hélmﬂnéi@rngﬁé}gﬁ};%lu@fof SKDSTHALOS! thd e6stosfomegisrgely obtaisrert | ve

MEs withina relativ timefrane. nown secure nethods of ke
transni ssi tire 8Keexceadstthemawaid, sesltingin peqet beneftit: Lrensagiesty dhenged ge

the
nunber of Eo%%&ﬁﬁgf ?@%é@@%‘?&fpﬁgﬁgﬁeﬁimm%ﬁmk'rc\égl'}@éd.fF@We%? if or

the desire iciency <criteria. Ihe eXenplary
enbodi ment 4i secief RAFhBL @ NRtifrdlonbet iisdr tHattdfige Stecthentdsof Kisgitimately | ar ge

set of subscribers wthin a small tinme-frame jn such a hat. ..

non- subscr pbtairing dhigcecset kaynmay acielba ﬁ’@ﬁ tbg%he feviard: % this Situation,
there is a net benefit in illegitimately obtaining such a key from the memory
storage unit MEM 310. Hence, ideally the memory storage unit MEM 310 will
not store secrets with a lifetime longer than that of the SK.
[1066] The channels used by the CS (not shown) to distribute the SK to the
various subscriber units are assumed to be insecure. In other words, an
optimum design will assume the channels are insecure and design the SK
accordingly. Therefore, when distributing a given SK, the CS desires to use a
technique that hides the value of the SK from non-subscribed users.
Furthermore, the CS distributes the SK to each of a potentially large number of
subscribers for processing in respective MEs within a relatively short timeframe.
Known secure methods of key transmission are traditionally slow and require
transmission of a large number of keys. Key transmission methods are
generally not feasible for the desired combination of security and efficiency
ctiteria. The exemplary embodiment is a feasible method of distributing
decryption keys to a large set of subscribers within a small time-frame in such a

way that non-subscribers cannot obtain the decryption keys.



WO 03/ 032573 PCT/ US02/ 32054 16 [1067] The exenpl ary enbodi nent is
described as transmtting the information in Internet Protocol conpatible
packets, WO®B03s73 | PSec" packets as described herei nbel oRCTArsd2/82084 ef or e,
the foll ow ng description provides a brief introduction to term nology
used in association with IPSec. This t&bm nology is useful for describing
exenpl ary enbodi nents, but the use of this termnology is not neant to
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to crypt 03)(%%@&51 gus. s adthentitARAT hehdl6i8] a AnedhBfiesin parcvidimg intdgetya
32-bit paraneter called the Securitty Par anmet er | ndex (

: SPI).that is . used,
in conj unctd &n dategrann® westaimdP eatagiMEsare 9pRey ¥Rt qaleptign QECLfPrqﬂtlﬁy
associ at| 0&3&\*@%‘410‘1‘? r&FRfURb a%n%jﬁgillggldt SSRbireA With hBtwsRHoRRbBinBSmidiRnl P

dat agr am {y hay store curity associations in a security
associ at i ogndahdPaseadurd Netwerk tdueisamer fhieylPassastsr 4o idirast hequackehtp 6 t he

Desti nati Add d SPI. Th t ed t f .an..
of ten cal | BORSREGAPTOARIE] 07AME FEHBSIANSHEY 419 UNBOUCRI MoEHE Ss00”

supports ' ' ioRGBTTPNAAGiafs. SESFeR a Aechlhimictqresising
HSBS, theHgggrﬁrrBrﬁ@te d\?tég'ilﬂgcts%? and theﬁésubscri be to the service. Once the

subscri pt i confidersiality edd integrity to IP datagrams, and may be used in conjunction

with the authentication header. IPSec utilizes “security associations” to

a
h

describe the parameters, such as the encryption key and encryption algorithm,
used to encrypt and/or authenticate communications between a group of
entities. Note that the concept of a security association is also valid when
applied to cryptosystems not based on IPSec.

[1069] An IPSec packet includes a 32-bit parameter called the Security
Parameter Index (SPI) that is used, in conjunction with the destination address,
to identify the security association used to encrypt and/or authenticate the
contents of the IP datagram. An entity may store the security associations in a
security association database and index the security associations according to
the Destination Address and SPI. The encrypted contents of an IPSec packet
are often called the payload.

[1070] In the exemplary embodiment, the MS 300 supports HSBS in a
wireless communication system. To obtain access to HSBS, the user must
register and then subscribe to the service. Once the subscription is enabled,

the various keys are updated as required. In the registration process the CS



the various keys are updated as required. In the registration process the
CS WD 03/032573 PCT/ US02/ 32054 17 and U M 308 negotiate a security

associ at iw0,03@m378gree on a Registration Key (RK) and ot RET/Uysar/3aoes er s
required for the security association between the user and the CS. The CS
may then send the U M 308 further secrd? information encrypted with the
RK. The RK is kept as a secret in the UM308, while other paraneters may

be kept in t 06. The RK is unique. ' | o ch
user is as%chﬁmp?g%tfagﬁta ?@5”#%8%%%%@?'?&%%%&8?0%égéeoﬁ]'%fﬁ%& ogg not
give the UsH) A% iRer paldpisterd Foquiled forsthat sscutity @issabiatien kaftiveen the
regi stration 'the user subscribes to the service. In the subscription

process t mmr@dﬂe&%é’h@ﬁm thea sendieddiM, 308 duriaer sacseldptainatioBess
K BAK). Note t ' ! [ Li : K i
usnd o erengymed i B e R I IGHE pideld dfie UMIBBuni I, L5

300, and spsahidiér muyWdkaifitn tho e Boade THe RKKs wiiquy bd edgiven ifivit 3@8,RK
unique to U M308. The UM308 is able to recover the value of th

ori gi nal HK padmusaeissassigneda diferend RKisiThe reqistrakon-precesgalong) with
of "subcor | HAATA the B4 AR YD HeBE e Oct ot O o N e M 308, while T
SN B R it iy e ety
with the $Mcen Im@eupylssoption Pd%??%?e‘“@lgéﬁ%“%l tp@é@l @&?B?\"?‘Sa"séé@%)ggﬁ te g
the ME 30§%nmbnt§h§ade%¥fbA&£€ss%§@cr\ﬂ.fNei@%wﬂb%héimn§smi&ww\@s of

SK to the ubscribed users. esented herei nbel ow are several
exanpl es obUIMmBOsSKhe BAKdsiused for encrgpl a kroddeast message kammubiiple rusersake.

The registrati and ., subscrd ption_processes,ar [ sged j.n,.d hive af ter
whi ch the Jéﬁ? é%dsgkd%lr e @[gcéfdooe .%W?FWtﬁMe@@%cﬁ"% S)aﬂ%egﬁoi?]?’éﬁ on,

when a useénérgﬁt'e%r Gifig\hé RiIeuAiGueno CiM 308 THNUBAB0BNY abletdiBconet trghown)
set-up a securlty associ ation. that Is, the UM308 and the CS agree on a

secret regvalueafitbe driginatBAKHeorrithe eneiRjed vessior asind the Bs, Tae tHigh i f
oo o AL S Bl 536 4 Mo SR06fuch b ipEh (S Sngpeint
subscri bestHegrouy 6REaBSIribetansst. OTheBAK iy kepea€ secrehyn tee dliM BOBor to
subseri pti ev%ile%trslciarngér%mqestega gf ’?I'Ief gécuqil’f)l/ taisgcl)cgat%r? %%:yagte k%%??nnﬁ\lesME 306.

The CS then broadcasts data called SK Information (SKIl) that is combined with

the BAK in the UIM 308 to derive SK. The UIM 308 then passes SK to the ME

306. In this way, the CS can efficiently distribute new values of SK to the ME of

subscribed users. Presented hereinbelow are several examples of how SK is

derived from SKI, and the forms that SKI may take. The registration and

subscription processes are discussed in detail, after which the SKI and SK are

described.

[1072] With respect to registration, when a user registers with a given CS,

the UIM 308 and the CS (not shown) set-up a security association. That is, the

UIM 308 and the CS agree on a secret registration key RK. The RK is unique to

each UIM 308, although if a user has multiple UIMs then these UIMs may share

the same RK dependent on the policies of the CS. This registration may occur

when the user subscribes to a broadcast channel offered by the CS or may

occur prior to subscription. A single CS may offer multiple broadcast channels.

The CS may choose to associate the user with the same RK for all channels or

require the user to register for each channel and associate the same user with



The CS may choose to associate the user with the same RK for all channels
or require the user to register for each channel and associate the sane
user witWom3ERse82573 PCT/ US02/ 32054 18 different RKs oRCaiushzsmmt
channel's. Multiple CSs may choose to use the same registration keys or
require the user to register and obtai®8a different RK for each CS. [1073]
Three conmon scenarios for setting up this security association include:

1) the Autpenti d Key. A t . i ' '
syst ons. - Syateat Peh S SR TR gl VG e i Glbol® RS 4R oathE™
3) Over - Theyilbti§i§NEyE CorPFeRitirei i figer( BT AsHidter lancebblain acdifferariteRKI foir

menory unit " SUMJ 314°contains a secret key referred to herein as the A-key.
For exanpleachUsBng t he AKA method, the A-key is a secret known only to the

U M and d-Third . L% | i
than-one_ dap7 3" TR TibY, fetitios " 1 Shlinby BoC 1k R HsgboR— oM Lo

the user ihélu?égﬂ 166 elithdhticatednKeyi AgtdemeritetAke) ndileod-Shictu isTuRet g

secure, and he trusts that the TIP wil |l | St '
Lo the br (HARRssysieryRLe WNemet KevUswhanss IRk Inetpd asaliy B RS T

that the user M S L Oy ik edlh st e : ' a i uiimcat i
of the s et o GUEETNG L SOk TR D roiohg BT ASPS Bl Ry e e aph
hash functemory UnitcBUMLE 3t BeconRiiné rosedrbt kay kefermddtoahiziein asine dakey-cal | ed

ovar h SeuReeoxamRRe s Al Meshom Ny e seciet MIBWRPNYdorfie ve
r . ot (Y3

300. The r [ CH ' ;

So ine ve QBT A s TSt T Rarty TR ey e e B P ee®

stored in fhae didvenityorThelfTP is Syiitallyithe mbileReeivicesprovister iwith Weom Yenenor y
unit SUMJ 314 and js nqt

4 . _
embodi ment 4Seels rEEISIEIRY I@Péé)'\élgﬁgﬁ? o ?gétgyr?@hcoip%g@ S%ﬁgﬂlg‘lsleagl%@g h the

RK. The ot her cRay G teaSthRl TTI RAIl HISE UEsikY uRaGB2éd @tchss tethe bloadEastand
U M 308 nmust al'so be negotiated. The RK is kept as secret in the UM
308, whil eseiviver Yeantbedsser segistass, &@c@%ilﬂﬁwr@@stbeiﬁﬁ? Eh?h%ﬁ? user M@%Tesi n the

L5 3001 ot PRATTEL 9 AT ot NI s ke, 0 08,
gfpl SE'K_ us eqTousdlaxfuhBBors esitilat Yo assyptogrhpluio reash funicioisPlo cempeisothsd
B RK from the A-key and additional data called Registration Key Information
(RKI). The TTP passes RK and/or RKI to the CS over a secure channel along
with other data. The CS sends RKI to the MS 300. The receiver circuitry 304
passes RKI to the UIM 308 and may pass RKl to the ME 306. The UIM 308
computes RK from RKI and the A-key that is stored in the UIM memory unit
SUMU 314. The RK is stored in the UIM memory unit SUMU 314 and is not
provided directly to the ME 306. Alternate embodiments may use an IKE
scenario or some other method to establish the RK. The other parameters of
the security association between the CS and UIM 308 must also be negotiated.
The RK is kept as a secret in the UIM 308, while other parameters of the
security association may be kept in the ME 306. In the exemplary embodiment,
in which BAK is sent to the UIM 308 as an IPSec packet encrypted using RK,
the CS and MS 300 negotiate a value of SPI used to index the security
association and this SPI is deﬁoted SPI_RK.
[1074] In the AKA method, the RK is a secret shared between the CS, UIM
and TTP. Therefore, as used herein, the AKA method implies that any security

association between the CS and UIM implicitly includes the TTP. The inclusion



[ 1074] In the AKA nethod, the RKis a secret shared between the CS, UM
and TTP. Therefore, as used herein, the AKA nethod inplies that any
security wals0s8isat i on between the CS and U Minplicitly i RCrasbey3zobe TTP.
The inclusion WO 03/032573 PCT/ US02/ 32054 19 of the TTP in any security
associ ation is not considered a breach B8 security as the CS trusts the
TTP not to assist in unauthori zed access to the broadcast channel.

hange tnat 18y L inen ek Sudieih B copSiskad d brebl of seffRY e o

accessi ng {Hy @ITRULRHE TTEARbNtdTREBIY irs UPaaHPrizett addelds 3b0thanbrdabloast
all ow ng access to a controlled or partially controlled service. The ME 306

stores SK, chamnel. kés statest hereipaboradif fokeyeisr iarAgWR daachi& 306ntteist , in

e SRR AR e s HE L Be bk Ty,
comput e SKatesusind)informbdonastiorsd inhatenastyi siovage Lumf CMEM i3I0 medutined to

conput e SK cannot be secret. In this case, assune at l\ﬁﬁegﬁ%o a non-
subscri bedallewingcaetassalas @ eomirlies ok Hariaiy ﬁ?%"‘?' ﬁ%a/ﬂqeon

val ue t 1 t hgred b
the CS ang@%‘g’lie"rhey(@ ﬂ@t@ﬁw‘%@# °§h§?° v@]oégsé E{Q%éﬂgvxg{/er Y
each user nigroy etorgge wait MAEM 330. Thies eCSssemmfs‘ufﬁmemtt informatiasy fohe CS
to encrypt SK with every val ue of RK and 't t hese e tedv ues
to each sﬁlei?%firlb@é’duﬁ%@r% favpyie W{Qh Ifa@‘?p&ﬁ%@g] &ﬁ%sﬁf'g SPB CoH

the effici %;B/h#gﬁﬂl‘:!ébf’rbhp'ih@f lﬁfBﬁnatﬁﬁFUfHetny ablﬂftféhﬁﬁtlhi%fﬂmﬁﬁon RRUFSd to

peri odi cal | utes a conmon Broadcast Access Ke BAK) to each
subscri ber cbigu® 8K Eamnatdehsaerbbcin thds casen,eas{ssm@ﬂtaw%e Bﬂ@&@‘ﬁhgonhe

d bt I al BAKI. . l.nf T CS
sends [ he CUPPRSISh USRS FAEP SRS roh s HBLBFT Bk eks Hipka
exanpl e, B%szmuéﬁbébeﬁﬁdméamr@ssapu @1@ a RResHIRlyashaisd by thd SRK
correspondi ng to each In the exenpl a odi nent, BAKI is an | PSec

packet conwadnUILBAKA Ffehe CS MSW@(:BMﬁhﬁje th valiie pleRKepOWEVRICRARK i s a
e e o B S AT MR eBEP RIS B8 B0 et CSi LY
the BAKI t®K hﬁltHJlé\deW&/alﬂ'éleofSHKJa?\bBtmsmm dsedBAlencogited \tehlﬂaeS/etbueam RK
stored in SUMJ 314 and the value of BAKI. The val ue of
subscribed user.
[1075] With respect to subscription, to ensure the efficient distribution of the
security information SK, the CS periodically distributes a common Broadcast
Access Key (BAK) to each subscriber UIM 308. For each subscriber, the CS
encrypts BAK using the corresponding RK to obtain a value called BAKI
Information (BAKI). The CS sends the corresponding BAKI to MS 300 of the
subscribed user. For example, BAK may be transmitied as an IP packet
encrypted using the RK corresponding to each MS. In the exemplary
embodiment, BAKI is an IPSec packet containing BAK that is encrypted using
RK as the key. Since RK is a per-user key, the CS must send the BAK to each
subscriber individually; thus, the BAK is not sent over the broadcast channel.
The MS 300 passes the BAKI to the UIM 308. The SUPU 316 computes BAK
using the value of RK stored in SUMU 314 and the value of BAKI. The value of
BAK is then stored in the SUMU. In the exemplary embodiment, the BAKI
contains a SPI value denoted SPI_RK that corresponds to the security
association that contains RK. The MS 300 knows that the UIM 308 can decrypt

the payload when the IPSec packet is encrypted according to this security



BAK is then stored in the SUMJ. In the exenplary enbodi ment, the BAKI
contains a SPI value denoted SPI_RK that corresponds to the security

associ at iwp oslss7zont ai ns RK. The MS 300 knows that the UPKI3(82/8am decrypt
t he payl oad when the | PSec packet is encrypted according to this security
WD 03/ 032573 PCT/ US02/ 32054 20 associ2@i on. Consequently, when the M5 300
receives an | PSec packet encrypted according to this security association,

M5 300 pa BAKI tao.th U M 30 d
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I ndi vi dual thout 1 nCurring significant over head. Since the ME 306 is
not trust eLdiM 80& el Betructsshe dIME30®tguse the RKHe dagryetdos Payeadnot provi de

the BAK t 06. .T t h

bet veen 1 R40CE) andhe PotEA e Wit DRER I paiec s SHEIRY 1 aRR NS 0
enbodi mentgg tHRERIRRE BAK & Sadh SubdctRidr deWnblaally] vﬁﬂﬁdﬁﬁﬁcurm@e@wﬁm&ht t hese
paranmeters nmay be sent to the M5 as part of the BAKI Wiile the B K i's

kept as a cwechead.i Slndeethel WERRS isoneidrusiad Aenkeep sesretser adeng, pimey the
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this SPI is denoted SPI _BAK. [1077] The foll ow ng pa aph, di scus es how
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SKI and BAK I res that the values of SK cannot be
pred| cted {e %g?%%@oqggégi @gﬁube predicted in advance, then an attacker,
.., il gwﬁgmtﬁ@mswmgwa@gtamduscmmtmam sdipatet] follbudg af  SK

to un- sub ed users
successful subscription process. Within each period for updating the BAK, a

short-term interval is provided during which SK is distributed on a broadcast
channel. The CS uses a cryptographic function to determine two values SK and
SKI (SK Information) such that SK can be determined from BAK and SKI. For
example, SKI may be the encryption of SK using BAK as the key. In one
‘exemplary embodiment, SKI is an IPSec packet in which the payload contains
the value of SK encrypted using BAK as the key. Alternatively, SK may be the
result of applying a cryptographic hash function to the concatenation of the
blocks SKI and BAK. The CS ideally ensures that the values of SK cannot be
predicted in advance. If SK can be predicted in advance, then an attacker, i.e.,
illegitimate accessing entity, can send the predicted values of SK to un-
subscribed users.
[1078] As an example, suppose N values of SK are to be used over a 24-
hour period. If SK is predicted with 100% accuracy, the attacker need only ask
the UIM to compute the N keys. The attacker then makes the N keys available
to un-subscribed users. The un-subscribed users can download the keys at the

beginning of each day and access the HSBS service with little cost or



[ 1078] As an exanpl e, suppose N values of SK are to be used over a 24- hour
period. If SKis predicted with 100% accuracy, the attacker need only ask
the U M twooompit® t he N keys. The attacker then nakes th@CWusey320584ai | abl e
to un-subscribed users. The un-subscribed users can downl oad the keys at
the begi nning of each day and access £he HSBS service with little cost or
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service. T : b r |2 cRf M may be unpredictable. That is,
SK_RANDOM @o%cﬁ%@ilﬁgggvdaﬁet srsr%ﬁﬁ accuracy. The SKI-RANDOMis transmtted
to the VS P@T9}s paran exermplanpemirsinent where 8K Ehin as aogy/pted fomat thect s
SKI fromS RrI'ED SKL _RA and prov

may be recél‘l‘?‘gg‘?‘u glﬂ_s% ilﬁ"rf%@Nr@In J08" pﬁﬁgagjﬁﬂg%fﬁ%ﬁp%mg(g%teeﬁ or Sﬁaoh
ge‘r’]"e\?vK-SKThHﬁrbo@irﬁ@&%, WhbrdIRER STHaneday SiplyiRaNDENbtagrapigie sundtiom toddiiiut i ng
and BAK, the CS introduces an unpredictable value when forming SKI. Some
portion of SKI may be predictable. For example, a portion of SKI may be
derived from the system time during which this SKI is valid. This portion,
denoted SKI_PREDICT, may not be transmitted to the MS 300 as part of the
broadcast service. The remainder of SKI, SKI_RANDOM may be unpredictable.
That is, SK_RANDOM is predicted with small accuracy. The SKI_RANDOM is
transmitted to the MS 300 as part of the broadcast service. The MS 300
reconstructs SKI from SKI_PREDICT and SKI_RANDOM and provides SKI to
UIM 308. The SKI may be reconstructed within the UIM 308. The value of SKI
changes for each new SK. Thus, either SKI_PREDICT and/or SKI_RANDOM
changes when computing a new SK.
[1080] The CS sends SKI_RANDOM to BS for broadcast transmission. The
BS broadcasts SKI_RANDOM, which is detected by the antenna 302 and
passed to the receive circuitry 304. Receive circuitry 304 provides
SKI_RANDOM to the MS 300, wherein the MS 300 reconstructs SKI. The MS
300 provides SKI to UIM 308, wherein the UIM 308 obtains the SK using the
BAK stored in SUMU 314. The SK is then provided by UIM 308 to ME 306.
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channel from a “control channel.” It may be desirable to allow quick access
when a user “tunes” to the broadcast channel. This requires the ME 306 to
obtain SK! within a short amount of time. The ME 306 may already know
SKI_PREDICT, however, the BS provides SKI_RANDOM to ME 300 within this
short amount of time. For example, the BS may frequently transmit
SKI_RANDOM on the control channel, along with the information for locating
the broadcast channel, or frequently transmit SKI_RANDOM on the broadcast
channel. The more often that the BS “refreshes” the value of SKI_RANDOM,
the faster the MS 300 can access the broadcast message. The desire to
refresh SKI_ RANDOM data is balanced against optimizing available bandwidth,
as transmiiting SKI_RANDOM data too frequently‘may use an unacceptable
amount of bandwidth in the control channel or broadcast channel.
[1083] In some situations the CS may choose to use values of
SKI_PREDICT and SKI_RANDOM wherein both change for every value of SK
produced. In other situations the CS may wish to reduce the number of times
that SKI_RANDOM changes, so that the MS 300 does not have to obtain

SKI_RANDOM so often. For example, if a user changes frequently between



as transmtting SKI_RANDOM data too frequently may use an unacceptabl e
amount of bandwidth in the control channel or broadcast channel. [1083] In
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SKI _RANDOM wher ei n both change for every value of SK produced. In other
situations the CS may wi sh to reduce tI?)é nunber of tinmes that SKI_RANDOM
changes, so that the MsS 300 does not have to obtain SKI_RANDOM so often.
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the UM 30%&erliWPayﬁia%V€ESPP&fdns‘pbrtt hd¥Bdiscussed hereinbelow. The IPsec
packet also contains an SPI value that instructs the ME 306 to use the current
SK to decrypt received broadcast content. The encrypted content is sent via the
broadcast channel.
[1085] Receive circuitry 304 provides the RKI and BAKI direcily to the UIM
308. Further, if the CS computes SK from SKI_RANDOM and SKI_PREDICT
values, then receive circuitry 304 provides the SKI_RANDOM to an appropriate
part of the MS 300 where it is combined with SKI_PREDICT to obtain SKI. In
one embodiment, SKl is attached to the encrypted message, and is extracted by
the ME 306. The SKl is provided to the UIM 308 by the relevant part of the MS
300. The UIM 308 computes RK from the RKI and A-key, decrypts the BAKI
using the RK to obtain BAK, and computes the SK using the SKI and BAK, to
generate an SK for use by the ME 306. The ME 306 decrypts the broadcast
content using the SK. The UIM 308 of the exemplary embodiment may not be
sufficiently powerful for decryption of broadcast content in real time, and,
therefore, SK is passed to the ME 306 for decrypting the broadcast.
[1086] FIG. 5B illustrates the transmission and processing of keys, including

RK, BAK and SK, according to an exemplary embodiment. As illustrated, at



300. The U M 308 conputes RK fromthe RKI and A-key, decrypts the BAKI
using the RK to obtain BAK, and conputes the SK using the SKI and BAK, to
gener at e W0 03K3¥563 use by the ME 306. The ME 306 decryptsPChash/aadeast
content using the SK. The U M 308 of the exenplary enbodi nent may not be
sufficiently powerful for decryption oR4br oadcast content in real tine,
and, therefore, SKis passed to the ME 306 for decrypting the broadcast.
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det er m nedis g8nsmitted to the MS. The CS sends information sufficient for the UIM to

derive the RK, wherein a predetermined function is used to derive the RK from

transmitted information from the CS. The RKI contains sufficient information for -
the MS to determine the original RK from the A-key and other values, such as
system time, using a predetermined public function labeled d1, wherein:

RK = d1(A-key, RKI). (3)
[1088] In the exemplary embodiment, the function d1 defines a
cryptographic-type function. According to one embodiment, RK is determined
as:

RK = SHA’(A-key Il RKIl), 4)
wherein “I” denotes the concatenation of the blocks containing A-key and RKI,
and SHA’(X) denotes the last 128-bits of output of the Secure Hash Algorithm
SHA-1 given the input X. In an alternative embodiment, RK is determined as: .

RK = AES(A-key,RKiI), (5)
wherein AES(X,Y) denotes the encryption of the 128-bit block RKI using the
128-bit A-key. In a further embodiment based on the AKA protocol, RK is
determined as the output of the 3GPP key generation function 3, wherein RKI



RK = SHA' (A-key Il RKI ), (4) wherein "I1" denotes the concatenation of
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alternative embodinment, RK is determned as: RK = AES(A-key, RKI), (5)
wherein AES(X,Y) denotes the encryptioR®of the 128-bit block RKI using the
128-bit A-key. In a further enbodi nent based on the AKA protocol, RKis
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Alternate embodiments may lmplement any number of key combinations in

addition to or in place of those illustrated in FIG. 6.

[1091] The SKis treated in a similar manner to RK. In some embodiments,

SKI is first derived from the SKI_PREDICT and SKI_RANDOM, wherein

" SKI_RANDOM " is "the “information transmittéd from "CS to MS. Then a

predetermined function labeled d3 is used to derive the SK from SKI and BAK

(stored in the SUMU 314), according to:

SK = d3(BAK, SKi). (7)
[1092] In one embodiment, the function d3 defines a cryptographic-type

function. In an exemplary embodiment, SK is computed as:

SK = SHA( BAK |l SKiI ), (8)
while in another embodiment, SK is computed as
SK = AES( BAK, SKI). 9

[1093] A method of providing the security for a broadcast message is
illustrated in FIGs. 7A-7D. FIG. 7A illustrates a registration process 400
wherein a subscriber negotiates registration with the CS at step 402. The
registration at step 404 provides the UIM a unique RK. The UIM stores the RK
in a Secure Memory Unit (SUMU) at step 406. FIG. 7B illustrates subscription
processing 420 between a CS and a MS. At step 422 the CS generates a BAK
for a BAK time period T1. The BAK is valid throughout the BAK time period T1,



while in another enbodi nent, SK is conputed as SK = AES( BAK, SKI).
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subscri berjsoig rbaae%hélmam@dismbm the CS if the MS has subscribed for the
next BAK update period. In an alternate embodiment the first timer t1 is used
by the CS, where upon expiration of the timer, i.e., satisfaction of the BAK
update period, the CS transmits the BAK. The CS may change the value of
BAK earlier than originally intended. This may be desirable if, for example, the
current value of BAK is publicly disclosed.
[1096] Note that it is possible for a user to receive a BAK during a BAK
update period, wherein, for example, a subscriber joins the service mid-month
when the BAK updates are performed monthly. Additionally, the time periods
for BAK and SK updates may be synchronized, such that all subscribers are
updated at a given time.
[1097] FIG. 8A illustrates the registration process in a wireless
communication system 500 according to the exemplary embodiment. The CS
502 negotiates with each subscriber, i.e., MS 512, to generate a specific RK to
each of the subscribers. The RK is provided to the SUMU unit within the UIM of
each MS. As illustrated, the CS 502 generates RKj that is stored in SUMU, 510
within UIM; 512. Similarly, the CS 502 generates RKz and RKy which are



when the BAK updates are perforned nonthly. Additionally, the tine periods
for BAK and SK updates nay be synchroni zed, such that all subscribers are
updat ed awoasgsaseh tinme. [1097] FIG B8A illustrates the r@graioasiosn

process in a wireless conmmunication system 500 according to the exenpl ary
enbodi ment. The CS 502 negotiates wi t h28ach subscriber, i.e., M5 512, to
generate a specific RK to each of the subscribers. The RKis provided to
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[1100] The following description considers four exemplary embodiments that
“may be used to updaté SK and broadcast the content. In the first exemplary
embodiment, SK is derived from BAK and the SPI value in the header of the
IPSec packets containing the broadcast content. In the second exemplary
embodiment, SK is derived from BAK, a broadcast random value denoted
RAND and the SPI value in the header of the IPSec packets containing the
broadcast content. In the third exemplary embodiment, SK is derived from BAK,
system time and a broadcast random value denoted SK_RAND. In the fourth
exemplary embodiment, SK is sent as an IPSec packet encrypted using BAK.
Still further embodiments may provide SK as a combination of the above listed
embodiments, or using another mechanism to provide the SK to the MS often
enough to discourage unauthorized access to the broadcast service.
[1101] As the Short-term Key (SK) is used to encrypt and decrypt the
broadcast content, and is stored in memory that may be vulnerable to
unauthorized access, wherein the SK is typically changed frequently. A
problem exists as to how to change the SK frequently while balancing the

following four objectives: 1) to minimize the SK update waiting time or blackout



systemtinme and a broadcast random val ue denoted SK-RAND. In the fourth
exenpl ary enbodi nent, SK is sent as an | PSec packet encrypted using BAK.
Still furwbes/ossbddi nents may provide SK as a conbi nat i onPefi/tuShz3zabove

| isted enbodinments, or using another nechanismto provide the SK to the M5
often enough to discourage unauthorizedBaccess to the broadcast service.
[1101] As the Short-term Key (SK) is used to encrypt and decrypt the
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for performng an updat e, above nentioned problens are solved by
defi ni ng t lenidimients eayrippursa dlagkouhpetigdsdoripadikgs efshighfusagei dredfirst he

"Broadcast Access K AK) _and {he Iy ESP header. In this way,
rat her thar?nﬂc)t?%qs)ringpﬁé’ élﬁg%ﬁﬁl‘f Wcérps%%%da‘&@" ﬁ$‘§%m the SK is conputed from
t he cont enf1s03eanicédssling fothidfitst tdhebddimans forrpetatying e Skedpddte, BAK as

descri bed hereinabove, the MSis able to inmmediately conpute the SK for
each cont efPoyadRentiqpachpipblams arey selyeddiv defigring the SK that encrypts a given

IPSec packet as a function of the Broadcast Accéss Kéy (BAK) and the SPlin
the ESP header. In this way, rather than providing the SK in a separate stream,
the SK is computed from the content stream. Assuming that the MS has
already received the BAK as described hereinabove, the MS is able to
immediately compute the SK for each content packet without having to wait for
some additional SK update information. This effectively eliminates any SK
update wait time for a new broadcast recipient.. As soon as the MS receives a
content packet, the MS can immediately determine the SK and decrypt the
content. .

[1104] Information sufficient to calculate the SK at the MS is provided in the
IPSec packet. The IPSec packet utilizes an IP Encapsulating Security Payload
(ESP) and is specified in RFC 1827 entitled “IP Encapsulating Security Payload
(ESP)“ by R. Atkinson in August 1995, as mentioned above herein. ESP is a
mechanism for providing integrity and confidentiality to IP datagrams. In some
circumstances it can also provide authentication to IP datagrams. FIG. 9A
illustrates an IPSec packet 600, including an IP header 602, an ESP header



sonme additional SK update information. This effectively elimnates any SK
update wait tinme for a new broadcast recipient.. As soon as the MS receives
a contemwopaoksry the MS can i medi ately determ ne the SECanbozswsypt the
content. [1104] Information sufficient to calculate the SK at the M5is
provided in the |PSec packet. The | PSE® packet utilizes an IP

Encapsul ating Securi ty Payl oad (ESP) and is specified in RFC 1827 entitled
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associ at edFuithBrmo@ns BRIt RAND héulfils ather selparaft eSKL RAENDOMe diasusded
hereinabove. The randomness of SPI_RAND ensures that an attacker cannot
predict the values of SK’with high accuracy. ~Since the SPlis already a -
standard parameter in IPSec encrypted packets, i.e., is specified for the ESP,
the present embodiment does not incur the additional bandwidth typically
associated with transmitting the SK as a separate stream. The BAK_ID
indicates which BAK value to use for computation of the SK value. In one
embodiment the BAK_ID is a four bit tag, wherein each tag is associated with a
BAK value. When the MS performs a subscription, the MS stores each received
BAK_ID and the corresponding BAK value in a memory storage unit. According
to one embodiment the MS includes a Look Up Table (LUT) for storing the BAK
value(s) identified with each corresponding BAK_ID(s). The BAK LUT s
contained in the secure memory in the UIM.
[1106] FIG. 9D illustrates a BAK LUT 630. Each entry in the LUT 630
identifies the BAK_ID, the corresponding BAK value, and the expiration of the
validity of the combination. The expiration is introduced due to the small
number of values of BAK_ID. Alternate embodiments may avoid the use of

expiration values in the BAK LUT. In one embodiment, only 16 values of



I ndi cates which BAK value to use for conmputation of the SK value. In one
enbodi nent the BAK IDis a four bit tag, wherein each tag is associated
with a DeRosasases \Wen the MS perforns a subscription, tIRETNSIF32084£s each
received BAK ID and the correspondi ng BAK value in a nmenory storage unit.
According to one enbodiment the M5 i ncdQdes a Look Up Table (LUT) for
storing the BAK value(s) identified with each corresponding BAK | D(s). The

BAK LUT is ajped in the ’ i | [1106]. F|.G. .9
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a subscripti to retrieve the valid BAK [1107] After extracting SPI _RAND
and BAK_| D[110#h t haftaPlexBctiondSPLAANBviang BAK dbr frespolingi &Pl SKBAQd D,

the UM t t I f SK . f | _RAN |
crypt ogr apREEeRCER Coreaencing o BRRA BRAYM copfbited Todilellie hsK
enbodi ment frohBAKUASH SP_BANB YsingR crifptdarasiie f@saondg to encryption of
SPI _RAND padded to 128-bit bits wth zeroes, using the AES enc(iégtlon
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al gori thmwith BAK as the Hew:g(SAK FBSAAMD).SPI_RAND) . (11) 9] In
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encryption of SPI_RAND padded to 128-bit bits with zeroes, using the AES
encryption algorithm with BAK as the key:
SK = AES( BAK, SPI_RAND). (11)
[1109] In another embodiment, the function g( BAK, SPI_RAND)
corresponds to computing the 128 least significant bits of the output of SHA-1
applied to the concatenation of BAK and SPI_RAND:
SK = SHA( BAK, SPI_RAND). (12)
[1110] In this way, it is not necessary for the UIM to compute the value of SK
for each packet received by the MS. The MS stores each of the SPI_SK values
with the corresponding SK values in a memory storage unit, such as a Look Up
Table (LUT). The MS may store the SPI_SK and SK values as a security
association in the Security Association Database (SAD): an LUT in which the
MS stores typical security associations required for other applications. The
security associations are indexed according to the destination address and SPI.
When a new SK is generated from a new value of SPI_SK, the old security
association is replaced by the new security association containing the new
values of SPI_SK and SK. Alternatively, the MS may store the SPI_SK and SK

values in a SK_LUT, with one SK_LUT allocated to each broadcast channel.



applied to the concatenation of BAK and SPI _RAND: SK = SHA(BAK, SPI _RAND).
(12) [1110] In this way, it is not necessary for the UMto conpute the
val ue of 8K 03fses7each packet received by the MS. The M5 streramsorswk of t he
SPI _SK values wth the corresponding SK values in a nenory storage unit,
such as a Look Up Table (LUT). The MS3imy store the SPI _SK and SK val ues
as a security association in the Security Associati on Database (SAD): an
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SPI _RAND apgfore the subscription period starts. At step 710 the CS chooses a random
value for the SPI_RAND value. If the BAK_ID is represented using b bits, then
the SPI_RAND is représented using (32-b) bits. The SPI_RAND value should "~ -
not be repeated during the lifetime of one BAK. Once the SPI_RAND and
BAK_ID are known, the CS combines them (i.e., concatenates BAK_ID to the
SPI_RAND) to form the SPI_SK at step 712. At step 714, the CS forms SK by
using a cryptographic function to combine SPI_RAND with the BAK
corresponding to BAK_ID to form SK. The CS then encrypts the broadcast
message or portion of the message with SK at step 716, and sends the
encrypted message at step 718. Note that the encrypted broadcast message is
part of an IP packet that includes the IP header and the ESP header. The ESP
header includes the SPI_SK. At decision diamond 720, the CS decides whether
to change SK. If the CS decides not to change SK, then the CS proceeds to
step 716. If the CS decides to change SK, then the CS proceeqls to decision
diamond 724, where the CS decides whether to change BAK. If the CS decides
not to change BAK, then the CS proceeds to step 710. If the CS decides to
change BAK, then the CS proceeds to step 702.



BAK I D are known, the CS conbines them (i.e., concatenates BAK ID to the
SPI _RAND) to formthe SPI _SK at step 712. At step 714, the CS forms SK by
using a cwopBosEsaphi c function to conbine SPI_RAND with t IRETRAK2/32054
corresponding to BAK ID to form SK. The CS then encrypts the broadcast
message or portion of the message with3K at step 716, and sends the
encrypted nessage at step 718. Note that the encrypted broadcast nessage is
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At Step receiver then checks if the BAK has a valid BAK entry
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the receiver perfornms a subscription to obtain the
receiver selects this value and proceeds to step 764 if the BAK LUT does not
have a valid BAK corresponding to BAK_ID, such as when the user wishes to
subscribe for this period, then the receiver performs a subscription to obtain the
valid BAK as shown at step 762. The new BAK is stored with BAK_ID in the
BAK_LUT and the receiver proceeds to step 764. The receiver combines the
BAK corresponding to the BAK_ID value, i.e., BAK_ID in the received SPI_SK,
and the SPI_RAND value (also in the received SPI_SK) to compute the new SK
at step 764. The receiver then uses the new SK value to decrypt the payload of
the content packet at step 766. The receiver also stores this SK value indexed
by the corresponding SPI_SK and possibly the destination address of the IPSec
packets.
[1114] The SK is computed directly from knowledge of the BAK and the
SP]_SK value in the content packet. The BAK changes less frequently than the
SK, e.g., BAK may change once a month. Therefore, the receiver is able to
determine the SK value immediately from the content packets without additional
delay and without requiring more bandwidth to send the SK update.

[1115] According to one embodiment, the SK calculation is given as:



valid BAK as shown at step 762. The new BAK is stored with BAK ID in the
BAK LUT and the receiver proceeds to step 764. The receiver conbines the
BAK correapanasasgto the BAK ID value, i.e., BAK ID in thecrdserymads SPI _SK,
and the SPI _RAND value (also in the received SPI _SK) to conpute the new SK
at step 764. The receiver then uses theddhew SK val ue to decrypt the payl oad
of the content packet at step 766. The receiver also stores this SK val ue

i ndexed by the correspon Q}S?ﬁl g nd possibly the desti nati%} addr ess
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packets w thout a d| t.ional delay and w thout requiring nore bandwidth to

send the SRAYHSP LS YNAABF According to one enbodi ment, the SK cal cul ation

is given as: WO 03/ 032573%{3@0WM5@AK3[33)SK4(SPI SK BAK) (14)13)
wherein the function is defined as encryption of the SPI_SK using the BAK.
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rat her than identifying o the BAK, the SPI_SK rrust al so
contain i nfzﬁ?arraaluea ofo SKddimati £3n tivee dEANE)Jl fram anghglaeﬁAK y waing, dlotfe,

the--SPI-gb) F—l TAARRRAD. QTBQQS Quidlard ¥ not adcofint for bits of the SPI that
are used to represent BAK_ID). Now, rather than the SPI_SK identifying only
the BAK, the SPI_SK must also contain information to identify the RAND. To
implement the” RAND value, the SPI_SK is formulated in three parts: 1) the
BAK_ID to identify the BAK value to use; 2) the RAND_ID to identify the RAND
value to use; and 3) the SPI_RAND value to provide the frequently changing

randomness in the SPI_SK.

[1117] FIG. 12A illustrates an SPI_SK 800 portion of an IP packet, including
an SPI_RAND 802, a BAK_ID 804, and a RAND_ID 806. The SPI_RAND 802
and BAK_ID 804 are as described hereinabove. To maintain the SPI_SK to a
predetermined or specified bit length, the SPI_RAND 802 may use fewer bits
than SPI_RAND 612 as in FIG. 9B to allow bits for the RAND_ID 806. The
RAND_ID 806 corresponds to the RAND value used for calculation of the SK,
and may be a four bit tag or other identifier. The RAND_ID(s) and
corresponding RAND value(s) are stored in a LUT at the receiver. FIG. 12B
illustrates a RAND LUT 820. The RAND LUT 820 includes an entry for each
RAND value listing the RAND_ID and expiration associated with the RAND

value.



BAK IDto identify the BAK value to use; 2) the RAND ID to identify the
RAND value to use; and 3) the SPI_RAND val ue to provide the frequently
changi ng woand@ssness in the SPI _SK. [1117] FIG 12A il | ustPcatuse2/zs6Pl  SK
800 portion of an IP packet, including an SPI_RAND 802, a BAK ID 804, and
a RAND I D 806. The SPI _RAND 802 and BABID 804 are as described herei nabove.
‘Sl'o maintain the SPI_SK to a predeterm ned or specified bit length, the

Pl _RAND 802 may use fewer bits than SPI 2. as i 9 o al |l ow
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I ng the subscription period. Steps 902 and 904 may
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be broadcasiy tHerbloRBchsaReAs!. THaNaRIe of IRANDEd oS Akt M‘dﬁdﬂb@sw@t geeied to
be secret, so it is not enchépt ed. |f RAND and RAND I D are broadcast t hen

t here sgouII@I n@blencb@t%’}cﬂf RAND pad RAND, ID @re hepadeashithen thara sherldmaioes
not need t
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and RAND | use arge anpun an over
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anount of bandwi dth wil | Rhﬂﬁflj” red to send ND to e l[;l user

i ndi vi dual 14Yge @oﬁé&%@éﬂ?‘i‘@; of K QYRKDIMS s BM’ieHe'bn'Fj BE BIHAIILEE | f

there are | @AbGEofWEIS uMbd ¥ @leScHaHedhen a large amount of bandwidth will be
required to send RAND to each user individually. Consequently, RAND and
" RAND_ID should only be broadcast if there are a large number of users tuned
to the channel. At step 910 the CS chooses a random value of SPI_RAND.
[1119] Once the SPI_RAND, BAK_ID and RAND_ID are known, the
transmitter combines them (e.g., concatenates RAND_ID and BAK_ID to the
SPI_RAND) to form the SPI_SK at step 912. The CS uses a cryptographic
function to combine SPI_RAND, BAK (identified by BAK_ID) and RAND
. (identified by RAND_ID) to form SK. The .CS then encrypts the broadcast
message or portion of the message with SK at step 916, and transmits the
encrypted message at step 918. Note that the encrypted broadcast message is
part of an IP packet that includes the IP header and the ESP header. The ESP
header includes the SP1_SK. At decision diamond 920, the CS decides whether
to change SK. If the CS decides not to change SK, then the CS proceeds to
step 916. If the CS decides to change SK, then the CS proceeds to decision
diamond 922, where the CS decides whether to change RAND. If the CS
decides not to change RAND, then the CS proceeds to step 910. If the CS
decides to change RAND, then the CS proceeds to decision diamond 924,



to the channel . At step 910 the CS chooses a random val ue of SPI _RAND.
[1119] Once the SPI _RAND, BAK ID and RAND ID are known, the transmtter
combi nes Wheni§xs7y. , concatenates RAND_ID and BAK_ID to tR€T/USPY/3RAND) to
formthe SPI_SK at step 912. The CS uses a cryptographic function to

combi ne SPI _RAND, BAK (identified by BABS D) and RAND (identified by _
RAND ID) to form SK. The CS then encrypts the broadcast nessage or portion
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The check of the SK LUT is performed at decision di anond
val ue is st¥fe@luenisriatadinanenesy abths kesejveriberreceiveeis alsledbldecryptdeer ypt

1t othe r eamiiad of 48 St HREKEL R e Setd G Vel Bhstep Bbic F3eer ver

extracts Bébeiver alods it RANDH 8K FRlie Hortd Fi BeniSY; tHY r8éNeO8radibe

FeCCYET T BAKLID and SPI_RAND from SPI_SK at step 958. At step 960, the receiver
then checks if the BAK LUT has a valid BAK entry corresponding to BAK_ID. I
the BAK LUT does have a valid RAND corresponding to BAK_ID, then the
receiver selects this value and proceeds to step 964. If the BAK LUT does not
have a valid BAK corresponding to BAK_ID, then (provided the user wishes to
subscribe for this period) the receiver performs a subscription to obtain the valid
BAK as shown in step 962. The new BAK is stored with BAK_ID in the
BAK_LUT and receiver proceeds to step 864. At step 964, the receiver then
checks if the RAND LUT has a valid RAND entry corresponding to RAND_ID. If
the RAND LUT does have a valid BAK corresponding to RAND_ID, then the
receiver selects this value and proceeds to step 964. If the RAND LUT does not
have a valid RAND corresponding to RAND_ID, then the receiver obtains RAND
and RAND_ID either by requesting the value from the CS or from the broadcast
as shown in step 966. The new RAND is stored with RAND_ID in the
RAND_LUT and the receiver proceeds to step 968. The receiver combines the
BAK corresponding to the BAK_ID value (i.e., BAK_ID in the received SPI_SK),
the RAND corresponding to the RAND_ID (i.e., RAND_ID in the received



t hen checks if the BAK LUT has a valid BAK entry corresponding to BAK ID.
If the BAK LUT does have a valid RAND corresponding to BAKID, then the
recei ver woloaoszs73 hi s val ue and proceeds to step 964. |f Proa/BAGIBT does
not have a valid BAK corresponding to BAK I D, then (provided the user

wi shes to subscribe for this period) Bfe receiver performs a subscription
to obtain the valid BAK as shown in step 962. The new BAK is stored with
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According to one enbodi neat,_ KON 1S given as: sf (SPI _SK,
BAK, RAND), (15) wherei ngkﬁé%ngél %%&'Klngg\g[P 'ned as encryptio f the
SPI _SK usi whetdir tAfunction is defined as encryption of the SPI_SK using the BAK.

As the SPI_SK is made up of the SPI_RAND, the BAK_ID, and the RAND_ID,

SK=f(SPI_RAND, BAK_ID, RAND_ID, RAND).  (16)

[1123] Note that the use of a RAND value may introduce some "blackout
periods" because the receiver needs to receive the RAND value on a change.
However, these periods are less frequent than when the SK is updated on a
separate stream and the receiver waits for the periodic updates. The RAND is
designed to change more slowly than the SK value, and therefore, the updates
to the RAND are not sent as frequently. The CS would also like to reduce the
probability of a “blackout” resulting when an MS stops listening to the channel
due to a lost signal, tuning to another channel, or responding to an interruption,
such as a phone call. The blackout is most likely to occur at the beginning of
the lifetime of a RAND value. To counter this, the CS may re-broadcast the new
RAND more frequently around the time when the new RAND value becomes
valid. At the end of the lifetime of a RAND, it may become necessary to
broadcast both the value of the current RAND and the value of the next RAND.



As the SPI_SK is nmade up of the SPI _RAND, the BAK ID, and the RAND I D,
Equation (15) may al so -be given as: SK=f(SPI _RAND, BAK |D, RAND |D, RAND).
(16) [1lwejosmsxses t hat the use of a RAND val ue may i nt r odCE/GSOMB208b| ackout
peri ods" because the receiver needs to receive the RAND val ue on a change.
However, these periods are |less freque® than when the SK is updated on a
separate stream and the receiver waits for the periodic updates. The RAND
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di scussed BAKHkpaRYR] pessedicallyttaving titine penddamermmmgru %ﬂmmtaémhenSK is
derived from BAK, systemtinme and a broadcast, random enoi ed

b
SK- RAND.  FBAK Tscalqulaiseirandimas @ui Abd T ofA UataklP g %%orf%%culem hg §K
encryption Fg"n‘,‘m Itp%r,*rg
servi ce. éf&rré ggﬁgﬁqﬁﬂ énen(fqgrsltma%a o) gk&gg;? S:-a{\@% %)Em%ﬁﬁ%ﬁdE The
BAK is updAtt&ﬂepm isaditiatad whba\the@lé FﬁAN’é) lp@em(uateﬂ ardd timesrout atiT2.

initiated when BAK |sclc atdandt toat T

for cal cul 98¢ RMP Su N d\?%")f#%‘@%%(r]olaet?@f& ?SUSEd
peri odi cal hy;favi e dﬁ.tﬁa&éﬂ?yvﬂ%hl&t&h@l( is gehbfméd taAd timb WUk iadtie TBeTHe
SK_RAND i s generate times out at TZ. In one enbodinent, the SK is

further upBKLEANBrs geherdtey ahthe 6§ anpravidedperiadically o theM$g The MS
e SNBSERL e U BB e S i Bl S,
CS use SK_R¥fdB]t 0 mgistrixher tihig BKet wherahaidpplichisicaranbe od BAK slapdatadf i r st
thmer t1] 'Sl'hiaelzr?gt;thmgfet?mghbeetv?/gglh Itv?/gbBl,EKvu%d%(taeso ]:s tEAﬁBA& upg)c?a%%de'riod. In the
exemplary embodiment the BAK update period is a month, however, alternate
embodiments may implement any time period desired for optimum operation of
the system, or to satisfy a variety of system criteria.
[1126] Continuing with FIG. 7C, the method 440 initializes the timer t2 at
step 442 to start the SK_REG time period T2. The CS generates SK_RAND
and provides the value to transmit circuitry for transmission throughout the
system at step 444. The timer t3 is initialized at step 446 to start the SK time
period T3. The CS then encrypts the BC using the current SK at step 448. The
encrypted product is the EBC, wherein the CS provides the EBC to transmit
circuitry for transmission in the system. [f the timer t2 has expired at decision
diamond 450, processing returns to step 442. While 2 is less than T2, if the
timer t3 has expired at decision diamond 452, processing returns to step 446,
else processing returns to 450.
[1127] FIG. 7D illustrates the operation of the MS accessing a broadcast
service. The method 460 first synchronizes the timers t2 and t3 with the values

at the CS at step 462. The UIM of the MS receives the SK_RAND generated by



The length of time between two BAK updates is the BAK update period. In the
exenpl ary enbodi nent the BAK update period is a nonth, however, alternate
enbodi merwe oag2s73rpl enent any tine period desired for optiPENAISOPE0&4 | on of
the system or to satisfy a variety of systemcriteria. [1126] Conti nuing
with FIG 7C, the nmethod 440 initializ88 the tinmer t2 at step 442 to start
the SK REGtine period T2. The CS generat es SK-RAND and provides the val ue

to transmt circuitry f trgnsm ssi out t S 444,
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540. '
[1129] As discussed hereinabove, according to the fourth exemplary
embodiment, SK is encrypted using BAK to form SKI, and SKI is sent to the MS.
In one exemplary embodiment, SK is sent in an IPSec packet encrypted using
BAK. The CS may also broadcast a corresponding SPI that can be used to
identify data that is encrypted using SK. This embodiment does not need to be
discussed in any more detail.
[1130] In the exemplary embodiments provided hereinabove, the CS may
choose to update SK as the CS desires. The more often the SK changes, the
more the CS can dissuade attackers from distributing SK values. There will be
times when an attacker considers the benefit of distributing SK values to be
better than at other times. This will be primarily due to the nature of the content
being broadcast. For example, on occurrence of an important event, un-
subscribed users will be more interested in receiving news on HSBS, and
therefore, will be willing to pay more for illegitimate access than at other times.

At these times, the CS may increase the cost and inconvenience to the attacker



function 518 operates on the SK-RAND, BAK and a tiner value to generate a
SKthat is stored in a nenory location in the Mg, such as MEML 542 of MELl
540. [1128D 0dw3d7scussed herei nabove, according to the fo®crThusexsopd ary

enbodi ment, SK is encrypted using BAK to form SKI, and SKI is sent to the
M5. In one exenplary enbodinment, SK is 3%nt in an | PSec packet encrypted
using BAK. The CS may al so broadcast a corresponding SPI that can be used

to identif ata that.is encrypted using.SK. This enbodi nent do n need
Lo be' ai scHRd A pIPSpeRo R IACINGINEISR RS LtoBe AR HPYTant SBEnaR:
provi ded heigisPREEY §n nhif8, FSWEBRY, 1RO BRTR folthl béss%ﬁ? wé?%f%%y.r?ﬁ-
The nore often the SK changes, the nore the can suade attackers from

di st ri but i nipeSkSvehanges JKdoe aofian, then the kM whidve anablet mceemputenttied8Ks t he
benefit of distributing SK vaglues to bhe, better .than at other tinmes. This
will be priY@Pes i ieal tge, ﬁ86}h§t‘lﬁeés H‘f'ﬁlbﬁeu %ﬁ?éﬂt&o&é‘?tr{geb‘?%%@tfe or
exanpl e, ongjgecurrence of an inportant event, un- subscribed users will be
nore interested in receiving news on HSBS, and therefore, will be willing

to pay nore[¥@1]i | [Thgsei | indbe sat wheld Wndarstaad thahieformationtdrebsignalses,

i i i . WD 03/ 032573
ber oos) A58y B8 FerrdSerian, uEMe: b Gt & VERES, iof MRty RRRbodRs Anhar
nor mal . TheteGhniguies! Keepxarmpls, WhtahsBvetiond, Néorhindntls, Irffornhiopr §ng

power of the UM If the CS changes SK too often, then the UMWTI| be
unabl e to cBihus¥mbals, sendyahigesthai may he riefersacedethigughouli the mbaveabl e

) oS : : . h
woul o under SEEcrABRRey b ooty Uizt SUARHS eididhauielei®alhy any
of a vari etmaghetic ffieddendr pacivhsd, ogptizsal dields t @c partiples . ofF@hyesempiratiotat a,

I nstructiong, commands, information, signals, bits, synbols, and chips
t hat may betheL?r enced t hroughout the above description may be represented

by vol t agesj11g9 reﬁ?u,ﬁ,sleebﬁ%kmowglaﬁ?drﬂqéfl"aé(ﬁﬁr’ecia@@%ﬁﬁf ke f\)a?ibﬁ% i%st]l'ativFlle]

particles, optical fields or particles, or ‘any conbi nation ereo

Those of skiogicahdloakst unedides,agimuitsi and alpatithn eteps deswrilidd inscomtéation

lcgginggi i 2|nov%ﬁ’thréogumlb%sdim8}1 = %stc?dse%nﬂe%irqorrn%/hlgqe Sitme gmgﬁfse(a’ Iageglelcpronic
hardware, computer software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the
described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from
the scope of the present invention.
[1133] The various illustrative logical blocks, modules, and circuits described
in connection with the embodiments disclosed herein may be implemented or
performed with a general purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform
the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional

processor, controller, microcontroller, or state machine. A processor may also



wi th the enbodi nents di scl osed herein may be i nplenented as el ectronic

har dwar e, conputer software, or conbinations of both. To clearly illustrate
this intwoobasagenbility of hardware and software, vari ou®CirluSozs2084 i ve
conponents, blocks, nodules, circuits, ‘Snd steps have been descri bed above
generally in ternms of their functi onal y. Wet her such functionality is

i npl enented as hardware or software depends upon the particul ar

applicatio Qver I ; i1 ed
arti sans. By TRHEShER of 4iShRcn oFRORERNAR deVcl 81 o HTRERor st
each parti auD&P @l iacmld:mprodassosuarpluremw eniamicabpmedsmsslm oshmotaed ri ot
be interpreted as causing a departure _from scope of the esent

i nvention. n}lﬁ@@ﬁqceﬁﬁerﬁ/aﬁ diﬁ"‘lll‘ﬂqt'l?& il ve IR c &P dﬁ'ksanynﬂﬁ[]ﬁéssu%{hd
circuits dgsgfi dé foni N connection with the errbodl ments di scl osed herein may
be i npl emented” or perforned with a general purpose processor, a digital

si gnal profEE3r (D&P}stepsauf appdthodtoraalgsiitho "d'escmb&cbgr edratbationowith tHeASI C)

i scret e oRMBBIMERE, SReiesed Bl mey 1 bR HIRE R BENILS: o Sany

combi nat i Oeoﬁ%Fé?Pﬁoo%é 'eSlB@ﬁiteH fﬁrﬁr%é%sotrh@r fwa%hﬂflﬁalﬂﬁ? 6f tHbeﬁNd‘er @n. A

general purpose processor a' m croprocessor, In the alternative,
t he processoftwatg nhmltdaynaxbrmelnla ionBAM pmem@sssdiasfcm&mmyl. &0OM memory,

m crocontr or st at rocessor | so WD 03/,032573
heT Osos) SEREOM, Blesiéd EEBRAM fietof BETERRE, HBY SiR % KnoraE B @
e.g., a coup-RONMOBr ahy othd?SBrAtl stordlgerRBHIOREREGNN irftHd aialAn &xéhpla
m cropr ocessors, one or nore m cr opr ocessors in conj unction with a SP

core, or asioreg@emediuen iscesunlemirtat then processar smb meemoeﬁssar rRgheeiadr

mmy be. ermdipinedi digtny SHE A aH G 1o TP SRIRGE HEC e 6,

processor, afiernalive, ahebsivaage nmediunhemiayo beAintegial wer mquubese:my rHsé de in

RAM nmenory, flash nenory, ROM nenor EPROM, nenor
regi sters, PRAGaSsar And i} siasogd necy gk may rwmgrbf\%i hﬁe/r\ngf%m%f

storage ”e‘?éélabkiﬁ H‘”lhée'? tbRRIARLL - I fheCEREMERTY, tl@@!@%s??@n‘d@i‘fessﬁ? ed to

t he processor such € processor can read I nfor rom and wri
i nf or mat i omediumt may se¢sidags disctietercomponéats inlat wsardeimieal.t he st or age rredl um
may be int ?‘9‘[&%} t C)TIIuQ %r NioUs Sd%génptl-lc-)n of the disclosed embodiments is provided to
enable any person skilled in the art to make or use the present invention.
Various modifications to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied to
other embodiments without departing from the spirit or scope of the invention.
Thus, the present invention is not intended to be limited to the embodiments
shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.

[1136] WHATIS CLAIMED IS:



processor and the storage nmediummay reside in an ASIC. The ASIC may

reside in a user termnal. In the alternative, the processor and the
storage WwWodBWwmsARy reside as discrete conponents in a us@CTIUSONB2084 .

[ 1135] The previous description of the disclosed enbodi ments is provided to
enabl e any person skilled in the art t&lnmake or use the present invention.
Various nodifications to these enbodinents wll be readily apparent to
those skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents wi thout departing fromthe spirit or scope of
the invention. Thus, the present inspmpg is not intended to be limted
to the enbodi nents shown herein but 1s to be accorded the w dest scope
consistent with the principles and novel features disclosed herein. [1136]
VWHAT IS CLAIMED | S: WD 03/ 032573 PCT/ US02/ 32054 41 CLAIMS 1. A nethod for
secur e trahsni sAingtbodfaresertrad@neatgsiors dae methed SPAMIBKY:a short term key
for a ssage f ASM. S i term key
denti B or: 4 direlhiidy SeRierhdy a0 messhE SRHal SISt nit on ' ECT

having an access keperindesythdvieg a shoenermdayrdentifieryessage with the access
key; formng an Internet protocol header conprising the ﬁ%ort term key

i dentif4 er: anddeteEnEYRG ENRgcentkay ionIRe Messegeatie 3FaassiRY NaYIng At

prot ocol header. 2. J18t d.n claim1l, wherein the short term key
identifier conpri sesg&% t heéﬂlyggggtinsérkey identifier. 3. The nethod as in

claimZ wherei enhpting they melsegge dathtthéiaecessaikeyier 2 conprises a security
paraneter index value. 4. The nmethod as,in claim 3 erein the security
par amet er i ndexfoyRingan dntesngy HrQW(‘fBﬂt‘%ﬂ?d'é:to.m@!s'%@%%ﬁ&r%k‘?yn claiml,
wher ei g t he short teﬁéhﬁﬁér-ia%dcal culated as a 2 function of the short term
key identifier and the accéss key. 6. The nmethod as in claimb5, wherein the
short term key fraesmitfingthe encrgptesl messagsiwiih the bntemat pgotorel Raasier. t er m key
identifier wwth the access key.

2. The method as in claim 1, wherein the short term key identifier comprises

2 the access key identifier.

3. The method as in claim 2, wherein short term key identifier further

2 comprises a security parameter index value.

4, The method as in claim 3, wherein the security parameter index value is

2 arandom number.

5. The method as in claim 1, wherein the short term key is calculated as a

2 function of the short term key identifier and the access key.

6. The method as in claim 5, wherein the short term key identifier is

2 calculated by encrypting the short term key identifier with the access key.

7. The method as in claim 1, wherein the Internet protocol header is part of
2 an ESP header.



7. The nethod as in claim1l, wherein the Internet protocol header is part
of 2 an ESP header. WO 03/032573 PCT/ US02/ 32054 42 8. The nethod as in
claim 7, wbes®s2573 he | nternet protocol header further 2 ®CoRArSVyewsa4 second
random nunber, the second random nunber having a random nunber identifier.
9. The nethod as in claim8, wherein tH& short termkey identifier
conprises 2 the access key identifier and the random nunber identifier.

10. The method as in claim9, wherein short termkey identifier further 2

conpri ses secyy | [ er, k ; i m 10,
wherein the segtll?% we%@p:%%{ne@aiwﬁgéxxwﬁg]}eﬁﬂiq%umtfmﬁréa@m@rﬁ%g%w .r The
met hod zas écslnﬁﬁ@éénaSsemw ghfdéensnbet, ther seéend irandurh crlirabed hasing a2
function of the short termkey identifier, the second random nunber, and

the acceskngem numberigeniifiehod as in claim 12, wherein the short term key
identifier is 2 calculated by encrypting the short termkey identifier and
the second random nunber with the access key. 14. A nethod for secure
reception 9f a Thamssthadiagrn cldke Syaviadircihersticsi tegm key idectifiericogpisslor t
termkey identifier specifjc to a transm ssion,, thq‘_. short term key

i dent i 12 er theorecesp deuildentifier andrie randQmnURPEr4defiiier i ni ng an access key
based on the short termkey identifier; encrypting the short term key
identifier wiwth the access key to recover the 6 short termkey; and
decrypti ngi0he Thamsathediasinwkiimg, twieereiroshort éarm keyidentiffer fiiberret hod as in
claim14, further conpri.si n% 2 stori n% fhe short termkey identifier and
short trnfREPISES 8 SASHEM PareMGtelBdEX VRlUSAD 03/ 032573 PCT/ US02/ 32054 43
16. The method as in claim14, wherein the short termkey identifier is 2

conprised of a random nunber and an access key identifier associated wth
the accesdikeyThe method as in claim 10, wherein the Security parameter index value is

2  arandom number.

12. The method as in claim 8, wherein the short term key is calculated as a
2 function of the short term key identifier, the second random number, and the

access key.

13. The method as in claim 12, wherein the short term key identifier is
2 calculated by encrypting the short term key identifier and the second random

number with the access key.

14. A method for secure reception of a transmission, the method comprising:
2 receiving a short term key identifier specific to a transmission, the short
term key identifier corresponding to a short term key;
4 determining an access key based on the short term key identifier;
encrypting the short term key identifier with the access key to recover the
6 short term key; and
decrypting the transmission using the short term key.

15.  The method as in claim 14, further comprising:
2 storing the short term key identifier and short term key in a memory

storage unit.



17. The method as in claim14, wherein encrypting the short termkey 2
identifier further conprises encrypting the short termkey identifier and a
random rMiOW®a1032873 h t he access key to recover the short t@CmUSey32038. In a
wirel ess communi cation system supporting a broadcast service 2 option, an
infrastructure el enent conprising: a ré gEI ve circuitry; 4 a user
identification unit, operative to recover a short-tine key for decrypting

a broadcast_ nessage risin n pt key
ot or mat | off aniie MeBRReas U BrER Hunie Ayt AEhT K LBRE ¥

key fop %&ﬁﬁﬁé@&bﬂ@rémmmﬁﬂf@%{nd@ﬁamS lcegniaénﬁmmgassmemneoymahage
unit for storing a plurality of short termkeys 10 and short term key

i denti fi eraccesdkeYhe infrastructure elenent as in claim15, wherein the
user identification 2 unit further conprises a second nenory storage unit
for storing a plurality of access keys and access key identifiers. 20. The

i nfrastruciyre phemBthods asninCRinmm 18, wiutepi enthptingntitey shbdr tegm kiéyuni t
is a secure nmenory storage unit. 21. An mfrastructure el. erren

wirel e®s cidentifierdurthercempriess encryptingihessheyt tarauiRy deptitierand 2 r'i@”%o"ghort
fg;nmt :(??lelrdlglﬁ %L@ﬁéﬁfé?%éb%és lééftr?q'etcﬁ HbSHo termkey"e Short term key

ort term key means for determining an
access key based on the short termkey 6 |dent| fier; W 03/032573

PCT/ US02/ 32054 44 means for encr\éptl n t he shor.t %ggméeé identifier with
the accesslfey Woa WrelassRRmMURICatAR SySieat RYRRRIING FPTRRERARSAVIER cr ypt i ng

t he traéw n@? ncmé:ﬁfragﬁn?ér}g{esg%ﬁ%?%l nsdtfr%ﬁ.' . 22. Adigital signal storage

devi ce, ions for receiving a short term
key i dentl fier apecaiie cirtuitry, transrri ssion, the short termkey identifier

corresponding to a shor 4 term ke second set of in u s for
det er m%i ng an 884885 gioqgéyc qut e to recover a Short Shie ﬁey 5

decrypting a broadcast message, comprising:
6 processing unit operative to decrypt key information; and
a mobile equipment unit adapted to apply the short-time key for
8 decrypting the broadcast message, comprising:
memory storage unit for storing a plurality of short term keys

10 and short term key identifiers.

19. The infrastructure element as in claim 15, wherein the user identification
2 unit further comprises a second memory storage unit for storing a plurality of

access keys and access key identifiers.

20. The infrastructure element as in claim 15, wherein the memory storage

2  unit is a secure memory storage unit.

21. An infrastructure element for a wireless communication system,
2 comprising:
means for receiving a short term key identifier specific to a transmission,
4 the short term key identifier corresponding to a short term key;
means for determining an access key based on the short term key

6 identifier;



6 short termkey identifier; third set of instructions for encrypting the
short termkey identifier with the 8 access key to recover the short term
key; and wouwswsesget of instructions for decrypting the tr®03[S8¥B329M usi ng
the short 10 termkey. 23. A communication signal transmtted on a carrier
wave, conprising: 2 a first portion cor44sponding to a short term key
identifier, the short term key identifier having a correspondi ng short
termkey; and 4 a second portion corresponding to a transm ssion payl oad

enc ted [ t h T, ' ' ' i
a2, wher eearRdotanrmbATHEpot oty FRFIEL G i alteihepn
nunber gortion; and decyven@esshork &rm Reytdrid er corresponding to an access

key.
means for decrypting the transmission using the short term key.

22. A digital signal storage device, comprising:
2 first set of instructions for receiving a short term key identifier specific to a
transmission, the short term key identifier corresponding to a short
4 term key;
second set of instructions for determining an access key based on the
6 short term key identifier;
third set of instructions for encrypting the short term key identifier with the
8 access key to recover the short term key; and
fourth set of instructions for decrypting the transmission using the short
10 term key.

23. A communication signal transmitted on a carrier wave, comprising:
2 a first portion corresponding to a short term key identifier, the short term
key identifier having a corresponding short term key; and
4 a second portion corresponding to a transmission payload encrypted
using the short term key.

24. The communication signal as in claim 23, wherein the short term key
2  identifier comprises:
a random number portion; and

4 an access key identifier corresponding to an access key.



