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ABSTRACT 

 

TAMPER PROOF CARD READER SYSTEM AND METHOD THEREOF 

 

The present invention discloses a method and system (100) to test and prevent 5 

tampering attack on a card reader (110), the method comprising the steps of: 

establishing, by a card reader module (111), a communication link with a smart card 

(130) for communicating information between the card reader module (111) and the 

smart card (130); identifying, by the card reader module (111), a pre-stored public key 

from the smart card (130) for comparison with a plurality of reference public keys 10 

stored in a data repository (150); determining, by a verification module (117), validity 

of the smart card based on the comparison between the pre-stored public key and the 

plurality of reference public keys; and disconnecting, by a means, the communication 

link of the card reader module (111) with the smart card (130) upon detection of an 

invalid smart card.  15 

 

(Fig. 1) 
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