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Obtain user identity information, and store the user
identity information into athird-party database by

using a block chain
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If user transaction information is obtained, obtain the
user identity information from the third-party database

/ S30

Verify the user identity information, and if
verification succeeds, respond to the user
transaction information
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User identity information includes a user
Identity and a user historical transaction
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Encrypt the user historical transaction record by using
an asymmetric cryptographic algorithm, and store the
encrypted user historical transaction record into a

third-party database
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Each user historical transaction record includes
corresponding transaction time and transaction content
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Calculate each historical transaction record by using a
Hash algorithm, to obtain a corresponding block and
Hash value

Form a block corresponding to each historical
transaction record into a block chain according to a
sequence of transaction time
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Encrypt the block chain by using an asymmetric
cryptographic algorithm, and store the block chain into
athird-party database according to a user identity
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/ 51241

Calculate afirst historical transaction record by
using a Hash algorithm according to a sequence of
transaction time, to obtain afirst block and afirst
Hash value
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Calculate an Mth historical transaction record and
an (M-1)th Hash value starting from a second
historical transaction record by using the Hash
algorithm, to obtain an Mth block and an Mth
Hash value, and form the first, second, ..., Mth
blocks into a block chain, wherein M is a positive
Integer greater than or equal to 2
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An asymmetric cryptographic algorithm includes a
public key and a private key
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Encrypt a block chain by using the public key, and
store the encrypted block chain into athird-party

database

/ S23

User transaction information includes a user identity,
and obtain, from the third-party database according to
the user identity, a corresponding block chain after

encryption
/ S24

Decrypt, by using the private key, the corresponding
block chain after encryption, to obtain user identity

information
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