1 “ 2 EP 0 446 194 B1 2 Description

puni shed and undeterred The possibility that a com petlt%r or a foe may
decide to "tune in" to dne's seem Flﬁﬁ%‘“ﬁﬂ %4B% | rivention .
ingly private tel ephone conversations has heretofore hindered the
proliferaeseriggloncel | ul ar radi o communi - The ppiishedant undeieeed Thopossibiiitytimta oo
digital cellular 5 cation systens and, | eétitorgraforredydepide(qilune in‘dpane'ngeemto
conmmuni .c afleldef the loveation and nore parti cul ar| yingw@ﬂ\atenlwh@amerﬂﬁ@s\hmwtqfqrg

of such systens for businesses nethod and a ﬁlﬁ?ﬁ?%’?’ﬂ?“ﬁ“ﬁ'é"féﬂ@? ‘!'?W"B’P

data com aig inMendion relatep fq digitpl qellar  nfin| G‘?ﬂ?{‘ grpiomy andy, leff uachegked, wi g%tfgn
It has reE@m“F m‘%ﬂ%mﬁewaﬁhﬁ% ®a | ul a i v f"é Yﬁ“ﬁ’}?tf‘?" esses
systens of™ ry of @

the engryptjop pf dgip comy P’P?S' ap
10 pl enem“@&’“ﬁ'?“l‘f 8‘1‘" PES*™ at her than anal %ge fu mw, i
digital i E!P%E&fa‘g “?'90'5,8“ narily, by con- ]E Ip'g;::mmu 2 m'
perhaps, . ons relating to sys em&gﬁg ' Pi@&tbt&th p
grow ng i el&llt':lé} i&tt sqg p&r‘ﬁL C{ggmum n%lafl’dﬁ Q&om clty A
radio fr e%ﬁﬁ% Feld I ﬁaiele%ﬁndnﬂdus'[ r L‘mgt“ﬂa%‘é%mg Padlo an ) Ehannel
comuni Catatioﬁé\ﬁdu@t?ﬁmﬂ%bﬁ%&lﬁla 8416 éothinuhiba-S1 X dte foud (4548 5i(6 &Eh RF

Syst ens  C@biPdybtéiis ddMprise Sniybd Bilali frdclichol thel- Of 15t heharna&ns Thus, By digieRg s pnomuansnhhy
di gi ti Zi N@edmrrABtioRsystmslpfasdntiypii Sp¥ration, 16 O MTUIN sl bied - VBikE bitaiisl, [Wethitiel daphdity
oper a\-f 0N widely béliBved Siallills fesictioh willdRadilpina@@ase hanne land, td@eqhérgin the loveeait Systant oapasity] erlay
bel i eved tahbwill tdpresent & majbr portiombfitie entire gadl-| v | nde dacseasedadrainaticaiin withput intlegsing htbe
overal | s gotramicatiopsmarkef n treenpt tadistack fulure. e pr e s dandwidthrfi fhe volgeoahiarineinApd. cardllery, the
entirg t elThis bellslds groundedsis ghe inkergntaimitations of ot h Gypterr imetiatahandiga sypetantially greater num-
conmunT catcPnyprsiongh telephonp rommuniqglians tnekworkpP st ant benf mekile statioas§ @ signifiagly Iqwegcost.
voi ce chaifish relypsimarils gp wirg iephpologyfe caipd pel i ef 4'@ P@&?M@HW“?‘?@ F'NH@P

li mtati orfebsgibers U‘i“t f"@ﬂ‘r‘i“’éa"aﬁ@"ﬁ?"'ﬁandl e ’%‘i"

convent i ofaprigedpt g echesin é

t |

s T \Q% :%;g Loy i «3 s«mm? gf%}ﬁn
ri drB{oni} E.Q’Fen

withint h
the |ikel 't ﬁ‘o,.g e ﬁi phcated
breeches igfaldifasaey the wauab@;yomm;u.am ¢0n§o %t.mmd (RO bxBdneivOhariRB Sase

j ack, by %h(’in%'oﬁﬂbfm@n 5t vicihasbeen connectel® DS Q¢ 'tﬁﬁkm’%&dn tthhéTBQéuﬁlﬂy persists
stati on, iRtk lodl svEhisgiriceintesinb Janadis NI N. thak A )aie\'éénaIWd’eﬁ\mvsmioﬁshe

el ectiLani GelRRHAGESHYSBRE daf bd ditribuitdd, i fafy@pat, i M nata@dau cévdiaGradié systern [vap 6e Moritored by a
Wi th a | ogdthe GudirdtEtvieromeathdse etrictionddetoai-t al 1 @trd pargTandidlentinly s @116 theidstrinsbntxdtthe h
i 5 capabl dordfhe bidprpdiahermafniitymovablubphosee  sgstan esersDMamwendr, the very dassibilly 0fa
t he di gi t ad trevbigway feomehichogne aeaffice witigput dagri-or | gi -third Iparty saeestinopping eula telephape banvdyse-
t he | engt Iiiciod his 4bilitytte bogpivoirate effectivelppithentin.  The timeutematicallymegcludes thepyse of cellular tele-
conpl i cat @ Behicaligeliulagrpdiceysiom.theasenaathe abi | i mnmmwp@mmuwm@mm@na
and t he urﬁ'ﬂ%?t’%ﬂﬂ%@"ﬁb?@' afivelysmall. vieslespdsy | n 't [feriainlusingss uRgemey be pegllyisensitivelp the
out | et™wi f§e paeh B‘E‘E‘W“ ?Pn‘é‘té‘t%trse Stetionand o g 44 r&ﬁ%‘?ﬂ"@@f ‘!J??“‘"HL?(“%E"“EJ(S%’Q‘I“BT‘M“{’y

t \ﬁfu{nﬁct m temP ﬁ%vi qagvea nﬂonal
a3 perenme § bk %‘ﬁ bty .géfﬁ &eg

be attri bl?f"é" s{g ﬁc ar te stﬁla Qytlg.cel 1 ul toct the
noni tored

i d pard axaw m : f:ees @r (e e S éﬂ%i%@m o

user the foLaaae Q o8l &r Q&iﬁmuﬁufmﬂo be-SySt er{&rHe%%éplen aﬁWeﬁ\bﬁhd Vﬁ"dé on
POSSi bi |  tteddthetobif® slatichhRd theWiBY stitoPbyHeS N OTR: sBdreteHebHaRiSin i dniiRtiétingS@iefybting) and
third par tybnRredoReiod BRAELEH) sitply B GIYAAE  CON\eB&isharing| (Wéckyping])thd iMétmbtich.ysuch an
conmuni CataPpregriae Glectrddlcyredsivérito BeltrequentyOdt akd Oraglebiiéhk isyally indsiveb 8 Mttubiftommitgenttb
cel lul ar tr@bwenciey ¢ the lcommunicstiohs. Mendaanystlear I adis® aSparticddt) enbriptionedice which infag be
comruni Catwith rescesstocsbt airateigd\aed amintkestiippl i C atwidslyavalleise bitwhiciedan b grograramed with
a rel ati velyesdropping canviolatel teegivagipof theGamvari N b u i segetkeyspedficietie $epder gniabdeiyer. The
sensi ti ve nicgtianddrtualiyabwilind with totalimasnitycWhites Wi t Fageeerhent dowavert mushelseringiude ehgices with
possi bi | i ttherehave basnceffesty tp moke elegironiginares- 65 1 aerireqt tathe dngryption tephniauesand|the mpatho
to ot her pipgiilagplethe clandesting najye of gueh actiy-5 5y of @fﬁ'ﬁ""ﬁ@aw&’cﬁ“és‘éﬂ by dierpaevRies de-o
t he converlfe gareiv Pﬂi“‘f‘%'ﬁ"&ﬁ&l"\sﬁ%" o ties % t he tched tel-
wireline rPaYeRgPRRing @85’?"?‘?%%""(5 Tati ons ntRYpre 'e%'ﬁ'c‘! ’WB‘P’R“’EMQ)
be available on at |east sone circuits. A2significant di sadvantage of
existing cellular ra- Once a decision has been nade to protect the dio
communi cation systens is the ease with which 45 transm ssion of digital
i nformati on (data) from unau- anal og radi o transn ssions nay be
intercepted. In ‘thorized access, the originator (sender) and the in-
particul ar, sone or aII of t he communi cations be- tended recipient

Y o, o T T I L T T T .



3 @ - EP 0 446194 Bl 4 inplemented by prior ¢

art encryption devices. In one ing decipher ing inpossible. such

techni que, known as "bl¥®ck substitut i BR0'446t94B1 A solutiol to this problem
has been proposed in secret key bits are mxed with bl ocks of data bits to
the inter pplememed bypabritendfiition Bévich) Ih o9 1/ 04 g deciphériig UifigdssiiedCks Of

encr ypt edsudf tezhniddb, Ko seCibloBitISUbstitution*y b Ch des CIA saktiono %8 robliem heewbiedn frysdeéith

| n whi ch kestehkely bits aré mixd withdsockd of dath Bitdtd t S Whihe Nntetnationel PaeRtcApplicationaWe9 1104620, 5
speech/ dapmdwmeblocks ofeadriritedgiatanWitr binek substi- ar e  C wlithedesuaibesglnebitei rédiqsystein thavhich both
encr y pt-edtutien blodks$ gf ditsbitsivhictindiffer mpsely by amin-  \\bie n sidechivatelard signgiliradrdormative efe/clibdred.

| nf or mat i gabitamadu piesdalgblocks whighhdiffangh f  ( 1/ Whengfothtthecdryptedispeeghidata inforationaand

t he si gnthPPWQ? Fﬁ%?'l‘?éﬂﬂ’%ﬂ“bﬁ"@ posktiens, agd cj phefhe i Q!'f"g\iﬁf%'@a%rdwﬁfSFrﬁMd {or

encr ypt edvigede 'Ul?ﬂ%%ﬁﬂ"éﬁ?‘h °°kﬁﬂﬁ°'l‘,’9 phere “' “tmhml'e .
to the no l{:’f’é: %93‘ ue?r:tﬁzn
erhoe e ‘*ﬁw m oy aha’é’fp 0 s n«ﬁg
SUbsequen r u e nc ataa type fxﬁgﬁyﬁ %T:-
drop-of f, .efm Q% taa% 5 ree%h .l: Thi

effects Ofldl daai mf‘ﬁ\t

the gsso- 0%&69:'\4'%9 e&&?dﬁ%&w‘ﬁiqm oﬁbe encwm&o%a sama;a no diﬂea biity of re-
cont rof  ckeygtRah naliedarinfmeRortids Ci - EyGHrGHiAG the clpheriA® bf spBechidata and slg-
appropri ahemmahrmtﬂu&eaexrkeysms and a Ph&r@d Si gRalinh inkemetier. t he
synchr oni @e6dkipGises atel appilad tothe kegtétebain @bnefaldli O COMMUSIpat@iti4 FE5536 describes a method and ar-
p&?r edhich g@ferdiési axtredn afipseudb-tandbni bits &es C 0zod a rangemants for prividingAyrebrodizatibirimween a
encr ypri oferredtg imrmikeystreane Thedoystraansbits attend shouitedit fonigeneratifpea dirst pseurde retdomrkey
possi bl i t yit-lfbitredule-2 \eddedcta rhegdateebiatpdor tand o ddamrof bitsitd terneed ic engiphéring i stweam of
synchr oni frensgissidnebydhedeadsr. iy identicallspstieamlat a adeta biisgith aitcuit forgedrating i pecondpseu-
secret kegensiatosis yaed bythe epqivestogroducg g Kem g | nf smm!orrtmy strepm ebity)lg be used jgdacipher-
appl i ed t Heat gt %’tbf‘%‘&'?ﬁ“géﬁfé?‘é’f‘ Ty-bit meds emers Tegra § a rret hod
and ar - 3ﬁ“ YBP §‘§udo rand‘b '” '“°“‘
for provi %eﬁ {ﬂt ferr
keyst rea e req""es Q}L ner at
bi-t-by- bi [ “5its p &ee.;s gem, + &a% -
used in ‘39’5 e's@&heﬁarﬁ &%’i@tﬂ {né'n% Q‘ Ssion ti Sg.’f Q\ Cdent
keySt ream ty b tofihe%sb& 's}nc r&H’- gener atﬂh@ﬂreanﬁ% dQe%%f usG% G;ﬂ{u@r
i s used byadoh enaga%%uﬁarm bfor RIHOSHAGHt den-  chifa bran iRkl Jcﬁ'aéﬁ&
to be usegmskh A& ehdfption bysterls, KA bh‘i&nl’z&tﬁm of  Dindis piukizbs RS Rw eblf&ahampm the
md- 25 mayigh viehed 416 bgtbéientbetiseenasealer daisa WellifownSACCH-datkiacroate b Bidcidcoumtvalub e
recei ved emithe/rpieier ort@iehumber of diock fuilsas toeWN  ITE tr@ehittedifo the rédeivarndihiEmthe resbives dnm
t 0 r ecoveapplididrotna cgmman initlal istate ulii diaggenekaaD| € NE Gicatestictialwherbdesipheting of the satkivddet
and recei tiachf apartivular kifhOthertpridr att eryptidn sydhi S t e phenadgiute isitebpustaried t hat t he
keystLarrtemsatoue'ando wnpttkeeppa ounbiogueouitof tt | Ncl uditsaghesERWATHE 073 32B digciopes the dtapsd
at t he™ r efwupbpeaf applief! dagly pyises pedirelyrivstpad.lop e miseignrfswéheanisminfdrogtion onkdowraledats
channel s, "@d@f‘l‘?"’&g""c‘?f %ﬂﬂd‘ﬂéﬂﬁ rqcgiver fo thar npny cigneeh (in & aupredseme initiglizatins yectorpigter-
guard ba atthp Zf ‘Taﬁ‘ﬂa E‘t’ﬁ’P‘(‘l V) aﬁ@’s&d%;rgt“‘"‘ ?%ea*hatenfimred data

d g nof e sec-
\S/g.::]l 2'[ yagf'mﬁglég‘g % he[ t ' %% ynchr ?{W gg’é'ﬁq "T“hg °dﬁp§‘cz s
ot use a ma&wezfa gwo éﬂ ok .ngim el 416, Fig 8.

ormat of , anscel ve eechldata or conlpr im% r'l g'j,é':ﬁ mthemesem
encryptlon sm&g@m MIRE RAO HYstmlidciyh globdl 2 S rld sysfeft fitng
for examkuﬁrmdr&aﬂﬁe%ﬁ% h@ﬁaseaﬁ%qreeneruw gl "the%% €£ysm%5ndid€ﬁ|b|

known SACkehn Aaiiiad dhd 6458 dlaon@inBleQpdfent; R RitY abii€ @ int me&,mrmegmepa

of clock potsBredo byactishize ithesubs drRbadelstd-NE I' € GeValbVg. Mhhinthids of Uata bIBGks WHIGICAY RIbe

i n- appl i aehstd dutinforc At WHenithe dyhdhlonizdtioh & UNt i lcountd@ b@SERE deciphéling Bicise stakted fh the®
when deci plwensmitthgdiasd distion/molsile (@ dice versa) ison  Of redelipr ti cul ar bit. Ot her prior

art encr y josiopgropspff for sopiegeagah ctlathar, forfnstaebe St ar tYethnotheritgpe ofostgption systeh indlodes a
keep a r udwringhaoderer. Wientthe conversdtiog dakinge &P- Adun®r @ik mdBinsla @ohtottbsnumber of key-
trans- numeesbetyeenihp iwostationsdsalsosipheredsfunnd r elstyeam bits,toe bidcks ofkeystea@m bits, previously
of synchr 818 phlemsicar egyrideato g drop-off imthasit-e dat Aenerated) Trietoulnuti bite of; the, cqypter are com-
sender an@hPEiEBloviRe adys! dnhering corgribpsby ek o subiBed wilitae saget ke bits lergeperaty detker-)
Inter- sanme state at the beginning of a fganme and the appli- spersed with
transm ssions of the enciphered data cation of an Identical nunber of clock
pul ses there- bitstream forsynchronizing the generation of the sec- after.
The shortcoming of the latter schenme is the dif- ond key bit stream

(comng froma receive crypto bit ficulty of reestablishing synchronization
shoul d t he 45 buffer 416, Fig 5) for use in deciphering the enci- sender



-~

5 ¥ % EP 0 446194 Bl 6 stream Because the
transmtter and receiver coun- values match for correspondi ng nonents of
time ters are increnenfed on a.regul BROMEIEBANG, st here- ®indwhet her the
first and second key streans are In fore, take on the characteristics of a
di gt al t istredntl Beeusestiiettdnsmittersaand sabdier @ae anot helies matolafor edresmadingspertants df Hine
cl ock, suerkamrinceamentypon omgdardesiandstheé-t en r aindwhether thefirshand sagond dent rearastare n
the secorfefe. rtekgion the charasterigticeof aggtaHtimeddate t i ne-sgichyaigm wikhopesnotberds pect, the
syst em ¢clock suchamencryptiasisystam iy eften eefaypd ohe f | rvglue pengpingd isithe sgeong register {8 resyiyith
advant agesgftimeietday diineo eicyaiop se™ en encr p- thesmeier iy "er’%’n’t"stl’l’ﬂ"t‘?rﬁ% avﬂ"?@‘h
t he val ues H!Né"%@g‘"if fhe Hm sqaéf‘ﬁv?‘b%‘f”d%s in tsﬁﬂ‘df“aﬂ’ '?'l!i‘tﬂ"\"f‘“‘?

cone di f figh H'E:H‘P(S Q‘é‘ fha rpoelver:  and °§‘é‘8 B"t °sf ﬁ?d?ﬂ‘”“d

synchr oni%® transplky, st r
e e ity
i nvent | 0 t&l ef gﬂn’: &e: recel Vieloniy di

coun- é?rlal ni Catﬁi n)nQ Ptttﬂsa SJ

recei Ver l m Béginify a %d i aorysr Or 3Rk &'Bﬁsq ﬁamsl a
digital tRcenmesthe (ﬁﬁ&ung théﬂéh d Sydtéhs bWt er CQM&Hoﬂﬂanwumen éléb'ﬁthmicﬁ)iﬁaﬁﬁ&!dﬁ 6?'
Ni cat i ONSvé)is the Providich of thé frardmBGcbunter YaleSt 1S Qlid@-bibdigital valde behtaind® inErGst Rehisteg
and appl WnRaGuffiientieRéduérnt basisid 46 thebccudl®@m Key Thb vaaomdined inlssid first reyRRERE Méreflontit
afir il erorscadsed byté Siesigendenet tdiré-f | CUl teg atvieguior petiplic itecvyis toarany tHe@attern bfn
accor danaeivaricbunteavalua Froro this trinamittir coimter gal-a  f LN Aits Dithedst key®trgami. Thetblteof the divst msew N
of the tnefsrardatiely logperdodof tival The presehBn-  a  mudotrandbrn keycsirggnt ia combinkdiwithacstrean efe d
i n a (f i,r sentiop peventssuchaprumulgtion Piegpre by irg- f e qLiakatbith caslyiog cammuoieationstinfametion torbe-
The val ueidingreeatinvryg of yery Erpquentjupdetes b fiest er |s9“t|fmté?rﬁ’ﬁ‘t'°°aﬁ¢u't‘$’ 815ee9nd lopation to
caused by'aﬂmttﬁﬂwe?@ém\!“‘@fmw heusedtoresely 5t E;é;(g’mg phicaiiy enerdp the patp giregm pad witg 2
vary the hese R Epyneirnize e syslemye f r GPETE of i/ ‘89@9??"?'{3’ F°° gﬁ?éﬁ"%?'
bits in t '% ‘{‘fh %‘gs"c"}“@%ﬁ'°“?ﬁ‘e'°’?ﬁ“i“§‘ of tI‘f‘é“’?qf ﬂ tas"ea'" en-
rel ativel%" FW@“B‘B‘? PA¥5t i ne. The preséht § ° eda 5 @ '@thevalg’aﬁmege'

conbi ned giyhef ARt | 0N prevent s % Zfé i é .,t%m ;'i’eif

pr o- a bits carryilng communi cat i ons nsofen
bJ—éﬁdo

conti ”UOUS R é/S‘sBé/m&‘ir%%@:%nM&Q%ﬁrﬁﬁd&f the o%&é?: a A)é&
a second ,Lému Biimbifta %2&] Pifehiyemididde T sy 2l s & ¥ uRidYn Emhlﬁ-ﬁlgdléitﬂ vﬁlﬁ‘&&&
crypt ogr ajahl \ﬁﬁ\‘nla\’d@@pﬁé& cdiss Systdrh HAM AN Caiibd iR thd sbddfd ;@&&4 i¥ §dnerated! i R8or-
and to r ahG & PegiRo-Fandont ey istbam Sibite &M Of  Cdalidalwafl ind Rigbrdi@n. Tie RiI6 Oshehedlm it
St r em r ayenabhted¥n décoidbiie WAK BB @dckHYImat @l Ni T | adebohd dgRibr Biitroinfted attieGsame esuisred
from t he feetienuta maio-bit digital vallé@nBlinédin Sfisteam e rperigfic litbreald adttiaifived rogistgr taletthe pat-
pul ses. register. The value contalifed indiediestiregittertidin- f iss St tedn@E bitsiirothe seoridrkey st incel ideotical
recei ver cdmenied aceguban gherdodic drttérals talvarpdheni t h  t flashion 4d thepattemtohbits GrathSshNidaRredR.
THE | NVENBtt@hlofbits in the first key stream. The bits ofthe | n t The bit$ pfdhe seggnd ppevdo-tandontikey streamnt
at regul dirstpeaufiosiidem key-streany ayeypomblaeriwithit er s p eareeambinpd with thia straam ot ecimiographisally eprf
en- % orfireaapfdeta bitstarrying commusisatioaninfermar e | s Goded dgtgaaseived attheReepnd lasation tpdecode
secon ps‘@ﬂ W&Pﬁ'ﬁﬂm”% °°§? P‘éé‘?ﬁﬂ‘r’“ﬁ@t‘hod" of‘hg'ﬂﬂ‘mm‘ﬂ the FP'WQ""‘“""“ '"f°"“a“°“ and

crypt ogr oM WhICh "ﬁ'fFRf “b GBJ;V‘ "'f?&'"’
i'% 375'*" AR

digital v rv' gﬁ% F tel e data
taied in ?‘H § editsa @s?,[e ed ingace hed the se dlo-
pseudor a nd Juﬁé‘ Lt&aln%f ts a”f:}? E i &ﬁ? fisfl

cont ai ne ehgl'a rﬁcﬁ wﬁ[&vﬁ %Flthlt\ dd?eg@terls er-
second T eff,aleh o#asm lﬁlﬁfﬁéﬁ%ﬁ asarre i réabived vailE df he
digital vabiha régitidh. ahe Gdilie! Bntainddin ﬁ.& secBff | 0di CrobiGthr@th ua&ﬁ.mash&m th itlS¥alues corre-
regi ster rfogistdd iNcrériiteR at the §AirSguldF periddite Val UghoRddbrcaredfndihgindntafts biitimd nd wheth-
regi st er ihtervilsias thedfost rebyisterio vy the dafierh 6Fbits € 56 € Caritied flke Mndseton@ KBy Istheatd aleGitsyhdhfoa
cr ement edn tib sscagikeypstrepeinianidentica fashih todhes t 0  Vis yith br@ andtihi on to the pattern
of bits ipetterdnef Hits indhe ficst keystreapa iThe Gtadfitier N of  hiThesdrawbatkwiththeresiierlpepposet methed
The bits ssbondinseudirandim key shfearh ace mbioerd pseudmh&m@osmﬂwlzeﬁon@minhwnl purposes
pseudor andththdreseived steampizrwptogrephiselyercodi t h a is abthere istrinlyee prssibility pfaeestablishing
of crypt ottdajse despdethadeta infe tha semresmicetigns 199 t ssvedw?F » REERY BT (B pssenipted control

i nf or ma- infornetien endthe Yajue eprjaingd i the gecordecond shgenst FAGCH, whighaioppally frangmits; the syn-
crypt ogr apgiFterp periodipaly gamnared with the rardiyed he  enghronizigg infasatign, containad B thy gandom bit
conmuni caYfUsALhe Rt GRS dierapRr el it o i ST RImPesed gn the seeechiciats;fig pnd the

with a streamof data bit carrying conmund cations In- Also transmtted to
the receiver at regular period- formation to be sent fromthe second

| ocation to the ic intervals and Interspersed with the transm ssions of
first location to crytographically encode the data encoded data is the
value contained in said first reg- stream The data stream encoded at the
second Io- |ster A second pseudo random key stream of b|ts |s 45 cation




7 D EP 0 446 194 Bl 8 signalling flow. There . -

I's, however, a further associat- accg rdance vmth the present invention. ed
control channel, the so-called slow zfg’ FIG 8 Ps a sinplified
bl ock di agram of base sta- control channel SACCH whi ch coul d be used for
tion equi gigneting flow) There ischowaygr B Frsthengasociatof a bas @ccetdance wittethespresentinygntion.

synchr oni 9 sRgtre! iehasnstathp eroaliy slow @ssdipted  tj on  FIS. fsiacimplifiad b ﬂtﬁhﬂ?@wfﬁ?ﬂéhbd o

is appli e@"‘ (R GGHliehrovid b | ysedtifor o o npb tieneayippantiustiating that part of a bageysta:
9is ati F“&F’QPHW"@ H‘f‘?“l"? 't 51"E§°"f he pro- “VM‘?‘@T‘P""PH"’BGG‘? methnd Igagplied,and

af or esai

od® confl% Eﬁ%ﬁwwuﬂ'&f% the pro-
I ncl udes

2 Qi eSS % g' s[5’f’at8,§]|l_annel SReseq et
DETAI LED M | C) hus i |
aspect .of 1T hg s '#'. a%tﬁ&eag ol BUEN I ON, Eégﬁkg F@ﬁ“@gn Spﬁnfﬁe
syn- 10 &@;ﬁw\, ', ationh é&ﬁg ontj,nuously tween the - Ref erring -
first to drkdtzation s irb¥aRtel Sonk Yoo mt nele- t irerhrdt BHRG. 11 tHord 1 AudeRloiinlo- a
S equenceOfivo SaERE, ;mmdfas@.u&ea&%umal cel iU SnvenikiilCoefuly B bdnnhiidstio
for the fpenreediamedor B Falér sidtiod, i1 bver - €. €38 oftpieRbitkin tid probBR irkvéht

t he pr esetien itie\diphére® Bar@fidsion\bubieeh RandstepNer €derkily pittaifs. HA® A, ol QbIVE) GocdrapRiedred
eral y perdtsaibwybasestatidn} &ad ablavestatian (riobileatay (@ O Oin@\{baiséen B Iftb @ blurdily 4f0sHEiGuous ra-
station) tenrtumtionk armally! Thlsiidotmétion Bitlassmitt 8- 1dio caverygelamas @il CY-CAE Whildthe sye-
pl ur a\r“ t yted Lonimutsygevetthe rstow dstapialed feomtol | ONS teorohElGL ¥ is shiwrs tol indude paly O pells Sit

t ransm t - chanhelSAGON Jf sygehranization ovepthe fast dss, C1- Bo@i ba/\Hedrig undeestaoy that, tine practice, the
conti nuoﬁﬂ%@ﬁdt%@"s'l RARCHodsensioff fetiing ont r ohumberafel¥ mayibemudh tergers hown t 0

i ncl nge dugng-heng-guer, theredlp prayidad aduither| 2§ eﬁ%ﬁgﬁ?'ﬁ?ﬁ withtend jocaiedowithintaact efthe

as- Lﬂ°as'99i§v°6% fr *“gﬁﬂ@'?‘%%%bﬂa‘?’l‘iﬁf‘e in 110 Is abgse staien ‘!9?'@??”%96:181 B10
h | enper; h
chamne! £ aﬂ E, b vt g%;% ded ﬁ%ﬁ‘*wm@‘ﬂ?lsg%gs & %‘8 EW

and | ocat s ?']%'3 Dos wwbﬂﬁ mted

0SS I t ONS
generatorﬁl,i ' h,dé‘éé‘je o @3‘59 %taiume.ﬁi& kT “%a
1 ra

slave stajy Al '".'xgdherifu”@ge, a0 ow?
pl uralltysya po) arid ot S cobibiod evuﬂ 'ﬁ’gw m‘ﬁ"&%ﬁﬁ&m&&s}waﬁ

t he st atigymfol chameCh Of the base stat]ons Bl- MatRas B1-B10Hby Be Iocatéd foar
obj ect of the present invention is ther ef39r ethggh“pﬂe@r@roa.egmghm&“@mmmof
cont rol | eBRIBEDESTRIFTION GRONEIDRAWINGS DI OVi de  aths &BLE1EI0RARdy lluininite the Eells C1-C10
synchronizing ci- 25 art. In.FIG 1, the baithaadd fignale BheBdmibakbctionallylopdipdeed -
pher &'t r anT masbia invaritios pit ®6 bétdaumiestognal S biwnallp.Mherefade, thé@presantaidn obthe lcbiialar
celI's Cl-488@s nureape ®bjecte lapd advandages lictiet onar yradio sysamwbBIG! tis & pdrpaes ofilustration
nmobi | e ra&meappamettfetwppwbdimmetdtbmmw r gt | enlyahd inwot iptandad as attioitatios grsbespossible
whi ch | ncte the éofovdngideawings inavhigh:s| ow associ at ed implementatipns obthecallulgroadio systerat | ons
of the cel | BiGalis s eietorigl ragresentation pfaseliuignmnnel . With continuing reference to FIG. 1, a plurality of
tem the bad® Wf‘%‘h’ﬁs gyptepniosiuding apypoblieyc ot ed'"ﬂ@W'S'@ M’t%@mb&ﬁwm the cells
ot heriyi,se aﬂ%‘ ‘g’r"BFFP' ] @“’E’Eh?fé?%? longpndF  DESERF shown in

the cells Yy % uni nat e B IE’G yngderpipod th getual

ei ther omi gdi ‘ﬁ emat Os‘ 'aga nga §|| e pres ndw f&zfr‘i:g'ﬁl'f'?y'ﬁ T’%‘?’g‘ .
under st ood d em epr ese y N%'E“f fs
nUMer ous Obhécééa% ‘6@: e‘?Jun R'c1-
pur poses Of ydnlehlighhdnfist®R a&@ﬁﬁncﬂmn%'aﬁv- L Ot @ﬁ)eth§ bijde @ftﬁef Y stations
reference pobfmenti i st df fhe PREent VeRIAED aS @1 hudnnaa ‘biticuBPote @ tROSH B1-616 O
the fol |l ow Pg. £k a¥dnbgicibidckdiigali of a prior art should th&mtt@-ﬁdp@ﬂS in@faciiddCon the

cel lul ar r atin@ofsipdriosh endypiion dystefy; & Pi Ct Or i al indidJuBIRISENEE SFlobdhbf b mBbite @latidhs #1-
ra- W th cBiGtS iseipiegrial ehosartion df@nfebdage 1, a Riowhaimay ivad frof bes I66ationkNa alltd 2pN S
system i ncl iodi\atlgpeabmbiomasynchmmbﬁohmedtaat | N sothdt offiidnamy célido aradjsdentiot feighbdrig
cells switchitmg center, a plurality of base ef#lati ons and Cl-Cl0. Again,
only ten- o BB} &is 8 sceinetie blogl dingesincafi timerofa pl ur al Eadp Oﬁﬁembﬂﬁstla&iomtmwwmapableof
40 “FI G 1 Ayt or blockreunt drivee enerumtion sy t hat  nHetingierresaiving telephpng call tarough one or
schemat i ¢ bWk Ineludes ra yneironization @echenism  n npipre ¢f theghery alations Bil-BAQ apdyp mebile
much | ar ger °‘1“PF"{°1°6|'|‘ %ﬁ?ﬁ’ﬂﬁ%l’ﬂ"‘ the @epsenhing c 81 aRiehing gpe ‘?f Nﬁﬁ’e"@rﬂwb" F“éf@h‘%@“&hd

will i nvar| f L senu erg’%m%dl rrenl‘s%ﬂs ‘Hggr"@
t : |
e T T A SLE Sk

sone of the cells Ci- tlon equi pnent usedsin accor dance with one em.

Cl10, the presence or absence of the nobile stations bodi nrent of the system
of the present invention; M-MO In any particular one of the cells Cl1-Cl10
FIG 4 is a schematic block diagramof a prior art should be understood to
depend, in practice, on the time-of-day driven encryption system

I ndi vi dual de5| res of each of t he rmbl I e statlons M- FIG 5 is a pictorial

Y o o R M I~ o



g9 * _ EP 0 446 194 B1 10 work (PSTN), not
shown, or a simlar fixed network phone 100 and destined for transmi ssion
by the nmo- which may inreclude an integraugshgapitem digital met- bile
station is provided as input to a speech coder 101 work (ISDN) facility.

The rel evggk (vfs?ﬁgﬁ&ts dWASor BSimitar b RV e L S mﬁ e Rink@ho n%mlbyhghg- a
digital t tr”nﬁgét\% Lyelainafitdt RéAt er ﬁavh&ﬁapsinp #apdbit coder 101
stream Ty @9@:&) fdilty. Thé RANAM Sonh&tBshs bV i ded &ﬂ.&.tobmas voi&rscgglﬂtimﬂ]gﬁa he
nobi | e sVéwesdthdobile Switchirigitbriter B andIREYSEY S OF  dERSIHALSSM. Ime mmsﬁmetmmﬂwe
center MiéatendBi-Bm, BiSHdivésh theShiNile sWiRhiOt CO MDD tdta packets B2 mekiskges in@ttoidatich Wit
access (T@Méc)Msmh thie §ETN @iSDINyaréivbctmpiete- F| G timebdivisianr rauitiphl dccden (TOMA) Gclinitas of
of or- dy giowain RiGrhuhare selikoove. to thodeatdr- as s o cdigitblechbrurpmnications. & fastragscsintied |contsol
the art Slinary skiltlinthe art. Sinderlyl Healdarkoewnteio- | n-  chiarneh(EACTH) ASErtor Jehaxchanges carbl
ex changesclule moredhan ohe roiblienitening henfer biacelrobi | eorsuiendsar PR with & hasexstation in theor
super vi sdigr rediosysteraandg qopnegt epchddditiongl oo 17 - gefidar ragiogys atiopst FAGRH gen-
connect e Awilching qentsrfa p different gropp of aseBlg] ar r a¥PteS o8 %‘ﬁf’ ""H‘fE‘ SHFE faehicsidpre-
FACCH gen‘imf)?’ldép %‘Wﬂ?ﬂ?ﬁﬁ""&'&?"é‘f”sf”ﬁ capley ffer‘é’r’i’t"s ’8’0 f&?‘“ fed and the contrpl greg;y
oper at es ‘?'ﬁa 5’ lin {3 f a hi on V\/ner‘??g"% gﬂ'g c%?ﬁ'?@?”r?’%’ﬂ’@s‘
swi t ching_c 5&;‘}3 'gﬂ'lwf rame 'Bfetoier nd Lhe

cont r ol ce or speee a st-one access In contrast to the a an tion ofthe
g&? oont ch nnel FACC| eratﬁ 3?' a slorr

gener Hie QQ(?J Blone ss tr a”&xan % ) 3> oo

al | ocat edb oH\éﬂon tbgrﬁirgc@ oa a éﬁ'ﬁ ge ﬁolm

channel s ﬁ&dth@ée nﬁs'i% ch%@mﬁﬁdﬁ%ﬁ incthee ind N CONGukRBEr trleCs, :saé!: g H%?&ed
oper &t | ONcofing lchPsighbis, b ball SR Bdge sib€ 26 ONbrighl b@aanei bits sanu Feflded Qs afphieet

gener at Ornaisdgage RsfohDUARSBEHiGH Bba@AEEO|  CONddeimedlot i B Medsh§erain (FRume#) Whdirien N
of nDDbi | enafivaicd QRmnel Casighnhts,( HéktbAdhcedMNEr at Ofoddr® 304; A0Y, HUBIGE! Sdnyects to AY spBaeNS
of i nf or nAatuttidRs dndl Zhasdofit ihddctions aaB chobilecdl ved @& Nge FACCH bénalatof R %ad)SACCM deh-

t he base thhaevelsout of the rddioanverdge sfoneiceilasd S C heritorf 103, s éctivelynBach bitind aharaelicoders
out put  of into e regjaCotdrage ofanctbepeeil The ecaieigne s a 104X 100nvrforgs eadridetadtigmanid secovery
out goi ng igk chaghelprpayperpts githesin ga analpgor 4 engt hbvyyanipylating dncominy dstarusing tha techniques

| ncl uded #gitelamada ot & eFmbingtios themgs,n thedigishse si ¢fisenvalutona gpgoding, whigh prptpoky Impprtant
si g- eac'ﬂ°qei‘¥fﬂ°%"f“i§F39Pﬁ s‘!"h?‘ﬁﬁ%@&%‘ﬁ'ﬂal n ( f¥aiRits jn thacspaerh epderang W%"a’“’y
channel dipitst 2ignalfersesppiations code?”g‘*i C). "1’195”" t&wsaﬁ'gé fieanhbiia inthey
to the s E:‘ "’é‘P‘F‘ ‘E“i°?5?{§‘°§ﬁa“a“??hﬁ'éf8¥‘i'a'a i 8t riP&‘E‘i" ‘1"% agg uged for oo

re eon e

annel

faRt Py
gg\j;ekg/g\e ?% over?dima% 8);%%2 dretslpgg &plr dl

t[ran
105 106 pﬁ ef( ral 'A' S mﬂExs e%gthe g[

coders in ﬁne%?v;s.%ﬁ%her Ceused

ei ther ing ol Thé RERAUnR %fv' ng ' n SQﬂQo t@ftﬁbsn‘uﬂﬂle ?onsooupledm'
techniq Ueiﬁatﬂhtg htsakes mpféﬁ.e %tsa bR ThtAg 2N he5 9Blist thigridaliét 198 UhibtRlivided each data
convol ut i bf itéHmattn iom a\tioroht dth SORS b | NPOT fhe¥3hge iPBLranshhlddddY thaRDEBR S@iffon (for
such {as Vebirtte®by guaRlltinlfrofi ode anothel, andhd S | N &M EMEdRageCsdRtainiag) 2600E) it6 two
r edundanCctmesidtsare grouped il Wediieds fs Weltkngwd als S| gihalbut Rpsirars Phrts(each Part contadil 130
(CRC), whietteiart. Thh eumhesftige gintis berdameé vdtied S | N bifspar@ngedrin o chrisedutivel tii@isors. o \tdy
t he RF cheapensing ofPthediandwititt of the3jital Shrmpeih) ¢ odemarinprative deteriogpatiye effécty pft Rayleigi fading
used for toushttobe ssoag@sdateg e te BE chahash dhqyener amesdbebsignifisaniy redueedoThe qupnt iohtge &- 7
bit errorframeBw,: foppxan nsigopf hseec@) tires, i ces, bumstiptepeaveriPhipprevided aipputto a modulo-
Ref er ri ngoolgeagh °f8 igh '?f'°23*°dtt?1%d'%ﬁ‘aﬁ'7ﬂé‘|°' c dfier 3 29decy 109 where dhe datate.ba Yrapsmited s o
digital cH% ﬁ'&ﬂRF °ha""°' wilh W’“’Tﬂ?ﬁ tyee digibhnect eﬁf‘ef"S on,a bitpye ‘ggsé%!’épg'ﬁ'?% r2a9dh s

= nhvgpgor F.poeu

o et e p;e@ ol um | 1oty f‘é‘i‘ﬁ‘t"?msﬁf”&"ngP"“"‘
channel s m%§°s e gﬁ% \éﬁi‘gﬁethe FA '°§' ofthe i.gg L ovided
Eh%wg‘f’ 4V Sa0 %m : Ps%QHE 0L 148 22-bur -

Lifiz
mul ti pl exs;{yn erbﬁmfs%&p i, | 0€d 1NLD a > amm
cont ai Ni Ng -~ RefeRingnerttb FiG. i%ﬁe@sﬁa»fﬁﬁm&,@a? whi ¢ hr\%QO% e%acfauﬂk@ é?ftmg
i nf Or mMat i QRerhdtie Block dibigain®f thékhotiledtatioS SydipCe aNder {FEEIEAR odtid! hﬁnﬁd&é}n&ﬂa inteRCkvY
the: mobi | e wih brefisddiiMicosr@4iad wAthrle Bibo@iliarlssl T SACCH datd Tt @néiét Belkiplts tord Whrst hin-
exanpl e, merdtREHaPesard Mvantio. e dquidmbattii) | Nt OeratéP111. ARRKeR Inpiit o ti bBrsEenetRad 11 is
I'nto ' fr astesed indF1G. 2 mayisd dseddoraviimunicétbn o ual  bprbvided D ittt citppicdf te nfodlale2 afider 109,
cont ai ni ndjgitaBéhannelst Aeica isignal detected bpemicef t | e Tiw botssggnemtof 118 predugesr “imessagelbutss)
arranged in two consecutive tine slots. Ip this depending on the bandw dth
of the digital channels manner, the deteriorative effects of Rayleigh
fadi ng sought to be accomobdated by the RF channel. The may be
significantly reduced. The ouput of the 2- frame may, for exanple, consi st
of three (3) tine burst interleaver 108 is provided as Input to a nodul o- -
slots, each of which is allocated to a digital channel. 45 2 adder 109

common R \bable i



11 ¢ -3 EP O 446 194 Bl 12 of data, each - ..
consisting of a tine slot i dentifier (Tl), RF nodulator 117 is anplified
by a power anplifier a1tdigital voiceEeo4snisgdde (DVCC), cottrol or supervi-
119 and then transmitted to the base station through sory Information and

the dat a drgath) SadnlordRiiiglcr & Hme 85t iwedfiferAHENNA T modiiof 117 s dhpiMed Bl & ovad? aMiiier
The nobi | fuighél 3biéeoiof RESDVEES), Riniréi or i at ed A Bird theh Edsmitiell Bhe taseutdiion roudh €
ti me sl OtsGryliforfkatioh afiEthe dita to bédtahsrhifisdlias Ne bag@n@dnatpen t hrough an ant enna

121 i s a fhhepexpidd led@nt i fi er (Tl). which i s USfGhobiRistationTecevbeiurst MOduaGARIGd -

to a recei veansinigd indachat the ik sIBBIif 4 fedmel I & | mAB Mo theCmbé station tirougle are antéhhia 121
synchr oniigatinesiol identitler f)cwigeh is wgedfordimeslolr  t he ®alected B re@iven 122.14 recdhan cedtier Fre-
gener at - identificatiop mﬂeetvb#r@yncmﬂ(rﬂr@@)ﬂg- whi c huensy for theseleated retdiving chahnél is ganerat-

recei.vi ndtafve RMOCH abich ensureptBatdhed s up-edby dreeaivinRFequiacy pydthesizer 123iandpup-

decoded. F’M’e't G'Emhiﬁ being fesgdedoln therex@p- d e np chijedde efyRF demoduiper 120rThe B defeddulator -

plary fr Y RIseRt inMgntipns gy a det u ate theyece signele d
tipn, g eatefthe dif ;13 isuspd éndempdulate theyeceivedonrrier

to demodd E's I‘Se@él anecfa'r?ﬁc%ﬂms P' *nal fé?‘%?ﬁ‘"‘?@"‘ﬂ?‘? f"ﬂ“3"°¥§9’t§bﬁ°rm“‘°‘ﬁn

whi | e an| hl“ : mtpf" mttec&ﬂl

I's then ﬁJra { hr.ge d di n:a then 2

provi d ded n@a 3;&% mﬁ lﬁﬁ “IL da@%ﬁ

st at Mo th@m%WZME 0o)M m ntbhigdver d' g' t t

pri or to 116t ard @R Hncl o ORED §érbRbr 112 16 pr6- burstaaa%ﬁaéatb &.e m@.sns ummai.5

nmodul at i Qiiee alsdfes @i Béskae blrdfsOsatPéompiset 8 t hen daganted The burs?

gener at Ordath 1260 GRFIHACER irfdhation (12W0ts), Tiide ough t hﬁ\e&?{ﬂﬁb\ H&&Eor 4263préduced tivy BBt
det ec&“o I bi&)codd OMCE (Titits) dhd 22 aelitkbsr bil36r, t he cAPutelafRdt outhll, LbmE@IBAET dighded Sgbech
convert s sttbta of 393-bhs vidshyabinteghted aabdig tohe di giatazind EAGCHadkD, tahba S§uond sudput) /cBCC
gener at ortheltinie sfop fopnay spectiied by fhe EATARE-34y  he pospdal SAOSH dithAThe tirsboutputigdupplie to -
dat a ducetapdaskeri es of nmessage bursts, each comduie-2eddersR? whithismnmectddiioa2b@80
bits), SACCFch ﬁf@wg@wggmswyd ingme (28 delrrieaydrdd28; \The) mpdulhed adderch2? 1sX@n-
produces °f 8 teesimegqts fciuded in g frgme atﬁ@C ( 12 ngrtedsty thesighering wnit) 115 ,andds uspg todlegiy
out put s: c4sspq heeginapaye.fihe buretgppergtar Y iggony| | t Aber therfopgypted t{amnatped(gata B\Q‘it‘b'lﬁ?“f@
whi ch ar é“’?‘?ﬂ‘% %P%‘B"’é&:‘ﬂ?“i&lp 'dfsd"e tﬂ'&'fga RC%HY H'é?’é‘s “?frﬁ?"‘a 'ut

com the

data. Th e he ﬁwogﬂte fl 'St g«ﬁ dgtfr t the data and which generga’?e: n a ance
zt% ﬁ%éﬁ mobil

a nodul o e'%ig&ﬁ”{“ dto - "%%:ﬁu&?s h%ﬁfﬁ
bur si_s ig te qu;(tgrea
s con- qg"rt oy i ﬁﬁt%amg gl th o

ci pheri Ngndgiubs o}-ﬁaﬁﬂaé?l tﬂe%\l’é%eﬁetbﬂ's eher Q&r‘ssf tWE EdRbSRANE Hiimes BigitaPdata. The

generat Ofatol 344 id dlsoCcBhtrecte®idQ 20b frarfle SIUAGY Pt €0 LRl Sditdriefdr ThatiPooliph etﬁtb‘md&ﬁﬁdeﬂg “

nect ed t o1pRhichQekled HRipdatel Sciptatingtod Batisdes t tuaeaammmwmcad&bdertﬁa@ ibhaly S

t he sane spgiediblthd MokLe Blation ever 20T, loficeS Y NC NI éntddédspbdtRIFACGH dakiiubing thevedise@ive-
tinme| Straanerysedmitgd frome. {Thapherihg edde fsn t he diasfeoding aitd chack@ie-cydlit tlundaricyictiebie
tr ans‘i\‘ﬁ S etanateif by tatpiphering nit 11ovith theriss bfat S 40 JORC)DItstpdetdniniae ifiarty arrahas ondvited Thes
gener at ednathematicaleigerihreand Winder theeontral ofakey] 13 d etharoeigletdders 1199, 1) detkat distinetiond bem
wi t h t he Y&whidhisugigueip eachmopilestation: THerdgont | on twesn thepypeerhidata dotheconst hand, and any
(mast er) "thgpayge mwpveﬂ%ﬁﬂswoﬂwﬂw@y- bel JRCCH Hta enstiemtenn Zndiggufe the spepchdatn

t he 2- burs¥gamypaccas Wb‘ﬁ? PRTesdeveptiop and ¢ top EAGHH df‘fP*a’@&‘t?Fﬁ?“ﬁ 131andan

| nterl ea\féf" dF ?f §lf’Y"U t the eech/ F etpclor 142, ges

al so be us ng anﬁqeésr
derived t _
conls\écut |c¥'¢1 '%%? d 0{ sagzga The % eé£9
20ns frarmqug ,%d d e g}a%ver 1%'??4 GO bR
whi ch is dﬂ&%wr: thHPﬂﬁ u@e thﬁub ﬁ%ﬁdu&‘gmﬁ&d . Xﬂ%

decode t ligat &2 hchhatioh B3| thakendiidalbly 813 nk¥ilel he nqhhée%ﬁqt@&y &ﬂ‘e%m@éigmaﬁmd brédd-
once  encefiafls anaetiBlylenéoddd, (i ltao bitsyRtbld he I ciabp sphdierasa. ARy FACCRMéssages detect-
t ransmi t taactrahsnmitteid. as 4 possibiephanpésgpiassieci S  eSdi bpthe E@H@w&&dazﬁt@fbkwdrdgﬁtoami-
cycli c r egismotbney3nad) Fhdcaffiertagadneyfolie sa- Cis9hadroprogesssti1s4. 115 with the use of a
40 ( CRC)ledmdtransinitting eliapnalis suppliet] toamRFewod0r  has oCTherseanld oilttne ofrthb [spmtmt datacior 126
al gor i t hrlaton d17Ubycee transinitting dretiwepty syhthesizeey  C (SACEH dathpls subplied tal22-busBidintbeibavet
di st i nct i16% Jhelwrst modilapeldicariier|signal pitpptief theo  eac h3fiibe R2busst intdrignver TA5geaasaybles and
tween the speech data on the one hand, and any rithmmay be used to
generate a pseudo-random key- FACCH data on the other, and route the
speech data streamin accordance with the present invention and and the
FACCH data to a speech decoder 131 and an as di scussed further bel ow.

45 FACCH detector 132, respectively. The speech de- The nessage bursts
produced by the burst gen- coder 131 processes the speech data supplied by



13 & @ EP O 446 194 Bl - 14  rearranges the SACCH
data which is spread over 22 nessage or data signal prior to transmn ssion
on stor- consecutive franmes. The outprb44sfi94Be 22- burst deian- age in a
medi um whi ch is susceptible to unauthorized terl eaver 135 i's provided as

i nput to r@an‘iﬁb@@ﬁl@ 5ACEIT B which &epredd over2@- - an nBEsa%D@rQQﬁls n rhrismd&ion on stor-
gener at OfconsBbutieramesThd-StltpUo? ha 8EBurst idin-d etec hedliiin uscepliBd BxunautioRiel C €
whi ch gengieaied 35 picRidéd ds RpdidAtndhfdl 8scbdr 137 aﬁ&ds b.5 SanFEhdnaél. A Kb stelf fendiaioi S

t r ansf er -er136ASACCHIRERGeiaRPeidctsiBESrIACERY CONMdafesl deviceawtith WekBrdtdsya Reystreal by O

t he m cr apteaiaret3s giid thadbntrol information is transfer- 6  [prdcSssing-a Gey@keyosompiisgd bica [Hurlf of

per f or e dedyy tha cdslaer 18d. Cr Opr ocessor 134 oénEnaymion iay basimply pérfoameddy a mod-

ul 0- 2 addi t Themiadpracessorid@4/@iiraisdin detivitiedied dat a uoe? duiditienof the heysinaalnite the ditatpibean--

and commsire roebile setion sraltcpmmwnicatinss betwsepthed. Si renipted.Similatly decyyptidnisperifampiby Bmedred .
by a nndm%$m&" grchihp bese giation: Recidons arest at | ai9-2 subiractipm plcangidestical papy 2f the key- .
subt r act ine By themicroprasessor 134 inasprrdapse withe oy st'mhf@nb*pe prcevpied %pr ocessor 134 -
in accgor d%ﬁ‘if?@eWT"erd fi‘l‘)“ “‘%‘P"f‘% il ?'l?rﬁeﬁﬁe encr ?%B’aﬂl’afp&ak‘??eé'? '
from t he YRTSBIs P gatlon, Th neraII

s 115
gener at or°'°lﬁf° "d 'es a'éi""g
mechani srﬁﬁﬁ'ﬁ gﬁ g’"@n%:" ﬂ‘(;% crsopré%ﬁigi%f:t bemfse
with(a stat m 5f\{(e%s bi?i tﬁéﬁg%

boar 0°1 npteandretaer sl o il dschlS Th ‘l&ﬂy E eﬁ'

nunber  OfmaHe Bib&! didgtaimdof the: tase stdtibPequpmbl and cislls é})’ToHEHr pt

nobi | e .Stwhich 8Y8 ustA QY acédorianckWith iﬁ@ﬂresehﬁr%@sent € elbéé RS RRR the Thliék t&ﬂ\d Kéyh ani !ﬂthO
a exghangen.iAdompdiBén ¢ fhe\bhdbife dtdlitn Biufpe!t abd Ofised to encrypfthiEhessaie JRbthéd oS, the®d-
keyst I earshiuint is Fdi Thithashe bhdecsmatiieéquipientd NeX teelld nfubtot chly hie@lietsaing keyStadam gan-
sche-  ushevninFiG3eEydistralaitiat Mih sfg@quipr | Or tefatdr had generats the Samelieystredn bitslas the
di agr am owent used Hyaisanablieatationané e basastation ( Or  taosnditpe but alko, tikaessiyerikeyatneasiyeasied
message, ardsbgiantigilyiidehticalriee canstedtidnandiuoer danc donmustbetoperatpd ie syaliroriismaith the trans-
cei ver - miige- Sukinidentical jequiimentcaxe, ffay thehpakekefy s e e amittdy keystraamogenerdtordbthpmessagsris tofbe
t he nobi lcenveience @nd eansistenen fesignaigd witk thg t o emng'mdemved fiyRchegpjeetion in nesmpjlyrach-
words, t wemv E? @Weﬁh i1 3 23 thopq yeed e  bas deved ytiagsmitieg § Hfﬁt‘wd'"wwthe
nust not °8 %‘&Wé"fﬁ?%aﬁdé’&megen- éﬁﬁﬂﬂﬁg fyﬁtePI"G'" ‘B@ﬂ’ﬁ PY%X'@E"‘"

ot ey b gme 5%%;4“ ﬁ;:&ﬁ“ iR L TS
al so, men ;K E;mn nof ustoin%r € Sugggr :j:m ghﬁﬁ;% Iﬁ? bl %ﬁ how‘

CO“SWUCt lupri\g{? a%tenn %1 %%Bci e% erate ima.}%e f‘ &'t F:@JQS‘

tion.

gener at oroag S Tl SRl ¥ o osagmemasen% h 'H{g's @ﬁwwﬁ.‘.@
with the 129rﬁm&h¥m%&9&1 Qtaﬂoﬁ)%ﬁb&s%&at 1 0N dat of KrelHi ANobirs, MAER ahé rﬁQCG :
NUNET al S grdinmfeblefreduendy chrshir 118AGHhich & coh-eved Rybok énarn%ys&rbm ShérRBRrSA on thelat-
encodi Ng rated 18 Etdamsniittve rRGURRGEIMtRBIzoK1I8 Fl G e, tydalds caunterslis kiowh @8 thetimaloflagy"
t he &Qgc Othe Fregqudlty icambirieh € 8ATaNd tha krasaitlingNt S  Ofdricandieystreant genasador 1 tldlichi referencd waa
prime (' )freaventy sPthdizer 118' carry-out the selection ofe nee y kel herainabsvech as bit, bl ock or
nmessage GbuRE chifinsisdo b wed hyoivehase statibome ni nor  dRéférdngorwds FiSe4, as@ematlc@log!s dia-
whi ch parcptdiﬂg fethe qpplieemreceg@ﬂéreawmreme t he I@“Ofﬁmmﬂmﬁmﬂvg egeryptipnays-
and the (RipscThebase staons hewener. does nobinsiydsiat 5. Syiere MAHRAWAR{SPES Thedipper, half of FIG. 4 rep-
si rrpl i f i eiger keyboard and displayup "F‘H&‘?‘&ﬂ&%"“’!‘he badeseate dhq @nsmider porien, and;the Iqwep half
0 1&9‘; fa PRH?? presgptin the 'B'E,hr?e%unt‘%r sfepfgsa@ﬁ*hagecmwwsp@@e 'm?gg’or

ev '1%3‘}’ nl vel ' l mgt
ant o & ﬁte% nm it eiisn %%g : W* ﬁ? B e <o Py

two recelve o T%T'n
amount efﬁj r% lf'ié" orblogpdi%%
P demodylgy o awusgmi basﬁ %m”

“ur t her My exis tﬁ}ﬂicp r mbi 1Bdic & 43802, A fBcret
hours mnuheeSa. mﬁﬁ&@ﬂﬁﬁasf&&{ém % requ e va binbry hStatoRN-

cl ock chadrdtionafifitrdnine of thedpsisii i bmsa.hm ng ong rmdeassadae&.a Rput 1 tAhe combinatorial
transm t tvem@nfAspepirRacstngiidr B psiichiafembddh . T Gbgid of PXing broeRs!BI20Kith eadh dsduR¥ite 85
t he "t i mament eftibey presblitdnvientidg iidwsy A distiosstier 55l 1 Sahedalud fxdhd doant 213] thd domfiinatéhal 1ogiN
Keyst r eanbgenad asat hereinafid 1hé tere Mepstvean” Was far elxing pogess POR dombinasor mikdshe sparst y
out the Judapte pssudogandom @equente of Hinaryditsabove. kel 211RRh tlezount?1$ ardpeharatesseeptirddity
t he base biackg ¢fdits ysed to enciphsr @rdigitally encoded: 0 F| @f psbudcarentdonrkensireamtbitetia setiakor paral-
cording to the applicable cellular frequghcy reuse gramof a prior art
time-of -day driven encryption sys- plan. The base station, however, does
not include a tern may now be seen. The upper half of FIG 4 rep- user
keyboard and display unit simlar to the user key- resents the transmtter
portion, and the |ower half ‘board and display unit 138 present in the
nmobile sta- 45 represents the receiver portion of such an encryptlon

A NN



15 &  « " EP 0 446 194 Bl 16 le output 209. The - -

keyst ream out put 209 is then pro- ove sinplex channels, i.e.
"press-to-tal k" or videsl as an |nputERM19|wul 0-2 adder 263. The data
"over/over" radiotel ephony. If an "over" is mssed due to be encrypted

forms a mpsaplckob. Retke &FAmeo&p&tE@a E@blrpro-t O  aigld VeinSpleRC bBikeRRdle; Af.d.,0 MpredsliSitali® Edr
can si WplvMedﬁQHﬁEﬁudHy

repeat Ofo Helemdrypted fivfidd sebdna ihputBy7 t6 MBMAI-1 SON, tFAUNY sysithPonRatfl ANlisér@artsimply request
parti cul ap-2ckaden 23 Eachyf thélkeystien bits i@mod-5  Mamepastiof titstransntission LBy cdmpaBeN) Sdi-S ,
I .e., nouow|addrd-igla pardmitiedatyahednddiie2 engr y pludichtichmtoger deplexisiiqnhels; dle. r@rmaall bi-di-
r ecti onakddesfi3@tEhepicomied daty isiseraliddyo aib Not S vectiankl ragiotelsphony tipicaily 8o fiabewitch direc-

t ransmi s gut@te ferfrapenmyssion theough the medium. t i ons tipng iman "qyerlevgrofpshion dnd Shinversationsl
conver sat i dmte repeiverpettion.agimp gegkoghiockqowny  a t jopRe estaklished.dreagenibgentinge for a substane

rRodcio2WGsr 2080Fhe dBBCH OF *dvBitviraASEIGABAYDI drdoveP Isiided B~ -

est abl i siEe ‘f"?“é‘(ﬂfé?ﬁ' 'neemtqu#a'étofftsﬂma subst"ﬂﬁ"""f‘@F’“‘%Gf&d“%m“‘f"?‘q"dw%al

| n const Fager r”l‘od"’of hey “ ns
syst ein cFEERM 16 'TS"I"B‘E?W g{g‘; " “
nmeans of ot her

e ;;‘mﬁ? i éﬁ“ s ot °é“° .:,.a::' aaz;?‘mzm
synchro ﬂesc& e{,\ or ;5al

durlgﬁ tn ofttical s8&rbtkby, 1.d) 926 PRs Of GPJy ch tio -Si re é

I n const HrlEr h&eﬂioﬁ Wh ﬁpﬁﬁ | afifput 212 Qherd-NJ T ?akU&ﬁfealrﬁRn& ﬂi'npletoredialthe

comuni cay brea.anpykéymaa. at hiP&ligit D0 WwhilchsNY  PT Q6shadteleiene nI.hshr «mmsam«nsm n pro-

pl aci ng fLRtich Bthekayfstrean plodubs althsBuit20mf a C Qlibsdl nibthod @idiaPpakabBivhbich bbvidteXtiehgo-
Procgss Zhdkegsradm sufpit D0 isbitvPsit indiiRlo-2hbd- Syist @ssitylardlidcarivegence of redial upon loss of syn-
encrypt i ehfodieenytpitédiiatadeceivedaver timttahsnisunt 2 troniiatidh add whicteprbvidedtequient opportdedy ,
| .e., 968imBediunbyambdns adifierggaSihveantiuat i on Hedudngrepgogoing radivdelephene convetsativar y
not at i on 2additioaandimodylr-2subtientionere theyame o212,  t Keequiskly camadt enydessef syhdhranization ofsyn-
acti on, P@h@xﬁ!ﬁw’é‘mﬂ pdditiop |of thi ddepfigal wduci n ghronizatigndetweenthetransmitierpontion and the
whi ch | s streset the gpceivar eiieels the migMipisadditipRe  pfr o Sespiver portiandescribed @nﬂept!?@rﬂth 5'3}4 't 0
t he keyseftbadepst efﬁ'@émmﬁﬁfﬁadfewt uthezog vi lntbe discussion piiGsa hd

whi ch ob\ﬁ"&‘[”@"‘f °’H@ﬂ“ g put :'%%E gf:gd F‘tci Sgptrol ¢ P'czisr‘g:“%{'gfd-

20 eSSI upon e
encrypt e 5?“?” a\.?eg' e” °!° %%@m E e8s %dﬁ"'@ﬁ%‘ﬁa 8'\'/?"5e

f requi enﬁ’ eem% alagthm d;a’é% ﬁEﬂ.é“ﬁa modful &

t'eska“”nﬁ a aneﬁqms Rﬁ"g@ 999 conv%raﬁh iQrP tiEFP &{aQ
subtxactio thidPs is stholn whlchcfthesumund-
synchr on%agab&fa ..s%\arsy BBl e,mcm& ioﬂD ul 0~ a@bés &Ja?or&ndﬁﬁﬁwvnﬁéhm

key-  chifaitafish. THe reabas GomalRAdKAIME -t t 8 m tnb%usm&tssmas QlséuBsHd hdleinbéidte,

I ecei Ver rghgéicenl b datd iWedeh Bivé 01 burfehalems) 25  tHeSACEM Rformhkdibh $itS BreGHiériaav ed @it mvid
conneet i Gimetiately thilowing 4he Biginhig okl meeam at tpibRd Witlohe Wdidel tRifficbitel prio? Solkkensmis-N
the |n sk, b, serandesedge alartFaiiGRe stite Jaludde Nt | ORiokicThe prasbat ifiventiav elakesGidditidnel use of
ori giinal (wkeputbitaltof thettipetcloBO@ blodlotoagter 201~  Of thelSACEH Bisontismosly rbeices(bettatodfthe
Channél @3AaCAbites the counhzdd, merdnswitterzelal avd Otime cidekar bipekreowhter whitie B8 prgviausly de-
whi ch | s prpgmble to@ sequanas\of encrypind megsegecbiis.a st r serived ontrple the W&eﬂhdm‘aow ¢r
occur onlTgavofd trappmissipn,errory witigh sould py Rrent ar‘?&%@ﬂ!‘r"ﬂe"l tdeviee-thshopid e
the or bI° 'H”’E 'ﬁf 9"%“’5*‘6&"’“2@2“’%‘@ r fectl H@Fﬁ%ﬁ““%’ﬂ thatthe teaghi %fg'\eon
and t he a zed thg use of any ot

appropri & &)‘fgﬁ?&b&ﬁg %%t\ “’“ e tgﬂﬁgﬁdl s *of tbé FP é'!?’bﬁhaf'%gwwyebe avallable in

stati onf OVI deah

Cr ansm s<epina sha},cg ﬁg}’ rl;g'at : on ‘Fg’;gﬁﬁemlsshawn erjx_;kG
6., ther o opar Uik i e asyster& npdﬁffs g %syn-
SUr r ound1aclR SRAEE], 96 BFio provi ¢ WN 555 Y 1Y u&%r?rﬁéchémm étRx rdance

stations nb&ebe%hauubﬁc{osﬂﬁmdras@m 186h)C 0Nt aGith (He GraskR1 iMvEhtion. pﬂaﬁ.gastezz akrgat
ref | ect s ploBabily of error-tree thrlsMisbibiEof a@lahdoeeast at i Qransmier, BlgS GhESEARmISY ridh 9 PGES,

r angenmentcodht bitsaFalloifly $he Glansniision 9t Mé rddBUr St ) criverts d £tREM of mésBge BACIRM a stream of

i nf or mat inestly @hdoBedisue unantregtéepreaibleatne efitl| - | reBisherd Bits\forrahdniialon &k alrfedn data rate
begi nni ngrypted messhgerbitsare transmitied aar ths trdns-t hes v @f Bebilsisédohd. Thd) cipteriny unii122¢ also pro-
transni s-missiagmedigm.e. , after nmessage start, oldes & heregttiseof-day|onbgck courtre.g., Thee
present i nvEt Syeahroniastion magbnisinoiiusitatedsia of ( counb 3, tiap suxitieny, low eatet Ghanmelenendhr
or bl ock Fi% Gmegpertpgs be adeqyate incommupigationsnt i nu @36 IDpresdiogenthesextentf otberigweratgidatan e
e.g., all 32 bits of the count 213, are tgyansnmtted as a 40 tinme clock
or block counter which, as previously de- preanble to a sequence of
encrypted nessage bits. scribed, controls the operation of the tine-of-day
or To avoid transmission errors which could cri ppl e syn- bl ock-count
driven encryption device.t should be chronization, the count bits are
preferably redundant- clearly understood, however, thatthe teachings of

o o o o T -



D

B

17 & : EP 0 446194 Bl 18 the encoder 221 may
i ncl'ude the encoded time-of- ° fromthe franes X, X+1, x+2, ..., x+y and a
current day or block c@unt in an outEp@i4481948Im generated a8 transmtter

bl ock count val ue obtai ned. The current an average rate of B2 bits/second.

The auxi {hb hcbder 2B PR hdidds theUnbtiakd fRelstl Val URorh thelriaBs £ XML, k9 dnld @ cBridn€am
of B2 Di §y/op BIERREUNt A ah HftgUt SREHR gaRMAtedlat h T hetranemittbretidck EQAalE bbtdMed Chhe COrHEAL

val ue angh averagé liste O BN bitsocdRdICTHR RKIREY MBS S A@hsikteidOR cdlint luelli thed/cammmach thy a
5 di vestapanoep2 bilasedonlie ther tontbineWithae Nt er  tusretitessiver biackicbupt valué dnid ik tha@enta 2

t 0 pr oduereipberst messaye streaBloft BP bits/second byaa| ue Ofiverdeace thareseiver blark cduhteikregsd tortheer
for the wutiplexer B}2 to/ preduond fteesm tof B18PR S| onvalupeof the ftransoitentiock counter fosthe enivieng

nmonent obitsispeepd fq' irapsmispion] pverthe communica- sponding moment of time.

Furt her tang@edigm.ot ecti on may be built into th&urther QNLPNS‘% paycheghiityiatg thenat
ot her over I‘FéER!' dlS’Pt°§°9"'z?Pél‘% @yerhead bits; | n t Methodqf fsetting fount, jn the o
such as Fiﬂ‘ﬂ‘ Eaé'P’“f)Pf att r n&vegl, o f‘tﬁ“g“’e‘ﬁt w‘@\/@ﬁt"aﬁﬂ“‘m"’ block

di sagr ee'i'?é' ?d ‘t"ﬁ’"F k the Pte'éYd'H "‘Q‘E iRy for ppsethe
for m Of rea +52 |ss 3&??::&%} qnﬁg '%em ste hj;Pr ercountvalue gxg
rection t ransmti . by using the
oSt si gn heb {ﬁ raloounttrans-

bi ts/ Secea ssd co.tu% (R rﬁiiti‘sci )'ma reullif aSt| cfeﬁst &eral tmm ncfiaflbYoen
countyal Ygyrst of thar 482 bitkishddfd svef P! i f s0l ock diagramof FIG 6.

latter npy trbema&m AR, NebéHhelBes2diial gRrforDY USI Ng Ittvhﬂwe IpYnét5168 From i forddsiRg &f.scﬁph e
bur st tr ABfeBbAe ifvarsb BCIEH hbling prbBessds@E NNi (|Ugon@kiat e Bleskint frséntioh pidVides\dinchronk-
several metbbdivet, brdveragebil ratorB R BLbilsRecdANNEST | BaliohdcharkshGihich thayde uSEIyndeadently | N
fer sk/af §dtld ahde @dteHihefgaat thé Ripdt MOaTemiuliic I € e Nbf tideipheiagunit 22andthe decibhetiag ubit 224,
great er plsan 281 whidb2divides Shes boomirg stream of t | e Sresgektively. The smvryptin ofvatmirdtheigommuni-
Nevert heBt#$8, bita/fsécond jotor éroenciphéred wiebdagdhe apperaticnssystel maydeperfeaned by megdylorPpddi-
descri p- strpam b Bhpitstseeend andcancrscaged lowedte enc odtiongpf e keysiceamdo the datq gtigem,ibj gandanh e
present tantrel strsamyef B biie/sagend. Tre BYbiislseasnd - 25hetranseqsition:ef thedata e plisitionAf theogdep
of Bl +Bgnciphqredmessagp sfreamjsprovided ssiutipahani sihwitieh (edaabit s't?e“ﬂt oar inthe message
i ndependé??lpl‘iﬁ“% H'B‘tﬂ‘*d"‘& r‘\‘t?é“’%?’é"’b%ﬂ é’ at t h@"ﬁ‘ﬁ‘r [ﬁ‘y "t"’B'“%t“ ;;2;%

i e

C|pher|n hi

t-he |nco % t[i‘la'“m“\’ ﬁ" y Theprgtfg ﬁs%

a X e Ci ann 0 (-]
communi - %l,a%. tﬁ&. gi pller 2% ot n%ﬂem Srhen
may be p?ef:;t&% lJ;eam o]‘m nCiv d . ...
| ow ate a‘£a tﬂi i ;tereﬁa b de o mlst odin-
str eam OE t SbtSrining W the Secon pendantly th Bﬁzﬂ%m&dnt Sﬁ&ﬂgly,ttm
dat a, rabdvel Blrre ResBiling HE dQHP ﬁcrr. R0 BhepgplioNBévics Gédd for 6riRAPAng Srasbm¥ibrbas]
as | nIOUt vi&fp The eriofhh‘é&l rioffod #hPdrddr 11 ghvéid NOT rtab.l.ewm&aa&y inclidé d tine' SRR BIBck coun-
deci pher reagtingtieltimé dlodkloPtock S¥uftbréethe M | ON  Ofer Kitiéh is Spparath AéniBid possiblyliiyirerated to,
conbi nat epag.pihe tilne sieckior BIBIKI couhtes 204, with a Whi C h thg @ifive cladkas bieck Séuntaeut the idecryption de-
deci pher eelv titd-af-dayl breblobi couttsthict dsiedcturalg | Nt Wies Usediotdeéryming redwptioheia tha ptherslirest
t he bi4 sfedeumenistmiernas. AStrestirtpeeiver tifee  odoh e tlorh Similarly] the suxjliary loprete ehaninel, which
i nvent i onf-day otiblacs|counti¢ nasred fome dudiiarner dels used to gertodicallytransfan the cepst state value
| owe r at eChanash derodes 228 dn the Jingphering it 22¢ 1 b d inAEsariANCE itk th aresen; invegtiop,e.a-duatex
decoder Ypae WEPE%‘PQ"‘I“FF@ used to veyify apd, {f pesy comwﬁ'?ﬁ‘%%tpplﬁﬂ"% '1"&‘3%‘*? 8H!§°“'§‘B'c??"‘as
recei pt 85 ripdate thecugent ey aﬁ?e et deount o U "° a"a"g*

t el ephony’ce .ﬁeth gﬂf mF s m 46ha91§nt block-
encrypt i onTS t §'t90ﬁ" aug °{1@ ted aﬁ‘ﬂ' um:g':;"fﬁssﬁm % °f“::r'
and checg °§‘? A sl "é‘, fiphtivihy aﬂata W%szgis 'arye.t chnecs
directi Oavet iﬁm fhe Bﬁllanry 3 %ﬁf&t&n&ﬁ’éﬁ dnbt Redi Fre-
decr ypt i qa e B e O e B e

vice. Thedlq- Qrmmeeh dht8 isRSGIPhERSvddbr O der 1 s8dhhglthat e Publlel Srmtelssige BRI a

i ncl ude QgprbddMBvef laOGilrally ofbboRSdeutiv URbssdg8S et t i RignsiitRd brirbBRived bibeikin Sitherinetbibi is the
count er @ahmésh Thisg 6 iexamplel @e tdabmitler] Sock €Al alséind, biThualt N, tukeystrétim/gehkdtsriattne d
to, er, eoudtvalubiora ftamsr atlspatific mbmdrit Gftiie COUNt @fid of thé coriininleatians linkvouldipragiuce| wing
or bl ock iscoread aver ydrbmed and ti@smiitpd in aseriskeof NBsW therseme Sectbiikey bits dnli blodk cowtsds imthe c h
i S i nacc fremesex, xvi, 5@, eyl Thedelag pdowgyei ing r ec oprei afrteo kaystrdaw getdnators,ci firelcN kelie
t 0 transm®isysierodefined eqnstant Aubar which Imay becei vedtreambits, A1, 82 @#..aNpi fof prgiphering

t he auxi [fided gt thasegeivertatheinglepunt valygdedved of - dajragamitied greRsages and a|sgoond dikeystieam m
the auxiliary 1is used to periodically t4pansfer the count state val ue
channel decoder 228 to the deciphering unit 224 I n accordance with the
present invention, is a duplex where the received count is used to verify
and, if nec- channel providing sinultaneous, bidirectional com essary,
update the current count at the decryption de- munications. An

advant ageous al ternative arrange- Vvice, e.g., the count 214 |n FIG 5.

o Y



19 & - EP 0 446 194 B1 20 bits,
B=(a(n+l),a(n+2) ... a(2N)), for deciphering re- wth an integral nunber
of traffic nmessage bl otks. ceived neesegmsassdhe use of theoN-bit keystreans
Figure 7 also illustrates how Interleaving of the A B for enciphering and .
deci pher ipi) B=(a@s DR+ 8l2)), fof dediphéridg Ye-D1 1 S Wit & Wiedtd RlimbePof rHfie Mbssabe tiG2Rs 20€
woul d t higsived ebyédl $iRCusa of the R-tRkE\BfreatiBd O t heFiguRN? alsolueGdtss HEWIntétRavkied theO
di sper se Algher butipRédring lahd Béciphéring, @apattvéaly,i ONS laintiiéry bitHRReMs o laynu@iber & medsage
count Sy would thén be-revarsedititissotrick eraf ofine b@n-Ne s S agideks g big usbd1d displirseghectiust brvors that
chr oni zamugications ligie ¢ea®aonly avedlockcaantssymc hisonicaradrisoifia winle/mdssdgs blotks intiading auxill-
cor r ect | ghronizationig decesanr and ttiie syichuanitationnay b @rydith isawtsorraghy regived Whbre theitdadoder
auxi | i ar yragbreachieved usingthetidwerateguxiiiantchanpélannel. far thedayeiatershahneliis enuippedowitheapor cor-n
one di r eddnediregiongnly.  rectingrceding, ¥he disperseli ofigyich biret emors en-
di sper sal__d¥ magtianed garliar, the ehiaf Sunstipn ofithe ot ablptle daspder toreasily detet Bndqorrect such

f uncti on G?Cﬁﬁ@ca&ﬂlsbgdﬂ‘ﬂé'gﬁé’é%W“frﬂmea& | $ref&t ect and correct such SACCH
s to caf'?’&“;’%? i%?tar"@ 'febn from A“I’ﬁ‘“ q"é”“‘”’"

station 8738 s'ﬁ"r‘f net - " E‘t‘? fighematic

i nvent i v%}e‘gg en‘ e LS I'n :k:{z rq .Pf"é ﬂ “b?t"’@'“‘"'\!?ﬁse
now be ol A} e 0&3 S?Jtem;wjpe mdtfdmuaan

exi sts, Mghy sk LunteV Ll thd -

T oy e B e e gufa@t ke nhqueratgsu@w
et hod i g fRdRdquénly tdlb%AﬁBb(dPé%ﬂ&udUﬁ«@hﬁﬂﬁOUS t Q cﬁﬁﬁétmﬁﬁ whid ﬁin s ghven reddan- A
speech C@@fih sd adiEheVidchtinsRsiRSynaRERAIhdAt & tdhre{ fob the wfposdardtsoeiemty &M léorrecting
countier; @Sactdiance VAMitRd foregtith deScrptical of the€C oy V Bl errorslitha Bpeathidata®iodi. gi t al

convert elpreéandinventipnSiould thevabd atisé foranstert t he bas BACKHAdeh@storSFAC genaratey @bntve! and
shown) amehed dilgr bpede Hate odetie SACCHInsheal-e  pas sreditoting signald fortrabemisgioebetiveen thd base
SACCH di restiani of land netwdrke torrdbilé etation, thhetherel - c o dtationZnd awohill statinny Thesecaignala argigern
redun- stgtanaybegesorded prigrityansiracimissiomefthauous reeipdirchiedshandong gyeh bigginean répiace @he
pur pose &nsediationsoust Yalig may b resumed Befeaiipr.| n 2% c Gerechidatadlog in A TRMA:rams I g oy man-
descri pt |"b‘f‘t's gpegt qtthe prgsenipyention, tngmissiont e s;ﬂ@’é&ﬁ%’&ﬁ.‘? 39(“45?‘19\!9&‘"“ r‘@s‘dﬁ?’“ nds it

| nvent f a’t ?T@'°Hé‘é’tl“té(f"t‘%'@a¥t't? "ﬂ"an f osutable. ATASCH {28, a message

Hot?l (B bit; The
9;2?{2:? %ttegg?{gt‘t tmen% «m o Voo
netvvork s 0 teg °' "gf" sté’ﬁ gfa P|t°on mi’ﬁet i3
?‘q

S gna' S a 'er&? t%;%%qn priori YA§ eﬂsﬁm SR loOLrds hd
er at ! ram %kamﬁ fﬁ n rep' % ARlbb mmse%ﬁdt
be 1 eREBPElodk reﬁ'd’sdforaél herhg a8l dat a 4 IM@ta  bf 12 B76s dnlloRuples
known MaRiphdriRg srikips ofR RRsdags bath 5@& RoRSENt 3Pl %Kt?ﬂ&hﬂrbart bif AR lob R laGDMATRme -
any ti me puth akeelony,Q6spédiicely. MORipIexss WiihbdeNdS | ttholigh 4d0Ie tithé BBt iRdiudEiatfieder SATCBIUR.
count  valNdit nisesagd)@oupe Bre additishdl 8ibd ferming tleACCH- TheSACGHAGRheist6xBAIs dohifgted B dthamalge
si der ed taoxiagpoves@rhannsl, wikh nthg baudet, istérat e Ofcodeh@ anand e inzdtiealer Bivanictl divides a
S0- cdl | ediisQRiphersyrictrbaitatiétn dxcordanceWith t6ACCH EASOR@brdilnto lunsts, dachet 13 tits, apfl intesrn d
net wor k teepsentin@nlienp$eyeril differepbudtterns maxtlee @ arfoliates thesd bursts ovepa givennuiabér of frdnies.h
i s i nt er 4pRIder nulliplexingthe auxiijarnyichanpel itgysith 30 to Thesbrnne! corersi?] and |3 haye eutputs con-
t ol er abl & Bespige data hifssHoweuss, ingpimize fhej or i t oriedda agplactor 5. In one position of the selector
the s ee@H‘P‘d‘é gvepiepe its whigharnpddedto Rlogls oty od'dPCE’d""S‘SP“)at“R 't‘t eoded g&?ﬁ’“’“‘a sig-p
t

ang,

SACCH— ge (et B the auxiitar @Hé?‘&?'b%‘“’f"ﬁe“ myfiplex-ol  er feigfromibe

associ at ¥ ’Ffé "'Q‘é {;5\9‘ et‘yﬁeﬁ"‘fﬁ iﬂﬂ}gg’ s signa

3' ock Count [ wrésri ﬁeﬁ or dé P? ‘ﬁ er area th a

urati on %ﬂa > lél.,?ug_rl n? ?I‘ %hel n
one or é/s.f?an% BV «QO fhef til§F S! O B\i% sY v ifl-
direct orsa Wt EA o it 7 DERGbN ) (o %odrebb@é st i brator

i ncl udes mﬁﬁ%mmm@bmmm&me 91 QUPRMP shgie Bhrstor Sighak w bﬂ&c py&ghNg
the The ARVR b Aliier SFAuchJroGIARGHET 1 O & timb ABNAI of Bhedd dma& Jorth @ ¢hanél @ a

channel , ngftietife &RYark bit steAf contais RS own@RECI 4  ayidn feleivinig nobileQihd &ra tefeafler Widdlidted
di vi des aagdl étaxt indiaditorCéogblcthe Iyl aBdsagt | ON iwkh agRey daigdqudntyl t he

SACCH worighgthribes notnesdssarilyomeditodb cdribaided ins, sand | Prioente t{anstssiob, thavsignialsofrom the
Sever al dnfiftegrab mumipes tof eessegenerpupseHowdPer, f 0l | apesh/ddiee genebtor St sndotremn the JACEH-
nunber ofaufiljiagyreessagesyehrinizationsriay basireplifiedy t he gausatdriFa shall bacinhered with & givenfiptiering
The chanritthe augiipey mesags jenatizis dejiberatgly aligneds ¢ on-coddqwhearmas the §ACGCH:signalgishall be transmit-
However, to minimze the nected to a sgqyector 5. 1In one position of the
sel ector anount of overhead bits which are added to bl ocks of (upper
position), the channel coded speech/data sig- data by the auxiliary
lowrate bit stream a nmultiplex- nals fromthe channel coder 2 are
delivered to an ad- ing format as Illustrated in FIG 7 nmay be sel ected.
45 der 8 V\hereas |n the ot her p05|t|on of the coder (bot- Referr| ng now

o 1 o~ o o o S



21 * . EP O 446 194 Bl . 22 ted unci phered. To
this end, there is provided a ciph- nobile at [err], the nobile will know
the value transmt- erafgenerator 11 gwe#4819£8€r ates a pseugo random ted
fromthe base station. The frane counter of the sequence to the nodul o-2

c’ildggr r8 dﬁ&%'fa%mg\f%e ﬁgﬁﬂaﬁhﬁnt gats "E%Gft qﬁg’f"%ﬁ hhﬁ%ﬂ; f&‘gansmﬂﬁ

35 in thee e adderld, RAis wéiﬂthﬁpeec Tsﬁn:.&hﬁ&‘ﬁ rredd 824 +11 =35,
FACCH 'Si Gdiabefs séqlercbl adde®(mod B th i fhteklial- N€ rmtﬂ.ésetnd Vaibe B it HESACOHEWdrd WS fs\tRhs-
[err]. Thesfsimiaiatigndn sndile FADTHSIgiAAh teal @ 1 IiitGod & tREVRGLAS\uring the tiediivar QY nﬁnsr
val ue 35 sabdaisaadihe signale Gloadive dpliefed] he The Ci pameé camREvaie G5 obitdined B tompdrédasithbY
a ci.pher -  Thelvipher-geserdtoriid confroliadrby & @iphdrer S effobifeqvith teframecaunteesitingdhd @ 66iotioh OM
t he unit cddé feomcthéynit 42 &ndiogre fremelcduater 0n | N isomata if ¢heivhludshiie natadinbizia. Clshesigicon-
coi nci des @M@mmﬂgﬂmpsemommqmsequmcgener attigues trer thewholbpeniod amipemans qrobanged.
tinues olnthiscdse thatsiphascade campeisea thel givemieeri- ns 10unc h aPugagithe poxt SAGCH-waid W4, 2 rivw frame

ci pher ceaatioppinwholesit patterngf g euisegenyence 10 Dgpuntegnunther, namely 465ia Daiemitied i Yihilar
new fr arré“‘f #‘?&WGHW'%SWP%TM stertigat t er n MeANeRbIIAaBTOf the et B12-S22 glne when

nunber , °f4B° P“FS“H&“&P%W’E‘PE‘G“? iRdeysi mi I éﬂ's r&wawalresﬁfem@d By the mobile attheime
pul se seéﬂf@ manner by palts, ol tm sr%f"g b§22‘“‘3§’22° ”&"i“:’r?n_'ée
i ey ‘"“E,% A eir%;f““ i

. t he i uously i the b
10. v:nteivae method ll nL\D e e GHiD 'H%;y %'} Y 'L ngS
A m CrOp'&QQiﬁﬁlﬁl defaignect e etvve ileto carrfed ando onal mentstobe
trangmi ssi Ofhe BhcéH- asmra&psm Rlgurd'8 neiareanezocoma% shid tm@s 9 hehﬁbquwf

t he CCHAccmr)ﬁs ih b&YIdrich) BadR DR coritaMdiig@B O t REnsBRIY dyRchiohizédOatvieBl Bate SRHGH #abl OF
SA for tbis. Pkbiss s o@hssihgthrodiite dRakinelche 1 Nn- n@am ity ewne,g ib dbpbrident SAWMch frame
manner, lehs tekyis cikidist b N3p-bitadidiwhh todtamed, Whictnterhiniberi©3¥nt16 thd eipitrindfRflerstor 11
nor e comhﬂmbﬁ&uetc.n'ominteﬂéa'vagmmis gtols thesane counRigwred. t he no- detail with

r ef er enc @32 tits i qpolr eordinto groups of 12-bits, so thathi d5¢ t 0 The aloeasaid edjustuent efiith fogotei coumtdr
adj ust mefedutstgeheratiitdds SlrAisngwh £ biks fom SA | n ninlpneféhedasgsiationaitiresped® thanaaleer t 0
sai d couRedrSACEH worddm tisdergtiopiohensitimegiot 0 be SfEOEMited sty $i-SURISSHED;- Ivenried
wor d con€aghATGHaE™ ie Bwg didad)iffo 432112 hr‘d) ni zed oWy iBe Mignppeessr 48| bgiveem the tﬁatns
Subseque fitne glgts siyang; seguep th‘i e flameAne| ¢ GeHnter Hipd the SA%‘F"P‘Q"@"E‘P’ T'le
dependentamd?ﬂ“!mft‘l‘i’a'l‘sl“‘&’ﬂ@ c"l‘l‘ﬂé‘f‘e I s bt awﬁ?a“éf* f@?"%ﬁe £ts {48

sapdieg H Ht? el
o T P bt o ok ?% J%e
word i nt gﬂg af ﬂ us25 Tﬁ'g “’é'ef L " i
frame CO? tt Foftt !tg thg |§ %I

ng

nunbe e.r;u .
the durarcbmumcapﬂs}ﬁ th%ass tQﬁonan h;da@nsm tta ! &‘e%mmz--.
is carri egb fespettiv KEPhglcah ShefoRbtSaiddipy | ded iy wa mﬂ.;leaeav aratiietdr R%hus

m cr I O GRREAOKIzed: Btheaawamoh h@ndrite Eegiveh rre S I %tsnfdwcbm tfeQFbyRfalidnBine bVeAING fadio
i 1 franeesnteOnnibd el the GAatihciahl GAHCHiod € RREiBh OMhusSthe prbfied Thettiod makeis Possible
r eq ui red chlired), apdithairérhe cogniamemiBAGOe mmr d.  36n-cipifemd eilging df3yrehrerdzingdifordation
t he val uébilabaltthananith ¢airoide withdertdnamifted base he pr dq olpieadngidecibitedng HSWEE!H base station gnkie
frame cogmtiearnumberyhile takinggpie aqcounbknowrde-i me  d @l reppilendhisl signallieg &8 gdditionsh tosthe naemel e
f or trandays 8rd greppctenet times between igee statigns i s s jsynshronization hetweerihe cipherpd fagtasagsiat-
consti - GG‘!;'F‘?P“? nf or rrat i on concer ni ng_t he*f r &feontgl srannelFAGCH andirepiases this paFRYin

par anet er . HE"’E‘P B pjnt W"HTQ“{ ( Gl@ﬁb‘@ ?‘Fﬂ?ﬁi t%emvaafé

station 9& oo st ?E“’ “FI’!?H? nly gpetaln par-
the coun F' t‘lue pos ; éﬁ? sﬁ‘%ﬂ‘e °" flow-
some m Cr§sgg E: set en'sr% mg € kong nﬁj flg\f)a dvaraion a éwi

the framg, chis &H dyTs uﬁfu mlm @o'
the ci ph%{ mw, h& ﬁltﬁ,su&fs%a Dvortd) the u.w QJﬂy y
means of phdaCutami Fram for is $3t to fhe E@:%Q\%&ai-ve' y uh&?st&;h {hb ﬁ(io% aQsEcﬁbed
al so be uemtwsdaésmn@ iPHE Bure oldxEmdid R del aVeddiiseBibgidry bnfy ah ﬁotinhended asalim-
synchr onitesAccliiRrd WS trdnbBitbd ity tRa Widia-t Sss2  Gtation Bn the Bdbe df Be invéB&d abiihed i the

propagat isaid 14 buigts, 111, LRIy dheddubatiariR1-CoUNt edllovag'dens.Vi a t he SACCH— channel
(non-  4®11 ofecki frame. Thus, the proposed net hod nmakes possi bl e ci phered), and
t he franme cWhentterashhurdd®t had bebdreceived intheon- ci phered si gnal i ng of

synchroni zing information bile shall theggewi th coincide with the
transmtted base for ciphering/deciphering between a base station and
station nunber while taking into account known de- a nobile. This
signalling is additional to the normal |ays and group transit tinmes between
base station synchronization between the ciphered fast associat- and

mobi | e. 45 ed control channel FACCH and

o M o " o e I

e



* G L ,M S dains ' | ' sald
VAl ues. 1A method of sgomuni cat ot oar aphi - = yfﬂﬂlliﬁllblllm H llll
within a di gl tal telecommuni- 4. A nmethod of comuni cati ng wi t'h

cryptogr - cations system conpri sing:
encoded 't‘a within a digital telecomuni- geqﬁiﬁmﬁﬁdm "sm b"ssgﬂg lkJrt}zgaﬁflom

key stregmQfiet odofgg,m“g,p,&, w'%ﬁi'ﬁ”w forth in Caim é nowhich: bits in
accor dance dyleRodabl dataCiith %55\ uhj-2 21 Mmbthdasdr o&rﬁrﬂln&&tﬁnﬁ with oty pdgraghe
transm tt ectafiis SstefVéopidibi ON Of & Mul ti 5bit  cHafl dnétdded/data-iithih AdighRdI Rfefdorhrun®
bit rate ayshdr yﬂ.emmraneém Rey@iréiint ¢l Cel | Ul cations §yStlemab 56t forth AWl 8 fn which:
muni cat i ONits infs@aufdandervith @ARRbrtAYwhittels ¥al Ue  COram rieregistdd vahivs dre kraksiriittetl 86Ja low 10
I ster at T dgtlianiof Pediilti-bitidigitali valu€tontained tha vary t (o retsduxiliarpchadhel ot dighe defiular com-
conmuni cat ifing registeiy cryptographi- tern of bits municttioas freerst key ;Stream '
cal | y encodwsbmgating theivahiecontainediingsiakd filstrege| e¢ormuni - conbi ning the ;bits of the
first pseudderatgiianpddeyic inteeyals nerydienabm as FetA methadipf comn@inigating Avittyjaeyplegrapht-
stream wi t Heraokbits lazhefipft keyatreamsi t s carryi ng corfelly enepdedylatagyighip adigital teiecommunt-
auxiliary cﬂﬁ'ﬁﬂﬂ'&‘“ﬂbé‘s%f"‘gﬁﬁws%’gﬁ"d%*ﬁycat i ons ElAnEEEMagFet foph in Claim 4 wherein:

crypt ogr aptf ) ftream gfidata bits, pamying 690 o| ¢ harfifidfow bit sipaudlisrychangelis a slow asso-
transmtt | Wﬁ i%’ﬂ’ﬂ'@ﬁf’é‘d" ﬂé’l@"’(’@cﬁy PEceffer; cetg °°“K° MY of

miuni t t tt
per odi c | ; ”;aé ‘%&9"3‘& ] L L A ‘f@&é’?ﬁ'ﬂi""%% %f%"'% |
| nt erspersqﬁ BSons Cati oN ,Ef ai m

4 wherei n: o?gnoﬁ'tﬂﬁg aﬂeécoﬁ ﬁed\‘ﬂ" IrdONLAI ne ia‘d'ﬂrsﬁ@é gﬁéuﬁétare ineﬁ%t other
firstegi Sheifer;val Ues are conbi ned wi th ot her yhgekie%beon said low bit rate auxiliary chan-

| ow rat e d%&@%&%dlp%@}aﬁd&,ﬁ&f&stéuml liary ci@n- generating a second
pseudo- r anesisncordah@With said algorithtiwhickls Dits in accordance with said

al gori t hm wituehon of a dwttibitdidittivalu®Eon@inBdiint | bi t 70i AQinbtAdd of BbrkiRunEtMG ANith eBplographt-.

A et hod ofasecintnegistet i ng Wi th cryptographi - acaliycshaidet da@Opithin @rdigital telecommuni-
25 C alincyementing the ctaldendontained i paid secahidgi t al  t adetkme spstamias sat focth nriakh B ingwhidhe

val ue cont aegintey afthe saep reggerperiadic intervalgtasons sy stteansmaission eftsaifl tist rhgister vaililegareit@n-i n
whi ch: regisgidéstregister tpvaryshppatternofibisinfher i odi c i retadly inferupted whentitisnesessary fadranef =
sai d first sees kaysireapn apidentiead Fashiopto haj o f i r stmifothgr datagn spig lowhif saterapdliapgheRer .. -
of bits in P@H%Mﬁ%?‘amfg;:mswwpt ed V\/nen"Qt |s"°hecessary to trans- second

key stream®Pmbil er ata on sa

rat UXI | |k§ frg n the‘f |‘? ngw“ ptograph:: e

nel . conbl m%‘;’?ﬂe tf’ pseudo rg o"ﬂfﬂd im m n

recei ved st} ﬁ& '?" e v e &pad co P—' -

gr aphi cal | safd hlike alﬁé’iéjfd at a ItQi ins ;ved _
i .

within a digg ﬁr@tre .m'. bw eC%““n' Cat' 48 of %dmme\nmether
cations Sys«kﬁéﬁc@ﬁesﬁ&n Qivbsbohding Mser | N Whi Gl vQﬁJs' dl 6 EdABEBhdINEOmb-
val ue cont aimaeshdi Whethdp theSrstdartt 8ol kdyer | 0T Cahdnks of GRPaaIWhShdriHR fmlaH@sdé&ia
sai d “seCoNChtre 24 I? Syndirbriisri itk oheadineed Vad Ue ey streaieréR Synbhicritsti vikth SREeMOEler
register with the received the first register ihdudecddgingiio i@ radaRéd\alue bithe firstO
val ue of 2t heméthedsdf consgunicbing with colptogmaphi-ne whet hregistaraeh iessmeatalr vaisip ¢ decbott for a
cor r espondi aally encadedhdata within a digitehilecominunes cor r e Stimeridlay ip transpiissies pondi ng no-
time and wmretidsesystemas g4t foeth infitaim § whichalsok ey ments of tinme and .
whet her thdnd4desst and second streans are#d n 9syhephesiof camminicating ith srygtopraphi-
40 key st rrewttpe e wlysontgispdin ssidiseserdiesh one an@ﬂmwdf’%@ﬂtﬂm@@ a-gigise! °P'B'“t"Fre
recei ved va!f‘ffé""b?‘e?ﬁ?’” f’“ﬁ“ﬂ"ﬁmﬁﬁ?ﬁﬂd of con§etiere r?@b seffarth inG! P\M’ o |-
regi st er arté (ﬁ]:‘ '19“3? E't?‘?fnt for a“‘?:BEF‘I {the g H“Cf&'f

hevel Sy gt

ro mb d
TR ol et oy M agpm oo A oL e

9. A met Body R:Lth&P Mggf&,&.@amw &Wtﬁt Ogr aph' th rb‘ﬁ? ttﬁenge&%e @seﬁajj “-%ndom key

contai ned | QuSakdd o diital téi urf. ddived stream of
tel ecommn'catndﬁEﬁfemVﬂsts&f&t'R% GamAliy @ty al ue Of g}afaﬁéaﬁﬁgho%ﬁéﬁr Eéﬁ by modulo-2
cations sysdaRi¥ie of tiaRémittinY th Baid Bcdiverdt fBgd- | Bs WNi CdubtraetignOr I €spondi ng monent in
time when tiaelciicUérvals arldhRerfpetssd Rith §ah;e first pseudo-random key stream have
becone di f fednetHisidn® of @itydes [da@rthe tandehent i I St 10, AmSthedDsHRbIMGhicalidghwithahftoglap@am
of data bi ttginakin iegufirambimwmkslmmplsﬂsrgeans Wi t dallyDdheodad dtdithin a dightal telecominbig-
comuni cations information by nodul o- aq3 dition; and 3. A nethod of
comuni cating with cryptographi- the bits of t he second pseudo-random
key cally encoded data within a digital telecomuni- stream are conbi ned
with the received stream of cations systemas set forth in CQaimlin

whi ch: cryptographi cally encoded data by nodul 0o-2 said step of
transmttlng to sald rece| ver at regu- 55 subtractlon Iar perlodlc

o o o M. o o o I o e o o Y 1 . a



25 ¢ # ' EP 0 446 194 Bl *  C

cations systemas set forth in Claiml in which: ot her. the bits
first pseudo-random keysstream are Cgppidsadadtth said stregm “ﬁ“m{lﬁmm‘“
carry- 13. A systemfor com‘rum cat| ng with cryptographi - |ng *
conmmuni catl&%kgragg togtn‘ é?a. t‘he order _eally encoded data W|th| n a
oL oL B et BConc adoft strea
cations SySieBrbined\ith saidét Ll i %'R%&Hﬁ@hﬁ&t&ﬁ&gﬁ slﬁfa
pseudo-r andiﬂgf@ohﬁ%nicatmns information(d bl msa@& for tragpndded tatd Pk rﬁtfni-at |
stream are &by th the received stizeam Ofations sysGieits a;tfd;ﬁqd G1 in which:
interval s apel vits rt@@ioﬁﬂdpéﬁjiotta%h’\piﬁgrapm C adgd/méN€ fF Bshsiting td shid Biver &
t he S adtidarh hr@ BENDINBSWithiie rédeive Mreahesl dat a t hguidlpbiddie IntegNald Aind MietiPérsed with
t her of . cryptographically encoded data to restorctBt ai ned i suidStdnemibsions bf éncglied data the value
i ncl udes mewigipal er thedof. MUl ti pl exi ng sai d encodedtaited imsaldfiestregistardricindes mbans fo
system for comuni cating with crypt ogr aph - multiptedling @#id| etoodatsduatss ransmissionk
first redf-oh anstemipr communicatingywith seypldaraPhiiat a Wi t hind sajd tinginissidns pfdksb roginten Malues.
cations systeligncedahiata wihing. digital telecommuni- 14. A system for '
comuni cat i 98° Wﬁ%?"?\ﬂ(’%@ra phi - neans for Janhpystemder cammynicating yith crygtogragitiom
key - cal® "%‘H'E:Q?ﬂ%ﬁ"@l fiegt W‘tdﬂ‘r‘t‘?d%l“w ital tefale 1’11‘“‘!,‘9‘?“ tﬂﬁe’%?'ﬂ@“"rn
accof dance °%} m’f" 6;{'5?'9"@5% offs sys‘ia@ yptemae sqt farth jn Glaim @3 iy whichy 3
in ch: edl‘f -t

fey

Oﬂ

ottt o o G "ggr@.t
register v §foﬁ ncreten RI t?eco Igin%'ttow tai ng tﬁtio mﬁ{' § gfa

bit rate auxigls is by pdfiodRt ér I cel l ul'ar Com - means for

Incrgjpntl NGdry ettt HbitE Witk Ry olrbhrm;, 20 TUBCAR g%mm%ﬁmﬂ@w beta&t.pm
regi ster atmdaRéier BimbiMifg thshs of theirltip¥edilis t O Var Yealyéhostidh it Withifa diitdi Seldcbmmihe
first key shrdomRly streamibith a dtfoamdf dadabiteddl-f O  CONMaBbre BfskektChs St Fdnth G Cldlh 98 wikindh: -
means for c9R®icammghidatias Qtbrnatih foh@ydtd-1 St PS e Ughfitlow titdté Suxifdde V@I iEl@éiéw asso-
within a digaphiedily etbéosaidiaata; - r andom key st r eagiatsi doltrobchadineieam of data bits
car- cat i oneansfigttansmitiisg t6 edid reaiverdat feuldel abksm 14 wherein: ryi ng comuni cati ons

I nf or mat i orpetigdiccintepviie-and interspersediindth [sed Di t  ri&t & systern fbr cammurddatingrveth cryptographi-ow
asso- gr aphrapsihissione ncendeded date thatalue con- cally encoded data withinatiigite tedecohmuni-
channel . metained in epid firsteegisteti t t i ng to sai d recei v@hﬂitsymlseﬁmhw‘ fif wokrein:
iznterval s onens for ean gsecopd psqudprpnom] s A sy SQW@S‘SWGMM%P& with ether
crypt ogr apHi®eY stfqameEbiis dqopnidane with seid e &t o tH@WW‘l’f’?%Gﬂd‘Wb‘t’m augferychan-
encoded dat'!ih'\)\)?"l"?‘h"“'r‘?f'éf"’?ﬂ amyft-gtdiglabyfuiuni - tai®bd in said first register;

cati'vens sys‘i“é "'l n aj m 14 wher s for ner tin
second pse "?ecoh 'Fﬁ::':;‘fh; :a:ge‘@ ﬁ:ﬁ“{“ D regi S‘?‘E&s da "@?’P‘H"'.
other key g i vid h s o o,é’” .mﬁatnq niiA
on sai d °V¥>f anmss in%gﬂﬂntlo& FaRCt!

mul ti-bit dhghohab tﬁé Hé‘m oPS s inGRd it ﬂa@ in a S"E&RE' Eeﬁ»%rﬁﬁﬁﬁtemiﬁﬁ%n&rﬂ&sﬁon

I ncr errentl Ngrebk€ val ue contained In 17. A systlsal idtdr VATR4E WhéH if 15 Beckdshry
crypiograp Nheansfi DmBIRAGINEbIts SBHeSbRhd gbu-t Ne S aMByokrBihihit Sther B&4 dndskl low bifrate hukiiary
encoded dat do-rdndoiiikéy stredhh ithithAd rebeRle® StRGIL N i Nt @anml.s as said first regi st er
to vary t heofp@ptogegiphically inoded aith 0 décodasaldem as setforth in Caim 16 which al so
of bits in dakents sddasimiedoation infamation aad) | dent18CA bysteimfod dosimanicatirgosith @ryplograghihe
pattern of theansfor periedinaliyfcomparingiby value coans f or ¢aliyipoedad ddtywithintagtigital télecorgmuni-

t ransm -ssi oninestin saihgecond register with the received cations system as set forth in Clajin 1% jnjwijich:
first regt eyaluephine fest rpiler t detpraningwbelberar ¢6 e angpidyneapniatrerigdisgllyichroprarng the yeue

t he second et values cosrespondforcprespandiagmetat a on sHAMEINPG R ﬁ?i"t“ﬁ”&f é’gﬁﬁkﬂtﬂm

do- r andom KB§M&Yf fime aad whethen the first apdsegond st r oqm coivad) valug, "'St fster to de
crypt ograph'feg'ﬁfﬁa?sﬂﬁ SESHonFLY kT‘ 'I?aﬂ‘t‘é'beéde sai d H'%ﬁ“?"

i nf or rratl d, 18. A syste mruni cat i it k

o pert AU TS *ﬂ%“:;v o’ & %hé

digital teI cond reg nm
cations sys s set or al m 1 I'n whiglie td ﬂ hmg smission.

regi ster top %msa@‘gvmwamggomﬁ,ﬁdmsg;dd nmeans for per| od| ca y conpari ng
the val ue t{RorddVeiskelit 8 recAiVedOSRANEe il  &OT r@snwsdmao&mnunmmgwmcﬁ,thhw
sai d secondregiggriferh tdiresplohdigirdMerdt AtimBWREnS Of T 1 NK eAddded dARIWRAIL aldigital telebsimuniast
second he va@e hava batemedifféréretofrasiihroii-e gi St er  fidhs eyatemrag et fortl in\Claivh HEIa Whictar €
| N synchr onizsthe fivstehd soend heyatrbeprs.oith onelaet her t wothe ditsief thecfivst ipemienackioey stream
correspond- ing nonents of tine and whett? r the first and 12. A systemfor
comuni cating with crypt ographi- 50 second key streans are in synchronism
with one cally encoded data within a digital teleconmuni - anot her

I ncl udes nmeans for adding to the re- cations systemas set forth in daim
11 which also ceived value of the first register an increnental includes:
val ue to account for a tlrre deI ay |n transm ssmn ~means for resettlng the

. o o -, o Y " o,



27 & EP 0 446 194 B1

* are conbined with said stream of data bits carry- second I mm‘m‘ug m”“m
said first location to2eryptog- ing €powssvesati ons infornmets o

ad- rahically encode sai'd data stream ditlon; and

transm tting, LAginddhieh ssi &?e%mogﬁn Sl tNE  SeguoudaiEalh bosalrirdt BBatiBF EUWbtog-
pseudo- rand.q nications informatioR oBHON 10 @ fRiEh) dftbdeBhid bdlE stheaiSt

| ocati on st §igmandr € conbined with the recei vedtrﬁgﬁﬁﬁmhgﬁmstéamg%aaduﬁw
conmparing tihe bialdfahs QBdond peshid-Fanddny RéyOgr aphi Cardliosation eactesbivercat the figt 16aatisH 0 2
sai d secondstfedgaebaﬁbmuuwm théweceived stred@df Vad Ue Opericdidally coniparing . the value contained in
the first reg)togteﬁhicallp etigkied [Whtacbywineduloe? t he t wenidvanband segister wittsthe reseifagirvalue of
corr espondi swptractiorent.s of 20. A system for commthaffisttesistey taidetarmineyyhetbgr the bhio-
time and whether the first and second key cal | yalueneogesponddercoarreppondingmaments of
di gi tal t28) &eystem fori commaigicating withcargptagraghl n sy nc htiromiaadrwisthen thm &rshacd lsesond key
cations systabnengedsd dats withia digitaltpleqopmunt; | (10 whi coireampare gisynshrgiisny With onp prother.
pseudo- rand@ﬁ?%é!ﬁ@tﬁséﬁﬁth@zc'ammﬁﬂ’ﬁ'ﬁ’d for dupl ex conmmuni cation W|th
crypto- aréet EBWH@J"%”W“%‘&P%’E%&W”BT dat o83 £ @ethod for "P'e"

encoded dat H° GIMOIes with g3 gﬁ] ing confARNCAYPraRd 1“6' .
alter the og‘%%"f““‘“?ttﬂ%'?'b‘é't ﬁt?"?f i set f or f'xf“tg’"ﬁsajﬁlﬁ QS_L s?tH Etﬁ‘d”

15 - whigl"al% dng 4 B ol The iR v vaiok ..t;.ﬂm ads
resetti ng t g,]e bqrE di&h |second r%&t‘ Wl ‘swm}t
the receive IP nooded &Jteﬂo recei M5 fﬁtimewhenthevalues
firstregi st&fmromenmsfograp ically e ded dat a.,vteeoa,e@mautonesyncmmamm
corr espondi ng monent in time when the valpes Osdd@bddnd ke Eitkamns ltedn@lanother.
have “aecQrEA Mbthddbrailed @mmBmB6T Withidiygle- t he first 20 and second key
streans W t fraphieéily antaidiaibta within a digittRdideed- f Or  d23pA RsthiToRplexmainmGicatidnivith crypto-
Crypt o- gr apivicatdnt yysencadpdsigat a Wi t hi n a di gi graghichilyleampdetidata ¥hin edigitalttdlardm-
for dupl ex gepemtingiatatiisdocationt dfirstipy@iieranTuni cat i eukcations system asceepioitls inr@@eim 21 in
graphi cal | ydasriepstedmdthita ingotondanceavitiagélt al2st el ewliely generating at a first

| ocation a gdrithetwhish daaitunstion of a multrbidigiabns sy st eaid step ofteansriitting tq spitirechiver #hrédy-
I n dom key YAuesentainef! ins firad registeficcor dance wi t h algr egriodic intervaigpddnferspersed withsaid

which is a paeeentingsheyplugconainedin spidfirsiregi t al s alrerswiesions of eqopded dgia P‘R&“’t@“‘
sai d recei v'é‘f" aéfegﬁ"%’ 8“""\?3]‘?5@'%:‘6?‘&'&"% In a flP!%‘? ipa 9ist°r includes muitiplexing
lar periodi® ‘é‘ﬁ' YeAPer s sed Wwth ‘H’"P"ﬂ smigslopg,and seld frans-
cont ai ned i "@ tsgft pseu ‘t’éﬁ‘gm i ons of &> val ue con-

i'ste(_at re§ oﬁ%? o bl eals "fm.tvafyi mt. e
bk e B tt* e

of thefi rst m&,’w AEBIEE Mata” Sedirit! @NS Of |5,§, regl ster va ues. stream
with a stre@dwe@tm.#@&@sebdnwﬁmaﬁﬁryl NG COM  MUNI Cadid il fagietaf vaiuBPeré GéhsihRedih a3ént
from sai d ffrisiitingthe dde stdbri Gitboddalat sdid BlsEX  CONMTILIBK 1618 bixtNery Ghelnhel 6e)itd) celluter com-

| ocat i on t ologatio6 @ Fedeiled @faid@Bcohdlosiphiat 0gr aphi cabmisationgbtedalml cal | y encoded

dat a Wt hi Ntransitliktiny tozshid reebiee ommidesrontiecas ai«d data streamand with a streamof
35 nuni- catidnetrsguinyseriedic istsrvaieandintaréparsedy  Cl ai 20 ABether e dyniexoopmmumisitioo with opyptog-
encoded dat withsseidéransmissions of encoded dafathelval- cei ved fahioally sedodpdglatagyithin jactigiteli telepom-

sai d first veegniginedin said firetsedistes tr ansnitted on E!"!P‘@W"Prsmﬁ‘i'naﬁts?‘n‘g“’t Pﬂec'a'&t%t"

st ream enco@RPEFa'éﬁga§Sﬁ°ﬂdﬂsP'|'d§t'a""B'N‘°YrsH?Q9‘ auxi | i aMP®¥Kannel of a di al

cel lul ar cofffits i aroopdane with pald ajgarittm whichis,; 485 §‘?§‘t:'8‘?'ﬂ‘} ratepupfliary ghanne s o Slow asso-
nuni cat i onsag{“?‘@&?ﬁa"f“f“ﬁ’ﬁéw Yﬁ"f?d’%“‘s’éﬂ d recei #&pd spptralchapnel o cong | oca- 40

tion at reg nterva and nterfeogrsd 2 Arretho
sai d §'

the val a%’m& ?egol;'%%;éyﬁ&?g T%ns? dlg'%la*’fg:f'qs s O, ol %égn

said first Ltroam i identical fashion i ons
24 generatlaa:eaomeﬁe'haé‘ﬁﬁ fol taanipn By streaea.dﬂrsmgasmruemwmmﬂhammr

accor dance Wnibihing Ble Sitsdr BB EAchRIPsdMAb FdRddr® 45 S Rlwath B36ér saldTwEbitPat bibxiiary han-
channel s ReyStroah WithIRe stRdah & pdyrapRtaya Mul ti bd, di gi tal val ue contained in
ci at ed cont estbdedlamareesdived at saideedond Ibcafiondd erss | ncrenenti ng t he val ue cont ai ned
in sai d secaédde said datdinttabit cothniubicatidogihferx  C O NTRM Ad@thbdiior duplehcooimppiitation withgryptoe r
at the sanematngsEnd witiperstreshs of datet Y eaerisg as  gr aplaphiallyl epcodertdathanithiol a digitaiteledoimn
a digital tednawoieatiogsinformiationds bersggfifromesid t 0 var y mubieatigmtsystermaso$et forth in Claim; 2Gdn
50 nunications systemas set forth in Cgim24 second key streamin an
I'dentical fashion to the wherein: pattern of bits In the first key
stream said first register values are conbined with other
combining the bits of the second pseudo-random | ow-rate data on said | ow
bit rate auxiliary chan- key streamw th the stream of cryptographically
neI encoded data recelved at sai d second Iocatlon to 55 decode sa|d data

o o o ~ L,



29 ° 5 EP 0 446 194 Bl

iSn aZc\e\/r]ij;_Eee with sai ? al go- trans”‘iﬁfkﬂﬂa@hsal d first rg;,?/stSt nﬂmwlm‘imlmm

tem rithmwhich isa function of a nu bit drgrtal value porarly
i nterupted n It is.necessary to trans- con

r
mt other d %‘ZS | ﬁif mgrg)lervalagta?etaUXI lrary é whichi(rrq c%ono amult \gﬁgﬁgvﬁﬁrng

the value c
sai d second rtgtﬁg isnecessarym"a ar peri Oi%%:ﬁﬂ n"%'f 8 vaid bnfal
" AR SO e

regi ster to ary t & patter thod, for
crypto- " bifs in the second key stream | Nin@Fvals 48 id frflegiStbrAdtiin s pattern

encoded dsf am%mbrrauae,&b.qrnwanan%ﬁ 69p- T ashi opr thoinithseBnl k& stredi inkah identich!
the first Kepttuiylefcdldddg witiitd dijibi@focst f Orth fahidal @itk palternlbf bits inSthé BtTkey
whi ch: munications system as set forth in Claim 21 in 10 stream;,Means for conbining the
bits of t hewﬁlﬂﬁond pseu- said step of pené odi cabdnyfocmpaingmq:iwhrehasad:ouepsemn- .'
do-random k@ummmmwmmmgmewsmf Crypt odo-tandoakeyl stresmwith timatreamthof crypto-
regi ster witalted neaid eeridwegister witlythapiehivs | y  enc ogrephicdiiyieacoded et eealved at sgiddegond
second val ueslusfof thidirst fegister tp defeayinerwhetherdet er mi niocafipioideqode Jaiddataiint-saidsogiaunide
sai d -dat a | the twoxelieg cortmpend/forcorgspondiigmeral ues cofatierginiermation pndwish p ateggtefidatapit

cat i Berés efiime Pi‘ﬁsﬂ'ﬂeﬂ'ﬁ' 'h?tﬁfs‘\ﬁi"é ?P%E'dst Peam ofarying &W‘{"“’?fﬁt’ﬂ to bgrsent;from saidq

wheth'ér thekﬂVF“i‘%“E"séfﬁ pranign withpe angther, vi ng ¢ oFFRI Q‘h salq fstjpcation e ovpiem
sai d key stt"@ i"%“r E%Yaﬁ'ﬁr%tﬁ?wtth one affgehfaly enco t’% on.to
said first E “T"E?“ d° PRI IRS&s addi ng o ess:ﬁg:m g‘?toaren?{er Qfg'e'ﬁi"?ﬁ:ihe
first grap @H%'Bsatg ‘'said data stre reg& r‘i c°"an mcrerr%envt Al varue

to actounjy foL th@dfo upd R urdidbion' it tting the ol Lrﬁe% "
delay in tr f up data ‘fjw'ithrr:og digttgﬁﬁ La: ﬁs .EQ d&g&ﬂ . )
receiver at ni tiBu%s;ité?nas?thforth inclai210n; and Jfe ot trFethether
comuni cat i gRynik:t h crypt o- neans for perr odthga.{,dvmug‘sqmd“maompminy%

con- gr aphi galbky/oranars gebudfaidohiel Birdama @k gi t alnedte bime ahdiaeer théfirstaindlsecond
second regi ad edmbied WithisHie streamf daRMItE@FINI Cat i ORe sByaRis adinaghciraiisn{ vilth bife anther.
Claim?21 ing baninueicatibnstidi@métion By madelgi2atier t o det er mi ne whet her in which:

the two val diday @drr espond for correspondi ng 3MoA system fii duplexgbminimicafianwith crypto-
pseudo- r andthen titeyof the @ecend pSssido-rapdens keyf i e amwphialtonesdedidate wittin adigiteltelpcom-
second are 8unatviaresombvded withcthe rdceived reamof - dait a  bimueicaiensr n;'lﬂem e petsfertte an@aipr ¥

i n synchr onprypiramphipally racoderb dpta rby mPF!g"Oc?ommnr c awhighalsojineludasiat | on by modul o- 2

ad- \di’t i on; Subffeption. means @P“‘N‘%‘?%Y%"P ‘“eﬂt?b?’r‘:‘&
conmuni caqtorygg with cr t o- thr%e' brtths of the ecé??ﬁ“ 'g;;:'g;; :
graphrcal h.
the recei veff W&gﬁ :3“‘0\‘7““‘ "ﬂ] s s’f/stemi%%’:'%rs and r:::

or ypt Ographr,ssr,sfer ﬂ?ﬁ‘ a!an&rm@ﬂ,ut bl 'nc i

subtracti seud randomke mmofblt in accordance rreans for resetti ng t he

val u cont a e Ard%ﬂtﬁ:ﬂ 1o & SQEHidn R b Sl Wi € h SR sfdtrblordaplex@inhini@bion ViR ofybioSt
30. Syst ek &iga veluPERBIne AR EHIRM fe@dtdsON W 15 CT'Y BfaBhically enbdded dataMitkiP4 digital telecom-
correspondi RgandBérMittentefting itH¥Ealib eohtdifed i Cal | Y aimE#ER stbtdnias/det f3HH inoCldlin 30 tird|
tel ecom  3baid filiGegister desguapaiolcRRA@Is @ f f er ens whieh:r esynchron- nuni cati ons
system compdary the Ratern of bits in the first key stream; | ze t he haid stép difrghsitting Pdail Pyeiesr ateayes
W th one anmesnsfmsonibining the hits clithee figgt meeude- i r st | dar aeriodin intarvils et intersperded with said
pseudor ando ranttewykegstream withof stribdm of databitscaror dince  (Wansimisainszdf gonoledtdatadhe walug eong
function of réranesmmunicatig infarmatjont tenkef sant dupl ex  dainerinald Siest Wgistariinclydesyifiplgxing
bit digital fromselé fisblagatiomied sepeng lqcptiog o r egj st esaid ewwmﬁmﬁmﬂhﬂya Feig e
data wthin %P‘&iftjt“’f‘ﬁ'ﬂf 9?@%?3’6’(14“%@% a1“‘br | ncr ememﬁfrftr@i%m@s cont ai ned

in rrunr‘” T?tf?ﬁ@ @ ﬁféﬂ {D{t@?‘% rst regi st er
at regul ar ar

fr'rstgkey s Hoc g{::[c F‘?Hgﬁ‘g tting tS"’ ggrm %EQ*%""
means for C Mt st pse“ ?. Pr@ &8 hilies dre {fansfitts
and |nter3p%¥e§r§%r"ﬂa§:§nitﬁ sQi@’i‘ ka?)lai@t ream W'oB b ?arf: ; chg‘?ﬁts g{ ital cel-
car- 45 ”s@&ﬁd‘ib&ﬁ&n%’i‘:%g aldahd 1 Idlﬁo&ﬂﬁhnio&t%hé@re&&mm”' cations

i nformati on;,ttépspg,eemgammsmisg;@,;sg cdde sai d f| rst register includes

nul ti pl exi N@ath e NuSEIoRtaihddlibdaid iRt Rlgis@R T O 2 S8k N MstbrdforduplXicohunicstiah With crypto-
encoded dat anebisdttpeheidlingd SectitiChssumb-fantidndNS -  CI Y idpBicahpdhcouad daya withia @ tligitaRtalbddm-
data stream and m ssions of first regi ster values. with a stream of

cryptographically encoded data streamrecéived from said second | ocati on;
so 33. A systemfor duplex comrunication with crypto- nmeans for
transmtting the data stream encoded graphically encoded data within a
digital telecom at said first location to a receiver at said second

rrunr catrons system as set forth I n CI ai m 32 I n Iocatron

o, -, o o o " o e o o r L T L



31 ; : | EP O 446 194 Bl 32
S o pmmications systemss set forthin dsim3z ©the bﬁlﬁlm\llt\lll!ﬂll\lmlll
clude a frame counter whi ch counts transmtted said | ow b|t ratte Quxili ary

channel is 2 received. frames (

ci at ed cont‘L cat? Y}sim as se orth In laimdas tﬁlbas P%ﬁlog a{uﬂ f;m@&‘;ﬁ%taéfr IB-f
a ci pher seg anndsh&oﬁbb@@-“ rrposed° w'l'ﬂ

non- 35. A mtcg,mo é?.‘ém ex communi cation wt ,aﬂonof b,

transmtted to the rmbl e sta- gr aphi cal lgy enc,g) Rk iNnb B ggsat. d&'tﬁ on-
tel ecom astA @Btemth‘ diipieXREmintridatid whH Bfyptb-N€e non- Céi;fh@ﬁ& eigna%&msm.mmtm&n&m
system as sqéphiiify Bncoded Ghta withinadigii@dlscom- Ci at ed €A by tratsmEiligdve the aér éihebed hdselM -
t he base i nhunications system as setforth in Claim 33 wher- " ciated control channel GSATCHPfloml theibag a
gi ven nunben:of. frames (R1-R11) said first regisditenduisy dgaen aunberbidries@d-RyY h -
other 10 said firstdegistarvbiues areombingdWth othéri Clo d e nodndefortnbifon sverd (Wa)which idenotha tha sen
sai d | ow bilow-rate datazon saki Iowbitra@dmmharYQEence nubeende 3mbet 635, .46....) )forf that framatfor
franme for mel: which the frame counter ofithé mobile $hell ersetne
counter of the nobile shall be set at the ti nestehertime ¢ atwhichipaid difermation word

i nf or mat *&r\YEpAfondyplencammupicgtionyitharygloge ¢ onmunABhivassrseiigderd whishis relgted to theseng )
was | ecei vdaicaiyengered HatFé‘"t?'éFfoggﬂi tef@'?‘he“‘s e- r9YAnGe gumber farthe.baserstation frame eayp-
a digrtal tEf {ons sys‘fg' as(fﬁ‘efﬂ’é'b'"rﬂﬁ'fbﬁ Mt or the %gmii“ f"f Whigh hednirmatipn word

nuni catlons S.tem (Elealm35 | W7o e ‘?’"’31 he time (err) at

s ld
whi ch the ' 'e?ﬂﬁf‘ 5 f4o ethod acco im39 wherein by said
(V8) va vﬁ by Bon S s T m{aﬁa A Mgk%
porarrly | rru It |s necessary b,,éé’g ng
to Cl aim 39, \/\herel n by said mt other data on,o,:ﬁadf p, @mglbgrs{saéﬁsﬁﬂghgﬂsﬁ\&_y
chan-  2Q7. Asybterh fBRdubleXcoruficdtiBwithcRbRE-1 N L0t aSing laaiaﬁshpaﬁ:ing number of frames
nunber of trifcaliiDétcbded Fita WwithiR afdighdBelgasmint r i N RAR1H)ndwhéreid tHelsédudhdetnyimber is
bur sts ( S1-rinhikitionhs systemi skt fortt3if .Clafin Sy Mt €33 f Or tHel gdnRoas GRI¥EFUBhGRFUMDE! of'thé base-
cryptog-  whirtl: during a correspondi ng nunber Odtatibi &R countii atahd tyansmissimtctihe
dat a wi t hi rsaédl s@p ¢fipérinklicdlip tapparing the(vlledal-1) , and @hiesrerisen vith ¢heanjbee nicharstsuedoied

| s muni cat iteinesl in gaidt secordgegistar Wit thie ecpivedCl ai m 3 Ofor transnii$sion bf the ipfarmatierswordie
sequence nuMslyeef e firsheegiblarsto detagriinelwhether

station frdhﬁwmwmw"@h@oﬁﬁ?@m@m 0Re t i4teA Dathed @P%ﬂﬁ%?"&%'ﬂ id
conparing tPROtaeHS "H%a'lf’dﬂ‘e‘he”é??”f tacesed wit H“’P’I‘f@“ with a further
reqiiwed t °H§H’a‘f‘ are Iy sypchrppism thopeangther. ;i ¢ 1y ¢ ifer %@’ Wﬁ' Fﬁ"?g‘ft
of the inf P3 35! ‘"Q\Brﬂlfm‘i?ﬁ?f’?{‘é""(? ‘2% %irst re ‘?“g hig frobilg sty m"ﬂg

the two vaI \Xgﬂ RLvEUS ' EPYR B ndi g rm couypier sl me Wi g
to Cl ains é re| sﬁ&ments of time*and V\’ﬂ%{"ﬁé?? 8f|rst and second

I nf or mat i,g NG W a further key streams are in

synchr oni srgﬁ&ﬁlf&mex %J{ﬁaa it hl;l't i on vg;;eq“‘nw ¢ .. ) whichis
trangmt- ifnicHitRs @ d;g,eg,gng?ae;,aﬁ,ﬁgmnved val ue o tﬂne first ted to the
nobi I ‘6 st atwmua for continuously nonitor- 4 egi StdfandlzumKommimabrad mivvakddfoskat
account f orthébits of thagirsd bsdub®rafidori Heg tréadt t | NQ. Of kokiBRenDaB®R T oo Bigilien TRlelomABni-
del ay i n t raeembibed wih said stream of data bits carr5 t kationasyBtein Qunddsadrid @ie. folgeiden/Schrit-
system f or icggoinewnicationsinfinpation bymaedulbi2 adr ypt 0- geaphi cal | y encoded dat a
within a didtionandt el ecom  Pat ent anspr Ache muni catBreaugens yinercorsters Psaudo-Zufalish
in d ai m 3Cthe bits\iof dhe second pseudo-random key 45 Schiilisselfolge von Bits geman \sineh Nigodth-
zum Konmunt $%eam arp combined with:thevegsived sttepmofhe i t s 0Ws, tdee einer Eunktion celors- Malwiaehbit-
key stream “YRag@plitaie gneded datp rbyemeduie2di gi t al ePloitpierkistdeninieinem prstep Begister ent
with said sHPEEHI%f data bits carry- katlonssW@?ﬁ umc assend c:'l‘erste Register
L?!{ Igggf:ler}ﬁ c(& t‘wdof{ rgm&t%wn%mrﬁznl\gqm 5 I nf Or mat | gn alénen We ﬂg q:g eﬁodi-
oot en Pl 2 socond [ '.;s;%w%:% D i
Schl ti ssel f'g € rabi g g?d%l gorith- dg}eeqsté/,\pgsgl&_he

received stgQamun heTD % itﬁ rg}ﬁ kt ' on el AR n ';&éé er Foige von
Crypt ogr aph, ¢ranbsYand Mime G, WRdrén Datenb: Bi‘(aQtlo foh tda

ei nem er st eRatloR Erﬁﬁsﬁitte@%raéibﬂaﬁeﬁaﬁs&i@& en, um die Daten verschiiisselt zu kadieren;
hal ten i st ; cohtfdl EHRRTBEEFACCH)QRG £ih-clphersli@ er St en %Qeglmd‘eﬂfag KRR TREbn Gh einen
transmtti ng.ciamednrralammgsAmmhmhmﬁO ent haghgager; \erts zu regel nf Bi gen
perlodi- tion in the ciphered transm ssi g? of signals be- schen
Intervailen, umdas Muster von Bits In d tween a base station and a
nobile station In a ersten Schlfsselfolge zu varlieren; nobile radio
system whi ch operates in accor- Konbi nl eren der Bits der ersten
Pseudo- dance with the TDVA-principle with transm ssion

Zufal I S- Schl Ossel foI ge mt elner FoI ge von In frarres and t| me sl ots,

[ ~ 2 Y o o o, v



Moortragen des in demersten Register 5. Verfahren zum Ko

mt verschlfisselt enthaltenon Wrts an den Enpfanger zu regem l ‘m““mm
kodl erten Daten in elngsn digital en TepeksswouBt- nali gen pesd o

Intervall en und vertellt In kat bonsaystem nach Anspruch 4 d| e

| i'ber tragungen %&%{?dﬁ{g el i E@&a R : Verfa ul\feébﬁdéééu
mt niedri 9gknaftined en ' PRR) Eﬁ%«a ﬂtenﬁmdigi Telﬁcb muni-

| angsanmer z WSI-SBIS‘JhmﬁRSH ertén?fn SCh' Ssﬁ‘dti MABchRRSpaieh )

Ai gor i t hmuSgie OdrtragSigBrder kddld - el nes  Mehr f achbidpsi der Hitfskarfat mms&aéahmm
zum Kommuni zi ergfeufént einéf Evbéibn ﬁé‘eﬁ&a-zufdm-gl tsal Ver §ifs langb@iher biheGimRABGIdNahd Bt
Regi st er enschilisselfgdivar Bite fenBR b@mAlpdith@iusiem di gi t al'en Tei ekonmuni - hal ten | st;
kati onssysteésm naeh Punkiiphucéined, Méhnflichbient | er e defahremzuthsomamiizidrarmiRegchidsselt)
wobel di e Vigitabveds: slerdn sihamzviaiteni Registesentri t st er  ledietien Daton aveinv digitalen Telakemmuni-
gi ei chen r ehpiteryist: ander en Datbn ni edi dger RegtionssysfemaesmApbrrgchitanal Bl | gen
peri odl schen | Hokmmeslisrenrdegindeni zweiter Begk Rée - it nijwabpiidigdVertBdes anti¢n Registers mit
konbi nl ert Mﬁﬁéﬂh“ﬂ%’ﬂe& depgieichenrenti@-cr von BpNderen PatelVedsggeRateayf dem Hilfskanal
Schl ussel f o¥ PF'F?"E‘F printervallen wiedasarste Besi se wi e m'?"'°%?’P§ﬁ?°é‘ﬁ“‘2’!hﬁ““’°“

Kormuni zi er daschiuster ven E"gcﬁi‘ “o‘&@“‘i%st ere7vo t der st en_ achjfgset
Sch ~Sse| fo :g%!susstervonalgméerersten Schil sse o|gen e_l n m al n
var i kaﬂ ';ls

°8 “%ﬁ@%?%ch
6, K ' n' | P in%JeL QEJd euﬁ:%eudo- rWertedeser-
Qoer t ragungZ Ls em %‘ chl | Osse ,pnggmg;st RRRen
Fol - lﬁ‘s&étkw B4te: (¥a helpalnt er broc #‘cﬂwﬂrﬁ' e¥Qnorderuch ist, andere Daten auf
ver sqg Osse b Wl 1R kAR Formatich Sl @kb- 20 Wi Bk HIRGKBRA MR niBdrg&BNRNY JuQBertrg! |
ander® Dat efieradiind €n 1 n di e Kommuni kat i onsi nf ogdgat i on zu deko- 20 dem

Hi | f skanal mt @m@gaegw,gﬁmeﬁagsﬁ.dz.uzwd..bert ra- dieren; und

gen. per i odies Réyiter dftiaflénen WaeS mitké empfatle M Z\Wed. - v&mmRagimmiﬂmﬁmtmmwt
Verts mt deamerewWit des ersteBRegidterd, arh etrestirorm Kom‘runkleieﬁe@atqnirtememuam felelemthuni-
genen Vért udes oedisvehWhttfiisingpechenderZeit-u best i nkationssystethineehtAaspridhilen i n ei nem
di gi t al en Tebrdnrainander eatsprechestundiob dieveei \\erte f 1 i rwabak dop Beheitdiatiperigdischen Veps
kat i onssyst ¢en yndaiveitan Sehilisedifolgen sypglivos av-e  ei nandelpichens das indemayeitgn Redigter gnthaltay -
wobel der Seipanfersinges per| odi schen Ver- sten ufeh Weiksi piedemapmpfangeneroyVerd dogcar-

SynChr on 22 u\_lerfahren zulme}éogrt}\ﬁr?lzsiergnegit Iepsclgliu%LeI?t ZWEI tn w q{%fs%;:?gﬁf tmen'é‘btggg?p%ﬁ

si nd. V! ° nen @;BF

Vert des er-°f?ftﬂ‘r9af§§ @P'g“a'ﬁﬂFﬂet"‘?qmb'ésu mren, g e Wy, Tl :;Z" era,ﬁfgjﬁ

zum Kommuni 21 %3’ as‘?é‘i ?s "3 verte frroentony el & zu dom empfan-

Zet t moment e el ,#Qﬂe L ei nem gLk iral G2b el Ylhagt ynot
ent sprecheng nte% kat b Iy IV T T Ya oY g&, ihbe-

wei ches fergar nchron zppiRam@s’ Sin sin

f oi genden S%ﬁ:rsmegm f&ﬁ%‘mmﬁ,ﬁﬁtﬁaf Addi ergn sl nes

| nkr enent webrlen‘dind AR diCetitbrdind zvaiteh s&hset zen gleYertdhrefl 20 RoARruhigieremiaifverfdoRliisselt
genen V\ert glireigeiverdetizudingids kedychibniso@h.t , UM el kodiktbrd Detdalin Eiiom\digitdleh TolbHomehanh
enpf arl‘h'tjenen Vert 35 ne Zel tverzoger umg bekatidhssgstemGladAnsmaghilg zu be-
des erst en Raghst amsKdnninizigrmeitveexcbidsseiechenden wob@ldiesHits Idéri egptan Pseudo-Zufalls-
Zei t noment , kadierien Diiten inAlnetdigitateandelekotsment | ch ge- Sohiissrlfolgesinider Foloa \éh Batenbits.ctis
und zwel tenkﬂewﬁwwna@mmcﬂlahren zurn Kormuni Kpmmikatigninformetian fragen Jajtisiseiner
sel fol gen er neuwobsiger $ehvittidas Upertragengdee éi si er en Modulo-2Additiap kombiniegt werdery H‘del nem
digital en Té?'%R’é‘ﬁ?rﬁ?ﬂm&Uha“e“"W@&Fl%H%"s ffem nach i, B uéﬁ Fwelten Pﬁ%‘f’,f'

zum Kommuni ¥ EfF °'V‘§‘f’i%"(9 °' ndnitge %“‘ e g
Pseudo- Zuf afin d a’ar ngen 499 %" PHeom di g tg@;g b?'tgg i ;;t itels b
Schl ui ssel f 'f' ” de‘, mf%efi F%'hbl di'e" ‘6 Ve A h

nac
Anspruch 1, "NTor Mt T on. trg ge;h

I’eﬁ &Wm‘éﬁp ﬁft v&s%ﬁlﬁss&ltn d

Schritt des® agens des in Moduho- 2- Adq\{bg,grgpn

dem er st gj B@@hﬁh%%ﬂ%&%@ﬁ‘ﬁ@%\%ﬁl&ée@n den nssystem na ﬁtsﬁhéhsl der
zvel ten  Pseysl@iéhbadnisemettiitadtOBibkofthurie 90! mf f i genwﬁﬂb‘dﬁmwhﬂ?@ﬁhweﬁde—&uﬁu&
Schl f 1 ssei f phtgRidystnd nableAnsgtidhfzangenen Fol go von stigdskdifolgdimit de FolGE vdnDAGHENG Sdie
von kodi erten Dabierdie Werte\s &rsthr Réghteft duf Kasli er t emiladialionsinfoin@lioh tedgar; fkombiiert
Mul ti pl exen eltlen Hifland ma gledrigarBitratd eideodigior t en wisttiehn luen- dle Gedining allnton an veriindern;
konbi ni ert taEndzeiular-Batvemnikatisisfolge Glidteagen agungenuokker Werte des er- sten

Regi st ers umkalért. sO 10. Ver f aHieeBitsz dern zW&itpim Rseudp-Eufalls-
mt verschilsseit kodierton Daten In eingg digital en Tel ekomuni- 4.
Ver f ahren zum Kommuni zi eren mit verschl essel t kati onssystern nach
Anspruch 1, kodierten Daten In el nemdigital en Tel ekonmuni - wobel
die Bits der ersten Pseudo-Zufalls- kationssystern nach Anspruch 3,

Schl Gssel folge mt der Fol ge von Datenbits, die wobel die Werte des ersten
Reg| sters auf s Kormunl kat i onsi nformat ion tragen, konmbi nl ert el nem

" R ™' 1 _a o



ST RS - N RN FNTOW N A e B NG T
e

verschi fsselt kodi erten Daten konbiniert wer- npf angenen 7en Vert de
ersten Registers fOr el- den, umdie ursprringli che Ordnung d m‘“a‘“““‘m”m
nen entsprechenden Zeiég‘romant wenn di & W4bs perherzustel Isgn ﬁ“‘m

te unterschiediich geworden sind, umdie er s?

5 und zweiten Schlisseifolgen erneut zusi nander 11. System zum

Komuni zi e rsé'r‘l“sﬁ?'?‘gﬁ it Setamofapgerep F °'9° Yoz sync WGH’M‘P’&’F@W m‘%‘f"? Wertamitden

t des ersten Reglsters far el

diY Fissyst omSMpiEPee
13 e ST e %JZ%W
28 flen %& ersten

e

Er zeugen ei Rer

kodl erten Datep in el r{l hnder
sten Psbydog o Kommidh mkt Vb S Suak i Bi’t s ge- ons ys emp ach
Anspruch iikod, at§rﬁ SiHaet WilRleh yei cher e ne FUnKt I on vvobel
di‘e Ei ndchigiggs Paséer.@gen el nes Mshrfachbl Systhh Glith UoWRihiSerbrd Init vei3bhidsbhit

einem " des In eﬂ@ﬁhﬁdhﬁhsa.nﬂeﬁwgb@ana@khal t enemo&&feh Datdflin Bihérh @ditaleR Hickbifuni-
ent hal t en issh Psbudo-Zufalls-Schiiissel folge von Bitdl 68 EvidT ang@fiongsystént feh Ahsphigiety,

peri odi schewareinem Algoltfrnesweleidr EilsIFunRiloheMent i er en ddbei die Eindefitufy Yith | Ibertrdgud
verteilt i reinds Metidhaeibt-Diglianngiist\deninlemedem er st alas iRagn arbten RegiatohentHalsnenWhiey dn S
Zu re- i s erdepdiegisterenth@®bésh Si ne Ei nrichtung uleh &mpfinger pu cigeimiigentigriofisohen
peri odi schen | eineEmnddhtuagzumiinkrerpentieren des  Cher t risteyualigrewndyertelitindie Bherteaguritan wn
und di e Mudn dem epaten Ragister anthaiteapn Wers zse- Sc I Us's diofliesten Patan eine Eintigktunorumiabh yedie
der \Pér te @elnatigen: pajodigchens intervaliapg umj dasen; Ubertragungen mit kodierten Daten und die
zu mul ti pl SAUSterYoR Bisingler qreter SBIApeiiRlGe m Konbi rfbaRiagngeoy dey Werts desgrstep Registers

ersten Psedﬂ'B"'ZUf I s- Schl @Eel le'%f 20 14. Zugy P'Eﬁ'ﬁ’%m Konmuni zi eren m t
gé

hi ts, i kat kodi
ot ol ves e %seggﬁégw@"? Dl S Ghbicen, o305

Cg m zum ommu Ziare
Ay ] " meﬂlr&a(smﬁa.len
ver - | n

onélnf
ch 13,

wobei die \Z&{'ﬂsgw |sters auf si ne |nr“;° ,gmngwp r,-\tebigtg@guf
des In ebmsmm h n& &an%ermaen QST 01 Bl difeffiskinit rieibr B looedigE
Regi ster enphalden MehisthCdntnaédbn Wefls an der bl €N 146 kAl uatxoﬁmmmmaomdecubaﬁ@bae
Ober t r agen gaipihgd siflegeiamifan goridistngeineRer | 0di sGhpdanl Nt er - wer den.
val | en und vmﬁhm\}eae.umdsu%emgmgsmungen von ko- dierten Daten:;
15. Syst emdensn eemtruni zi eren mt verschfl (sael SysﬁmFZQmE(oﬂiﬂuﬂhér&ﬂgﬂtMﬁbhlﬁsselt
Er zeugen ei ner eine EinrichturigO éne riirsaugdiabieer | N Si nekulielter Dhtat i8 rindre digitaen Malekommuni-
zwei t en  Psewelsn Perudd-ZifaliSShiidssel blgefvon Bjs ven Bi thetion8dysterk nachdnepaigs t4m nach
Anspr uch 14emifedemBNansthmos. goichar leive Eunkiioni cher ei ne @bl derdfifskanal mit niedriger Bifggisc |
der Wy | f skeainap Mehifachbiigitatyerts, pier riateinemi nes - Ve HRir tanpasier 2ygpesineter Geverkanaldgbr i n -
el nem zweifen Rpgiste epthelten ihigeor dnet er St eusrkanal |st zweiten Regl ster
ent hal t en 1st; °&p Fiergbiung pymin °"£‘Ef'ﬁ‘i‘1’??krerrer1§l%ﬁ'@ﬁ zﬂ@sKm‘“‘l'B'z‘ m

un katl- d

Konmuni zi er®pe iR R PF'@@ an Werts Rum el t D§§° ‘“e Pff‘

zu 3S kcgg%@ E’gﬂ o ﬁfu&le taI en Tef pmsmlt
regei mal ger‘h rzt‘rls en chl%lss Iére in einer dentu-kat I OﬂSS%%&rg ate nﬁv ?F&te Ilfskanal
vallen wl e s i Woshon B Eotiger

er st Reglsgn%ﬁusgg,;o,g il ,,& er zvvel ten Chl russel n e| ner I'denti -

ander en Dat en Ring HidrdRlingRa? KBMbinicleakd | fskaﬁaéysﬁmm mnﬁamwe@ nftSershhitsedl
von Bits i rideer Aeiten PseuddlZufall-Sulib@idigeBi t r at e otEikenDaRh n elfvérh tigithlen FélEKdmmuni-
Schl Cssei f Qhiger epranganbh FIgRRon verschitisseltko-40 S €1 Nigitidrissytiod Rct AGspIAIdN16, welches ferner
Konbi ni er erdigdtes Daten, um Hib.Datayi S déKohnidnik@mMuni zi edngi@BtMi t verschil sselt Bits
der zwei t erntiomardantiation af ddkbdisrdacimd( | ssei ff i ge k 0di efnet Emrickbarigezunt worBhiergehenden
di gi al en Tel ek e Birrichturigt zuchepesingidcbengéanen Fol geUntabrechen efnenlhegtemgiing dimyVert des er-
kat i onssystgieioheradsls indenpzweitén Repjstepetidites f er ner steh Ragisters, Wan es erfanderiigh ist, Badesn
i n di e KonrngniWegts mit dem epnfapgenen Wertdésre-or mat i onDaten agtdemdiitiskans) mitpjedriger Bitrate zuq 5
sine Einri cﬂ*ﬂ“tﬁﬁg‘s‘ifﬁvn’ﬂw&rbﬁ“ﬂmeg-é‘ﬁéﬁ(?@ﬁe“m ne Ei nfe®e¥ng zum peri odi schen

Ver - éﬁ"lﬂ?‘é&’?@ﬁ""élzm"%'éle'ﬂ‘?’g und® der Wart _des or- %I ei chen des._i
dem zwei terP“ %%ﬂgvn t fig efsten und zweiten, o ;18 °E'1’?s°t

bst, ander

_ "E"zﬂgiﬁ‘?“gﬁﬁ’"ﬁngenen V\ért te"'" °mdlg
dem Hilfs.kagwem% k2] B et ST Wé?’“ % Lﬁ%&igi
flt denr

ng
di e bel dei kodi {eHn Jhb digi t'lﬂe o eChEe@fﬁ
ent spr EChenka yotBm Hach ARY, ﬁ'i‘l HdiFer em ksl by P
mt verschlgysselt Schflisselfol gen synchron ZhRihadd eg dﬁl en Werte flr entspre-

kodi ert en Dat enineRinRénaRE i LirdcRdetian dilirek onmuni chek&tzemmsfemme Fédaprechen und
Anspruch 11, wobel die Eln- 12. System zym Komunizieren mt verschl Gsselt

ri chtung zum peri odi schen Vergl ei chen ded®In kodi erten Daten In el nem
digitalen Tel ekommuni - ss dem zwelten Register enthaltenen Werts mt dem
kat bonssyst em nach Anspruch 11, des ferner ur- enpf angenen Wert des
ersten Registers, umzu faNt:

bestl mren, ob d| e be| den V‘érte fOr ent spre- 5| ne E| nr| chtung zum-

e o — " o M. o o b oA N



chron zuel nander sind, sine Einrichtung unfafit, tervallenTnd vertellt:
o o on ot oas " vert me.eroton Nochet pteegs addi oren. o a”ﬂlm\\\l\\lll\\\l!\\\\\ll\
Er zeugen el ner zweiten Pseudo-Zufalls- Zeitvrzgerung bei aener *Ooért agung

zu be- S SChI ussel foI e von B| ts gem R dam Al or| t hrrus Ic S| c tqen
wel cher SI i t- it T%’ 0 »
zwel ten Re_gﬁ gg:né?e n nanl Zi eren tFﬁ"?'eﬁ de?ﬁtF’ & °eP © mg""ge" o
enthal ten ig, ' e gm d| g| ta eu iten Ps alls-

| nkr ement i eﬁ%r é’uﬂgnbe | e

wobel : ' cks,cht ool ef enth t rts zu d ElbidieE epu,{ hradibik S
der ersten Pseudo-Zufalls- Blgen per | qﬂbgﬁmg,egis{ @gﬁﬁ\éﬁg,{,ene; Re

erst e Re-19.558lofSAam Korintifizisted mil Sbreéntb@® VON . DatgHaidntet; di € Qi ster, um das
Must er. von-igiibdeniDatedlRisingmibilaRATeieRomMUM- Kat | ONSi N ONikkmeRtyrénidegiA dem awatbneksgL
ei ner Sc Hiatichasyitéra haph Ahgprueh Ticwobelent | SClie \\éi stet enthattertha Selt® i dongldehdl@idim®m n
konbi ni ert war din;Bitsinder ersten PseuddRfals- von Bi t&igen periddischen interyallen wie das erste Re-
Schf | ussei fashigsselfolgediitaieBrdge vorePatenbits, tien Ps e ud ogistaxf wh Kas-Musief von Bits\ig déri zemiten;
Schl ssei f oi pemynikatidesinfoemglibeiragemeittelbeitege von  Schidsselfolge in@inetidentissheWeiskorie @ist s
der zwei t erMddyle2ddditionkpmbini¢rCesdehituntk odi er t en Deluster mant Bits finsdeperplen Schitisselfolge zu
Zuf al | s- SchG adlieeBits gler rAwelte cPsemisrZytallsy o 15y or - YoHiR@M0- 2- Subt r akt i on

kombi{ ni ert Seifiepgiploe mit der empfanganem Feldesvont  kodi er fen ‘?BH‘P'E'FI“’"‘EH' E't%i’ﬁ' Zygifen Poguie-cn

Stel I's enpf'8RGUdsela K n BARG; Bitels: #0erin di e °zY°§r‘@FT
mt verschrifg '?@Tsf’bt"g@ﬁwgrt i onsi nf or mag" p‘ﬁ ' d zwe“:‘:
Kool o1 2 Bt b SRS ad DTSk BT ool t.o i e
Dat eva ts, t?amz ﬁEﬂn lﬁ\} er n nac lohe Kommuni-
er zvei ten kﬁ\s ntn%ti der zwelten

kat i onsi nf q{ag@, Mela
Pseudo- Zuf al | s-gjg B|ts der erste s%u&rku?lhse erste SétQ loR aRd Slie g\‘éﬁh WerddH sok

Schl f 1 ssi f%tﬂﬁssgﬂo‘ge eFﬂJldJQorV@:ﬂenw gebi ts, di&ndie DiRAMidR vhigd ieﬁhgﬂ:dieren,

ver schl 0ss atdmmitkdtfbinfnfidlion (agEHLIMmMleHONsd nf or mat | Obartdagen@diBian dePwaitdd sRélib ko-25
Ober tragen vhedenaiin 86 1OrdiidfY da@dh Sulvdtah@ris0-  Wer dedierteh Datetifdige@h elildaEpRIFISEUN dérer-
ver andern; und di erten Dat enfoige an i nen Bwsasgaindan derer- -und

sten Stall e, Urkh @ite dBi tzweitber Psbuddi-Zutalis-Ps eudo- Zuf al deiedisches Vergleichen des in dem zwek-
per | odi scheSsissgifolge aikcder elagangenenl Aolyerwoe| - Schl QesRedster enghaitenen Werts airdemamgfemen
Foi ge von verschiiiseek Kadigitent Ratenchwimhinlett oveen WAr t s genen \Wertdos apgten Registers; wo ki testine| t
kodl ert en DBlenamdesrsbilnglicheReirenfolge dgwnzgenen Warmendehsdierwal WertertinpgintspreghondeZai-z y
bestj m derfickgyaewigses. ur eprf ngl i che Rei henf oi ge‘“%ﬂ?t?rﬁ"?ﬁdef entppmechanjind ob dig\ g
Vr t S ur ent s r echende Zeit- rflckzugew nner, sten und zweiten Schitsselfoigen synchron zu-

nmonent e & @ﬁ Konompnikstion o vaT-e er- . eanderaind zuei t en
'b ‘E'h'" ?T’"‘ e

Schl Gssei f g5elt qhr & zur | ex- | kat |
ver - Oic kodl e??‘e%e A pigrKo Qi gﬁ%ﬂﬁé v%!
35 Tel eko rze eéx S} ’;ﬁi schi ssgl n_a n g
Du m@cm& éﬁi v% s a e#er uhifkati pruch 21,
pi ex- Korn'g“l);é,;&'i us ei.ner e&;f;.rnm éh nt umfalt
schl f%§59| tg hei'ﬂ;s% ﬁlEJD &mﬁ r‘iml | gi al en z izedes i@ n%rei(éh'ﬂtaﬁit&rs
an ei ner. erigbiéin erbteh Réyister erl ni kati onssyst Lyfaitdhds WerS i b Bnptdngenen Wert

ent spr echend i thedmMeRiiegsndbd iNdBhersteRbgid@T Si NE  des ersténl Rebisters FiR leiM@T erftsprochenden
f oi genden Seaitdnen Weriaf tu Fegélisadigen .ehas Mehr f achdinoméit WehrdieWisrteSintesthiedlibh ge-

oy

40 Zur Gekeditaresiel; smidas Miatier wnwBltd ieterRegi St er wordenaint,am dig eréteruniRewsitart Sohlds- -
ent hal t en lersten Schillsselfolge zu eamindexint enen \Nar s i t selfelganempitneyendnzuAgndhronisieren.
| nkrenment i er en Kombineren derbite des esten Reqyrdest er des ersten Registers ffr ainen

ent spr echendidals-Sehlienlfolgmanit \aler Folger yargei mal% Yrstahree r izl j Duplex-Kommunikation  mit
Zei t nonent , Datenhits. dieKopwweikationsinforaatipn et | ch ge- vessehitsselvgpsmifigykadisrten B?WUESF"
Must er von $8ntdie vomdenersten Sielle apeinezwpite Stelry i e eﬁ‘°§! digjtalen Jeiokgmmynikatiagssysten nach
ersten Schi 'P§§§P?‘6“’ °'tEP“%t“‘3r1’éfe?ﬂ°"f°‘93 0 45 Anspru neut

zuei nander ' ? mit el Eg?erﬁ'eren der_ B| %Fabgﬂ'ﬁlf"%ﬁ‘g dem er-
Zufall s- Sc von e g@i pfén-
%Y"é bi

Dupi ex- Ko ?'T ﬂ kg_l e Komm l{ § ﬂ) %br%f'gf "tmuen
verschl dsSeJmHQﬂ lge TSk e e - OB ﬁ" Rutlaon 6 gﬂ‘f °§L,¢§I,|s
an eine zweliefe - nem igrtaren Tele orrrruna, 'DQQE .q@ nider Werte
gesendet \Narderub%mab&naesmmermb.%tep% Ol g&  Sges ofdith grifagtVODEl

ver schl usse&,ﬁhauhekmheraelae.urmmﬁhgereh a&r Fol ge ei - der Schri ttder
Qobertragung des in demer- ner verschl Gsselt kodierten Datenfol ge, die von

sten Regi ster enthaitenen Warts an den Eﬁ'bf an- der zwelten Stells enpfangen
W rd; ger zu regal maSi gen periodi schen Intervallen
Qobertragen der an der ersten Stells ko- und vertellt In die
Obertragungen der kodierten dierten Datanfol ge an el nen Enpfanger an der

55 Daten sin IVUItl pI exen der Cbertragungen der ko- zwelten Stel I S}

- ~ 2 o ~~ 1 AR v o, e



S T T Ry TEREETAT R TR W ey ALY A WA TR e TS el

schr'OsseI t kodierten Daten in sinemdigitalen Te- schifisselt kodi erten
Daton in el nem digi tal en To- |skomuni kationssystern nach Anspmn“mﬂ““ﬂ“lm”“
| ekommuni kat i onssystb unfassend: b

eine Einrichtung zur E]r’szougung el ner e 4 &ﬁ/?\krte des erstaen Régi Stefs auf
el nem s sten Pseudo-Zufalls-Schli Ossefoige von Bits an H I fskanal mt
ni edri geR®i Yerfaren BF Ruplexifagimuniketign zail ver- oj ned8y Hystem Suk Prripxdompuikatiom mit ver-
Ai gor i t hrusgehigagelt Yodieriep Drteminainer digitaisnde-o| ge ubeschifeaeldadionen Datan in einem digitajep Te-

Funkti on sj'goum™ N}ﬂ'ﬁfi‘f"éﬁyﬁtﬂﬁ"f‘a‘%ﬁ@’fp{“ﬂ'%\"‘f‘s i st, deommpnikafi fem umfasgerdic gi st er .
ent hal t en |b§{' %5 Verfahreg v4 r | ex- Konrrunr ka&Fﬁ‘ﬁE tung, 'E"Z“’“g""gﬁ“e”"'
ein %alg ?

sine Einri les ®schl ‘i"fﬁerers '5' f‘f‘ °’1 'Pfts an

el nern di gi, gr rationsiige E en Regi st &lo foikbiokd;

| ei kommuni katronsystem nach AN pr uc 24, WO~ 4erin efd mgﬁ&w&e

| nterval bgierthtindf? DBSEx-Kommunikation mit ver- - eine Einrichtung. mentieren des

Must.er von dehiksSeliiBistah DEbvh 8Rervaibitaleh 788! 1! 9€ i7 Honfidten Mo a msnsbene., o
ni edri ger RekoinlifkaBonsystem Wath hdpfudR24, WelNJSANEl  in@ERgsnd Pib@dchen. MtbFValidd) din Sds- o
sine Einri afskung zum Konbi ni eren der 16 Bi Nustefl@n BRS Miderersten Schidsselfolge zu
Pseudo- Zuf al | s-déictiltgskanali fip hig@igaoBitrat€ eahr sn z wari@e®! ex- Kommuni kati on mt

ver - lmsamrmeordﬁeﬂegﬁeueﬂ:analuat enbits, di e KomwinaiBiaithtungSain Korbtiddrén der

kodlerten Daten in elnemdigitalen Te- @nsinfBitsndet iesten tAsagieIyfakkiSehiatfather
er st Eﬁ S6 | YerfalirenizymPupieitcomownisation tmittyenrach - Ans phit rirter Edtge vegDatenbits, dig orgrumikati-

zweite St e|$@ﬁmﬂ Dalait i einem dipitalen Te-yr n bej : onsinformation tragen, die von der ersten Stelle

di e Dat enf d?"@@"‘\&‘lé‘?aﬁ‘lf'ﬁ?i’&@ aach Agspruehefh We-en und raneineFweitsplle gesgrdet warden ggjlen, um

Regi gt ers rhek undo- ei ner Fol ge el ner verd&iiptanfolgn varschifisspitauikadierpsynd mit
ren DAten nij ed I t%{lﬁegﬁ?m P affal  iginer Fngre é"’eﬁ‘i"@'s?ﬂ'f ffodisien Daten-
zwei ten St &pR g Hifskan? Mer Brtraff"%e ) ff,zgﬂen angen wird;
eine Einri d‘h‘i“[‘ﬂ?@

PEYSS&8% der an der ersfen m%ere ﬁ:} gg::nd:,:,::
Dat enf ol g @Rﬁg@&%%ﬁ lex- %{I Er ol rfﬁtn -Dupl ex- *éﬁ{ﬁ@ﬂ telld;
Enpfanger™ agy @Jukaarere Bhte igifer T&LS 94 t kodler, 3% zrmt@ uaérn&r;r, des in
di gi tal en TQommériationssysem cﬂf\h&: Hﬁ@w@um Coer d’eﬁ\%n istef enthaltenen Werts an den
| ekomuni kaje: onssyst em nach Anspruch 26, wWo- ggpm g;,@g,g&g@nag@bg'g,gﬁe,maﬂ,_
ent hai t enen \\leing (BétralfAg B&H Werte des ersten gen periodischen Intervallen und vertsilt in die
Enpf anger ateglteis varimideRsnd GiiteibroeheR, Qleniie@g el MAS | Gbefifagiigénlief Kotidgsabatesler \ert e
des sr st en erforderlich i @ndepecatenGiiio@lifskandicr wal | en unGing CEikrchtuidlg zit Erzéugung einer
Regi st er s watridddgegBitvate cu dbatt@gdnt ochen, wenn es zweiten Bsaxidb-ZatglsiSoidisselfelge von Bits
kodl\ert en Daten: erforderlich ist, ander’e Dat egeméiidenchdgorithinksi dek eimeffunktidfeines
si ne Ei-n@$ c,\htfehng' zup Puplexsitommunilsation et verri t  nl e drMepefachbll-Rigitatwerty igt, ddrdn einexyewel- -
zwel t en Pseqbifnsehipdigrion Dalemin e dipitsiende von Bi tien Resistenenthaitamistl gor i t hnus, der
si ne Funkt Helamspnikationssystenyagch Angpeueh 21,wo-Dupd ex- Kommeiae Elrtichiing mm '“‘6’8’?‘3““9’9" des
Mehr f achbi tbe chrif{dagneriadischan Vergleichangdesi nem zvve'F ﬂeeerﬁrtfrr%@@rere {Werfs bei
Daten In eI in,d ’t%‘?g@f?’ ?'é"a“e"l"ér‘fvﬁé itst er ent9sa e 9'"‘5“"9"" P""“"s"“"“ inter- -

I'eko_ n|k fep 43 ?@ Ilenwredaserst q;
zum [ %s %?ﬁjw trfqre-de% per n eise e s r s in eret::

dem zwei t eny,

ent hal t enerngpiof EJeﬁraﬁEeF sind, ein A’zﬁi%rdil eﬁ\b§l r eger rra ge'}lngeé hrﬁc Kl:rﬂﬁlﬁi&en dam

enpf angenenndiftebts 96 ders Bﬁﬁfﬁ‘f@eﬁ%@v&@ §dsSor- BIR| dePhveldnSPeprit- Q:hlﬁsselfolge
Regi ster, WBnthagistih rhmBkt, viDshe!Reitverzogetig ZU DeStrhilldRFoige@bn vérsthidessi kodlérich ®aleh)
entspro- 3 dirfer UbertehgiingZWBérticRElc | ssei ki ge digunAbrrRbiteh SR empfafideR B, um die

Zei t nonent e ei nander entsprechen und 40 = scheden\di6 RBordthunikebasitfbriiation 2u de-
Bi ts in @erveeshrenohur upleeadiunikatiod nttvaw-t en  Sc hi kedisren fuad getneisarFolge vomt Ratenbit-
Schl i Cssei fsohidpeeitkadiarten Daten in einers digitatenZerei nander tragendeln Kannunikatibh@y, din ven deg gwel-

| nkr e- lekommprikaEipnssyistomnanshdnsorueh Kowbi ni er en tee Stelimeamt diveersts Stelle gasandet werden
enpf angenerbefiért des er - - Bits des® zwei solhum die Datenfolge verschiiisselt zu kodieren;
Pseudo- Zuf ar s S@hﬁ‘%siﬁ"f greige Bsaudo-Fulals-st er s ur nf aleine Eingehtunp gum Obertragen der an
Zeot ver zogeY '°|'ﬂ°t'““d’é‘r"'°i9(9| Defenbitsdieschl f sse?efz%ﬂ‘lsé?“?@%‘l“em}%“ﬁ‘f%m gnefer
Obert ragun g mitipls einer ;o 5 Ergpfn F?’é%S?@l'ﬁ n en
W rd, urn g‘f'ggt“sonsrforr

zur Dupl ex- é< ere pfan enen e Rod er e?n"ém G as er-
Dat enbi t - (ﬁl kd' é@?{agn eIne 'E%p GIP%{' ?l
Kommuni kat iy ;;ie.gmae Rommuni k 9%%&1@% %%ghdz‘ﬁ
WO- ten teIIe an le erste §te||e esendet vver en

50 soil, umdi e Datenfol geverschl fi $teitzu kodieren; die Bits der
ersten Pseudo-Zufall s- sine Elnrichtung zum Cbertragen der an

Schitlsselfolge mt der Folge von Datenbits, die der zwelten Stelle
kodl erten Dat enfoi ge an eonen Kommuni kati onsi nformation tragen, mttels
si ner Errpf anger an der ersten St eI I e; und Modui o- 2- Addi t on konbi ni ert

o p—



Schifl ssel foi gen synchron zuel nander si nd. schl assel tW
Daten In elnemdigital en Te- | ekonmuni kati onssystem nach Ansp m“‘\‘“‘“‘
31. System zur Dupl ex- Konmunikation mt ver- o bel' ““\ mmu

schl ssei | kodi erten Dat¥ in einem difi%4PiHBle- 6 M2Scheit £ zbm®

per | odi schen Vergl ei chen | ekonmuni-kati onasyst em nachAnspr uch- 30, das

des | n demexgrsechemn uiki gb gliecerstem uhd iZveitare n V\ér 8% Sysem caur (AwblaBkommunikation mit ver-

dem enpf an§eiienetiplgen syerbron ayeinprder dgi st er s.- ei sehliBpaitkpdierten Raferyin pinem digitalen Te-
Zurficksetzen des In - urn zu besti nmen, ob dpkemmypikationssystam nach Anspyeh:20, whe m
zwel ten gvsg%rzue:ﬂup!sﬂ@rm'kwvt@t ¥t dem  behende Zeit noment e

ei nander en ggf%ﬁwm WEY"SP%@H enerf des er stgnPe aypariadisghan Vergleichen
ob die ersffe 'U‘f?é“’%yft%'ﬂ"’g il R

dRiddi gen syfes 'ﬁé'ﬁ"'é‘ﬁ?ﬂpz( ﬁé‘#\'@'ﬁj‘"e"wer
Zeltrmrrent qn zuel nand N
Inkre- te. " Qgﬁeﬁ’%ﬁaﬁﬁxﬁ? é&}&%’b um dig z%E%eEt ment ,m?l ?ﬁz?%%‘& em
enpf angenelg gte Ehl s sel oGSkl e dbe Eensyn-
sten Regi sh&f ehsdRbinden 2Binfomaft ﬁt'l&ié’ﬁ&rz8gerung cmnﬁbéﬂmﬁ% @Ktﬁ n eines Inkre-

bel elnem ¢ain ﬁ&&i&l@&%&@e@éﬂ\dhﬁﬁ did &ee Cht i gen mehtaiwdrés zudémicRiftangetdn Wert des er-
Dupl ex- Komhdviweidn soRiasselfolgé brneut zueindider Syst em s@H Rediéb Ehiatt U GiHe ZKiR brz8Yarui t
ver- schil gsghéndeeéiear t en Daten I n ei nem di gi taileRgm Ger-Obet@glng Sbtkdeksichtigen.
kOdl\%t en Daten In elnemdigitalen Te- |IeKomuni kationssystem nachAnspruch

32. Systenh a0 IDpleN-KapriniuoiRativly Itie vern ac hAnsH ISydtém 3r  Duplex-Kemnunikation mit ver-
bei : der Schehidstelf kelicBprPaterciyeinesn dighaleri Te- dem er - scifiBselt kodiergh DatBi ih singiedigigies Teen -
Pseudo- Zuf iskérmuniiatéonssieten sackAnsemehi¥fivoenen \\er tiekommunij@tionEsyptem nach Anspruch 30, wo-

Schlii ssel f &%fge mit -der Fol ge von Datenbits, dib&:ger zu regel mAI |

per |¥d| schen | flerSehyittfesdlpertragens ges iagemerk at onsi nf or At Phh 9eF a %P!‘P@F@“s'
el ner und 9P FEQ'SF‘Te’I“i'?"meEW 'hﬁj!ﬂ‘ﬁg;an von k Gghliseeitolge "‘“I%’ 19/98 yon Detpgbits;
komnbi ni ert 9933% °'m% fchen ({ntgrval | exe @F '?‘ T ragen, mitels einer
die Bits d%? ; J Hf‘?q?“e'al erten ‘é 'Z'P 4 ?"' %?Wiggf i
dor YErLe. o i uhdce s TR 2nORRRR,N

or A ogevon
nittels ei ner SRS BBt r akti on konbl n| ert m‘gl g ubt %ﬁéz(m eéids einer
I gital en

Dupl ex- Kesradddnk 3l BpiBi-konithikatf Hhit &€l t kodi erten Daten M el nem
Te-  39. VgérimitRetistenDAbIAR bifdhtdifhaidPia- SY NCNB& Vefiahrdn zulnCBESRGEN Yon! SyRdhronldatl em
nach Anspr mm&a.mMssystaQnacemmamw i o9 1 N QRsindrMbtaNA bérSeRbHiREIEDB A~
bel : © bek: gung vof] SRaletDAvisthed bieCBasisstation
zwi §chen ei ner d;ertseésatstameglsm e eihen des er stuAdieitie fobiles SQticAUT eimdnMVRBiIfunksy-
und el ner. ilsksh@mit BedrigerBitrateninerdigatenizblbi | f unk's stemlivéidhek gendi dem TOMA-Biihzip gitiol-
Bitrate ei iar-Kangirikatiomfoigelibertraggnaverdenei ches g aer fibBrtrigumg FiBkknmdAund Zeityshiitien ae| - -
| ul ar - Konmuni kat i onsf ol ge Cbertragen werden. beitet, webei S@uerinforrmatiom@per eindRatren
und Zei t 3 [Svitem epr Duplexgkpmmunikatign | mibtver- wobei-  Stsehiispeltan or Fugecwnetsny o r Steyeriangl
ver- 34. SycidssgitkediertenPatenio einaerdigiplRmter on i t  \BACGCH) und einen "'@ﬂmysﬂﬁﬂéﬁge‘
zugep dnet °‘“"‘“"§‘F@‘lﬁ‘&°r”<‘ﬂ'ﬂ&ﬁ°“é’é§ﬂ“‘F’?§é’Y°r kodl er t°§1‘i'°‘E/%1§‘&‘f?"Y’FP'@AﬁSm ‘-u’!i.'
Te- g‘ GRen pieht - vea& h%f!gfseten zgae‘”’" e q?& NSLSEAE
Ealch AnSpr %Q\Qsa f 2y rdneterSteug i eulrkan eE ':"4- t&ﬂ-
R11, il er Ver-
Basi st 234, QDuubt bufl icRpiRIRmrinibedh | i Q6L Hi | f sk Efss@a& LSk, 48 1 46 BEeiE 1
40 on | englhigedtiEtiemBALRR £iRdth Bial asser, 0 QfatibrPAREG B vers LHIBREIA Sighdle, die
St euer kanauekbmummuonss tem nach RPAUEBBERE UBD eNhIRHBRe StatlonGesehdst werdeh, dberia-)
zihit und det die Bildung einer Ver- 35. Syst g, indem abdd Bénticht@rBAIRSdtaH Jugdd
mt ver- die Vet ke 3@ RegEBS aRRZ St euer t oinBted StetekanBlaSACCH) ¥orhdidr Basie Ut
kodi ert en [DetRateninieddgenBate aif gérd Hifganal@it St at | Gratiow ivilolénd einer gegebenen Anzahl von
ni cht - ver s aletidgesiwdte kambBlegwalden. di e | ekomuni KRehmemn RyRTE winnlafofmalionsywartu (W)
33, wo- 45 an die nobile Station gesen#et wedibertrageniwirds Weichehdip Sequenznummer
gert, i néfefystere rzug Quplax-temmupiketion ik yefe| t en  z udds46gi-& fipdenjenigae Bahmen anagigt, fir
Regi st er s §ffitsgalthadierten Datep iy piprediotdentrer kanal (dSAdefahmerzahies demspabiien Statiam auf
Dat en nbedr'?"g'@'?‘"%f"é‘s%mﬂ@ﬁf\ﬁpﬁ“f’ ¥Pal it d!ﬁtz&it lt@aesmzmm sell) ylpr das Infor-
gegebenen ARZ ah| ﬁn ni edrl rate kOITbI )e“‘Pfa“ge“W“'“““dd'es"’“
Rahnen (Rl IBJ. "%l ﬁﬁé‘(ﬁb a"fd'e

e i °s R o o R e

(35, 46, 1Ze gtg ff Sk ad ¢ sse

in einem di gitalen To- en er manzahl er der m)bl | en St ation auf

| ekomunl kat i onssyst em nach Anspruch 35,22\p- die Zeit (t1l) gesetzt

werden soil, zu der das Infor- bei:

mat i onswort (\WB) enpfangen wurde und die sich elne Cbertragung der Werte
des ersten ws auf die Sequenznummer ffir- den Rahnenzahl er Registers

vorfbergehend unterbrochen Wi rd der Ba5| sstatlon zu der Zelt (t )

o o " Y - q - I ~ 2



40. Verfahren nach Anspruch 39, wobei durch das In- cos donnGes de facon
a fournir I'"i nformation de formati onswort (WB), welches sich a

t 61 coonmuni cat i on; %uenznum'rer des Rahnenzahl ers der m)bl I e mmlm‘m umm“‘
conpar abson péri odl que‘ de 1a val our REMHUEAMBISt ation In déf Forrh efnet ™

Vi si zahl von Bursts (Si - dans |le second registre avec |s val our reque du
8 11) bedd Verfalvthnagh dnsptuntess, wnbbisipiediebiden An- ces dnndes defagn afeghistinfemativo ds
det er m ner foghatiopswort (Y. welchey sith auf die Feahnen ( Ritél4Remyunetontetagen wi rd, und

| eurs corrsm@m@md &#M@'Wﬁmﬂsﬂcorrespdﬁmmmﬁﬂﬂpﬁf@q@e’qife'ﬁ'zwmue
die glel ch§ ndn der orm einer Vielgahog Burgle (211 | o5 pr dlasde sesenddegistn gver faafeleur repue dy 6
Sequenz numTE} beriskt. wakrendeinar sptesrechendonAsy g & premier tegisfye, WWHWGHM* va-
nutual , st Z% RE'?E'“’GQ?“E% Hrg ﬁ‘gﬁi:gg (t) i dqurscoyespqprignipour daginsianis comespon-

- ﬂ'? fie tse“"di‘z@ o0 SEU Ips R Bl AR e dnolé
oo des. hg E? % F%sr‘fsalortzs g@ﬁgfl %gg‘ codbes

avec des d

et t.)is
de fagon cj, X£ Ro% %& ﬁz e RE Qev&gﬁ f&g%ﬁpjﬂﬁ&@v&%@&n%s
selon | a rgangtads Infinlati g{;bbﬁgﬁgimsmuch 39 s de! td3raphique dans un systa-
vend| cati on f conprenant ogal enment: mati onsweddy e(é mrfinidatdR J&hﬁsd‘m,ar&
| nf or Mat 40 NE¥MAfsh nach AnBpric b AWSHBIdeMInBE | @ Vel Quiidicadn 4 SdkBrestR Galbment -
(WA, VB, . . mutidndati(W3)éh wdieres MidrmilitionsWoidi | € St alid RétauratibiSde 1€ @ity doRGhuRldam 18 C
| a val our (W4 WE, .. foigh welthedlan kiid-moBile. Station gemend etcomiirégibtre BNet la@albur Faghcdul predrfer eb- €
Zahl'er'el n- gesendst sitd; @m [katinuieiichi diesZahlateine OF I €S PO BAPUr dndusELLOrdspEndsit drbqua s
des Rahmenzehingdes Ratmehedhlensi tier eobish Sta- de urdewyhlewrs sonSievenuag différentes, pour re-
di f f 6r ent edon y@barwachen.t i on zu Cberwachen. synchroniser mutusllement les premier et second
synchroni sernutuel | enent | es premier et secondrasdddiis de. d6. 20
ReveMI cations 20 3. Un pr ocede de
comuni c%‘l"i‘ﬂﬁ"’%f\'ﬁé‘édes donnees cod6es de facén ‘&‘PS? ilh ?Fé’eiﬂ?““é“
syst e- Qm"run ca i on_avec deLos ypto "WE“ e fians un systé-
g %’r?ﬂ?“i"

b T §P nPeE cod "&?ed"fé P eI sgaTte g
i syste- ‘%vdg gk "’ﬁ?“"#%m G- e ageie §€‘3¥w ;;?Z 0 ,,,gp?
e de't cof\ " Am SN Vel s I2e5 r6c isglor vors :;dip nte

conpr e- Wriodi e
val i es per haoél'n fori d%ﬁQLéHe?Erﬁin g%itd Fs ¥g! our Co%é’aan

train de Diplgug ﬁea%ichonforméMbﬁt @mb" €M er rp%ﬂbesﬁafnq les m s%&nﬁ&ﬁc é§s
pseudo- al eaﬁl@sf@mﬁ "SHe 'VBIBE Hum@ridd® adhgor i t his compmndﬁberﬁtﬁtﬁﬁxﬁaﬁigérﬂiseﬁns de don-
6 ssi ons  gRurs BEREEREUE B5HE 8F preidliel refistie; T ONGt DON ded\idBsed Ak B erilgiBhY dddUledrs Il U-
conprend | einéRthdntafdnCdeg Raléi Sotétivé IB@NG de don-préwiiebigltrddi t S CcoNnt enue dans un
preni er regremler@gistre, a ddSintenaliss périddi@s et des Ani ssions des val ours du ' :
| I ncr sment gtliesnpodcfairecvariaxizetonfighcatibredeLbits dens KMe Un procéds desomenunication evbadps données
prem er redanstlememigktidivde et er val | es peri odl quesdéegde fagoh trgptsgraphiouerdafsinrsgsts-
varier |a dowmbigaisondpobitsdi peimies train de U 360 c e d anatle teidgemmumication pumpriguaseloniiage-

donnees dam&eufga [ac untegingfechits de den- vendication 3, dans lequslices de f agon
crypt ograp I‘?P ehepninpnt upginfermation de tBléconuPrhi nai son epyaleyss dugrenyer fagistreisant Smipesisiru
de” 35 é’“'tpé‘i" SRAHTRS AT BIALINT i que sel B uxiliging afladébitpingiretyniraingde

avechwh tr p havey {! gde vend| cat i on é“%'aﬂgn'?atswa“"'aﬁ%wé ¥eni nant
une [ nfor ssm € %‘P Ocﬁ%j va eurs%&i&g&g Sohara S dvSc des donnses

sont em ses &H ,Qfé ﬁé&;ﬁg oCES don gcar plidiie dans i Sts-
auxillaire d@ns l@}k ibr v affes! Strain dEnd deWi jon numérique selon la re-
tel ecommn'dﬁﬁés'rébﬂlue&% e%aﬂ#éfe%;s bardiS- |’ 6M SIhdRBdMASHMOBRES Codes verse
un rbcep-  sfsibrid'de données codées; le canal auxiliaire & faible dédit bikkirel5tA BALA
de CONMMUNI Gehén@ratioh e/ (k8Sondl €A B8 Ditd 688 S bon Vergu deRohfsBphRbtis e | @ val our
contenue GeédaeRsdsref eunforimsiieltDd Pddortteque dane un systa- dans |e premer
regi stre, Auidasfonstibred el Jalker makiiqee a4 ;i de t @&l bumpreteddide GvinahicalionEvbe dis GonédsOn
| a re-  dl qsesrsbisgrahterer darstun desombmgisree di Sper s aed&ladefador cryptagiaphiqae daasunbysts-
dens | equellincréméntatipriedn veleurdentaséedansiodec s 5o me de télécommuieation numériguessaion ja re-
auxi t | ai r e cpdvegistip.@winAmies intsrvaliespiriodiawes n ca- | vendi@tidsrtadansiaaugl :un second
train de bif¢guliagaugpourle pramigr registre, PRYrAIE0 associles Yalews du premisrpaiatresontgombinées
confornrer rYP"eA’ﬂ waﬁ'qym'm ?ﬁr@ts ns lessecqndnct i on YRGS apiessiopnéps Hiaible deRit sy I panal

6. Un pr oc % el eﬁf °%1'98‘t“f'a'és donnee%"“@"éﬁﬂb'%é?@“@%tenue dens
un second ®r ypt o ue den,s un s

['iner enent § dS) nai qegb u slﬁ?onggrﬁ glg dan sp'I S lonavegfesgonnées
t bl bcom'rump ou'egéec & trsih re ese_ cond :[‘ Z F@n E%dans;m slysté-
I nt ervenes p ri oé(}rque @e‘n [ Cgﬁﬂ dans | eq regu'] eps&?" 4'E
premer registre, pour faire |es val eur§3 du prem er regi st re sont

conbi nees varier |la configuration de bits dens | e second avec d' autres

donn6es a faible debit sur Is canal train de cie d une manibre Identique a
la configu- auxillaire A falble debit binaire. ration de bits dans le
pren1er traln do C|e 05 I conblnalson des bItS du second traln de cde _7.

o o - o . . o o o "



vendi cati on 6, dans | equel: de bits daW
train de cl6; |'6m sslon des valeurs du premer registre est m‘“
pour conbiner les bits du premer tegporal renent interronpue ﬁg@“@““

neces- train de cdé p&Rudo-al 6atoi rEPAMEIMBI{rain de bit ¥ s mex tre
d' autres donn6ées sur | e canal de donnees achem nant une Informatlon de
tel e- auxi | Yendigation §, denisllesuddebi t  bi nal re. detbits dans le preynierimindecié:on, pour

coder ces démisaias descvaleyrs dygremigr ©Mphi que; €8S MoMeNs POV CEWDIPRS les bits du premier
conmuni cat i %PWQE“*’U inforgppHedasaull est népes: npyens (i AesigEsaudQaldalgirg ayegun train de bits
recept eur, démetlig G'é'g"‘?ied°f"3§§?)ﬁ" & ?ﬂ?‘ogr aphi q‘i?é’%!fﬁ%acﬂﬂ"ig% ne information de télé-

interval | esa“ﬁ 'F'ﬁéﬁ" ?‘B"J&I I ers la vaédl our coguplca 'ﬁ'\‘;‘é"ﬂ'ﬁm"’m“""é“ de fa-
t 61 6commyni &Jéc n%ae ave esdo Aeas® deg.%gs%enspou mettre e%%eStrSg@
d' une manf e&ﬁp Lg&é quuel rvalles ériodiques régul

bt a @&ﬁ %%::de

parm les g}
la val our g ét]m8%|éawr 9 n6rer un se e?s%bﬂarﬂﬁe n‘iis%ioﬁ@&d%ﬁl}éﬁs
le second rQghsbs GonpH@Bon porvdifb 8l vali 016 pse pduPdénbrerin Bcaid tRalFal bits™

| al go- r eCdsfitenlié dRASAESRbnd LS bVl la vargut! dOt er Nad @4 pssudolamtons bonldHRemahtQialgs:
qui  est . oNClefueu PremidEredistieshturdétshningd Q1SS Val EUT Srithid fratPisLEBhctSH e FREr nume-
instants  deuk véléifs SonBbgdRdeftifotir fistifstef@Nt ENUE GRS 2 PRISIERS BB Gortéhus BB AN SERBAS |
et sl. | es prenrespondaits,etdiagpréniierietsscondifainst €@8 St r eregidtresle ci 6 sont en
synéh*r oni snde otéLrontesin, synpbropisnaywdutuel, coreendnDY eNS  pdas mojens painieerémentek (& valauebontatiue
cont enue i 'laddiionidune vhleycingémhentipile A momiEwent | el | edals lecsecant! cagistre dugTadnies inteealiesd
regl stro aussuesweremierregistipeopidenircampteedudu pr e epéripdiqypsstsguliers gue pout le plemiectegipt e
pbri Jaegdedarsipgerers quo pour Ie preni el P‘é’gﬁagevar'%rﬂ%ﬁ?eﬂseeﬂo" de bits dans
tr agsm ssi on. t ”e, polfiFepst iére identique &
confi gur 3t |co é i é}i’? ’ﬂ@ﬁé‘”?ﬁ"ecd“d?"é econd t r'ﬁ fiﬂ'ﬁ“‘TBdﬁl”ffr?é"%ﬁ'P@'F@m'“ de

| denti que a- on ave s donn6es

confi gur at 'J%Rd ue%nupg;qg rre-t rain deds® se o- lmﬁ les bﬂs du second

avec trainre
cr ypt ogr aphigie d‘ a.ewaaié.x,sa seud@%fm de ¢ LTl At %%E TS
sel on | a 1 &gnt coffines VAL Fraik 9 bits 08 bi 0 l*be§8‘éﬁ9 d¥ﬁ£b b -
dans | equel gcheminant rinformation de télécommurﬁcﬁ@dn e CthioQ%@ rmnRhidh! &t avec I's
train recu gheaddiisn Rbdufe 2lst Premer train de ClGddQW&Q fRliO@phrbiEpériadiquement Ia
gonnées CcodEssits de sécatPiairtdeyct fo6lida-BBAtSHEE, POUT Vel cofitehtidi dafle S8661d régistrb vk
de bits de sarobammss avebtCetEuaeBondesRees sdle | agmir roub Auremibdregishs, pourasterminer
achem nant dées deffagoneryptograptiqud, pedlbaustraationi cat | on si les deuxrvalders bdieGadeRt youcds inen;
et fRar additedole2nodul o 2; et © tants corresi@adant\sesi s prewler et second
conpar er p6rlodl quenent ‘la les bits du second fraimside cidsont pisypcheanisme mbitbelt oi r e
val eur ~cdhbt drnmsédede comrunicationawgcdesgonnéese avec | a sont conbines avec le train
regu de dorfedées defgeon coptogrpliiaye fans unayesd-du shr 3 Wp sysidme Povrccompuniquacaves fasrfiop-
dées de fagﬂﬁde@?’?’ﬁ{“ﬂ'@ 'ﬁg?ﬂ'lﬁ'ﬂ‘é"q“‘p%“!%ﬁrst ract i offes gqdeesce fapo cryregraphiaue dans un

correspon deysp . systame de télécommunication numérique selon

t ant .s corr e'§‘g'8 aﬂgg“"é'tm' oyd et secofP i 1&@'&%%"’5%?‘“@‘1;

Ty mﬁ%ﬁ;mb% e
i

comuni quene@afe%ui &b Budsgn cat pthel 'fd’ ﬁteéeo Ul e?an?é’:

nees COdeeSsoﬂﬁo&ﬁ%Qv&"lyﬂl ans un Vgdy GhidhRont 165 leret

systene de msmwmsa&dhﬁﬁb mmﬁuﬂuﬁ sWon Iee%o.hlutaﬁsdycwrem er train
d16 pseudo-abreabdjifee | a revendi cation ‘1% conprenant egal enent: sont

conbi n6s avec le train de bits de donn6es 1&eBn sRBMR oRCddnmutGicBaleE Bes don-
val eur odnt émsystéme Ipeuri commimiduer avbodasalon-on de t Ohdes codesdetfadon exyptograpBiqueckimngun e
second r egi wies eodéasaie facan orgptegmphimeciass whu pour nudidme de télécaummuoicatiorpumétique selon
premni er regiyséme @douwlecomniunisatiomt nupérique.s pondant a réversficeliand1.diansdenvednd trai n de
cl 6 pseudo-eomipeepantr e | or sque | es val eur $0 sont lesimoyens rour éieftfeders lotréseptous d des
conbi nhs aveas moyens poyf générerup) Pramieditaindebits co-  polntervelies périodinve régullers, la valeur conte-
mut uel | emente géRseydoraifiaiojre, spnfompémentipury gy on crypt"(?g’P B8P Prathler regiel ey d"l'ﬂet"&ﬂﬁ"ﬁ‘"s'

| eur secon n[h’naﬂ téﬂgc@pgunedfl&fréu persée parmi Ies émissions de données

Un systeme pBtHeUS feﬂ'ﬂfe‘*a"sa‘{?é’ﬁ"“‘&é?g'ﬁ on- 11 poape E"Bhﬂ'ﬁl
avec des do%-; S moyen RE8me ?egfg%:ieuggon{ea&on “erypt g de ‘P—% BT pﬂéneqssmns

cod6es de f Old pheh T'Q JoldelstiTe) vg n| cation
nuneri que sgiRBregi edgﬁrf vér 1o Mnc at ' OnM DN SRanYRdur communiquer bvde des do
revendi cation 11 dans | equel: conprenant go

| es noyens pour brrettre vers Ie recept ew24 A des des nobyens pour g6nbrer un
premer train do bits intervalles periodlques rigutlers, |a valeur conte-
de ci e pseudo-al 6atoire, conforrnbnent a un al- nue dane |le premer
registre, d une maniere dis- gorithme qui est fonction d une val our

nunor | que persee parm Ies 6m ssl ons de donnees codees A pl usi hurs bits

. e o o



nees codees de fagon cryptographi que dens un 20. Un'systhne our
oen Todbes de.fagan covpt iéféﬁﬂfqﬂaégbgiwz' Fevendi caty th‘llﬁlﬁﬂllﬁﬂlﬂ IR IR

| oquel : systenme de ti:Iiconmunrcation nunbrl que Sol b

val eurs du prem erre istre sontim sessurun | a revondl cation 11, dans

| equol : carf¥Ps cpdéeside fagen crypfograpilique @ngiup b nai2fcUmsysiame P‘?Hﬁ“’?l@’"'q“% a"?"e@s 9P
@ﬁ!} ﬂ' eB:p C'l? ansun

e s monﬁ;ﬂ“?g AR mfémﬁ ,gz,r;.,m,o,.

lsval ieffeg end to 11

achemi nant cfanal au mgf?edégﬁ nak FE?’%I HI 8%1E i on, sFs‘iab?lﬁsdu ‘3 ggudo—gmatoire

cCoMuNi quer, ‘g{ lamnuménq ho o

faconi crypt ograpﬁ que Ies bits du a?:ﬁ&ﬁ? unication.

pseudo- alyk a5PiykiBme Yotk Q&Eﬁnﬂﬁu&%&%&rﬁbﬁﬂ' cation &Uﬂﬁ{difﬁll&xr

conmbi ni s awRes éodeds databonichRidgidphiquedae@n CO- | a jpeni8 Bdéé&&ﬁdltﬁﬁ\ dédie pghaa&aneatoire

I equel : - systame de télecommehic e.umﬁwsemﬁy PHOYT aPahtGofibingd VeE letiain 83l ié ddnfes cd-€
canal auxi ha mivéndicatiol €, Bdneled@di t bi nal re est uNdéesde fagoi dyriogehpiiduePotkestabblburde
comande assemiiauliard  faild débiBingie@st@t Ba-pour | a ededorigineat i on en dupl ex 16.

Un syst ene rabdsrcorreandelassegiidlent.avec des don- 15  avec des donni es codoes de
fagon cryptographi - nees codees de facon cr 2 dgmepéiépae laleamsnupipation en duplex
dens un 4§.siresystémie pue coneaniauatiavest des domu- 15y St eavec dgedanndegeadpasdeiacaniciyotagraphi-
numi ({i,que YYppepdées de fﬁﬁ?ﬂw@sfa densant . | a r ededensunsysime doiéenmmynication ey-:

| a genbr at | e deidsprmunisation pumérguntelon d' un Ie@é"%"éﬁ emeena: preni er registre
sont conbi H?&e"d‘ P1f gansfepudl 1 ge bi {5 de cde ’hf‘ﬁ%f\e °'a'e} ment d'un
d autres d ?f‘n‘@ g'sﬂ\ ﬁpﬁfﬁgﬁ‘fg%‘él‘?sw Pinges canal iy o5 Syfio-aléatoire

ui foncti
al gokit hmo ﬁwg e‘st%;amﬁl eur s %TTS C;T‘l?!rjllj §§:£§:§: u gg:u?sb::tco r:en::,: .

dune val our® isjours i cpien

el T T g e
s érivdi 8-

prem er i Shhéd l&@:ﬁm&ﬁﬁ?\‘gﬁ U€Sgufidrs, pSuf #irf Vﬂ?‘elqﬁconﬂgurationq::sb:ts

t el ecomuni g lénaiBation! {8 EdntpktRark 84 aﬂx?nent 25 9U| | er dans 1B @lainlef WiTdR cpr i er | a

confi gur at i 8 ntbfenBipodr ihtBrrdnprcRftbiaiedm 16. CONfRGarbiiakoro®s bty dulPkemier train de@BNS
| e prem er temisioh dde valéurs dlegenteriegidrof@sir | Nt er r pusiloalshteIR e tedifed bits de don-| a
conbi nai somutiest nétesairel dépstaeri'autres dannéesde cl e | messhovinaiibme wiainatioradeddlbcommu- =~
prem er r egiuste canal apxiksire a fapbaléibinalreeat ol r @ av e cnication éréaetire deprixnibremyiacakent vers
qu'l est n6cessaire d' 6nettre d' autres donneesun secand emplacementapour coder de fagon
i nf qr mat i18nUnieystéine 6eio ceromuniguer aves deardiah- auxi | |- a¢yrtogrmphiquelts teaindletdpnnées, plavecn
30 cat i onfeycadégside f%OrbR!lY @nﬁme delnim“acernant tpain do dewémd%ﬁmﬂmmw"

pour coder Yeemedsdsiécen comuni § 8yl e (peit2 RaBiE dy pgppnd emplacement;
crypt ogr aphp \"%‘m{‘i”af’?ﬁ‘s é“"!ionnees et &ec Ul "\‘?B'@'kd‘b'&!lb@s“ﬂ'éé au pre-
crypt ograpk{ Fen are”’é"? 'I’J(?"Efonnl 0s C‘H'BT " SPRPIRE TG IRt
systime de f f’%‘&"ﬂ E?ff’? X soI on , ré o5 QbR em

part | 1 du Sgﬁs euxv% Teg)#r n et (T)‘urd ms I cat bon é%‘ﬁ tej dl ues lle , de
L m &J on rrbdpSidEntd! & u Rg O- ! @§al une

pri odi quemegyq ﬁmté’i‘;synchro -‘ﬁ&ﬂ?l%ﬁ‘xﬂﬁﬁ't vers UHarﬁdr&&é}EﬁéUpeﬁﬁd&er Egd dohl’
cont enue daﬁb’ﬁtde@m&ﬁ%@rid@iﬁ&nﬁ&rhﬁeﬁ%ﬂﬁn- a va-  fdds a64Nd enplacement; |eur
regue du prgshditiels 88 alelrGeculd Qul prefliof A Ner 61 la LaRENIE @n Y6R6rTd theh deﬁmeprewr
au second e lpag @enir lcarfptel @urretard daliFsmsifi® I' €S PO N dfsalidopBeoird] EshformgiieanN s I'algdrittinie,
A des Interaia| es p6riodiques rigullers, «le copmasmossitndisn dk vaidir msnérique &
prem er etsecond trains 40 |a valeur contenuaiusﬁharssbltsaaomatmnmmuns;gomtre,
d' une de 19dén systdtne pour Snvoiniaoer ayeedesidonel ,  conpliesrémentation delmyvataurcontiprg dans jese-
parnl des i nfies cddéessie fagoniesyptographiguectiens tm)yens posand eegistre sunmregs intanvallespédagdiques, -
nees codeessys@medetpiécommurication nymgrigue sglonr ecue  duregiiiensiaes popide;premier rpgistre, pour faire
genbrati on 'a'eywdyet@eﬁudmséﬁqwde bits de éPd tr¥arienysgpnfigesiiop dea 9@8@#000*’
retard de t'Pn Sl gremier it d’lf "&P@?‘P‘? confornf’?f%ﬁ’ﬁc"é’“ﬂ"w asonfigu-
45 pri cg qp?lnf tiofné% anewmuricg val our ffg?" (;grr}a

cont enue da% “Un SySte a atore avec et m de

don- Ll{l 5@ A&Q:lyé& eJdg-al\égtLrb%ur gpnt enﬁses q’éﬁ ‘g%yép a%&saude

facon crypt &q{m

de donn&é} onnées
piriodi quesdéﬁéf%ﬁ hEaOEQFH&isG&E:+ ik ”Wﬁr h&t‘d rinformaﬁbr%' mﬂM-a
pour | e preghdgilo 2l €9 stre pour faire l'a revendfg Oecfutraiﬁleefb‘its ache-
50 varier la configuration de bits dans le second |es bits du prem er

train de cle pseudo-al 6atoire train de &le d' une maniere identique A la
configu- sont conbinis avec le train de bits de donnies ration de bits
dans |e premer train de ci6; achom nant |'Information de tiliconmmunication
| a conmbi nal son des bits du second train de ci6 par addition nodulo 2; et
pseudo allatolre avec Is traln de donnles co- Ies bItS du second traln de

-, . o o r o o o,



EE Rt et A S R e R T TR - I * S - N . Tl eINE,

49 - ¢ d EP 0 446194 Bl 50c L
m nant |informatlon de t6l 6communicatlon A avec d' autre

foible debit sur le canal 6nettre du second enpl acenent vers Iﬂlmgﬂﬁmnﬂu""l“'
auxillaire a faible d6Bft binaire. cHDP4EIREBt pour coder e t

donn6es de fagon cryptographl que; 27. Un proc6de
pour | a conmioant dhtorvatiore rde céldéoununicalion as| of du tdvad dlauties dbaisee & faibiaaidiit satle canal
second S émmiteciudesndawirogesntedtasente f agon caufidie g faliidébit birairpl acenent
Vers un r ecupiacement powr cadeneivein dedonndes deque dans un systene de

t 61 econmmuni feeen krypfogrephiapeieni er enpl acenent ;  &@F- Ymproesd aeus|ia commnicitionlien duplex
nbri que sel'éﬁ's?‘%f‘qué?ékg‘{E‘m%WdQG"se&%[ﬁe ISe quel aveefisadanasas goddes de fagonsplogiaphs
dansl e secdm!" b epsoun ‘1"°°8$‘PF'§§|"BW"EF@§ vel oursq“G nsuB gysime,da ldcommunication ay-e c

|l a val eur rfE "J F‘é’l‘ﬁ"é our de6- ™ Y?%P&lafﬂ’ﬁﬁ‘f'ﬂat'?"rﬁeeqaf‘ﬁm
| or squl i re;%:ﬁﬂ ?;“re?u ?"s x val our'§'"8 ﬁ'?& 13 0%14
salre d 6 e canal

rsH eux de
et siles priEfghyg m@ﬁa saelti “ %L‘li e d6bt fi htabre dabi 'E%m ‘gf“*ﬁ e
ci 6 sont erke&%ﬂ?rbﬁ@&ﬂ AM'Eon{ 8k syhdiifo isme mu-
28 Un procgdd, pour la communication en dupl gy Wﬂ&g@@%,ﬂwmnﬁggggﬁd%x
fagon cryptographi- 22. Un proced6 pour |a cOngyldUes @dnhéd ciiBedHd RigSitryptbaraphi-
que dans 22U 6dsasTPoukta EdrnRaLTIGH BH AaAdxON 181U~ 2408 Aard Rf sfbRMEU8 BidesiRtAMRatdR nu-
f ag oh’c I'y Ptegd dapdtinnées coddéde Gigéh chplogrphi-a I €V eNndhé&igiid ¥aidn & tevehtiiation 22 AR lequely O
dans un sysjuenfshsae sjséie e Gisobhhubishtion Au-NU- Hstapd BD@MPeralsaN FBAGIRjuS déla valeur
p6ri odl que roégiqeecseloa llzeteventiSation 2t coframant] a I eV e n@htedueidens I@decorsiceyitre adata valeur
contgj e daigglehentsecond regl stre avec |a val OUrPgu8 ga bremiervegistre, pour déterminer si les
reou@ du priefepteyratiop dé latvaleur contanve dtotlepeyi nex si  dews véleursr coopspandsnt Reur dis instants
val our conteefd resitmieEeqiavalsut regup du preralerye-v al eur s QoppaPersiph @ksHes Rsepler otpacond trains
| nstant s c<ﬂ'ﬁ§f°P%P%’P?@‘&!7’é6°°P‘&"V&'F‘éﬁﬂesreoue dufeffésanteen synchronisren putusl Goapiends
etsi les pr"é i51ra st d%‘@ﬂ‘ffﬁd‘fféfeﬁ'ieﬁ§°gl"%s@"|"e pour dﬁdq“f?gf’&?ﬁva{f’ﬂ'r'? HrRie A e valeur
| or sque Iesc B'S;ﬁ';"é“egﬂ?ﬂ“t o) PEITISE A ’c?ﬁg‘ﬁe nut uel ¢4 ‘l‘rﬁg’ésv\g’ gtrden gofpete dun

PI3%r

devenues di'f¥ pour resyn- “adfdl t 1 Jf 6‘ I ncrementlille

b la Val sy C?r&gg Soeu';' la tm%'n!cﬁﬂﬁ en dup? S prem 26 un- our la comnj;unieé{lon en duplex
prem er re@uv§df§donﬁ gﬁ%&aﬁlun tral %e s n éescodéesd nory, “:a’l‘ﬁphi-
25 lg%n unication

procedb,aq nu-

dupl ex ddselbh QQMﬁdnd&@dhrm dRnLYEBL NI GAL | Or\n&laueqééﬂh %v%ﬂcﬁ&ti&ﬁﬁ daRdBqueIS
codees de fl%@@end 6ni36i0h 96 RtBleptevr, & Y MEer-d€S  dONNGEits AR BB 16k deAfiBeudo-aléatolre

Cr yptogr aphiaties peddiddesSegillers; ¥i6 la8@Rur@onté-b| €COMgdhiCdinBintsvec fe train de Biis@e d6HiGesUn

systerme de duekl&® wpimibaegiste d'uleimanidi distue SOl Onachénisent/ Arichnatiini de nélétbmmatAdation
| equel :  3Gerstbopaneiies éidsions dealonndasxndles,at i On 2 lpar akdition madylozt 6t | ' et ape _
d' Am ssi on opmprend lemuliplexpgesias émigsiodede domt eps | dss lilisidg sebundtraindecdé dsewlb-aléalaire
Ci e pseudo-rékeeandéasr et dos Piniesionp des witugLdes r bgul | Snisombings lavecietrainrpeucie denpées co-
sont conbi rrsemiryegiste.e train de bits de donn6esdémesde fahomeryptegraphigus, par soustraction
regl%re d' une mani ere dis- echemni nent il nfdreeRon de t~I bconmuni cati on
pers afnyn P’é‘?%ﬁ?‘géﬁ W%Ea‘%ﬁﬁé%"codees ar addl tion nodulo 2; et
corrprend | ¥ E)Bﬂ%‘ d& d3f- Unsist e'%" i°§ (?ﬁd'"p'e"
tral n de CG‘E on areve camrh I'IS B ‘GESS et C@,gc ‘%"g mmumca(onnu-
sont conblq r&nﬁ goﬁt'céH\is & uC)nnees col '&‘a’gr’ﬁm
dbes de fa@&na.s.rxmg %ﬁp W st ract i of 55;‘? m.w o SRR
pour 12 COMGamahtain Efhudld eswonne.ﬁéuﬁp fr Bl o€\ BHY pooudoalalore
cryptographi- 40" 30. Un systerre pour a COMAiofaid) m‘fma Hdi\ 8 GuiGdQortdnS
un syst e, Wopbsé GOUrTA Bintiinicatidn B duplex  AVEC §@R vaQRRARAqeAFRASTs KIS tRRue
Crypt ogr aphdvec dée ddnfiseR c6d@bsxa fagan cryplograpti-Cat | ON 2dans Ggdémibrasyitere; ~ quO dans un
systenme de d¢ueldamsQiBbEnidale itsitomitmicht®f niel OUr S ddbs lo@ins Sur i@ Ghénter R val&uAtontenue
6m.ses sur riétiquedaton GiLtevendicaigy 24/ dand lequelanalse auXi ddnflielpfemibr fegisié, @ dekcibtedvallas péaiby e
d' un train ldeanaichesiiaroy bl delgibinaigiesames- A un prdiquesvéguliens padrdaire varier la configuration
t el bconmuni wabde cgmmende|agdogip leat. num~r i que. 45  de bits damate pramigritraimideléit r ai N de
bits pseudo-al 6atoire confornmenent A un al gor i 4d3moyensipowrsombingdesibits) dpremien

procede p&uYn pracade paire eerpmupisation ep dptiexy eindesiépagudplégiiaayec yrfeainge bits
pl usl eurs b?"P%d"ES?FP%‘ﬁﬁ%“ éa%yp&’@ﬁl’!&'es 5% o d e ede 4eBnépyy gﬂﬂ" m HF de télé-
dens un pr e fM%syst eme ‘EP&‘“I“.“L“"I‘ pffjetace-
des m)yens °'1% 2% %T]ﬂ" cont enue q?% ' dpwré:"d"
revendi cat | 36?5%"7’6?5.?3? son "Y%ns le pri P’%&q"iﬁh%" ° 'ﬁ%e onnces, et

I nt erval oes perlo- | e canal aUX|IIa|e A R&i ble debit binaire est un ca-
diques reguliers, pourfaire varier |a configuration nal de conmando associe
| ent . de bits dens le premer train de cib; des noyens
pour conbiner les bits du premier 26. Un prochd6 pour |a comunication en
dupl ex traln de C|e psoudo aleat0|re avec un traln de bItS avec des

N o r o o o o "



aVoq un train de donnees cod6es de fagon cryp- | " etape d' emsston-vera™

IS recepteur, A des Inter- tographique qul est recu a partir d

val | es pbnodl ques r6gul lers, de la valour conte- placenent, Iflﬂﬂgﬂmgm“mm
nue .dans |Is premer redistre, d une FRAMEW4BIS- des rmyen§2 po

train de donnoes co- pers6e parm |es om sshons de donnoes'.codees, d6es

au Memi er esvpt ateiadeidoméssscotées HEBER e 5 - chamgpe aeisdion verslid néqsdpﬁmag@asdﬂa -
emi ssl ons dogremhinue gt estiragu 2ot dusesnd emd enpl aceatfesyériodiques réguliers, de la valeabm@ste-
codl es et delecemesitss | on des vai eurs du cdes noyerdensieopremierregistrecd’yne manibre dis-
recept eur adps moyenppaurdrestiraietgindedonnéessoond enpl prredeparmi legdrglesions ¢ donnsas ¢odéss,

p~rl odi - quéées pyFemieremplacemgntyars o fécepisut erfue da‘PPg‘PF’éd s ultiplexage deg)imissjans degon-

pour |a contfifpnantausacopge oty erregl stre, BBeR GRAGRR:0f dep Amigpiagedes ulleusuduni

des tO av‘éeé"g’ sd’S‘f‘Tr‘F@‘é’“‘E; d'@é% 3}‘ crypt ogP’é’ﬂ‘ﬁmg'%’m ssi ons de donnees
cod6es; °"‘§§°°m°": a ;s 'g | ys#aegesys ti6C rrmunl ?cfaé{’“ M dlex
des noyens hgﬁ tﬁ'“gﬁfﬂé}e 5 ?ft? |n t 5n|:§e\'£

revendi cat i ss " E'Eéaep Cl e pseudo a%vec es rapht-

" lon nu-
| " al go- %ﬁié&ﬁé&?ﬁﬁ ILBhd R s bsSSONt e Er'ﬁ;%é’&e&bﬂ Jrﬁl ﬁﬁi@
fonction d &Hlﬁé do'tieatdiié Ednf a fagpal auxil @He@rséu 6 St
d un train gfmddur'est lBhdien PideTale Rbrmdikide adaNs UN SpAQAM iam;slb a&n bm.ihé d'un train de

t | ecommuni ggsieufdBits BhtohlloVakstn BoLORI rbgibs; JES NDWREGNRAAiLdtion SAGIRRRRINSHqud. &

vaI OUL CONt @BkuRydRapdur nGterhatPRValéuetinkhiee aux nonmes Intervalles 34. Un
Syst ene poudans B secui rspistré bivOnensss idatyli@x por | 3adUn) uy®me egur 1a esrBmupication Gin dupléx
prem er r egpésiediquas @gulicks Sueipauniepemizocgies def agoavecdes dérnégsapdées deifagen oryptagraphi-
faire vari etre, beur faipenaiigria cavfiguratiohale bitstdensdans  quauediensunisystamesiedéiésonimunication nu-
t el esgmunl leaedousttrainde déat'uge menidte identinye ade 2ele d' mériauseloniiarevendieation ¥, dangfequel:Q
meri que sol lagorfiguration de bitscdans i Aredisr traldes | equel te chngl aulinirp § bl debltpingie o5t wnce-
dans le pref#ier train de le canal auxiliaire aﬂ'ﬁﬁﬁmn‘(!éﬁ%éﬁ‘hal re est un

a- cle; des moyens pour combiner les bits du second conmma

do
associe | erianget %;%%%ﬂéa?aawt?&ﬁ‘ﬂf‘?@ g g ég@@gﬂd gon ag i
CO)

pseudo- al hat%¥§ ? Fod st a?Oncryptographi-

Un
cont muni Ca”e%un:egs A mﬁ%}:ﬁamﬂ € tél ° fagon alf ?ss:gaﬂg m'mga u{
avec des do&%\%ﬁm& %Fa% fL.tEEeYJ% ogr aphi eE éi.rs
pour decode nt ¥ enme de tL
de fagon & bH &l Bonfétﬂ; éMldl%'sQ&n&'Gm&&Ja mbri %ﬁau%%faﬂe e%itbﬁéﬁ.% Cat ' 0”
33, dens | eguRlersi&Emibibipatdnaht, pobitcode &F un train de bits de don- | es
vel qurs du R yBbgh@ijusé b Rarb@onedbi Nhes e on 3fRMe PolAd lcohmintlain Gt digiek
de t&li comMmuedimoyens poitSmetive dors uf FecsbBINALS A T 0i BleCddilablinbesudees @ faganayptaedphion
qui dolt et gremidanpRcahenSERONE dfifdbsifest 30  audud dafd unSydnieadeltblécostmbridation nu-
bi nal re. neaidé nesegond emplaeamestt @npl acenent ,3s pour medhas skionfizvgvandicatippds) dana plwetiue
ce train dedesomybrespour confpérer pimiodiqustiéntia pour | alémission des eldusnducarenienegistreckst
noyens pour vaieyegonteaue\densse sarondyegigive @vac laau temporaickment dndemompue loraqifiicest néces-
def agon crywqygpapmprerpmisyp povrdéterinent | e t pake 1 émettig sfaryisessdagpdes gy le cangl o
dann\.un s sf datslevralewss GOrFRPANAANE BRME das insny - codeawa'?&fﬁﬂﬂd@ﬁﬁhﬂ@enent et

(& oo Wﬁdﬂ“ﬁsﬂtﬂ\PéﬁBF‘@é?‘F?ﬁ?"%S“dans Ie uel . des no ens pour
corrparer ph Wl §l3 SrL AR synghronisme mutuels 1 55 on %'EE"

urqla
eat vael qyr,,contenue rdlgns Igmé&%oerr\'d re)gl stre a ‘é?dansu ﬁmg E‘%:nu_"
I nt er r onptie JLg egq:,hpﬁl‘s r equedil gl 9;@«3’ 151?309 foque

det er mi ner (i onr;,ges S Wita HodiadtCddia valeur
val eur's cor Peaaoaant ,mwca iy &ﬁ\prenan?ux' ai LA 18k Galeur
tents corregdm,mﬁnts et si _les premer et secORpgyedupfeniier Rigidfte, ggurq;‘waﬂ.g.ts;@@
synchr oni s Nges'Midybiidl pour restatter-ta Willeud Xéritddlild  POUT |%&%&Qb&ﬂ%bdﬁ@e&'ﬂoﬂuﬂé RAdtants
avec des dogdne Rssebdad Afetrél 8Ved GORIeGrTagRé Y APhi -  3dwespdidantéSdt 51168 piefieF et beond trains

comuni cat i piemidireglstidl kir un instant EH@spdMiant, Ulso SYSt QETEIé Bt SrEdyREhUNEME el Sonipiend
avec des donmgasies cdessodeddvarmesnditisrypdspgr aphl - radditiehed’ung Vsleus lc@mentialie 4 la valeur

revendi cat i pour @8yncliianisar twdupliehent ige@erdigns un Sy s tegusiugeemidntegistsy pauntesiedompta d'on -
45 | rt apeecond taipagasi&i son perodi que de | a varetan detensngesionsol on | a

revendi cati on 30, conprenant cont enue dans | e second reglstre avec | a
val eur eg%?r Hﬁ'é me pour Ia communication en duplex 55  88. Un systéme poucr o1 duplex

registre, pB‘(de 'E‘P?ﬁ"ﬁ?—ﬂes fa‘iﬁ'@%”'ﬂ@?"ﬁ‘byens ogéch’ ﬁeadﬁfaé'geummm
cont enue t our d
registre avg’é S?Pe?l ﬁ?’e "s °8‘6°r' T rrg pondaﬂ'tégq“e@‘tbig? ”{%@%F’E%ﬁgg‘%‘“"

second trains premer reglstre pour un irgtant correspondant, sO de cle
sont en synchroni sne nutuel, conprend |orsque |es velours sont devenues
di fferentes, | "addition d" une vaelour Increnentielle A ia val our pour
resynchroni ser nmutuell enent |les premer et rogue du premer registre,
pour tenlr conpte d un second tralns de CIA

o, o e o o .y o I T o N - o



e EISRSET e et e et el e

| es bitts «du premer train de ci pseudo al eatoire sont conbl nes—avee+e—:
train de bits de donn6es achemnant |'information de tie6conmu

addition nmodulo 2; et les bits di % second train de cle pseudo- %lmlm;imﬂ“mmll
sont combin6s avec le ffain recu de HoRREIM ?6 dees-de faton

crypt ogr aphi que, par soustraction nodulo 2. 39. Un procede pour transrrettre
une i nf or nmieg bisriu gremier tizlh de\clépeeudorriéattilieon dans | a transm ssion crypt 6e de

si gnaux ent gost combindstayed letiaitide Yk de dennéasne st ati on nobil e dans un systene de
radi | oconmuashersiednbtinformition de ddigcommynicetiafinne conf or nenent au princi pe AMRT,
avec transnfasagdiian tedvle 258s trames et des 15 cré6neaux tenporels, dans

| equel une 'Pﬁ?‘@ﬁﬁﬁ?@?ﬂfweéﬁri’ﬁ% é@@‘i" t ffansni se sur un canal de commande
associ e cr %ées de commande associ 6 non crypte

( SACCH) , Bﬁ’t‘j "?pg'q‘éﬁt%?ff"é'ﬁ ®hase et la station mo- 20 biTle
corrprennent % une un conpteur de tra- nes qui conpte des trames 6m ses.
et recuesy (‘Iﬂ épom)anﬂeupe em OiR | g, fornulation d une séquence : de
cryptage qu, isStoR 84k Rirafs aées(;aatlon de base sur |es signaux non
cryp- 25t nﬁeN&s&ttn&%Q&e'eﬂiﬁeQﬁﬁBu' e, par |'bm'ssion-sur le canal de
commande as,gméﬁa“gg,psygmp dtadicebivnimcatonPar tir de | a stati:on de base, pendant
un nombre dgsys qél BndtioriEReidREmdRlek) prindibeln Ot d' I nformation (WB) qul designe
| e nge/ MGI 0 AR &vec tran@misitRIa&R déstRimedidides. . 13 pour la trams sur laquelle le
conpteur decréieai@énpdisis gk Ibq@eldad ibfordiatien regl 6 & |'instant (t) auquel |e not
d' | nf or mat i dencomBpdensse trensmis@spr @it canall deest  1i e -au nunbro de sequence pour | o
conpt eur decdmmande@ssodécrymté FAGTH)ersudmcase 36 a |'instant (t.) auqueo le
nmot d' i nf or mhde mmahiBassecié td comtédSACY), Un proc6de sol on | a revendi cati on

39, s | eetdansddquq! la sigtion ddbasapldesigtiop ®er (WB) concernant |e nu- 40 nbro de
séquence dub‘EGﬁ‘B'Z'@I!?F“*GWFWM'“E@'Ida"é't ation nobile, sous la forme d' un
ensenbl e de“‘g%lﬁ‘(? es &7p 848 §M%eSHendant un nonbre correspondant de
traines (Rl ‘H‘hﬁ‘g“ aéde JBW'““‘a 9unBro de s6quence est |dentique au
nu- 45 nﬁr peptgs aule e traines de la station de base a
|*instant d %‘ : s‘fs‘" § glona @r:gru fonbre de sal ves qui sont

nbcessali res p Rely i{f”é ':séfr formation. sO 41. Un procede selon |a
revendi cat i 9%5 P e 1a Satich 46 &d i nformati on (WB) est sulvl par un
mot d' i nf Or%&wmcﬁw@m .nssrehakﬁ?aimot .) qui est 6nbs vers 1Q
station nobainﬁmmww@pmaé;}ggghmmdm Qment | a val eur a |laquelle se
trouve le g\ﬁn&qggm@ur)pglmattfam@”ﬁaamg a station nobile. 28
- “compteur de trames du mobile doit &tre réglé & _

Tinstant (t;) auquel le mot d'information (W3} a

été regu, et qui est jié au numéro de séquence

pour le compteur de trames de la stationde base 35

& instant (t,) auquel le mot d'information (W3) a

616 émis.

\_/ 40, Un proc&dé selon Ia revendication 39, dans le-

- quel le mot d'information (W3) concernantlenu- 40
méro de séquence du compteur de trames dela -
station mobile, sous la forme d’'un ensemble de
galves (S1-S11), est émis pendant un nombre
correspondant de trames (R1-R11), et dans le-
quel le numéro de sdquence estidentique aunu- 45
méro de séquence du compteur de trames de la
station de base & f'instant d’émission (), aug-
menté du nombre de salves qui sont nécessaires
pour I'émission du mot d'information.

41. Un procédé selon la revendication 39, dans le-
quel ls mot d'information (W3) est sulvi par un
mot d'information suppiémentaire (W4, WS, ...)
qui est émis vers la station mobile pour contrdler
continuellement la valeur &4 laquelle se trouve le 55
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