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punished and undeterred. The possibility that a com- petitor or a foe may
decide to "tune in" to one's seem- Field of the Invention
ingly private telephone conversations has heretofore hindered the
proliferation of cellular radio communi- The present invention relates to
digital cellular   5   cation systems and, left unchecked, will continue to
communication systems, and more particularly, to a  threaten the viability
of such systems for businesses method and apparatus for the encryption of
data com-  and government applications, munications within such a system.
It has recently become dear that the cellular radio telecommunications
systems of the furure will be im- History of the Prior Art
10  plemented using digital rather than analog technolo- gy. The switch to
digital is dictated, primarily,by con- Cellular radio communications is,
perhaps, the  siderations relating to system speed and capacity. A fastest
growing field in the world-wide telecommuni-  single analog, or voice,
radio frequency (RF) channel cations industry. Although cellular radio
communica-  can accommodate four(4) to six (6) digital, ordata, RF tion
systems comprise only a small fraction of the tel-  16  channels. Thus, by
digitizing speech prior to transmis- ecommunications-systems presently in
operation, it is  sion over the voice channel, the channel capacity widely
believed that this fraction will steadily increase  and, consequently the
overall system capacity, may and will represent a major portion of the
entire tele-  be increased dramatically without increasing the
communications market in the not too distant future.  bandwidth of the
voice channel. As a corollary, the This belief is grounded in the inherent
limitations of  20  system is able to handle a substantially greater num-
conventional telephone communications networks     ber of mobile stations
at a significantly lower cost. which rely primarily on wire technology to
connect    Although the switch from analog to digital cellular subscribers
within the network. Astandard household  radio systems ameliorates somewhat
the likelihood of or office telephone, for example, Is connected to a
breeches in the security of communications between wall outlet, or phone
jack, by a telephone cord of a   25  the base station and the mobile
station, the risk of certain maximum length. Similarly, wires connect the
electronic eavesdropping is far from eliminated. Adig- telephone outlet
with a local switching office of the  ital receiver may be contructed which
is capable of telephone company. Atelephone user's movement is   decoding
the digital signals and generating the origi- thus restricted not only by
the length of the telephone  nal speech. The hardware may be more
complicated cord, but also by the availability of an operative tele-  30
and the undertaking more expensive than in the case phone outlet i.e. an
outlet wich has been connected  of analog transmission, but the possibility
persists with the local switching office. Indeed, the genesis of  that
highly personal or sensitive conversations in a cellular radio systems can
be attributed, in large part,  digital cellular radio system may be
monitored by a to the desire to overcome these restrictions and to af-
third party and potentially used to the detriment of the ford the telephone
user the freedom to move about or  35  system users. Morevover, the very
possibility of a to travel away from his home or office without sacri-
third party eavesdropping on a telephone conversa- ficing his ability to
communicate effectively with oth-  tion automatically precludes the use of
cellular tele- ers. In a typical cellular radio system, the user, or the
communications in certain government applications. user's vehicle, carries
a relatively small, wireless de-  Certain business uses may be equally
sensitive to the vice which communicates with a base station and   40
possibility of a security breech. Thus, to render cellu- connects the user
to other mobile stations in the sys-  lar systems as viable alternatives to
the conventional tam and to landline parties in the public switched tel-
wireline networks, security of communications must ephone network (PSTN).
be available on at least some circuits. A significant disadvantage of
existing cellular ra-  Once a decision has been made to protect the dio
communication systems is the ease with which   45  transmission of digital
information (data) from unau- analog radio transmissions may be
intercepted. In  thorized access, the originator (sender) and the in-
particular, some or all of the communications be-  tended recipient
(receiver) of the data must agree on tween the mobile station and the base
station may be  a secret mechanism for enciphering (encrypting) and
monitored, without authorization, simply by tuning an  deciphering
(decrypting) the information. Such an appropriate electronic receiver to
the frequency or  50  agreement usually involves a mutual commitment to
frequencies of the communications. Hence, anyone   use a particular
encryption device which may be with access to such a receiver and an
interest in  widely available, but which can be programmed with
eavesdropping can violate the privacy of the commu-  a secret key specific
to the sender and receiver. The nications virtually atwill and with total
Impunity. While  agreement, however, must also include choices with there
have been efforts to make electronic eaves-  55  respect to the encryption
technique and the method dropping illegal, the clandestine nature of such
activ-  of synchronization to be used by the encryption de- ities generally
means that most, if not all, instances of  vice. eavesdropping will go
undetected and, therefore, un-  Several encryption techniques are known and
2    



3                   EP 0 446194 B1                 4 implemented by prior
art encryption devices. In one  ing decipher ing impossible. such
technique, known as "block substitution", the    A solution to this problem
has been proposed in secret key bits are mixed with blocks of data bits to
the international Patent Application W091/04620, produce blocks of
encrypted data. With block substi-  which describes a mobile radio system
In which both tution, blocks of data bits which differ merely by a sin-   5
speech/data and signalling information are ciphered. gle bit produce
encrypted data blocks which differ, on  When both the crypted speech/data
Information and the average, in one half (1/2) of their bit positions, and
the signalling information drop-off, a ciphered (or vise versa. Similarly,
encrypted data blocks differing  non-ciphered) signal information Is sent
to the mobile, only in one bit position will produce decrypted data  which
discloses the number of frame intervals after blocks differing, on the
average, in one half (1/2) of  10  which ciphering shall be recommenced
subsequentto their bit positions. This type of encryption/decryption  said
drop-off, for instance during hand-over. This ear- tends to magnify the
effects of bit errors which may  lier proposed method, however, uses solely
the asso- occur upon transmission of the encrypted data and,  ciated
control channel (FACCH) which transmits ci- therefore, is not an
appropriate technique for use in  phered signalling for the
synchronization. If the ci- digital radio communications.
15  phered signalling transmitted In accordance with this Another known
encryption technique relies on a  method should fail, there is  no other
possiblity of re- keystream generator and modular arithmetic or finite
synchronizing the ciphering of speech/data and sig- math. A plurality of
secret key bits and a series of  nailing information. clock pulses are
applied to the keystream generator   US patent 4,757,536 describes a method
and ar- which generates a stream of pseudo-random bits re-  20  rangements
for providing synchronization between a ferred to as a keystream. The
keystream bits are then  circuit for generating a first pseudo- random key
bit-by-bit modulo-2 added to the data bits prior to  stream of bits to be
used in enciphering a stream of transmission by the sender. An identical
keystream  data bits with a circuit for generating a second pseu- generator
is used by the receiver to produce an iden-  do-random key stream of bits
to be used in decipher- tical keystream of bits which are then bit-by-bit
mod-  25  ing the enciphered stream of data bits. ulo-2 subtracted from the
received encrypted data     In this known method  and  arrangement, stream
to recover the original data. Proper Implemen-  speech/data is transmitted
and received at a high bit tation of this technique requires that the
keystream  rate and with a unique format including synchronizing generated
at the receiver and subtracted from the en-  sequencies In lower data rate
channels, such as crypted data is In harmony with the keystream gen-  30
guard band (GB), initialization vector(IV) and a selec- erated at the
sender and added to the original data.  tive signalling adress (SS). A
variety of approaches to the Issue of synchron-  The present Invention does
not use any unique ization may be found in prior art encryption sys-
format of the transceived speech/data or control sig- tems.In most
encryption systems, synchronization   nals, but utilizes the low rate data,
for example, the may be viewed as an agreement between the sender  35  well
known SACCH-datato create a block countvalue and the receiver on the number
of clock pulses to be  transmitted to the receiver which, in the receiver,
in- applied from a common initial state until the genera-  dicates the time
when deciphering of the received ci- tion of a particular bit. Other prior
art encryption sys-  phered data is to be started. tems, however, do not
keep a running count of the     Also the EP-A1-0 073 323 discloses the
trans- number of applied clock pulses and rely, instead, on   40  mission
of synchronism information on a low rate data the Initialization of the
sender and receiver to the  channel (in a superframe initialization vector)
Inter- same state at the beginning of a frame and the appli-  spersed with
transmissions of the enciphered data cation of an Identical number of clock
pulses there-  bitstream forsynchronizing the generation of the sec- after.
The shortcoming of the latter scheme is the dif-  ond key bit stream
(coming from a receive crypto bit ficulty of reestablishing synchronization
should the   45  buffer 416, Fig 5) for use in deciphering the enci- sender
and receiver fall out of synchronization during  phered data (in an
exclusive OR-gate 410, Fig 5). a particular frame.
Differently from this known system the present In the case the mobile radio
system lacks a global  method and system transmits a block value with the
time reference, i.e. a time reference which Is common  low rate data to the
receiver of the system indicating to all mobiles and base stations in the
system, it is not  50   a time in the form of a number of regular periodic
in- possible to synchronize the mobiles and base sta-  tervals e.g. a
number of data blocks which are to be tions to a common clock when the
synchronization of  counted before the deciphering Is to be started In the
a transmitting base station/mobile (or vice versa) is  receiver. lost or
drops off for some reason or other, for instance  Yet another type of
encryption system includes a during hand-over. When the conversation taking
55  counter which maintains a count of the number of key- place between the
two stations is also ciphered, fur-  stream bits, or blocks of keystream
bits, previously ther problems can occur due to a drop-off in the syn-
generated. The output bits of the counter are com- chromism for the actual
ciphering code, thereby mak-  bined with the secret key bits to generate
the key- 3    



5                  EP 0 446194 B1                  6 stream. Because the
transmitter and receiver coun-  values match for corresponding moments of
time ters are incremented on a regular basis and, there-  andwhether the
first and second key streams are In fore, take on the characteristics of a
digtal timeldate  synchronism with one another. In a related aspect, the
clock, such an encryption system is often referred to  value contained in
the second register is reset with as a time-of-day driven encryption
system.    5   the received value of the first register for a corre- The
advantage of the time-of-day driven encryp-  sponding moment in time when
the values have be- tion system resides in the fact that if the receiver
come diffent to resynchronize the first and second counter falls out of
synchronization with the transmit-  key streams with one another. ter
counter and the system has the capability of pro-  In another aspect of the
invention there Is Includ- viding the receiver with the current transmitter
coun-  10  ed a method for duplex communication of crypto- ter value, the
receiver counter may be immediately re-  graphically encoded data within a
digital telecommu- set to the transmitter counter value instead of return-
nications system. In this aspect a first pseudo-ran- Ing to the beginning
and applying the entire history of  dom key stream of bits in generated at
a first location clock pulses. The difficulty with such a system, how-  in
accordance with an algorithm which Is a function of ever, is the provision
of the transmitter counter value   15   a multi-bit digital value contained
in a first register. on a sufficiently frequent basis to avoid the accumu-
The value contained In said first register is increment- lation of errors
caused by the divergence of the re-  ed at regular periodic Intervals to
vary the pattern of celver counter value from the transmitter counter val-
bits in the first key stream. The bits of the first pseu- ue for a
relatively long period of time. The present in-  do-random key stream Is
combined with a stream of vention prevents such accumulation of errors by
pro-  20  data bits carrying communications information to be viding
continuous or very frequent updates of the  sent from the first location to
a second location to transmitter counter value which may be used to reset
cryptographically encode the data stream and with a the receiver counter
and to resynchronize the system  stream of cryptographically encoded data
stream re- without the necessity of relnitialization and repetition  ceived
from the second location. The data stream en- of the intervening dock
pulses.               25  coded at the first location is transmitted to a
receiver at the second location along with the value contained SUMMARY OF
THE INVENTION                           In the first register which is sent
at regular periodic in- tervals and interspersed with the transmissions of
en- In one aspect of the invention there is included a  coded data. A
second pseudo-random key stream of method of communicating
cryptographically encoded   30   bits which is a function of a multi-bit
digital value con- data within a digital telecommunications system in
taied in the second register is generated in accor- which a first
pseudorandom key stream of bits is   dance with the algorithm. The value
contained in the generated in accordance with an algorithm that is a
second register is Incremented at the same regular function of a multi-bit
digital value contained in a first  periodic Intervals as the first
register to vary the pat- register. The value contained in the first
register Is in-  35  tern of bits in the second key stream In an identical
cremented at regular periodic Intervals to vary the  fashion to the pattern
of bits in the first key stream. pattern of  bits in the first key stream.
The bits of the  The bits of the second pseudo-random key stream first
pseudorandom key stream are combined with a  are combined with the stream
of cryptographically en- stream of data bits carrying communications
informa-  coded data received at the second location to decode tion to
cryptographically encode the data and the en-  40  the data into the
communications information and coded data is transmitted to a receiver.
with a stream of data bit carrying communications In- Also transmitted to
the receiver at regular period-  formation to be sent from the second
location to the ic intervals and Interspersed with the transmissions of
first location to crytographically encode the data encoded data is the
value contained in said first reg-  stream. The data stream encoded at the
second lo- ister. A second pseudo-random key stream of bits is  45  cation
is transmitted to a receiver at the first location generated in accordance
with the algorithm which is  and the value contained in the second register
is per- a function of a multi-bit digital value contained In a  lodically
compared with the received value of the first second register. The value
contained in the second  register to determine whether the two values
corre- register is incremented at the same regular periodic  spond for
corresponding moments of time and wheth- intervals as the first register to
vary the pattern of bits  50  er the first and second key streams are in
synchron- In the second key stream in an identical fashion to the  Ism with
one another. pattern of bits in the first key stream. The bits of the  The
drawback with the earlier proposed method second pseudo-random key stream
are combined       of maintaining synchronization for ciphering purposes
with the received stream of cryptographically encod-  is that there is only
one possibility of reestablishing ed data to decode the data into the
communications  55  synchronization, namely over the associated control
information and the value contained in the second  channel FACCH, which
normally transmits the syn- register is periodically compared with the
received  chronizing information contained by the random bit value of the
first registerto determine whetherthe two  flow superimposed on the
speech/data flow and the 4    



7                  EP 0 446 194 B1                 8 signalling flow. There
is, however, a further associat-  accordance with the present invention. ed
control channel, the so-called slow associated     FIG. 8 is a simplified
block diagram of base sta- control channel SACCH which could be used for
tion equipment illustrating that part of a base sta- transmitting
synchronizing information. The present   tion in which the proposed method
is applied, and method can be applied to a mobile radio system    5   FIG.
9 is a time diagram which illustrates the pro- which, in addition to the
aforesaid fast associated    posed method. control channel FACCH, also
includes a slow associ- ated control channel SACCH.
DETAILED DESCRIPTION OF THE PREFERRED Thus, according to still another
aspect of the  EMBODIMENT present Invention, information concerning frame
syn-  10 chronization is transmitted continuously between the  Referring
first to FIG. 1, there is illustrated there- two stations, in the form of a
sequenceor order num-  In a conventional cellular radio commmunications ber
for the frames of the master station, i.e. even  system of a type to which
the present invention gen- when the ciphered transmission between a master
eraly pertains. In FIG. 1, an arbitrary geographic area station (base
station) and a slave station (mobile sta-  15  may be seen divided into a
plurality of contiguous ra- tion) functions normally, This information is
transmit-  dio coverage areas, or cells, C1-C1O. While the sys- ted
continuously over the slow associated control  tem of FIG. 1 Is shown to
include only 10 cells, It channel SACCH. If synchronization over the fast
as-  should be clearly understood that, in practice, the sociated control
channel FACCH drops-off, for in-  number of cells may be much larger.
stance during hand-over, there is provided a further  20  Associated with
and located within each of the possibility of synchronizing the frame
generatorof the  cells C1 -C1O Is a base station designated as a corre-
slave station to the frame generator of the master sta-  sponding one of a
plurality of base stations B1-B10. tion, and therewith ciphering between
the stations.  Each of the base stations B1-B1O Includes a transmit- One
object of the present invention is therefore to  ter, a receiver and
controller as is well known in the provide a reserve possiblity for
synchronizing ci-  25  art. In FIG. 1, the base stations B1-B10 are located
phered transmission of speech/data signals between  at the center of the
cells C1-C1O, respectively, and a stationary and a mobile station in a
mobile radio  are equipped with omni-directional antennas. How- system
which Includes a fast and a slow associated  ever, in other configurations
of the cellular radio sys- control channel.
tem, the base stations B1-B1O may be located near 30  the periphery, or
otherwise away from the centers of BRIEF DESCRIPTION OF THE DRAWINGS
the cells C1-C10 and may illuminate the cells C1-C1O with radio signals
either omni-directionally or direc- The present invention will be better
understood  tionally. Therefore, the representation of the cellular and its
numerous objects and advantages will be-   radio system of FIG. 1 is for
purposes of illustration come apparent to those skilled in the art by
reference   35  only and is not intended as a limitation on the possible to
the following drawings in which:                implementations of the
cellular radio system. FIG. 1 is a pictorial representation of a cellular
ra-  With continuing reference to FIG. 1, a plurality of dio communications
system including a mobile    mobile stations M1-M10may be found within the
cells switching center, a plurality of base stations and  C1-C10. Again,
only ten mobile stations are shown In a plurality of mobile stations;
40  FIG. 1 but it should be understood that the actual FIG. 2 is a
schematic block diagram of mobile sta-  number of mobile stations may be
much larger In tion equipment used in accordance with one em-  practice and
will invariably exceed the number of bodiment of the system of the present
invention;  base stations. Moreover, while none of the mobile sta- FIG. 3
is a schematic block diagram of base sta-  tions M1-M1O may be found in
some of the cells C1- tion equipment used in accordance with one em-  45
C10, the presence or absence of the mobile stations bodiment of the system
of the present invention;  M1-MIO In any particular one of the cells C1-C1O
FIG. 4 is a schematic block diagram of a prior art  should be understood to
depend, in practice, on the time-of-day driven encryption system;
individual desires of each of the mobile stations M1- FIG. 5 is a pictorial
representation of a message  M1O who may roam from one location in a cell
to an- format used by a known synchronization mecha-  60  other or from one
cell to an adjacent or neighboring nism;
cell. FIG. 6 is a schematic block diagram of a time-of-  Each of the mobile
stations M1-M1O is capable of day or block-count driven encryption system
initiating or receiving a telephone call through one or which includes a
synchronization mechanism      more of the base stations B1-B10 and a
mobile constructed in accordance with the present in-  55  switching center
MSC. The mobile switching center vention; and
MSC is connected by communications links, e.g. FIG. 7 is a pictorial
representation of an exem-  cables, to each of the illustrative base
stations B1- plarly multiplexing format which may be used in  B1O and to
the fixed public switching telephone net- 5    



9                  EP 0 446 194 B1                      10 work (PSTN), not
shown, or a similar fixed network  phone 100 and destined for transmission
by the mo- which may include an integrated system digital net-  bile
station is provided as input to a speech coder 101 work (ISDN) facility.
The relevant connections be-  which converts the analog voice signal Into a
digital tween the mobile switching center MSC and the base  data bit
stream. The data bit stream is then divided stations B1-B1O, or between the
mobile switching   5   into data packets or messages In accordance with the
center MSC and the PSTN or ISDN, are notcomplete-  time division multiple
access (TDMA) technique of ly shown in FIG. 1 but are well known to those
of or-  digital communications. A fast associated control dinary skill in
the art Similarly, it is also known to in-  channel (FACCH) generator 102
exchanges control clude more than one mobile switching center In a cel-  or
supervisory messages with a base station In the lular radio system and to
connect each additional mo-  10  cellular radio system. The conventional
FACCH gen- bile switching center to a different group of base sta-  erator
operates in a "blank and burst" fashion where- tions and to other mobile
switching centers via cable  by a userframe of data is muted and the
control mes- or radio links.                                    sage
generated by the FACCH generator 102 is trans- Each of the cells C1-C1O is
allocated a plurality  mitted instead at a fast rate. of voice or speech
channels and at least one access  15  In contrast to the blank and burst
operation of the or control channel. The control channel is used to  FACCH
generator 102, a slow associated control control or supervise the operation
of mobile stations  channel (SACCH) generator 103 continuously ex- by means
of information transmitted to and received  changes control messages with
the base station. The from those units. Such information may include in-
output of the SACCH generator is assigned a fixed coming call signals,
outgoing call signals, page sig-  20  length byte, e.g. 12 bits, and
Included as a part of nals, page response signals,location registration
sig-  each time slot in the message train (frames). Channel nals,voice
channel assignments, maintenance in-    coders 104, 105, 106 are connected
to the speech structions and "handoff" instructions as a mobile sta-  coder
101, FACCH generator 102 and SACCH gen- tion travels out of the radio
coverage of one cell and  erator 103, respectively. Each of the channel
coders into the radio coverage of another cell. The control or  25  104,
105 106 performs error detection and recovery voice channels may operate
either in an analog or a  by manipulating incoming data using the
techniques digital mode or a combination thereof. In the digital  of
convolutional encoding, which protects important mode, analog messages,
such as voice or control sig-  data bits in the speech code, and cyclic
redundancy nals, are converted to digital signal representations  check
(CRC), wherein the most significant bits in the prior to transmission over
the RF channel. Purely data  30  speech coder frame, e.g., 12 bits, are
used for com- messages, such as those generated by computers or  puting a 7
bit error check. by digitized voice devices, may be formatted and
Referring again to FIG. 2, the channel coders transmitted directly over a
digital channel.       104, 105 are connected to a multiplexer 107 which is
In a cellular radio system using time division mul-  used for time division
multiplexing of the digitized tiplexing (TDM), a plurality of digital
channels may  35  voice messages with the FACCH supervisory mes- share a
common RF channel. The RF channel is div-  sages. The output of the
multiplexer 107 is coupled to ided into a series of "time slots", each
containing a  a 2-burst interleaver 108 which divides each data burst of
information from a different data source and  message to be transmitted by
the mobile station (for separated by guard time from one another, and the
example, a message containing 260 bits) into two time slots are grouped
Into 'frames' as is well known   40  equal but separate parts (each part
containing 130 in the art The number of time slots per frame varies  bits)
arranged in two consecutive time slots. In this depending on the bandwidth
of the digital channels  manner, the deteriorative effects of Rayleigh
fading sought to be accommodated by the RF channel. The   may be
significantly reduced. The ouput of the 2- frame may, for example, consist
of three (3) time  burst interleaver 108 is provided as Input to a modulo-
slots, each of which is allocated to a digital channel.  45   2 adder 109
where the data to be transmitted is ci- Thus, the RF channel will
accommodate three digital  phered on a bit-by-bit basis by logical modulo-2
addi- channels. In one embodiment of the present invention  tion with a
pseudo-random keystream which is gen- discussed herein, a frame is
designated to comprise  erated in accordance with the system of the present
three time slots. However, the teachings of the pres-  invention described
below. ent invention should be clearly understood to be  50   The output of
the channel coder 106 is provided equally applicable to a cellular radio
system utilizing  as input to a 22-burst interleaver 110. The 22-burst In-
any number of time slots per frame.               terleaver 110 divides the
SACCH data into 22consec- Referring next to FIG. 2, there is shown therein
a  utive time slots, each occupied by a byte consisting schematic block
diagram of the mobilestation equip-  of 12 bits of control information. The
interleaved ment wich are used In accordance with one embodi-  55   SACCH
data forms one of the Inputs to a burst gen- ment of the present invention.
The equipment illu-  erator 111. Another input to the burst generator 111
is strated In FIG. 2 may be used for communication over  provided by the
output of the modulo-2 adder 109. digital channels. A voice signal detected
by a micro-  The burst generator 111 produces "message bursts" 6    



11                 EP 0 446 194 B1                     12 of data, each
consisting of a time slot identifier (TI),  RF modulator 117 is amplified
by a power amplifier a digital voice color code (DVCC), control or supervi-
119 and then transmitted to the base station through sory Information and
the data to be transmitted, as  an antenna 120. further explanied below.
The mobile station receives burst modulated sig- Transmitted in each of the
time slots In a frame   5   nals from the base station through an antenna
121 is a time slot identifier (TI). which is used for time slot  connected
to a receiver 122. A receiver carrier fre- identification and receiver
synchronization, and a dig-  quency for the selected receiving channel is
generat- ital voice color code (DVCC), which ensures that the  ed by a
receiving frequency synthesizer 123 and sup- proper RF channel is being
decoded. In the exem-  plied to. an RF demodulator 124. The RF demodulator
plary frame of the present Invention, a set of three dif-  10   124 is used
to demodulate the received carrier signal ferent 28-bit TIs is defined, one
for each time slot  into an Intermediate frequency signal. The intermedi-
while an identical 8-bit DVCC is transmitted In each  ate frequency signal
Is then demodulated further by of the three time slots. The TI and DVCC are
provided  an IF demodulator 125 which recovers the original in the mobile
station by a sync word/DVCC generator  digital information as it existed
prior to 14-DQPSK 112 connected to the burst generator 111 as shown in  15
modulation. The digital information is then passed FIG. 2. The burst
generator 111 combines the outputs  through the equalizer 113 to a symbol
detector 126 of the modulo-2 adder 109, the 22-burst interleaver  which
converts the two-bitesymbol formatof the digital 110 and the sync word/DVCC
generator 112 to pro-  data provided by the equalizer 114 to a single bit
data duce a series of message bursts, each comprised of  stream. data (260
bits), SACCH Information (12 bits), TI (28   20  The symbol detector 126
produces two distinct bits), coded DVCC (12 bits) and 12 delimiter bits for
outputs: a first output, comprised of digitzed speech a total of 324 bits
which are integrated according to  data and FACCH data, and a second output
com- the time slot format specified by the EIA/TIA IS-54  prised of SACCH
data. The first output is supplied to standard.
a modulo-2 adder 127 which is connected to a 2-burst Each of the message
bursts is transmitted in one  25  deinterleaver 128. The modulo-2 adder 127
is con- of the three time slots Included In a frame as dis-  nected to the
ciphering unit 115 and is used to deci- cussed hereinabove. The burst
generator 111 is con-  pher the 4 encrypted transmitted data by subtracting
nected to an equalizer 113 which provides the timing  on a bit-by-bit basis
the same pseudo-random key- needed to synchronize the transmission of one
time  stream used by the transmitter In the base station en- slot with the
transmission of the other two time slots.  30  crypt the data and which is
generated in accordance The equalizer 113 detects timing signals sent from
with the teachings of the present invention set forth the base station
(master) to the mobile station (slave)  below. The modulo-2 adder 127 and
the 2-burst de- and synchronizes the burst generator 111 according-
Interleaver 128 reconstruct the speech/FACCH data ly. The equalizer 113 may
also be used for checking  by assembling and rearranging information
derived the values of the TI and the DVCC. The burst gener-  35  from two
consecutive frames of the digital data. The ator 111 is also connected to a
20ms frame counter  2-burst deinterleaver 128 is coupled to two channel 114
which is used to update a ciphering code that is  decoders 129, 130 which
decode the convolutionally applied by the mobile station every 20ms, i.e.,
once  encoded speech/FACCH data using the reverse proo- for every
transmitted frame. The ciphering code is  ess of coding and check the
cyclic redundancy check generated by a ciphering unit 115 with the use of a
40  (CRC) bits to determine if any error hasoccurred. The mathematical
algorithm and under the control of a key  channel decoders 129, 130 detect
distinctions be- 116 which Is unique to each mobile station. The algo-
tween the speech data on the one hand, and any rithm may be used to
generate a pseudo-random key-  FACCH data on the other, and route the
speech data stream in accordance with the present invention and  and the
FACCH data to a speech decoder 131 and an as discussed further below.
45  FACCH detector 132, respectively. The speech de- The message bursts
produced by the burst gen-  coder 131 processes the speech data supplied by
the erator 110 are provided as input to an RF modulator  channel decoder
129 In accordance with a speech 117. The RF modulator 117 is used for
modulating a  coder algorithm, e.g. VSELP, and generates an ana- carrier
frequency according to the [err]4-DQPSK tech-  log signal representative of
the speech signal trans- nique (err) shifted, differentially encoded
quadrature  50  mitted by the base station and received by the mobile phase
shift key). The use of this technique implies  station. A filtering
technique may then be used to en- that the information to be transmitted by
the mobile  hance the quality of the analog signal prior to broad- station
is differentially encoded, i.e., two bit symbols  cast by a speaker 133.
Any FACCH messages detect- are transmitted as 4 possible changes in phase:
+ or  ed by the FACCH detector 132 are forwarded to a mi- - [err]and + or
3-[err] 14. The carrier frequency for the se-  55  croprocessor 134. lected
transmitting channel is supplied to the RF mod-  The second output of the
symbol detector 126 ulator 117 by a transmitting frequency synthesizer
(SACCH data) is supplied to a 22-burst deinterleaver 118. The burst
modulated carrier signal output of the  135. The 22-burst Interleaver 135
reassembles and 7    
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data which is spread over 22  message or data signal prior to transmission
on stor- consecutive frames. The output of the 22-burst dein-  age in a
medium which is susceptible to unauthorized terleaver 135 is provided as
input to a channel decod-  access, e.g., an RF channel. A"keystream
generator" er 136. SACCH messages are detected by an SACCH   means a device
which generates a keystream by detector 137 and the control information is
transfer-   6   processing a secret key comprised of a plurality of red to
the microprocessor 134.                    bits. Encryption may be simply
performed by a mod- The microprocessor 134 controls the activities of
ulo-2 addition of the keystream to the data to be en- the mobile station
and communications between the  crypted. Similarly, decryption is performed
by a mod- mobile station and the base station. Decisions are  ulo-2
subtraction of an identical copy of the key- made by the microprocessor 134
in accordance with  10  stream from the encrypted data. messages received
from the base station and meas-     Generally speaking, the keystream
generator urements performed by the mobile station. The ml-  provides a
mechanism, represented by elements 115 croprocessor 134 is also provided
with a terminal key-  and 115' of FIG. 2 and 3, respectively, for expanding
board input and display output unit 138. The keyboard  a relatively small
number of secret bits, i.e., the secret and display unit 138 allows the
mobile station user to  15  key, represented by elements 116 and 116, into
a exchange information with the base station.       much larger number of
keystream bits which are then Referring next to FIG. 3, there is shown a
sche-  used to encrypt data messages prior to transmission matic block
diagram of the base station equipment  (or storage). To decrypt an encoded
message, there- which are used in accordance with the present inven-
ceiver must "know" the index to the keystream bits tion. A comparison of
the mobile station equipment  20  used to encrypt the message. In other
words, the re- shown in FIG. 2 with the base station equipment   ceiver
must not only have the same keystream gen- shown in FIG. 3 demonstrates
that much of the equip-  erator and generate the same keystream bits as the
ment used by the mobile station and the base station  transmitter, but
also, the receiver keystream genera- are substantially identical in
construction and func-  tor must be operated in synchronism with the trans-
tion. Such identical equipment are, for the sake of  25  mitter keystream
generator if the message is to be convenience and consistency, designated
with the  properly decoded. Synchronization is normally ach- same reference
numerals In FIG. 3 as those used in  ieved by transmitting from the
encoding system to the connection with FIG. 2, but are differentiated by
the  decoding system the initial contents of every internal addition of a
prime (') in FIG. 3.                 memory device, such as bit, block or
message coun- There are, however, some minor differences be-  30  ters,
which participate in the generation of the key- tween the mobile station
and the base station equip-  stream bits. Synchronization may be
simplified, how- ment. For instance, the base station has, not just one
ever, by using arithmetic bit block counters, such as but, two receiving
antennas 121'. Associated with  binary counters, and increamenting those
counters each of the receiving antennas 121' are a receiver  by a cerrtain
amount each time a new block of key- 122', an RF demodulator 124', and an
IF demodulator  35  stream bits is produced. Such counters may form a 125'.
Furthermore, the base station Includes a pro-  part of a real-time, i.e.
hours, minutes and seconds, grammable frequency combiner 118A which is con-
clock chain. Akeystream generator relying on the at- nected to a
transmitting frequency synthesizer 118'.  ter type of counters is known as
the "time-of-day" The frequency combiner 118A and the transmitting  driven
keystream generator to which reference was frequency synthesizer 118' carry
out the selection of  40  made hereinabove. the RF channels to be used by
the base station ac-    Referring now to FIG. 4, aschematic block dia-
cording to the applicable cellular frequency reuse  gram of a prior art
time-of-day driven encryption sys- plan. The base station, however, does
not include a  tern may now be seen. The upper half of FIG. 4 rep- user
keyboard and display unit similar to the user key-  resents the transmitter
portion, and the lower half board and display unit 138 present in the
mobile sta-  45  represents the receiver portion, of such an encryption
tion. It does however Include a signal level meter 100'  system. in the
transmitter portion, a time clock or connected to measure the signal
received from each  block counter 201 generates a count 213, for exam- of
the two receivers 122' and to provide an output to  ple, a 32-bit output,
in response to an increment 215 the microprocessor 134'. Other differences
in equip-  applied at the input of the time clock or block counter ment
between the mobile station the base station   50  201. The count 213 is
provided as a first Input to a may exist which are well known in the art.
-   combinatorial logic or mixing process 202. A secret The discussion thus
far has focused on the op-  key, for example, the value 968173 in binary
notation, erational environment of the system of the present in-  is
provided as a second input 211 to the combinatorial vention. A specific
description of a particular embodi-  logic or mixing process 202. With each
occurrence of ment of the present invention follows. As disclosed  55   a
new value for the count 213, the combinatorial logic above and used
hereinafter, the term "keystream"  or mixing process 202 combines or mixes
the secret means a pseudo-random sequence of binary bits or  key 211 with
the count 213 and generates a plurality blocks of bits used to encipher a
digitally encoded  of pseudo-random keystream bits at a serial or paral- 8
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keystream output 209 is then pro-  ove simplex channels, i.e.,
"press-to-talk" or vided as an input to a modulo-2 adder 203. The data
"over/over" radiotelephony. If an "over" is missed due to be encrypted
forms a second input 207 to the mod-  to faulty synchronization, the user
can simply request ulo-2 adder 203. Each of the keystream bits is mod-  a
repeat of that transmission. By comparison, com- ulo-2 added to a
particular data bit by the modulo-2   5   munications over duplex channels,
i.e., normal bi-di- adder 203 and the encrypted data is supplied to out-
rectional radiotelephony, typically do notswitch direc- put 218 for
transmission through the medium.      tions in an "over/over" fashion and
conversations, In the receiver portion, a time clock or block coun-  once
established, frequently continue for a substan- ter 204, which is Identical
In construction to the time  tial period of time.If a duplex communications
system clock or block counter 201 and is provided with an in-  10  has no
means of establishing synchronization other crement 216 identical to the
increment 215, supplies  than at the beginning of a call, a loss of
synchronize- a count 214 to a combinatorial logic ormixing process  tion
during the call would  result In a loss of the call 205, which is Identical
In construction to the combina-  forcing the user to reestablish
communications by torial logic or mixing process 202. The combinatoril
placing another call. In the context of a cellular radio logic or mixing
process 205 combines or mixes the  15  system utilizing
encryption/decryption devices, such count 214 with an identical secret key,
I.e., 968173 in  a loss of synchronization would require the user to binary
notation, which is provided at input 212, there-  take some affirmative
action, forexampleto redial the by producing a keystream at an output 210
which Is  desired telephone number. The present invention pro- identical to
the keystrearn produced at the output 209.  vides a method and apparatus
which obviate the nec- The keystream output 210 is bit-by-bit modulo-2 add-
20  essity and inconvenience of redial upon loss of syn- ed to the
encrypted data received over the transmis-  chronization and which provide
frequient opportuni- sion medium by a modulo-2 adder 206. Since modulo-
ties during an ongoing radio telephone conversation 2 addition and modulo-2
subtraction are the same op-  to quickly correct any loss of
synchronization of syn- eration, the modulo-2 addition of the identical
key-  chronization between the transmitter portion and the stream at the
receiver cancels the previous addition  25  receiver portion described in
connection with FIG. 4. of the keystream at the transmitter and results in
the  In the discussion of FIGs. 1-3, mention was made recovery of the
original data at output 208. Note, how-  of the Slow Associated Control
Channel (SACCH) ever, that such cancellation and proper deciphering of
which Is used to convey a low rate data stream of the encrypted data will
occur only if the time clocks  management and control information between
the or block counters 2f01, 204 are perfectly synchron-  30  mobile station
and the base station and vice versa. ized with one another. An
appropriatesynchronization  The SACCH is often used by the mobile
stationforthe mechanism 217 must be provided for this purpose.
transmission of signal strength information that al- Referring next to FIG.
6, there is shown therein a  lows the system to determine which of the
surround- message format used by a known synchronization    ing base
stations is bestsuited formaintaining contact mechanism. The message format
reflects the ar-  35  with the mobile station. As discussed hereinbefore,
rangement of data In each time slot (burst) of a frame.  the SACCH
information bits are interleaved and mul- Immediately following the
beginning of each mes-  tiplexed with the voice traffic bits prior to
transmis- sage, i.e., after message start, all the state values  sion. The
present invention makes additional use of (output bits) of the time clock
or block counter 201,  the SACCH to continuously broadcast the state of the
e.g., all 32 bits of the count 213, are transmitted as a   40  time clock
or block counter which, as previously de- preamble to a sequence of
encrypted message bits.  scribed, controls the operation of the time-of-day
or To avoid transmission errors which could cripple syn-  block-count
driven encryption device.t should be chronization, the count bits are
preferably redundant-  clearly understood, however, thatthe teachings of
the ly encoded using a powerful error correction code  present invention
encompass the use of anyotherlow and the coded bits Interleaved within the
transmitted  45  bit rate auxiliary channel which may be available In
signal to disperse the redundancy In time thereby In-  the system. creasing
tolerance to burst errors. The coding of the  Referring now to FIG. 6,
there is shown therein a count bits should expand the number of bits to be
schematic block diagram of time-of-day or block- transmitted by a
considerable factor, for example, a  count driven encryption system,
including a syn- factor of eight (8), so as to provide the redundancy  50
chronization mechanism constructed in accordance needed to attain close to
a hundred percent (100%)  with the present Invention. A ciphering unit 220
at the probability of error-free transmission of the encoded  transmitter,
e.g., the transmitter portion In FIG. 5, count bits. Following the
transmission of the redu-  converts a stream of message bits into a stream
of nantly encoded but unencrypted preamble, the en-  enciphered bits for
transmission at a mean data rate crypted message bits are transmitted over
the trans-  55  of [err] bits/second. The ciphering unit 220 also pro-
mission medium.                                   vides a current
time-of-day or block count, e.g., the The synchronization mechanism
illustrated in  count 213, to an auxiliary, low rate channel encoder FIG. 5
may perhaps be adequate for communications  221. Depending on the extent of
other low-rate data, 9    
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include the encoded time-of-   from the frames x, x+1, x+2, ..., x+y and a
current day or block count in an output stream generated at  transmitter
block count value obtained. The current an average rate of B2 bits/second.
The auxiliary  transmitter block count value is then compared to the stream
of B2 bits/second is then combined with the  current receiver block count
value and, in the event of enciphered message stream of B1 bits/second by a
5   divergence, the receiver block counter is reset to the multiplexer 222
to produce a stream of B1+B2        value of the transmitter block counter
for the corre- bits/second for transmission over the communica-   sponding
moment of time. tions medium.
Further error protection may be built into the It should be recognized that
other overhead bits,  method of resetting the receiver block count, in the
such as demodulator synchronization patterns or fur-  10  event of
disagreement with the transmitter block ther redundancy of the data in the
form of error cor-  count, by imposing a more severe criterion for reset-
rection coding, may be added prior to transmission of  ting the
mostsignificant bits, orforotherwise causing the stream of B1+B2
bits/second, but is not specifi-  a drastic step change in the receiver
countvalue. The cally shown in the simplified block diagram of FIG. 6.
latter may be achieved, for example, by using the Moreover, the use of the
burst transmission technique   15  technique of "majority vote" over
several count trans- (discussed in connection with FIGs. 1-3) may result in
fers, after allowing for the known increment between a burst bit rate
greater than B1 +B2 bits/second over  times. the transmission medium.
Nevertheless, after perfor-  It will be appreciated from the foregoing
descrip- mance of the inverse of such encoding processes at  tion that the
present invention provides a synchroni- the receiver, an average bit rate
of B1 +B2 bits/second   20  zation mechanism which may be used
independently should once more emerge at the input to a demulti-  of the
ciphering unit 220 and the deciphering unit 224, plexer 223 which divides
the incoming stream of    respectively. The encryption of data In the
communi- B1+B2 bits/second into an enciphered message       cations system
may be performed by modulo-2 addi- stream of B1 bits/second and an encoded
low-rate  tion of the keystream to the data stream, by random control
stream of B2 bits/second. The B1 bits/second   25  transposition of the
data, i.e., alteration of the order enciphered message stream is provided
as input to a  in which the data bits normally appear In the message
deciphering unit 24 (the receiver portion of FIG. 5)  format, or by a
combination of these techniques with- which generates a stream of
deciphered data. The B2  out departing in the least from the teachings of
the bits/second control stream, on the other hand, Is sup-  present
invention as disclosed above and further de- plied to an auxiliary,
low-rate channel decoder 228.   30  scribed below. The auxiliary channel
decoder 228 detects the      In duplex communication applications, such as
receipt of any time-of-day or block count data which  mobile radio
telephony, the present invention, as may have been transmitted by the
encryption device  heretofore illustrated and described, may be used In-
and checks to determine whether such data was cor-  dependently in each
direction. Specifically, the en- rectly received before resetting the
decryption de-  35  cryption device used for encrypting transmissions In
vice. The error check is performed in order to avoid  one direction may
include a time clock or block coun- resetting the time clock or block
counter at the receiv-  ter which is separate from, and possibly unrelated
to, er, e.g., the time clock or block counter 204, with a  the time clock
or block counter of the decryption de- new time-of-day or block count which
is inaccurate  vice used for decrypting receptions In the other direc- due
to transmission errors. A correctly received time-  40  tion. Similarly,
the auxiliary low-rate channel, which of-day or block count Is passed from
the auxiliary  is used to periodically transfer the count state value
channel decoder 228 to the deciphering unit 224   in accordance with the
present invention, is a duplex where the received count is used to verify
and, if nec-  channel providing simultaneous, bidirectional com- essary,
update the current count at the decryption de-  munications. An
advantageous alternative arrange- vice, e.g., the count 214 in FIG. 5.
45   ment would rely on a single time-of-day or block- The process of
verifying and updating of the re-  count driven keystream generator at each
end of the ceiver block count includes a number of steps and
communications link to produce a sufficient number safeguards. In
particular, account must be taken of  of keystream bits for use both in
enciphering data the transmission delays through the auxiliary chan-
messages prior to transmission and In deciphering re- nel. For example, as
discussed in connection with  50  ceived data messages. FIGs. 1-3, the
SACCH data Is usually interleaved or   Assuming that the number of message
bits in a spread over a plurality of consecutive message    transmitted or
received block in either direction is the frames. Thus, for example, the
transmitter block   same, and equal toN, the keystream generatoratone count
value for a frame x at a specific moment of time  end of the communications
linkwould produce, using is spread over y frames and transmitted in a
series of  55  the same secret key bits and block counts as in the frames,
x, x+1, x+2, ..., x+y. The delay y, however, Is  case of two keystream
generators, a first N key- a system-defined constant number which may be
stream bits, A=(a1, a2, a3 ... aN), for enciphering added at the receiver
to the block count value derived  transmitted messages and a second N
keystream 10    
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B=(a(n+1),a(n+2) ... a(2N)), for deciphering re-  with an integral number
of traffic message blocks. ceived messages. The use of the N-bit keystreams
Figure 7 also illustrates how Interleaving of the A,B for enciphering and
deciphering, respectively,  auxiliary bit streams over  a number of message
would then be reversed at the other end of the com-  blocks may be used to
disperse the burst errors that munications link.  Hence, only one block
count syn-   5   can arise if a whole message block, including auxili-
chronization is necessary and this synchronization  ary bits, is not
correctly received. Where the decoder may be achieved using the low-rate
auxiliary channel  for the low-rate channel Is equipped with error cor- in
one direction only.                            recting  coding, the
dispersal of such burst errors en- As  mentioned earlier, the.chief
function of the  ables the decoder to easily detect and correct such SACCH
Is to carry signal strength information from   10  errors. the mobile
station to a base station in the land net-  Another embodiment of the
inventive method will work. The SACCH In the opposite direction, i.e., base
now be  described. Figure 8 is a block schematic station to mobile station,
exists mainly because of  which illustrates that part of a base station in
which symmetry reasons and often lays idle. Consequently,  the inventive
method is applied. it may be advantageous to designate the base sta-  15  A
speech coder 1 generates coded speech/data tion's time dock or block
counter as the "master" and  signals received from an analog/digital
converter (not to periodically transmit the base station's count value
shown) and the speech-coded signals are passed to in the frequently idle
SACCH direction to the mobile  a channel coder 2, which introduces a given
redun- station so as to provide continuous resynchronization  dancy for the
purpose of discovering and correcting In accordance with the foregoing
description of the  20  bit errors In the speech/data block. present
Invention. Should the need arise to transfer  A FACCH-generator FA
generates control and some other low-rate data over the SACCH In the di-
monitoring signals for transmission between the base rection of land
network to mobile station, the other  station and a mobile station. These
signals are gen- data may be accorded priority and transmission of the
erated In blocks and one such block can replace a base station count value
may be resumed thereafter.  25  speech/data block In a TMMA-frame In a
known man- In this aspect of the present oinvention, transmission  ner at
any time whatsoever when the system finds it of the time-of-day or block
count value may be con-  suitable. A FACCH-block includes a flag, a message
sidered to representant the default state of the  and a check field
so-called CRC, in total 65 bits. The SACCH channel in the direction of land
network to  FACCH-block Is coded in the channel coder 3 so as mobile which
is interupted for the transmission of  30  to render the block more
tolerable to bit errors than higher priority messages.
the speech/data block. The N or 2N bits produced by a keystream gen-     A
SACCH-generator SA generates the control erator with each new value of the
associated time  and monitoring messages between the base station clock or
block counter are used for enciphering or de-  and the mobile with a
duration of 12 bits and occupies ciphering groups of N message data bits In
one or  35  only a small part of a time slot in a TDMA-frame, al- both
directions, respectively. Multiplexed with these  though each time slot
includes these SACCH-bits. N-bit message groups are additional bits forming
the  The SACCH-generator SA is connected to a channel auxiliary low-rate
channel, which may be used, inter  coder 4 and to an Interleaver 6 which
divides a alia, for cipher synchronization in accordance with the
SACCH-word Into bursts, each of 12 bits, and inter- present invention.
Several different patterns may be  40  foliates these bursts over a given
number of frames. used for multiplexing the auxiliary channel bits with
The channel coders 2 and 3 have outputs con- the message data bits.
However, to minimize the   nected to a selector 5. In one position of the
selector amount of overhead bits which are added to blocks of  (upper
position), the channel coded speech/data sig- data by the auxiliary
low-rate bit stream, a multiplex-  nals from the channel coder 2 are
delivered to an ad- ing format as Illustrated in FIG. 7 may be selected.
45  der 8, whereas in the other position of the coder (bot- Referring now
to FIG. 7, there is shown therein an  tom position), the associated control
channel signals exemplary multiplexing format which may be used in  from
the channel coder 3 are applied to the adder 8. accordance with the present
Invention. FIG. 7 Illus-  The various signals from the selector 5 and the
trates how a small number of low-rate channel bits,  interleaver 6, and a
sync.-message SY and a verifi- S1, S2, S3, S4 etc., may be included in each
N-bit  50  cation code DVCC are combined in a burst generator message
group, the whole auxiliary message format  9 to form a single burst of
signals which occupy a giv- only repeated over a number of such groups.
Assum-  en time slot. All of these signals form a channel to a Ing that the
auxiliary bit stream contains its own mes-  given receiving mobile and are
thereafter modulated sage start indicator code, the auxiliary message  with
a given carrier frequency. length does not necessarily need to be contained
in  55  Prior to transmission, the signals from the an Integral number of
message groups. However,    speech/data generator 1 and from the FACCH-
auxiliary message synchronization may be simplified  generator FA shall be
ciphered with a given ciphering if the auxiliary message length is
deliberately aligned  code, whereas the SACCH-signals shall be transmit- 11
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this end, there is provided a ciph-  mobile at [err], the mobile will know
the value transmit- er-generator 11 which generates a pseudo random   ted
from the base station. The frame counter of the sequence to the modulo-2
adder 8. In this way, the  base station has then reached the value 24 + 11
= 35. random sequence is added (mod 2) to the interfoliat-  Thus, the value
35 in the SACCH-word W3 is trans- ed speech/data signals and the
FACCH-signals in the   5   mitted to the mobile during the time interval
[err]. The selector 5 and the signals are thus ciphered.     frame counter
value 35 obtained is compared in the The cipher-generator is controlled by
a cipher   mobile with its frame counter setting and a correction code from
the unit 12 and by a frame counter 10, In  is made if the values do not
coincide. Ciphering con- a manner to generate the pseudo random sequence.
tinues over the whole period and remains unchanged. In this case, the
cipher code comprises the given con-  10  During the next SACCH-word W4, a
new frame figuration of a whole bit pattern of a pulse sequence  counter
number, namely 46, is transmitted In asimilar and also the start of the
pulse sequence. The starting  manner by means of the bursts S12-S22, since
when time point of the pulse sequence within a frame is de-  this new
number Is received by the mobile at the time termined by the frame counter
10.                 t2, the frame counter of the base station is set to 35
A microprocessor 13 is connected between the   15  + 11 = 46. The
transmission of frame counter num- frame counter 10 and toacontrol inputof
the SACCH-  bers from the base station to the mobile is continued generator
SA for the purpose of carrying out the in-  continuously in the same
manner, thereby enabling ventive method, which will now be described In
more  continuous monitoring of the frame counterof the mo- detail with
reference to Figure 9.                bile to be carried out and optional
adjustments to be The SACCH-generator SA in Figure 8 generates  20  made to
said counter. This enables ciphering to be SACCH-words in sequence, each
word containing 66  constantly synchronized between base station and bits.
Subsequent to passing through the channel cod-  mobile, since ciphering is
dependent on which frame er 4, there Is obtained a 132-bit word which
contains  counter number is sent to the ciphering generator 11 parity bits,
etc. The interleaver unit 6 groups these  In Figure 8. 132 bits in each
word into groups of 12-bits, so that  25  The aforesaid adjustment of the
frame counter the burst generator 9 is able to transmit 12 bits from
number of the base station with respect to the number each SACCH-word In
the duration of one time slot.  of transmitted bursts S1-S11, S12-S22,....
is carried Each SACCH-word Is thus divided into 132112 = 11  out by the
microprocessor 13 between the frame time slots during sequential frames,
i.e. 11 frames  counter 10 and the SACCH-generator SA. The micro- are
required for transmitting one SACCH word.  30  processor 13 also corrects
the value obtained from According to the proposed method, SACCH-       the
frame counter 10 with respect to the time delay words are used in sequence
for transmitting continu-  in the transmission circuits. The time delay
consti- ously information concerning the frame count status  tutes a known
parameter. The propagation time of the (sequence number) of the base
station to the frame  radio signal between base station and mobile is In
the counter of the mobile, for the purpose of synchroniz-  35  order of
some microseconds, whereas the distance ing the two frame counters. Since
the frame counters  between two mutually sequential frames Is 20 me control
the ciphering in the base station and in the mo-  and is compensated for by
means of the synchroniz- bile respectively, the ciphering can therefore
also be  ing word In a burst. The time delay parameter is thus ,
synchronized. The base station transmits a given   not Influenced by the
propagation time over the radio frame counter number via the SACCH-channel
(non-  40  medium. Thus, the proposed method makes possible ciphered), and
the frame counter number of the mo-  non-ciphered signalling of
synchronizing information bile shall therewith coincide with the
transmitted base  for ciphering/deciphering between a base station and
station number while taking into account known de-  a mobile. This
signalling is additional to the normal lays and group transit times between
base station  synchronization between the ciphered fast associat- and
mobile.                                  45  ed control channel FACCH and
replaces this normal At a given arbitrary time point [err] according to
Fig-  synchronization in the event of a drop-off. ure 9, there is
transmitted a burst S1 belonging to the  The foregoing description shows
only certain par- SACCH-word W3, which contains information con-    ticular
embodiments of the present invention. How- cerning the value to which the
frame counter of the  ever, those skilled in the art will recognize that
many base station is set when receiving the SACCH-word  50   modifications
and variations bay be made without de- W3 in the mobile. As an example, it
is assumed that  parting substantially from the spirit and scope of the at
the time [err] of transmitting the SACCH-word, the  present invention.
Accordingly, it should be dearly base-station frame counter is set to the
numerical val-  understood that the form of the invention described ue 24.
It is also assumed In the Figure 9 example that  herein is exemplary only
and is not intended as a lim- the SACCH-word W3 Is transmitted during the
store-  55  itation on the scope of the Invention as defined in the said 11
bursts, S1-S11, I.e. during the duration R1-  following claims. R11 of the
frame. When the last burst S11 has been received In the 12    



*  C  L   M   S* Claims                                                said
encoded date transmisions and said trans- missions of first register
values. 1. A method of communicating with cryptographi- cally encoded data
within a digital telecommuni-  4. A method of communicating with
cryptographi- cations system comprising:                  5       cally
encoded data within a digital telecommuni- generating a first pseudo-random
key stream of     cations system as set forth in Claim 3 in which: bits in
accordance with an algorithm which is a    said first register values are
transmitted on a low function of a multi-bit digital value contained in a
bit rate auxiliary channel of a digital cellular com- first register;
munications stream. incrementing the value contained in said first reg-  10
ister at regular periodic intervals to vary the pat-  5. A method of
communicating with cryptographi- tern of bits in the first key stream;
cally encoded data within a digital telecommuni- combining the bits of the
first pseudo-random key  cations system as set forth in Claim 4 wherein:
stream with a stream of data bits carrying com-   said low bit rate
auxiliary channel Is a slow asso- munications information to
cryptographically en-  15  ciated control channel. code said data;
transmitting said encoded data to a receiver;   6. A method of
communicating with cryptographi- transmitting to said receiver at regular
periodic In-  cally encoded data within a digital telecommuni- tervals and
Interspersed with said transmissions   cations system as set forth in Claim
4 wherein: of encoded data the value contained in said first  20  said
first register values are combined with other register,
low-rate data on said low bit rate auxiliary chan- generating a second
pseudo-random key stream       nel. of bits in accordance with said
algorithm which Is a function of a multibit digital value contained in  7.
A method of communicating with cryptographi- a second register;
25      cally encoded data within a digital telecommuni- incrementing the
value contained in said second    cations system as set forth in Claim 6 in
which: register at the same regular periodic intervals as  transmission of
said first register values are tem- said first register to vary the pattern
of bits in the  porarily interupted when it is necessary to trans- second
key stream in an identical fashion to the   mit other data on said lowbit
rate auxiliary chan- pattern of bits in the first key stream;   30
nel. combining the bits of the second pseudo-random key stream with the
received stream of crypto-  8. A method of communicating with cryptographi-
graphically encoded data to decode said data into   cally encoded data
within a digital telecommuni- said communications information; and
cations system as set forth in Claim 1 in which: periodically comparing the
value contained in  35  said step of periodically comparing the value con-
said second register with the received value of    tained In said second
register with the received the first register to determine whether the two
value of the first register to determine whether values correspond for
corresponding moments of     two values correspond for corresponding mo-
time and whether the first and second key          ments of time and
whether the first and second streams are in synchronism with one another.
40  key streams are in synchronism with one another includes adding to the
received value of the first 2. A method of communicating with cryptographi-
register an incremental value to account for a cally encoded data within a
digital telecommuni-   time delay in transmission. cations system as set
forth in Claim 1 which also includes:                                  45
9. A method of communicating with cryptographi- resetting the value
contained in said second reg-  cally encoded data within a digital
telecommuni- ister with the received value of thefirstregisterfor
cations system as set forth in Claim 1 In which: a corresponding moment in
time when the values    the bits of the first pseudo-random key stream have
become different to resynchronize the first   are combined with said stream
of data bits carry- and second key streams with one another.   50     ing
communications information by modulo-2 ad- dition; and 3. A method of
communicating with cryptographi-       the bits of the second pseudo-random
key cally encoded data within a digital telecommuni-   stream are combined
with the received stream of cations system as set forth in Claim 1 in
which:   cryptographically encoded data by modulo-2 said step of
transmitting to said receiver at regu-  55  subtraction. lar periodic
intervals and interspersed with said transmissions of encoded data the
value con-    10. A method of communicating with cryptographi- talned in
said first register includes multiplexing  caily encoded data within a
digital telecommuni- 13    
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cations system as set forth in Claim 1 in which:   other. the bits of the
first pseudo-random key stream are combined with said stream of data bits
carry-  13. A system for communicating with cryptographi- ing
communications information to alter the order  cally encoded data within a
digital telecommuni- thereof; and                              5
cations system as set forth in Claim 11 in which: the bits of the second
pseudo-random key           said means for transmitting to said receiver at
stream are combined with the received stream of    regular periodic
intervals and interspersed with cryptographically encoded data to restore
the      said transmissions of encoded data the value original order
therof.                            contained in said first register
includes means for 10  multiplexing said encoded data transmissions 11. A
system for communicating with cryptographi-     and said transmissions of
first register values. cally encoded data within a digital telecommuni-
cations system, comprising;                     14. A system for
communicating with cryptographi- means for generating a first pseudo-random
key     cally encoded data within a digital telecommuni- stream of bits in
accordance with an algorithm   15  cations system as set forth in Claim 13
in which: which is a function of a multi-bit digital value con-  said first
register values are transmitted on a low tained in a first register;
bit rate auxiliary channel of a digital cellular com- means for
incrementing the value contained in      munications stream. said first
register at regular periodic intervals to vary the pattern of bits in the
first key stream;    20  15. A system for communicating with cryptographi-
means for combining the bits of the first pseudo-  cally encoded data
within a digital telecommuni- random key stream with a stream of data bits
car-  cations system as set forth in Claim 14 wherein: rying communications
information to crypto-        said low bit rate auxiliary channel is a slow
asso- graphically encode said data;                      cated control
channel. means for transmitting to said receiver at regular  25 periodic
intervals and interspersed with said  16 A system for communicating with
cryptographi- transmissions of encoded data the value con-       cally
encoded data within a digital telecommuni- tained in said first register;
cations system as set forth in Claim 14 wherein: means for generating a
second pseudo-random        said first register values are combined with
other key stream of bits in accordance with said algo-  30  low-rate data
on said low bit rate auxiliary chan- rithm which is a function of a
multi-bit digital value  nel. contained in a second register, means for
incrementing the value contained in   17. A system for communicating with
cryptographi- said second register at the same regular periodic  caily
encoded data within a digital telecommuni- intervals as said first register
to vary the pattern   35  cations system as setforth in Claim 16 which also
of bits in the second key stream in an identical  includes: fashion to the
pattern of bits in the first key    means for temporarily Interrupting
transmission stream;                                            of said
first regter  values when it is necessary meansfor combining the bits of
the second pseu-   to transmit other data on said low bit rate auxiliary
do-random key stream with the received stream   40  channel. of
cryptographically encoded data to decode said data into said communications
information; and  18. A system for communicating with cryptographi- means
for periodically comparing the value con-    cally encoded date within a
digital telecommuni- talned In said second register with the received
cations system as set forth in Claim 11 In which: value of the first
register to determine whether  45  said means for periodically comparing
the value the two values correspond for corresponding mo-    contained in
said second register with the re- ments of time and whether the first and
second     ceived value of the first register to determine key streams are
In synchronism with one another.   whether two values correspond for
correspond- ing moments of time and whether the first and 12. A system for
communicating with cryptographi-  50  second key streams are in synchronism
with one cally encoded data within a digital telecommuni-   another
Includes means for adding to the re- cations system as set forth in Claim
11 which also  ceived value of the first register an incremental includes:
value to account for a time delay in transmission. means for resetting the
value contained in said second registerwith the received value of the first
55   19. A system for communicating with crytographical- register for a
corresponding moment in time when    ly encoded data within a digital
telecommunica- the values have become different to resynchron-   tions
system as set forth in Claim 11 in which: ize the first and second key
streams eith one an-  the bits of the first pseudo-random key stream 14    
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* are combined with said stream of data bits carry-  second location to
said first location to cryptog- ing communications information by modulo-2
ad-     rahically encode said data stream; ditlon; and
transmitting the data stream encoded at the sec- the bits of the second
pseudo-random key           ond location to a receiver at the first
location stream are combined with the received stream of   5  periodically
comparing the value contained In cryptographically encoded data by modulo-2
said second register with the received value of subtraction.
the first register to determine whether the two values correspond for
corresponding moments of 20. A system for communicating with cryptographi-
time and whether the first and second key cally encoded data within a
digital telecommuni-  10  streams are in synchronism with one another.
cations system asset forth in Claim 11 In which: the bits of the first
pseudo-random key stream  22. A method for duplex communication with
crypto- are combined with said steam of databits carry-    graphically
encoded data within a digital telecom- ing communications information to
alter the order  munications system as set forth In Claim 21 therof; and
15      which also includes: the bits of the second pseudo-random  key
resetting the value contained In said second reg- stream are combined with
the received stream of    Isterwith the received value of the
firstregisterfor cryptographically encoded data to restore the      a
corresponding moment in time when the values original order therof.
have become different to resynchronize the first 20      and second key
streams with one another. 21. A method for duplex communication with
crypto- graphically encoded data within a digital telecom-  23. A method
for duplex communication with crypto- munications system, comprising:
graphically encoded data within a digital telecom- generating at a first
location a first pseudo-ran-  munications system as set forth In Claim 21
In dom key stream of bits In accordance with an al-  25  which: gorithm
which is a function of a multi-bit digital  said step of transmitting to
said receiver at regu- value contained In a first register,
lar periodic Intervals and interspersed with said incrementing the value
contained in said first reg-  transmissions of encoded data the value con-
ister at regular periodic Intervals to vary the pat-  tained in said first
register Includes multiplexing tern of bits in the first key stream;
30      said encoded data transmissions and said trans- combining the bits
of thefirst pseudo-random key   missions of first register values. stream
with a stream of data bits carrying com- munications information to be sent
from said first  24. A method for duplex communication with crypto-
location to a second location to cryptographically  graphically encoded
data within a digital telecom- encode said data stream and with a stream of
35   munications system as set forth in Claim 23 In cryptoghraphically
encoded data stream  re-        which: ceived from said second location;
said first register values are transmitted on a low transmitting the data
stream encoded at said first  bit rate auxiliary channel of a digital
cellular corn- location to a receiver at said second location;
munications stream. transmitting to said receiver at said second loca-  40
tion at regular periodic intervals and interspersed  25. A method for
duplex communication with cryptog- with said transmissions of encoded data
the val-   rahically encoded data within a digital telecom- ue contained In
said first register,               murications system as set forth in Claim
24 generating a second pseudo-random key stream       wherein: of bits In
accordance with said algorithm which is  45  said lowbit rate auxiliary
channel is a slow asso- a function of a multibit digital value contained in
ciated control channel. a second register, Incrementing the value contained
in said second  26. A method for duplex communication with crypto- register
at the same regular periodic intervals as  graphically encoded data within
a digital telecom- said first register to vary the pattern of bits in the
50  munications system as set forth in Claim 24 second key stream in an
Identical fashion to the   wherein: pattern of bits In the first key
stream;           said first register values are combined with other
combining the bits of the second pseudo-random    low-rate data on said low
bit rate auxiliary chan- key stream with the stream of cryptographically
nel. encoded data received at said second location to  55 decode said data
inton said communications infor-  27. A method for duplex communication
with crypto- mation and with a stream of data bit carrying      graphically
encoded data within a digital telecom- communications information to be
sent from said    munications system as set forth in Claim 26 in    
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S   * which:                                             key stream of bits
in accordance with said algo- transmission of said firstregistervalues are
tem-  rithm which isa function of a multi-bit digital value poraily
interupted when it is necessary to trans-  contained in a second register,
mit other data on said low bit rate auxiliary chan-  means for incrementing
the value contained in nel.                                       5
said second register at the same regular periodic intervals as said first
register to vary the pattern 28. A method for duplex communication with
crypto-    of bits in the second key stream in an identical graphically
encoded data within a digital telecom-  fashion to the pattern of bits in
the first key munications system as set forth in Claim 21 in     stream;
which:                                     10      means for combining the
bits of the second pseu- said step of periodically comparing the value con-
do-random key stream with the stream of crypto- taied In said second
register with the received    graphically encoded data received at said
second value of the first register to determine whether  location to decode
said data Into said communi- the two values correspond for corresponding
mo-    cations information and with a stream of data bit ments of time and
whether the first and second   15  carrying communications to be sent from
said key streams are in synchronism with one another    second location to
said first location to crypto- includes adding to the received value of the
first  graphically encode said data stream; register an incremental value
to account for a     means for transmitting the data stream encoded time
delay in transmission.                       at the second location to a
receiver at the first lo- 20      cation; and 29. A method for duplex
communication with crypto-    means for periodically comparing the value
con- graphically encoded data fwithin a digital tele-  tained in said
second register with the received communications system as set forth in
Claim 21     value of the first register to determine whether in which:
the two values correspond for corresponding mo- the bits of the first
pseudo-random key stream   25  ments of time and whether the first and
second are combined with said stream of data bits carry-  key streams are
in synchronism with one another. ing communications information by modulo-2
ad- dition; and                                    31. A system for duplex
communication with crypto- the bits of the second pseudo-random  key
graphically encoded data within a digital telecom- stream are combined with
the received stream of  30  munications system as set forth In Claim 30
cryptographically encoded data by modulo-2         which also includes:
subtraction.                                       means for resetting the
value contained in said second registerwith the received value of the first
30. A system for duplex communication with crypto-    registerfor a
corresponding moment in time when graphically encoded data within a digital
telecom-  35  the values have become differens to resynchron- munications
system, comprising;                   ize the first and second key streams
with one an- means for generating at a first location a first   other.
pseudorandom key stream of bits in accordance with an algorithm which is a
function of a multi-  32. A system for duplex communication with crypto-
bit digital value contained In a first register,  40  graphically encoded
data within a digital telecom- means for incrementing the value contained
in      munications system as set forth in Claim 30 in said first register
at regular periodic intervals to  which: vary the pattern of bits in the
first key stream;  said step of transmitting to said receiver at regu-
means for combining the bits of the first pseudo-  lar periodic intervals
and Interspersed with said random key stream with a stream of data bits
car-  45  transmissions of encoded data the value con- rying communications
information to be sent       tained in said first register includes
multiplexing from said first location to a second location to   said
encoded data transmissions and said trans- cryptographically encode said
data stream and      missions of first register values. with a stream of
cryptographically encoded data stream received from said second location;
so  33. A system for duplex communication with crypto- means for
transmitting the data stream encoded     graphically encoded data within a
digital telecom- at said first location to a receiver at said second
munications system as set forth in Claim 32 in location;
which: said first register values are transmitted means for transmitting to
said receiver at said    on a low bit rate auxiliary channel of a digital
cel- second location at regular periodic Intervals and   55  lular
communications stream. interspersed with said transmissions of encoded data
the value contained in said first register;  34. A system for duplex
communication with crypto- means for generating a second pseudo-random
graphically encoded data within a digital telecom- 16    
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S   * munications system as set forth in Claim 33       the base station
and the mobile station each In- wherein:
clude a frame counter which counts transmitted said low bit rate auxiliary
channel is a slow asso-  and received frames (R1-R11,..) and which con-
ciated control channel.                           trols the formulation of
a cipher sequence which 5      is superimposed In the base station on the
non- 35. A system for duplex communication with crypto-    ciphered signals
transmitted to the mobile sta- graphically encoded data within a digital
telecom-  tion, by transmitting over the non-ciphered asso, munications
system as setforth in Claim 33 wher-   ciated control channel (SACCH) from
the base in:                                               station during a
given numberof frames (R1-R11) said first register values are combined with
other  10  an information word (W3) which denotes the se- low-rate data on
said low bit rate auxiliary chan-  quence number (35, 46 .... ) for that
frame for nel.                                              which the frame
counter of the mobile shall be set at the time (err) at which said
information word 36. Asystem for duplex communication with cryptog-    (W3)
was received and which is related to the se- rahically encoded data within
a digital telecom-  15  quence number for the base-station frame coun-
munications system as set forth in Claim 35 In    ter at the time (err) at
which the information word which:
(W3) was transmitted. transmission of said first register values are tem-
porarily interrupted when it is necessary to trans-  40. A method according
to Claim 39, wherein by said mit other data on said low bit rate auxiliary
chan-  20  information word (W3) relating to the sequence nel.
number of the mobile-station frame counter in the form of a plurality of
bursts (S1-S11) is transmit- 37. A system for duplex communication with
cryptog-   ted during a corresponding number of frames rahically encoded
data within a digital telecom-  (R1-R11), and wherein the sequence number
Is munications system as set forth in Claim 30 in  25  the same as the
sequence number of the base- which:
station frame counter at the transmission time said step of periodically
comparing the value con-  (err) increased with the number of bursts
required tained in said second register with the received  for transmission
of the information word. value of the first register to determine whether
the two values correspond for corresponding mo-  30  41. A method according
to Claims 39, wherein said ments of time and whether the first and second
information word (W3) is followed with a further key streams are in
synchronism with one another   information word (W4, W5 .... ) which is
transmit- includes adding to the received value of the first  ted to the
mobile station for continuously monitor- register an incremental value to
account for a    ing of the counter setting of the frame counter In time
delay in transmission.               35      the mobile station. 38. A
system for duplex communication with crypto- graphically encoded data
within a digital telecom-  PatentansprAche munications system as set forth
in Claim 30 In which:                                    40  1. Verfahren
zum Kommuntzieren mit verschlflsselt the bits of the first pseudo-random
key stream   kodierten Daten in einem digitalen Telekommuni- are combined
with said stream of data bits carry-  kationssystem, umfassend die
foigenden Schrit- ing communications information by modulo-2 ad-    te:
dition; and                                             Erzeugen einer
ersten Pseudo-Zufalls- the bits of the second pseudo-random key  45
Schltisselfolge von Bits gemiB einem Algorith- stream are combined with the
received stream of   mus, der eine Funktion elnes Mehrfachbit-
cryptographically encoded data by modulo-2        Digitalwerts Ist, der in
einem ersten Register ent- subtraction.
halten ist; Inkrermentleren des In dem ersten Register 39. A method of
transmitting synchronizing informa-  50  enthaltenen Werts zu regelmfBigen
perlodi- tion in the ciphered transmission of signals be-  schen
Intervailen, um das Muster von Bits In der tween a base station and a
mobile station In a    ersten Schlfsselfolge zu varlieren; mobile radio
system which operates in accor-            Kombinleren der Bits der ersten
Pseudo- dance with the TDMA-principle with transmission
Zufalls-SchlOsselfolge mit elner Folge von In frames and time slots,
wherein control infor-  55  Datenbits, die Kommunikationsinformatlon tra-
mation Is transmitted over a ciphered associated  gen, um die Daten
verschlflsselt zu kodleren; control channel (FACCH) and a non-ciphered as-
Obertragen der kodlerten Daten an elnen sociated control channel (SACCH),
and wherein     Empffinger; 17    33                  EP 0 446194 B1
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Mbortragen des in dem ersten Register     5. Verfahren zum Kommunizieren
mit verschlfisselt enthaltenon Werts an den Empfanger zu regel-
kodlerten Daten in elnem digitalen Telekommuni- maligen periodischen
Intervallen und vertellt In   katbonsaystem nach Anspruch 4, die
libertragungen der kodlerten Daten;                 wobei der I-llfskanal
mit niedriger Bitrats Erzeugen elner zweiten Pseudo-Zufalls-   5   ein
langsamer zugeordneter Steuerkanal ist. Schlsseiklge von BUsgemnfii dem
Aigorithmus, der  sine  Funktlon  eines  Mehrfachbit-       0. Verfahren
zum Kommunizieren mit verschlOsseit Digitalwerts, der In elnem zweiten
Register ent-   kodlerten Daten In einem digitalen Teiekommuni- halten lst;
kationssystem nach Anspruch 4, lInkrmentleren des in dem zweiten Regi-  10
wobel die Werte des ersten Registers mit ster enthaltenen Werts zu den
gieichen regelmi-    anderen Datbn niedidger Rate auf dem Hilfskanal BIIgen
periodlschen Intervallen wie das erste Re-  mit niedriger Bitratb
kombinlert warden. gister, um das Muster von Bits in der zwelten
Schlusselfolge In einer identischen Weise wie  7. Verfahren zum
Kommunizieren mit verschlfisseit das Muster von Bits in der ersten
Schl~sselfoige   15  kodierten Daten in einem digitalen Teiekommuni- zu
varileren;                                      katlonssystem nach Anspruch
6, Kombinieren der Bits der zweiten Pseudo-           wobel sine
Obertragung der Werte des er- Zuabls-SchllOsseifoige mit der empfangenen
Fol-    sten Registers vorObergehend unterbrochen ge von
verschlOsseltkodierten Daten, um die Da-    wird, wenn es erforderlich let,
andere Daten auf ten in die Kommunikationsinformation zu deko-  20  dem
Hilfskanal mit niedriger Bitrate zu iibertra- dieren; und
gen. periodisches Vergleichen des in dem zwei- ten Register enthaltenen
Werts mit dem empfan-  8. Verfahren zum Kommunizieren mit verschlrsselt
genen Wert des ersten Registers, urn zu bestim-    kodierten Daten in einem
digitalen Telekommuni- men, ob die zwei Werte flir entsprechende Zeit-  25
kationssystem nach Anspruch 1, momrente einander entsprechen und ob die er-
wobel der Schritt des perlodischen Ver- sten und zweiten Schlfisselfoigen
synchron zu-     gleichens des in dern zweitn Register enthalte- einander
sind.                                     nen Werts mit dem empfangenen
Wert des er- sten Registers, urn zu bestimmen, ob die beiden 2. Verfahren
zum Kommunizieren mitverschlasselt  30   Worte fOr entsprechende
Zettmomente einander kodierten Daten in einem digitalen Telekommuni-
entsprechen und ob die ersten und zwelten katbonssystem nach Anspruch 1,
weiches ferner      SchlisseifoIgen synchron zueinander sind, sin die
foigenden Schritte umfalt:                     Addieren slnes
Inkrementwerts zu dem empfan- Zurficksetzen des In dem zwelten Register
genen Wert des ersten Registers urnfalt, um el- enthaibtnen Werts mit dem
empfangenen Wert  35     ne Zeltverzogerung bei elner Obertragung zu be-
des ersten Registers f Or einen entsprechenden     rOcksichtigen.
Zeitmoment, wenn die Worte unterschiedlich ge- worden sind, um die ersten
und zwelten Schfis-  9. Verfahren zurn Kommunizieren mit verechiflsselt
selfolgen erneut zueinander zu synchronisieren.    kodierten Daten in einem
digitalen Telekommuni- 40      kationssystem nach Anspruch 1, 3. Verfahren
zum Kommunizieren mit verschlfisselt           wobel die Bits der ersten
Pseudo-Zufails- kodierten Daten In einem digitalen Telekommuni-
Schluisselfoige mit der Fdlge von Datenbits, die kationssystem nach
Anspruch 1, -Kommunikationsinformatlon tragen, mitteis einer wobei der
Schritt des Obertragens des in     Moduho-2-Addition kombiniort werden; und
dem ersten Register enthaltenen Werts an den   45       die Bits der
zwelten Pseudo-Zufalls- Empfanger zu regoImnffigen Intervallen und ver-
SchlfIsseifolgen mit der empfangenen Folgo von tellt In die Obertragungen
von kodierten Daten     verschlflsselt kodierten Daten mittels elner sin
Multiplexen der Obertragungen mit kodiorten    Modulo-2-Subtraktion
kombiniert werden. Daten und der Obertragungen der Werte des er- sten
Registers umfaft                     s0  10. Verfahren zurn Kommunizieren
mit verschilsseit kodierton Daten In einem digitalen Telekommuni- 4.
Verfahren zum Kommunizieren mit verschlesselt      kationssystern nach
Anspruch 1, kodierten Daten In elnem digitalen Telekommuni-         wobel
die Bits der ersten Pseudo-Zufalls- kationssystern nach Anspruch 3,
SchlOsselfolge mit der Folge von Datenbits, die wobel die Werte des ersten
Registers auf  ms  Kommunikationsinformation tragen, kombinlert elnem
Hilfskanal mit nledriger Bitrate elner digi-  werden, urn die Ordnung davon
zu verandern; talen Zellular-Kommunikationsfolge Obertragen      und
werden.                                                 die Bits der
zwelten Pseudo-Zufalla-    35                  EP 0 446194 B1
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demzwelten Register enthaitenen Werts mitdem 



verschifsselt kodierten Daten kombiniert wer-      empfangenen Wert des
ersten Registers fOr el- den, um die ursprringliche Ordnung davon wie-
nen entsprechenden Zeitmoment, wenn die Wor- derherzustellen.
te unterschiediich geworden sind, um die ersten a
5      und zweiten SchlisseifoIgen erneut zusinander 11. System zum
Kommunizieren mit verschlfisselt      zu synchronisleren. kodlerten Daten
in einem digitalen Telekommuni- kationssystem, umfassend:
13. System zum Kammunizieren mit verachIllsseit eine Einrichtung zum
Erzeugen einer er-      kodlerten Datep in elnem digitalen Telskommuni-
sten Psbudo-Zufai1s-SchIssel folge von Bits ge-  10  kationssystem pach
Anspruch 11, mf&3 seiem Algorithmus, weicher elne Funktion           wobei
die Eindchtung zum Obertragen eines Mehrfachbit-Digitalwerts ist, der In
einem   des In dem ersten Register enthaltenen Werts an ersten Register
enthalten ist;                     den Empfanger zu regelmiSIgen
periodischen eine Einrichtung zum Inkrementieren des      Intervallen und
verteilt in die Obertragungen von In dem ersten Register enthaltenen Werts
zu re-  is  kodierten Daten sine Einrichtung umfaft, urn die gelmdgigen
periodischen Intervallen, um das        Obertragungen mit kodierten Daten
und die Muster von Bits in der ersten Schlusselfolge zu    Obertragungen
der Werte des ersten Registers varlieren;
zu multiplexieren. sine Einrichtung zum Kombinieren der /      Bits der
ersten Pseudo-Zufalls-SchlOsselfolge   20  14. System zum Kommunizieren mit
verschiusselt mit einer Foige von Datenbits, die Kommunikati-    kodierten
Daten in einem digitalen Telekommuni- onsinformation tragen, um diese daten
ver-         kationssystem nach Anspruch 13, schilsselt zu kodieren;
wobei die Werte des ersten Registers auf sine Einrichtung zum Obertragen
des In       einem Hllfskanal mit niedriger Bitrate siner digi- dem ersten
Register enthaltenen Werts an den   25  talen Zeilular-Kommunikationsfolge
Obertragen Empfanger zu regelmOSigen periodischen Inter-      werden.
vallen und verteilt in die Obertragungen von ko- dierten Daten;
15. System zum Kommunizieren mit verschfl(sselt sine Einrichtung zum
Erzeugen einer         kodierten Daten in sinem digitalen Telekommuni-
zweiten Pseudo-Zufalls-Schlfssel foige von Bits  30  katlonssystem nach
Anspruch 14, gemIB dem Algorithmus, weicher eine Funktion             wobel
der Hilfskanal mit niedriger Bitratb sines Mehrfachbit-Digitaiwerts, der in
elnem       ein langsamer zugeordneter Steusrkanal Ist zweiten Register
enthalten 1st; sine Einrichtung zum Inkrementleren des   16. System zum
Kommunizieren mit verachlfleselt in dem zwelten Register enthaltenen Werts
zu   3S  kodierten Daten In einem digitalen Telekommuni- den gleichen
regeimaIgen peiodischen Inter-        kationssystem nach Anspruch 14,
vallen wle das erste Register, um des Muster von        wobei die Werte des
ersten Registers mit Bits In der zwelten Schirusseifolge In einer Identi-
anderen Daten niedriger Rate auf dem Hilfskanal schen Weise wie das Muster
von Bits in der er-     mit niedriger Bitrate kombiniert werden. sten
SchlOsseifoige zu varileren;          40 s eine Einrichtung wum
Kombinieren der      17. System zum Kommunizieren mit verschilsselt Bits
der zweiten Pseudo-Zufalls-Schl(isseiffige    kodierten Daten In einem
digialen Telekommuni- mit derempfangenen Folge von verschlusselt ko-
kationssystem nach Anspruch 16, welches ferner dierten Daten, um die Daten
in die Kommunika-      umfaBt tionsinformation zu dekodieren; und        45
sine Einrichtung zum vorfibergehenden sine Einrichtung zum periodischen
Ver-       Unterbrechen elner Obertragung derWert des or- gleichen des in
dem zweiten Register enthalte-     sten Registers, wenn es erforderlich
bst, andere nen Werts mit dem empfangenen Wert des er-         Daten auf
dem Hilfskanal mit niedriger Bitrate zu sten Registers, um zu bestimmen, ob
die belden     Obertragen. Werte fOr entsprechende Zeitmomente einander  so
entsprechen und ob die ersten und zweiten       18 System zum Kommunizieren
mit verschl(Isselt Schflisselfolgen synchron zuehnander sind.
kodierten Daten In einem digitalen Telekommuni- kationssystern nach
Anspruch 11, wobel die Eln- 12. System zum  Kommunizieren mit verschlOsselt
richtung zum periodischen Vergleichen des In kodierten Daten In elnem
digitalen Telekommuni-  ss  dem zwelten Register enthaltenen Werts mit dem
katbonssystem nach Anspruch 11, des ferner ur-     empfangenen Wert des
ersten Registers, um zu faNt:
bestimmen, ob die beiden Werte fOr entspre- sine Einrichtung zum
Zurucksetzen des in     chende Zeitmomente einander entsprechen und 19
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chron zuelnander sind, sine Einrichtung umfafit,  tervallen und vertellt in
die Obertragungen der um einen Inkrementalwert zu dem ernpfangenen
kodierten Daten; Wert des ersten Registers zu addieren, um esine
Erzeugen elner zweiten Pseudo-Zufalls- Zeitvrzgerung bei aener Obertragung
zu be-   s    Schiusseifolge von Bits gemlR dam Aigorithmus, r(Icksichtgen.
welcher sine Funktion aines Mehrfachbit- Digitalwerts ist, der In elnem
zwelten Register 19. System zum Kommunizieren mit verachliOsseit
enthalten ist; kodierten Daten in elnem digitalen Telekommuni-
Inkrementieren des in dem zweiten Regi- kationssystem nach Anspruch 11,
wobel:    10      ster enthaltenen Werts zu den glelchen regelma- die Bits
der ersten  Pseudo-Zufalls-        B1gen perlodischen Intervallen wle das
erste Re- SchlOsseifolge mit der Folge von Datenbits, die   gister, um das
Muster von Bits In der zweiten Kommunikationsinformation tragen, mittels
einer   Schl~sseifolge In elner identische Weise wie das Modulo-2-Addition
kombiniert warden; und          Muster von Bits in der ersten
Schflusseifolge zu die Bits der zweiten Pseudo-Zufalls-  t5     varlieren;
Schlsseifoige mit der empfangenen Folge von            Kombinieren der Bits
der zweiten Pseudo- verschlOsselt kodierten Daten mittels eaner
Zufalls-SchGiassefoige mit der Foige von ver- Modulo-2-Subtraktion
kombiniert warden.           schlusselt kodierten Daten, die an der zweiten
Stells empfangen warden, um die Daten in die 20. System zum Kommunizieren
mit verschrlisselt  20   Kommunikationsinformation zu dekodleren und
kodlerten Daten In einem digitalen Telekommuni-   mit einer Folge von
Datenbits, welche Kommuni- kationssystern nach Anspruch 11, wobei:
kationsinformation tragt, die von der zweiten die Bits der ersten
Pseudo-Zufalls-          Stells an die erste Stolle gesendet warden soil,
Schlflssifolge mit der Folge von Datenbits, die   um die Datenfolge
verschlOssait zu kodieren; Kommunikationsinformation tragen, kombiniert  25
Obertragen der an der zweiten Stelle ko- werden, um die Ordnung davon zu
verandern;        dierten Datenfoige an inen Empfanger an derer- und
sten Stalle; und die Bits der zweiten Pseudo-Zufalls-
perlodischesVerglelchen des in dam zwel- SchlOsseifolge mit der empfangenen
Foige von      ten Register enthaltenen Warts mit dam empfan- verschlOsselt
kodlerten Daten kombinlert war-  3o  genen Wart des ersten Registers, um zu
bestim- den, urn die ureprfngliche Reihenfoige davon zu-  men, ob die zwei
Warts fur entsprechende Zeit- rflckzugewinnen.
momente einander entsprechen und ob die er- - sten und zweiten
SchlOsseifolgen synchron zu- 21. Verfahren zur Duplex-Kommunikation mit
ver-       einander sind. schl(Isselt kodlerten Daten in elnern digitalen
35 Telekommunkationssystem, umfassend:            22. Verfahren zur
Dupiex-Kommunikation mit ver- Erzeugen einer ersten Pseudo-Zufalls-
schlfisselt kodierten Daten In elnem digitalen Te- Schltsseifolge von Bits
an einer ersten Stells    lekommunikationssystbm  nach Anspruch 21,
entsprechend einem Aigorithmus, welcher sine      welches ferner den
foigenden Schritt umfaft Funktion ehes Mehrfachbit-Digitalwarts ist, der
40     ZurOcksetzendes in dam zwelten Register in elnem arsten Register
enthalten 1st            enthaitenen Warts mit dam empfangenen Wert
Inkrementieren des in dam ersten Register    des ersten Registers ffr ainen
entsprechenden enthaltenen Warts zu regeimalnigen periodi-
Zeitmoment, wenn die Worts unterschiedlich ge- schen Intervallen, um das
Muster von Bits in der  worden sind, urn die ersten und zwelten SchiOs-
ersten Schlisseifoige zu verandern;       45      seifoigen erneut
zueinander zu synchronisleren. Kombinleren der Bits der ersten Pseudo-
Zufalls-SchlOsselfolge mit eaner Folge von     23. Verfahren  zur
Dupiex-Kommunikation  mit Datenbits, die Kommunikationsinformation tra-
verschldsselugnsmalig kodierten Daten in el- gen, die von der ersten Stells
an eine zweite Stel-  nem digitalen Telekommunikationssystem nach le
gesendet warden solien, urn die Datenfolge   5o  Anspruch 21, wobel:
verschlusselt zu kodieren und mit einer Folge ei-       der Schrittder
Obertragung des in dem er- ner verschlOsselt kodierten Datenfolge, die von
sten Register enthaitenen Warts an den Empfan- der zwelten Stells empfangen
wird;                ger zu regalmaSigen periodischen Intervallen
Obertragen der an der ersten Stells ko-      und vertellt In die
Obertragungen der kodierten dierten Datanfolge an elnen Empfanger an der
s5  Daten sin Multiplexen der Obertragungen der ko- zwelten Stells;
dierten Daten und der Obertragungen der Warts Obertragen des in dam ersten
Register        des ersten Registers umfaBt. enthaltenen Warts an dam
Empffinger an der 20    39                 EEP 0 446 194 Si
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schiOsselt kodierten Daten in sinem digitalen Te-  schifisselt kodierten
Daton in elnem digitalen To- lskommunikationssystern nach Anspruch 23, wo-
lekommunikationssystbm, umfassend: bet:
eine Einrichtung zur Erzougung elner er- divNerte des erstaen Registers auf
elnem    s  sten Pseudo-Zufalls-SchliOssefoige von Bits an Hllfskanal mit
niedrigerBitrate elner digitalen Zel-  einerersten Stello gem&olnern
Aigorithmus, der lular-Kommunikationsfolge ubertragen werden.      eine
Funktion sines Mehrfachbit-Digitalwerts ist, der In elnern ersten Register
enthalten ist 25. Verfahren zqr Duplex-Kommunikation mit ver-
sine Einrichtupg. zum Inkrementleren des schlusselt ko~ierten Daten in
elnern digitalen Te-  io  in dem ersten Register enthaltenen Werts bel re-
leikommunikationsystem nach Anspruch 24, wo-      gelmaigen perlodischen
Intervallen, um des bek
Muster von Bits in der ersten Schifisselfolge zu der Hiifgskanal mit
niedriger Bltrate sin    varlieren; langsamer zugeordneter Stsuerkanai st.
sine Einrichtung zum Kombinieren der 16     Bits der ersten
Pseudo-Zufalls-Schlisseifolge 26. Verfahrsn zur Duplex-Kommunikation mit
ver-       mit elner Foige von Datenbits, die Kommunikati- schirisselt
kodlerten Daten in elnem digitalen Te-  onsinformation tragen, die von der
ersten Stelle lekommunikatbonssystem nach Anspruch 24, wo-      an sine
zweite Stelle gesendet werden sollen, urn bei:
die DatenfoIge verachiOsselt zu kodieren und mit die Werte des ersten
Registers mit undo-  20  einer Folge elner verschlOsseUt kodierten Daten-
ren Daten niedriger Rate auf dem Hilfskanal mit   foige, die von der
zweiten Steile empfangen wird; niedriger Bitrate kombiniert werden.
eine Einrichtung zum Obertragen der an der ersten Stelle kodierten
Datenfolge an oenen 27. Verfahren zur Duplex-Kommunikation mit ver-
Empfanger an der zweiten Stelle; schlusselt kodlerten Daten in sinem
digitalen To-  26   sine Einrichtung zum Obertragen des In
lekommunikationssystem nach Anspruch 26, wo-      dem ersten Register
enthaitenen Werts an den bei:
Empfanger an der zweiten Stello bei regelmnAfi- sine Obertragung der Werte
des srsten        gen periodischen Intervallen und vertellt in die
Registers vorObergehend unterbrochen, wenn es     Obertragungen der
kodlerten Daten; erforderlich ist, andere Daten auf dem Hilfskanal  30
sine Einrlchtung zur Erzeugung einer mit nledriger Bitrate zu Obertragen. -
zwelten Pseudo-ZuFalis-Schillsseifoige von Bits gernhi dem Algorithmus, der
sine Funktbon sines 28. Verfahren zur Duplex-Kommunikation mit ver-
Mehrfachbit-Digitaiwerts ist, der In einem zwei- schflfsseit kodlerten
Daten In elnem digitalen Te-  ten Register enthalten ist;
lekommunikationssystem nach Anspruch 21 wo-  35         sine Ehnrichtung
zum Inkrementberen des belder Schritt des periodischen Vergleschens des  In
dem zweiten Register enthaltenen Worts bel in dem zweiten Register
enthaltenen Werts mit     den gleichen regeimaBgen perlodischen Inter- dem
empfangenen Wert des ersten Registers,        vallen wie das erste
Register, um das Muster von K..    urn zu bestimmen, ob die zwel Werte fOr
entspro-   Bits in der zweiten Schlisseifoige In einer Identi- chende
Zeitmomente einander entsprechen und   4o  schen Weise wie des Muster von
Bits in der er- ob die ersatn:und zweiten Schlusseifoigen syn-    sten
SchliOsseifoige zu varirern;. chron zueinander sind, sin Addieren sines
Inkre-       esne Einrichtung zum Kombinieren der mentwerts zu dem
empfangenen Wert des er-         Bits der zweiten
Pseudo-Zufais-Schiisselfolge sten Registers urnfalit, um sine
Zeotverzogerung  mit der Folge von verschlfsselt kodlerten Daten, be! einer
Obertragung zu berucksichtigen.  45     die an der zweiten Stelle empfangen
wird, urn die Daten in die Kommunikationsiforrnation zu de- 29. Verfahren
zur Duplex-Kommunikation mit ver-       kodleren und mit elner Folge von
Datenbit- schlfisselt kodierten Daten in elnem digitalen Te-  tragenden
Kommunikationen, die von der zwei- lekommunikationssystem nach Anspruch 21,
wo-      ten Stelle an die erste Stelle gesendet werden bei
50      soil, um die Datenfolgeverschlfisseitzu kodieren; die Bits der
ersten  Pseudo-Zufalls-              sine Elnrichtung zum Obertragen der an
Schitlsselfolge mit der Folge von Datenbits, die  der zwelten Stelle
kodlerten Datenfoige an eonen Kommunikationsinformation tragen, mittels
siner   Empfanger an der ersten Stelle; und Moduio-2-Additon kombiniert
werden; und                 sine Einrichtung zurn periodischen Ver- die
Bits der zweiten Pseudo-Zufalls-  ss     gleichen des In dem zweiten
Register enthalte- Schlilsselfoige mit der empfangenen Folge von     non
Werts mit dem empfangenen Wert des er- verschlfisselt kodierten Daten
mittels elner      sten Registers, um zu bestimmen, ob die  zwel
Modulo-2-Subtraktbon kombiniert werden.           Werte fOr entsprechende
Zeitmomente einander 21    41                 EP 0 446 194 B1
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Schlflsselfoigen synchron zuelnander sind.        schlasselt kodlerten
Daten In elnem digitalen Te- lekommunikationssystem nach Anspruch 30, wo-
31. System  zur Duplex-Kommunikation mit ver-         be!:
schlsseilkodierten Daten in einem digitalen Te-   6    der Schritt zum
perlodischen Vergleichen lekommunikationasystem nachAnspruch 30, das
des In dem zwelten Register enthaitenen Werts ferner umfaBt.
dem empfangenen Wert des ersten Registers. eine Einrichtung zum
Zurficksetzen des In  - urn zu bestimmen, ob die zwei Werteffrentspre- dem
zwelten Register enthaltenen Werts mit dem    chende Zeitmomente
einanderentsprechen, und empfangenen Wert des ersten Registers fur ei-  10
ob die ersten und zweiten Schifisseifoigen syn- nen entsprechenden
Zeltmoment, wenn die Wer-      chron zuelnander sind.eln Addieren sines
Inkre- te unterschiediich geworden sind, um die ersten   mentalwerts zu dem
empfangenen Wert des er- und zweitn Schlusseifolgen erneut zueinander
sten Registers umfaXt um eine Zeitverz8gerung zu synchronisleren.
bel elnem der Obertragung zu berflcksichtigen. 15 32. System  zur
Duplex-Kommunikation mit ver-     38. System  zur Duplex-Kommunikation mit
ver- schilsselt kodierten Daten In einem digitalen Te-  schifsselt
kodierten Daten In elnem digitalen Te- lekommunikationssystem nachAnspruch
30, wo-       lekommunikationssystem nachAnspruch 30, wo- bei:
bei: derSchrittdes Obertragens des in dem er-  20      die Bits der ersten
Pseudo-Zufalls- sten Register enthaitenen Werts an den Empfan-
Schlisselfoige mit der Folge von Datenbits, die ger zu regelmAiigen
periodischen Intervallen      Kommunikationsinformation tragen, mitteis
elner und vertellt In die Obertragungen von kodierten   Modulo-2-Addition
kombiniert werden; und Daten sin Multiplexen der Obertragungen mit ko-
die Bits der zweiten Pseudo-Zufalls- dierten Daten und der Obertragungen
der Werte  25  Schlisselfolge mit der empfangenen Folge von des ersten
Registers umfalt.                      verschlisselt kodlerten Daten
mittels einer Modulu-2-Subtraktion kombiniert werden. 33. System  zur
Duplex-Kommunikation mit ver- schlusselt kodierten Daten In einem digitalen
Te-  39. Verfahren zum Obertragen von Synchronisati- lekommunikationssystem
nach Anspruch 32, wo-  30  onsinformation in der verschlfisseiten Obertra-
bel:                                              gung von Signalen
zwischen einer Basisatation die Werte des ersten Registers auf elnem
und elner mobilen Station In einem Mobiifunksy- Hilfskanal mit niedriger
Bitrate einer digitalen Zel-  stem. weiches gaemiB dem TDMA-Prinzip mit el-
lular-Kommunikationsfolge Obertragen werden.      nor Obertragung in Rahmen
und Zeitschiitzen ar- 35      beitet, wobei Steusrinformatlon fber elnen
ver- 34. System zur Duplex-Kommunikation mit ver-          schlasselten
zugeordneten    Steuerkmnal schilsselt kodlerten Daten In einem digtalen
Te-  (FACCH) und eoen nicht-verschlfisseten zuge- lekommunikationssystem
nach Anspruch 33. wo-      ordneten Steuerkanai (SACCH) (bertragen wird,
bel:                                              und wobel die
Basisstation und die mobile Stati- der Hilfskanal mit niedriger Bitrate ein
40  on jewells einen Rahmenzahier umfassen, der langsamer zugeordneter
Steuerkanai ist.           rbertragene und empfangene Rahmen (RI- R1, ...)
zihit und der die Bildung einer Ver- 35. System  zur Duplex-Kommunikation
mit ver-         schlifsselungssequenzsteuert die In der Basis- schlifsseUt
kodierten Daten in einem digitalen Te-  station auf die
nicht-verschlfisseltsn Signale, die lekommunikationssystem nach Anspruch
33, wo-  45  an die mobile Station gesendet werden, iberla- bel:
gert, indem Ober den nicht-verschifsselten zuge- die Werte des ersten
Registers mit ends-     ordneten Steuerkanal (SACCH) von der Basis- ren
Daten nbedriger Rate auf dem Hilfskanal mit   station wfhrend elner
gegebenen Anzahl von niedriger Bitrate kombinert werden.
Rahmen (RI-R11) sin Informationswort (W3) 60      Obertragen wird, welches
die Sequenznummer 36. System  zur Dupiex-Kommunikation mit ver-
(35,46, ...) fOr denjenigen Rahmen anzegtg ffir schifsselt kodlerten Daten
in einem digitalen To-  den der Rahmenzahler der mobilen Station auf
lekommunlkationssystem nach Anspruch 35, wo-      die Zeit (t1) gesetzt
werden soil, zu der das Infor- bei:
mationswort (W3) empfangen wurde und die sich elne Obertragung der Werte
des ersten  ws    auf die Sequenznummer ffir den Rahmenzahler Registers
vorfbergehend unterbrochen wird,        der Basisstatlon zu der Zeit (t.)
bezleht, zu der wenn es erforderlich ist, andere Daten auf dam   ldas
Informationswort (W3) Obertragen wurde. Hilfskanal mit niedriger Bitrate zu
fibertragen. 22    IIUOIIIDI 1N, 1111111 II 43                  EP 0 446194
B1                 44       *   c   L      s   * 



40. Verfahren nach Anspruch 39, wobei durch das In-   cos donn6es de facon
a fournir l'information de formationswort (W3), welches sich auf die Se-
t6lcoommunication; at quenznummer des Rahmenzahlers der mobilen         la
comparabson p6riodlque de la valour contenue Station In der Form einer
Visizahl von Bursts (Si -  dans le second registre avec Is valour reque du
8 11) bezit, wAhrend elner entsprechenden An-   5  premier reglstre, pour
determiner sl les deux va- zahl von Rahmen (RI-R11) Obertragen wird, und
leurs correspondent pour des Instants correspon- wobel die Sequenznummer
die glelche wle die       dants, et s1 los premier et second trains de c16
Sequenznummer des Rahmenzlhlers der Basis-        sont en synchronisme
mutual. station zu der Obertragungszolt (t) ist, die um die Anzahl von
Bursts erh6ht ist, die zur Obertra-  10  2. Un procdh deo communication
avec des donn6es gung des Informatlonsworts benbtigt wird.         codbes
de fagon cryptographique dans un syste- me de t6lecommunication num6rique
selon la re- 41. Verfahren nach Anspruch 39, wobel dem Infor-
vendlcation 1, comprenant 6galement: mationswort (W3) ein weiteres
Informationswort    la restauration de la velour contenue dens le se-
(W4,W5, ...) folgt, welches an die mobile Station   is  cond registre avoc
la valour recue du premier re- J...'  gesendet wird, um kontinuierlich die
Zahlereln-    gistre pour un instant correspondent, loreque lee steilung
des Rahmenzahlers in der moblien Sta-     deux valeurs sont devenues
diff6rentes, pour re- tion zu Oberwachen.
synchronisermutuellement les premier et second trains de d6. 20
Revendlcations                                    3. Un procede de
communication avecdes donnees cod6es de facon cryptographique dens un
syste- 1. Un procedb de communication avec des donnees       me de
tbcommunication numbrique selon Ia re- codees de fagon cryptographique dens
un syste-    vendication 1, dans loquel: me de t6t6communicatlon numerique,
compre-  25    l'etape d'Amission vers le r6cepteur, A des Inter- nant:
valies periodiques regullers, de la valour conte- la gbneraton d'un premier
train de bits de cie     nue dens le premier registre, d'une maniere dis-
pseudo-aleatolre conformement a un algorithms      pers6e parmi les
6missions de donnees cod6es, qui est fonctbon d'une valeur numhrique a plu-
comprend le multipiexage des emissbons de don- sieurs bits contenue dans un
premier registre;    30  nees codbes et des Amissions des valours du
llncrsmentatbon do la valeur contenue dens le      premier registro.
premier registre, A des intervalles periodlques re- gullers, pour faire
varier la conflguration de bits  4. Un procede de communication avec des
donnees dans le premier train de cib;                     codees de fagon
cryptographique dans un syste- 1a combinaison des bits du premier train de
de   35  me de teibcommunbcation numrrique selon la re- pseudo-ai6atoire
avec un train de bits de don-    vendication 3, dans loqud: nees acheminant
une Information de t6l~commu-     leo valeurs du premier rogistre
sontemises surun nication, pour coder ces donn6es de faQon cryp-   canal
auxillaire a falble debit binahre dun train de tographique;
telecommunication cetlulaire numbrique. I'6misslon des donnbes codes verse
un rbcep-  4o tour;                                          5. Un procbdA
de communication avecdes donn6es 16missbon vers le r6cepteur de la valour
contenue  codees de facon cryptographique dane un systa- dans le premier
registre, A des intervalles perio-  me de telbcommunication numerique selon
la re- dlques reguliers et de maniere dispersee dans le  vendication 4,
dens lequel: emissions de donn6es codees;              45      le canal
auxitlaire A faible dbbit binalre est un ca- la g6nbration d'un second
train de bits de db     nal de commando associe lent. pseudo-aleatoire,
conformrernt A l'algorithme qul est fonction dune valeur numerique & plu-
6. Un procedA de communication avec des donnees sieurs bits contenue dens
un second registre;     codbos de fagon cryptographique dens un systb.
I'incrementation de la valour contenue dans Is se-  so  me de
tblbcommunication num6rique selon la re- cond registre, aux mbimes
intervenes p6riodlques  vendication 4, dans lequel: regullers quo pour le
premier registre, pour faire  les valeurs du premier registre sont
combinees varier la configuration de bits dens le second    avec d'autres
donn6es a faible debit sur Is canal train de cie d'une manibre Identique a
la configu-  auxillaire A falble debit binaire. ration de bits dans le
premier train do cie;  c5 l combinalson des bits du second train de cde  7.
Un procdd de communication avec des donnees pseudo-albatoire avec le train
reru de donnbes    codees de fagon cryptographique dans un systb- codees de
fagon cryptographique, pour dbcoder     me de tblecommunication numerique
selon la re- 23    45                 EP 0 446 94 B1                 46  |
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vendication 6, dans lequel:                      de bits dans le premier
train de cl6; I'6misslon des valeurs du premier registre est   des moyens
pour combiner les bits du premier temporalrement interrompue lorsqu'il est
neces-  train de cd6 pseudo-al6atoire avec un train de bits saire d'6mettre
d'autres donn6es sur le canal    de donnees acheminant une Information de
tele- auxillaireo falble debit binalre.        5       communication, pour
coder ces donnees de fa- gon cryptographique; 8. Un proced6 de
communication avec des donnees     des moyens pouremettre vera le
recepteur, & des cod6es de fagon cryptographique dans un syste-
intervalles p6rlodlques r6gullers, la vaelour conte- me de
t6l6communication num6rique selon la re-   nue dans le premier registre.
d'une manlere die- vendicatlon 1, dans lequel:              10      pers6e
parmi les emissions de donnees cod6es; I'btape de comparaison p6riodlque de
Ia valour   des moyens pour g6n6rer un second train de bits contenue dans
le second registre avec la vaelour  de c16 pseudo-al6atoire conformement A
l'algo- regue du premier registre, pour d6terminer si les  rithme pr6cite
qui estfonctlon d'une valeurnum6- deux valeurs correspondent pour des
instants     rique a plusiours bits contenue dans un second correspondants,
etsl les premier etsecond trains  16  registre; * de ci6 sont en
synchronisme mutuel, comprend     des moyens pour incr6menter la vaelour
contenue i'addition dune valeur incr6mentielle A la valour  dans le second
registro aux memes intervalles regue du premier registre, pour tenir compte
d'un  pbriodlques rigutlers quo pour le premier regis- retard de
transmission.                          tre, pour faire varier la
configuration de bits dane 20     le second train de 16 d'une maniere
Identique a 9. Un procede de communication avecdes donn6es      la
configuration de bits dans le premier train de cod6es de fagon
cryptographique dans un syste-   cl6; me de tel6communication num6rique
selon la re-   des moyens pour combiner les bits du second vendication 1,
dans lequel:                      train de c16 pseudo-aleatoire avec Is
train recu de les bits du premier train de c16 pseudo-al6atolre  25
donn6es cod6es de fagon cryptographique, pour sont combin6s avec Is train
de bits de donnees   decoder ces donnees de fagon & fournirl'informa-
acheminant l'informatlon de t6dlcommunication    tion de tbl6communicatlon;
et par addition modulo 2; et                        des moyens pour
comparer p6r1odlquement la les bits du second train de ci6 pseudo-al6atoire
valeur contenue dans le second registre avec la sont combines avec le train
regu de donn6es co-  30  valour rogue du premier registre, pourd6terminer
d6es de fagon cryptographique, par soustraction  si les deux valeurs
correspondent pour des ins- modulo 2.
tants correspondants et si les premier et second trains de c16 sont en
synchronisme mutued. 10. Un proc6d6 de communication avec des donnees
codbes de fagon cryptographique dans un systb-  35  12. Un systeme pour
communiquer avec des don- me de tbl6communication num6rque selon la re-
nees codees de fagon cryptographique dans un vendicatlon 1, dans lequel:
systeme de teiecommunication numrrique sWlon les bits du premier train de
d16 pseudo-al6atoire  la revendication 11, comprenant egalement: sont
combin6s avec le train de bits de donn6es   des moyens pour restaurer la
valeur oontenue acheminant l'information de t0l6communication,  40  dana le
second registre avec la valeur reoue du pour modifier lour ordre; et
premier registre pour un instant correspondant, les bits du second train de
cl6 pseudo-albatoire  lorsque les valeurs sont devenues diff6rentes, sont
combinhs avec le train recu de donn6es co-  pour resynchroniser
mutuellement les premier et dbes de fagon cryptographique, pour ritabtir
leur  second trains de cle. ordre d'origine.                         45 13.
Un systeme pour communiquer avec des don- 11. Un systeme pour communiquer
avec des don-       n6es codees de fagon cryptographique dans un n6es
cod6es de fagon cryptographique dans un     systeme de tbl6communication
numerique selon systeme de telecommunication  numerique,         la
revendication 11, dans lequel: comprenant:                              50
les moyens pour bmettre vers le recepteur, A des des moyens pour g6nbrer un
premier train do bits  intervalles periodlques rigutlers, la valeur conte-
de cie pseudo-al6atoire, conforrnbment a un al-  nue dane le premier
registre, d'une maniere dis- gorithme qui est fonction d'une valour
num6rlque  persee parml les 6misslons de donnees codees, A plusihurs bits
contenue dane un premier regis-  comprennent des moyens pour multiplexer
les tre;                                     65      emissions de donn6es
codees et les 6missions des moyens pour incrimenter la valour contenue
des veleurs du premier registre. dons le premier registre, a des
Intervalles p6rio- dlques r6gullers, pourfalre varier la configuration  14.
Un systeme pour communiquer avec des don- 24    47
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nees codees de fagon cryptographique dens un  20. Un systhme pour
communiquer avec des don- systeme de teibcommunication numirique solon
nbes cod6es de fagon cryptographique dans un la revendication 13, dans
loquel:                systeme de ti:icommunication numbrique solon les
valeurs du premierregistre sontimisessurun   la revondlcation 11, dans
lequol: canal aux)iaire A faible debit binaire d'un train de   5  les bits
du premier train de cib pseudo-aliatolre telecommunication cellulaire
numirique.          sont combinis avec le train de bits de donnees
acheminant l'information de tilicommunication, 15. Un systene pour
communiquer avoc des don-       pour-modifier leur ordre; et nbes codbes de
faconicryptographlque dans un     les bits du second train de d6
pseudo-aliatoire systbme de telecommunication num6rique solon   10  sont
combinis avec le train reou do donn6es co- la revendication 14, dans
lequel:                diesde facon cryptographique, pour ritablir lour le
canal auxiliaire a faible debit binalre est un ca-  ordre d'origine. nal de
commande associe lent. 21. Un procedb pour la communication en duplex 16.
Un systeme pour communiquer avec des don-  15   avec des donnies codoes de
fagon cryptographi- nees codees de facon cryptographique dans un     quo
dens un systeme de telbcommunicatlon nu- systeme de til6communication
numirique solon     merique, comprenant: la revendication 14, dans lequel:
la genbration A un premier emplacement d'un les valeurs du premier registre
sont combinies   premier train de bits de cde pseudo-al6atoire avec
d'autres donneos A faible dibit sur le canal  20  conformement a un
algorithmo qul est fonction auxillaire a faible debit binaire.
dune valour numirique a plusleurs bits contenue dens un premier registre;
17. Un systeme pour communiquer avec des don-       I'incr6mentation de la
valeur contenue dans le nees codees de facon cryptographique dens un
premier registre A des Intervalies p6riodlques ri- systeme de
telecommunication numerique solon   25  guliers, pour faire varier la
configuration de bits la revendication 16. comprenant egalement:       dans
le premier train de di; des moyens pour interrompre temporairement       la
combinaison des bits du premier train de cle lmbssbon des valeurs du
premier registre lore-   pseudo-aieatolre avec un train de bits de don-
qu'l est n6cessaire d'6mettre d'autres donnees  nees achominant une
information de tli6commu- sur Is canal auxillaire A falble debit binahre.
30  nication A emettre du premier emplacement vers un second emplacement
pour coder de facon 1a Un systeme pour communiquer avec des don-
cryptographique le train de donnees, et avec un n6es codees de fagon
cryptographique dens un     train de donnios codies do fagon cryptographi-
systime de tel6communication num6rique solon     que qui est regu a
partirdu second emplacement; la revendicatbon 11, dans lequel:        S5
I mission du train de donnbes codies au pro- les moyens pour comparer
priodiquement la va-    mieremplacement vers un ricepteur se trouvant leur
contenue dans le second regletre avec la va-  au second emplacement; leur
regue du premier registre, pour diterminer 61  16mlssion vers Ie r6cepteur
au second emplace- les deux valeurs correspondent pour des instants  ment,
A des Intervailes p6riodiques rigullers, de correspondents, et s1les
premier etsecond trains  40  la valeur contenue dansle premier registre,
d'une de cde sont en synchronisme mutuel, compren-     maniere dispersie
parml des imisslons de don- nent des moyens pour additionner une valeur In-
nees codees; crementlelle A la valeur recue du premier regis-  la
genbration d'un second train de bits de cld tre, pour tenir compte dun
retard de transmis-   pseudo-aliatoire conformiment a l'algorithme shon.
45      priciti qui est fonction d'une valour numerique A plusieurs bits
contenue dans un second registre; 19. Un systeme pour communiquer avec des
don-       I'incrbmentation de la valeurcontenue dans le se- nees cod6es de
facon cryptographique dens un     cond registre aux memes intervalles
piriodiques systeme de tilicommunication num6rique solon     rigoilors qua
pour le premier registre, pour faire la revendlcation 11, dans loquel:
50      varier la configuration de bits dans le second les bits du premier
train de cle pseudo-al6atoire  train de cde d'une maniere identique A la
configu- sont combinis avec le train de bits de donnies   ration de bits
dans le premier train de ci6; achominant l'lnformation de tilicommunication
la combinalson des bits du second train de ci6 par addition modulo 2; et
pseudo-aliatolre avec Is train de donnies co- les bits du second train de
cle pseudo-aliatoire  sw  dees de fagon cryptographique qui eat recu au
sont combin6s avec le train regu de donnies co-  second empiacement pour
d6coder ces donnies dies de fagon cryptographique, par soustraction  de
facon A fournir l'Informathon de tilcommuni- modulo 2.
cation, et avec un train de bits de donnies ache- 25    11111111 111111
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minant linformatlon de t6l6communicatlon A        avec d'autres donn6es A
foible debit sur le canal 6mettre du second emplacement vers le premier
auxillaire a faible d6bit binaire. emplacement pour coder le train de
donn6es de fagon cryptographlque;                        27. Un proc6de
pour la communication en duplex l'6misslofdu train de donnees code au
second   5  avec des donnees cod6es de fagon cryptographi-. emplacement
vers un recepteur se trouvant au      que dans un systeme de
t6lecommunicatlon nu- premier emplacement; et la comparalson periodi-
m6rique selon la revendicatbon 26, dane lequel: que de la valeur contenue
dansle second registre  l'6mission des velours du premier registre eat avec
la valeur recue du premier registre, pour d6-  temporalrement interrompue
lorsquli eat noos- terminer si les deux valours correspondent pour  io
salre d 6mettre d'autres donn6es sur le canal des Instants correspondents
et siles premier et  auxillaire a faibie d6bit binalre. second trains de
ci6 sont en synchronisme mu- tuel.
28 Un proc6db pour la communication en duplex avoc des donnees codees de
fagon cryptographi- 22. Un proced6 pour la communication en duplex  1s
que dans un systeme de tel6communhcation nu- avec des donn6es cod6es de
fagon cryptographi-    mbrique salon la revendicathon 21, dens lequel: quo
dans un systeme de tel6ecommunication nu-     I'6tape de comparaison
p6riodlque de la valeur m6rique solon la revendication 21, comprenant
contenue dans le second reglstre avec la valour 6galement:
reoue du premier registro, pour determiner si les la restauration de la
valour contenue dons le se-  20  deux valeurs correspondent pour des
Instants cond registre avec la valeur reoue du premier re-  correspondants,
etsi les premleret second trains gistre pour un instant correspondant
lorsque les  de ci6 sont en synchronsme mutuel, comprend velours sont
devenues diffdrentes, pour resyn-    I'addltlon d'une valour Incrementlille
b la valour chroniser mutuellement les premier et second     revue du
premier registre, pour tenir compto d'un trains de cle.
25      retard de transmission. 23. Un procedb pour la communication on
duplex    29. Un procbd6 pour la communication en duplex avec des donn~es
codees de fagon cryptographi-    evec des donnees codbes de fagon
cryptographi- quo dans un systeme de tblecommunicaton nu-       quo dens un
systeme de telecommunication nu- mbrique solon la revendication 21, dens
lequel:  30  mbrique solon la revendlcation 21, dens lequel: I'etape
d'Amission vers le recepteur, A des inter-  les bits du premier train de
cie pseudo-aleatoire valles periodiques rbguliers, do la vaieur conte-
sont combines avec le train de bits de donn6es nue dens le premier
registre, d'une maniere dis-  echeminent ilnformatfon de t~lbcommunication
persbe parml lee bmisslons de donnees codees,     par addition modulo 2; et
comprend le multiplexage des emissions de don-  35  les bits du second
train de cde pseudo-albatolre neos codess et des emissions des velours du
sont combinbs avec le train recu de donnees co- premier registro.
dbes de fagon cryptographique, par soustraction modulo 2. 24. Un procbdA
pour la communication en duplex avec des donnees codees de fagon
cryptographi-  40  30. Un systeme pour la communication on duplex quo dens
un systeme do telrcommunication nu-      avec des donnees cod6esd efagon
cryptographl- merique solon la revendication 23, dans lequel:   quo dans un
systeme de tel~communication nu- les velours du premier registre sont
6mises sur un  mbrique, comprenant: canal auxillaire A faible debit binalre
d'un train de  des moyens pour gbnerer A un premior emplace-
telbcommunication cellulaire num~rique.  45       ment un premier train de
bits pseudo-al6atoire conformement A un algorithme qui est fonction 25. Un
procede pour la communication en duplex       d'une valeur numerique A
plusleurs bits contenue avec des donnees codees de fagon cryptographi-
dens un premier registro; quo dans un systeme de t1:iecommunication nu-
des moyens pour incrumenter ia valeur contenue merique solon la
revendication 24, dans loquel:  50  dens le premier registre, A des
Intervaloes perio- le canal auxillaie A faible debit binaire est un ca-
diques reguliers, pourfaire varier la configuration nal de commando associe
lent.                     de bits dens le premier train de cib; des moyens
pour combiner les bits du premier 26. Un prochd6 pour la communication en
duplex       train de cie psoudo-aieatoire avec un train de bits avec des
donn~es codees de fagon cryptographi-  5s  de donnees acheminant une
Information de tele- quo dans un systhme de telecommunication nu-
communication a emettre du premier emplace- merique solon la revendication
24, dans lequel:   ment vers un second emplacement, pour coder les valours
du premier registre sont cornblnees   de fagon cryptographique le train de
donn~es, et 20    51                 EP0O 446194 B1                 52   I1
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avoc un train de donnees cod6es de fagon cryp-    I'etape d'emission vera
is recepteur, A des Inter- tographique qul est recu a partir du second em-
valles pbnodlques r6gullers, de la valour conte- placement,
nue dans Is premier registre, d'une maniere dis- des moyens pour 6mettre la
train de donnoes co-   pers6e parmi les omisshons de donnoes codees, d6es
au Memier emplacement vers un r6cepteur   5  comprend Is multiplexage des
emisslons do don- se trouvant au second emplacement;                nbes
codles et deo emiss lon des vaieurs du cdes moyens pour emettre vers le
recepteur au     premier registre. second emplacement, A des intervalles
p~rlodi- ques roguliers, la valour contenue dans le pre-  33. Un systeme
pour la communication en duplex mierregistre, d'une maniere dispers6e parmi
des  tO  avec des donnes codeesdefagon cryptographi- 6missions de donnees
cod6es;                      quo dans un systeme de ti6cormmunicatlon nu-
des moyens pour gbnerer un second train de bits   merique selon la
revendication 32, dans lequel: de cie pseudo-aleatolre conformbment A
l'algo-    les valeursdupremlerregistresontemisessurun rithme qui east
fonction d'une valeur numerique A  canal auxillaire A foible debit binaire
d'un train de pluslburs bits contenue dans un second registre;  15
t:lecommunication cellulaire numerique. des moyens pour Incrementer la
valour contenue dans le second registre aux momes Intervalles  34. Un
systeme pour la communication en duplex p6riodiques reguliers quo pour le
premier regis-  avec des donnees codees defagon cryptographi- tre, pour
faire varier la configuration de bits dans  quo dens un systeme de
telecommunIbatbon nu- le second train de de d'une manilre Identique a   20
merique solon la revendication 33, dans lequel: la configuration de bits
dans le premier train de  le canal auxiliaire a faible debit binaire est un
ca- cle;                                              nal de commando
associe lent. des moyens pour combiner les bits du second train de cK
pseudo-alhatoire avec le train de don-  35. Un systeme pour la
comrmunication en duplex nbes codees de fagon cryptographique qul est  25
avec des donnees codees de fagon cryptographi- recu au second emplacement,
pour decoder ces      quo dans un systeme de tlecornmunicathon nu- donnees
de fagon & fournir linformation de tele-  mbrique salon la revendication
33, dens lequel: communication, et avec un train de bits de don-   les
velours du premier registre sont combinbes nees acherninant l'informathon
de telicommuni-    avec d'autres donnees A foible dbbit sur le canal cation
qui dolt etre Amise du second emplace-  3o  auxillaire a foible debit
binalre. ment vers le premieremplacement, pourcoderde fagon cryptographique
ce train de donnbes;    36. Un systhmo pour la communication en duplex des
moyens pour emettre vers un recepteur au      avec des donn~es codbes
defagon cryptographi- premier emplacement le train de donnees qui est   quo
damn un systeme de telbcommunicoation nu- code au second emplacement; et
36      mrique solon la revendlcatlon 35, dans lequel: des moyens pour
comparer phriodiquement la       l'6mission des valeurs du premier registre
eat vaelour contenue dans le second registre avec la  temporairement
Interrompue lorsqu'll eat neces- valour requedu premier reglstre, pour
determiner  salre d'emettre d'autres donnees sur le canal sl les deux
valeurs correspondent pour des Ins-   auxillaire A foible debit binaore.
tents correspondents et si les premier et second   40 trains de dc sont on
synchronisme mutual.     37. Un system. pour la communication en duplex
avec des donnbes codees defagon cryptographi- 31. Un systeme pour la
communication en duplex       quo dons un systeme de telecommunicaton nu-
avec des donndes codees de fagon cryptographl-    merique solon la
revendication 30, dana lequel: quo dons un systeme de thlecommunication nu-
45    Irtape de comparaison perodique de la valour merique solon la
revendication 30, comprenant     contenue dans le second registre avec la
valeur egalement:                                       rogue du premier
registre, pour determiner sl oes des moyens pour restaurer la vaelour
contenue     deux valours correspondent pour des Instants dans le second
registre avec la valour recue du   corrmspondants, et sl [os premner et
second trains premier registre pour un instant correspondant,  s0  de cle
sont en synchronisme mutuel, comprend lorsque les velours sont devenues
differentes,    I'addition d'une vaelour Incrementielle A ia valour pour
resynchroniser mutuellement les premier et   rogue du premier registre,
pour tenir compte d'un second trains de ciA.
retard de transmission. 32. Un systeme pour la communication en duplex  ws
38. Un systeme pour la communication en duplex avec des donneos codees de
fagon cryptographi-    avec des donn~es codees de fagon cryptographi- quo
dons un systeme de t1l6communication nu-      quo dons un systeme de
tel~communication nu- merique solon la revendication 30, dans lequel:
merique solon la revendication 30, dens lequel: 27    . ........ .. ~ ~ ~ ~
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les bits du premier train de ci  pseudo-aleatoire sont comblnes avec le
train de bits de donn6es acheminant l'information de tie6communication par
addition modulo 2; et les bits di% second train de cle pseudo-al6atoire   6
sont combin6s avec le train recu de donn6es co- dees de facon
cryptographique, par soustraction modulo 2. 39. Un procede pour transmettre
une informnation de   10 synchronisation dans la transmission crypt6e de
signaux entre une station de base et une station mobile dans un systeme de
radilocommunication mobile qui fonctionne conformement au principe AMRT,
avec transmission dans des trames et des   15 cr6neaux temporels, dans
lequel une information de commande est transmise sur un canal de commande
associe crypte (FACCH) et surun ca- nal de commande associ6 non crypte
(SACCH), et dans tequel la station de base et la station mo-  20 biTle
comprennent chacune un compteur de tra- mes qui compte des tramnes 6mises
et recues (RI-R1, ...) et qul commando la formulation d'une s6quence de
cryptage qui est superpos~e dans la station de base sur les signaux non
cryp-  25 t6s 6mis vers l station mobile, par l'bmission sur le canal de
commande associ6 non crypto (SACCH) a partir de la station de base, pendant
un nombre donn6 de trames (RI-R11), d'un mot d'lnformation (W3) qul designe
le numn6ro de s6-  so quence (35, 46, ...) pour la trams sur laquelle le
compteur de trames du mobile dolt etre regl6 & l'instant (t) auquel le mot
d'lnformation (W3) a ete reQu, et qul est 1ie au numbro de sequence pour lo
compteur de traines de Ia station de base  36 a l'instant (t.) auqueo le
mot d'information (W3) a 6t6 6mis. 40. Un proc6de solon la revendication
39, dans le- quel le mot d'Informatlon (W3) concernant le nu-  40 m6ro de
s6quence du compteur de trames de la station mobile, sous la forme d'un
ensemble de salvos (SI-S11), est 6mis pendant un nombre correspondant de
traines (R1-R11), et dans le- quel le num6ro de s6quence est Identique au
nu-  45 m6ro de s6quence du compteur de traines de la station de base a
l'instant d'6mission (t), aug- ment6 du nombre de salves qui sont
nbcessaires pour l'embsion du mot d'information. s0 41. Un procede selon la
revendication 39, dans le- quel le mot d'information (W3) est sulvl par un
mot d'infornmation suppilmentaire (W4, W5, ...) qui est 6mbs vers IQ
station mobile pour contrOler continuellement la valeur a laquelle se
trouve le  55 compteur de trames dans la station mobile. 28    


