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WO 2004/ 027541 PCT/ US2003/ 016553 1 METHOD AND

APPARATUS FOR AUTOVATI C UPDATI NG AND TESTI NG OF
WOGARINEREL CROSS REFERENCE TO RELATED APPLI CATI BNSUS20031€16553

present invention is related to the foll ow ng

applications entitled: "Mthod and Apparatus for

Pub i HiEep a0sDNOPP ARATUS FOR AUTOMAMICIURDAIING ces
in a Distributed Data Processi n% stent', serial no.

10/ 252, 816, at ANNMEESTINKeOFOF 20173USL:

" Conposi tion Service for Autonom c Conputing", serial
no. 10/ 252,324, attorney docket no. YOR920020176US 1,
" Sel f - \ROYL TOE FERENCH TOKELATED SERIACATDIONS

10/ 252, 247, attor ney 10 docket no. YOR92002018 1US 1

The gresdaapednion i ehitaito Dt follewing appHcaiions RaliindeYetbad &nd

Apparatqgégq(%qb? g@é@ %515}5 %@%ﬁes P&%)T(J){d]izrf 2%97928\/ @na ted Data

. %éﬁ e@'o/wz 1 B GHBy é&e?deﬂﬂ?%ORQEbOZOlBUSl
Procem&ﬁ%}gs?{)ﬂér at e er ein by refer ence BACKGROUND COF THE
“CompositibEREv foﬂAumnoffmcGomplalngF; wrigl norH@/Zéﬂégémttomey docket no.

vorsnyBY R S SRR Mt S Bl PRI T2 ¢
docket ng.gfgk@w@zd‘m [ USRNAQI ‘D5 B BnCOSRRRa RS anﬁtRécbveEfQ ﬁI€a

the pr esent 1 nventlon rovi des a net
cOmputarwsmpﬁaseaiauﬁo F10V2 K76 nattonpeyl dogketpda ¥ IORP 20029 \4HS 1 2:@1 led

nponents. 2. Description of, .Rel ate
even da Bt AFRSE0 S H DGy TR Daub e st B Rornce.
conplicated and ever-changing environnents. One such
environment is the Internet, which is also referred to
as an 25 "i NtBACKGROUND OFTHR ENVENTIOMN set of
conputer networks, possibly dissimlar, joined
toget her by neans of gateways that handl e data
1 ,]:)rgnscf gFieg(?d t he conversion of nmessages froma
) iaolaelel the sending network to a protocol used by
Hé%)ré@ﬁﬁin\(felﬁtg)nﬁetam rgénerdiheto andmiptaeil zleth, prodessing s)n;tem and in
“Internet" refers to the collection Of%p%sc ﬁf larl
particulayatoeiagibod pad appsEatenier mepagine saffware 6pmpe m%rt more Pamcu arly,
the preseat i prey S e R ol AITRP ki ST QTR A e spitware
Compongiggl d 30 Wde VWb environnent, aI so cal led sinply
the Web". OQther Internet resources exist for
transferrl ng information, such as File Transfer
rot.o Gopher but have not achieved the
2. 15 \opt@%@tgﬁé In the Wb environnent, servers
I@l@dexﬁ' doﬁfﬂ)hﬁngfefcﬁﬁdlo@alﬁaa résuftad acinmensely complicated and ever-changing

environments. One such environment is the Internet, which is also referred to as an

mnternetwork”. The Internet is a set of computer networks, possibly dissimilar, joined together by
means of gateways that handle data transfer and the conversion of messages from a protocol of the
sending network to a protocol used by the receiving network. When capitalized, the term "Internet"
refers to the collection of networks and gateways that use the TCP/IP suite of protocols. Currently,
the most commonly employed method of transferring data over the Internet is to employ the World
Wide Web environment, also called simply "the Web". Other Internet resources exist for
transferring information, such as File Transfer Protocol (FTP) and Gopher, but have not achieved
the popularity of the Web. In the Web environment, servers and clients effect data transaction

using the Hypertext Transfer Protocol (HTTP), a known protocol for handling the transfer of
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usi ng the Hypertext Transfer Protocol (HTTP), a known
protocol for handling the transfer of WO 2004/ 027541
wWEOHOBSAID3/ 016553 2 various data files (e.g.PCT/@%1003/016553
still graphic i mges, audi,o, notion video, etc.). The
information in various ddta files is formatted for '
various HEEHIENAL, 1108, #0l BaptSETmdp¥s, Audib anotiordvigey etcde The irfbdrnetion n
' anguage, he pertext Markup Language (HTM.). Th
various date #lesvist foahatted fer preshaajion seaiugenby p siAadasd PagslesEREiPD ﬁ%lguagea

to users using b S en.tj . f o
e 0 26BN a0 o soesins
to users hdng iBHSerS 0ORYRTiIMeH A6KE 8L Aiwatdpt@Radel taly BERCHREY andbtigin updates

types of conplex network data processing systens
to those sofolanelpackhges ¢hronguthednttwet. facilitating work in |arge

[ o h
e e e e A T R

facilitatin® WBHEN 14184 mg&%u&hss On HﬁMK b8, e hétiveriRhayapapairbss@égions in
a virtual © product network for conducting business.

various Whedweida itcatiorss These dompléxarctwarlphlicaae tdsdihe Iriemnetes gart of a virtual
10 nage and.update sqoftware used w t.hin the t

product e S e U R o P ot

manage%é er%oﬁ@%%@@@vﬁhﬁﬁh@neﬁvﬁﬂd. cal ly sonewhat fragile.

n these environnents, deploying a new version of
Suvh enfirtrmeents afiddearpe formydomalysonmeetedvsediviape ¢dyeponents, are

ot eS0T S PRETR G Rco
softwar® gorfﬁlkenge g %Ex?létfeiqdz}ﬁﬁceﬁ%ﬁvﬁﬁg deRd FroB&ikig %?stérﬁﬁgé\?gleﬁialtiﬁ, and may

con te component bel ng repl aced. n | ess
well havdofi-mashiyg and inyfordsesrgeffectran padh béthepveradl sysfemahatere only

unpredi ctabl e and undesi rabl e si.de effects.. Thus
tangentig G ¢eTReGa e CPRPBREI GFBE TEEH EXCH IRy QU gy changes are
often plﬁﬁ(% %):Uagleﬂ%pmaaﬁé and gﬁ&sﬁ@olg GAPeREAt. YRE &Hesn Administrators are

0 guration anges, due to these _ _

often edt@metyemaryiof gerfbrieiag spdatkss sudhrek componanh upgredesrs niner eopfiguration
critical to nodern _business, .even sec%nds of do¥m itme 4

changes, g hsreJBricatn B BBy Dah I RTEEIPR S AL A8 SRR ( Todern

busines, Hert SbcbMor! dg(;vnﬁﬂ{eecah han séﬁ&ﬁn‘gﬁéblerﬁ%n@&‘m Bat ®RWBitime can
servers provide a critical conponent for nan

take farigt fnegsesonds.c Boisexahipds enmi suwes pradie a tatieal component for many

_communi cations between users inside and outsi.de, of .

businesggsdepayss Hesgseyers faé:élﬁptf SPTgHmIcAHO gony lbselgﬁn%%?l}d outside of

the busiieds O %g%ag%ti&?.sﬂhtuf)flﬁt@ &5 Qhail %&V&%hét\fé‘srul'ts A err&I® delivery of
nessag can cause [oss In productivity and | oss of

email ni¥dGicBe&B chode lasiappaduetioity amal lgssofiatness. foRd cémpany or

_software changes to becone increasingly "autonomc",

orgamzgf@l.-t ask of updating, configuring, and patching
sQfbyare c‘ﬁ’lal%%s t&?{c%rr?qucﬁggh%rl)y bﬁé&ﬁ)‘iﬁi b By 01; ating,
conputers ensel ves, "as opposed to being perforne

configublg aaidipatchinpasodimare WHE ntd#e behinotep Hapénfigrmred dlyahé sompuaere
novi ng towards .an "autonom ¢"  process,  For exangle, .

themselygs ps gm@}sgql pqqlgelgg,gefrg?fgwg by adwimigtgaters. The current updating mechanisms

are moving towards an “autonomic” process. For example, many operating systems and software
packages will automatically look for updates based on some event, such as a timer or a particular
set of actions by a user. The update mechanisms often connect to the Internet at a preselected
location to see whether an update is present. If an update is present, the message is presented to
the user in which the message asks the user whether to download and install the update. A next

step towards “autonomic” computing involves identifying and downloading the updates without



packages will automatically | ook for updates based on
sone event, such as a tinmer or a particular 30 set of
wWa@ewuoers4by a user. The update nechani sms of t ePCTYUS00D 016553
to the Internet at a presejected |ocation to see
whet her an update is present. If an update is present,
requiringhseninsanton.s Therefoes) tiestonld betaﬂmnmous tn ham @rhlmpreved method,
nessage asks the user h to do st al
apparatyih angp 5%}3%@ IAStRRCkPnS Wy Hﬁéheo%ff%fé &SHS%W%V
unexpe B NS 1586% #@%ﬁ%ﬁq@%@é%@?g%&%@ﬁ%g?“elgﬁﬁ‘ﬁeng
user intervention. Therefore, it would be advant ageous
to have an inproved nethod, apparatus, and conputer
instructions to deal with the effects, be they
undesired or merely unexpected, that such updati ng,
reconfiguring, and patching of software could cause.
WD 2004/ 027541 PCT/ US2003/ 016553 4 SUWMARY OF THE
I NVENTI ON The present invention provides a nethod,
apparatus, and conputer instructions for wupdating a
software conmponent. A determination is made as to
whet her to update the software 5 conponent. The
sof tware conponent is updated to form an updated
sof tware conponent in response to a determ nation to
updat e the software conponent. The updated software
conmponent is automatically tested. A corrective
action is perforned in response to a failure in
testing of the wupdated conponent. WO 2004/ 027541
PCT/ US2003/ 016553 5 BRI EF DESCRI PTI ON OF THE DRAW NGS
The novel features believed characteristic of the
invention are set forth in the appended clains. The
invention itself, however, as well as a preferred node
of use, further objectives and 5 advantages thereof,
wi |l best be understood by reference to the foll ow ng
detail ed description of an illustrative enbodi nent
when read in conjunction wth the acconpanyi ng
drawi ngs, wherein: Figure 1 is a pictoria
representation of a network of data processing systens
in which the present invention may be inpl enented;
Figure 2 is a block diagramof a data processing
systemthat nay be inplenmented as a 10 server in
accordance with a preferred enbodi nent of the present
invention; Figure 3 is a block diagramillustrating a
data processing systemin which the present




i nvention maybe inplenented; Figure 4 is a diagram
illustrating conponents used in updating a software
w@oropoersmt in accordance with a preferred enbpdi/Ds29n3/016553

of the present invention; ,15 Figure 5 is a diagram
illustrating conponents uded in autononic updates in
accordance W gnavINEY OF SHEINVENTEON of the present
invention; Figure 6 is a flowhart of a process used

for perform ng an autonom c update in accordance wth

preferred enbodi ment he present, I nv Lon: ..
TheGueniny AR 8P AP Las e b uctions fo
updatingPEEJrRY L BSmAtheAlt ANRBErminHEdATEmbde a2 vAREARE tRfsRLdMhE Boftware
a preferred enbodi nent of the present invention;

componditg (The s@ftivare aofpowsnh isrupdated 4o frmcansupdatsd goftware component in

perform ng an, autonom c date in ccordance wi-t h a
responsq gt ISR SRR 6 POTRRS SOBBERET T Ry RRd i ffire component
is autom%ﬁ%:ﬂ?qeged. SA Rorrt@ME Batidn B el IR ¥8spbBRdo b Fhilure in testing of the

nodi 'yl ng autonom c updatés in accordance wth a

updated poapenantd enbodi nent of the present invention. WO
2004/ 027541 PCT/ US2003/ 016553 6 DETAI LED DESCRI PTI ON
OF THE PREFERRED EMBODI MENT Wth reference now to the
figures, Figure 1 depicts a pictorial representation
of a network of data processing systens in which the
present invention may be inplenmented. Network data 5
processi ng system 100 is a network of conputers in
whi ch the present invention nmay be inplenented.
Net wor k data processing system 100 contains a network
102, which is the nedium used to provide
conmuni cations |inks between various devices and
conmputers connected together wthin network data
processi ng system 100. Network 102 may i ncl ude
connections, such as wire, wreless conmunication
l'inks, or fiber optic cables. 10 In the depicted
exanpl e, server 104 is connected to network 102 al ong
Wth storage unit 106. In addition, clients 108, 110,
and 112 are connected to network 102. These clients
108, 110, and 112 maybe, for exanple, persona
conmputers or network conputers. In the depicted
exanpl e, server 104 provides data, such as boot files,
operating systeminages, and applications to clients
108-112. dients 108, 110, and 112 are clients to
server 104. Server 104 may provide a 15 source of
updates for clients, such as clients 108, 110, and
112. In these exanples, network data processing
system 100 contai ns autonom ¢ conputing features, such
as those for updating software conponents used within
net wor k
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data processing system 100. In particul ar, updates nmay
be nmade to software conponents wi thout requiring user

WO niog0ymt i on to obtain and install the updat eBCT/Ukm8#016553
updat es may include, for 20 exanple, updates to
executable files for a software conponent, new
execut abl e pRIEFHBSCRIPFIONIOR THR DRAWANGSpOonent , or
even a change in a configuration file for a software
conponent Net work data processing system 100 may

'fipg::nlog ddl :]? Q/%ld 812%%&? sglc ocfltheel?l{rgntlo%rbge ?ek I?éé{h HaHd &fpended

exa

claims. @B@ﬁﬁ%ﬁﬂl&gﬂﬂﬁ h&wevkp Qs inselltaie ﬂrél%ﬁédlﬁiod&\fof Hsenfirther ckb] ectives and
102 representing a worl dwi de col | ecti on of networ

advantages thegefewd/best heund@scéoqdrlé/ IPfapnsRile §1ed‘ﬁll%meéﬁ&arléq1 descnptlon of

IRMICET IR TR L S P
Ih 1Rl ﬁ1§toﬁalt}€ﬁlé§%ﬁﬁﬁoﬂﬁf Qhét@oﬁ@@ﬁﬁt essing systems in which the
nmuni cation |ines between nmajor es or host

presentmmmnohemawbeampmmdg of thousands of commer ci al ,
overnms ucatignal and ot her,K copputer, systens
e T b ocahaanal hove RS St BB PRCro g o o

10RoainRa; OPike BRoskitRhriBA;€d as a
Serverlr%ﬂcn@g?ﬁdgf c}???fg?%}r?g tyroJes of ne?\?\/orsks such as for ‘
Figaras 3,2 ock3fagranihsattinga Hae atocessiTE SystemGn vhighalg present

or a wide area network (WAN). Figure 1 is intended as
1nventloﬁﬁlaYé3@dWﬁieénenéq4d not as an architectural limtation
]{‘)g chg i %Qltl}lju&fégﬂ% E&ﬂ oriRatsqskd Hou d%tl Q%f?we?re c@mponent in
CK |agr Pocessi ng s ste that may be
accordahd¥PViEE PrefelraiSensbodlahiate of tl&lméseﬁtsmselttm; 104 in Figure

1, is depicted in accordance with a WO 2004/ 027541
Figwre Sz00degrassdpsiraing campeResis wid S HRIRMIS1PH4{es n accordance

ese ent.l sing system 200 may be a
w1thap€e§‘ ({1?1“ 0 u}}u?tt(& o@g%&?&?@fﬁﬁ‘y systemincl uding a

Pighiréb idy ﬂ@@c&?ﬂﬁ%ﬁﬁwﬁs w4 fanser2dipomnmedmehit opdate in
system bus 206. Alternatively, a single processor

accordangeswishvn pesfered @sidgyent of flegyeseBhHEERiEm; t 0 syst em bus

fietins LR IDG Yl el 0G0 o Rt D R L IR,

accordaﬁéHWﬁHE%?eﬁ@e@é&ﬁE&lﬁﬁl&ﬁ%f ﬂ%pr@wﬂt ﬁﬁ/@MicﬁleS an interface
to 1/0 bus 212. Menory control | er/ cache 208 and 1/0

Biguré8 iddgfoRtitrnefa mgcasml@grfat e fomingegy afengmic update in-

Peri pher al one t int conne S bridge 214

accordapes Gk ¢ GEEPS AN o 5 ey oot Art ace vo PO

al@néM heslid &cordance

Ry 9 24 ﬂg%ﬁ‘éﬂfé‘i%w}%f Eied@f’%ﬁ%ﬁ?np Brentat | on

with a préfeired eppodimehoefithdBlesan paesiion sl ots or add-in 10
connectors. Conmunications links to clients 108-112 in
Figure 1 maybe provided through nodem 218 and net wor k
adapter 220 connected to PCl |ocal bus 216 through
add-in boards. Additional PCl bus bridges 222 and 224
provide interfaces for additional PCl |ocal buses 226
and 228, from which additional nodens or networKk
adapters may be supported. In this
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manner, data processing system 200 all ows connecti ons
to nultiple network conputers. A 15 nenory-mapped
w@e@pl2ssl adapt er 230 and hard di sk 232 nay al BOI/D82003/016553

connected to UO bus 212 ag depicted, either directly

or indirectly. Those of oPFdinary skill in the art- will
apﬁm‘;xgﬁ'iﬁ) mﬁmm OYr BEA9RE FERRED EMBODIVENTRY
vary. For exanpl e, other peripheral devices, such as
optical disk drives and the Iike, also may be used in

g Ll b0 RS GOl i N St 01 1EB1CL S hon TS metwork
of data p%c%@iﬁ%e%ﬁ%%% g{géﬂtﬁé jPl%Eb?lt WvERi S ERREEE idflefBRe RMNRHOSK data

I nven ta processing systemdepicted in
processifig; §étetn 200V eework of canputtak & whithitBMpreSat inyentiqnIesy s

) system a product of International Business Mchine .
implemegindp dVeiw PR atapIaeereiRg Sysigmd 00 gqntaing ?«JH?FWH§< f% W&&@‘dﬁﬁ’&&nedlm
Int.eractive. ' radil LS MR cokhdddd togeth
wsed 0 e BF B By P RRE BB coh A6 et
within n8twre Bkt Prr@EsaR dykletiSI00ANERGrial Oiinay prohrieseimegtieyss swinas wire,
. is depicted in which the present invention maybe ’
wirelessicopingmesatied linksa oa fiberoplie 63Me- syst em 300 is an exanpl e

f.a.client conputer. r Sj y- .
B el parmarar g nRRes R e Al storage uni
106. Tn h@Gabn, RUStEN 08 116C4ndra2 oA donaedd fohrtwiaRilor eThexalipite108, 110,
enpl oys a PCl ‘bus, other bus architectures such_as

and 112 Acayeiee faxtesampieapinsans] RuiputerAGR)etepid compyters. yin Jaedrpicted
30 Architectyre. (ISA be used. . .Processor 302 SUUTEU
exampleiara?rﬁerrﬂélﬁmrgaVlgwda;ﬁv st e @85=_t°86fét€i‘g REEaT hagle andRbbtications
to clients %?Hgﬂ BiikntR 108198 0,3%1 117 e dHchd36 s30& 184S 8evBY104 may provide a
Irnclude an 1ntegrated nmenory controller and cache
source oTRPRatys fopcligngeadsnarcliaf2108)dd dndidR. tothestxiampissinptwork data
PCl | ocal bus 306 may , be made {ehr ough gi rect dati
processigg spterad 00 containg sWARNRIC SAMBRIRHIeE > 98 25 ooy yadating
t he ' ; 7541 PCT/ US2003/ 016553 8
SOﬁW&ree?st{nng?%%%&rugg%Wg%%%%vvor kK (LAN) adapter 310, SCSI
data prod@ingliyste@A@O! @i pdidilaraistiacospaaysheanadeits softwire compenedisiwithout

~_are connected to PCl |ocal bus 306 bg direct co o&gnt

requiring gAFTdBtersAtion o wie padinstall fedindaisgaphese updges Iﬁ?%ﬁ g for
adapter 318 d.audi o/ vi

cxamoif P Ry B RS S AP BB At v

softwar€ $Rapsiieaf) o bRinSa cha@ain aiconfiutatidmfile fhecefidkde @nmpondets Network

a 5 connection for a keyboard and nouse adapter 320,
data progesseng yetem H@dnadiselnde thm}ﬁﬁrgﬁrg ghients, g ofheg QW @pt shown.
tem.i nterface CS| ), hast s ad '
B B R B G oe fehva o e SRRt Flo RAk RIeGHt §58 novvork

102 repfRthtfde- R aY 8oiRRHon HhcBREKE bhd GatSy Sis@hat b ithe TRansmission
processor 302 and is used to coordinate and provide

ControlcRratocol/ Intevhiet\Paoiocel S TCBARMER 0 Pratedelsto gammupicsteasish ong another.
At the hséglg’tto? !tﬂe?ﬁ%%rrllert] isFa{ lga%f;t?ong of i’ll-lh -s?)ge%'r (?at[all po?m%ﬁ%aetﬂ)]nqﬁ%s between major

nodes or host computers, consisting of thousands of commercial, government, educational and

other computer systems that route data and messages. Of course, network data processing system
100 also may be implemented as a number of different types of networks, such as for example, an
intranet, a local area network (LAN), or a wide area network (WAN). Figure 1 is intended as an
example, and not as an architectural limitation for the present invention.

Referring to Figure 2, a block diagram of a data processing system that may be

implemented as a server, such as server 104 in Figure 1, is depicted in accordance with a
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10 be a commercially avail abl e operating system such
as Wndows XP, which is available fromM crosoft
w@00po27ei on. An obj ect oriented progranm ng SPGL/B82003/016553

such as Java may run in cenjunction with the

operating systemand provide calls to the operating
preferreglyemibedithens of fie\vaeseptriovaniios. Datagppdessing systesn 200emay bagsymmetric

on dat ocessi, n stem 300. "Java" |s a trademark
multiprgqesgm(gl\/%s éy%gg g} S?/g g wg:ga 19(’1%&3@@?@6?}2&‘ fg]d éonnected to system

s 20PN PO 105 SO PO ey g

bus 2065 eieagey demialRS cacht 208, ashidtawdvidesn ditdriaee B26cal aghorRR09. /O
be | oaded into main nennrg 304 for execution b

bus bri¢ged 8ds epnngefed torrysisrm by 286 andproyidsk py interfpce mal/é btis 43| Memory

control LR 28 o DBirub BaAHBNRE he et iRl
Parishvadl @ ofipoREH: R8s MectdPTNARS bridbé B1ASonhb@sd o /O bus 212

__read-only nenmory (ROM, equivalent nonvolatile nenory,
provides an argerifarglto #CE kocdr hus 846.andwntber bf teder2Omanhbeonnseied 1onPCl local

bus 21@%&@56'@1?@& ﬁyé)i%t}ﬂl{]rﬂ%tagir%g%gé% t%lg)%og crw?r I%P(gglgi@ts?o(% ci>rnadd-in
connectofyY TV hA0nitEYork §infPR! diiests 4 08318 i HE‘?? ﬁfaz‘%. ARl @d through
processi ng system The depicted exgrrp el Flpgur e 3

modema18 aall avevalle adaptdr@A0 exarpteé so BCElonaltbus2a6 thréughi adpHity boards.
archjtectural limtations,

le, d .
ttonsh il S rdT=g0 =8l 331 By idsanigt Ak dpsRIopdRSTlegel buses
226 andif 28, Rt Vg oS0 Hods BB LB bR Spfon gl T i

mannerkd 08 {sro@Essth QW Be APV ia6W € conhidétiind Go ARWIFOndtivaitk @dntbuteds. A

diagramillustrati ng conponents used in updating a
memorggiapped grapltionianten 230 anddwpd diskd32 mayelsobg apenscigil thl/Q bus 212 as

. ref err.ed . enbodi t of the present invention. These
depwte@oeﬁ%gﬁﬂéﬁcgy%w Hg(%B’OCat ed within a single data
MhO ST Dl ar§RABMthedrt REappreciids fabhe hblitaee EPITRQANE Higure 2
may be located in one or nore other data processing

may varyy gtoe gsample, athetaesphraal slgeives, suchaspotieal diskobivenpiddhslike, also

dat abase..402 in. perf oLni t i dat es.. Th
may be S8 CRERis o a3 o Ha i it b Seaieq el g ot
meant t3 iﬁ{af?ﬁ HEHI R cGPAMANRASs With REpdcOIIMBE pRUEAIRIhESL.| Y usi ng

a software process w t hout any user i ntervention. This

Upddete prowysingsystetedepicded mxkigpie? mepdngos exampde, an IBM eServer
pserie G b S Pl SNt S AR, Now
b . L | _
oo, YRR b 050 DD SR A5 D90 operting

system.avai | abl e updates 404, test information 406,
installation infQrmatio ol | . back

408, and. . . .
i lfelﬁee{?ﬁmﬁﬁmﬁ’ltﬁ.ﬁw& i% aBlos ﬁﬁmﬁu&@w%ﬁa& pigcessing system 1s
L TN G Ty —
example ofip olien coPter. Thits pidebsaingatstemn 390 REpldye @lpédheril@bmponent

) exanpl e, presently avail abl e ugdat es identified by
1ntercom@ptgr(ﬁ’&{) Gthap grchitesdue Affoggh the depicted example employs a PCI bus,

other bus architectures such as Accelerated Graphics Port (AGP) and Industry Standard

Architecture (ISA) may be used. Processor 302 and main memory 304 are connected to PCI local
bus 306 through PCI bridge 308. PCI bridge 308 also may include an integrated memory
controller and cache memory for processor 302. Additional connections to PCI local bus 306 may

be made through direct component interconnection or through add-in boards. In the depicted
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pat hs on which updates may be identified, or the

actual update files thenselves. This information also
woreap4iozmskude an identification of different daP@r/us2003/016553

processi ng systens parti cigoati ng i n autonomnc

updates. If an update is |ocated externally to ,

examplé} Yo¥hl 84 BetWBHAU SN M ptet 105 SCBPHGH bas ataptcb812,a0étgsrinsion bus
through a path or location information. For exanple,

interfaceiptibare comfeoterdde PEhloskl s A0Gbyiregs cempenayh eeinestiopo 4n peryrast,

. o] n o storage nmedium4l ich,i essi bl e

audio adiRleR b1, e AT Sian e lo g0 Nepfhr 3L BRTpPaRelpPCr ocal

bus 306'33%9&4111 PEAlEH QARG xpARIHRAs, PRARESSH BEs BYS L83 Bprovides a
updat e managenent conponent 400 or may be | ocated on a

connectioarfot £kejabardpnd aesse atpptey 326 modem 322, stdadigieonaboiemary 324.

Smal ogpe; SyaieTagert SGULIos By aRS HEAROTSctaf R fotrd disk

- ' bl - ioon for each update |isted

drive 3$h&§%gﬁ?%%%§ﬂ%§g %?M %‘Z@j?ést i nformation 406, in

AR@BEratxRERlcASTUNS PR ‘Ip'tcfcieSSSr F0 andas usedrie co@dinatetdnd pravide control
_to be perfornmed follow ng the autonom c_depl oynent of

of variogmeamimeats Within dae pesfcessiig syderm308 dr Bigywe 8. Tae ppagingystem may
IS i nterchangeable. with the j

be acorpig PGS AP AR skt Frd & WipBihRE Y G BBl fppe rom

MicrosdfeCorpeRIEsRdiARGDbRIRt biéhtdiRgrbiramhihg sy¥ne SRAta8 Tavamayhas i

~ may include tests 20 other than those used to

conjuncéien wiithithreopdnetingesystemend privids calls togfbe apgredpsesysipm from Java
i nstalled. For exanpl I N _sone cas the testing na

programs Qp 8?1?/1_ caﬁgl?sf %ﬁﬁﬁgﬂg?n[%?tqrﬂ(‘ge?s}ﬂ% F)fs‘t:%gﬁl?.ngl,%va 1§ b trAEEATRY of Sun

MicrosysRRaticb ihstinftidR bt A6 opQhtingdysehie tiel dbjdcBBFiREd Skrating system,
testing. Unit testing involves testing a snall 'section

and applitatmn ar pregranisairelocatbd pn etreagp Hevicesouohas bandrdisk drivst326, and may

£ perforned i.ndi vi dual objects r the particular
be 1°ad‘§{)‘fl{c\/@?18 m%’é‘?rﬁéﬂﬂléq}feqx&‘}%‘&nh’éﬂp F?‘%’W‘I’ﬁat t hese objects

gg&%‘b‘i‘ o?dﬂfslé:r?%fr(]ﬂl%ﬁﬁitﬁ% LERRPHRRecide Hat fRBR WD RUFZuAdSmay vary

out pu ese exanples, unit testing Involves
depending Shithgingpiemedtatimr. eOthenatemest hsrdspecor peciphéenl devadeatsach as flash

s B RS PRGBSl R e
may be %edain.%ﬁﬂiiti'og Y5 8f #noﬁ ENAWEhar s dreﬁ/ieﬁg% Figugk 3N AlLo3 tﬂe%%cesses
cost Interns o %I me and | npact” and ver I1es on a

of the pes3eiitigventive mdyltataphhiel tepdaileprosesopdith protesighg system.
sufficiently to, sonme standard or benchmark. .
Phe demioiakh eximpls in Kigure 3 anghpbpyedics@iticd sy amaplep gie nopmeant to imply

T e e

computeiS&thadé heldaoinpater ih @ddesH ©tABAE thelfBfih oDGPDA. Data processing
Conpatibility testing may be enpl oyed to ensure that

system Boalsq pusitbe @ koo aeled prplitoeers i n a nanner acceptabl e
o0 ot her copponents with which the updated.co ent
ISt fOERORER, St MBuiing opaliBed FEERRRRGS sofwere
comporBaYisRpRiEal iR ¥ehrdc¥\RiB A4 RR L P 4dib it HESOHS hRIGR R ention.
10 determ ne whet her the updated conponent perforns
These cognettemay pe lacatedevitiial a sivglsaiatagrocasking system, or one or more of

these components may be located in one or more other data processing systems.

Update management component 400 employs database 402 in performing autonomic
updates. The use of the term “autonomic update” means that an updafe to a software component
is performed automatically using a software process without any user intervention. This update

may include, for example, changes to an executable file, changes to a data file, an addition of a
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performance testing, if the software conponent does
not meet sonme netric or threshold, the test fails
wewn/oeseaugh t he update has been successful |y PeplUs3nes016553

on the software conponent. The different types of

testing perforned are refferred to as "autonom c"

test because the et rhan §E59E&ﬁ€§furation. Database 402
new exec‘a\@ﬁl&‘fﬂ%ia@ﬁ?@m ggﬁegjnﬁhép%g’tdg%ﬁas&been perforned. No
includes %{%ﬁﬁblé RpdHtes 404! RELinF@ehation 406 irfstaibutivh éxfermasionst08) and roll back

ese exanples, autonomc tests are perfornmed b

informatiop dB0. eAvaitehtpeursiates 406 spaaian tfapmiionen @Q@%ﬁ&ﬁdﬁer?rg§9 frware
is atest that is jnitiated an lohh informati

componep‘@q\mnph H&y. %ﬁnag%&@ cfat[ei IH?.%alg\gllélg %ﬁ%ﬁ%‘“ﬁ%’é ?%\EIS\SP é)gr’n:a ion

may inchﬁd&d%t&‘ %Qﬁ%fpr&&%ﬁy lh$ailaBld ipahieslidefiti fiebPpnasioh aumbers, locations or

I'ng JuSt occurred w thout requiring a_user .
paths on ibichrpiatdemeag be identified.tos thee agttahupdate Bles thegnsslyes. iy igtormation

also may&&ife%%é&wgé}ciagéé%? ‘%igfe%gf fl%?e ﬁ{to'g?s\/\p ;sggfamtgﬁa 1%{ a?ig éfzautonomic
updates. \rﬁaérpﬁs‘giggeﬁs ;lloéta a:%&lfg?ﬁdl@r’[o 40G1abfeQpdaka aTM, ehest hipdgted ineybe located

the update is to an email server,
through Pdth oF Ivasie ihfstiiatign.i Bort axamplepupdats sl mafioR withijpavailable

d h b depl \ ddi. ti L '
updtes HBkTNRORIGo BT BRI VHER trsgoeiy By R SitaEment
componeﬁ'lgg?q. ﬁ%ro{)agg @%ﬁﬁ;em ags LeD%e Wtédl%l?l! tHE@amd @dta Br0REFR1 system as

update, installing an entirely )
update nthhhdeBic@ntontSoral 40WBsemsobploret on o remet dstagirodengng fstem. This
up

ate with different paraneters or tions..Further,..
storage miediah aray taloomans e tush AS f‘PrrFé‘P’é‘Pfeaf‘ ggﬁ‘ (ﬁﬁ? G Yra g PggRCtC tape,

. In these exanples, this installation information
OraCD'i{g)&ifi es a procedure used by update managenent
ISR5RNE0 214PRcivdes telSinddrinhtich for eaghdatdatedistedsiofay sitable updates
conponent with a 'particular update. Roll back
404. TeitrifformatianoAD6, dlihessryehiblesssPACiHEDEEE OF BIOFHigpisitiaat g to be
occur if an update is.to b I b a -
performeg s (i ab R APYRS R e end B bp Bk eg Sltonomic

deploynf2h@®Gl BerbifoSHé Wathehs RAR OA@Bionliaaldate?.oThd sty performesl after the
state prior to the update. Such a procedure is

autononpenpdatared] vary d@mmddmethq\/_p@rﬁc@arﬂmlgp@gglorb mrstsimaHpclude tests

other thg{)tp%%g]sgcﬁ gqu(ﬁegé}'ﬁséﬂ%/ X?ngtpt (F)ﬂtgls fgp#aﬁc—? flzts:l%elq %@%ﬂ@%@’éﬂ%@ For example,

in someR@ek HEHE&noGhiPivolve tp%ﬂ&%la‘ﬁ@@%ting;l Ani téscinhg, aynpatibility testing, or
mnor, resulti'ng in the update remaini ng wi thout a

on-the-fiyolefrelsiaktestimg. ot Uit testigsisyolypretegtingcy sl sesdor at 3 lgggsr whole.
resulting i

Fo e b e PR RSB TR h FORAREDL Y o

being d%g%@@ﬁ)eve‘h]f? tha? tfes886je0886na9E cS@édiyan eespoieas eiffeseraitputs and
updates 1 nstalled ona particular data processin

g .
outputs S ysthesn cxhmptea) writ iestingiavelbessestinponaey mosn eqgnppnents specifically
i nformati on for one ta ocessi t r
related by VRS TAY BELAERY g?%’e SRR S adubgam file.a
modiﬁeél&)g%é[iﬁ?{e &, or 'd%@gﬁ%f%aﬂfﬁg@faﬁgmg%é R tesARPRNERIcodQn tdrms of

erence Ihformation in this database with 30
time ana¥apdca bhdverifitaions cbdssetlevel thenthe ipdaiptiare estfopping swfbiriently to

to a particular data processi ng syst . t '
some s‘rglaiagbgrsl@nlg&%a%o rﬁeaéogggrge E?S?{LI% }%ﬂg%ﬁo%%g{]gtl%ss i rr%late tlﬂ'? ggrg(gﬁlnance of
the systgﬁta?tepﬁ”ng.(ﬁ datk Q@TCS¥ eﬁﬁ@ Vafbus 8RR Sand binShiMbsks @idy be used as

I'nformati on inc s an identification of updates from
part of fi¢@eifaiphance ptihgsCompatibility testing may be employed to ensure that the

updated component performs in a manner acceptable to other components with which the

updated component communicates. Regression testing is another test that may be employed to
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404 that have been deployed to a data processing

system when each update was depl oyed, as WD
wWQeMMIOBEIH41 PCT/ US2003/ 016553 11 wel | as t esPCT/ES2003/616553

for testing perfornmed on_an update. This database al so

may track the status fold nore than one conput er

determimg g@%ﬁl&r the g&ﬁitﬁ %ﬁ%éﬁ%@ BB Mlertsy tb@isd bld@omiponent. With

es as we any actions taken as a result_of
performah@Steiting, ifthe hftvarocadponenhiass opymekitsamasestya ot thygshpld, the test

hi st or dat abase 416, u t nagenent
s cvnpegoshe v e SR G TSR T o RO o
different Hes B #ROH R hRed Rk Blelred o AARNbAIS e bodlise o testing is
perform A QUMDY HHEr a8 updat bashee pedatzidado useginpyhHisgequired to

dat abase contains additional jnfornation,use

perform Gorm g, EHBESEREPIBr ANl FEPEGTENEY LBHES fanpecmen
componeglg g%q F@n ;‘%uggl?ogﬁé%’e tesPi &l 16% AE GSinflal-aRA8 PeftdEndiBi¥ithout requiring

a particular software conponent, the
user inpu¥R$ Intére&fidch. WP Odeewsts hrtanencaric bt isnisitiated dulrespensg to an update
result, that particular software co

onent . 10 .
having e bicuEAaORIRIUERE] i (OPEREIGE 1561 BPot 5 A BgPFSiEsyptem t
avai | abl e .u ' t 4O Based
e
policies gﬁthﬁlk@s‘-i %ﬂ%ﬁaﬂfiﬁyﬁ)@? moabmmpié,qhﬂmliog?na}edpagfy@lat 6 thﬁlmtmiate is to
an one client data processing system r exa

an emailpenfs perfomwmndateshag i tabg Pﬁﬁ9ﬂT§g@éﬁe¥ theugpdpte ?’6? ggﬁnrggpﬁyed.

.. rticul ar software .conpo t. - 1 d ( i
aaioffly o8y iy Ehobise AR i BBEHAEHRR AR Somectve
actions SFciuBS ey éﬁ%plé%olﬁn%@aﬂ@ﬁl@ lupdaté, hadtalfing tih entiraty differant

processing systemw |l always run using an update
softwareongronérd, driveinstellingshe iydate with diffesent paspmeters pr eR{LDs.

articul ar software conmponent.. U - :

b s 308 SRR i R O TR xampics, i
installat] 3f'ﬂfogﬁ£tio%ns edines a pRRBddrb abed vyl updhtea fdgémerntabaipaset 400 in

202 For exgrrple, Information relating to the past .
installing toatipdatiof acofrpetesompanchtuyithes pastierdgr lﬁ%atest &olpapkyinformation

dat ab 402. 20 Wth ref t '
o e S SIS, TN LT L By o
update 1@%2%§%h?mg?ﬁ)ét l#ecﬁge Al éﬁé‘&?ﬁ 8 86@w e lcBmP ofdr bedk @b its previous

present invention. In this exanple,
state prigphahespdaie hrehfagroedutesis porfarnedrin pedordance wiiiivey greferred

updat e conponent, ~such as I mar upgdat e managenent, -
embodi@gwpr ﬁl@ﬂrgsgagbl,nvp%thpa]% éedgngl Bﬁg} %;gl)é@ﬂ S &wali%c&mpggen elds a failure
or some a,frtflc%ga? U rof ! 1nSBhR caSACh &Sor irdy B thinef) Zestilith @ 4he UptR&Eremaining
A9erits “contain secondar y update nmanagenent
withoutGAON GAENTIA otis cisea sthe 2o may bxsemohs rewingrivapygatg praagement

managenent conponents 506 and 508. Primary update
compongy m%%@ﬂ&%?kgb@eﬁﬁ%t%e | ocated on a server,

e Gh Ftibs i e 81"3' HohBonSRS P@dates installed on a
ﬁﬁ%@?téoﬁag%’ﬁ gérr‘élglz{)éél odr%ﬁ%ﬁ%n(gfgoég an gﬁ)SOS may. %ﬁe _
particullap&ﬁé ﬁﬁc&@in@'skﬁ&h.s InSaltfioAdatabdse dibd mal@8ntaindinfdrtation for one
Figure 1. Each of these secondary updat ff management
data pravesspEysier) or for many data processing systems. Installation database 414 may be
used by update management component 400 to cross-reference information in this database with
available updates 404 to identify updates applicable to a particular data processing system. Next,
history database 416 contains a history of updates made to a data processing system. For

example, this history information includes an identification of updates from available updates

404 that have been deployed to a data processing system, when each update was deployed, as
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manages software conponents on the client on which it
is located. 30 In this exanple, database 510 is
wW@ewessmsdl by primary update managenent conmponePCT/BOM03/016553
to control autonom c updates, testing, and roll backs
of avail abl e updates. Avail able updates are |ocated
well as td? {é&‘dﬁé torlbdsgn g peladBeddhZn ipdhlee ThiseraibRseetiso g track the status
Information used to install updates on clients 502
for moreathah &f¥conmputenc Bulier; dedisiensanadetsibseqnent 6o reatingel updates as well as
while tests o _be perforne ter WO 4] 0Z 7545k .. 1.
any actiquG 710205 5% 5 BSINE 2149 V8 S THsicHy A s A Wit Bisfory
|4y | hi@ofad { Je8isine 6 Ayt stes) S6¢h as, for
database 41 6P iR A nZont coyPRLA0 Hhly Befe depisi 6B A
example, WhivhmptiatentoSh&all Set whetato/instpl at epdris adeetbert datdasowrsd by
506 accesses history dat abase, 520 a % r.ef erences .
update reppegeReE copponaph #PQisge Waaﬁﬂa{?éa%ﬁ@ né[ﬁlésg ¢ contans
' neys
i IRERER B4 FERERI 0B, et spofEhalagBu e upphon . Tor
example, BRHrenc¥ROARIE A1 8 GRFRPEER1tBatvibl 4 partiatlacdofigvarerenmyponent, the

updat e managenent conponent 500 to deter 'ne%%et her
most recent updpttssheuld siexerdiclinglicd: ks wmeHt Hhat PAEIGHEF SQIFW R comppnent

. checking for avaj | . nce
will sy e o wBl ot Sroe Pl ERTRR Bl Y g
THREGRE @RariBI¥d) SnshANikioh Aatabasavily, HEeBt ditabag iy, ard preferences
conmponent 500 from secondary updat e managenent

databasc4lfonageints0 tnfamdatipmgelating {o mor edb@h‘?@ q@n‘b@egﬁgwpessing system.
coponent 508. Thi heck de_ based
For xS G 3P oY B T B RE SR et and

apartimﬁ%r &itd ]%ﬂggés_siﬁ sT9ER, @k RRJst RRBTtRBAAO Sl @HEVH: bediliBiaRed. Asa
the starting of the software conponent. The

result, tleat phitiablat d4ty pofcesspgptystem wilktlwaysdun psiag ah updite pripdEttee
512., an update is.availagble, the pro ure for

curtently Agtiplo g e UBREUNE BRATratPipPath Cpatle mdrbement

compon'eﬂtsét(ﬁl AR hAPtrhd KA RS AirnkitioR 'OkHER Ehan4RA M Estrated in database

managenent ‘conponent 500 and sent to secondary update
402. Foreragplepinformatiporedating t6 @i pastist8080f dompuderp end updates may be

receiving the installation information, secondary
stored iy defabase ABhagenent conponent 506 and secondary update

gﬁgﬂ%ﬁeﬁl&% ng&?E gﬁ’%{}% nggﬁlagra!nll ilf&@ﬁi‘tﬁfﬁo&?}%n@ﬁ% AEKRITh Gutonomic

at'e” usrng res receive m primary
updatesuP efi@edBNREGARIe WiohP pregettededibodAidrt of tiregiredehtinventionf In this
the update, secondary 20 update nmanagenent conponent .
exalnplﬁowd@mﬁarg@éﬁfﬁ@%ﬁdwsum@@trﬁbwaﬁwpp@gﬁﬁ%%%ensGBC S|primary

ot Rl S oo R a OB G e BB st

client 509 9&d S04TEIRSEHRMs CARL BRBLIEYBpddté mahspehat SorApdnents, such as,
successful, the software conponents continue to

for exampler secendaryf update marasemgniccamnonente 5§84 and S¢8. (Ripanyaplate
s BSOS e ATy P8 AT TR g, v
second4ty ‘Ep@&té‘ﬁ{anagement components 506 and 508 may be located on clients, such as
clients 108 and 110 in Figure 1. Each of these secondary update management components
manages software components on the client on which it is located.

In this example, database 510 is accessed by primary update management component 500
to control autonomic updates, testing, and roll backs of available updates. Available updates are
located in available updates 512 in these examples. The information used to install updates on

clients 502 and 504 is located in installation information 514, while tests to be performed after
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25 statistical information regardi ng updates, testing,

and roll backs are stored in history database 520 and
whe@borip4dat abase 524. In this particul ar exanptBPS2003/016553

primary update managenent conponent 500 may track

addi ti onal information, lduch as that about conputers

. participating in ak ' , th@Brockdles ubdd toabll back an
the installgre i?c tﬁﬁ?ﬁ%ﬁ%&%&% %%19@%12}# ?%angl% or ?nrotcest ing, an
update is |66l if ifiPSdcRMiGfmatns18Ns of each 30 software
conmponent and configurations currently ins lbl edgon
Sdchadarg npdittemsnagesienktampenent HocamsssdastaBSbe W osmd
and configurations for saqftwar ' s hist
preferencegpdatabase =éi‘t€1!5118 ﬁgcongalgiu[plggtﬁgﬂ ﬁn;%,g&‘g‘lfﬂ??r@?‘ &Eeélggﬁﬁe!a&% SISO

database %{%ﬁ%}@f&mﬁé&f&%ﬁw 53 05 2h 99 tHEBY sdcbaduky apdute management

Ion relating to updates and tests currentl
componeHRGANWBKtacprivhdrg npdate Fanagenrehbeerapdnsht FiodFiermEe Wicger an

WO 2004/ 027541 PCT/ US2003/ 016553 . 13 ex f
updat is GORAOMANE SSCBORFIGHIT L T cHig AR S F e Spdfe rdefchice
. St a g ihei § R12088 sert o pimaagdatef
informati3h A o S B T e B oo o ot Bt
managerr?e‘ﬂf ENRHEheB105000EN seovhyary mpd e trﬁanawmarm norgpcm;m,t 504 @k secondary
having a sim-lar_or identical %gnfl glgr at.i on. For

C F
update menagepicat casaaant 3985 Fhischpcl@ay e gdE Pased QPSP SY SRt ch 25
. .. Critical, conpor - JindaloR JRFi8gie $5émGsuch as the
periodic g‘fﬁé‘%’é%e Fhwiggra@(g%é%ag{érp% up \‘Qﬁe nanagéﬁent conponent
starting GTdBe SRR bdr@sonent. aBti dvaititslityndapdatessis stoecdsieavpilable updates
server conponent, another client is identified on
512. which the update is to be perforned. Specifically, an

dat e may b € b SeefilloS0t ins@fh QbYtasid FHdn
I g&_ﬁﬁgﬁ%%@hﬁﬁﬁ% r?troce%llﬁ,%%\ﬁ?ﬁggm%h% a?%s are made
installatiBY ifthitftlon 344 -by"b?ﬁ@?% tipcute pdadgement @mpmdentidl andstitrig
I's 10 perfornmed on the enmmil server conponent .on
secondagipdate nMgenisnt compenentreSA6r ad 08y IeEsSRANSATQICEPIEHS R om
) client 502 to client . 504. |f no, fali r.-ar
installatiga dpfprmatipsin SECPRSLY VBGEHSC Wﬁ?%gmﬁﬁta%oe C}log%l?tssﬂgnagﬂ SF%%?W update
b8 R b s e WuRs midugdat usigy the ptdcedures received
mmagerggrﬁt&rgﬁ%)ggin?\éwtglﬁlggagééers may brer:l nﬂg\?ed_gg:k to client
from prifdy uphtsmpiagemdntroenpooeit$@8. Adier autiletioneal the gpdagmsecondary
mechani snms in the case of someq??rror Qr Bﬁéol o%el?tfé()%rwill
update ragnagpiaenteomnanest 80 padiscopdane FRAH AL SR

pdate on a

econd .15 d : | LRI 1 FRmARDR 586, Reddived through
Perfom?‘?tsgmgioif °8 g%tg uglﬁlg g%z éiufﬁ‘g“a?_\f’?t em ite%ha state without :
primarygllﬁﬁate wpEadnent bempéreat S6MRLIA tiprteteasisngpessfsl thmsofiyatse

rought back into service quickly jp c f failure .
components thetimedoaperetgt if the stsose wgsugg;@gé@ﬂ]a r%? g%cgﬂﬂrgcé%u{%s gecewed

. from rO%E@S@%&P@%Wﬁ@%ﬁﬁ%ﬁgﬁ% g{agﬁg%eﬂt c%lﬂlgérf‘e_nt 500. Data and other

es and migration
statistic@l infSBaln Resafdowpdetes, ot atitroll daclslaraistoredtie istary database

Figure 4, rather than enploying the distributed
520 andshistuct databasd 324st rated 20 in Figure 5.

In this particular example, primary update management component 500 may track
additional information, such as that about computers participating in autonomic updates, an
identification of a data processing system to perform testing, an identification of versions of each
software component and configurations currently installed in the computers, as well as
information about versions and configurations for software components available for installation.

Additionally, primary update management component 500 also may track other information

relating to updates and tests currently underway on clients. This information may include, for
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Turning now to Figure 6, a flowhart of a process used
for perform ng an autonom c update is depicted in
wa@ewmenemmce with a preferred enbodi nent of theP@r/ES®N$/016553

i nvention. The process HTLustrat ed in Figure 6 may be

i npl enented in an update nagenment conponent, such
example, B fARAAI G TRBAY @ﬁ@éﬁ&ly%ﬁﬂ@q@ﬁ%d 4R@ tHerstdt Giktgzebf atp tebting being

process begins by selecting a software conmponent (step
performe@00) . Sel ection of a conponent may vary dependi ng on

B AR TR B e B
be perfoﬂﬂ%ito?}nd %ifv% Qﬁlsngﬁ%.iﬁ%% &mi Bk 6P dRStidal 867 dupdtiogN Foflataalias @lient

ure I nstall ati on database nay ]
502 mayibd@nteifayl ssokt fvamimgeonjimakbenspanest eflal netvorsaty processing system.
particul ar data processing system._ Alternati.vel .
When seegridaiannsdategnsgeney campacnt ééaﬂffeﬂlﬁéas AP ?P&mueiﬂft? {p thp email
2 DAL SULAL clibiTSs iR & bpdrRoried.
sorver o BB, A S (GG 5 VARR b0 & bepdobed
Speciﬁcéégfg )@ﬁ ﬁ}{_d'la‘ie bt ahlietd dient 5Bt spidcuadaey cpiapomemntgehstiqpmponent

his update may_be nade by checking. a dat abase,
508, whibamshipdsiesaremedRbyurdn] 502 uwidha UpdHies f BRAREIDRITES

peston R 3L o 8 REPRRESE g g
from clieﬁrﬁ 842 QRARML5OCTH WS2ARBEDE @R octdr, desiclient J02tmyy Kdghased out

I's decision may be nmade with the aid of preference
and clier504 mizytpyoyide eméibseruiceolo, thahsesh ey emer easusthen users may be

dat abases, such as hjstory. database. 4 n . .
moved gk Pediea i SRes b AR BoRA S B pegiapy e
case of égﬁlede%'r of ﬂrilu%é"h?ﬁi" ROBpBitd BasARBIPYE B Hdr&RMEI5the updidtedn a second
eploynent of the update, a determnation is nade as,
data prot@sinpeydian, white deiptaiing tte firstsdataproesssinglsyser én a gtaggithout the
| f the deploynent is suc&g%sfu . detterrri nat i
update, fhe fBStA I HORRBEREIITLIEEE Prment sl St ity
i uthf formed
fiture of FE RSB Sutp BRoLS TSy TBA, 10 Rl ey purome
through a4 nethgdemshiscoarpenperdiriesiuydates pné tdgratiqthef use of a software

particular test or tesis to run are specified by test
componiai a5 e IniEHF e FHIBGDTHPBR MBI JOEOPIST AU e Tostrated
- Fi u%aé abase 402 in Figure 4. After the testing has been
1n Xlig rper’forrred, a determnation is made as to whether the ‘
T@8iHgNBwWR Figkfed, A¥ldwehait béa ppdaisaised for padomsiag ah autonomic
(step 614). If the testing was successful, a hjstor

update i depibted én hesorssuen with p prefpTEBILodmREnt AL Shegprgs AL nypHiqn. The
L . :Stich as hj st i i
poces e G B - O A LR g,

updatethHaBBhER R oABEknt U@ inPigaie4f orm results of the
asup t est gg%d anygot her data that could be used for

¢ pronéssibaging hyesagping esp fwaregionnoneridstep AR Sslection pka
software co nent .. Next., a determ.natiqn .
comporEg! WAGY 1 SERAITE i AF PR Pl LR s RApIES he
comporfe R R P Sid Bt ARANy ac8dsSig 6 nstallatioRdstebasouakh as installation

unprocessed software “conponents are not present, the,
databaspAds esBignee 4 T imstallation database may identify software components installed

iS
incase of
1 Gag

on a particular data processing system. Alternatively, software components may be identified
dynamically at a particular time, such as when an update is to be performed. A determination is
made as to whether an update is available for the software component (step 602). This update
may be made by checking a database, such as database 402 in Figure 4 for information. If an

update is available for the component, a determination is made as to whether the update is
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Referring again to step 618, if additional unprocessed
sof tware conponents are present, the process returns
wo 20080234600 as descri bed above. Returning to BCEPSBAHN)16553
if the testing was not Hccessful, a corrective
action is perforned (steg 620). A roll back of the
desired (tk‘tﬁg 304). thil B5iS6 1 WRbEnAle SHRRR SRl FRGenenldisgs as
carrective action. Other corrective actions that
informatieay béxichnasyf be foand imddtabdess, $ush aehistqly databasedil b fyd prplegences

di fferent update to apply.tp the software co nt
databasegh1 8 Eaghnedh Ao Apsash [ Aol dhiciopdaraip AatloveddsieR SPE et ier

co 0.t f ful
oo ETIIRED A0 o RSP LIERGGE o LB 02l e

(step 602?80 Iathe@plokmiechiUl Successia daatinatiqurie amss af foomheher to test the
i ff

erent source nmay be installed in p]ace, of %tgge .
update (e SN o seme easehap leskmap e pefomied opdbkurdats. Hdhe update is to be
server_process. i ts._un- t e. [
et 55 PBE BRI o B PR P A TR ¥ o
run are s%@éiﬁ@@ﬁ? tesBiGhmAs ol L P ASLst4RdrmBtidrl M0 BuAd inl dat£base402 in
ack is” perforned, the process used to roll back the )
Figure 41pAftethe sestibghastent péifethed; o detemninatiorcis made 68 trathesher the testing
410 i.n dat abase 40 reafter

2 .1.n Fi Th .
performihen fecippi soeuacenul(see B5 ] hetrimgay sty histor

i ' efhe MR ARBHRE & GHel SRS hdfdy OREGst 316 in
database?lgg‘ﬁ%%{ga gsﬁéﬂu(py)l te.e Thi gy no?i fication is 30 Ot@};/pi cally
Figure 4 €The inforamutian nirities inta the/datgbassimaluddhimforotatibn elaut dre updpte form,

b t th h ' i cati hani .
results of g@it%gsgnq %}gfu \é%l]ralé}?alil zwﬁ%gﬁuﬁ%%?,dle%ﬁa% ? I@Sﬂ%ﬁm pf future

updates @%gggg@g%%g@%g&&' N.(egg'g'ﬁ)g%%hﬂﬁw% RERCRSS wRERELSRiitithal

escr i ove. Turning back to step
unproce§id8 softivated tonthopéry fre preserts (stepsl).e Kakiditional unprocessed software
determ nation i s nade as WO 2004/ 027541
componp¥ ASIY BSOS process tEEIRRES-her to retry the

epl oynment of u . [
RERR Bt WP R Bl AL Rop AR sy B dhpresent,
the proceNRAthSI, stdplFHORE AEREBePLlIRE Betirfing € BLef 8P4, dbthe testing was not
: descri bed above. In this case, the notification
successfunhdq: meg@yeaacfciah ispresfopmed fﬁéem@@b.o@rrgﬂtbaclquethe update to the software
conpon 3 by B2 RSBt B R st may v

perform@38§ PAVAEE r cka@hpR, idErYiﬁyﬁhE A @ffBreht @da®yP tagpl[yd@ﬂiecswmates
of the same update to the sanme target fails, two

or
componedt @ aat¢lenping e rolbieys lof gmewniirslyafevt sedtverapreongaangrigiotigke the place of
different targets fails, or e or_nore attenpt .
the GRS, HBhELTIHR. 1 W8 ACVAY FrraFabo-ap At B i e, a Web
server ﬁ@&f@s fr&hgaedifffsﬁhﬂ sourdR884 hrhithllSPini 4% T derehO@@eehtha than
a |

e or sent to administrative personnel depending .
rolling lacktthe Wehrstiveupracess tpiteweupdatedstateWlhp ppiteleeeritectigaipgiion to

t t 610, jf_ testi [ t .be. f d,; .t he.
take may b RQB0e B 2 atsbiEorich s RteRe 402 i FidhEe f BOE U scE s
perfonﬂleﬁ, he gFoc% d %otalf%fltﬂa@lg tHeSupdQie cRE HE RcABHed from®bN bk information

ndi cat e that ures are unlikely to occur. The '
410 in dutabass402ainFigwreok chintscattor, stnopifiGdtdonfis sent $4tep6ZX) 4 Thé notifications

.update is not desired. Referrin ain to st 602, . .
are typipallysent whep @0 merersemR{SATP }mﬁs g E%Pﬁ%@n EBﬁSﬂS%n eﬁﬁ? Detification is
typicall) SAR ES &n administrative person. The notification may be sent through various
communication mechanisms, such as, for example, email, pager, and simple network
management protocol (SNMP) with the process proceeding to step 618 as described above.

Turning back to step 608, if the deployment was unsuccessful, a determination is made as



10

15

20

25

30

al so proceeds to step 618. Wth reference nowto
Figure 7, a flowhart of a process used for performng
W@ro04/0%75aUt ononmi ¢ update i s depicted i n accor de@ES2403/016553
a preferred enbodi nent of the present invention. The
process illustrated in Fﬂaure 7 may be inplenmented in
to wheth@r t%er‘égg@?er&’e Eof tHRRRGATRMp 62aNPETEe h‘:lopdafsﬁdi@ B &srepeated, the
secondary urg te managenent conponent 506 in Figure 5.
process fEh@nProatas60 edihasyits, thegmaiasgprocess sastep 632 ahdesprihadeabgve. In

tis casey BeingHBSAIORDRI) <86 DMl PTG erbc M ng R g gour aftr
various ‘%P?s SRl ds BEeh 20 fR kB IREGhen ) Sin PR IR ABFmMBRI Fhild, Bwb BEmore

mary narnagenent conponent nmay rncludé infornmation,
attemptegUuiRPlogmentsarf tiexanel wpdatp te fherseme dargeif failsyto onmore attempted

updates and history, informatign on the last u d[a(i)g "
deploympgaistod Hfesrindate 1o Siftaren! B e One T P S 2 g dgrjgyments
v, : [ ;
oo TR [RSRE% atiehy, TILG drmangy e e s
file or sénfl @ddrhintsadationp@formelydepipiiag en tHeatartisildromplenpatation.n®dth
Thi s nmessage al so may incl ude | nf%{ mation, such as th

. ! e ‘
reference 8gain (R e PRO-tibtepting 13 not tothe PepaERe, hEPIPershPiocPedste FRp 618 as
. af - one or re.te t. .1 h .
a0 RSl PR BLE HiLgNRER pulpes e
unlikelyRb @6&&S The ptcetd 216 procdeds it s6fdfromAtepdidif thie npditeis not
Is made as to whether an update is to be perforned
desired. (Refepingagpin tpfstepr0id an updaie isqiot peailghleripr ﬁ%éﬁ?maﬁnenta the process

update is rformed on the software conponent using
alS(’proF‘%gf%ﬂftﬁq Pgﬁ information received fromthe prinmary

WREALR RO GRS Higifie "fgé? NEWELArBS BPprébs usether parmRaNENin

I's tested 30 (step 708) and a determ nation IS nade as
autonontio updiet adepidter inestordamse swuthceprefenied eabeginrendyt the prasert
) .test was successful, .a history database.i.s updated
inventiopi {4 PRSS® LA CHOT QR LR MR BOREA dY R AP update

| ' ' 6 £1506 in Figure 5.

mnsscEA SRR ATELS Qi [ lblraesimpGiprale  Hgure

Tlenproeess beginp dpsendingenmedsegesiofthevarnmagomdetsemnagerdent component

pl ace the software conponent 2004/ 027541
(step TR T s POEG 1SS 2 PHOHAE RO FHFGST sundateds agilaple qnd shonld be
4 . ' i .
prtorn B 5 5B SR g B A i,
such as,Jfef &xinipiel, préfoeenps f@s/tibE bivupddtesand Higoytiafosmation on the last

illustrated in Figure 7 also may be nodified to allove/
update pesforaed en drrrofiyvaipepstrRonepia nAgeireRte ledhpBREnee 1sgeqsived (step 702).

The me%%lgé %%Ecape\é warga{elﬁ g&%ﬁ’@ﬁg&?& Ee gg{i}m&n TP fihtifidafion of any

case, pdat e managéhent conponent

* update thed i %o bbferf@aRAdahk hipdaicalsanagokidt icformaivansuciaathe

updates are avail able. Such a configuration is a FtUSh
procedusp thainstel thewndates en idsniifieatign of opgeranoretestytonegioay after the update

s 5300 AP NLET oRSROPRE PASHS, CSBERETEE o
determif 08 §tide 19 teRhah e Mapdhre iR beurdRinsd dstep 20| 1B wdate is to
be performed, an update is performed on the software component using installation information
received from the primary update management component (step 706). The component is tested
(step 708) and a determination is made as to whether the test was successful (step 710). If the
test was successful, a history database is updated (step 712) and the process terminates thereafter.
Returning again to step 710, if the test was not successful, a roll back of the update is

performed to remove the update from the software component and place the software component
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Turning now to Figure 8, a flowhart of a process used
for performng an autonomc 10 update is depicted in
wa@ewmenemmce with a preferred enbodi nent of theP@r/ES®N$/016553

invention. The process illustrated in Figure 8 maybe
i npl enented in an updatelﬁanagenent conmponent, such

back intfts ﬁ%&%@sﬁé‘ [(¥tep IR £1d MRS EITE RrmERaneBaftdy ORefertingiagnindo step
S5 a updat'e managenent” conponent 400 in Figure 4.

704, if ad hipdate Baws o bapdrfuirmed therploeess serogeaies o per f orm

E TR —
managergé;}{t géﬁquﬁ%&t ?@P?é%rﬁ&a \gg g%ﬂﬁfarﬁﬁbdé&diﬁ%g'eﬁleﬁﬁ/@rﬂp%ﬁ&ﬁ. In this case,

e IS available, a
the prim@tupdaic Mrinagemé:s compendns tells thehettrelarawp daprdmemagement component
desired (step 802). |f ap update is . desired, a new
what updafest aseryaLaplfe tuch ﬁ@anff(waéwnsgawﬁmgd%éwg‘&}?@%ﬁ% tfigpull model
i icf 3! nhéht QPSR @feries th
s FISE 80 B RLORER 000043 U MOkl BRI 90
primary GpdA@aAnkaenidhe corppaicat torlbrgaienthetimrmpdaies are Boailable.
example, if the software 20 c:orrponencie i SB‘%n emai | .
Tening nowaadtigeie & atlowshyt e Piogessysehifr PEHPERE AY 2HiRROMIC
.SQf t. e C e C . .
et A8 FuSSTRANETY ) B RSE RO rtRat Ry . T
process HRER18d @IFigule 8 ReW te\sbRMentedtie ah agddts iapaGfiht eompanent, such
determ nation is made as to whether _the update is
as secondayopdsteahanagepnigemponant S0hin Kighbe 2 anduripcBadtegment
compongiy bl 8oy s 35 R G SATREBTIL LRGP H P Rt on
softwareddnfinen iU PR o FRYes fRtibhe new system 25 dependi ng on
the "particular inplenmentation. A determnation i s nmade
He firocash begins bpmabing aaietsrmnatior as togrhatheranapdatr dgpvailable (step
ave been noved or, transiti.oned to, t ew syst.e .

S00). TR BgRE TayvIfpices e PBRion if REgs it o ko Ao VEFAE Rdsaiied (tep
802). Ifbﬁﬁi%dh% it &iRh S S5 LR R681iBLE)st§1804) NThBhew 8Fdtem is another
termnates thereafter. Wth reference again to step

data pro8dséingiskstam, ehiohris carfigumdds privida the sahel fimgtioras the software

ST TR O T F
componggt dg e f’i%&%%ls fHbthed 036, ROOSERS s&s@%ﬁ‘cﬂﬁ‘%ﬁng Bk s6Bydrs @omponent

itronal atténpts to Inplenent” the update may be
is selectpé td os uRThtedie Ptredipdate dnddphoye an thendvasysianp (stapeidiont Tmupdate on

Wth reference again to step 802, if_ an update_is HOt'
the newgypmds testeddstap 80859d pdeifrminenen ivmids i Q‘R‘ﬁ%ﬁ’f fhepdate 1s
38 [ te | - /
e 5 oE 8RR PR FEAELIRID bomponnt e moved

a new syB&A(g 882). Tktep 882,361 e o affogtheeliButs andylbewndaltio tfe rew system
process used for nodifying autonom c updates i

] S
dependiig oh dhespprtienlacismleneniation Pndeiergragtionris madapd e Westker grrors are

t he present. invention, T I L1 '
* oresent G RE R BIRR bREr O B RRET B b SRR Eleb By o) 17 ecor
. are preseR¥TBRHE e nSd42h bk to the old system (step 816) and the process terminates

thereafter.

With reference again to step 814, if no errors are present, the old system is phased out
(step 818) and the process terminates thereafter. Turning again to step 810, if the update is not
successful, the process terminates. Of course, additional attempts to implemént the update may
be performed depending on the particular implementation. With reference again to step 802, if

an update is not desired, the process terminates. Referring again to step 800, if an update is not
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5 primary update managenent conponent 500 in Figure 5.
The process begins by retrieving netrics on an update
W@ 3102023@00) . These nmetrics nmay be retrieved fPONUS2003/016553
hi story dat abase, such ai hi story dat abase 520 or
hi story database 524 in Ygure 5. These netrics may
1ablel bR’ single client or node or from
avaﬂablehﬁ'le?)?%{ee ghhents or nodes in a network data )
Tptmeessw by Fizst 8na flFwdwet ofetproess ised| farmodifyiag agigaomic updates
. . as, for exanple, the dat nd 10.clients .on which I
is depictes ingogRdanceayifing H@Eﬁfﬂeaﬁ&l%aglf%eﬂiﬂﬁﬁ‘&PF%Sﬁ?%m?s?P"\% cihe bocess
: i - A% 28 AAE ShdnAgerRé chb@PbndnESUEH &
ﬂlusmte?glll‘gf@ggﬁn%% uM %{lees. %herﬁﬁetri [ %efe anal gzed (step
primary @82}e miitigemeananysinsntrs@ in Bigaredri ous fornms dependi ng
on the particular_ inplenmentation., Fo e?gﬁﬁlﬁiﬁ thetri b
Tive PFQCSsS bRginsty TaiEViP2ERPTHES gdndetp {&8? sHfigmetrics may be
. correlation f dRebWe 894 in Fi
rtrevediih F bR sy SR B SRR 320 o Hilchy ARELAESR4 in Figure
5. Thesd YB@%s ayMRpANBd B-omPénge et bhgoddorsyah ermdtipld bitents or nodes in

depl oynment of the ugdat e is nodified usjng the
a networkdataysoeesting syst@n4 Y hesq anatries ipelodedafa, sueh as, der @ample, the date and

. her eaf . Thi difi ' : '
s o355 Ve R85 L S B,

any testiR® attffed RENGESRIATo BSip@AEs. OTheVAbEIRs are analaed(step 902). This
ITkely to fail. This nodification also may include

analysis aryedlerariods Gepiscgpendingsn thﬁpmﬁgabéimrdemamt_atim &cg@ytrﬁ@le, the
metrics %ﬁ}zggﬁﬂ%ﬁl¥%%gé¥\$1%%gg1a tléllﬁ)g)e?g(? %%Ijrﬂ%g&)n% %g?e%é olﬁgu.rtén%gsl of faults
behween%ﬁgl%iﬁé’ f@@é oPfetd SesorRAR Bitifks, TR, frypdBf hhakiwkipes] a%@ opeliténg

ysi's may result in a nodification in whic
systems.a@hé depophentpd dteapdaices niegifiogd eding theveddysiso (staps?0dy andsihe process
. the success .of previ.ous updates. urt her, depgendi
termmat@ﬁthpwéftﬁra r Fhig mo. ¥ 103‘6?1?. lgp}éfas(s Ha%gusptgp?%ﬁﬁori e&cg%pfef ge E%frrhent of
an updafR iR, &Oa%foi&qrgngﬁaﬁ]ﬁrﬁééséiﬁg SREISOSH WhiciBY WpRatl iPMitelie@ fail. This

notification o e correlation or pattern. Thus, the
modificgtfoassut mayinehide ancaherated degomerit v rovpdhtertst dasaiprocessing systems

T A M
deplom{séglf{ﬂ?t\g[e PuRL of Hl%dﬂiliﬁg ﬁ{étuﬁght,@.v §RE AR yHP Hﬁ%r @&sulth® a modification in

re conponent; autormtically tests the software
which additipmel @ptattoaredepleyed srenadeat hreprovaoh tlse sccess pbprevious updates.

occur, and may roll back, the update t .prior versian ..
Further,giepnsiies O B BHoRR celer fian arpBlisRc gyilicd i Rep U pimistuative
. LhT . i fel ' est | t wll be
persom b R U IAT S A Ba plec WL PP,
Pies thiatprésueint éfivni provaddsantimpreved methad) bppareits, and 8@mputer

_ about the progress and status of updafﬂﬁ%, a|i1ld .rmk?
instructigag foyjap AgtanaEBGURSS BfSOfYRES SoRnogRnt. THsdacchagainOf iegpresent

v GPEBEEE G5B 05 A B s S

determifi©@apheyfans or dreork becug anp ey roll backethanplate ta péei version or take
to partially roll back the upgrade -- to.roll it back .
some otherprrgcymasdion dn therraen o p abiorcsiopideatified in tepfipg Jt WBi be evident

that the %%aaﬁgg{anggoenge% lcgl%pMQnngQﬁé B%Zéf% ﬁ\%ﬁgélpﬁza%?é{oq;mnfolﬁaﬁon

about the progress and status of updates, and make decisions based on that information. These

decisions can range from the simple (for example, a decision to roll back the upgrade and to not
attempt a redeployment) to the complex (for example, a decision to partially roll back the
upgrade -- to roll it back from a subset of the upgraded computers -- and to not attempt to deploy
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the upgrade to conputers simlar -- by sone rel evant
nmetric -- to those on which the upgrade failed

wo ewtiozt§yt It can therefore be seen that the pPeErESE3/016553
of the update nanagenentaéonponent all ows nuch nore
conpl ex deci sions to be de automatically, based on a

the upgridéa cWhnPefersSfinilef -- b3\¢aink adlbRmelaeric + bathossopodihibheupgrade
wi t hout "t he update nanagenment compgnent. 5 To

failed tegsinaholt st therefomtmsherr thet the presense Ok Hisdindatermanaggment component

matic s f t
aovs s s ol s By W MR R a5 BE i wid ot o
availablé @ﬁa YReas %oﬁs@bl@%ﬁfouﬂﬁ@ B%)d‘ﬁ@manég%nmt caRpdRRat.
dinment, analysis of the nmetrics I ndi cate that

qudalmawymraaompumeéerwdren@odmm, thedreaietic swegessoriteginglate (by

oneor e S BT G PRt LOH 8 W e machines

In yet aﬂéﬁf@?%ﬁb%&ﬁ%nﬂ Qhaly8is b the nidh§csuRSPingicarl thatQlé soTayart igtute works
conti nue 10 nachlnes that do not share the

well in soie dnmromr;lems bt ndién etheisy andrasalkysis sreyvihdiete ﬁh@lﬂm@&b@w cen the

enwrom%%lglﬁ Frgwglcﬂnt]@qqu;é{a (ipﬁg ﬁgﬁgtl)r fh&ﬂ?@%? roelﬁ1 {(): oﬁg%& @1‘8{1] Continue to
machined ?l?dt d8%hot ShaAChe!sBhrRy WiE (ReRlvaaRRAts O vAIeR hRfupdate failed. In

tware conponent that Is believed to resolve, or in
another smbhedinteh npvmynabaatering pi'obldntwmh ) bbmpaneahé depjowyent, it may be

Anot her p enbo as the u n
decided B0 RsBIRENF T elep SO0 HET LU T EP TRy DEREVRd B hesolve
eAnbihe ycsyéﬂ)qee Ahshith@thas th
orin So}%g\g{e?llég%g %%ﬂt}gﬁlﬁaﬂgﬂl?%gr@ag?% h%lsle crorrput ereé t cl) ski pS °
update mmmgemema:loknpoﬁenttﬁeefomg shegams ulpé@q te ntany epﬁnpytnﬁnml dseiding,
update to the r ers Addi t i onal

afer thq YR i BN AT ST TR G O RO H7ee A e or al of
the test%ﬁit u'bge%;gg%t cﬁé | nﬁts ot ‘ﬁﬁ(ga%e P8t ERainin@ lcbmPuteds. ol |

gtoid Ify patterns of oOccurrences
Afidifianditys thehﬂéohamemsrﬁ’ehn present mpelmcmfmsyjﬁlama metrics of all the
entjties, specif hc types of users,

softwarggediesorep S 56 hirsytaimane el aparss phge L eteme! fults
betweenT%)%?L% s OF 0SrlRY ePftidsd 1F' fc'tﬁﬁ; g? hsurgl @pé’dlﬁf: %fpgé"&f data
st y Use

cal anal ysi's not to identif
processip@lsyeems,. anGorepestingsystens! Thesermiteris e]hw\headerctfﬁed through different

satisticA P BE SRTBRY BeH 15 HIRH RS "%t fe Bxitap ool Silibfimer of
multlplg‘ggcti&gg) Sl tciBfét& ?ﬁ@%@&sﬁg %té?i?s‘a ﬁﬁe b WaREAG %hlch an update fails

ar oper at case, up ates on

every t1tn|aah uppisie i attengpeat ad & ﬁgclﬁyshmmrgrmdrtﬂcmmOpbmtmg sﬁsmmreﬂl this
in the future, Another 25 exanple is if an

case, upfdgiep g1 Eiad FBFGEﬁ‘%@eiffttlﬁgssyﬁ"’t%tSBWlé aoihe pertpamad gmpg)g déyyen finother
examplg }r:s (}%‘ ﬁl{rh&iat agl? :e]:{u!l:rg lﬁ\llxﬁerlt 152??%?%1 8)&1%%1&% g‘%@es%]?%{E?LSt@rng)fg 2 particular

manufaétatdrs AnGexpapte ofta@sthienpatisheid eeh aithird apdats iratalle, douafal]e lto pass
the first update. Another pattern may be, for exanp

testing wherre e it f5 inpfabeceatie fhs istindale) dngfes §§ﬁ?fﬁénaé’éleof96 Rartple, a
fourth uﬁggt?tngvagﬁ%t etﬂllésg zlﬁeagec&l%lf d'é%thas gé{}lollil dtg ?Fs . ]ﬁner grained

ern IOﬂ SO ma e use

pattern BétbdtRimrso I&Hﬁhe ased th dbte€ O petterpgishiel £55 farrex3@ple, patterns in
performance or conpatibility. These patterns nm

performggeaion raEpilitye[Yespaiieays mRebe vindde aé‘*FPthﬁde?‘Bg’ thf course of
updatesootr% r PR 1’? ¥hau %1&8 gpogg&ttg dBLA% %%ﬁ'e[ #gldgﬁger S50t required roll

ence o Fequrred
backs in deployment. For example, a specific pattern may indicate a change in the manner in

which an installation occurs or the selection of options for an update if particular steps or options
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backs i n deploynment. For exanple, a specific pattern
may i ndicate a change in the manner in which an
WO p@abisat i on occurs or the selection of opti oPST/I82003616553
update if particular ste gf or options WD 2004/ 027541
PCT/ US2003/ 016553 19 ar¥ identified as causing nore

are 1dent1£’@&”fast SuBhe Wt Hu@ts loP £4iR8d inRGsting N Irt fhi Smemrenateployment or updates
d ntor updates may be avoi ded on systens . that
may be aﬁﬁ@ed oﬂ@lstyerrtsaheftard littedy to ﬁa,g testing.t Rasgthers thesed entl 1cations may

identificatiaons ate th
accelerate; thedgpleEmery Qi ﬁagwélye&p &a% T GoppRY erg.h ?isnﬁ?{ggsg}'g%g@ trPT in the
instance fnh cl# ﬁl %plaﬁemh hARESsHow ﬂ’(ﬁﬂ zﬁf‘uﬂdﬁ% ip ahlileyt dadwztnyffhldiﬁes
at  an up ate Is unlikely to cause any fai.l ur
Also, the@leplos@enttdfaipdatps mppbateaséd qﬂdamggteﬂﬁvshegéhq;@é@gy néc}lcate that

many falﬁgs%ﬂggf% &qu eg}@% gq?seg,l t}ga:ttﬁﬁ}sllgag}slgg cattettﬁaq ad REA updates should

he pa erns

be emplolye&jjto ﬁi&)?oJeI}ﬁ% su?éégéstdf?ﬁl&ﬁodé%ﬁ&t8§ B9 Hledhartdéin @1¥p |nwgrejé used to

ove e succe previ ous updates. This
identify rﬁ@&ih@eﬁioﬁﬁf@l 1@datrmm bmanse do mreasqj‘@nﬂlﬂ(ﬁl}hqmdhﬂ. sehserwsTg updates

for updates in a ner to increa

wil b sedsss v e PrepeiaTe Y FDlsgeg ek aderl CA YRSt and
£abh sﬂle&@@ﬂm

e e D N G i
based onGtid giidr uptateahbee fichdve aot ithen petformade ddwfupdpty poecssfmay be

based on what prior uggarlt es .have or h Vﬁt chb Sl
adapted pierlraoging dhe IRecss RIAYR] HYEsSdR [5THDS BeDS Bt

If % ang r?ag% {gotR F}%‘E Glglﬁe e ﬁ}%s%hfjm(réﬂtidﬁrlﬁ§ bbéh dR6ibdAdn Be context

ion 0 at es. I's Inportant to note that
of a fullyMiinbioriked s pRRBdsirgvyewin toshaforimery skélé or thoed Wikl appgciate that

context  of afullyfunctlonl g. dat.a S
the procw@tcéﬁlpe PrigeRnb inyPnidemE £2R2 blgof| Qqelq 1§tﬁ8 511 %elqgrm of a computer
eciat e, t ST i BleRBBREntion applies
readablelrﬁ% gﬁlsg}l%lo aslﬁaéla%ﬁ?te g?n %ﬁg?{ral b}%fpéd “h the form
equally ﬁéar@le§§6ﬂlﬁ§ ?értlbﬁlaﬂ@lpb of signkl lbﬁamfg medit apmalﬂyomdacm cargy out the
variety of forns and that the eipent i.nventi

dlsmbutapmp|Exempleéqxfapmyuﬁeége@fiahl%wd@fm%lﬁ 15591dp G 1’8%% sygh as a

floppy dbstkg ﬁ?rg Slllsi%rdﬁw%&ng%b@es WOW uter O}Bgsa%g%&gn%ggﬁlgﬁl@pe mediz,

such as Hl@ﬁ!ﬂ%iﬁ ahf16g teiabluaidai o linkd) \mredsmmreisssa:onﬁhmpggtlom Biks using
di sk drive, a RA

M
transmlstsmrfemss siadrast fg‘t)@@xmﬁhear adipdfr egg@rppygglggﬁgm YVare %ﬂﬁmésﬁ&nag'rhe
ons W I 4can$
compu TGS A0 o ML R MR el
pamcmgﬁa{a%rf)&e@gﬁg@ygge@nd i ght wave transm ssions. The
conput er readable nedia may take the form of cod
Tior drptraptichicat ths progkot Sweatiqrihas Ree BIESGdal foF Dyposes of illustration

and desfipgiopr $ihpO Bl Bl B B LR, BERHenI0 RngTorm

pur poses
dlscloséeif Mahif HRAdE fdatiOfs ar@l&aﬁﬁﬁoﬁieﬁlﬁrbembpmm tanbse ®f oatinary skill in the art.

tended to be exhaustive or limted to the jnV?ntIOﬁ‘]
The embaidlmhﬂt Wasr ¢hosai and dﬁasrerdned mﬂlgdeﬁ@d?eﬁ‘i eR1a® Hhe pgwgiples of

vari at i ns Wi ar ent, t
B
the invdnBoR fH&/aribls B diR%Rtk Qhﬂh \taﬁauspihbﬂtﬂc@ﬂlm agfard duéted to the particular

use contemplated.



10

15

20

25

30

i nvention, the practical application, and to enable
others of ordinary skill in the art to understand the
w0 poogfozisen for various enbodi ments with vari ouBCT/US2003/016553
nodi fications as are suited to the particular 30 use
contenpl at ed. WO 2004/ 024541 PCT/ US2003/ 016553 20
CLAIM5S What is clai Mg ApvisS 1. A nethod in a data
processi ng system for updating a software conponent,
the nethod conprising the conmputer inplenented steps
_ of: determ ning whether to update the software
Whatls@@@ﬁé#ﬁént; responsive to a determnation to update the
sof tware conmponent, updating the software conponent
to forman updated software conponent; 10
1. Acwbies@in cadth prdcessiguysteefon petiting asoftwarercomporptnda method

~and responsive to a fail u%e in testing the updated
comprisigg HssABEmHter BRPIeBeRicAGteRs 8br recti ve action. 2. The

g | WL SR att®nfiBh&fT ni ng step
pr"?légce{xgl:leﬁléegtt@#am hg whet her n%n update is present
réspbnsivieto safetarmirertionnpopdatt the s6ftwars sompvent;updetieg the software

updat e bei ng present for the software conponent,
componené tasiorn i §gdatRe sofEVare cARPOH#kt e shoul d be applied to

LI of Atk ERIRMBRE ¥R L0 a
a&@?@f‘?@%@ﬁc&?@g&p}% ysotfﬁ’eZl upddate to the software | )
16PORAVER a, faitprpliy testing te updped tempanenh eerfofmingaegorrective action.
conmponent to formthe updated software conponent. 20
3. The nethod of claim1l, wherein the corrective
ction | nehyde h B RAGHitiRE stepUahBHsess Of t var e

2. r%%ﬁ%%&cctl%%a ,S\{}ge{r%h%% or téﬁltgéeﬁpdaﬁesebei ng nmade.
FtertfingWhéthek Hf updlhti igpesentii@rtae software comperst;v e
action i1 ncludes at | east one of |dentifyi

INn n . .
raspoasinaill e ungin being PEFFILTG BaEKDYHE comlgRes Eliyripipgvbether

onponent t e ent without the
the“pdag‘b%flgquWgﬁgéﬁtgéé%ﬁ‘g%ﬁg{ngﬁg&gg@tamre conponent, and
HeSohdivt toWdetbignaidretonpply\ke ukist to thSsoffireee penbetnbfpplying the
claim1l, wherein the testing step, conprises: 30
update tp d@rmﬁqu@n@{)@é%tttotf@mbﬁﬁﬂ’@gﬁfe@ PURYHC QSRENEE of tests
to forman identified test; and performng the
identified test of the updated conponent. 6. The
3 TRIAeH.@br Ghidh M) Wherdinahetdirdctice apidatinclidesaokiag/back the updated

parameter for a configuration file,
software component to a state prior to the update being made.

35

4. The method of claim 1, wherein the corrective action includes at least one of identifying

an alternative update, rolling back the updated software component to the

software component without the update, installing a different software component, and installing

the alternative update.
5. The method of claim 1, wherein the testing step comprises:
identifying a test to perform from a database of tests to form an identified test; and

performing the identified test of the updated component.

6. The method of claim 1, wherein the update is a new parameter for a configuration file.
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WO 2004/ 027541 PCT/ US2003/ 016553 21 7. The net hod of
claim1l, wherein the update is to an executable file
wo en4pmsasof t ware  conponent. 5 8. The met hod PET/UER03IN16553
1 further conprising: storing data on at |east one of
updates, roll backs, testlresults fromtesting of the
updated conponent, occurrences of faults between sets
of users, occurrences of faults between specific
7. ThypRthodfof shirhiawkereomtho mpddts is tand cxetableRiedsr te software
faul ts between sets of operating systens. 10 9. The
componegbt hod of claim 1, wherein the automatically testing
step uses at |east one of performance testing,
on-the-fly-regression testing, unit testing, and
8. Twmlﬁmmddbiflc%aﬁm 1t fosthem@mpristhg: The rretlfnod of c|f aim1,
erein a first party is a sourc t he.sof t ware
sigpagaia anat leasieue SR APIFs JoIpPRSH det s ot PR el g e e updated
det er m ni ;g;enn?, WEH EfGRIPEREET specific
Componefg ofi&é%ﬁgekgorggf}ﬁg 0 E% %%?n&{i@eﬁht%f%?%ﬁc the determ ni r?g
types of §31B¥ar€ 6tApIRES, andetanrannésnyg faditsthiebyoenisets @ dperetipgsystems.
avai l able; and if the update is avail able, determ ning
whet her to apply the update using a pattern of
ccurfse . Of . ' ok of
0. RIS SR ARk Pl 25 o 200 B
perform&fce @REAG O Be-SlySteREsioatdstingy peis tesfinglahd cpmpatgsBiyriegsting.
systens. 12. The nethod of claim1 further conprising:
determ ni ng whet her the software conponent was
uccessf ul Ly U i &te and a
0. TEHEREL R P s [P ot R REscERldheah
second p%kl?%?@&ﬂéé!a' poligpdeddenidernanfingwhethedoppdsathe ofmaragpnzponent.
notification of the failure. 13. The nethod of claim1l
further conprising: determ ning whether the software

onpohent S suce f _ the 30
RO A R O R A
Jetdrhiitife WRemUCHme spiatk iyavapsise;antihe sof t ware conponent,
reattenpting updating of the software co

t.
if 0G40zt suavaidTie s2aoBniog ssther apply {ReRdte £Bg 2 gpter of
occuner?clgglgf}ailla%co\ge?ague I Q(é %P RaflQhb fok’ gp?e'éffﬁQyﬁe% of 95‘ftwﬁfetsgﬁrc@st, users, types

of operating systems, and types of data processing systems.

12.  The method of claim 1 further comprising:
determining whether the software component was successfully updated to form the
updated software component; and ‘
responsive to a failure to successfully update the software component, sending a

notification of the failure.

13.  The method of claim 1 further comprising:

determining whether the software component was successfully updated to form the
updated software component; and

responsive to a failure to successfully update the software component, reattempting

updating of the software component.
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updates to the software conponent have failed. 15. A
conputer process in a data processing systemfor
waelepktoyismg an update to a plurality of 5 nodeBCT/HSH03/016553
networ k data processing %stem t he conputer process
conprising: identifying fddes within the plurality of
14.  THOHRMIADELEm 18! WREKIAE BotficeiBs & et £es belvusthaviattgmated
software conponent requiring an update to forma set
updates t0fthd stfRtard écanbanedigsyveifailedi at i ng updating of the set of
: identified nodes with the update to generate a set of
updat ed nodes; 10 automatically testing the set of
u P i nd @1 hipdaes tor plurality of
15 A e A O o e o e O ety
nodes in @@etvesrkidu praetdinnsysieh, tHhepnomrigrprerespe@eRsEnNgf cl ai m

15, wherein the corrective acgti.on is, at.|legast one of
idswi@TngROdEs WALHbIP AN O efest e BOYork e rgSetSing system
ing als§ | | iti8& hodes;
ravin o YRR P RSB Py gt
iikihfigs @nlatis96l he ket of ddatified hodds ZvithTthe updaip tn gmeptoe s of

of claim 15 further conprising: determ ning whether a
updated figddsur e occurred in a node when updating the software

C n ' identsi fi ed nodes; and
aPﬁ"Q‘%agﬁgluﬁ]’@tgs@% thP %ﬁ?&?(gattle(gﬁ%dgg’%hpng the software ‘ )
EQFRSNE M a fekt faillure @ s hodenn theskeof ipdaidiencsles, peobrmpgegorrective
~sending a notification of the failure. 18. The
action. conputer process of claim15, further conprising: 25
determ ning whether a failure occurred in a node when
updating the software conponent in the set of

16.  Tidedhigute grovesastclamnd 5, espeisihe eotrectize heidnisat least one of sending
updating the software conponent in th

. node, . . .. .
a notificeiden ofthp tashigiluiepreatiempting uRdating of pagss a‘@%‘ﬁ‘&ﬁ%ﬁtfalﬂ’ie’ rolling
th ode,. . 19. OJTRUE: of claim 18
ba°kthef‘ﬂﬁ?ﬁe?ndclgﬁgllhingiar%ﬂgrfngtsponS|Jvceoqll%@ﬁg&Zecond failure to
update the software conponent in the node, sending a
notification of the failure. W 2004/027541
17. HEYwsoperessFlaipgl Diuthemgsisig er process of

| ai m.15 fupthet . i.SLRE: rd '
ShEiRE LD E i BRIRIRER ¢ YRS BRAEERCTER G Somponen
in the sdt df ideatifidd aodak;idnd of nodes and results fromtesting of
updat es.

responsive to a failure in updating the software component in at ledst two nodes in the set

[

of nodes, sending a notification of the failure.

18.  The computer process of claim 15, further comprising:

determining whether a failure occurred in a node when updating the software component
in the set of identified nodes; and

responsive to a failure in updating the software component in the node, reattempting

updating of the software component in the node.

19.  The computer process of claim 18 further comprising:
responsive to a second failure to update the software component in the node, sending a

notification of the failure.
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5 21. The conputer process of claim?20 further
conprising: analyzing the data to identify patterns of
wao ewb/027miul ures in the plurality of nodes. 22.PdIEsS2003/016553
conput er process of claim?21 further conprising: .
nmodi fying an identificat4%on of nodes within the
| uralj j e 10 updates in a
20 TR Koy O B S S he |
stbi@entdth bs afetrivs off 8t loass ede ofisuchessfratepdpyments of wpdsfes in the
failures., 23. The cqnpujer. process of claim21l further
plurality efrasies sndgsultsdeanp %Sﬂ’gga uRd&E’ﬁt i ficati on of nodes
within the plurality of nodes to receive future 15
updates in a manner in which sone nodes in the
21.  TRé S6apitbdprodesnoti@sinc@athieocompéding updates for the

sof tware conponent, wherein the identification i
atpdyran e detado pientBrnagtons of kst Paﬂla’fels o .Pll"z"ﬁacﬁtyﬁﬁ é‘oa"“s'
conput er process of claim 21 further conprising:

nodi fying an identification of nodes within the
22. TR: Héﬁbﬁt&ﬁpﬁﬁes@ﬁﬂﬁﬁiﬂ 01 fieder vempriting:e 20 updates in a
manner in which some nodes in the plurality of nod
sz HSEFYion aeags i the iy ¢ hee KRB
wherein the .o - A RbE 1 Baakd UK B pakems of
updates ip;agpgnpey Beﬂg%ﬁ%ge‘gt %ﬂgl%\?\h‘g{wgflﬁq?ﬁgie@g% ntification is P
test failuR@sed on the patterns of test failures. 25. The
conput er process of claim?21 further conprising: 25
nodi fying an identification of nodes within the
| urali of naodes. I ' yre updates in a
23. Tﬁlﬁﬁﬂwu{%p{ﬁﬁ?sé r?gg%}rr%%}}gg@gér?éﬁm%ﬂéﬂgl urality of nodes
rﬁ&ﬁﬁﬁ%%t inentifRdad Lo Miodan withicib ehuailitd of mades tavteeeiae future
the'identification is based on the patterns of test .. .
updates fned inemes in which some ﬁﬁ@ﬁséfl the kbR iatdpt GRES TPFprEE updates 1o
the softv%a(gC 2 (g}‘%lg i %hg%grﬁ{}%g@%&ﬁ%%&nv@ s AUTRRO S ornd ¥8est tures.

ocess conpri sing: determ ning

whet her to update the software conponent, wherein the
sof tware conponent is executing on the conputer;

24.  Trespompsier gracesspf glaimrZt Hehereempsisiidat e t he sof tware

copponent .. i nt.i fvin C :
SrisriiEanyn thAseS e ) dh0stad deceive future
updates §P§ I4RA& ik WERARGHe odés Mane plyfatiny oDiodas cespel &t ective whdates for
software component; initiating means faor _initiatin

the softwdre gpaipoeentfwehen ghef omernodeds Sadesin ¢ iluges mlkegy to occur
canput

er t t t t
and whef i3 W REMERceDBArC Ghbb B fthet o AR TP OOt nues

to execute the software conponent;

25.  The computer process of claim 21 further comprising:
modifying an identification of nodes within the plurality of nodes to receive future
updates in a manner in which some nodes in the plurality of nodes receive the update at an

accelerated rate, wherein the identification is based on the patterns of test failures.

26. A computer implemented process in a computer for updating a software component, the
computer implemented process comprising:

determining whether to update the software component, wherein the software component
is executing on the computer;

responsive to a determination to update the software component, identifying a second
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automatically testing the updated software conponent
on the second conputer; and responsive to a failure
Wo pooestsing t he updat ed conponent, perform ng BCT/US2003/016553

corrective action. 27. The method of claim 26,

wherein the testing step4includes: 10 nigrating

clients.of th wak, foyReBCatanngpdae té tiee software
Computerél‘?ﬂﬁﬂ?té}m?%&l? E%fgg%gat ego so?tvva?ey?grrponent on the
componert€cond conputer. 28. The method of claim 27 further

conprising: responsive to ccegsful testi
inBiafingareenTonpuiaing anRAE etst?gt“’%ef ﬁwgeﬂ%gl%e t¥nd
conponent _on,th b&Rd céSputlr,ddiedein the
computer to gg"é‘?é? g 18 etdgs_r% 0 ry%%%%({l{eﬁg&g&g g%‘%\%arc & to mra onent ,
computertzcgﬁtiﬂfbfs% BrRER I RtwdySt@nporwatipr i sing: a bus system

a comruni cations unit connected to_the bus syster
awgometimily testing Bistipdated selhwans femRPRTE AP RSP} P ind

nmenmory i ncl.udes a set . ERANSerf@Rhda corrective action.
reﬁﬁ’%’é@é%?ﬁ alﬁlﬁ?wtg%ﬁl%é%?tel%da?%%tc us’gyst emgﬂvvher ei n
the processing unit executes the set of instructions

to determ ne whether to update the software conponent;
27.  Thomefiddiof claira 26 ovhekpindhe e MBS m an updat ed

e B TRT S o S3ROPE 0 ok €6 bR Lofe hidated

tically test the

soﬂwmeu&ﬂﬁgﬁ&t sRtlcwaédd cogipperent ; and performa corrective
act '

on in response to a failure in testing the updated
conponent. 30 30. A data processing systemfor

2. Themediod Shsn P nese PrbEYY m Vne data proces

tem the data processing
ré%éﬁs% GBI HINGsting dTUSe SfStRETomparRIIIhCEnE thesolinware
connected to the bus system WO 2004/027541
compondi€on LISADAF T GiBBser@6e.a menory connected to the bus
system wherein the nmenory includes a set of
i nstructions; and a processing unit connected to the
j bPubdMEinp hR6RFEIe@nipohent e dutagsodebsing system
29. pgg%ctagr&%%ggr%t%??ﬁs }%o 'gentify nogg’g within the
comprisipural ity of nodes in the network data processing 5

system having a software conponent requiring an update
aIsEYIFa set of identified nodes;

a communications unit connected to the bus system;

a memory connected to the bus system, wherein the memory includes a set of
instructions; and

a processing unit connected to the bus system, wherein the processing unit executes the
set of instructions to determine whether to update the software component;
update the software component to form an updated software‘component in response to a
determination to update the software component; automatically test the updated software
component; and perform a corrective action in response to a failure in testing the updated

component.

30. A data processing system for deploying an update to a plurality of nodes in a network
data processing system, the data processing system comprising:
a bus system;

a communications unit connected to the bus system;
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initiate an updating of the set of identified nodes
Wth the update to generate a set of updated nodes;
watsetsical |y test the set of updated nodes; BETIUS2003/016553
performa corrective action in response to a test
failure in a node in thé3set of updated nodes. 31. A
dat a_processi.n t 0 ' plchidag g set of
amg rfé’ﬂ?e,get tg%de:\l%@ Sg%%égvgi&%gﬂ{slsgt&éﬁﬁlo conpri si ng:
insmctio%;gﬁ@ system a communi cations unit connected to the

us system a nenory connected to the bus syst
a whegseing unii eonnsaise §o ﬁﬁc’ﬂ“ﬁ gyder, %%?re%ghe PrﬂgﬁsF%'gt“iS{g]r?’s‘?cmeS the
. .and 15 a.processi AN] .
set of 1nstwﬁ:glp1é§ 10 19%63}6?%%8 gxg'lch%{ﬂg rﬂ%éirig o u?celisq?:t]llébenég\gt&%aﬁ Bdtessing
system haiv[i‘%tar il B Sontponegtirequiting anipddteto foom apdaafddertiidied nodes;
software conponent in which the software ¢ onent Aa§ed
initiate aneuelating nftho setrofiidentifiplinedos Wiehe PP‘};&t%\tos?ee&‘Sfﬁgen%%eﬁﬁﬁ%‘% f
nodes; au?ﬂln?agiﬁg A g’r!(tgé ?eg o% ﬁgdai%i\x{lé’éﬁg'eanﬁg%%ﬂﬁ Rlcofr&dtive @BliGyHmBponse to

war’e conmponent in response to
a test failfre ifl 8§ 8O INAE k@B LpddiRtiaddest he sof tware conponent;
Initiate an update of the software congoggn%%on an svstem
31.  Atdatn (mecsssidg systguufasupdeingeheathitase SoPRTAt RGeSV
. .conmponent on the second conputer in which the conputer
comprisigpnt i nues to execute the software conponent;

agﬁggg&;ﬂ.cally test the updated software conmponent on
t he "secdnd conputer; and performa corrective action
a bomnemjpatios und canndcigd torthe by SY8I§Y ng t he updat ed
conponent. 25 32. 'A data p | BME&Y a set of
a sy ﬁ@mgc@g 9 églbgs &Hi ncl)’n\{é%%%ﬁ? %J]e&g%%@; 1p Focessin g
instructiO\?%zt m conprising: determ ning neans for determ ning

er to update the software conponent; updat.in
apRGUBSsing espamsected tothe buwsystam, e oh th@d’f?ﬁﬁé%ﬁ%% 8’950““’*3 the

set of ins%%%%rég fig 2 1?1% %ﬂe&q; f)?[)%pé#é eegﬁé g{fgﬁrg €omt éﬁe\ﬂﬁfrﬁ%vhich the software

. _ war € conponent; 30
componén??st é)@gutﬂg%ﬁsthé SmptE:Q IRinti6Pd setohdsdmmyertdis aptinieg the
softwar e Conponent; and perform ng nmeans, responsive )
softwaretcomohaitlfordeploymeatef angipdaie to Bepao8H 2 AAPIERRE Ihggponse to a
_perform corrective acti.on. 19324 kw t on
i SRR B S WG By RSB o

the secoxgé cﬁhﬁ]&tgﬂ 3 2endMi8 LB P ditB@ setBl 86 Bbmbaignieathe seeond dompster in |
eferm ni ng means and furt her conpri ses: secon dated

which tidebeipitencoginmesiosxbarte thetsoftwarm ¢RRAELH @togﬁth@@{gﬁsé thegupdate

softwarepcro?nsp%rrlltentfo%rthet: Ige%or?c? gotrﬁg&tgr; and perform a corrective action in response to a

failure in testing the updated component.

32. A data processing system for updating a software component, the data processing system
comprising: |

determining means for determining whether to update the software component;

updating means, responsive to a determination to update the software component, for
updating the software component to form an updated software component;

testing means for automatically testing the updated software component; and

performing means, responsive to a failure in testing the updated component, for

performing a corrective action.
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conmponent; 5 third determ ni ng nmeans, responsive to
t he update being present for the software conponent,
WO e0o4dztser m ni ng whet her the update shoul d be BEPUS®A3/016553

to the software conponeng' and appl yi ng neans,

responsive to a determn ?ion to apply the update to
33, ThD@al Prdcsasisy sysRAPONedln 37, efhetdip thei deriigngpdatses b irst

the software conponent to formthe updated software
determinii} oeans@né fitrthe@dommpsgsdat a processi ng system of claim

32, erein the corrective [ ' [

strad S REn e Sor Py Rng i b GRS pIBLM BPine software
componén?, the update being nade. 15 35. The data processing

system of claim 32, wherein the corrective action

thintdetelasinia nieans responsiveto thelupdats heingpreseni ferdhe seffware

update, rallin ack the updat sofqt C .
compondiiet SHFTHERE YSHHE e A EoUR ot 10 aa Ei RAPE b dhent
and a different software conponent, and installing the

al ternative update. 20 36. The data processing system
applytiganeansespohsiveima tiéternpontion teiapplyrieavrdafestodhe fefgyare

perform.n ans and wherein the testi
componlgr e rite T o206 i PSR {ioeh SR MR et popyce
compon rformfroma database of tests to forman

identified test; and second performnng means for
performng the identified test of the updated

conmponent. ., 25 37. e. dgta processin st em of i L
st BB esind B el B R TP AR Y gt ing
| 18R ofbbent 8Pa stHRGHORIAHRHERS BERG nfdst em of
bathheg%glgﬂr%g%g@év{hgg?ePn tnhe %E)dat%e is to gn execgt able file
for 30 the software conponent. 39. The data
35 ,Ehrocessi ng system of cl ai r ¢

32 furthe ri,S1ng:
et oReEiAg SYRHym &f Blem 351&{ RO OrTeRRey A Tgyiudes at least
- - ] t88inef M6 2004MmPaad o the
one of {iEARES 1 AR RE A Plng RO upteT Iy ag st b e
softwarcermmment wittaue therpdetesinstallingl di Fetont seéimnresesmspapent, and installing
users, occurrences of faults between specific types
the altergptivedidgigr e conponents, and occurrences of faults
bet ween sets of operating systens. 5 40. The data

processing systemof claim32, wherein the )
36. Bl dammpiocessing systahiofiglaire d8swherei the performing means is a first

- performing means and wherein the testing means comprises:

identifying means for identifying a test to perform from a database of tests to form an
identified test; and

second performing means for performing the identified test of the updated component.

v

37.  The data processing system of claim 32, wherein the update is a new parameter for a
configuration file.
38.  The data processing system of claim 32, wherein the update is to an executable file for

~ the software component.

39.  The data processing system of claim 32 further comprising:

storing means for storing data on at Jeast one of updates, roll backs, test results from
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| east one of performance testing,
on-the-fly-regression testing, unit testing, and
weeovpariswi | ity testing. 41. The data processi PQI/BEyRDEM6SS3
of claim32, wherein a first party is a source of the
software 10 update and # second party provides a
testing onﬁ# {1 é’atéﬂsc%%g'oﬂelﬂ,e&%ﬁﬁbﬁﬂeﬁ gf phigt betvetwsdipeiAisers] becurrences of
o) re conponent. 42. The data processing system of
faults bet®leai §peddic typesof boftwire compemmits | ang oeFRC pylshetween sets of
~ first nmeans for determ ning whether the update is
operatingsygfemabl e; and 15 second means, responsive to the
updat e bei ng avail able, for determ ning whether to
apply the update using a pattern of occurrences of
40. Theghth ?rcﬁ:egsh@ temo fichnimt 32, edsteinthe asfompped]y legingpeans uses at
of software sources, uysers, types. of ogperatin a1
loast onc.of serbomnanem =g 65 o ARSI B e Rt e ARY cosppeyipility
testin The data processing system of claim 32, wherein the
" determning neans is a first determ ning neans and
further conprising: second determ ning neans for

det erm ni ng whet her the software conponent was
4. Toadelepseing EER et Tortiereie R AU dTLigg o the sofware

update aﬁcgﬁ%ggg i)%n}g é}gglgigss ? g{;ﬁéfﬁemenﬂiﬁﬁg Mineetd @date the software

updat e the software conponent,
compondn@! sending a notification of the failure. 44. The
dat a processing system of claim 32, wherein the
determning nmeans is a first determ ning nmeans and
h pdatin S, ) I, ' ses:
2. TogdalteRiesie SRUE oL Quhdt ofler R AR A reahd o
FHatREMS P terhpiiewhtther thotipdwe & avaitghdnend was
successfully updated to formthe ,];Ega%eggsoftware her t 1
semdanesns, TespatsiEe loohe Upda PFIRG Availehle, [of delsgRungeWheher to apply
failure to succes I f
the updsiSiit Epert O Triten St PRACErTRaO ot RAE o e
conmponent. WD 2004/ 027541 PCT/ US2003/ 016553 28 45.

The data processing system of claim 44, V\,hsr ein th% .
specific tpes bf sdftwasnsaueces cifersa ey OEAPr AR SYTRS, a8 {¥eH PEdpta processing
updates to the software conponent have failed. 5 46. A

systemS.yat a processi ng system for depl oying an update to a
plurality of nodes in a network data processing
system the data processing system conprising: .

43.  Thiedutd prpcesgingsygien b elaird Sht whvaghﬁéﬁ@@IW%ﬁg??nﬁ fep first

plurali in.
determngmg i ans aéldoi{lrtﬂeor%%%plngmtghe network data

second determining means for determining whether the software component was

successfully updated to form the updated software component; and

sending means, responsive to a failure to successfully update the software component, for

sending a notification of the failure.

44.  The data processing system of claim 32, wherein the determining means is a first
determining means and the updating means is a first updating means, further comprising:

second determining means for determining whether the software component was
successfully updated to form the updated software component; and

second updating means, responsive to a failure to successfully update the software

, component, for reattempting updating of the software component.
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processi ng system having a software conponent
requiring an update to forma set of identified
woowemn27510 initiating means for initiating updedT/NH2003/016553

the set of identified nodes with the update to
generate a set of update%i3 nodes; testing neans for
automatically testing the set of updated nodes; and
perform ng means, responsive to a test failure in a

45.  Thedfa procehimgseitemfof epdatiddwhenginsthe pofificaier 1R ﬁ’gﬂéﬂ least two

corrective action. 15 47. Th?.lcéj?ta processi ng system
attemptedapdafesitorihee oA OMPORAY heys fAlli ve action is at |east

one of sending a notification of the test failure,
reattenpti ng updati ng of nodes having the test
46. Al @itd proGessing SYstérn gorteployirgeanupdatedy 2 phutaliti of apdesig agetwork
di fferent software conponent. 20.48. The data
data proogssirgsysicHly ey lefaaprPeRsSIRE YTIPB 6 PETEAET conpri si ng:
.det.erm Ni - iR j ork data
B At & oo™
processifiyRRAARNirigh softevasetonfoniedienquifing dn Hpdaisto farm agehefi ideptified
nmeans, responsive to a failure in updating the
nodes; software conponent in at |east two nodes in the set
.of. node . ' 3 kol s t ]
e s e B e her B
generate?Q&WQ%@gomgns is a first updating neans and

urther conprising: determ ning.means far determ ning
teshiag heeansafor amtpWEC%%a%t}négh? PPt gfmfgée gﬁs’&B ating
the softvare Lo telt thilre 34 n&e ihdRNdet bF BtaR@ARSIES, for
P&ﬂgﬂ%‘ﬁgé%ecosna&gg%g |{r?1)gaﬂrer§a%lgﬁer eslpl)onesli ve to' aﬁghai | ure
perfomiin@auﬁﬁ@@ﬂv@gmﬁdﬁe sof tware conmponent in the node, for

reattenpting updati ng of the software conponent in the
node. 50. The data processing system of claim49

47. ’Jé%roia o P%eggﬁ%i k09 or WoR 90 A Radin e c%g%ﬂé%%ﬁl%ﬁ@élﬁﬂéﬁt one of

S, responsive to a secon ilure to _
sending HRdAfEatoRf BRftbswaiitire, aopaneningiupdating ofmodes having the test failure,
sending a notification of the failure. 51. The data
rolling barlotheswilalg, anddnspting a diffgrent 48 tVaei RBIPORSpr i si ng:
storing neans for storing data on netrics of at |east
one of successful deploynents of 5 updates in the
43.  Phdldad proYesSing BpH@s ofibLirh @s nttiserfcomprisiegt i ng of

updat es. o . _ _

determining means for determining whether a failure occurred in a node when updating
the software component in the set of identified nodes; and

sending means, responsive to a failure in updating the software component in at least two

nodes in the set of nodes, for sending a notification of the failure.

49.  The data processing system of claim 46, wherein the updating means is a first updating
means and further comprising:

determining means for determining whether a failure occurred in a node when updating
the software component in the set of identified nodes; and

second updating means, responsive to a failure in updating the software component in the

node, for reattempting updating of the software component in the node.

50. The data processing system of claim 49 further comprising:
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52. The data processing systemof claim51 further
conprising: analyzing neans for analyzing the data to
w0 d@an2fsyl patterns of test failures in the pl ur@l/Us23003/016553

of nodes. 10 53. The dahé processi ng system of claim

52 further conprising: 8ifying means for nodifying

s &hgﬁ@ﬁﬂsf 158 sAR t8Ta sSBEHATalArE Bd Hpdaltethp bolivahretcpmpbnent in the

nodes to receive future updates in a manner reducing
node, fot eatlingainotifiegtionvféhefaplutene i dentification is based on

the patterns of test failures. 15 54. The data
51, W&@@?%S@WS&%W 8% Cla%f‘ﬁﬁ@ef VPSS orpr i si ng:
s[@'g'i )49 Edf%?cﬂﬁl f ks PRkt BPatdbast SN 1 subesatfuDdepdbyments of
nodés w thin thg plurality of nodes to receive future
updates irpilaphsality ofinortes ned résnltwfiomHessinge! npdides. i n t he
plurality of nodes cease to receive updates for the
sof tware conmponent, wherein the identification is

s2. PR MBod:life BALRGREIIRN St StneRSopiidsiges. 55 The

ocessing systemof claimb52 further conprising: )
amlizing inngnsréansaliping tedaty foriderdify pettanns 6f testifribprespin the plurality
nodes within the plurality of nodes to receive future

of nodeyypdates in a manner in which sone nodes in the
plurality of nodes cease to receive 25 updates for
the software conponent, wherein the sone nodes are

53.  Tied@sa procesking Bydten lof cém &2 dutthdc ebmptisingccur  and

wherein the jdentjfjcation i.s based on the patterns o
mg@@qp&mpgpggy moggylngﬁlé 1%51@@0?;],061903 ggg%w@gg&ﬁlgfalﬁy off nodes to
receive ﬁlél%;e%éa?tesf iﬂratrﬁg‘([ene‘f ORGS0 Fai lERA] §, B8, {HE AlRftifiltion is based on

I'ng an 1 dentification of nodes wthin the
the patt@hsio@testtfyileés. nodes . to 30 receive future updates in a
manner in which sone nodes in the plurality of nodes
receive the wupdate at an accelerated rate, wherein

e | £ ' ' tterns of test
. TR et ShaRERe O LT
S0ofifiag meamyoo neidifyinsha idatidcpiccsssidegwitlisttherpiality of nodes to
~ 2004/ 027541 PCT/ US2003/ 016553 3Q conpri si ng: .
receive BEWERIRFE EEHET b HBEERRPAIFGN IR HEATY B Aqgaegse to receive
upda’cesttlojle s O AWAL %oﬁﬁ@&?,%erei%ﬁiﬁ%ﬂiﬂ&ﬂ&l ?sga_tsé’@&r?the patterns of test
conponent I's éxecuting on the conputer; identifying
failuresneans, responsive to a detennination to update the

software conmponent, for 5 identifying a second
conmput er al so containing the software conponent for

55. %ﬁg lda%X g‘f:b%ssﬂ{g s@gtem of claim 52 further comprising:

modifying means for modifying an identification of nodes within the plurality of nodes to
receive future updates in a2 manner in which some nodes in the plurality of nodes cease to receive
updates for the software component; wherein the some nodes are nodes in which failures are

likely to occur and wherein the identification is based on the patterns of test failures.

56.  The data processing system of claim 52 further comprising:
modifying means for modifying an identification of nodes within the plurality of nodes to
receive future updates in a manner in which some nodes in the plurality of nodes receive the

update at an accelerated rate, wherein the identification is based on the patterns of test failures.

57. A data processing system for updating a software component, the data processing system
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update to the software conponent; iniating nmeans for
initiating an update of the software conponent on the

W@ emaenersepnput er to generate an updat ed sof t WaeBUS2003/016553
conmponent on the second cf nputer, wherein the conputer
continues to execute the Software conponent; 10

comprist@st i ng means for automatically testing the updated
sof tware conponent on the second co and

! nput er ; .
{reermisring mganssion determainingnhailer tQupdafethe §pEWpTS coBPOEnsY, Wherein
t he updat ed. co nent formng a corrective
the softwarg F@E‘PO Q%X%‘%%glgoogttgg g‘?%%‘g‘g‘ry ng system of claim57,
WBRISInB nidags, r8ohside fRAdGerhifdtivRias upddte eabithgremaidnent, for
for mgrating clients of the software conponent
identifymgacatandgoomputdralsoconisinieg the softwiere gpmnpaent Serdeptoyment of an

C onent on the second conputer. 59. The data
updatetﬁglgsggg%aﬁegcog%% *of claim58 further conprising:

MERRY nEndRR MSitiatiQSAORNIa ik SfGEessdmiporieaSon thg sedond computer
the software conponent, for 20 renoving the software

to generaterapopdated softwire comppuens on thegmerensh spmputergyherainctbapomRiHer

. rogram odgﬁv in a conputer readabl e medi um for
Conhnugﬁﬁ FEHY 2° SV R PeBHionent, the conputer program

Qﬁtﬂ‘%ﬁﬁéaﬁ PRIk SthAsballl itdstihg thRSbiAted beMsart @bm@eheit Bh Hengcond
wnether to update the sof%vvare conponent; 25 second

computemsnd ucti ons, responsive to a determ nation to update

t he software conponent, for . at i t of t war

£S G, gt o pdaRsindST e Pt e for
perfonﬂiﬂ}gfsé E3HEcliP0sctfodr automatically testing the updated

software component; and fourth instructions,

responsive to a failure in testing the updated
onent, for erform a,correctiyve action. 61.
58 A BpaRSESHROFER YR PROL Bt B Heaatsl g
%E;%gﬂgﬂg 4nsAEPIAN bR ARnHRAMSsoliYarPcddhpbihi dx¢c@ing on the

n a network data processing system the
computeinthe wrdafedegfrtanreronthentnt cndhpsdcendgomi®e2004/ 027541
PCT/ US2003/ 016553 3§’l first.instructions for
59.  TheMth PIACRy Hosem ek 9ot mﬂﬁﬁﬁoﬂ}wwgof nodes in the

R AR gﬁ{s?reaﬁ%rﬁﬁ%sté s Q@esha tQEh P BY iR GoAwaRS dotdiofent, for
conponent req f

ring an update to forma set o

removinglbntofiwvad compdeat on the computer from service.
60. A computer program product in a computer readable medium for updating a software
component, the computer program product comprising:

first instructions for determining whether to update the software component;

second instructions, responsive to a determination to update the software component, for
updating the software component to form an updated software component;

third instructions for automatically testing the updated software component; and

fourth instructions, responsive to a failure in testing the updated component, for

performing a corrective action.

61. A computer program product in a computer readable medium for deploying an update to
a plurality of nodes in a network data processing system, the computer program product

comprising:
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second instructions for initiating updating of the set

of identified nodes with the update to 5 generate a
w@ea40t75updat ed nodes; third instructions for PCT/US2003/016553

automatically testing theyset of updated nodes; and

fourth instructions, responsive to a test failure in a

fistimsirnctione ferdtieraffying dadesdvitionl g, plaatity qferolley im theneiwork data

corrective actign. 10 62. A conputer r roduct .
processifg SyTEBBHInE R PEABATIBEH I HORE GBAAT 19 BFeN identified
nodes: €OMponent, the conput er program product conpri sing

“first instructions for determ ning whether to update
tdeend piktriions Canipiiatng updatiag ef thetshteof idaftifisd medes with the update to

conmponent i s executing on the conputer; second
generate # 8¢t of spdatesnodessponsi ve to a determination to update
18 ' ' kv . econd
e A e R e B o
ctripth ysiRictions, reponsinediatagest dailueinsofiddeen ehecsetrpupedated nodes, for
third instructions for initiating an update of the
performigg 2 GRIFEU¥SAPEHent on the second conputer to generate
an updat ed software conponent on the second conputer
wherein the conputer continues to execute the
62.  Qdomatee pestimapesduct 20 dopipuitd? réadableuaddinn Sof wydating a software
automatically testing the updated software conponent
componght, {hfeconyubes HEOFaRPPAICt COMRISRE t h i nstruct i ons,

%igswgﬁfei%t#?ls ;fgrr c?eéetérrﬁjfl%l?i%q@vrl]lgﬁeé %ﬁ%o'rd?% g%@%ﬁﬂ?%%ﬁponem, wherein the

Ive acC

software component is executing on the computet;

second instructions, responsive to a determination to update the software component, for’
identifying a second computer also containing the software component for deployment of an
update to the software component;

third instructions for initiating an update of the software component on the second
computer to generate an updated software component on the second computer, wherein the
computer continues to execute the software component;

| fourth instructions for automatically testing the updated software component on the

second computer; and

fifth instructions, responsive to a failure in testing the updated component, for performing

a corrective action.



