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METHOD AND APPARATUS FOR PROVIDING OPTIONAL SERVICE
- FUNCTIONS IN A PRIVATE BRANCH EXCHANGE

BACKGROUND OF THE INVENTION

' The present invention relates to a method and apparatus
for providing optional service functions in a privately-
owned or leased telephone switching system, referred to
below as a private branch exchange or PBX. _

A conventional PBX has standard service functions that
are built in when the PBX equipment is manufactured, and
optional service functions that can be added by loading
additional software modules into the PBX. When the PBX
owner orders additional optional service functions, a
represehtative of the PBX wvendor brings to the owner's site
one or more data media on which copies of the required
software modules are stored. The data media are read by a
device such:as a disk drive in the PBX and stored in a non-
volatile memofy in the PBX, thereby installing the software
in the PBX; then the data media are removed and the owner is
billed for the additional service functions.

This method of providing optional service functions is
slow and-inefficient because it requires a separate visit to
the PBX owner's site each time optional service functions
are added. To add optional service functions to ten
different PBX systems, for example, the vendor's
representative must visit ten different sites, which may
involve considerable travel time and expense.

A'further disadvantage of the conventional method of
providing optional service functions is that it invites
mistakes, such as installing the wrong optional service
‘functions by inserting the wrong data media into the disk
drive in the PBX. Such mistakes can moreover be made
intentionally, to provide service functions in a way that
-deprives the PBX vendor of revenues. This unscrupulous
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opt:i onal service functions that can be added by | oadi ng additional software
nodul es into the PBX. Wen the PBX owner orders additional optional service
functions, a representative of the PBX vendor brings to the owner's site
one or nore data nmedia on which copies of the required software nagyes are
stored. The data nedia are read by a device such as a disk drive in the PBX
and stored in a non- volatile nenory in the PBX, thereby installing the
software in the PBX; then the data nmedia are renpved and the ommer S

billed for i faonal IV ti,ons Thi s rovi di ng
opti onal e PIEsd l, A el kst (R Rongrap. ' Beballe Ml ol Ve a
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are added. fvﬁ 10’3ﬁ{et‘iférﬁ"1ﬁfé Rl d & 18t fHafifye ofexmwxpo@éﬁﬂ%ﬁm;

f or exanple e ven or S representative nmust visit ten"different siteées
whi ch may i AR&tad 1€6hsi derabl e travel tine and expense. A further

di sadvant age of tahe eﬁr@ﬂ/%'ﬁéa(ﬁ@ dIEdMﬁﬁath@ﬂ bRy dléﬁiv'éﬂtﬁ'on%qr ‘ietthod
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drive in thbePBﬁ.pieﬁJmlmgstcaimﬂarccﬁmlmyr evedrl dbd emmd@r i pment . Once a
copy is made, further copies can be made from the copy, and
these copies can be used to provide pirated service
functions to an unlimited number of PBX owners. If such
copied media come into general circulation, the PBX vendor
faces a serious loss of revenue. '

SUMMARY OF THE INVENTION

It is accordingly an object of the present invention to
provide optional service‘functions in a PBX promptly and
efficiently. |

Another object of the invention is to prevent
unintended optional service functions from being provided by
mistake.

A further object is to prevent bptional service
functions from being provided unscfupulously.

According to the invented method of providing optional
service functions, software modules for the optional service
functions are installed in the PBX when the PBX is
manufactured, but the use of these optional service modules
is initially disabled. The PBX is also provided with an
enabling program that can selectively enable the optional
service modules, a query answering program that provides
owner information stored in a memory unit in the PBX, and a
modifying program that can modify the stored owner
information.

The PBX is puréhased from a vendor who has apparatus
for producing authorization keys, and is serviced by a
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int:entionally, to provide service functions ina way that deprives the PBX
vendor of revenues. This unscrupul ous

-2~ practice has been difficult to control; because once a software
modul e i's installed in the PBX, there has been no way to tell whetjhgyod he
nodul e was rightfully or wongfully install ed. An even greater

di sadvant age of the conventional nethod is that the data nedi a contai ni ng
t he software nodul es can

dealer who has authorization apparatus for authorizing
optional service functions. The authorization apparatus
reads data media prepared by the vendor's apparatus, and
communicates with the enabling program and query answering
program in the PBX through a telecommunication link.

When the PBX owner orders additional optional service
functions, the PBX vendor selects the software modules
needed for these service functions, combines information
designating the selected software modules and information
identifying the PBX owner into an authorization key, and
writes the authorization key on a data medium that can be
read only once.' The data medium is brought to the dealer's
site and read by the dealer's authorization apparatus.
Software in the authorization apparatus analyzes the
authorization key, then interrogates the query answering
program in the PBX through the telecommunication link,
receives the owner information sent by the query answering
program, and compares that owner information with the owner
information given in the authorization key. If the owner
information matchés, then enabling information is sent from
the authorization apparatus through the telecommunication
link, causing the enabling program in the PBX to enable the
‘software modules designated in the authorization key.

If the owner information does not match, the person
operating the authorization apparatus is notified. That
person can choose to terminate or continue the authorization
operation. If the operation is continued, software in the
authorization apparatus sends.enabling information through
the telecommunication link, causing the enabling program in
the PBX to enable the selected software modules, and also
sends modification information causing the modifying program
to modify the owner information stored in the PBX. The
modified owner information appears on service documentation

" produced subsequently by the PBX.
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be :copi ed using conmmercially avail abl e equi pmrent. Once a copy is nmade,
further copies can be nmade fromthe copy, and these copies can be used to
provi de pirated service functions to an unlimted nunber of PBX owners. |f
such copi ed nedia conme into general circulation, the PBX vendor fagepa

serious | oss of revenue. SUWARY COF THE | NVENTI ON It is accordingly
an object of the present invention to provide optional service functions in
a PBX promptly and efficiently. Anot her object of the invention is to

prevent uni nt endagl ORLianale s atht LU GioRs LI RAa LAY OYded by
m st ake. A further object 1S to prévent .optional servi‘’ce functions
from bei ng ppdtioded sesvilgsulfamsitions canadeopdiovdded tfhrom rhbentdedlieat tsod

of provi di ng -@iis@Raky 136 1R JiffiicAt T ontC IWKE WadHoRE fqdihampt i onal
service functions are installed in the PBX when the PBX I s manhufactured,

but the useVdfiftRed® dhe §BH oFdeyisce S#d@f-es is initially disabled. The
PBX i s al so provipgegiWilcdh &¥Ff optional service functions by mistake is

prevented by the checking of owner information encoded in
the authorization key.

Unscrupulous practices are prevented because the data
medium containing the authorization key can be used only
once. Unscrupulous practices are further prevented by the
alteration of owner information in the PBX, which leaves
detectable evidence if service functions are provided to a
PBX owner other than the owner identified in the
authorization key.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram of an embodiment of the
invention.

DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the invented method of providing
optional service functions will be described below with
reference to the attached drawing.

Referring to FIG. 1, the invented method involves three
major components: a PBX 2, authorization apparatus 4, and
authorization key preparation apparatus 6. The PBX 2 is
owned or leased by an entity such as a company or
organization, referred to below as the PBX owner or simply
'owner,' and is installed on the owner's premises. The
authorization apparatus 4 is installed on the premises of a
dealer through whom the PBX 2 may have been purchased or
leased, and who provides maintenance service for the PBX 2,
The authorization key preparation apparatus 6 is operated by
the vendor of the PBX 2, who may also be the manufacturer of
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enabl i ng program that can selectively enable the optional service nodul es,
a query answering programthat provides owner information stored in a
menory unit in the PBX, and a nodifying programthat can nodify the stored

owner i nformation. The PBX is purchased froma vendor who has g at us
for producing authorization keys, and is serviced by a

- 3- deal er who has aut horization apparatus for authorizing

the PBX, and is installed on the vendor's premises.

A detailed descfiption of the well-known PBX hardware
configuration will not be given here. The folloWing
description will focus on the software stored in the memory
of the PBX 2. This memory comprises, for example, non-
volatile semiconductor memory devices which provide a number
of memory units for storing different types of software.

One memory unit stores a standard service software
module 8 for providing standard telephene service functions
such as originating and answering calls. These functions
are sometimes referred to as plain old telephone service or
POTS.

Another memory unit stores a plurality of software
modules 10 for providing optional service functions such as
call waiting and call forwarding. These software modules 10
are installed when the PBX 2 is manufactured, but they can
be selectively enabled and disabled. Software modules 10
for optional service functions that the PBX owner requests
and pays for are enabled; other software modules 10 are
disabled. _

_Another memory unit stores an enabling program 12 that
can change optional service modules 10 from the disabled
state to the enabled state in response to 1nformafion
received through a telecommunication link. Another memory
unit stores a query answering program 14 that provides owner
informationuls, identifying the PBX owner, through the same
telecommunication 1link. The owner information 16 is stored
in yet another memory unit. Still another memory unit
stores a modifying program 18 that can modify the stored
ownef information 16, responsive to information received
through the telecommunication link.

The telecommunication 1link in this embodlment is a
serial data link that operates through a serial data
interface circuit 20 in the PBX 2. The interface circuit 20

5

eet Has Been R laced

Tl \lll\\ I \l\



opt:i onal service functions. The authorization apparatus reads data nedi a
prepared by the vendor's apparatus, and communi cates with the enabling
proegram and query answering programin the PBX through a tel ecomunication
l'i nk. Wien the PBX owner orders additional optional service fywgd ons,
t he PBX vendor selects the software nodul es needed for these service
functions, conbines information designating the sel ected software nodul es
and information identifying t he PBX omner into an aut hori zati.on key, and

wites the rizati K Qn r.ead onI nce.
The data rre é’m?)i SabIsO dta o FAEY cd}eal S Orgl n«§ ar?dct?leeag'el}yl the aleéﬁso
authorizati862@p§@££ud§caiﬁunuaﬁ®n reXiaimp 12ut faer ilzdticert eslpdar dihes analyzes

t he authoriagghqﬁgkey, then interrogates the query answering programin the
PBX t hrough t he tel’econmuni cation |ink, receives t he owner information sent

by the query ans Thei 8E bHOFdZaHh1 0% RPRSFHISs 4 s Gwsdmilaroseddiadn wi t h

the owner i mteowhlsarzaweoeaﬂﬁéﬂmea%tiﬁeﬁua;a@zon AR alsld Halde 20\WIRK

i nformation natc engbl i ng i nfar n IS sent fraom

st hor | zat 1 8% LBp 20" ERPCLG B PATGOEH IR ten oo MaBnAL 1 Coatksn Jate

enabl i ng pragdds.i nThesePRYghe tdraldiek meddaef awer ehimd dlexidde diaked i n

the aUthorié%hEQQmﬁ%yreferred to as floppy disks, and the disk drive 24
is commonly referred tp as a floppy disk drive (FDD).

The authorization apparatus 4 also has various memory
units storing different types of software. One memory unit
stores a data communication program 26'that communicates
with the outside world through the interface circuit 22.
Another memory unit stores a key reader program 28 that
reads data from disk media mounted in the disk drive 24.
Another memory unit stores a key analyzer program 30 that
analyzes the data read by the key reader program 28, thereby
deriving selection information and owner information. Still
another memory unit stores an owner checker program 32 that
checks the owner information. An enabler program 34 and a
modifier program 36, which are stored in two further memory
units, operate according to results obtained by the owner
checker program 32.

The authorization key preparation apparatus 6 has a
disk drive 38 similar to the disk drive 24 in the-

- anthorization apparatus 4, and memory units storing a key
writer program 40, a service selector program 42, and an
owner information input program 44. The key writer progran
40 assembles information received from the Serfice selector
program 42 and owner information input program 44 into an
authorization key, and writes the authorization key on a
disk medium mounted in the disk drive 38.

The telecommunication 1link referred to above links the
PBX 2 to the authorization apparatus 4. The
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I f .the owner information does not match, the person operating the

aut hori zation apparatus is. notified. That person can choose to term nate or
continue ‘the authorization operation. If the operation is continued,
software in the authorization apparatus sends enabling informatiorpqtdgpugh
t he tel ecomuni cation |ink, causing the enabling programin the PBX to
enabl e the sel ected software nodul es, and al so sends nodification

i nformati on causing the nodi fyi ng programto nodify the ommer i nformation

SLored 0 ¢ B Bl Rl AR S B e

-4- demodulator devices 46 and 48, commonly referred to as
modems; which are coupled to respective interface circuits
20 and 22 and communicate through a publlc telephone
network. , .

The memory units storing diffefent types of software in
the PBX 2 need not be physically separate ﬁnits, but may
comprise different areas in a single memory device. The
same applies to the memory units in the authorization
apparatus 4 and authorization key preparation apparatus 6.

Next, the operation of this embodiment will be
described

When the PBX 2 is shipped from the vendor to the
prospective PBX owner, optional service modules 10 are
enabled according to the service functions ordered by the
prospective owner. Later, the owner may require additional
service functions. In this case, the owner negotiates with
the dealer, who sends a request to the wvendor.

At the vendor's site, a human operator uses the
authorization key preparation apparatus 6 to process the
request. The service selector program 42 displays, for
example, a list of the optional service modules 10 installed
in the PBX 2, from which the operator selects the modules
needed for the additional service functions requested by the
PBX owner. The service selector program 42 responds by
providing corresponding selection information, designating '
the selected optional service modules 10, to the key writer
program 40. The owner information input program 44
displays, for example, an input screen on which the operator
can enter owner information identifying the PBX owner. The
owner information input pfogram 44 provides the owner
infofmation to the key writer program 40.

The key writer program 40 uses the provided selection
information and owner informatioﬁ to generate an
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The invented nethod is quick and efficient, because optional service
functions can be provided fromthe dealer's prem ses via tel ecommuni cations

|l inks, without requiring visits to the PBX owners' sites. . Provision of
optional service functions by mstake is prevented by the checki ngigozpwner
i nformati on encoded in the authorization key. Unscrupul ous practices

are prevented because the dat-a medi um containing the authorization key can
be used only once. Unscrupul ous practices are further prevented by the

alteration rd.nfor jon.n t PBX, i ch A t I o
evi dence if%ﬁslg?l\\%}gez aftrt}r?c %ﬁs’ arrI| él%pragl\%hé)gﬁ Zta\églé)%P&gﬁ\\/{\Ln%erq%t%gﬁ’t an the
owner i dent ehicaypited hy aetlHodinown metheods theR ERKPEIOR RTtOrdzatHon

DRAWNGS  geyFliGdet iphetdt) 19 it RAMAEHY s B0RIRH Ofcdit@invention.
cryptographic key, which is held by the key analyzer program
30 in the authorization apparatus 4. The key writer program
40 then writes the authorization key on a disk medium 50
mounted in the disk drive 38, preferably in a non-standard
format that can be read by the disk drive 24 in the
authorization apparatus 4 but not by disk drives installed
in commercially available computers or other data—processing
equipment. '

The disk medium 50 is then taken from the vendor's site
to the dealer's site and mounted in the disk drive 24. The
key reader program 28 reads the authorization key from the
disk medium 50, and writes information on the disk medium 50
that prevqnts-the authorization key from being read again.
For example, the key reader program 28 can write a special
code designating the disk medium 50 as having been read, in
which case the key reader program 28 refuses to read disk
media that are marked with this code. Alternatively, the
key reader program 28 can erase the authorization key from
the key reader program 28 by overwriting the authorization
key with other data. |

‘The key analyzer program 30 énalyzes the authorization
key read by the key reader program 28 to obtain the .
selection information and owner information encoded therein,
and provides the owner information to the owner checker
program 32. The oWner checker program 32 interrogates the
query answerihg program 14 in the. PBX 2 through the
telecommunication link: specifically, through the data
communication program 26, interface circuit 22, modem 48,
public telephone network, modem 46, and interface circuit
20. The query answering program 14 replies by sending the
owner Information 16 stored in the PBX 2. The owner checker
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DETAI LED DESCRI PTI ON OF THE | NVENTI ON An enbodi nent - of the invented
nmet hod of providing optional service functions will be described below w th
reference to the attached draw ng. Referring to FIG 1, the invented
met hod i nvol ves three maj or conponents: a PBX 2, authorization appayg@ us
4, and aut horization key preparation apparatus 6. The PBX 2 is owned or

| eased by an entity such as a conpany or or gani-zati on, referred to bel ow as
the PBX owner or sinply 'owner,' and is installed on the ommer S prem ses.

The vt nor | SLERMERE A UL IS TSR SR |
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nanufacturer
owner information given in the authorization key, the owner

checker program 32 activates the enabler program 34.
_ The enabler program 34 receives the selection
information obtained by the key analyzer program 30, and
prepares enabling information'deSignating the optional
software modules that were specified by the selection
information. The enabling information is preferably
encrypted with an encryption key that makes the enabling
information decipherable only by the enabling program 12 in
the PBX 2. For further security, the enabling information
may include the owner information. The data communication
program 26 sends the prepared enabling information to the
PBX 2. The enabling program 12 deciphers the enabling
information and enables the use of the optional service
modules 10 designated in the enabling information, thus
providing the requested service functions to the PBX owner.
If the owner information received from the PBX 2 does
not match the owner information given in the authorization
key, the owner checker program 32 issues a prompt to a human
operator at the dealer's site. The human operator replies
by choosing either to terminate or to continue the service
authorization operation. If the operator chooses to
terminate the operation, the telecommunication 1link between
the authorization apparatus 4 and PBX 2 is disconnected.
The operator chooses to terminate the operation if, for
example, the wrong disk medium was mounted by mistake in the
disk drive 24. Provision of unintended service functions to
the wrong PBX through human error can thereby be prevented.
If the operator chooses to continue the operation, the
owner checker program 32 activates both the enabler program
34 and the modifier program 36. The enabler program 34

9
Sheet Has Been Replaced

T




-5- the PBX, and is installed on the vendor's prem ses. A detail ed
description of the well-known PBX hardware configuration will not be given
here. The follow ng description will focus on the software stored in the’
menory of the PBX 2. This nmenory conprises, for exanple, non- vol atido®

sem conductor nenory devi ces which provide a nunber of nmenory units for
storing different types of software. One nenory unit stores a standard
service software nodule 8 for providing standard tel ephone service

functions s ri Qi i | I T functions are
sonet i nes T 8F CPPES S, STADIE (S AR, B SReeioce B TBOIS. | Anot her
nmenory unit tyassed tyed hiyaltiney dgftas siompaynd cation program 26 to the PBX

2 and causes the enabling program 12 to enable the
designated optional service modules 10. The modifier
program 36 generates encrypted modification information,
which is also transmitted by the data communication program
26, and causes the modifying program 18 to modify the owner
information 16 stored in the PBX 2. For example, the .
modifying program 18 may change the owner 1nformation'16 to
include both the owner information 18 originally stored in
the PBX 2 and the owner information given in the
authorization key, and may add a notice indicating that the
owner information has been changed and giving the time and
date of the change.

The operator at the dealer's site may choose to
continue the authorization operation if the operator at the
vendor's site made a mistake in entering the owner
information, for example; The operator may also choose to
continue the operation 1f the owner information 16 stored in
the PBX 2 has been corrupted through a malfunction in the
PBX 2, or when it is necessary to recover from various other
abnormal situations. Service functions provided in this way
will soon come to the dealer's and vendor's attention,
however,'because the modified owner information 16 appears
on service documentatien that is generated by the PBX 2 and
seen by the dealer and vendor. .The vendor will therefore be
able to claim rightful revenues for the service functions
provided.

Various other safeguards are built into the first
embodiment. The disk medium 50 cannot be copied on
commercially available equipment because of its special
format. Without being copied, the disk medium 50 cannot be
used to provide service functions to more than one PBX,
because the disk medium 50 can be read only once by the
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nodul es 10 for providing optional service functions such as call waiting
and call forwarding. These software nodules 10 are. installed when the PBX 2
i s.manuf actured, but they can be selectively enabl ed and di sabl ed. Softmare
nodul es 10 for optlonal service functions that the PBX owner requ%ﬁﬁﬁn?
pays for are enabl ed; other software nodul es 10 are di sabl ed. her
menory unit stores an enabling program 12 that can change optional service
‘modul es 10 fromthe disabled state to the enabled state in response to

i nformation received throg&ﬁ a tel econnunlcatlon | i nk. Anot her menory unit

stores a quéMyhordgetilon SPeGrahuts 4-hallss &Ffi Fde SRME G5k MAgivgh

i denti fyi ng tbheriBRX dewservifdesotgh rote Lam toplee PBXNONN®AT 116N thietefothe
owner inforpatiaon g is stored in yet another nmenory unit. Still another
nmenory unit §FXF3§ ‘modi fyi ng program 18 that can nodify the stored owner
information 16, Esegpodd] semeopnenfsororsEdsn inecopydeaet theugli skhamedium 50

teleconnunlggg %PE'%% specigheeh%JEﬁﬁHHynbﬁa%H%%ééd%k il eflaS Ry ment

is a serial nk t hat opérates through a'serial data’intértace circuit
20 in the PB%sk mPHéUWhﬁ%%ﬂﬁﬁ@ dihagyioncegy the authorization key written

on the disk medium 50 contains owner information that
prevents the authorization key from being used to provide
optional service functions to other PBX owners
indiscriminately. Moreover, the authofization key can be
encrypted in'a way that makes the authorization key _
indecipherable, except by the key analyzer program 30 in the
authorization apparatus 4, and possession of the encryption
key needed for geherating authorization keys can easily be
restricted to the key writer program 40 in the authorization
key preparation apparatus 6. _

The invented method of providing optional service
functions is accordingly much more resistant to human error
and unscrupulous practices than is the conventional method.
The invented method is also more efficient, because disk
media only have to be transported from the vendor's site to
the dealer’'s site; they do not have to be taken to widely
scattered PBX owneré' sites.

The emBodiment described above can be modified in
various ways. Data media other than thin flexible disks may
be used. The telecommunication link between the PBX 2 and
authorization apparatus 4 may be any type of B '
telecommunication link, not necessarily one employing RS-~
232C interface circuits and modems. Encryption and
decryption may be handled by the data communication program
26 in the authorization apparatus 4 and by a similar
communication program in the PBX 2, instead of by the
enabler program 34, modifier program 36, enabling program
12, and modifying program 18.

11
Sheet Has Been Reﬂlaced

T




- 6-, may be a standard circuit conformng to the well-known RS- 232C
specification, for exanple, as indicated in the draw ng. The
authorization apparatus 4 has a simlar serial (e.g. RS-232C) interface
circuit 22, and also has a disk drive 24 for reading and witing Gat

magneti c-di sk data nmedia. These magnetic disk nedia are thin flexible disks
sonetines referred to as floppy disks, and the disk drive 24 is commonly
referred to as a floppy disk drive (FE[»

Those skilled in the art will recognize that further
mod;fications are possible within the scope of the invention
as claimed below. ' ' -
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The authorization apparatus 4 al so has various nmenory units storing
different types of software. One menorhisighiet HastBeercRephicedat a conmmuni cati on

program 26 that conmunicates with the o I rough the interface
circuit 22. Another nenory unit stores Eﬂ ogram 28 t hagy ggpads
data fromdi sk nedia nmounted in the dis \% . Anot her nenory unit
stores a key analyzer program 30 that anal yzes the data read by the key

reader program 28, thereby deriving selection informtion and owner
information. Still another nmenor . r owner checker program 32

t hat checks the owner informtigﬁiAﬂr#semIiﬁngﬁégr am 34 and a nodifier
program 36, which are stored in two further nenory units, operate according
to results qgbtaine 4 a . ization
key preparaﬁron gb%§5%¥ﬁgqﬁpﬁas‘EEgﬁéi%ﬁFﬁfé _@Sﬁ%ﬁ%ﬁ %%?t éﬁ%%gﬁf rive
24 in the abriyateatbirencipxchanees (Zandavdng nhennaldposteresd Edrstiter

program 40, ogmee indd raft9COr( 190 A @AtAdy it o WA JfN sy 1R d tiput
program 44. The key writer program 40 assenbl es i nformation received from

the servi ce PEENES: SXRANGCamARPIAF I dhS FSP%a9Ton i nput program 44 into
an aut hori zati on ik@talanchgvin e itd @ raviadte ibiaincdn dehadigen (2), when

said private branch exchange is manufactured, disabled
software modules (10) fof providing said optional service
functions; _

generating an authorization key designating selected
modules among said software modules (10), said authorization
key also specifying second owner information identifying the
owner of said private branch exchange (2); |

writing said authorization key on a data medium (50);

reading said authorization key from said data medium
(50);

disabling further reading of said data medium (50);

interrogating said private branch exchange (2) through
a telecommunication 1link;

receiving said first owner information (16) from said
private branch exchange (2) through said telecommunication
link; _

comparing the first owner information (16) received
from said private branch exchange (2) with the second owner
'information specified in said authorization key;

sending said private branch exchange (2), through said
telecommunication link, enabling information causing said
private branch exchange to enable said selected modules, if
said first owner information (16) matches said second owner
information; and '

sending said enabling information together with
modification information through said telecommunication
link, said modification information causing said private
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di sk medi um nounted in the disk drive 38. —The telecommunication |ink
referred to above links the PBX 2 to the authori zatigon apparatus 4. The

-7- tel ecomunication link is created by a ot B3s gefr -
denodul at or devices 46 and 48, commonly referre U " . Whirglg g e
coupled to respective interface circuits 20 and | cate t hrough
a public tel ephone network. ' '

branch exchange (2) to alter said Internally stored first
owner information (18), if said first owner information does
not match said second owner information.

2. The method of claim 1, wherein said steps of generating
an authorization key and writing said authorization key are
performed by a vendor of said private branch exchange (2).

3. The method of claim 2, wherein said steps of reading,
disabling, interrogating, receiving, comparing, and sending
are performed by authorization apparatus (4) designed
specifically for performing these steps.

4, The method of claim 3, wherein said data medium (50) is
formatted to be readable by said authorization apparatus (4)
but not to be readable by commercially available data-
processing equipment. '

5. The method of claim 3, wherein said authorization
apparatus (4) is operated by a dealer who acts as an
intermediary between said vendor and the owner of said
private branch exchange (2).

6. The method of claim 5, wherein said step of sending
said enabling information together with modification
information is performed at the dealer's discretion, said
dealer being able to choose not to send said enabling
information if said first owner information does not match
said second owner information. '

T. A private branch exchange (2), comprising:

a first memory unit storing a plurality of optional
service modules (10) capable of being selectively enabled
and disabled;

14
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The nmenory units storing different types of_software in the PBX 2 need not
be physically separate units, but nmay conprise different areas in a single
menory device. The sane applies to the nenoryThlstShetestSIBeinﬂTﬁ dhori zati on

apparatus 4 and authorization key preparation Nextgod he
operation of this enbodinent will be described

e PBX 2 is

shi pped fromthe vendor to the prospective PBX owner, optional service

nodul es 10 are enabl ed according to the service functions ordered by the

prospective owner. Later, the owner, may require additjional service
ot i

functions. In thifs SR HRIQR, 40 IR 4t (STAH e ATGET 4 Xhds a
request to tflor waridartively eMaliling evediol 'aptsidrel asdnwiare apehekes (SEk, t he

aut hori zat i r t r OGESSy ]qﬁ& t The
service sel ?&%%ﬁ&éﬁe??rﬁﬁ% sp@y@&@ﬁaée%alpnpl e, a %&l]?lﬂo t ea opti onal
servi ce nodiiedscrmmumsicatian ikinke PBX 2, from which the operator selects
the nodul es needed tifiird ey tiiPNAl s ¥ M€ SwWrEIE LS riL0MP e Py the
PBX owner. The service selector program 42 responds by providing .
cor r espondi AGeRd Idating, athiIMRR i, Salekiffata by Ruancde sxahanr&sht ( Dhal
servi ce nodul es ), fdurthadi®yrynidiy storing a query answering program
(14) for providing said owner information (16) through said
telecommunication link; and

a fifth memory unit storing a modifying program (18)

for modifying the owner information (16) stored in said
third memory unit, responsive to modification information
received through said telecommunication link.

8. The private bfanch éxchange (2) of claim 7, wherein the
owner information (16) stored in said third memory unit is
also'printed in service documentation prepared by said
private branch exchange (2). |

9. The private branch exchange (2) of claim 7, wherein
said enabling information is encryptéd.

10. The private branch exchange (2) of claim 7, wherein
said modification information is encrypted.

11. An authorization apparatus (4) for authorizing use of
optional service functions provided by optional service
modules (10) in a pfivate branch exchange (2), comprising:

a first memory unit storing a key reader program (28)
for reading an authorization key from a data medium (50),
and disabling further reading of said data medium;

a second memory unit storing a key analyzer program
(30) for analyzing said authorization key and deriving
therefrom owner information and selection information, said

15
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prqQgram 40. The owner information input program 44 displays, for exanple,
an input screen on which the operator can enter owner infornation

identifying the PBX owner. The owner i nfoffhssheetias B m 44 provi des
the owner information to the key writer pro mmm“ ||HWe key Wi g2
program 40 uses the provi ded sel ection |nfo information to
gener at-e an - 8- aut hori zation key.

The aut hori zation key is preferably

selection information designating certain optional service
modules among the optional service modules (10) in said
private branch exchange (2); '

a third memory unit storing an owner checker program
(32) for interrogating said private branch exchange (2)
through a telecommunication link, receiving owner
information (16) stored in said private branch exchange, and
comparing the owner information received from said private
branch exchange with the owner information derived from said
authorization key; |

a fourth memory unit storing an enabler program (34)
for sending said private branch exchange (2), through said
telecommunication link, enabling information responsive to
said selection information, causing said private branch
exchange to enable the optional service modules (10)
designated by said selection information; and

a fifth memory unit storing a modifier program (36) for
sending said private branch exchange (2), through said
telecommunication link, modification information causing
said private branch exchange to modify the owner information
(16) stored in said private branch exchange, when the owner
information received from said private branch exchange does
not match the owner information derived from said
“authorization key but said enabler program (34) still sends
said enabling 1nformat10n to said private branch exchange

12. The authorization apparatus (4) of claim 11 wherein,
when the owner information (16) received from said private
branch exchange (2) does not match the owner information
specified in said authorization key, said owner checker
program (32) issues a prompt to a human operator, and said
enabler program (34) sends said enabling information to said
private branch exchange (2) only if said human operator
gives a certain response to said prompt.

16
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encrypted by mell-knomn met hods that nake the authorization key

i ndeci pherabl e wi thout the possession of a certaincryptographic key, mhlch
is-held by the key anal yzer program 30 in the authorlzatlon appar atus 4.

The key writer program 40 then writes thé' ‘? y on a dpfkoe
medi um 50 nmounted in the disk drive 38, pr non standard fornat
that can be read by the disk drive 24 in t on apparatus 4 but
not by disk drives installed in cormmercially avallable conput ers or ot her
dat a- processi ng equi pnent. The disk medium 50 is then taken fromthe

vendor's site to the dealer's site and nounted in the disk drive 24. The
key reader prgr &heSutdamsi 2diel autdppazetion Keyf ramime U) skhewelimm 50,

and wites i ]H{g;apt at prevents the
aut hori zatlosrrzlJ ﬁrom%ﬁgﬁ} %a%kagal n r ée(garrpl e, the key reader

program 28 can wite a special code designating the di sk medium 50 as
having been gad.rd Mrfd}%@iérheaﬂi?é’rdﬁ?sde{4prd1grﬁﬁﬁ§ 1] Uaksrd th r ead

di sk nedia that are marked with this code ernatively, the key reader
program 28 & epabing dnfmatlonilk8perRtethe key reader program 28
by overwriting the authorization key with other -data.

15. The authorization apparatus (4) of claim 11, wherein
said modification information is encrypted.

16. Authorization key preparation apparatus (6) for
producing an authorization key authorizing the use of
optional service functions installed in a private branch
exchange (2), comprising:

a first memory unit storing a service selector program
(42) for generating selection information designating a set
of optional service modules providing optional service
functions requested by an owner of said private branch
exchange (2);

a second memory unit storing an owner information input
program (42) for receiving input of owner information
identifying the owner of said private branch exchange (2);
and . _

a third memory unit storing a key writer program (40)
for combining sald selection information and said owner
information into an authorization key, and writing said
authorization key on a data medium (50).

17. The authorization key producing apparatus (6) of claim
16, wherein said data medium (50) is readable only once.

18. The authorization key producing apparatus (6) of claim
16, wherein said key writer program (40) encrypts said
authorization key.

17
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The key anal yzer program 30 anal yzes the authorization key read by the key
reader program 28 to obtain the selection information and owner infornation
encoded therein, and provides the owner information to the owner checker -
program 32. The owner checker program 32 interrogates the query ars\@gg ng
program 14 in the PBX 2 through the tel econmunication link: specifically,
t hrough the data communi cation program 26, interface circuit 22, nodem 48,
public tel ephone network, nodem 46, and interface circuit 20. The query

answering program 14 replies A%'ﬁﬁ% e leﬁ WLdS'HI&r mation 16 stored in

the PBX 2. The owner checker -9-

A private branch exchange has optional service modules
for providing optional service functions. The optional
service modules are initially disabled, but can be enabled
through a telecommunication 1ink, in reply to owner
information furnished by the private branch exchange. If
the owner information is incorrect, the optional service
modules can still be enabled, but the owner information
stored in the private branch exchange is altered to leave

- evidence of the enabling operation. The enabling is carried
out by remote authorization equipment according to an
authorization key that specifies both the required optional
service modules and the ownér information. The
authorization key is stored on a data medium that can be
read only once.

N
eet Has Been RTlaced

T
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program 32 conpares the owner information received fromthe PBX 2 wth the
owner information fromthe authorization key. |f the owner information
recei ved fromthe PBX 2 matches the owner informati ofhi i hlag Been Replaced .
aut hori zati on key, the owner checker program 32 activj E M’I ﬁl r
program 34. The enabl er program 34 receives the mat i on
obt ai ned by the key anal yzer program 30, and prepares enabling information
designating the optional software nodules that were specified by the

sel ection information. The enabling information is preferably encrypted
wi th an encryption key that makes the enabling information deci pherable

only by the enabling pr t he
enabl i ng i nformation i nclude the otwner iwWformation. The data
conmuni cation program 26 sends the g ‘ ling information tﬂ t he PBX
2. The enabling progran 12 degd 4 the |gnablijhg information and ¢nabl es
the use of the optional| servige nodyl edL 3 desipgnated in the enablijng
information, thus providing the re ngt d sgigjce functions to the]PBX
owner . cHISQl|Z2D
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| f t'he owner information received fromthe PBX RERACIMENTEHEETShe 8Gner
information given in the authorization key, tngfﬁﬂﬂ%ﬁkﬁhqgg@imepgmgﬂi32
. issues a pronpt to a human operator at the deq@@ﬂﬁg&@itegmgbﬁJﬁuﬁgﬂgmLﬁL

operator replies by choosing either to terninq@qhg@hﬁggqgg%&ﬂyﬁgéQQggﬁmmld

aut hori zation operation. |If the operator c_hoas‘?%gsg.a&er M L€ 18RS paged ..
N the authorization apparatus

gy ORGa gL i OF

operation, the tel econmunication link b e

and PBX 2 is disconnected. The operator chooke
if, for exanple, the wong disk nediumwas m uﬁﬁi\ﬁ bgg

drive 24. Provision of unintended service functions to the wong PBX

t hrough human RETEODCARND! APPARATES BORVGNAADING 0PTIONAE. FRRWAICH

chooses

to continue the operahbﬁﬁglhgg_ommer checkerjﬁﬁgg%an132 activates both the
i : -

fiNed BRIFALH

enabl er program 34 an

o E&GEPNGE program 34

BACKGROUND OF THE INVENTION

The present invention relates to a method and apparatus
for providing optional service functions in a privately-
owned or leased telephone switching system, referred to
below as a private branch exchange or PBX.

A conventional PBX has standard service functions that
are built in when the PBX equipment is manufactured, and
optional service functions that can be addediby loading
additional software modules into the PBX. When the PBX
owner orders additional optional service functions, a
representative of the PBX vendor brings to the owner's site

. one or more data media on which copies of the required

software modules are stored. The data media are read by a
device such as a disk drive in the PBX and stored in a non-
volatile memory in the PBX, thereby installing the software
in the PBX; then the data media are removed and the owner is
billed for the additional service functions.

This method of providing optional service functions is
slow and inefficient because it requires a separate visit to
the PBX owner's site each time optional service functions
are added. To add optional service functions to ten
different PBX systems, for example, the vendor's
representative must visit ten different sites.iwhich may
involve consideraﬁle travel time and expense.

A further disadvantage of the conventional method of
providing optional service functions is that it invites
mistakes, such as instaliing the wrong optional service
functions by inserting the.wfong data media into the disk
drive in the PBX. Such mistakes can moreover be made

intentionally, to provide service functions in a way that

deprives the PBX vendor of revenues. This unscrupulous

This is the replacement sheet
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- 10 - prepares enabling information as before, which is transmtted by
the data conmuni cation program 26 to the PBX 2 and causes the enabling
praogram 12 to enabl e the designated optional service nodules 10. The

nodi fier program 36 generates encrypted nodification information, which is
also transmtted by the data connunicatlgn program 26, and causes the

modi fyi ng program 18 to nodify the ownerZinfornmati on 16 stored in the PBX
2. For exanple, the nodifying program 18 may change the owner information
16 to include both the owner information 16 originally stored in the PBX 2
and the owner information given in the authorization key, and may add a

notice indbgaglt%et Inals tb*é%nomefrfﬂc%fﬁr;% a‘?{]?engﬁﬂi nd giving
the tine an ate of the change he op erator at t ealer's site nay
choose to software module is installed in the PBX, there has been no
way to tell whether the module was rightfully or wrongfully
installed.
An even greater disadvantage of the conventional method
is that the data media containing the software modules can
be copied using commercially available equipment. Once a
copy is made, further copies can be made from the copy, and
these copies can be used to provide pirated service
functions to an unlimited number of PBX owners. If such
copied medla come into general circulation, the PBX vendor
faces a serious loss of revenue.

SUMMARY OF THE INVENTION '

It is accordingly an object of the present invention to
provide optional service functions in a PBX promptly and
efficiently.

Another object of the invention is to prevent
unintended optional service functions from being pfovided by
mistake.

A further object is to prevent optional service
functions from being provided unscrupulously.

According to the invented method of providing optional
service functions, software modules for the optional service
functions are installed in the PBX when the PBX is
manufactured, but the use of these optional service modules
is initially disabled. The PBX is also provided with an
enabling program that can selectively enable the optional
service modules, a query answering program that provides
owner information stored in a memory unit in the PBX, and a
modifying program that can modify the stored owner
information. -

The PBX is purchased from a vendor who has apparatus
for producing authorization keys, and is serviced by a

This is the replacement sheet
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cont’i nue the authorization operation if the operator at the vendor's site
made a m stake in entering the owner information, for exanple. The operator
may al so choose to continue the operation if the owner information 16
stored it the PBX 2 has been corrupted through a malfunction in the PBX 2,
or when it is necessary to recover fromyarious other abnornal situations.
Service functions provided in this way | soon cone to the dealer's:and
vendor's attention, however, because the nodified owner informtion 16
appears on service docunentation that is generated by the PBX 2 and seen by
t he deal er and vendor. The vendor will therefore be able to claimrightful

revenues f @, 4t Vi f | r \Mig?g iéyg%' af eguar ds
are built iar?taolté?hzﬁ#oi rt'fs\a::?s e%(ﬂﬁe%ﬁ#he 'S atrruésdi%@nt: ca%l%?ﬁbgg copi ed on
commrer ci al OP tdPaalafed VA Fat saus The guthaiaa ot GrRaLratyg hout :
bei ng copi e@adshelatias nadtlid WhdYR NG e UERMIJ O Drapideatity Vidifd

o™ nicduiln at¥h WSl Phe W 10e Weckedh Tl Y Rower {mg? ™Y
program in the PBX through a telecommunication link.

When the PBX owner orders additional optional service
functions, the PBX vendor selects the software modules
needed for these service functions, combines information
designating the selected software modules and information
identifying the PBX owner into an authorization key, and
writes the authorization key on a data medium that can be
read only once. The data medium is brought to the dealer's
site and read by the dealer’'s authorization apparatus.
Software in the authorization.apparatus analyzes the

. authorization key, then interrogates the query answering
program in the PBX through the telecommunication link,
receives the owner information sent by the query answering
program, and compares that owner information with the owner
information given in the authorization key. If the owner
information matches, then enabling infofmation is sent from
the authorization apparatus through the telecommunication
link, causing the enabling program in the PBX to enable the
software modules designated in the authorization key.

_ If the owner information does not match, the person

"operating the authorization apparatus is notified. That
person can choose to terminate or continue the authorization
operation. If the operation is continued, software in the
authorization apparatus sends enabling information through
the telecommunication link, causing the enabling program in
the PBX to enable the selected software modules, and also
.sends modification 1nformation causing the modifying program
to modify the owner information stored in the PBX. The
'modified owner information appears on service documentation
produced subsequently by the PBX.

L4
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aut hori zation apparatus 4. Use of the sane di sk nmedium 50 to provide
services to nore than one PBX owner is therefore prevented. Even if
sonmeone succeeds in copying the disk medium 50 by neans of speci al

equi pnent, or succeeds in reading the disk nedium50 nore than once, the
aut hori zation key witten on the di sk nmedi um 50 contains owner information
that prevents the authorization key frortbeing used to provi de optional
service functions to other PBX owners indiscrimnately. Mreover, the

aut hori zation key can be encrypted in a way that nakes the authorization
key

The invented method is quick and efficient, because
optional service functions can be provided from the dealer's
premises via telecommunications links, without requiring
visits to the PBX owners' sites.

Provision of optional service functions by mistake is
prevented by the checking of owner information encoded in
the authorization key.

Unscfupulous practices are prevented because the data
medium containing the authorization key can be used only
once. - Unscrupulous practices are further prevented by the
alteration of owner information in the PBX, which leaves
detectable evidence if service functions are provided to a

- PBX owner other than the owner identified in the
authorization key.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram of an embodiment gf the
invention. '

DETAILED DESCRIPTION OF THE INVENTION
An embodiment of the invented method of providing
optional service functions will be described below with
reference to the attached drawing. _
Referring to FIG. 1, the invented method involves three
'major components: a PBX 2, authorization apparatus 4, and
authorization key preparation apparatus 6. The PBX 2 is |
owned or leased by an entity such as a company or
organization, referred to below as the PBX owner or simply
'owner,' and iIs installed on the owner's premises. The
authorization apparatus 4 is installed on the premises of a
dealer through whom the PBX 2 may have been purchased or
leased, and who provides maintenance service for the PBX 2.
The authorization key preparation apparatus 6 is operated by
the vendor of the PBX 2, who may also be the manufacturer of

“This is the replacement.shset
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i ndeci pher abl e, except by the key anal yzer program 30 in the authorization™=#*
apparatus 4, and possession of the encryption key needed for generating

aut hori zation keys can easily be restricted to the key witer program40 in
t he aut horization key preparation apparatus 6. The invented net hod of

provi di ng optional service functions is-iacordlngly much nore resistant to
human error and unscrupul ous practices than is the conventional nethod. The
i nvented nethod is also nore efficient, because di sk nedia only have to be
transported fromthe vendor's site to the dealer's site; they do not have

to be taken to widely scattered PBX owners' sites. The enbodi nment
descri bed qggy an Heq npgli {4 | other than thin
fl exi bl e di sks may be used. %ﬂaiﬂec?/:%%%%:’%r?ﬂi%@% et Ween the PBX 2

and aut hori zat i dh St kedisdes aelp hommf t (e %ﬁl%ek%%%mﬂ%ﬁﬁc%ﬁf@%ar¢nk
not necessaidd #1 Aa &K O¥i D It B xréﬁeméla@e CTH& Uf & BLSwthgodens.

Encryption nd dec t|o { be -han the data co ni cati on program
26 in the glpga AU P R b'i)g% "é‘?"ﬁﬁl%?o'ﬁ% i the |W‘B¥-‘6gram
in the PBXdX ﬁmstwd 2)1‘ I5h 1§ emenrcdy edonpy ODs s 3for nexidip B¢, @@ am 36,
enabl i ng P M 1e semiconductor memory devices which provide a number

of memory units for storing different types of software.

One memory unit stores a standard service software
module 8 for providing standard telephone service functions
such as originating and answering calls. These functions
are sometimes referred to as plain old telephone service or
POTS.

Another memory unit stores a plurality of software
modules 10 for providing optional service functions such as
call waiting and call forwarding. These software modules 10
are installed when the PBX 2 is manufactured, but they can
be selectively enabled and disabled. Software modules 10
for optional service functions that the PBX owner requests
and pays for are enabled; other software modules 10 are
disabled.

Another memory unit stores an enabling program 12 that
can change optional service modules 10 from the disabled
state to the enabled state in response to information
received through'a telecommunication link. Another memory
unit stores a query answering program 14 that provides owner
information 16, identifying the PBX owner, through the same
telecommunication link. The owner information 16 is stored
in yet another memory unit. Still another memory unit
stores a modifying program 18 that can modify the stored
owner information 16, responsive to information received
through the telecommunication link.

The telecommunication link in this embodiment is a
serial data link that operates through a serial data
interface circuit 20 in the PBX 2. The interface circuit 20

“This is the réptacement sheet
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12,:and nodi fyi ng program 18.

This is the replacenent sheet - 12 -
Those skilled in the art will recognize that further nodifications are
possible within the scope of the invention as clai ned bel ow.

_ e . _

may be a standard -circuit conforming to the well-known RS-
232C specification, for example, as indicated in the
drawing. _

The authorization apparatus 4 has a similar serial
(e.g. RS-232C) interface circuit 22, and also has a disk
drive 24 for reading and writing data on magnetic-disk data
media. These magnetic disk media are thin flexible disks
sometimes referred to as floppy disks, and the disk drive 24
is commonly referred to as a floppy disk drive (FDD).

The authorization apparatus 4 also has various memory
units storing different types of software. One memory unit

- stores a data communication program 26 that communicates
with the outside world through the interface circuit 22.
Another memory unit stores a key reader program 28 that
reads data from disk media mounted in the disk drive 24.
Another memory unit stores a key analyzer program 30 that
analyzes the data read by the key reader program 28, thereby -
deriving selection information and owner information. Still
another memory unit stores an owner checker program 32 that”
checks the owner information. An enabler program 34 and a
modifier program 38, which are stored in two further memory
units, operate according to results obtained by the owner
checker program 32.

The authorization key preparation apparatus 6 has a
disk drive 38 similar to the disk drive 24 in the
authorization apparatus 4, and memory units storing a key
writer program 40, a service selector program 42, and an
owner information input program 44. The key writer program
40 assembles information received from the service selector
program 42 and owner information input program 44 into an
authorization key, and writes the authorization key on a
disk medium mounted in-the disk drive 38. ,

The telecommunication link referred to above links the
PBX 2 to the authorization apparatus 4.  The

‘This is the replacement shﬁet :
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-13 - : WHAT 1S CLAIMED | S: 1. "A nethod of
provi di ng optional service functions in a private branch exchange (2)
having internally stored first owner information (16) identifying an owner
of said private branch exchange, conprising the steps of: instal ling
in said private branch exchange (2), wpgp__said private branch exchange is
manuf act ured, disabled software nodul es—(10) for providing said optional
service :

telecommunication link is created by a palr of modulator-
demodulator devices 46 and 48, commonly referred to as
modems, which are coupled to respective interface circuits
20 and 22 and communicate through a public telephone
network.

The memory units storing different types of software in
the PBX 2 need not be physically separate units, but may
comprise different areas in a single memory device. The
same applies to the memory units in the authorization
apparatus 4 and authorization key preparation apparatus 6.

Next, the operation of this embodiment will be

-described.

When the PBX 2 is shipped from the vendor to the
prospective PBX owner, optional service modules 10 are
enabled according to the service functions ordered by the
prospective owner. Later, the owner may require additional

- service functions. In this case, the owner negotiates with
the dealer, who sends a request to the vendor.

At the vendor's site, a human operator uses the
authorization key preparation apparatus 6 to process the
request. .fhe service selector program 42 displays, for
example, a list of the optional service modules 10 installed
in the PBX 2, from which the operator selects the modules
needed for the additional service functions requested by the
PBX owner. The service selector program 42 responds by
providing corresponding selection information, designating
the selected optional service modules 10, to the key writer
program 40. The owner information input program 44
displays, for example, an input screen on which the operator
can enter owner information identifying the PBX owner. The
owner information input prdgram 44 provides the owner
information to the key writer program 40.
| The key writer program 40 uses the provided selection
information and owner information to generate an
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functi ons; generating an authorization key designating sel ected
nodul es anong said software nodul es (10), said authorization Kkey also
speci fying second owner information identifying the owner of said private.
bfanch exchange (2); witing said authorization key on a data nedi um (50);
readi ng said authorization key fron1sa|q3data medi um (50); di sabl i ng
further reading of said data nedi um (50)r- I nterrogating said private
branch exchange (2) through' a tel econmmunication |ink; recei vi ng
said first owmer information (16) fromsaid private br anch exchange (2)
through said tel econmmunication Iink conparing the first owner .

i nf or mat i Orhlﬁ‘é@tfff&\?iryﬁdkesfr ro dﬂfﬂ‘iéﬁ’f&&t P&ﬁnﬁélyewhaa&?eégalw th the

second owner ormatl on speci n Ssail aut hor| zat | on

sendi ng saiPGPFYRERS BF e t&&?ﬂﬁmﬂ?%@ﬁdstﬁ?%ﬁg%a§%lHhet%mﬁg%ﬁﬁ%%F%%ﬁlon
l'ink, enably iﬁﬂ@émémp@ummo@ﬁl the PpoyseesboRneh £xedefg@ento enabl e

O e et e Rt & e ph I St WOEE b SR ek d D)2 0P S S5
30 in the authorization apparatus 4. The key writer program
40 then writes the authorization key on a disk medium S50
mounted in the disk drive 38, preferably in a non-standard
format that can be read by the disk drive 24 in the
authorization apparatus 4 but not by disk drives installed
'in commercially available computers or other data-processing
equipment.

The disk medium 50 is then taken from the vendor's site
to the dealer’'s site and mounted in the disk drive 24. The
key reader program 28 reads the authorization key from the
disk medium 50, and writes information on the disk medium 50
that prevents the authorization key from being read again.
For example, the key reader program 28 can writé a special
code designating the disk medium 50 as having been read, in
which case the key reader program 28 refuses to read disk
media that are marked with this code. Alternatively, the
key reader program 28 can erase the authorization key from
the key reader program 28 by overwriting the authorization
key with other data.

The key analyzer program 30 analyzes the authorization
key read by the key readér program 28 to obtain the _
selection information and owner information encoded therein,
and provides the owner information to the owner checker
program 32. The owner checker program 32 interrogates the
query answering program 14 in the PBX 2 through the
telecommunication link: specifically, through the data
communication program 26, interface circuit 22, modem 48,
public telephone network, modem 46, and interface circuit
20. The query answering program 14 replies by sending the
owner information 16 stored in the PBX 2. The owner checker

«
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sending said enabling informati on together wwth nodification information
t.hrough said tel ecommunication |ink, said nodification information causing
said private - 14 - branch exchange

(2) to alter said internally stored first owner information (16), if said
first owner information does not match said second owner information. '

program 32 compares the owner information received from the

PBX 2 with the owner information from the authorization key.
If the owner information received from the PBX 2 matches the
owner information given in the authorization key, the owner

checker program 32 activates the enabler program 34.

The enabler program 34 receives the selection
information obtained by the key analyzer program 30, and
prepares enabling information designating the optional
software modules that were specified by the selection
information. The enabling information is preferably
encrypted with an encryption key that makes the enabling
information decipherable only by the enabling program 12 in
the PBX 2. For further security, the enabling information
may include the owner information. The data communication
program 26 sends the prepared enabling information to the
PBX 2. The enabling program 12 deciphers the enabling
information and enables the use of the optional service
modules 10 designated in the enabling information, thus
providing the requested service functions to the PBX owner.

If the owner information received from the PBX 2 does
not match the owner information given in the authorization
key, the owner checker program 32 issues a prompt to a human
operator at the dealer's site. The human operator replies
by choosing either to terminate or to continue the service
authorization operation. If the operator chooses to
terminate the operation, the telecommunication link between
the authorization apparatus 4 and PBX 2 is disconnected.

The operator chooses to terminate the operation if, for
example, the wrong disk medium was mounted by mistake in the
disk drive 24. Provision of unintended service functions to
the wrong PBX through human error can thereby be prevented.
. If the operator chooses to continue the operation, the
owner checker program 32 activates both the enabler program
34 and the modifier program 36. The enabler program 34
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2.  The nethod of claim1, wherein said steps of generating an

aut hori zation key and witing said authorization key are perforned by a
vendor of said private branch exchange (2). 3. The nethod of claim 2
wherein said steps of reading, disabling, interrogating, receiving,
conparing, and sendi ng are perforned leaughorization apparatus (4)

desi gned specifically for perform ng thé&se steps. 4. The net hod of
claim3, wherein said data nmedium (50) is fornatted to be readabl e by said
aut hori zati on -apparatus (4) but not to be readable by commercially

avai | abl e data- processing equi prent. 5. The nethod of claim3, wherein
sai d aut horg Zddd (s AN PLne {fforlma PRGE A Eb Yo P'e»?igféhY‘@Q acts as an
i ntermedi ary between said vendor and the owner of said private branch

ransmitted by the data communication program 26 to the PBX
2 and causes the enabling program 12 to enable the
designated optional service modules 10. The modifier
program 36 generates encrypted modification information,
which is also transmitted by the data communication program
26, and causes the modifying program 18 to modify the owner
information 16 stored in the PBX 2. For example, the
modifying program 18 may change the owner information 16 to
include both the owner information 16 originally stored in
the PBX 2 and the owner information given in the
authorization key, and may add a notice indicating that the
owner information has been changed and giving the time and
date of the change. _ '

The operator at the dealer's site may choose to
continue the authorization operation if the operator at the-
vendor's site made a mistake in entering the owner
information, for example. The operator may also choose to
continue the operation if the owner information 16 stored ih
the PBX 2 has been corrupted through a malfunction in the '
PBX 2, or when it is necessary to recover from various other
abnormal situations. Service functions provided in this way
will soon come to the dealer's and vendor's attention,
however, because the modified owner information 16 appears
on service documentation that is generated by the PBX 2 and
seen by the dealer and vendor. The vendor will therefore be
able to claim rightful revenues for the service functions
provided.

Various other safeguards are built into the first
embodiment. The disk medium 50 cannot be copied on
commercially avallable equipment because of its special
format. Without being copied, the disk medium 50 cannot be
used to provide service functions to more than one PBX,
because the disk medium 50 can be read only once by the

exchange (
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6. The nethod of claim5, wherein said step of sending said enabling
i.nformation together with nodification information is perforned at the
deal er's discretion, said dealer being able to choose not to send said
enabl i ng information if said first owner information does not match said
second owner information. 7. A private branch exchange (2), conprising:
a first nmenory unit storing a pIuralltyEﬂi “optional service nodul es (10)
capabl e of being selectively enabl ed and di sabl ed,;

authorization apparatus 4. Use of the same disk medium 50
to provide services to more than one PBX owner is therefore
prevented.

Even if someone succeeds in copying the disk medium 50
by means of special equipment, or succeeds in reading the
disk medium 50 more than once, the authorization key written
on the disk medium 50 contains owner information that
prevents the authorization key from being used to provide
optional service functions to other PBX owners
indiscriminately. Moreover, the authorization key can be
encrypted in a way that makes the authorization key
"indecipherable, except by the key analyzer program 30 in the
authorization apparatus 4, and possession of the encryption
key needed for generating authorization keys can easily be
restricted to the key writer program 40 in the authorization
key preparation apparatus 6. |

The invented method of providing optional service
functions is accordingly much more resistant to human error
and unscrupulous practices than is the conventional method.
The invented method is also more efficient, because disk
media only have to be transported from the vendor's site to
the dealer's site; they do not have to be taken to widely
scattered PBX owners' sites. '

The embodiment described above can be modified in
various ways. Data media other than thin flexible disks may
be used. The telecommunication link between the PBX 2 and
authorization apparatus 4 may be any type of
telecommunication link, not necessarily one employing RS-
232C interface circuits and modems. Encryption and
decryption may be handled by the data communication program
26 in the authorization apparatus 4 and by a similar
communication program in the PBX 2, instead of by the
enabler progran 34,'mod1fier progfam 36, enabling program
12, and modifying program 18.
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a second nenory unit storing an enabling program (12) for selectively
enabling said optional service nodules (10), responsive to enabling
i nformation received through a tel ecommunication |ink; a third nenory
unit storing owner information (16) identifying an owner of said private
branch exchange (2); a fourth nmeno unit storing a query answering
program (14) for providing said owner i rmation (16) through said
t el ecommuni cation |ink;. and a fifth nenory unit storing a nodifying
program (18) f-or nodifying the owner information (16) stored in said third
menory unit, responsive to nodification information received through said
t el ecomruni cat i LN T pri.va r a ( laim7,
wherein the omnggo%%f%F%&%ﬁgniFlggeségxegﬁﬁﬁ ggﬁggﬁéggd%ﬁg§oiyrghﬁg is
modifications are possible within the scope of the invention

as claimed below.
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al so printed in service documentation piepared by said private branch

exchange (2). 9. The private branch exchange (2) of claim7, wherein
said enabling information is encrypted. 10. The private branch exchange
(2) of claim7, wherein said nodification information is encrypted. 11.

An aut horization apparatus (4) for auth&i;ing use of optional service
functions provided by optional service mdules (10) in a private branch

exchange (2), conprising: a first nenory unit storing a key reader
program (28) for reading an authorization key froma data nedium (50), and
di sabling further reading of said data nedi um a second nmenory unit

2nd deriving ¢ horetrom ouner 1 MFBRIAS, SHAAMPAREct fon (nf ormation, sal ¢
1. A method of providing optional service functions in a
private branch exchange (2) having internally stored first
owner information (16) identifying an owner of said private
branch exchange, comprising the steps of:

‘installing in said private branch exchange (2), when
said private branch exchange is manufactured, disabled
software modules (10) for providing said optional service
functions; '

generating an authorization key designating selected
modules among said software modules (10), sald authorization
key also specifying second owner information identifying the
owner of said private branch exchange (2);

writing said authorization key on a data medium (50);

reading said authorization key from said data medium
(50); , S

disabling further reading of said data medium (50);

interrogating said private branch exchange (2) through’-
a telecommunication liﬁk;

receiving said first owner information (16) from said
private branch exchange (2) through said telecommunication
link;

comparing the first owner information (16) received
from said private branch exchange (2) with the second owner
information specified in said authorization key;

sending said private branch exchange (2), through said
telecommunication link, enabling information causing said
private branch exchange to enable said selected modules, 1if
said first owner information (16) matches said second owner
information; and |

sending said enabling information together with
modification information through said telecommunication
link, said modification information causing said private
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- 16 - selection information designating certain optional service

" nodul es anong -t he optional service nodules (10) in said private branch
exchange (2); a third menory unit storing an owner checker program
(32) for interrogating said private branch exchange (2) through a

tel ecommuni cation link, receiving owner information (16) stored in said
private branch exchange, and conparing e owner information received from
said private branch exchange with the owner information derived from said

branch exchange (2) to alter said 1nternally stored first
owner information (16), if said first owner information does
not match said second owner information.

2. The method of claim 1, wherein said steps of generating
an authorization key and writing said authorization key are
performed by a vendor of said private branch exchange (2).

3. The method of claim 2, wherein said steps of reading,
disabling, interrogating, receiving, comparing, and sending
are performed by authorization apparatus (4) designed
"specifically for performing these steps.

4. - The method of claim 3, wherein said data medium (50) is
formatted to be readable by said authorization apparatus (4)
but not to be readable by commercially available data-
processing equipment.

5. The method of claim 3, wherein said authorization
apparatﬁs (4) is operated by a dealer who acts as an
intermediary between said vendor and the owner of said
private branch exchange (2).

6.. The method of claim 5, wherein said step of sending
said enabling information together with modification
information is performed at the dealer's discretion, said
dealer being able to choose not to send said enabling
information if said first owner information does not match
sald second owner information.

T. A private branch'exchange (2), comprising:

a first memory unit storing a plurality of optional
service modules (10) capable of being'selectively enabled
and disabled; '
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aut hori zati on key; a fourth nmenory unit storing an enabl er program
(34) for sending said private branch exchange (2), through said

t el ecommuni cation link, enabling information responsive to said selection
i nformati on, causing sald private branch exchange to enable the optional
service nDduIes (10) designated by said_selection information; and a
fifth menory unit storing a nodifier 5r&§rén1(36) for sending said private
branch exchange (2), through said tel econmuni cation |ink, nodification

i nformati on causing said private branch exchange to nodify the owner
information (16) stored in said private branch exchange, when the owner

[ nf ormat  on 1 ool YelohhORkfBkd. BhirtALeoRiARe 1ncLaRRIYRLIpEDetan Makh the

owner information erive rom sal authorrza | er
progran1(3ﬁyrsseuBC§éﬁeéYssnabéﬁ35|sn@duﬁp§ﬁﬁaﬁﬂoherai§&|aospﬁvétélpﬂanch

exchange. redgonsh¢eatbhennbatingniafbemnatidn( 4bcefivedaithirblighhar ei n, when

the owner informatio ved fromsaid private branch exchange (2)
does not nﬁﬁéﬁCPHBHB%ﬁé%?%Hfgﬁﬂkr.on specified in said authorization key,

said owner checkethird memory unit storing owner information (16)
identifying an owner of said priVate branch exchange (2):

a fourth memory unit storing a query answering progranm
(14) for providing said owner information (16) through said
telecommunication link; and '

a fifth memory unit storing a modifying program (18)
for modifying the owner information (16) stored in said
third memory unit, responsive to modification information
received through said telecommunication link.

. 8. The private branch exchange (2) of claim 7, wherein the
owner information (16) stored in said third memory unit is
also printed in service documentation prepared by said
private branch exchange (2). '

9. The private branch exchange (2) of claim 7, wherein
said enabling information is encrypted.

10. The private branch exchange (2) of claim 7, wherein
said modification information is encrypted.

11. An authorization apparatus (4) for authorizing use of
optional service functions provided by optional service
modules (10) in a private branch exchange (2), comprising:

a first memory unit storing a key reader program (28)
for reading an authorization key from a data medium (50).'
and disabling further reading of said data medium;

a second memory unit storing a key analyzer program
(30) for analyzing said authorization key and deriving
therefrom owner information and selection information, said
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program (32) issues a pronpt to a human operator, and said enabl er program:-*
(34) sends said enabling information to said private branch exchange (2) e
~only if said human operator gives a certain response to said pronpt.

. This is the repl acenent sheet ' -17-

. 13. The authorization apparatus (4) of %%ainlll, wherein

selection information designating certain optional service
modules among the optional service modules (10) in said
private branch exchange (2);

a third memory unit storing an owner checker program
(32) for interrogating said private branch exchange (2)"
through a telecommunication link, receiving owner
information (16) stored in said private branch exchange, and
comparing the owner information received from said private
branch exchange with the owner information derived from said
authorization key;

a fourth memory unit storing an enabler program (34)
"for sending said private branch exchange (2), through said
telecommunication link, enabling information responsive to
said selection information, causing said private branch

+ exchange to enable the optional service modules (10)

designated by said selection information; and
' a fifth memory unit storing a modifier program (36) for
sending said private branch exchange (2), through said
telecommunication link, modification information causing
said private branch exchange to modify the owner information
(168) stored in said private branch exchange, when the owner
information received from said private branch exchange does
not match the owner information derived from said
authorization key but said enabler program (34) still sends
said enabling information to said private branch ethange.

12. The authorization apparatus (4) of claim 11 wherein,
when the owner information (16) received from said private
branch exchange (2) does not match the owner information
specified in said authorization key, said owner checker
program (32) issues a prompt to a human operator, and said
enabler program (34) sends said enabling information to said
private branch exchange (2) only if said human dperator
gives a certain response to said prompt.
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sai d authorization key is encrypted. 14. The aut horization apparatus (4)

af claim1l, wherein said enabling information is encrypted. 15. The
aut hori zation apparatus (4) of claim1l, wherein said nodification
i'nformation is encrypted. 16. Authorization key preparation apparatus (6)

- for producing an authorization key auth32X2|ng the use of optional service
* functions installed in a private branch change (2), conpri sing: - a
~first nmenory unit storing a service selector program (42) for generati-ng
selection information designating a set of optional service nodul es
provi di ng optional service functions requested by an owner of said private
branch exchange (2); a second nenory unit storing an owner information

i nput program (42) for receiving input. of owner information
13. The authorization apparatus (4) of claim 11, wherein

saild authorization key is encrypted.

14. The authorization apparatus (4) of claim 11, wherein
said enabling information 1s encrypted.

15. The authorization apparatus (4) of claim 11, wherein
.said modification information is encrypted.

16. Authorization key preparation apparatus (8) for
producing an authorization key authorizing the use of
optional service functions installed in a private branch
exchange (2), comprising:

a first memory unit storing a service selector program
(42) for generating selection information designating a set
of optional service modules providing optional service
functions requested by an owner of said private branch
exchange (2);

a second memory unit storing an owner information input
program (42) for receiving input of owner information
identifying the owner of said private branch exchange (2);
and '

a third memory unit storing a key writer program (40)
for combining said selection information and said owner
information into an authorization key, and writing said
authorization key on a data medium (50).

17. The authorization key producing apparatus (6) of claim
16, wherein said data medium (50) is readable only once.

18. The authorization key producing apparatus (6) of claim
16, wherein said key writer program (40) encrypts said
authorization key.
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i dentifying the owner of said -private branch exchange (2); and a third .=
nenory unit storing a key witer program (40):for combining said selection =%
i nformati on and said owner information into an authorization key, and

writing said authorization key on a data nmedi um (50). 17. The
-~ aut hori zati on key produci ng appar at us (q%qu claim 16, wherein said data
medi um (50) is readable only once. 18 ="The aut horizati on key producing

| apparatus (6) of claim16, wherein said key witer. progra e
o aut hoﬁi )Z a M A REL RS BEY MGl CUANGGD VR
' .LCEE%%§ IN A PRIVATE BRANCHlEXCHANGE ’

This is the repl acerss
ABSTRACT OF THE DISCLOSURE

A private branch exchange has optional service modules
for providing optional service functions. The_gptional
service—modules are initially disabled, but can“be enabled
through a telecommunication link, in reply to owner
information furnished by the private branch exchange. 1f
the owner information is incorrect, the optional service
modules can still be enabled, but the owner information

'stored in the private branch exchange is altered to leave
evidence of the enabling operation. The enabling is carried

- out by remote authorization equipment according to an
authorization key that specifies both the required optional
service modules and the owner information. The '
authorization key is stored on a data medium that can be
read only once.

Fig 1
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