SECURI TY FOR MOBI LE COVMUNI CATI ONS DEVI CE BACKGROUND OF THE | NVENTI ON

[ 0001] The present Invention relates to nobile comrunications. [00021 As a
result of their nobility, nobile conmunications devices are sonetinmes |ost
or stolen. Frequently, the loss of the information stared on a m ssing
device is of greater concern than the |loss of the device itself. For
exanpl e, the device may have sensitive and/or confidential information
stared on it that could cause harmIf acquired by others. Such sensitive

i nformati on could include, anbng other things, stored nessages of a

confidential nature, and stored conmmunications infornmation that would
all ow a -. hind par tSEQURITYHORNPBYHE CONMUNIGATIANS PENICE he person to whom

t he nmobil e dgp(@;@.ggbugh,t(ﬁmmy|m}m¢mgs [0003] In sone nobil e-
communi cati ons_networks nce a user discovers tha,t his or her nobile

device is m B8Hg, Thﬁereﬁ?nfgw@nf@aﬁeiﬁtsﬂﬂémbﬁ? FRMHWRIGHPRS: operator and request

td hat a "fall[opazkek'ar bﬁ(itsﬁtﬁ\?[rtmbmily.em@bilsmrmglumﬁdﬁlohedélﬁﬂels@ﬁa |nstruct|h ng the
evice to w NS ve_.ln rmat i, o ver Suc a
et om + o qut RIS S PR P e bREG iRl s B EL | < o st g,
and that themissibg Hevickdy poaredier doncecio taa thedeasiod thewdevibe tdedf. et wor k. | f t he
user reli eseﬁﬂgp@ﬁm%%b&%a{z Héve%ﬁém}&'aﬁ%f %f%ériﬂﬁlynfﬂﬁﬁ’atlgﬁst‘dféﬂb| e to report

it mssmg or enin a manner . security for nobile

conmuni cat i offst et sauldcapge *é?f'@Jr?@@l“Wd by ORI SeTEilve IROERPHPEN [ 0005]

ACE_OlrdI ng- t Ocofd :ﬂmmhgo@&ﬁaltm stofedintRsdgay onk btﬂ'{ﬂldeﬂtihﬁiﬂitrés provi deg '?‘h
nobi | e comunpi ns dev 0 ni cat | a_ Wi rel ess networ e
nobi | e commﬂ'?dcsg?rﬁgﬁ%m'agwaggnﬁ' @Fﬁag’mmﬁ'hw@f@ﬂl&%% d E?’mtgge havi ng dat a
stored thermosguesdprecegteily gothe getsenltotvdictiiibe Bobieadpyict oghtiigessirg the
data, a co ;ﬁ;@tlons sub-system connected to the processor for exchanging

signal s wi rel ess network and with the processor, a user input
i nt erface c@Hﬁﬂct'%%PWQ)’“@@'H&U’@%WGWW%FE%’P@ﬁél”ée @Hs‘%rﬁ’és%‘f%%@é%or in

response to hi§ef ha@idbdevice is missing, he or she can contact te network
' operator and request that a “kilt packet” be sent to the missing mobile device
instructing the device to wipe sengitive information from its memory. However,
such a system requires that the user realize that the mobile device is missing,
and that the moblle device be in communication with the network. If the user
relies on the device for communication, they may be urable to repott it
missing ot stelen in a timely marniner. '

[0004] Thus, security for mobile communications devices is a concern.

SUMMARY OF THE INVENTION )
[0005] According to an example embodiment of the invention, there is provided

a mobile communications device for communicating with & wireless network. The
mobile communications device Includes an electronic storage having data stored
thereon, a processor connected ta the storage for accessirg the data, a
communications sub-system connected fo the processor for exchanging signals
with the wireless network and with the processor, a user inaut interface
connected to send user input signals to the processor in response to user action,
and a security module associated with the processor for detecting a trigger
condition and automaticatly taking a security action if a user bypass action is not
detecied after detection of the trigger condition. _




and a security nodul e associated with the processor for detecting a trigger
condition and automatically taking a security action if a user bypass
action is not detected after detection of the trigger condition. [0006
Accordi ng to anot her exanpl e enbodi mnent of the invention, there is

provi ded a nmethod for providing security for a nobile comrunication device
that 1is configured to communi cate over a wirel ess conmuni cati ons network,
including steps (if. (a) nmonitoring for a trigger condition; (b)
subsequent to occurrence of the trigger condition, nonitoring for a user
bypass- action at the nobile communication device; and (b) upon failure to
detect the upeas|bypassn@tidnohepdiamible ehtRuiMeansiehohvdriien, tineeeliat er mi ned

condi tion, autq ically.taki acti. to protect d on the
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present i nveisteomfigursiditd clrenomimte appamireiess rtnuwdmatiorsdietrarklineludikgl | ed in t he
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DESCRI PTI ON OF trigaer eoRAiieNeDNiomo &r srspoi AtRcEo bRt tgﬁh@ﬂ leesent invention

vvit Itl nov l;e gﬁ%ﬁéﬂiﬁ@n d&ycey\@%ﬂo(ggﬁpogmwtsd@;ewhe Mi}dr B}l;ﬂ'a%fa aﬁtﬁjﬁ@&ez}] o the
attached Figures, rein: , igure t is |l ock diagra ow ng a
conmuni cat i o?@”gﬁf&eé’gfheiﬂﬁ?ﬂeifﬂpﬁﬁ 39'}43'8?4%&05’@%%‘%?‘8%&%a&ﬁ%“a‘%a’é?rp?%e to which
t he present d4ts etatddam th@ayobileecomppinicatt dbGGe.10] Figure 2 is a fl ow di agram
of a securit 0 el ' . lLoyention. [0011]

Li ke referen gBﬂugﬁ%lagﬁe;c?se%gggaéﬁr? %?ﬁﬂ%ﬁ%ﬁ%ﬁﬁ %%nt@%@t%gbﬁﬁ denote simlar
el enent s andeafrasant tetsoseREdtpariEmBiipEpdre #THEN reder 21thRiglerineng - now to t he

drawi ngs, Fi galeRntibniof sichit @fkodihadts 8nhé fvéntion PdnhActANAMikeat | on devi ce 10
to which the $r esent invention is applied in an exanple enbodi nent. Theée
mobi | e comuAtCIPFRNLEYE: 10 is a two-way

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Embodiments of the present inveption will now be described, by way
of example only, with reference to the attached Figures, wherein:

' [0008] Figure 1 is a block diagram showing & communications system
including a mobile communications device to which the present invention may
be applied,

[0010] Figure 2 is a flow diagram of a security process according o
embodiments of the Invention. . )

[0011] Like reference numerals are Used throughout the Figures to denoie
similar elements and features.

DETAILED DESCRIPTION

[0012] Referring now to the drawirigs, Figure 1 is a block diagram of a
mobile cornmunication device 10 fo which the present invention is applied in
an examiple embodiment. The mobile communication device 10 is a fwo-way
communication device having at least data and preferably also voice
communication capahilities. The device preferably has the sapability to
communicate with other computer systems on the Internet. Depending on the
functionality provided by the device, in various embodimerits the device may
be a data communication device, a multiple-mode communication device




communi cation device having at | east data and preferably al so voice

communi cation capabilities. The device preferably has the capability to
comuni cate with other conputer systems on the Internet. Depending on the
functionality provided by the device, in various enbodi nrents the device may
be a data communi cation device, a nultiple-nbde communication device 2
configured for both data and voi ce communi cati on, a nobile tel ephone, a PDA
(personal digital assistant) enabled for wirel ess communication, or a
conputer systemwith a wireless nodem anong other things. [00131 The

devi ce includes a communi cati on subsystem 11, including a receiver 12, a

Lransm ter LmigBAd @320dcRl £ \oRTRONRARaIBHClinaR: 0060 Dhe, PO, pref erabl y

enbedded or intérnal, antenna el enents | ocal ‘oscillators.(LCs)
13, and a pr desxseHiidirheagisEnt garplersorwimless cammenlgition. OrgyGEWEEHr (DSP) 20.
As will be agpaé;ﬂmmhhqw[@h;@§ﬁm§gﬁﬁ|dnﬁﬁigbfheﬂﬂmgél el d of cormunl cations, the

t I d t b be d dent
Phe communi cASh e (67 TIORRF SHMPHACHE) FUBOTEn TBIlRR o operate.
[0014] Si gnalrsceiverts, edriniyittertie, a‘rdmm&até;ﬁcmﬁpmugh‘.mh\msmbess conmmuni cati on
network 50 ape.l Efé%@raﬁlg anBS?Jeﬁ%ﬁn}{efﬁat Ja%ten}ﬁ‘é‘élgﬁﬂemwe Bfd d@ idfy SUch common

recei ver functl o requency conver si on,
filtering, cogeltpiersd&eddiasn ﬂmeﬁﬁﬁféﬂ mpgule sughas Pﬁ'mf@iﬁtgnabnbodl ments, anal og

to digital comessramp)20. RsﬁlliBbhﬁa’aréfﬁfﬂlﬂbsea‘%lﬂ%?q'tﬁeﬁém@I’e transnitted are

e Tront & Wittt Sarh i Aot atifs o aiel SR Y si on.

frequency up wmwmp&nm; uppanl theeedramgynicatign ndtwarl i eivicrathe deviesnis m SSI on over
the communi %ﬁ% rk 50 via the antenna 18. In certain device

enbodi nent s, e ant nna 16 and the antenna i 8 may be the sane antenna
whi l e ot her 484t Fisnels rageived bnbe getennads thiopaly aweelash enna systens for a

recei ver ant eammuaRsticA HebwRNEH0 drb fpuBB kIR Ya8siver 12, which may perfarm
stich commoen receiver functions as signal amplification, frequency down
conversion, filtering, channel selection and the like, and In soma
embodiments, analog to digital conversion. In a similar manner, signals to be

_transmitted are processed, including modutation and encoding for example, by

the DSP 20 and input to the fransmitter 14 for digital to anslog conversion,
frequency up conversion, filtering, amplification and transmission over the
communications network 50 via the antenna 18. In certain device
embodiments, the antenna 16 and the antenna 18 may be the same antenna
while other embodiments will include two separate antenna systems for a
receiver antenna and a fransmitter antenna.

" [0015] The device 10 includes a microprocessor 38 that controls the overall
operation of the device. The microprocessor 38 interacts with communications
subsystem 11 and also interacis with furiher device subsystems such as fhe
dlsptay 22, flash memory 24, random access mamory (RAM) 26, auxiliary
inputfoutput (I/0) subsystems 28, serial port 30, keyboard or keypad 32,
speaker 34, microphone 36, a short-range comimunications subsystem 40,
and any other device subsystems generally designated as 42.

[0016] Some of the subsystems shown in Figure 1 perform communication-
related functions, whereas other subsystems may provide ‘resident” or on-
device functions. Notably, some subsystems, such as Keyboard 32 and




100151 The device 10 includes a m croprocessor 38 that controls the overall
operation of the device. The m croprocessor 38 interacts with

conmmuni cati ons subsystem 11 and also interacts with further device
subsystens such as the display 22, flash nmenory 24, random access nenory
(RANI') 26, auxiliary input/output (I/0O subsystens 28, serial port 30,
keyboard or keypad 32, speaker 34, m crophone 36, a short-range

comuni cation.; subsystem 40, and any ot her device subsystens generally
designated as 42. [0016] Sone of the subsystens shown in Figure 1 perform
communi cation- related functions, whereas other subsystens may provide
"resident" Oﬁlsmyzmwéx@mpfeumﬁyb@ﬂsﬁadfNQioﬁb&oM‘lmmﬁchﬂémetﬁtemi, such as
keyboard 32 ﬁ’n& g %ﬁ ar’rE - ré used for both

communi cati o é’P%uS&%P 8 %PPSA%’“"@&%EW Irtrany ??'?ﬂgov&r?ext nessage for

t ransm ssi oncamrenicationrpstwokj adtdedne-residantflnctiensdudeas 8 ealcd@atodent f uncti ons
such as a c%gﬂgtator or task list. [00171 Operating system software 54
and vari.ous tware applications 58 wused by the mcroprocessor 38 are, in
one exanpl e ERHHdi Premiing sysdane gofiwareS4 ansarieysasfivare PRGNS 58s f1 ash nenory

24 or si m'Iauseatuymﬂgﬁmaipmmb;sémﬁs&oné&;talrd mﬁbdtnm@wtdrewnld appreci ate
that the oper ons 58, or parts

t
t her eof , p%@gttg&%g%/ayq% %%‘Fﬁa#b@a'gaﬂ’ 2 9f 6‘“" ar\?fﬂ"%ﬂ% qﬁ%ﬁemgﬂyp% such as RAM

26. It i S coslﬂlbd'pﬂ tht ed wilhgprecatecthataik aenatng systdm 64, spedihadesicenay al so be

stored to %@%‘?ﬁ%gﬁl %Q;E%%&rlﬂw lgeictgﬁlégﬂ’aglﬁ%adépmcva&létﬁ’en toits

operating- I on of software
appl i cat i ons$9® Eh BHBAMEG 5. comemplﬁ@délnaérwaﬁwccgr@numaﬂa@p@n@at i ons 58
whi ch cont r onapagh 6e dBMIdGERANEAL i ons, including at |east data and voice
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t he devi ce 1f@refdnabdugrtabieh exavatonoif kofhisre agplicaions 58 ar fhebe@csuwbsyst em 28,

serial "port g’l%detémﬁéd' ge@&%p]ﬁ:%m%iﬁ%wh%gﬁtml basic device operations,
including at least data and voice communication applicatior.s for example, will
normally be installed on the device 10 during manufacture. Further
applications may also be lnaded onto the device 10 through the network 50,
an auxiliary /O subsystemn 28, serial poﬁ 30, short-range communications
subsysiem 40 or any other suitable subsystem 42, and installed by a userin
tha RAM 26 or a nar-volatile store for execution by the microprocessor 38.
Such flexibllity in application installation increases the functionality of the
device and may provide enhanced on-device functions, corimunication-

" related functions, or bath. For examplé, secure communicalion applications

miay enable electronic commerce functions and othér such financial
fransactions o be perforrned using the device 10.
[0019] In a data communication mode, a received signal such as & text
message or web page download will be processad by the communication
subsy_stem 1 and i_nput to the ricroptocessor 38, which will preferably further
process the received signal for output to the display 22, or iternatively to an
auxiliary /O device 28. A user of device 10 may also compose data items
such as email messages for example, using the keyboard &2 in cdnjunction
with the display 22 and possibly an auxiliary /0 device 28, Such composed




subsystem 40 or any other suitable subsystem 42, and installed by a user in
the RAM 26 or a non-volatile store for execution by the m croprocessor 38.
Such flexibility in application Installation increases the functionality of
the device and may provi de enhanced on-device functions, comrunication-
rel ated functions, or both. For exanple, secure communication applications
may enabl e el ectronic comrerce functions and ot her such financi al
transactions to be performed using the device 10, [0019] In a data

comuni cati on node, a received signal such as a text nessage or web page
downl oad wil|l be processed by the conmunication subsystem 11 and input to
t he m croproit@ssaay Hi8n bwirammitdd dveps ednenaiayior netbdtie throgyghaikess t he recei ved

signal for o y 22, or alternatively to an auxiliary 110
devi ce 28. A%rﬁrgbmo OHQ&SgAtg@d?n&y al so conpose data itens such as enail

nessages f or [%einplhe,setislipay 30 eFiguey boanid nomilipbé imptengreeddtison  with the
di splay 22 apetsafabibd YsdfarR POA) ilotiiindaih @yl sHE conposed -4 items

may then be transm over nication networ hrough t he
comuni cat i oRYE{RBFateB It £ Uspisodegiton premrugsTi(aat SRy My ben Figure 1 woul d

normal |y be usgrbBeEsk %Cbnld‘ptnﬂxal Wc%@ﬂﬁbor@hﬂ&h@‘la@@r&&@%@«m erebldy - type
conmuni cati on dﬁvﬁﬁie for zat | s, deskt op

comput er ( not™EMm ?relfreévcga p[aﬁgrﬁtgmag V'C?Qr%ﬂwgﬁﬁ%’hﬁ%'ag'm ce conponent.
Such a port ; wadd weiehdithe majmbéities of tisedevice by proviging fe irdoramtiort &r ough an ext er nal

device or - SOLIHAFLAGRIMAE ] holeAcho MU IHInBLAINL iiecgapabi i ti es of the

device by providing f nfor mati on or e do oads to the device 10
ot her than t RBUYHCHCOW$WPESSs conmuni cat | on network. [00211 A short-range

conmmuni cat i O[wzwbﬁyfﬁrﬁﬁhﬁeﬂcdnﬁn@ldcahﬁrk@ﬁlﬁs §t@mmn@91furth\émcﬁ’fboﬁw provide for
communi cati on,het ween

B n e‘? ﬁvg &‘gerent S or devi ces,

whi ch need n8t"“REREEE gH Y GB@'T%’PW |°8?’ G thgdevieg [0 '@é{ﬁ% % the subsystem

40 may i ncl udysteams ¢rievigese dhide neainoneteassityhieairaildr devices. For
example, the subsystem 40 may include an infrared device and associated

' circuits and components ot a Bluetooth™ communication nodule o provide
for communication with similarly enabled systems and devices. The device 10
may be a handheld device.
[0022] In an example embodiment, wireless gateway 62 ivadapted to raute
data packets received from a mobile communication device 10 over wireless
mobile network 50 to a destination electronic mail messaging or Internet
access server 68 through a wireless connector system 64, and to route data
packets received from the server 68 through the wireless connector system 64
over fhe wireless mobile network 50 to a destination mobila communications
device. Wireless mobile network 50 is, It an example embediment, a wireless
packet data network, (e.g. Mobitex™ or DataTAC™), which provides radlo
coverage to mobile devices 10, although if could be any other types of
. wireless networks. Depending on the type of wireless neiwark 50, it may be

necessary to route data packets between a TCP wireless gateway 62
cornection and an X.25 or P address mobile network conrection and vice
versa uging an intermediary routing mechanism that providas TCP dlients
access to an X.25 connection. As is conventionally known, such a wireless
mechanism could use, amang other things, NET ID (PRataTAC) or FST MAN
{Mobitex) to connect to wireless mobite netwark 50.




circuits and conponents or a BluetoothTM comunication nodule to provide
for communication with simlarly enabl ed systens and devi ces. The device 10
may be a handhel d device. [0022] In an exanpl e enbodi nent, wrel ess gateway
62 is adapted | to route data packets received froma nobile

communi cation device 10 over wireless nobile network 50 to a destination
el ectronic mail nessaging or Internet access server 68 through a wrel ess
connector system 64, and to route data packets received fromthe server 68
t hrough the wirel ess connector system 64 over the wireless nobile network
50 to a destination nobile comunications device. Wrel ess nmobile network
60 is, |n an [Bf3hpMérclerpariewmr? formswe qoahestien orfeidiebetdaerathaet wor k, (e. g.

oD L eXTV of SR G TMbical W PEAULARS it desc ST BmirfeoiB | © devces

~10; although it could be any ot W rel ess net Dependi ng
on the type GNIRF ikarest c5s8s-wpPKIcH. w'r?leﬁﬁegﬂtwv B3deeupied\petigeiout e dat a

packets bet wedinieds héiotki S0ehe &f raaiveea Yatl AetwokRGidiRias angiedn X 25 or |IP
addr ess nobi | vice vers an i nternediary

routing rrechézﬁpréerﬁqtrﬁﬁstem ggg&“ﬁ%%?‘:r\]a&%?Eiﬁft@rq'tcga‘lfc‘?ﬁvgsga gré??‘af'% connect i on-
As i s conventéndadinient, walessgmhwafﬁ&imﬁbeastewnmﬁaﬂam coul d use, anong

ot 1 noS.blEEubRs( BB SEAGILln BBV S ABIBERbrgonect (o W re ess

mobi | e network 50 -5 ?002 rel ess rms a connectiomn or
bridge bet vveé’ﬁf‘“ﬁ"}?ém S8 qisp @Cb.'ﬁ%ﬁ wipalese §T§Pﬁfémﬂ6\dlk‘§ hatisteeaer ed with wirel ess

e-mai | conurietiden odbbiladdlicas 16 Hﬁ@ﬁ:?@éss@ﬁi‘éﬁﬁ?ﬁz &m@wué!esﬂrédé olfVi T el ess

gateway 62 is_c | ed bet wee net y‘%’ nd., he hardw red data
.network t hat T??@tépﬁ&m\?{fﬂgﬁwggymlﬁﬁﬁﬂ%’i? V@ t‘*@Wﬂg@ GIREMEREYY | nat i on
el ect roni ¢ naplting ereceani@i@disdusseaiabexa it provfeeﬂ)‘ﬂle olumts, acoles talanel ess gat evay

D2 SLores SYSBUR LaHedichh e BLEMSLOLER! & and tables

t hat store nob I ce ncI udes wi rel ess

transport nod‘['!ﬁbé% devigeat0 qvak wWralase gobisupaiise St cedlalpAckes a0 and wi r el ess
gateway 62- THagerileE iRy Sird $eANBAY dpper layer of the wireless transport module

for processing through wireless gateway 62 to wireless connection system 64
and eventually to destination electronic mail server 68. Wireless connector
system 64 is part of the wired, backbone network and is couplad to wireless
gateway 62. Wirgless connector system 64 communicates with wireless
gateway 62 and each electronic message server that connects to wireless
gateway as a uniquse address. Mail server 68 is coupled to wireless connector
system 64 and, in ohe embodiment, is a conventional elecironic mail server.
[0024] The mobile device 10.stores service data 60 and other data 64 in an
erasable persistent memory, which in one example embodiment is flash
memory 24. In various embodiments, the service data 60 i1cludes the

. information required by the mobile device to establish and maintain
communications with the wireless communications networlc 50 (wireless
network service data) and the wireless gateway 62 (gateway service data).
Other data 64 may include, among other things, user application data such as
email messages, address book and contagt information, calendar and
schedule infermation, notepad documents, image files, and other commonly
stored user information stored on the device 10 by its user. Other data 64 may
also include data required for the communications layers managed by the
wireless connector system 64 and servers 68.




nodul e conmmuni cates with wirel ess nobile network 50 using the '"internediary
routing mechani sm di scussed above (that provides TCP clients access to an
X25 or UDP connection) and assenbl es data packets being received from
nobi | e device 10 over wirel ess nobile network 50. Once data packets are
assenbl ed, they are sent to the upper layer of the wireless transport
nodul e for processing through wireless gateway 62 to Wrel ess connection
system 64 and eventually to destination electronic mail server 68.

Wrel ess connector system64 is part of the wired, backbone network and is
coupled to wireless gateway 62- Wrel ess connector system 64 communicates

Wi th wirel esmo2gatigoriér Rdbraidd ﬁé@‘ﬁyﬁl‘a@%{&%td‘em&ﬁléﬂév@@m/ﬁe that connects

e 2L oa AR ay et R il ocmcaant o edmeglon ot onar
el ectronic; ised doftwerwempoidddhdtlis pireofitbbgeeatilg ey dtem 9. nsther es serv!ce data
60 2nd oL her efigbdinbifsfh A EASABLEDENTLAL S1L STRIL AED 11 one

exanpl e enboglnen nents t he service
data 60 i ncPRRiesion I‘i@ Sewaﬁmteffrmtthwer@qgmé@n 54/ Thh@elmmm m@duu%&ﬁ ce to

establ sh_ansciiBdg1hdetions MBI B8 kot st 8hsheCommuni cat i ons
network 50 (wreless network -service data) and the wrel ess gateway 62

(gat eway ser 8798 4P 55Ty OubERRYALY PEICESH2P0H0RS 19 oM i IgwRSn iM%t her t hi ngs,
user appl i casscontygeaticasseonts raseffeﬁrwuéadmsaﬂmh iragldiesafigud@ntke and cont act

i nformation, h on. QL e docunents, inmage
files. and o %ﬁd W q’%m)ijlh{(]"dwﬁr eg(r?ég Ougé}F Wfpéé %rrnor}?air{@%gd on the deV| ce 10
by its user. c&wdhiens, demnuiie 6418$ﬁi'9't6kaE@Cﬁdﬁmhlneﬁaumtﬁﬁaseqmweﬁdiefor t he

comuni cat i Oﬁ&ohﬂlﬁﬁgswmgﬁﬂhﬁydévﬂg10Wl[fa‘?.lltc§|§a?|c§l$rq{ﬁ@%9ve system 64 and
servers 68. [00251 In order to provide security for a lost or stolen nobile

‘device 10, t REUNY IABEWeS.0 . i ncl udes a security modul e 56, which in one
exanpl e errbo[mﬁﬁntln ah sxamEobmbalirert Mo estany ptdtass 100 ipadive of the operating

system 64. P@rrtheﬁ\'gg%dd %Qqﬁiso%hg%ﬁ@g% qusé%hﬁFRG ISy Or is part of,

a special i ze twar e 51 1°Eat I on c%%er ating system
54. The secuzl?q;yclmlﬂ @5@4 of checking to see if one or more predetermined

trigger conditions have occurred, Such checking step is periodically carried
out until a triggering event accurs. In one example embodirnent, a trigger
event occlrs when the mobile device 10 has been out of cormmunication with
wireleas network 50 fora ‘predetermined time duration. As indicated in step
206, upon occurrence of a frigger event, the device 10 prompts the userto
take bypass action (step 206) - for example, in one examp e embodiment, the
davice 10 prompts the user to enter a password or other shared sacret
through keyboard 32 or, in a device 10 having voice recogriition abilities,
through microphone 36. In various embodiments, the device 10 promipts the
user to take other actions or combinations of actions in addition to or in place
of inputting & password or other shared secret, such as, by way of non limiting
examples, prompting a user fo swipe a card carrying identilying infermation
through a_ card reader attached to the device 10; and/or prampting the user to
rmove the device so that it re-establishes communications v/ith wireless
network 50. In some embodiments, the device 10 skips stes 206 and does nat
actively prompt the user to take a required action, but rather just expects the
required action to be taken after the trigger event has occurred.




I ncludes instructions for configuring the m croprocessor 38 Lo cause the
device 10 to carry out security process 200 that is shown in Figure 2. The
security process 200 is in effect a "deadman's" switch in that it
configures the device to, upon the occurrence of one or nore predeterm ned
-trigger conditions, require a user to take a predeterm ned user bypass or
override action, failing which the nobile device 10 will automatically
take active security nmeasures. [0026] In an exanpl e enbodi nent, the
security process 200 is active whenever the nobile device 10 is on. As
indicated In step 204, the process 200 includes a step 204 of checking to
see if one omumre\smcmﬁemmbmemﬁ smﬁsbmftdct@adfarnbeomthgg@emurred. Such

checki ng ste di a out nt|I tri ering event occurs.
In one exanp e""i‘ﬁﬁ%&‘k’ﬁ}gﬁﬁﬁ H%E'&g@,\ SMRARIReT o"c‘f'&eu‘?g he nobile device

10 has been lstuedhthestspine he teat detammihgshf thevequirasiastioreis wakek. 180 for a

predet er m ne@nbﬂxé@aﬁfér&%tﬁ@imeﬁé t'hQ?é ate@pbgb a%'i:&?mu%%@ upon occurrence of

a trigger event, devi ce user ake bypass action
(stop 206) #L@FESéK&JAmﬂnaﬂet%W*H%a Efﬁﬁ?tﬁrﬁw@d t@%’éﬁ“ﬁéﬁﬂg Wtﬂwaa devi ce 10

pronpts the ‘fQgertihe sabdeqlierd tAS SMMRFrehdRIof HehRyesHRME dndeckitlin a t hr ough
keyboard a2 reco nltlon abilities, through

in.a device
m crophone 3%5‘5‘%’:%”\/}?9.”8{5‘55 g‘ﬂ?ﬁ%ﬁttqgeacg‘ﬂ% FPRBE W BF% s the user to
t ake ot her aattenpirstoentecd pdEswartd), etrendisothe deviceotiswill proaekdi thitake t o or i n pl ace

L e ufl m%&élﬁés Pl ite2oho3fe ﬁhhe%.g&@tﬁamms&ﬂy of non

limting exanple pronp user to sw a car carrélpl ng identifying
i nfor mat i on CAURPNG HOMSE D te E“’m!’@'fa“b(tstﬂéﬁﬁﬁé@" Pbge!%dcfémiﬂb@'cﬁ nsand/ or

pronpting t hantises addbectfay effdchasnbimidparationl biltak the uketims! abl i shes
communi cati on

ess od| nts t he device
10 skips .step ’5”5'88 a@ﬂ%ena%%clsusﬁﬁ?d'o%%&ﬁ?fgthﬁ? %‘fﬁ??s ﬁ(@" 5" ake a required
action, but théfusetimedst usexrsciosptitreothardamto edte detroquiret @yﬂmst aken after the

Lrigger eveniofifand el less dhia $i084 b 1r0UeliBbGRERTebPhodl 8208, subsequent
to occurrence of a I gger event
(irn phone enabled devices) or send e-mails (Iin e-mail enabled dewces) for

example. In some telephone enabled embadiments, 911 calls may be
permitted during the fuse time. In alternative embodiments, normal
functionality may be fully maintained during the fuse time. If the required
bypass action is successfully taken within the fuse time, device functionality is
restored, and the security process returns to monitoring for the next tngger
event (step 204),

[0028] Tuming now to step 210, in the event that the required bypass action
-is not successfully taken by the user in step 208 within the predetermined fuse
time or attempt limit, the' device 10 automatically undertakes information
protection measures. In cna embadiment, the device 10, in order to protect
the data stored on device 10 from falling into the wrong hands or being used
without authorization, the security module 58 erases or wipes all or selected
parts of the service data 60 that is stored in the device’s 10 persistent and
volatile storage. In one example embodiment, service data 30 required to
establish and maintain communication between the device 10 and wirsless
network 50 is permanently erased, effectively disabling the communications
ability of the mobile device 10. In some embodiments where the device
includes a wireless phone, 911 emergency service may be exclusively




and after pronpting the user to act (in enbodi nents where a pronpt is

I ssued), the device 10 then determnes if the required action is taken. In
vari ous exanpl e enbodi nments, the required bypass action nust be
successfully conpleted within a predetermned tinme duration (eg. within a
"fuse" time) subsequent to the occurrence of the trigger event, and/or
within a predeterm ned nunber of attenpts at the action (for exanple,
within three attenpts to enter a password), otherw se the device 10 w ||
proceed to take precautionary security neasures. In one enbodi nent, the
security nmodule 56 causes the device 10 to tenporarily suspend all or

sel ect ed comainizicad.iTha servica detaireqiredockstablisbrand eddiregini vel y non- oper ati onal

during the fééﬁm%f#cgﬁ:né tﬁr&rj%hsth?ﬁ[ré}{aés %@ﬂgéfsh@%ﬁ" sa%b'o ns, t her than the

bypass action qeer TESNG osptlon ot her
than to takeﬁlmaH@qﬁFVﬁ@debWaﬁsvarla@a¢mlwdtrmm¢s maadiion kiowrdsteadat a st ored on

the devi ce fosma@eda@sewmmﬁsu«au@fmeemar@ﬂfme.%%mgs) or send

a-mails o‘&" devi ces exa sone t el ephone
enabl ed enb ﬁ“éﬁ?é”c"g'lrfﬂ tE“aF?e‘édﬁtaf Hheas E‘p@?‘hﬁ"ﬁﬁséﬂeﬁﬁ?ﬂt?@ afthe fuse time- In
al ternative aenm@lbmts& cam@'fdﬁﬁénd sehitlinardin iyn, Mjephe déstinentsai nt ai ned

d t he f, ti fully tak
Wi the B t1B Araahdlr Fiekieraarr BT R e Miaret et he senur ity
process r et uhasioage gbmitilerderige b Thud én sie@ 10t inivgdgess erdedintenfsst ep 204) .

10028] Tur nijRgr@vh Fé?]uﬁéc?tpy ﬂ?lé-@iv(ladnenlgttg ﬁﬁ@ﬂ’dﬁréts tcﬁﬁatrr Lﬁl&gn%%ﬂhw d bypass

action 1is not successft ul ?/ e user hin the
O

predet er mi nd?9¢I¢ES angliag tey ré'f"teél‘?fﬂrmfﬂ‘i‘%“ﬁm ”@Hé’e&@'\‘fdéét'ait? tB&it omatical |y
undert akes |umfansﬂaibtednthaﬁabj?wﬁ¢omg.dmg@ﬂﬂsmm b, igBenzaeRAshAmNt , the device

10, in order ta,st ce 10 fromfalling into the
wrong hands’ de&%% ?ﬁuuéddtge \&ﬁeﬁﬁw{"” 3? ﬁ%'?t ‘.?dep'”ﬁﬁféaf%fi‘@un ty nodul e 56
erases or vviﬁb@‘@ﬂaﬁld uS@r ofdbd deiced?. lpa'ﬂmcma@fnbbdhmeste.rtw detaghaitecti6d t hat is
stored in ”L"ec&’rﬁ&’éa&i%n?ak%ﬁuﬁ@épsﬁ%t @.ﬂ?cryp\'. %Q'L‘i’ 80l 18880 4" One exanpl e

enbodi nent , Eerw ce data ' requi re mai ntai n
comuni cat i Ji® PRIYIGRdHa t"‘ﬂ‘y"ro@h\ﬁré'éta-l@"'é‘ﬂ'ﬂgﬁh‘crhéila@s%mpommy unusable,

instead of deleting it. In such embodiments, the device 10 has a locally
installed encryption engine, and an encryption Key stored in the persistent
mermory of the device is used for the eneryption. During or after the encryption
process, the encryption key is either deletad or ancrypied fo protect jt. Once
encrypted, a decryption key must be obtained from a secure: third party source
(for example, the operator of the wireless network 50 and/or the wireless
gateway 62} to decrypt the cata.
[0029] In various embodiments, other predetermined trigger conditions are
trigger events in step 204. For example, in one embaodiment, variation in user
-input from & predetermi_ned threshold, such as lack of keyboard activity for a
predetermined duration, is used to trigger the requirernent for user action,
féiling which Informafion protection measures are taken. In some
embodiments, trigger conditions can be based on changes n
comimunications, messaging or usage characteristics or pafterns of the device
10. For example a trigger condition could result when volurre of data packets
sert or received by the device over the wireless network traffic exceeded a
predetermined threshold, or when the pattern of base stations used in
communications varied from predetermined threshelds. A ir gger condition




network 50 is permanently erased, effectively disabling the comrunications
‘ability of the nobile device 10. In sone enbodi nents where: the device

i ncludes a wirel ess phone, 911 energency service nay be exclusively 8

mai nt ai ned. The service data required to establish and maintain

comuni cations through the wireless gateway 62 is, in various enbodi nents,
also or alternatively deleted- In various enbodi nents, in addition to or
instead of service data 60, ~ selected portions of all of the other date 64
on the nobile device 10, including the user data such as e-nmmil nessages,
contact and address book lists, cal endar and scheduling information,

not epad dfcum f:iasu1ti'ﬂﬁ@i@vl@éhdeﬁt@ﬁfsidébf:@@}&dﬁ@ﬂ{ixfﬁd cg,bér.agemﬁ.rlni % ormation is
permanent Yy erased [.ro { tor Oor1 , noQl.l e "ev ce us, I n step
Do a5 BB e Brash o RO SRR SRR R e 10 to
function as adapinetyicirdgiredhgthd ewtuity miduleceised enlnoraratbpsenafing ext or ot her -

information {ORY DG weodicdeptial to the user is deleted, thereby
renovi ng, anon c‘otk{%r t hi ngs, ?nfornation fromthe device 10 that could

be used by olH8Pk to Erecbpyofrssdhadembepisrestsvhthe prefent imanleta8ed user of the

?e\éu ce 10. t | mtézlrﬂgﬁ _twel @g@@@b BRIt Alttgrétlaﬂs,lciﬁédmc@trcmfaﬁ% Végi&tiorﬁs?ﬁw it yf act Ih on
aken in ste i ncl udes,_ encr i n or cted portions o e
servi ce dat aBﬁﬁé‘?%‘?ﬁBf’?‘?e‘fm&éilﬁé?%ﬁ)@ﬁﬁegﬁ%gm%ﬁ?dﬁﬁg@éh? W?Oa?i ly unusabl e,

i nstead of ddémriingdgrant the kropswt the dnvboithinneiittsis defreddghecdzih® has a | ocal |y
instal |l ed encry. LbPRerEA0i Ne, and an encryption key stored in the persistent
menory of the device I's used for the encryption. During or after the
encryption Process, the encryption key is either deleted or encrypted to
protect it, Once encrypted, a decryption key must be obtained froma
secure third party source (for exanple, the operator of the wreless
network 50 and/or the wireless gateway 62) to decrypt the data. 10029] In
vari ous enbodi ments, other predeterm ned trigger conditions are trigger
events in step 204. For exanple, in one enbodi neni, variation in user
“input froma predeterm ned threshold, such as |ack of keyboard activity for
a
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predeterm ned duration, is used to trigger the requirenent for user action,
failing which informati on protection neasures are taken. In sorne

enbodi ments, trigger conditions can be based on changes in comunications,
nmessagi ng or usage characteristics or patterns of the device 10- For
exanple a trigger condition could result when volune of data packets sent
or received by the device over the wireless network traffic exceeded a
predeterm ned threshold, or when the pattern of base stations used in
conmuni cations varied from predeterm ned thresholds. A trigger condition 9
could result if the device went outside of a predeterm ned coverage area.
‘In sone embWHATESIGLAINMER IS:hr eshol ds for determining trigger conditlons
Goul d be adaptively configured by the security nodul e based.on, normal
operating characteristics of the device 10. (0030] The above- descri bed
enbodi nents &f t Hemphile-communicatipandéving farcomniunicelingerdthteoviteiesexanpl es onl y.

Al terations, ndRak k&pispgs and varlatlons\nay be effected to the

parti cul ar embodi hent s by those skilled in the art without departing from
t he scope of theaFﬁ#@ﬂ?m%ﬂDmﬂﬁh%WPQQ?ﬁﬁ@ﬂ?%gﬁﬁﬁv the claims appended

hereto. -10 V\HATaIpSocﬁbékirI&&aethd tdtheétof@@lrdr%c@éégﬁyme%tal ons device for
conmuni cat i ng wth a wreless el ectronic stor age

havi ng data st or & PSS g4b- W&&E@BF‘&%J;E{ﬁ%%?rggesﬁﬁq?’ﬁcﬁrﬁwgge f or

accessing | Hanaiwéwthawelmmatwmtmmwsmbpwsssem connected to the processor
for exchangi ng %'t&@ﬁh&t‘mtér%cé%n\%té@{ %%ﬁdﬂ%‘ﬁ]}% fl-tWHeh the processor; a

user input interface connected $end user gnals to the processor
in response P‘HCWQF'”WPWWHWE‘E““%WH ty nodul e assom ated with the

- processor for detzagtirgmadild 4@06ated with the processor for detecting a trigger
condition and automnatically taking a security action if a user bypass action is not
detected through the user input Interface after detection of the trigger condition.

2. The mobile communications device of ¢laim 1 wherein the security action
includes erasing all or selected data from the storage to protect the data.

3. The mobile communications device of claim 1 whersin the security action
includes encrypting all or selected data from the storage fo protect the data.

4, The mobile commurnications device of claim 1 wherein the data includes
service data required by the moblle device to successfully communicate over the
wireless network and the sedun‘ty action includes erasing the service data from
the storage.

5, The mobile communications device of claim 1 wherein the sécurity action

includes disabling an ablility of the device to communicate with the wireless
networlk.

6. The mabile device of claim 1 wherein the trigger condition includes &

variance from a predetermined threshold in a communications characteristic
between the device and the wireless network.
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condition and automatically taking a security actlon if a user bypass
action is not detected through the user input interface after detection of
the trigger condition. 2.. The nobile comuni cations device of claim1
wherein the security action includes erasing all or selected data fromthe
storage to protect the date. 3. The nobile conmunications device of claim1l
wherein the security -action includes encrypting all or selected data from
the storage to protect the date. 4~ The nobile comuni cati ons device of
claiml wherein the data includes service date required by the nobile
device to successfully conmunicate over the wreless network and the
security actz.on Tmmmlesieﬁbcaﬁfidz@nﬁh@wﬁaﬁﬁhée@nﬁaﬁiﬁntﬁhﬁmﬂmrﬁﬁmrage 5. The

ol udes. ar Seng k=S e tar iR Meko MeE0ol eh e TFERREL , O0' e

wirel ess neeak. 6- The rmbl | e device of claim| wherein the trigger
condition includes a variance froma predeterm ned threshold in a

communi cati ons characteristic between the device and the w rel ess network.
11 . 7. The %obi e Mebiecampnicationsfieyicpd caimht wharendomirges catdiinms |
charact eri stih€udesaGkdkde Sortmif&Eatbte deaéd Wit tRalireess RAVMREM ot he devi ce and
the wirel ess nobi | e conmuni cati ons device of claiml

wherein the ‘%T‘FS%E‘"%&HW?‘?%E‘  ncludes a | ack of comunication by the
device with the wirel ess network for a predetermned duration of tine. 9.

The nobile cgarrrrum&,g%[@r&gm%}ﬁb PQE% icets Palrn ){\%%,% ‘ﬂpé p?gérrdowm condi tion

i ncludes a variance in the use o e user inpu
pr edet er mi ndBEUGEH FYERYICE In e userpfdha ST l“BUtd‘Hﬁ’fﬂfﬁlfré’é‘tﬁ padelgrEiiegde of claim 9
where: n theahtsiedid.i nput interface includes a keyboard or keypad and the
trigger condition includes inactivity of the user input interface for a
predet er m ned durati on. '

10.  The mobile communications device of claim 8 wherern the user input

interface includes a keyboard or keypad and the trigger condition includes
inactivity of the user input interface for a predetermined duration.

11.  The mobile communications device of claim 1 where'n the securiy module
takes the security action if the user bypass action is not detected within a
predetermined duration after the defection of the trigger cordition.

12.  The mobile communications device of claim 11 wherain the security
module takes the security action If the user bypass action iz not detected within a
predetermined number of attempts by the user to take the Lser bypass action.

3. The mobile communications device of claim 1 wherein the user bypass
action includes entry of a secret shared by the device and the user.thrizugh the
user input interface.

14.  The mobile communications device of claim 1 wherein the device includes
a user autput device for issuing a prompt for action to the user, the security
module causing the prompt to be issued upon detection of the trigger condition.

-12 -




11. The nobile comuni cations device of claim| wherein the security nodul e
takes the security action if the user bypass action is not detected within
a predeterm ned duration after the detection of the trigger condition. 12.
The nobi |l e comruni cati ons device. of claim 1l wherein the security nodule
takes the security action if the user bypass action is not detected within
a predeterm ned nunber of attenpts by the user to take the user bypass
action. 13. The nobile conmuni cati ons device of claim1l wherein the user
bypass action includes entry of a secret shared by the device and the
user.through the user input Interface. 14. The nobil-e conmuni cati ons

devi ce of cl -pg m A mduesaad pmmtaggg@aun@eoﬁmﬁbhné%mnﬁmuﬁﬁm devitgnet idevi ce for
issuing a p t for action to

curi causi ng the
br ompt Lo besaua oGO BBEE ST St Fepr el M el £51 5
nmet hod of prewpsdifng security for a nobile commnication device that is

confi gureq to Cﬁg%:nJ ﬁnﬁ-ﬁ-\g\‘cﬁ\éetﬁ%?%{%ndﬁbﬁss communi cati ons network, including

steps of : (a) condition; (b) subsequent to
occurrence of thé)snbiggesnt tm-wdulrtaﬂeﬁafth%ﬁﬂﬂ%rﬁ“ﬁ@'*“ﬂbFﬂoé}'tﬂrb‘ﬂé@'@c ermi ned user

bypass actio gétemdruggﬂﬂ VBaS O IRkt @/ rhétle S6MmGAIcatRA deviés; hntipon failure to
detect the pre

term ned user action within redet.ermned tinme
duration after O&EHP?‘EW%EB*defq?g&FPf%iﬁf@F“‘E%%ﬁefp 58 acg Bﬁélf]l fcal Iy taking
security aCtpr@ﬂetbr@llrﬁHdﬁmmh aﬂetoemnénmfﬁﬂuetrrgganbmcﬁmncom*run| cation
device. 16. TIh G%Ev g nc s Lﬁt&%ﬂoﬁtg\ﬂ%{ggftdatéﬁgreg@ﬁ?e%%l@d on the nobile

connunlcatloﬁ es’service a required by the nobile
connunlcat|Oﬂrmemuﬁﬂomd@m@nnunlcate over the wreless conmunications
network, the security action including pernanently erasing the service data
stored on the nobile conmunicati on device. 1emngr]hod of claim 15

wherein the 3&cureyeledicbfiaimidr wiwedn E‘ﬁ@?&?ﬁfqr?fb‘:"ﬁ

communication device includes service data required by the: mobile
communication device fo communicate over the wireless communications

- netwark, the security action including permanently erasing ihe service data stored
on the mobile commurication davice, '

17.  The method of claim 15 wherein the security action includes encrypting at
least some of the data stored on the mobile communication device.

18. The method of claim 15 wherein the trigger condifion includes a lack of
communications between the communication device and e wireless
communications network for & predetermined duration.

18.  The method of claim 15 including a step of prompting the user to take
action upon occurrence of the trigger condition.

20.  The method of claim 15 including monitoring a number of user bypass
action attempts and in step (¢) also taking the security action If the user bypass

action is not successfully taken within a predetermined nurber of attempts.

21. The method of claim 15 wherein at ieast some communications functions
of the device are suspended during the predetermined time duration.
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| east some of the data stored on the nobile comuni cation device. 18. The
nmet hod of claim 15 wherein the trigger condition includes a | ack of
conmruni cat i ons between the communi cati on device and the wreless

comuni cations network for a predeterm ned duration. 19. The nethod of
claim15 including a step of pronpting the user to take action upon
occurrence of the trigger condition. 20. The nethod of claim15 including
nonitoring a nunber of user bypass action attenpts and in step (c) al so
taking the security action if the user bypass action is not successfully
-taken within a predeterm ned nunber of attenpts. 21. The nethod of claim 15
wherein at | east sonme conmuni cations functions of the device are suspended

during the pﬁﬁdetﬂﬁédmpﬂ?eqprtog% prQ&Ucﬁ%biﬁtﬁlngaégmﬁzer rBadeBIERkERIm P ogr am pr oduct
i ncl udi ng a conput er read dium carrying gg IEIgbrltggr am code neans
hat is .

for providi nGaBEROMPYef BrPgrémn‘iS"ﬁF F@ﬁ“%fBﬁﬁ’FﬂYi?'E%F?%'dW

configured thrﬁmm‘lTbEﬂlbﬁdé\ﬁchHﬂrs annwgdr@d RISMruAIrEl Rveat Witsksssnet wor k, t he
conput er prog ram co cl udi neans nmonitoring for a
Cribger condipTBHaSRy Sl R B sttt exvednssre MesBRBrbBEl "Sondi ¢ on,
~nmonitoring fér a user Dbypass action-at the nobile communication device;

and (b) upon fai I@gﬁo lBruﬂ;efExeﬂn]géé}%ohbﬁiﬁfn bypass action within a

pr edet er mi ned er occurrence of the tri gg} condi ti on,
automatical ly talib)rﬁgm%f@ew‘? psruBRIGh e digspbeasEtion AN W' t he mobi | e

comuni cat i ORysiRY k6N al®e mdbfe RimHLHdatiGH d@tua; #Md22 wherein the conputer
giegﬁglbl e medi um I(E) up%ﬁl ureqod stE&%eaus% gypass EGllgI!Ia %ht‘dﬂ" a%p&e%rm{ngnsm tted
. fime duration after cecurrence of the trigger condition, automatically taking

security action to protect data stored on the maobile communication device.

23.  The product of claim 22 wherein the computer readable medium is
selected from a physical medium and a transmitted signal.
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