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RELM@%E%F&K twork Resource Availability and
Associ ations;" U S. Patent Application serial nunber

(e} T06s enpoBRsional ppentapphicationds wiatedie the fallowing

Synchronous Configuration of Dynam c Host
contéEmprhgonsly ifided MRimpr@dsibnal PeER) apBcations:dAS. Ratentehpplication serial

Interfaces”; and U S. Patent 15 Application serial
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andgx'é%ﬁ'%rﬁﬁ% Vﬁg&%d@i&@g@%%@?%?g?@ PLEnOApHIRGLbAV&H hefber

ener a ate to t networ ks and, nore

[ rl t.Q.& SYSt d t f.
<oufBhEn T elaa SR gt REENSEHIAE NomrRegpurge
networ k conponent , BACK ND . 25 [00Q3 bi
AvafRbiaH R AG GRS Sol et PalipdHoRGoa] TRURLED 90 17062
the use and structure of networks. For exanple, users
entitlefl “Spiiemeand dMatbodfon §yndubmmis SipnEgutetipe of Dysamistiigst
connected as they nove fromplace to place and from
Conf@irsTkPocOEDIMCR) Serfetrant ®ouwr Enterfaes’s anfl hBhiPdtent
net wor ki ng technol ogi es expect easy and seanl ess

Appit?egatﬁp ggréal in?ﬁl%&f 252350 2NPHF308RiRY “BHRYmMHRY dEhedTR tidCPesign

and Description of Networks.”

TECHNICAL FIELD

[0002] Embodiments of the invention generally relate to the field of networks and,
more particularly, to a system and method for programl*l;at‘ically changing the network
location of a network component.
BACKGROUND

[0003] Mobile networking technologies are driving an evolution in the use and
structure of networks. For example, users of mobile networking technologies expect to
stay connected as they move from place to place and from network to network.
Furthermore, users of mobile networking technologies expect easy and seamless network

interface transitions as they move from place to place.
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WD 2005/ 006654 PCT/ US2004/ 019699 [0004] The term

net wor k conponent broadly refers to a node (e.g., a
waele®knops4 | aptop, etc.) or a collection of nodeGI/82094/019699

a virtual private network, a subnet, a virtual |oca

area network, etc.). The termnode refers to a

[OURU4)\OT He (ERRERVIRE cdhdpiingst BrofdY YETEN td B1edd @4E, a desktop, laptop,
Exanpl es of a node include swtches, routers, servers,

o) A B L R e A e
LK
e SQTRRIS T s RS 165 18 RS SR B B DL e

and topol ogi es, Network conponents are typically
Exangiheff ofuirasl 1rcduderimaiches routers, Ssaiers, Euenis VYPél\é fqes, laptops,
infrastructures and topologies. The term
handbeld$, ipginteas, ihobs, eadtthedikesed with respect to a network
conmponent or to 10 an entire network. Wen used in
@005P diha mvemeht o ntwistk \wotosanpiaapiaceto placeg amdnétonrk to
refers to the settings of software, hardware, and

netwéfl{: s%ohﬁ?ﬁtl}ﬁﬂﬁﬁéiﬁgh_@t%vd?ﬂﬂﬁhrsﬁuctﬁx‘égﬁﬁd‘%bldgibs. Network

xchange intormation wth a network. In a broader
sense, configuri : i i
compiigp s oot Al sf BN AT PSS a0 ikl Ruftes and
i nforpation .t h one other. 15 [0006] Mbdern
topolqgiciio EE? r?&ntC@%&w%ﬂ @ h%l??%%{é%[f?%“]\}%Finsf‘XP%FomP‘mem orto
net wor Kk cog&gnents that interact with a network and,,
an endire petwioe Whee uesddy asgociatipe WithRasev ok COPRERs I ncongigrizion
These interactions produce a comnbi nati onal expl osion
referofo the settingresfsofts/ares hawdwiese, anbfipoweand tft enehly thei fetworknt
networ k conmponents each having a distinct
comaht 1@Wkekdn@B inforbktion GEHA Adivok) ah acbrPddes béiRe,donfiguring a
et erogeneous networks is further conplicated by the
netw%}qf RPS3 'cobédnﬁ%%friﬁégglu?ﬂi Bf ﬁeLt@t)r KntS @ Ed B ihRiAmation
changes over “ti S network conponents are added and
nmoyed fromthe network. [0007] The term network
8811°n broadly refers to, for exanple, the subnet,
Virtual Local Area hbtmnrk,%VLA , and/or. link with
[P0 Medere poirorkiag FsBrRiAgies McRass b ypiely of Eﬁé{vr?g]f figgnponents

network | ocation refers to changing the subnet, VLAN,
that mmetac with avketwotkhandhilety the frequency at which these interactions occur.

.. re
w1th|08

These interactions produce a combinational explosion of heterogeneous networks
composed of many different network components each having a distinct configuration.
This combinational explosion of heterogeneous networks is further complicated by the
possibility that an initial network configuration changes over time as network components
are added and removed from the network.

[0007] The term network location broadly refers to, for example, the subnet, Virtual
Local Area Network (VLAN), and/or link with which a network component is associated.

Changing network location refers to changing the subnet, VLAN, and/or link with which a

2
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2 WD 2005/ 006654 PCT/ US2004/ 019699 network conponent
is associated. Alink is a physical or | ogical

W@ ovasedsson bet ween a  networ k conponent and aPCT/US2004/019699
associ ated network. A link my be wired (e.g., a cable
connecting a network conponent to a |ocal area network

netwdrRWbhpBfient ts 43806181, WA Niak €88 phytstoaler logital connection between a
el ectromagnetic signal connecting a network conponent

I SORATTE ey Bkl S 71 R e

W%ow SISl B A P ETEATS:£589 e v
Conmuni cations (GSM refers, for_ exanple, to chf

(e-gg apgleguomagnetio @@@alnonn%qt@gaawaﬂ%tcpmm%em Qo &11116 ss LAN
Cel l ul ar Tel ecommuni cations System" In a conventi onal

andfoe b \ienkral BickegRadjo Sheyiceatetwerk, droierta Globalf Systene foxndi@bile
conmponent typically requires that a 10 user physically

Corfiinggionies headlk tdrarwirelesy Wedd AfealNeatkoikhaThe Geneal Systdne for
net wor k conponent to the network. BRI EF DESCRI PTI ON

Mobe (TMEmQ&%%XM\@?G[S@@%ierﬂ&%%ﬁBM f AE G 8i0RVENDI0QR000-7)

are i1 Tustr by ‘way of exanplée, and not by 15 way
td
stan ard enmlg:c? b?%}]al t%llﬁlgﬁTéle&#@?g%lgéeﬁotng %@8@1 i e%fbﬁ%%l‘gonal
Iar eIerrents ure is a block di at .
nety i P ERE SRR IGCAE et ek PORE B e dier that o
conponent 100, according to an enbodi ment of the
user, physiseilpiscungeiraad thangesaert adinkdhatreonngciisthe aetagk gepponent
enbodi ment of the invention abstracted 20 into four
to thearyetwerk. Fi gure 3 illustrates sel ected el enments of
exenpl ary network resource and association file 300.
3 WD 2005/ 006654 PCT/ US2004/ 019699

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Embodiments of the invention are illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings in which like reference

numerals refer to similar elements.

Figure 1 is a block diagram that illustrates changing the network location of

network component 100, according to an embodiment of the invention.

Figure 2 is block diagram illustrating an embodiment of the invention abstracted

into four layers.

Figure 3 illustrates selected elements of exemplary network resource and

association file 300.
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Figure 4 is an illustration of an exenplary current
network state snapshot 400. Figure 5 is an exenplary

WO Rdoamodsst i on of network resource w apper funce¢DOSadH19699
500 with possible function paranmeters. Figure 6
il lustrates exenplary network configuration request
600Fighrd4 GUnSlldstiafioR of SN&RMPIAY clifrbitSletvddrk @utdénapshot 400.
sel eCted interactions between abstract functional
| ayers in network 700, according to an enbodi ment of

t heg; gﬂk’@@ fd Abxemblady! flﬁs@atio?l &t n %JLVQWk gés%ﬁfc@ rR’mpper function call

illuStrating certain aspects of a method
chan |ng t he network Iocatl on of a

smf @@B?%q@%ﬁﬁ%% @rdlng to an enbodi ment of the

invent| on. 10 Fi gure 9is aflowdiagramillustrating

cer an ects of a_nethod automati ca

s § AGSGe R R grariR S BTNt ¢ ne

i nvent| on. Figure 10 is a flow diagramill ustrati ng

certain aspects of a nethod for autonatical

t r aFigRE D mepnaciibaldllestioberPhiglactddntereeRs bﬁéweerb%b%@

invention. Figure 11 is a sinplified block diagram of
funstédnat tagers éh ectevotls 7@, acooedipg & 3n erobielimes of THinvention.

i mpl ement ed according to an enbodi nent of the

invention. Figure 12 is a bl ock diagram of sel ected

el emigaires &f a fow dpigadry ilhstriigcetdDhspedtapf enmethiod dor

according to an enbodi nent of the invention. 4 WO

progARALRERY bh RETHWRZAAHOALREA DN Ik b CORpeRie Tdc%fdmg to an

0009] Enbodi ments of the invention enabl e network

0 nge network |ocation wthout a user
em]ﬁ drl%g& tﬂ)?e ‘r%lggllﬁg)gl 'y di sconnect and reconnect a link

(eg , acable) The ability to programmatically

chapge the netwark | ocatjion of a.net rkco

ena %Ege stoq' ﬁ%‘% C‘ﬁl h%tﬂ%?eﬁta@oar%%&%ﬂﬁa?@ 185%“ foved

from one subnet to another "on
autemaifally PPREEUs RS AIode ACGPEHAY @?@h?mbwhmé%ﬂ ththwvelm%

progranmatically

Figure 10 is a flow diagram illustrating certain aspects of a method for

automatically transitioning a node according to an embodiment of the invention.

Figure 11 is a simplified block diagram of selected elements of exemplary node

1100, implemented according to an embodiment of the invention.

Figure 12 is a block diagram of selected elements of exemplary network 1200,

implemented according to an embodiment of the invention.
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changi ng the network | ocation of a network conponent

is useful to test the nobility of nobile nodes in a
wmeiodoedesaal | dati on environment. [00010] FI G RBCT/BS2004/019699

bl ock diagramthat illustrates changing the network

| ocation of 10 network conponent 100, according to an

enbodi nent of the invention. As shown in FIG 1,
DETATMED KO ESCTRPTEON 100 is sel ectively coupled with

network 120 and network 130 through VLAN switch 110.

A person of ordinary skill in the art will appreciate

[66I9] EmbNah&mR dOthe Wﬁﬂéﬂ]&lab%eﬂﬁém&pbﬁ&% tcpéhaﬁée network
net wor k conmponent 100 nay i nclude nore

1009[ fnfxs{%l?outt a%géﬁgﬂ%n 4S gﬁ%@l{iﬁlg Ia?sﬁgnrfe{afﬂhfﬂe IEIIG& a ﬂ'nk ¢e £ 13 acable).

necessary, ese gene

nventlonal co nents he sho n ord scl ose
ThEFPIS EaErag S ere PO R g P Compotent
i nvention. [00011] Referring to ref erence nuneral 140,
enahlesior Rxmmﬁvork@@rrm@nﬁégq be mgved frpi aagistbaet 1 gnother “on
through Iink 150. Link 150 may be a wired link (e.qg.,
the dlyt Wherebyl sipalify ingbamtividbimaeigementan real-tiomx i Alko, programmatically
connection) or a wreless link (e.g., viaradio
chahp@g Wenestwork 136atidptdf e dktwdrR A61ib6Ene rssbsefuwoﬂd&sﬁm tebility of
110 may provide a plurality of ports and may support

Hﬁ}ﬁ {sdggpdl ment of the
molﬁl%%)}éﬁe?g{né M?/tﬁ’fﬁrlxllysw tté?wﬂ A 005/ 006654

PCT/ US2004/ 019699 connects network conmponent 100 to

L g t Fred 1 i;r[}@gfri @&g—?a% kh%[‘ﬂ{ﬁ@%gsecha[ngﬁlg%@flﬁlv&k 1oB¥ion of

SSOC |ng ne onen

ARG T —

Interrupting |link 150 broadly refers to
1, nstperk sammrenenall 09 isselestively counled wil pe%aﬁlp & Qp1d gotwerkel 30
link 5 between network conponent 100 and network 120.
throughdViL ANtsodichah®. Afperdoa of owdimdry okill in Vhefddt will spritecidto that a
i ncludes switch 170. Switch 170 may be used to open

systndfos RsRidd thk nethaRk lothgorOMNfehgorkabohPonéft 190inia5 indldfe more
maybe stored in an electronic file. Programmatically

and/{l‘tcﬁfféﬂé oﬂﬁ) :ﬂélﬁg th]aﬁthfs@fsﬁ‘(gﬁlil PR, 18T R %ot A essary, however, that

ectroni open or cCil ose

all of these generally conventional components be shown in order to disclose an

illustrative embodiment for practicing the invention.

[00011] Referring to reference numeral 140, network component 100 connects to
VLAN switch 110 through link 150. Link 150 may be a wired link (e.g., a twisted pair
wired connection or a coaxial connection) or a wireless link (e.g., via radio frequency or
optical transmissions). VLAN switch 110 may provide a plurality of ports and may

support a plurality of VLANS. In an embodiment of the invention, VLAN switch 110
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switch 170, in an enbodi nent of the invention. 10

[00013] In alternative enbodi nents of the invention,
w@apoodoewss poi nt may provide |ink 150. | n sucPCT/US2004/019699

enbodi nents, interrupting link 150 refers to, for

exanpl e, deactivating the transmtter within the

conBERERSWBRA tWmpdasht 100aQY nesrk 12K TadconAbdtRnady Ve lfyr example,
|nterrupt|ng link 150 may refer to nerely nDdlfylng a

by sb&itn tﬂeag@gcb%@gfl%%g%m Wﬁgﬁ%egggiggﬁ ¢ fohetSi¥ODK

compon I'n sone hents of the
i nvention, a hub (not shown) connects network

E&ﬂﬁgﬂte [%e{ Oglghg r\%A Ixéﬂrntlergl[ 1]6%70 P?O gﬁlgtﬁfru&?&\'e fntg[‘ﬁ}'ptlng

nts of the i nvent |nt rru
tink; Tyides SRS SR PHOgraRA G EShishing ﬁ%ﬁle% orathibie Sk
conmponent 100 to VLAN switch 110. 20 [00015] A
betwearfnetwerkicompoheridi00 ead aetsrorlp120. dngrsm émlenﬁ@éth ipygation,
150 to confirmthat Ilink 150 is active (e.g., a
VL AdBswtitvhalt] 0shdjudds)switch 17@t Switéh tnmeybetseid6 ogearesndabse link
detect the confirmation signal, it may determ ne that

150, I'THE cbRBairtibNbBIWittRt190 malitR diad acdedlb@tdnestief 6 WO
2005/ 006%54 PCT/ US2004/ 019699 the confirmation signal

ProgRT ) i BAS0FLER'S R L Bck PR g gpen oo
refers. to 0 cal | conflgurlng the
SW‘%Z‘Hf%rW@H%PPO% %ﬂbﬁr‘g\ﬁ\éﬁ‘g? to interrupt the
confl rmation SI gnal . Confl gurl ng the confirmtion
(ﬁ)&ﬁhmﬂlléltal tgg‘a iyer glfg ¢ 1W§nts(98 ereléyﬁ%ltlﬁa anaaﬁ;a?sgrpomt may provide
reconfl guring 5 the confirmation signal by interacting

linkp} $0h In lsechcesnadiments.antesiuptieg lige by ngears mofcale@(émples deactivating
state. A person of ordinary skill in the art

the appirgicteady2hintthahccedsepdintpkat pioviddsdinkdtS0 o A Iteseadively, interrupting
alter the state of a network conponent depends on the

linkP B0k &y 16 ﬁ{éﬁél? délgﬂiﬂ%]heﬁ $nal (FRRPdifbd Rehethe bo@sd pomt to
e

ref erence nunera network to which network

ol s connected is programatically
ner O

angi ng the network broadly

[00014] In some embodiments of the invention, a hub (not shown) connects
network component 100 to VLAN switch 110. The hub’s power may be controlled by
another network component. In such embodiments of the invention, interrupting link 150
refers to powering down the hub that connects network component 100 to VLAN switch

110.

[00015] A confirmation signal refers to a signal sent over link 150 to confirm that
link 150 is active (e.g., a heartbeat signal). If network component 100 does not detect the

confirmation signal, it may determine that link 150 is interrupted. The characteristics of
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10 refers to either connecting network conponent 100
wth a different network or reconfiguring the network

W@ eoosldeshd net wor k conponent 100 was ori gi nal | yPCT/US2004/019699
connected. Reconfiguring the network to which network
conmponent 100 was originally connected is further

the dbSfum%ien s%ﬂ 04y Be ERBRIIES b @n Ele€Boni® fik) dn bE enlbddinfent of the
illustrated enbodi nent of t i nvention, VLAN switch

invérkfni rcntéi'ﬂif)ftthg B 50 Rered |tﬁ glto'g at?c%ﬁg eGAf éﬁh&ﬁé‘c?(nﬁnnaﬁon

conponent 100 15 to eit net wor k

mgnﬁ te%vgé)etrglg&e g&tlt,?g:t% 3’19"}%%%2'@% ¢%& 1%19%2]? q%l‘tﬂmatmn signal
ent 100 with a art Iar VLAN switch rt an

bro?‘ﬁ@nr fo, gy éyf’adtrf’ﬁé KSetbigp B?fégt&‘m?éoa {qrifecpniiguring
parti cuI ar VLAN. The connectl ons between VLAN switch

the gopfirsnasing sigaeboyr intezantips mattthe penfirpetien sighdlipsevider taalter its
electronic file. In an 20 enbodi nent of the invention,

state. Aqpetrsvaref oadjamty silloig tlknaradppredidtys thet the tyerdfiigeraegon used to
and/ or reconfigures the VLAN switch by interacting

alterhHebtdtd 8 VhAMNoBVEdifbnkRt dipb®s ontthe ?ﬁtﬁhﬂar fetwBE SiipoRbunt.
ordinary skill in the art appreciates that the type of

interaction used to alter the state of a network
it u t
W@Eoos?%%%%&%% OB DRaE nePE Ta RS,
rence nu tabI| hed t
corlbul R D03 BT esov@%r@ttﬁ@@ﬁ%e%%&ds SSefyoin proadly
network 130. I n some_ enbodi nents of |nvent|on
refqry jpeithgrcqnaestig nelwerk compongnt [LPf) wﬁtleacfhffmnhmt&@ﬂ%?n ve
enbodi nents of the invention, link 195 is a separate
receifpuring dparetieert tb iwlich mwmétmnmoeentl 100 kvas BOigina iz conmested.
51link (e.g., twsted pair of wwres) and link 195 is a

Reovnfighrxgsthe inBﬂWo&le t@whick natwoakl comperegti €0 was originally connected is
transm ssions), in an enbodi nent of the invention. In

furthBiedisduksédivefive th RpRAS M. Phnd I® In' tAY BRstrRd embodiment of the
est abl i Shl ng 1ink 195 includes closing switch 170. In

1nv§1{t o?ll vlnYﬁil n@ﬁg@fﬁlp@rtgfs ltept?ve'l Xcﬁtrl]l%&t%tw?r}( component 100

abI| s pr rannat

C a _conf tion signal prOV|der to
to eétg?rd}?l?‘?’%rhfq%ﬂé’rc%wqdf ﬁrg@i on signal. A person of
ordi nary

[00017] Configuring VLAN switch 110 broadly refers to programmatically
associating network component 100 with a particular VLAN switch port and, thereby,
associating network component 100 with a particular VLAN. The connections between
VLAN switch ports and network components may be specified in an electronic file. In an
embodiment of the invention, a software agent programmatically sets, configures, and/or
reconfigures the VLAN switch by interacting with the VLAN switch to alter its state. A
person of ordinary skill in the art appreciates that the type of interaction used to alter the

state of a network component depends on the particular network component.
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10 skill in the art appreciates that the type of

interaction used to alter the state of a network
weewponest depends on the particul ar network cRPOPUSENL019699

[00019] In yet other alternative enbodi ments of the

i nvention, an access point may provide link 195. In

qomns?e MbREfcFRY 5 refEabhiraBN 0, liflk 1995 dsebikRdto prdvite a

exanpl e activating the transnmitter within the access

corﬁ@étm& ﬂe‘f\%enﬁ{e 61%%?5%&?51& nﬂét%ﬂ@fﬂ%’ Eﬂﬂémaé %mbodlments of

est I shi ng er to nere

S‘%aﬁ%h{r&'@%”w{h%%a%%?%hﬁﬁ%\i%ﬁ%&&ﬁ@ ﬁyg%rﬁw lhué‘r?trs of the
|nvenﬁ|on (not shown) connects networ

inveRage @ﬁil%m@ sleBar%*mﬂd dngdepesdentlinlc. fs eﬁaﬁpwa&;rﬂh L3fsis g wired
power on/off switch that is programmatically

linkGsvef- tytistedbpait of wire) ehd Enbo b9 iserwiselods linfke(eign weataidiorfrequency
establishing 20 Iink 195 refers to powering up the hub

trartshAdsicne)) e et smbedimenkofaberipoastivn. TGhd ibludltAN eribédigibnt of the
110. OVERVI EW OF THE FUNCTI ONAL LAYERS 8 WD

inva005/ 0RAARAinEFRL US2A0AARI 969Me AR, FouuPliRKidlge ! e

above st at ed functions, enbod |nents of the invention

em?'&ﬂmeﬂ%fﬁpesﬁ(@ﬁ o%deéteﬁ)tl@hlﬁmgrgiﬁ{(llﬁy ?erférs t{) HFO aﬁ' ?ﬁ%agyicg%trolling

t he rk manage

val i dati.on t he si cal .ne rk | ayer. ..
a C%ﬁd A0 S8 G iR S P o m@{ﬁ?ﬁépﬁw i ﬁ%&ﬁ%ﬁ offinary
t he invention abstracted |nto four layers. In
skilhin the pEwpRECBtes M Hicriupe of igferackien uﬁﬁﬂetﬁtailtéhtheﬂ@ée of a network
functions may be abstracted into nore | ayers or fewer
conipopentsiepfilds.onzhé patiodesnatwotkroompoager 210, net wor k
managenent | ayer 220, verification and validation
| ayer 230, and physical network |ayer 240. [00022]
@ouop! Inayeebth2dltemetive embbdigneatssiMigd Bvetivn, & ag@bsWoint may
for functions provided by enbodi nents of t he

provia¥ ‘ﬁﬁk 1195 1{R1Rh eRibolia¥ats, gé%@olﬁﬁﬁﬁg b#Kka0s eseRd0 ! f3F

console 10 directly on node in close proxi mty t

actlbgtﬁgltﬁé ‘ﬁ@ﬁﬁm&ér &/Rﬁﬁ%ﬂchac%egs%rh ?hélt %%J‘de%‘il%i' 198. Alternatively,

establishing link 195 may refer to merely modifying a signal transmitted from the access

point to network component 100.

[00020] In some embodiments of the invention, a hub (not shown) connects
network component 100 to VLAN switch 110. The hub may have a power on/off switch
that is programmatically configurable. In such embodiments of the invention, establishing
link 195 refers to powering up the hub that connects network component 100 to VLAN

switch 110.

OVERVIEW OF THE FUNCTIONAL LAYERS
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(e.g., Telnet). The functions of control |ayer 210
i ncl ude generating network scenarios and directing

w0 b@soedsst | ayers to configure and transition PEEUS2004/019699
networ k based on the generated network scenarios, in
an enbodi ment of the invention. Network scenari os may
IpE00aENEr Bd BEHVIRMABOM e Qfatd@EinARNDASHEhdaHeiE 66@E imdtion may
network configurations, in an 15 enbodi nent of the

be dbRH&RE ﬁ?b fr']deﬁltr i reli(spﬁl@tcf)ﬂﬂrol!lg%‘irthg&%_ﬂ%g@ﬁ&%ﬁ%ﬁ la$er, the

serires o scenari 0s bac Eac eri es

net k.scenarios c be reproduced b l. yi.n a
verigali SRAIRERAL S o ilfe PRl hANIRC LR, JTLER b8k ffleram
.. invention, [00023] Contrql |ayer 210 determ nes the .
illugtrating 3p epppdinaent 0% g dRentieRy a‘é%fé?téd gyto f‘H’é?a}f?é%- vigraernative

based on its interactions with network nmanagenent
embagljrpent® pHtharavention,.fthe Bmichensanay bedbsiradtedinto mord layess or fewer
230, in an enbodi nent of the invention. As wll be

laydriir Fi® 2 igleladed dadctoblalavi 1 0costivorkl mhiigementllBya @26 seeification and
net wor kK managenent | ayer 220 to perform network

vali@Qidd ByEat300Rs SHdicAIEltRdk 1hfeanat i ons. Transitioning
a node  broadly réfers to, for exanple, transitioning

f ' i nt. . :
ROGUREF SO kot 21 A Mo L4 Byt pothy P38 gns provided
subnet, and/or. froma_fir Vi al lLocal Ar Nef wor k

by GBS PO BBARIETBE Centrisi b8y PorRig R B b ggole

~ VLAN, and/or froma first topology to a second_ . )
direcgp 6h agypde Theosepraxinket pdiramatvaksqrithigngh & fapefedegin session
transitioning one or nore nodes within the network.

(e.g,O0RA). et fuoctionsafiagerm yet 200cincldde gpreatingestweorkisndi@rios
of functions including network configurations,

andrtﬁﬁe\b@ﬁ%;’shetoﬂ@ﬁ $dyletsab sonfafifle Al MARRHAGEe BétwoHt bABE on the
network state 5 information, in an enbodi nent of the

genie{é‘(e?i bk SBEANRE Kin TRRABEARRLt bBUE InveRBor B eth®rk Senarios may

stand- al one conponent for managi ng and reconfiguring
v AR AR RTRERE A 5 SO SUREFL R348 8
e A S Sl

network state i nformation from network nmanagenent
scehaipgbagiem-back. Each series of network scenarios can be reproduced by supplying
a seed logged in past scenarios, in an embodiment of the invention.

[00023] Control layer 210 determines the current physical layout and state of the
network based on its interactions with network management layer 220 and verification and
validation layer 230, in an embodiment of the invention. As will be further described
below, control layer 210 accesses network management layer 220 to perform network
configurations and network transitions. Transitioning a node broadly refers to, for

example, transitioning a node from a first network interface to a second interface, and/or

from a first subnet to a second subnet, and/or from a first Virtual Local Area Network
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10 [00025] FIG 3 illustrates selected el enents of

exenpl ary network resource and association file 300.
WOONeG0d00des4 esour ce and associ ation file 300 i ncP@m©S2004/019699

dynam ¢ network device section 302, non-dynamc

networ k devi ce section 304, power managenent device
(VISENY tose38fd VILADS agé/et o 2308t to gbrogyl & a bavoadl toyolagy. The term

Net wor k (VLAN) switch section router section
network tra@éﬁﬁ'ﬁ]r&em%ttragﬁﬂgﬁlﬁ% bR boRore" &H@§thhﬁl%€:ﬁatw%ﬁ€ ver
section 314, 15 and addressing schene sectlon
er fersto netywork c .
E Nt b St e Pl G e Orf‘%mctl aﬁ‘&%‘dmg
é uest For Comrent s 2131 entitled, Q%l
netyig HP’iaBB?SaPP‘B‘WﬂP%‘%S&EB’IS andgnaipjepsRce ofgHE { Pk gate
illustrated in FIG 3, network resource and
infoymetien.dn 2o smbpilicnenpof e invientiers Metworamiraagsaenblexer 220 may be
resources and associations in a standardi zed synt ax.
a sthied-aloeel chinfroneRafoe niandgipg anditdcomigeingaletwarkicompoéhts. In
<042390. P17061> further descri bes network resource and

alteRSHE leAtbo8ndntd &T¥he NVSRZA] ndoVORKknJFRAREERPA220 R Btions in
220, in an enbodi rent of the invention, is

ass5&§tﬁgﬂ§fﬂpl[hisoftﬁgr 1@%&{ Hﬂé{fa n1§ENS hﬁ e@ﬂ%%ﬁ%ﬁﬁﬁén‘? 'ihé“&ther

net wor ks I scussed ow in regard t
224
layfrs Py E e SER AUt R PG msfon il e f%%
addltlon etmo k managenent |ayer 220 may 10 WO

oe%@ PW@@EGBI&%@ gkg@ntsnaé CReEPIALY rmt\geﬂfrrégcglrce and

aI_I pcat ion for network conmponents and generate a .
assoaatthadliile 30@x Netwdrk resphige anépssotisti@nle J0P incddddes sdyramic
facilitate comruni cati on across the network. After

net@atkdevivetsagtidn 30Qnhdrgdyrabii@NetRDEK @vidd ebiddi 3010 powet wadsement
managenent | ayer 220 may generate a snapshot of the

dev?dérs%@tmn TRt WsseSHR R)8, {711%19:1@98(7&11 AbENefydiR (‘?‘ﬂANgt switch section

I Tustration of an exenplary current network
TR0 LT G P ol yon s
N T S ST Y CR VTS N

one or nore network conponents within the subnet
proyidegnetwaggedministrative services in compliance with Request For Comments 2131
entitled, “Dynamic Host Configuration Protocol,” R. Droms, March 1997. As illustrated
in FIG. 3, network resource and association file 300 describes available network resources
and associations in a standardized syntax. Related U.S. Patent Application serial number
<042390.P17061> further describes network resource and association files.

[00026] Network management layer 220, in an embodiment of the invention, is
responsible for configuring networks and transitioning networks. As is further discussed

below in regard to FIG. 5, network resource wrappers 222, 224, and 226 may be used to

configure and transition networks. In addition, network management layer 220 may
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section 410). Node section 410 includes information
about potential novenent. 10 Infornmation about
w@oisnedesd novenment nmay i nclude a |ist of netweeRUS2004/019699
t opol ogi es based on network topol ogies and interfaces
avai l able to the node. For exanple, if a node contains
ma@fiB@Paddtesd alleéaton fortbapbRi cotrpaderdf atDgentiatda BRESSS text file
poi nt exists on the network), the node is able to

thaﬁ% &t@eatcﬁﬁlﬁ%&rb&% tfé?:ﬂ?ra‘éé" cbﬁlrﬁﬁﬁcaﬁ%h ‘ﬁ@’oﬁ HE Bk ORfrer each

wor k st ate snapshot I'S nore y descrl bed 1 n
l, at I n serial
netW§m§§gbtf36% SR8 arn ﬁeiWﬂr B Pe-Danlliey 220 iy generate o
gz. 1%&1 access g}g{g respectlvely refer to a network
snap¥eh phiie gHEeRRe §t§1ep0| nt that conply with the | EEE
802. 11 standard, entitled "Wreless LAN Medi um Access
M27bl  ¥Ivn@)is am dlushigtgineed]aneagmplatPeivienspeiwioth gateispanshot
1999 Edition."™ [00028] After a network transition,

400miHel iffhstraseicdnmidémertt ofi efimnent ketstoak etatersapsshot 40006 orgflized
may be updated since sonme network transitions affect

accOMlid Bl oRe R MR KibROIRENIRAL fo.g., MBh¥K STPAUY € RREH sdbﬁé!tesrectlon
220 uses network resource vvrappers to programmatically

contid 1'11%%1%% 5&& FRORE S ork B Bne%[@@ tlr ac% Lﬁ%lg{ (tieg, node

I nventi on. resource mwap ers a

.un 'o it rk i n,a, st andardi zed
secfjy F{d o siasfa oS uhpEReReDs P 8Y‘?5H%{ﬁged
when the conponents provide the sane 1gor
Inf%@!ap@em@ngm luepsownbmep ogludgiadist g I}Gtweﬂfctpp@lﬁaqeﬁ pgsed on
in an enbodi mrent of the invention. The term
netwoikgopeingics eml injerfabesovdiiable tof the sodo Enrtekampleeiffaoiode dontains
by a software, hardware, and/or firmware resource of

an 802¢1 lametmoré adgitvolakd 60 8PN DENdcBess[foad 2QistsoinGhe hetivdrl@Nthe node
exenplary illustration of network resource w apper

is aElé"iS HaRBa ténéiﬁl)lll tOSQQII‘elléE‘St M\R/grkr donhétioh. eﬁ?&ﬁ state snapshot 400

function cal used, for exanple

is nﬁf}g ffl.ll c{egcr?bregl&@ 'z}ilgt% pcéla Pat%n?n g (I;]atl(éf grqar klﬂ%%%[pgﬁlelnlt Si n
<04{$ é%gi?%%n dl 1\9{I ntepwosri( Tdflip%r gn%tavr&rolé 1rlgggcl'lers§ Somt respectively
refer to a network adaptor and an access point that comply with the IEEE 802.11 standard,
entitled “Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications, 1999 Edition.”

[00028]  After a network transition, multiple sections of network state snapshot 400
may be updated since some network transitions affect multiple network components.
Network management layer 220 uses network resource wrappers to programmatically
configure network components, in an embodiment of the invention. Network resource

wrappers abstract the functionality of a network component in a standardized way that

allows network components to be interchanged when the components provide the same (or

11
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15

enbodi nent of the invention, there is a network
resource w apper correspondl ng to each configurable
waoedosoodesconponent in a network. Table 1 provi BEEUS2004/019699
description of the fields 10 of exenplary network
resource wrapper function call 500. TABLE 1 Field
snn% GlidciibhAty, ih BAdaibodidient 6¥de inveRor. STRWrmh Broaxdsin@ascally

from which the VLAN switch can be confi gured, in an
bmaﬁd]?usefg‘??ﬁctfb%&‘e@%% eb SR PaRE N /0 T R of
#eritch Tot al Ports 515 Total Ports 515
oneo‘gﬁl}o‘ggg Ok FURYERE nunber of ports on the VLAN
witch. Control Port 520 Contr ol Port %%g IS the port
T0U9R91nh IR man assranliy i ragon petehy & IR \@rapp?rrfu%ﬁwn
enbodi nent of the invention. VLANL, VLANZ,..., VLANI,
cal\IOANDetwork respurmwiBRE:T Sursvion sell 50k mey bawsed, farexample, to
VLANn 525 for representations of ports that are to be
configaed VOANatHick] AbersdniiT@3diharfRek il inithgarag@preciates thatsimilar
2, verification and validation |ayer 230 abstracts all

netWskl BEHohOR Y Be USHEhUEQl WRE kinYila? REtwoak t@38ki8e Wigppers. In an

current network configuration. These 15 devices rmay
|
emﬂo@?}rlelé{g;%g }ﬂse ﬂwe‘?@%ﬂﬂha‘e 1?5‘ gt@xlo Hes&gxgé &f{ap%%@@erters ondln% to each
t of th |nvent|o .

confiEuRPR AP IR CoRBPRSTE g BEOR ol By s aesiuigfiop of the felds
added to this layer to provide sean1ess accessibility

of exgmplagy wEWorkgsITes WrREPIdERCtM2{1908. and traffic
generation tools. 12 W 2005/ 006654 PCT/ US2004/ 019699
[00031] In an enbodi ment @ABLHE i nvention, the network
val i dation devices are nobile. For exanple, during

net wgrddscenarijo execution, netwophgscyigtiblat i on devi ces

IPARY 505 IPAddr 505 is the IP address from which the VLAN switch can
be configured, in an embodiment of the invention.

Passwd 510 Passwd 510 may be used to, for example, enable a Telnet
session to the VLAN switch.

TotalPorts 515 TotalPorts 515 represents the total number of ports on the
VLAN switch.

ControlPort 520 ControlPort 520 is the port from which the VLAN switch is
being controlled, in an embodiment of the invention.

VLANI1, VLAN2, ..., VLANI1, VLAN2, ..., VLANn 525 provides one or more fields

VLANn 525 for representations of ports that are to be added to each VLAN.

[00030] Referring again to FIG. 2, verification and validation layer 230 abstracts all
devices that are used to verify and validate the current network configuration. These
devices may include, for example, packet sniffers, traffic generators, and other network
validation devices. In an embodiment of the invention, third party verification tools and/or
proprietary tools can be added to this layer to provide seamless accessibility to a wide

range of network analysis and traffic generation tools.
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be placed on the particular subnet that requires
validation. In contrast, conventi onal net wor k

wQo adosaiedeson typically involves the nmanual novePr@€nUSN4/019699
val i dation devices from5 one subnet to another,
and/ or one VLAN to anot her, and/or one network

I [00631f] 2CEh drPemBYHRAB@IOf t}ﬁ&ﬂ@é’;&ﬂon(?me hE@ork a¥I@datidh Qievwes are
interoperates with verification and validation |ayer

mo%r;rg OF& erﬁl'bfeo Hﬁ?ﬁlgé AGehH sc%ﬁk%x@&ﬁﬂ%eﬁéfwofﬁqv%tmn devflces may

nent € invention e execution
verificati
be aléaeffa%}t ¢ pEERAF et t?%tsfaﬂwges o8BgGiR I8 portt BRaveRiShel
r l.ayer ntr | ayer 210 determ nes whet her to
netwef? X?SWP@%B’@%CG Y §v8 V@S tfreéa@v@} opeae of alidasiop deyiees from
i f any, gged and reported by the verification and
one/subhefe namt en, aydor ongr\GleANUD agothers andiomanemetwarkeanisriace to

reconfiguring network conmponents to a state they were
andtierbef ore an error occurs during the execution of a
network scenario. [00033] Physical network |ayer 240

<2{ommq nSCBﬁtﬁ)m@éﬁ be@intdiep ek witB WefiSatRh aha vaﬁaawhhayer 230 to
, physical network resources 242, 244

per?o%ﬁl) ai 1B3thté @8%@?@ %&'ﬁ)oh 't gf’ tZlQ tlﬁx%ﬂtloﬂ? hﬁghﬁ% he execution

resources correspon
et wor.k resourc 2,224 d 226 descri
Of &g e N RS PELHPD R @léﬁow?%ﬁo Heqfendogs syt to
request the functlonallty of phy3|cal net wor k
reppg §Q>th«3@@§tr<2142yer2@@ntraldayq@é deterainghwhethet tagerform graceful state
configuration request. 20 [00034] FIG 6 illustrates
receveeyrphsed pn it evoork, i€ am, lapged tadrepoaeilies the 60 ficatinvumdkvalidation
configuration request 600 includes subnet group
lay&ie GiraCefultiidic atdvel9vefes t6 e€dohAfurdikthetwSkUdeipod B B a state they
section 605 nay be used to organize a plurality of

weI%lﬂi’ 'B@for@é&pér?&tdc% dlfin@the ex?&if%ﬁtof ? WOSREE k&e‘ﬁaﬁ&s ) -

h subnet subsection may [1st information about the
f al o uest.ed .f or S .
o@ﬁé BRI bANGy Mo LEES iCRp Rl i St Ries of
06654 PCT/ US2004/ 019699 both wired and wirele
net RN o BB LY S RIRPK CBOEE 6 S o) 1B aderbodimment of

information
the invention, physical network resources 242, 244, and 246 correspond to network

resource wrappers 222, 224, and 226 described above with respect to FIG. 5. Control
layer 210 may request the functionality of physical network resources 242, 244, and 246
through a network configuration request.

[00034] FIG. 6 illustrates exemplary network configuration request 600. Network
configuration request 600 includes subnet group section 605 and device section 610.
Subnet group section 605 may be used to organize a plurality of subnet subsections (e.g.,
subnet subsection 615). Each subnet subsection may list information about the type of

network topology requested for the subnet. For example, a particular subnet may include

13



10

15

20

about nodes within a requested network configuration
and a start position for nobile nodes wthin a
wo egpasedestd net wor k configuration. Network confPQUUsiongo9ceo
requests are nore fully described in related U S
Patent Application serial nunber <042390. P17063>. 5

both 32 d Wireddae hatwodld tope gl Devica ¥edtiod B0 iy iselnde tformation
network configuration request to network nanagenent

abdu®¥6des %Alkin El?éq‘gg%cgc% mﬂg At ?mlaﬁXE bnd2 Srart! sﬁﬂdﬁ r H&le nodes

use networ to progra tlca
wi B0 R RERN Sirplie AV Bl ol i) et eta*i“e"anore fuly
desgiPe BASIBEES LETRT AERNGER P enbes SH GO0 TR r act

the functionality of the new resource. In an

dOHBE melr opsfationecantipblay 1oH.0 mashsend grfetvgrk gbnéguratianoieuest to

resources may be added and/or renoved from network 200
netabrivinbhageinentlager 2261 Wetworkesmagarentiaep22@ ianen iy use

needed to interact with non-configurable network

netﬁv@ﬁ@ﬂéE&ﬁ& wieppb & Anfibi AN fld e %ﬁ?ﬁcﬁl%&ﬁﬁ]w in

7 is a conceptual illustration of selected
phﬂs%%&%&fz%@@g%rmco R SR g o

i nvention, twork 700 .i ncl S cont er 02
COI?FéP 18 WAk ERP TS IAY rbe?’t‘.flt “th‘/‘g “P?B? fag%;m to
and verification and valldatlon | ayer 708 A
absgéwéb«hfugﬁtl@}aa%%ﬁtbe BRY [gsopiges Hreamembegimentaf the vertion son-
that, in alternative enbodi nent enbodi nents of the
coniﬁgu@hta vy orkatsaordes TF beradded ael/ erdempvedefromynetvwgork200 at will
fewer | ayers. [00037] A user may provide an input to

bechilet el &k @eddRics0VipSEe AR modneddsd ) inte@xeh ddihmdatconfigtiable
i nvention (not shown). Control |ayer 702 queries

netWtiNREdurcdyBnagenent | ayer 704 to determine if
executing the network scenario is possible given the

14 WD 2005/ 006654 PCT/ US2004/ 019699 current network
configuration at 710. If the network scenario is

InTERRCRONS AmoRcraE 5 VekE ™

[00036] FIG. 7 is a conceptual illustration of selected interactions between abstract
functional layers in network 700, according to an embodiment of the invention. Network
700 includes control layer 702, network management layer 704, physical network layer
706, and verification and validation layer 708. A person of ordinary skill in the art will
appreciate that, in alternative embodiment embodiments of the invention, network 700
may include more layers or fewer layers.

[00037] A user may provide an input to initiate a network scenario, in an
embodiment of the invention (not shown). Control layer 702 queries network

management layer 704 to determine if executing the network scenario is possible given the
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network configuration, control layer 702 initiates
network verification and validation at 712. [00038]
w@edenedcse control |ayer 702 resol ves the net weekUS2004/019699
scenario into a network 5 configuration and creates a
correspondi ng network configuration request at 714.

currEhfenetwsﬂmakagﬁﬁﬁBh gw A I10the HREHAR kcdiBMo bePMGhOEurrent
nore subnets as well as the starting position on the

netxggtt %ﬁﬁgﬁr‘&ﬁgﬁ%@h‘éﬁ@tlg\g& @92 %ﬂ\gz%lgéjﬁéf\gﬂﬁ{r e%gﬁpor?tzms '(gnu%rggvgagld&?cﬁl at
fal lure of the configuration at 718. |If network

712rranagerrent | ayer 704 does not report any failures
occurring during the configuration 10 process, contro
I198038] 7D therwigy eqrirol kyey, Hi2 repaluesi they neierk saopariq ingha network
| ayer 708 at 712. Verification and validation |ayer

confi@8rapien fund ceatest worésporeding netstoilocondigdrtation veduiestat i7dh The
tests and reports the findings to control layer 702

net@brk/cdafigh@H 63 quést AtlywhteisGRNEmdre Bbhets sl wislPas the starting
tranS|t|on|ng one or nore nodes. For exanple a

posﬁﬁimrthe AGKOAL FR BNl nBaésU Cetl bANRAL eﬁem 04 o fiQfs the
wired LAN 15 connection to a wre

trol 702
netwgﬂ(aag Zié drquﬁglsucy‘asi % e? 8% t%g ﬁénf? {tﬁ nvg% n7lf8 If network
transition js support ed by the networ onfl ur atj .
magggempniayqrT0f dges RotAsHUT B ftﬁ’éurg%%‘k%‘lﬂt‘%‘f HE GftiegFation
| ayer 702 requests the transition at 724. hbtmork
pron@ﬁ,a@@mhltayctrg&@a triggeas the perifieation eoe yalidntion davienred aff 712he
transition at 726. If the transition is successful,
Vedfcution bnd syletatid Paypr D0fopesforms nétiwoalt verificanidn wad/briedlidation tests
| ayer 708 to 20 perform appropriate tests at 728 and
andﬁ@ dthé hﬁdﬂ‘ng@ﬂi dWasrol Ry&OMmRra@l20.ayer 702 at 730.
040] Enbodi nents of the invention may iterate the

2 Lk 5191@{\41(? WsadihAp rrﬁa?/qnclﬁﬂea@acﬂsﬁ oRthaUrReE Brfre n%@es. For

net wo scenarl os to ccur one after
t he t ti t k
xapF @@FW@'@%@%EP? el g s Hen A n TR & S 3eA5R
2005/ 006654 PCT/ US2004/ 019699 an enbodi nent, the
conneFipn g8 verelesn &AM ApMERERN- eariis eyt dRquesicnngimerk management

reported to a user
layer 704 to determine whether a transition is supported by the network configuration at

722. If the transition is supported then control layer 702 requests the transition at 724.
Network management layer 704 reports success or failure of the transition at 726. If the
transition is successful, control layer 702 prompts verification and validation layer 708 to
perform appropriate tests at 728 and report the findings to control layer 702 at 730.
[00040] Embodiments of the invention may iterate the network configuration and
transition processes to enable multiple network scenarios to occur one after another.

Alternatively, the network scenario process may terminate after a single iteration. In such
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and a pseudo-random seed to reproduce the network

scenari o may be stored. [00041] Turning nowto FIGs. 8
wo boosigrss40, the particul ar met hods associ at edP@i/UR2004/019699

enbodi nents of the invention are described in terns of

conmputer software and hardware 5 with reference to a

an éthBYERBAH the FIRINER L Gcobid1ded ReHAT ¥BEhrRYmay BORdpofbd to a user

| ayer and/or a managenent |ayer may constitute State

an%ﬁ&@?anﬁf)mcs%g@ E{ feprodh&8he HBiwoad ?cl_%&e{gri(? ay rl})g s%orged.

ut er - execut abl e I nstructi ons. SCri e

S refere 0, fl hart enabl es, ope of. .
TRAE? , Ml op Ao frrongBEl B pr S it Goiated with
i n¢l udi ng such instructions to carry out the nethods
emppiiggnts agﬂv IRGREIOR arcadeseriivg dp fenys QE Gorapey sofiyvare gpghardware
or nore processors of a network conponent) executing
with hefeienet toucflowoehartf Thmnestimgsis tebe perarewdiblylacomtzd] layerrnd/or a
conmput er - execut abl e instructions may be witten in a
magMighiElayerphhoccasiitutsstdta RRURges @ cofytd? @ragiashide up of
firmvare logic. If witten in a progranmm ng | anguage

contRMrQXRENREb1E PsBrub §GRIMeEGhies MR At ds YTt IR Fd'E HbRBSart
can be executed on a variety of hardware platforns

en bt YL 95 4 SRk S SRR P i o
RS 2o L M o, on

vari ety of ﬁ&rogranm’ng Ianguages may be used to
or IPHSIPEPRSATOTY Pl BbWerk GrgrpoBent) prechiing eilpsirugdonsdeese cowputer-
herein. Furthernore, it is conmmon in the art to speak
accedfsidofiedmr &heicompnier-fxecatablringinetiber may bg writien diga aomputer
process, procedure, agent, application, etc.), as

protRkinfiflg dheasdd HmAPbEmERNE iAirfwaeS dgic. IBWeHten in a
expressions are nerely a shorthand way of saying that

pro%ﬁﬁﬁk.g gugéee 5&%&9&%% ﬁc%ﬁi&d%&%%i, A@nag Sggns can be

uses-t vice to performan action or pro

result. For ease of di.scussion,. t.h ntjties. .
exeB P gD v DR ard WRLOTER A8 Pl g Vatiety of operating

hereinafter referred to as, agents. For_ example, the
SYStEHSi #@a%%?% ﬁmbpﬂg%f)ntsp%frtg%wwrkaﬁ%nowﬁ%@e cGrigitipreiarpoe to

managenent layer is referred to as the nanagenent
anyggetiaular Arogigamingragguage WD witl0%/appeeBied that a variety of

PCT/ US2004/ 019699
programming languages may be used to implement the teachings of the invention as
described herein. Furthermore, it is common in the art to speak of software, in one form
or another (e.g., program, process, procedure, agent, application, etc.), as taking an action
or causing a result. Such expressions are merely a shorthand way of saying that execution
of the software by a computing device causes the device to perform an action or produce a
result. For ease of discussion, the entities performing the functions of each layer are

hereinafter referred to as agents. For example, the entity (or entities) performing the

functions of the management layer is referred to as the management agent. An agent may
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be executable content, control logic, firmware, or
some conbi nation thereof, in an enbodi nent of the

WO posnodesn. [ 00042] FIG 8 is a flow di agram PCT/US2004/019699
illustrating certain aspects of a nmethod for
programmati cal ly changing the network | ocation of a

be &REWRblE ORIFRH B0l 1638¢E, Sirfivie, 08 sGmP EOEBRALIEN Beteo I an a
net wor k managenent agent (not shown) interrupts a link

: : rk conponent and the network. In an
mn@%%%@?ﬂgﬁ??gwgﬁﬁﬁpinvention, the network managenent
resy . on, a nam.c Host Conf.iquratiaon Protocol
ARy " Bl &s SRS ARy liRtng pun AP bl msiRed
is conpliant with Request for Comments 1541, "Dynam._c
progeseimatiaily ghangingghe peiyiop icationre! apebwrark costnepet. Rotesring to
In an alternative 10 enbodi nent of the invention, the
propess\hbnck Sifrmgeiwerk magpgementagentagptihopm) interouwrits olink between the
node. A person of ordinary skill in the art
netaprk @niinest dndahe fidtwonie tinan kmvediagatenthe agntion, TBy/network
reside on any of a nunber of different network

mafAPERRAEHA REIdERYN § ByHARITHRY CBHAATRRIPALEY ka server. A

net wor k conponents. [00043] Interrupting the ['ink may

oriELE 50 LBLL M M0 LSS bl B
oL AP RS BN, LR T v

interrupting a confirmation signal on the Iink, and/or
embpslimenty tppipmention themerork srnagament Rgent mayaeside on a control
conmponent to the network. In alternative enbodi nents
nodsf A pesomefentinery skill intthe hrt tppretintek thas the neitwekesmagement agent
link, interrupting the |link may include deactivating

may Reidefaanafiof b elun®br éMdiffeeastetRoikibonipdatnts PmBY B¥ b shuted
the wireless |link. [00044] Referring to process bl ock

am s Yy Wl-Tar ToTe R %o&‘htst he i nvention, the network
a

managenent agent c ges the network to which the

TS RTBBRER 5 D o PSP s i 1
B A I AR R ——

opening a switch that governs transmission over the link, interrupting a confirmation

signal on the link, and/or powering down a hub that connects the network component to
the network. In alternative embodiments of the invention in which the link is a wireless
link, interrupting the link may include deactivating the transmitter of an access point that
provides the wireless link.

[00044] Referring to process block 820, in an embodiment of the invention, the
network management agent changes the network to which the network component was
linked. Programmatically changing the network refers to either connecting the network

component with a different network or configuring the network to which the network
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WO 2005/ 006654 PCT/ US2004/ 019699 conponent was
originally connected. Changing the configuration of
wo b@snetedor k i s further described bel ow with PEESZH01/019699
FIG 9 and FIG 10. [000451 Referring to process bl ock
830, in an enbodi nent of the invention, the network
COMPUIRGEWRNbri glgsInt copntak. | Chmging thé &b’nfigﬁlraﬁ%ﬁfbf tH¥enetwork is further
net wor k conmponent and the 5 changed net worK.

desEﬁt)@nLélésbkﬂgl Jegé‘rd'td) Pi@ Pyhdiptel, yge establishing a wired
/or a wreless 1link. In sone enmbodi nent of the

: ﬂﬂ(ﬁﬁﬁ]goggtﬁew Iﬁéce?s?‘ﬁléa% %f(? m aril e@ﬁ?éé)c esi?ﬁ%o%ﬁen fon, the
net%@éﬁ?ﬁa&%%ﬁtk%ﬁ%%?@%ﬁﬁhqs ot REHEt § FRAGRcE the

bl ock 830. For exanp in an enbodi nent of the
changgdhpRLVEFK. Etaglisbiagt lﬂiedlmlq w2y ke gpellishing pwisedend/or a wireless

bl ock 810 and a 10 wireless link is established in
linlpr lnces® dnitwdkn@B0f tHeGGh6bn, the Bntbediabizhédsingfro¢dieblock 830 is
i nvention in which the established link is wred,

the@shabs tieinkghitRenslintekupBy id Retdsd Blo%k 830.Nth AtcPMtive Bmbodiments
t hat governs transm ssion over the link, establishing

of the %@Bﬂl{]ﬂ%f?&eﬁﬂ 1Ak ﬁﬁgblfsﬁgd I’Iﬁgces?%/cﬁ’% xgglp}éo in an

at connects 't net V\D corrponen to't

ST T SR TN

nkma | ude ac tlngthetransmtter of an
erﬁlgﬁsel§§< IBSFtﬁ lslhﬁ‘gtnlﬁf%ﬁiﬁﬁg ek 8RR wi rel ess 1ink. [00047]
FIG 9 is a flowdiagramillustrating certain aspects
390046 hvet Inountiagimenis Dg’rﬂmum@atldnylmmlmﬁh therdstablisheddinkos wired,
according to an enbodi nent of the invention.
estdRéifleing ilrdirtkangy cksls chisingla sHih tiidl @onahyeitksniTeiGOer e Me link,
agent (not shown) receives a 20 description of a

estabBENRE K chRfileteaRidnaLsLle iiRenuRS %b%ﬁngﬁﬁ ahiyp Eﬁa‘i) @orﬁfects the
a network to be configured may be humah-teadabl

net%zlglrlgq Wgntrtg %%ltﬁoﬂ(e fh? Eﬁerflé)u\}% e%?o%%{&&ﬁé 81?%15 q%}entlgﬁ]l%%vhlch

on an out put "de

S s ST S B Ao

it may be a écE)redeterm ned description of a network to
aceeys P@Hﬁﬁh%iﬂ? esthe whelessdinki ved description is

[00047] FIG. 9 is a flow diagram illustrating certain aspects of a method for
automatically configuring a network according to an embodiment of the inventi;)n.
Referring to process block 910, the network management agent (not shown) receives a
description of a network to be configured. The received description of a network to be
configured may be human-readable. The term human-readable refers to a description that
when displayed on an output device (e.g., a monitor, printer, etc.) is understandable to a
human reader. The received description may be randomly generated or it may be a

predetermined description of a network to be configured. If the received description is
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18 WD 2005/ 006654 PCT/ US2004/ 019699 predet er m ned,

then it may be received froma database of
w@e@dnowssm ned network descriptions or the deBCY/USL0000M9699

may be provided by a user. In an enbodi nent of the

i nvention, the received description has a standardi zed

pre@¥tBindised, Pbﬁéﬂ/\i@ﬁiﬁy(b@ RédeBidt FHoinPA datbBAbe OF predBierhinedRetiwdrk
FIG 6 is but one exanple of a received description of

des@rlﬁt%ﬁ% %hédé@é%d& Iﬂaysl%%}g%gg%ﬁf d uS§n tlﬁﬁ% %Bg&ﬂi%ht ?f the

rring to process b I'n an'e

venti.o t he WOr nment nt .sel
mvsﬂéon PR AR e B s R ORRE Rl A CnliiBien
nmponents. The sel ection may be determ ned, at | east
req}l?ﬁt 699 ghovghindGk Ads butiose e¥9é§@9 pEagecsived Hescaiption Péﬁnetwork
net wor k conponent provide a resource requested in
haviage sigedardizey] okax910. For exanple, in an enbodi ment of
the invention, the network managenent agent
redsisen CRsfeﬁiﬂg' tetprafessidbeiog 20, trompanbsdimefivofGhe inveiitisar, khe
resource and association file 300, shown in FIG 3).

netWBfk ﬁ@ﬁé@%ﬁi&n@’%@ﬁ%@f&ton@%ﬁ Hbré@étwbﬁ@ébrﬂé&'éht@tfﬁm@a list of

vi rtual e.g., in menory) to correspond to the

net@gf r%)otngn@.eTﬁé’?éléc%bﬁﬁ%‘ija Hed® %Jdegt%:%'a gggaré oﬁtwh% her the

net wor conponents ased on the recteived

resws&é*iﬁ%ﬁfei%@dgﬁg%r%%fgﬁg%ﬁaaﬂv re3pi r&qp%%?%#ﬁgﬁcess

net wor k managenent creates a snapshot file of the
bloelé%(? ofinreamploniyga empdinend o€ Histinyentien, the pejeesk management

i ncl udes the one or nore sel ected network conponents,
agenhrefgremreb o dishefitetwdrktchmponeniefetg. artwdikecsbaswerand tassmeiation file
provided in process 930 is a snapshot of the

3005 slidv gl FIG. BRt TR Kotk tehiagembiteicsed 106 hen Bepwisels virtual map
el enents, in an enbodi nent of the invention (e.g., 20

- Uh rxﬁéi‘ﬁorgf{o"&%spﬂn@tﬁ ]ﬁ%%&ﬁtto 60 Qeqtﬁﬁ?é’&"frbrﬂ tid @fer@ﬂced list of

'00050] G 101s ow diagramillustrating certain
ects of

netvri{g comapC élgrrlta,l base (9nd t fﬁ?ercl%vg t %%:%{p 1§1? lok %ggtgva%ﬁ‘t%eo%n?gured

& er gggqteg rtg%g(g;iégs% gc(f:l O%ﬁo alhgmgoedtlr\ﬁgrgtkofq}?enl%gfgmnﬁ)gt the
network management creates a snapshot file of the configured network. The snapshot file,
however, includes the one or more selected network components, in an embodiment of the
invention. The description provided in process 930 is a snapshot of the configured
network including the selected network elements, in an embodiment of the invention (e.g.,
current network state snapshot 400, shown in FIG. 4).

[00050] FIG. 10 is a flow diagram illustrating certain aspects of a method for
automatically transitioning a node, according to an embodiment of the invention.

Referring to process block 1010, a network management agent receives a description of a

transition for the node. Transitioning a node broadly refers to, for example, transitioning a
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transition for the node. Transitioning a node broadly
refers to, for exanple, transitioning a 19 WD
WQBSHB6654 PCT/ US2004/ 019699 node from a fiPGL/US2004/019699
network interface to a second interface, and/or froma
first subnet to a second subnet, and/or froma first
nodd Adwn tadirst reeeaRAnVAN, to ardédd ihfettal ahd/bSEroimGR@IsP@Bnet to a
to a second topol ogy. [00051] In an enbodi nent of the
secbilY SiHne0 Bnd/bP BofSCRsV e ANES G de BRSOV RRES ?d/ér from a dﬁrst topology
standardi zed syntax (e.g., the syntax |F ustrated In
.. Ihe received description my be
to %Je%rrl}q(sgro 8185%1 e when di spl ayed on an out put device
( a_di spl ay..scre or a _ printer). The recejved
U o1 Troan SRR R icipuention, the rerivid dgteriafion bt
ways. For exanple, the received description may be
stapdgrdieed synipregatiasynixtiHestitadiin §lG| @y diheaentivedatsseiptiop may
a function in the network managenent |layer to initiate
be himgart-readshle whon didplaged dhan ditputateeice éelgde displagtscmon oay
be provided by a user (e.g., a system adm ni strator)

prixWéhg. WaB kseeived dedtPbBOR Hay Be 2RRGAtEH Bfla PREBeIT AN EhQys. For
[ 00052] Transitioning a node typically requires

, . r.e . ne
xSRI U1 89ed BRchARRLIE95: AAI0E e ALKy and
net wor nagenen ent selects net wor, k .conpone
P S R e Bsp B ner & AR o EoP g1 4 %0 the
node transition described in process block 1010. In an
TeCElieOBRSREPROTINAY RePToNiASHDbY griset (§&.» 3 Systempdmipisiaior) who wants to
conmponents has a standardi zed syntax (e.g., network
implersentracpecified nedegermisitivhon file 300, shown in FIG 3).
The determ nation of which network conponents to

g§e00s52] nmEmnbidosipg ainbdetpiually heudentsdigutiay efe resdigléedlof 3ne or
user) in a function call. [00053] In an enbodi nent of

motd Wt Ok Hent§.?k@f'§ﬁiﬂ%§tl() Prarelymbik ﬁjZ@nﬁl@tneWk%%na%%ment

i nclude referencing the I'ist of network components

s R SR U B ppor
e BRR Bl S g 10 b B85 g WiSyenion, e
list g?ggc%%rrrlgggmponents has a standardized syntax (e.g., network resource and
association file 300, shown in FIG. 3). The determination of which network components
to select may be specified by the control layer (and/or a user) in a function call.

[00053] In an embodiment of the invention, selecting a network element may
include referencing the list of network components to identify resources that are available
within a network. The network management agent may create a virtual map of an existing
network based on the referenced list of network components. The network management

agent may then compare the received description of the node transition with the virtual

map of the existing network and select appropriate resources to support the node transition
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agent may then conpare the received description of the

node transition with the virtual mp of the existing
woeddoedesand sel ect appropriate resources to sPEPU£1004/019699

t he node transition 20 WO 2005/ 006654

PCT/ US2004/ 019699 (e.g., a VLAN switch, and/or an

(e.g’i,Ca?VEAI\D@l/iltﬁ}? aid]6Y @ acBeRPOBI, /0 hafpoiRe bil/6Ff. mbdul@N In an
enbodi ment of the invention, the network managenent

{

o PSR B2 BRI Phapl ot B TR P BMates another

. wWith the sel ect esources,. 5.1 00054] Referr.i t

virthlsfal B RIS oo HEREULER Bnptint RET EhnelRBmH, B stBoted
are configured to support the described node

IeSQWER¥si ti on. The configuration of the selected network
conponents may be based on resources of the selected
ri@(i%l k Belepngdaprengss blotlel (30 theseldcigd setmiopk compafents are
"the node transition. For exanple, configuring a

configutedrto sepport the Hesdababismieitaihkingn.aThetomdigkration eif tiecsleotfed
the router with the node to be transitioned. 10

netwbfK dodigorent§ A 18 WasdithrAredGuldds D HeCR10RY neffdrid @6mEonent and
associating the node to be transitioned wth a VLAN

.SW. . 5t R rri t (
the isshy e S RlPAb B8 mop QB 3ol skdeile, nBERREET R ey
. of the .inpvention. nfi gurj,n VLAN swi t.ch broadl
incflge a3Gein e bisionk A el R tg foter wbiRNUEle B Eidaped.
.with a particular VLAN (in effect associating every 15
Sinjletlyosaaliguripg a AN swiel may incpderpesqsiating the agdego be transitioned
articular VLAN). The connections between VLAN switch
Wﬁgeﬁﬂgﬂéwﬁﬂm@(MbNh“dmhponents may be specified in an
electronic file. In an enbodi nrent of the invention, a
$Q0SBRr EREfgelg 1P PEGERIBIBEK T0B0] ¥ VIS swit€OR cbafig188d, in an
and/ or reconfigures the VLAN switch by interacting
L ‘ ¢ . . o
el el (o AN MOt Ehalurl 4 O A0 8 R O REESOReOpin
Ol’lelc(% 'Iilrlgd’rg Q;L{A% S%Rcﬁjgc?l‘gsn\}/];ﬂﬁ g lpg.l%%%ﬂtap%ﬂ_zzﬁ\?hg te&%ﬁ;t%sg]oec:ga\{\{%rg kevery

onent “depend erparticu

netv%grqtcpc%?n%%%ént connected to the ports with a particular VLAN). The connections
between VLAN switch ports and network components may be specified in an electronic
file. In an embodiment of the invention, a software agent programmatically sets,
configures, and/or reconfigures the VLAN switch by interacting with the VLAN switch to
alter its state. A person of ordinary skill in the art appreciates that the type of interaction
used to alter the state of a network component depends on the particular network
component.

[00056] In an embodiment of the invention, a router is configured at process block
1030. A router may provide a number of network interfaces, in an embodiment of the

invention. Each network interface may be associated with IP address information (e.g.,
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[ 00056] I n an enbodi nent of the invention, a router is

configured at process block 1030. A router may
w@e@siassa nunber of network interfaces, in anPCT/US2004/019699

enbodi nent of the invention. Each network interface

may be associated with I P address information (e.g.,
intefacy\P 2865645006 6OikheDEd ehihlO O/ R3O of patikets fvaaethk fhterface. The

address and subnet) to enabl e the exchange of packets

IP Mdk ks ﬁﬁ@rrh%}fo%%@@a%h iftB@acel ﬂ?eg{ Rsifiel B§I Gh RRCHOfc FHR4(s).

each |nter ace nay e speC| by an el ectronic

b d .
Coﬁttéfu%n%)t he rou eﬁ Pgogalrd a?’m’rae(r? ag id P{o%gam%%t}ﬁaﬁlg [‘ﬁ%tl 6 'configuring,
ndffieang fgggg; SoA %w?%ﬁet%@% fcsREET 01 Vi by dntergie wit

to alter its state. A person of ordinary skill in the
rouggr to alfgsiie slada: &b petsen of erdinaypekildin tharerapprecmtesibadhe type of

alter the state of a network conponent depends on the
intgoartion asédto alteetheGtae afxnmdwerkt conipfdaerd depdhdOdafhe partievlar

may be configured at process block 1030. In an
net®OROHNEAEnOf the invention, a DHCP server provides

network adm nistrative functions 10 (e.g., providing

I re [ .

+ﬁ°%§§%ﬁﬁ€fg?&ﬁ.?l;l‘ﬂ%%2%2?@%2?%&2%&%&?2&@%% b

P,add i.nf ar

emlzocfnélent q%%? al(ljl&? g)g a @E—gﬁpge%g&lwﬁﬁdw Qrgmms%ge%nctions

assocj ations between network interfaces and
(e-earpEdpsbicAgrerrinaarEes t Hdss Hethinghe aeimeria: AdicdprleR server
nodes recei ve which network admnistrative functions.
may pssagiaterrine @i men¢ nesfvotlhiatarfageswitlo porrashendiss Bt adiress msformation
between 15 network interfaces and corresponding IP
(e.gadiradgess, BhienhiaklgAnd gate@ay Ri TIRGssdiRidneb&eet®nét®ork interfaces
file. Configuring the DHCP server broadly refers to,

and d’c‘h%ﬁpcﬁhhi@ IP%H%Emaﬁaall b¥eRSiht Whthh ndtB&ecBiNE WhSh network

/or reconfiguring the DHCP server by interacting

ad%%ﬂaﬁ%efuw sSH er %mﬁc?dnin%ht oqﬂhé 1n§/ t o%t %Cﬁ?&t]t ns bé)rg en

| nNar e ar reC|a es t
' d | h te. of
net%gﬁﬁfﬁaﬁa?i%%eosgaa §ﬁﬁgsptaﬁdl?lﬁi§5%4r‘e%%es oatig ﬁgpﬂtgt 64 in‘an electronic
conpo

file. Conﬁgurmg the DHCP server broadly refers to, inter alia, programmatically setting,
configuring, and/or reconfiguring the DHCP server by interacting with the DHCP server to
alter its state. A person of ordinary skill in the art appreciates that the type of interaction
used to alter the state of a network component depends on the particular network
component.

[00058] Referring again to process block 1030, a power on/off module may be
configured. In an embodiment of the invention, power on/off modules may be associated
with network components (e.g., hubs and access points). Configuring the power on/off

modules broadly refers to, inter alia, programmatically powering on or off the power
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[ 00058] Referring again to process block 1030, a power
on/of f nodule may be <configured. In an enbodi nent of
wo b@siomsent i on, power on/off nodul es may be asBODUS10e4019699
wi th network conponents (e.g., hubs and access
poi nts). Configuring the power on/off nodul es broadly
on/offfnedduldsdy ihtetaetingwiith, thdpOrORNEE nbahley toMee tHeRGtA8 Afperson
of f the power 22 WD 2005/ 006654 PCT/ US2004/ 019699

of &an@fyf sk H’H‘h@ Art %{)ﬂe@f‘a?c"s Ak LGy M $ﬂnfepﬁzt189 odrtg'yltglf fhe state of a

nodul’es to alte heir state.” A person i nar
e L&s t hat .t he t of
net'S(Jlé%ﬂe(l“roa |l%)llri1,t dﬁg&%dsaog%?eﬁérﬁc The neé‘?’%’ikecogfp ﬁgne[h et wor k
conmponent depends on the partlcular net wor k conponent .
[ ] 11 is fied bl di agr am of
4@‘3’%@? I d e Suicey Bk dheroms of elestad demonts of exemplary
npl enment ed accordi ng to an _enbodi nent of the
noqeril\lgﬁ,t Implemegirfcaceapigayn epberiserit obthe inventipn.eNode 1100 may
. Edocessor(s) 1110, nmenory 1120, one or nore
mc

eUmEOn ¢ piogessof(sicldd Oﬂmaﬁprynbhmmﬂe ormbar Tame(Gukput
1140, control agent 1150, managenent agent 1160. The

intdrfaberst138] wsdwetkeinRAtase(SPY 40 EconBiaD e d1 300 ﬁﬁh&ge’ménlﬂ h&4hgN160.
systeminterconnect 1170. Pr ocessor(s) 1110

The Mabtkd& é’leﬂbﬁtﬁ AREYecorMcted %{g@%ﬁ% E;eé]% ﬂtajcgnnect 1170.

programmabl e 10 gate array
d circuit n rocessi n
ProfSEHS) (0 S AU T o ssiftc ks S PerL Bfl% R
vices that access instructions from system
gat"s%arya@i’f’?é PPICHRGRDGCIHE JFeraigd caet (), eemtrakiiesssiag unit
t hose instructions by erformng arithmetic and
(Cl’llBglpr@atanuwglqgquer(PEBbs@né Mmﬂgarldeﬂitcss At adess instructions
i nvention, processor(s) 1120 is inplenented with a

from Is;astahmtoyagef(e {8, 00 r1$20)] edod Gz, aiv bucyitelth@dd i@ytictions by
enconpass a wi de variety of nmenory devices including

perfoﬁﬂﬂrg%it]ﬁnéfﬁfﬁ?ﬁ)‘lo% %/roaﬁbﬁss aR|s6mB eRABLARTENRA &F the invention,
read-only nenory , electrically erasable

e BB A O PP BERTEM ! andom access
AL, 85 T B e o 50 g
read-only memory (ROM), erasable programmable read-only memory (EPROM),
electrically erasable programmable read-only memory (EEPROM), random access
memory (RAM), non-volatile random access memory (NVRAM), cache memory, flash
memory, and other memory devices. Memory 1120 may also include one or more hard
disks, floppy disks, ZIP disks, compact disks (e.g., CD-ROM), digital versatile/video disks -
(DVD), magnetic random access memory (MRAM) devices, and other system-readable
media that store instructions and/or data. Memory 1120 may store program modules such

as routines, programs, objects, images, data structures, program data, and other program
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20 di sks, floppy disks, ZIP disks, conpact disks
(e.g., CO-ROM, digital versatile/video disks (DvD),
woregneodess r andom access nmenory (MRAM devi ces, PEIUS2004/019699
ot her systemreadable nedia that store instructions
and/ or data. Menory 1120 may store program nodul es
mogullel thadperfsrt paresularthshe lod iFple@BhiG Rt SouldrBSesft dﬁv\gﬂpes that
structures, program data, and other program 23
facAes096R 3¢ PCT/ US2004/ 019699 nodul es that perform
particular tasks or inplenent particular abstract dat a

BSERL oBhe, ek B0 ThEReR AT AT el bt 9&?. plye terface,a
ST e 'aﬁfécdé 3ot igr. 3oFAl b, syl controle o

controller or 5 super I/Ocontroller, serial port,
supghl/Perostiplieesarial pertin{vess) sqsist bus @ ) prtay diselayclevice interface

interface (e.g., video adapter), a sound card, nodem
(e.anddedadaptekle a spRDG2], niNetewy nkd thetlikef ace(s) 1140 may

include a wde variety of software, hardware, and/or

f000023r ENbRVIrRiREFRALSR) NOMEmA} BR IMMela w8 vaﬁag%fééﬁ@are

network (not shown). “In an enbodi msnt of
P A ) AR PR o

In 2&]&:&% WFrhte é ‘ftfs algg?rﬁx)on lilezegﬁg\%e\fﬁ L]é@n Ct;g%h wired (e.g., local

interface card(s) and/or chipsets that provide a
arch BEROFK Intetfaces a8 Wirelise 628 whRlesolpcal gessmetiens) @ﬁ%rﬁﬁcc;%
node 1100 to act as a single control point for a
Netweorininterface(sivihil 4hmay delikit00twek duerfaetoart](s)@mdtar chipage that
1150 may be executable content, 15 control |ogic

protile@.netviltk Gateffhds, FPGA, etc.), firmmare, or sone
conbi nati on thereof, in an enbodi ment of the

i[000RB] | O0enttd) aQQQQS@EﬁHbT’GSQIOdE heod f3vepid @Qn%l@ c\rﬁ}gﬂ)r/&lg)é)int for a

control agent "1150 is executable content

L e RN S

conttrol I%gl f(% A“ﬁ&""giﬁ FPGA, etc.), firmware, or some combination thereof, in an
embodiment of the invention. In embodiments of the invention in which control agent
1150 is executable content, it may be stored in memory 1120 and executed by processor(s)
1110.

[00064] Management agent 1160 enables node 1100 to perform network
configuration changes and network transitions, in an embodiment of the invention.
Management agent 1160 may be executable content, control logic (e.g., ASIC, PLD,
FPGA, etc.), firmware, or some combination thereof, in an embodiment of the invention.
In embodiments of the invention in which management agent 1160 is executable content,

it may be stored in memory 1120 and executed by processor(s) 1110. In the illustrated
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20 configuration changes and network transitions, in

an enbodi nent of the invention. Managenent agent 1160
woragpsheseskecut abl e content, control |ogic (e.gPCT/BSI0G4019699

PLD, FPGA, etc.), firmmvare, or some conbi nation

thereof, in an enbodi nent of the invention. 1In

emBSAARITENHS irenfidif nlaRN@iMhdn® Rgdnf 1 Y6 £RidBROAEREBME nd8ER control
1160 is executable content, it may be stored in

ol S I SR RO Blp by

e I_ent he .l nventiqn nage t agent .116 .
e ERARTRSn 7ot S5k O s E ey POVl Rl Dty cipppdiments of
| ternative enbodj nents of the invention, contro
thega\éﬁ%l%l@@trah%gen%lrﬁ&ga@ﬁ@ﬁ magaaemtent agayt | £a) #e dagiributed across
separate nodes. In yet other alternative enbodi nents
mogg thap pee nedeent i on, control agent 1150 and/ or
managenent agent 1160 are distributed across 5 nore
t[Bé065p neSyxteia intbf20nitst 1 Bilsieemits odramaaitaget betilééh the various
permts conmuni cati on between the various elenents of

eleRRAE ol A3 115Ys ts%lﬁi?ehllrlhf%féb%ﬁét%lqtl 36&39 DAL, a{widé%ri?ty\é&fgfgnal

variety of signa i nes including one or nore o
: - ' r I u .
inFHA0in U3 PO Bemp i ou PGBl Bus, PR st s, ride,
rop ted sigpal. lines. 10 [00066] FIG 12 is a block
opfiel8EReEH St e B atoebded Sebaingsy et wor k
1200 inﬁfenented according to an enbodi nent of the
i[AO0S6 i oHIG.Netiga block sipgram of srlroted dements pf ersalarg ostwork
DHCP server 1210, router 1215, VLAN switch 1220,
1200, mpleinerted aetoadingién swoekbddiabdt of 2x5invenitonl 280woknk200 includes
node 1235, power switch serial controller device

contidfodeal D05 ADEIEPSsepr N2 10, 2éiiter 1A 5] VOABT dwiteht 120! VRAREPrivate
1205 provides a single control point for executing

NefRIMOVEN) ¢27% hahi 84, ARG nodrefrer \)Hr%g/?tjcfti h&eﬁh‘i cotRi{eP Hevice

network scenarios, In an e odi nt I nventi on.

1246 &I?Jgﬁgggﬁé%%ﬁ?%ée' g., control agent 1150) resides on

CONtro in an enbodi nent of the invention.
I ernativye i rent.s of. the invention, a contro
&G{gﬁlﬁ 8ontro nogg? ?OdSI provides a single control pognt for executing network

configurations, network transitions, and/or network scenarios, in an embodiment of the

invention. A control agent (e.g., control agent 1150) resides on control node 1205 in an
embodiment of the invention. In alternative embodiments of the invention, a control agent
and a management agent (e.g., management agent 1140) reside on control node 1205.
Control node 1205 may be a general purpose computing device containing a control agent,
in an embodiment of the invention.

[00068] DHCEP server 1210 provides network administrative functions in an
embodiment of the invention. For example, DHCP server 1210 may provide IP addresses,

subnet masks, and/or gateway information to network components of network 1200. The
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and a managenent agent (e.g., managenent agent 1140)

reside on control node 1205. 20 Control node 1205 may
wheoos/ogeser al pur pose conputi ng devi ce cont ai NPEYUS2004/019699

control agent, in an enbodi nent of the invention.

[ 00068] DHCP server 1210 provi des network

DHa&Prsenves infatasuidiciond oranicre nBtvadtk irsitasds Methtcofesgdadin g IP address
i nvention. For exanple, DHCP server 1210 may provi

1nfdrl:1’1atelgl‘ii (€8 SABaddrsy) bs‘ﬂlﬁﬁet'i‘i?a%i% SandA V\Q%r 9’?ﬁ§¥!§¥?(1atloélg betvsﬁ?n

information to network nponent net wor
net%grk\éﬁ g@gé'ssjo a%g ggés %%fn%%% ggcf'r/ 93111% 099 ‘561[% eteva\lil%elﬁe ShiciHbdes
I.P.add f t
recelyePRUD NeD RN AT c'@@fé&%”?n}%°$ﬂén§§g%faiwvmon

betvveen netvvork interfaces and corresponding IP
DHg&eeess arnvell keqwiote theseadwrdinaryiskidhinioaias and wilbhatéde further
whi ch network adm nistrative functions, in an

desemtiradixaepttas of hdvh éhelynelatttdo embodinidnSR f3ks inesntime Inah |
known to those of ordinary skill in the art and w ||

emBlimb& Jflid iReEnticlSEHW R InANEERENtABertFe AW cﬁqhsMcP%lel%ﬁlzlo
to enbodi nrents of the invention. In an enbodi nent of

In suBSad g\é?%{rr&ﬂt @ftﬂ@fﬁ Bhif Wiﬁ& &?ggn ayrb%cflta%ﬁ%d Oas a
t
mag R B TSR et o eyt e R afiicn a

refers to a node on which a 10 nmanagenent agent (or a
maiSEMeRf PSRt (T ARPHIOR L Atangespnt @é@}%@é&lde&[ 00069] Rout er

1215 provides a nunber of network interfaces in an

089691 nefheuterf 1216 peovidaseartuindrer oEaetivorieintanfakes intagreirdodiment of

may be associated with IP address information (e.g.,

the inventidra céach Retwdk exsterfavednsuiticidted @MalP adddss information
exchange of packets with the interface. Routers are

(e. g‘Wﬁt’eerMN’hdﬁf&sﬁ heegibakt) & HaBR tHe S¥dhhhgd 8F ﬂa@l@etﬁvﬁth #Winterface.

not further described 15 except as to how

Rth&Js gfeﬁwélg JWI?%' dﬁ%to% o?élfl&ljp%*( l]{ﬁﬁlg? ér? an &IHP %%eﬁgpﬁcglbed

pr OVl WL
d t of th
exc?%?éﬁq ?‘b"iﬁ?‘%ﬁéﬁ]ﬁtesta ﬁ%@P@@%ﬂ%ﬂ I{ﬁ%&ﬁ% uge ong or

[00070] VLAN switch 1220 provides a plurality of ports and supports a plurality of
VLANS, in an embodiment of the invention. Each supported VLAN may include one or
more ports. Each port may be connected to one or more network components. VLAN
switch 1220 enables an embodiment of the invention to group hubs together
programmatically into logical subnets. VLAN switches are well known to those of
ordinary skill in the art and will not be further described except as to how they relate to
embodiments of the invention.

[00071] VPN 1225 provides a mechanism for secure transactions in an embodiment

of the invention. In some embodiments of the invention, one or VPNs employ static IP
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nore ports. Each port may be connected to one or nore

net wor k conponents. VLAN switch 1220 enabl es an
wepdsmigent of the invention to group hubs togeeTE82080019699

programmatically into | ogical subnets. VLAN sw tches

are well known to those of ordinary skill in the art

addagsd configurentinBeci emnbdimette S fhehRebnE¥E Qﬁietﬁ@rldrﬁa g@fnent agent
they relate to enbodinents of the i nvent i on.

may BlabARS s R B8t udBRaGH BRthRfthicRle V%ﬁ?ﬂ'l% ggahfzﬂﬂlsﬁﬁff'gﬁféﬁ VPN.

In an enbodi nent of the invention. In

ne. or

i R0 e TR e 25 bR b o e Bk HORERRe cﬁ]dtap DI
conf| re C odi nents of the ipventiaon,

SeryRL iy e E Fﬂi}%ﬂ’ﬁéﬁf@%ﬁgﬁﬁt COHFgSPORH dnthe speratic NEN. fIin@ddltwn
subnets used to communicate with the statically

routes A2 | s e vrmigurathiogsalety nblavoak traffisl dnstithdr siflopf the VPN so that
exanpl e, by configuring the I P addresses on the DHCP

only &PPetrafifictihironbeel. Jolormet trifficaci@rsds $@sfid Withinahe V@Sp@n drdvanll)
the specific VPN. In addition, 5 router 1215 may be

andGfdrh) Wi ik feferb OtraFie oBRIAMQT l&letVFIﬁIf(bICﬁl‘éWaﬁ) tVPNs atedell
of the VPN so that only VPN traffic is routed

knolvxplt t8 rtl‘ﬁféla of Bfﬁnfgi& skififi a}% drCard vl ot P@”fﬁl{l{ep d{;J&ﬁP%/(F &0(38{ as to

extern traffic re
firewall). VPNs are well known

mﬂ¥§w¥ﬁ%95q EP@FWEV&S BGPYeRU he art and will not be

further described except as to how they relate to
th ntion. 10 [000721 It should be
TRTEL TR SonB g s bieh bt okeraRg BIOn kot s Spectfication to “one
specification to "one enbodinment” or "an enbodi nment”
embﬁéam@it Ratanempkadimenil meansthatn partieulan festures stowcture or
characteristic described in connection with the

chaeteoidiicestribed invohnteidn iwithahe érabedimentsis ivinfediinericasdbne
the present invention. Therefore, it is enphasized and

emtspdgHéd o ehe REROCRIVEIRA. tihdfefdrdlit Qren'fﬁ?faﬁzé@ﬁrﬁf $BGER%e! O
"an enbodi nent" or "one enbodi nent"

appfgcfa?é'dqﬁgﬂ %0 e dBRhcestd “éﬁaéﬁl? PII%B toir Oéhc'e C%,flb()tdl g’nt” or “an

speci fication are not necessar| err
i.ment . urt her

alte%ngg}(% ?rglgocﬁgiep 6{1 ?ré%us é)IQI'tIOIlS o?ﬁns épemq’eca on are not necessanly all
referring to the same embodiment. Furthermore, the particular features, structures or

characteristics may be combined as suitable in one or more embodiments of the invention.

[00073]  Similarly, it should be appreciated that in the foregoing description of
exemplary embodiments of the invention, various features of the invention are sometimes
grouped together in a single embodiment, figure, or description thereof for the purpose of
streamlining the disclosure aiding in the understanding of one or more of the various
inventive aspects. This method of disclosure, however, is not to be interpreted as

reflecting an intention that the claimed invention requires more features than are expressly
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characteristics nmay be conbined as suitable in one or
nore enbodi nents of the invention. [000731 Simlarly,

WO pooshaiss4l be appreciated that in the foregoi NBCT/US2004/019699
description of exenplary enbodi nents of the
i nvention, various features of the invention are

recREdVEL dalR 8laind O Rt RS the! ONSKHBIcldifs feffdct) ShRnEBIDLHOE Ik in less
figure, or description thereof for the purpose of

tha e 2D AR hE 151cBGn Ak ARt Ve the claims following
aspects.. Thi.s nmethod of disclosure 0 er, . t t

theiiRHEh Besg Bl M p0RDu Bt Riporne LRI dopifed MfReripRon,
.claimed invention requires nore features than are

Wltgfﬁ?l’e%‘éllf%/ standig\py) #8501 36 & SERArbeTMbRdinra) ofithisgyvention.
recited in each claim Rather, as the follow ng cl ains
reflect, inventive aspects lie in less than all
features of a single foregoing disclosed enbodi nent.
Thus, the clains following the detailed description
are hereby expressly incorporated into this detail ed
description, wth each claimstanding on its own as a
separate enbodi nent of this invention. 5 28 WO
2005/ 006654 PCT/ US2004/ 019699 CLAI M5 What is cl ai ned
is: 1. A nethod of changing a network | ocation of a
net wor k conmponent conprising: progranmtically
interrupting a |link between the network conponent and
a 5 network; changing the network to which the network
conponent is |inked; and establishing a |ink between
t he network conmponent and the changed network. 2. The
met hod of claim 11, wherein programmtically
interrupting the Iink between the network conponent
and the network conprises:
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10 powering down a hub that connects the network
conponent to the network. 3. The nethod of claiml,
wob@seddsprogrammatically interrupting the |i NRCHES200E019699
t he network conmponent and the network conpri ses:
interrupting a confirmation signal froma cabl e that
cLagmmzects the network conponent to the network. 15 4.
The nethod of claim 1, wherein programmtically
interrupting the Iink between the network conponent
Whani ddigeigt wor k conpri ses: deactivating a transmtter
in an access point that connects the network conponent
1. t o Ahrethed vdhangibg a Tbevdrkldvatdowbf £heivorkdcompudieti domprising:
programmatically interrupting the |link between 20 the
net pogkanvoatpe e ntterarpdingladinkdtetwoedn thongwodesimmment ang aa
switch that connects the network conponent to the
netwetlhor k. 29 WD 2005/ 006654 PCT/ US2004/ 019699 6. The
met hod of claim 1, wherein changi ng the network to

whi @H0ERE threreipik toctigbthe metwask comparent Briprkedend
R S TR AR o T M S A

associ ating the network conmponent with a second
network. 5 7. The nethod of claim1, wherein changing

PELA 5 g SRl b

2. theT
conpri ses: recon I'ng

the%ethd?E.cé‘iﬁ%&%t dt‘ﬁEﬁEt‘%oﬁﬁcM i&lsn programmatical ly

reconfiguring the network conprises: 10

pr ok tdosal d MubCa dodiHédtd e RetWdrk UempbiRatto thE Bdtwork.
Network (VLAN) switch to include the network

conmponent in a VLAN of the VLAN sw tch
3. The method of claim 1, wherein programmatically interrupting the link between
the network component and the network comprises:
interrupting a confirmation signal from a cable that connects the network

component to the network.

4, The method of claim 1, wherein programmatically interrupting the link between
the network component and the network comprises:
deactivating a transmitter in an access point that connects the network component

to the network.
5. The method of claim 1, wherein programmatically interrupting the link between

the network component and the network comprises:

opening a switch that connects the network component to the network.
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9. The method of claim7, wherein progranmmtically
reconfiguring the network conprises: programmatically
w@ensiogesd ng a router to associate a network i PCBEUSH0€019699

with the 15 network conponent. 10. The nethod of
claim?7, wherein programmatically reconfiguring the
network conprises: programmatically configuring a
6. Dy ndhe methodtof Camrhi g wheateirochaRging dloodet ¢ BINGR)whisethe et ark
associ ate a network interface with Internet Protoco
compmenpigdikedcompifciat i on. 20 11. The nethod of claim
7, wherein pri)gr ammatj call.y reconfiguring the network
conproetramatigalipdisasrgsieting #is setvork gampousnd frogoofirst network; and

programmati cally conf.igyring a power on/qQff noduje to
B BB G SR PHnE i SR BT pon A Al oA povork.
claim1, wherein establishing the |ink between the
network conponent and the changed network conpri ses:

50p i - hyb f.
7 conpiei P i 12wk 3fn SAGRELE ARERh i pnspon
co eRi 18 1IBREPRIRINesg the Iink between the network
conmponent and the changed network conprises: providing

a cpbidnihiticany sdcgnfburity te 8@Rlogk.t hat connects the
networ k component to the network. 10 14. The net hod

of claim1, wherein establishing the |ink between the
network conponent and the changed network conpri ses:
8. act Thameihgd af than §nivherein programnaticabsreponfiguringabe network
connects the network conponent to the network.
comprises:
programmatically configuring a Virtual Local Area Network (VLAN) switch to

include the network component in a VLAN of the VLAN switch.

9. The method of claim 7, wherein programmatically reconfiguring the network
comprises:
programmatically configuring a router to associate a network interface with the

network component.

10.  The method of claim 7, wherein programmatically reconfiguring the network
comprises:
programmatically configuring a Dynamic Host Configuration Protocol (DHCP)

server to associate a network interface with Internet Protocol (IP) address information.

11. The method of claim 7, wherein programmatically reconfiguring the network

comprises:
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15. The nmethod of claim 1, wherein establishing the
link between the network 15 conponent and the changed
woedodoedesconpri ses: closing a switch that connkCt/BES100€019699

networ k conmponent to the network. 16. A system
conprising: a network conponent to connect with a
network; and a node to change the |ocation of the
net progkancoataiy configurmgraqeeveh aviofimadul® @ qpr asedstod netwadrk
| ogi c executable thereon to interrupt a |ink between
comp@enet wor k conponent and the network; change the
network to which the network conponent is |inked; and
31 WD 2005/ 006654 PCT/ US2004/ 019699 establish a link
onent, and e changed. net worKk.

h K |
1297, 6 eltpBbh 1o P ARRmS Rl g e [Bbsry &nhe neRtD
' | b .th t k t d
corpuhEHEIFe Shetd BERBRL AitRe node having the
! i _
Phebrrafle B o B o ER R Bk Shaaydl id b LWk

networ k conpri ses the node having |ogic executable
thereon to power down the hub that provides the |ink

13.bet TEemetndE of 8laA N KwheRIRARBNLLiAR thelIk HREL MR e ndi®ork
The system of claim 16, further Conprising: 10 an

corageBsan@dahé thangedhewiodlecdniises:nk bet ween the network
conmponent and the network; and wherein the node

havprogiditgea pomitceation signd td e galde éae corinebls ¢hd degwerkicontponent to

interrupt the link between the network conponent and
themgvailst wor k conpri ses the node having | ogic

execut abl e thereon to deactivate the access point that

provi des the |ink between the

14, The method of claim 1, wherein establishing the link between the network
component and the changed network comprises:
activating a transmitter in an access point that connects the network component to

the network.

15.  The method of claim 1, wherein establishing the link between the network
component and the changed network comprises:

closing a switch that connects the network component to the network.

16. A system comprising:
a network component to connect with a network; and
anode to change the location of the network component, the node having a
processor and logic executable thereon to
interrupt a link between the network component and the network;

change the network to which the network component is linked; and
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15 network conponent and the network. 19. The system
of claim 16, wherein the node having a processor and

wo o@soo@xecut abl e thereon to change the net woPKT/US2004/019699
whi ch the network component is |inked conprises the
node having | ogi c executable thereon to:
progranmati cal | y di sassoci ate the network conponent
from a f estshlishetlintsrbietweendhe @@wprlkogpmapomentiandlthe/changed network.
associ ate the network conmponent with a second networKk.
20. The system of claim 16, wherein the node having a
processor and | ogi¢c executable thereon to change the

17 net ?ﬁ“*%ﬁﬁg?%ﬁpﬂ&éhﬁ@¥W6ﬁ@“@63bonent is |inked

SRR TN EEIEE oY TR P

whiBle rammatically reconfigure the network. 21. The
system of claim 20, wherein the node having a

Pr 0GR$HAE hdNd }h%%r&ce@%? I%g% ?oglcte%xg'éﬁtg%l\gn%éoql to interrupt the link

progranmati carly ‘recon conpri se

betRREetHRAATL [8@bEnen S EEHE %Q{vﬁ)\r}( P%g{?&stt& ﬁloliil&rhgging logic

programmatically configure a Loca

exddgtaBlertkereM-RPovndb A thedhub Mgt '&Hgﬁd_&shtﬁe N8k We¥wkeen the network
conmponent in a VLAN of the VLAN switch. 22. An article

comporanafdahé neteroglonpri si ng: an el ectronical ly
accessi bl e medi um provi di ng instructions that, when
executed by an apparatus, cause the apparatus to 10
interrupt a |ink between the network conponent and a
18.net Wow fystene pibglgion B0, dethasckmprisingi ch t he net wor k
conmponent is linked; and establish a |ink between the

net HbraecERI iR BIovidedhe Hak betwsee themstwisk eompgnent pad the

ar t.i cl f manufacture of claim 22, wherein the
net‘é’PQ%?P%W?‘E‘&FI} y accessi ble medi um providing

1:23{%{8 lﬁt%aéeﬁagvg%% gipa%cve\'?sg)rr] afid Ieo%yct &%c&é{blgt e7ednto ‘:ilrtltlérsrhpt the link
between the network component and the network comprises the node having logic
executable thereon to deactivate the access point that provides the link between the

network component and the network.

19.  The system of claim 16, wherein the node having a processor and logic executable
thereon to change the network to which the network component is linked comprises the
node having logic executable thereon to:

programmatically disassociate the network component from a first network; and

programmatically associate the network component with a second network.

20.  The system of claim 16, wherein the node having a processor and logic executable
thereon to change the network to which the network component is linked comprises the

node having logic executable thereon to:
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15 interrupt the link between the network conponent
and the network cause the apparatus to: power down a
whewsoh@as4 connect s the network conponent to thBCT/US2004/019699
network. 24. The article of manufacture of claim 22,
wherein the electronically accessible nedium
provi ding instructions that, when executed by an
appar@ramsmaticallyeetdnéigageiae agtwerlt.o i nterrupt the link
bet ween the network conponent and the network cause
the apparatus to: 20 deactivate a transmtter in an
access point that connects the network conponent to
21t he The syisemk of gBinye) 2ulbBeio sesuylchaYingsmoeser ed dogiosxecutable
The article of nuf acture_of claim 22, wherein the )
theggantp PBQﬁf%IBFPVCaEE’CTS%%fBP@ thepefvork ¢RTBRISE Hig node having logic
ing@&qﬁtion that, when executed by an apparat us,
XERFEE PHEODHPar atus to change the network to which

t he . i.s-linked us he raf us
to: PRSP RIR A be MSRS R B RO IR it 10
inchQIEREDERy oIl &ﬁl@nwiﬁwﬂ e PLAN avitch .
programmati ca associ at e the network cofrponent with
a second network. 26. The article of manufacture of
claim 22, wherein the electronically accessible
22 mediAuniréle vf thaft@fattded donsdrispizs t hat, when executed by
an apparatus, cause the apparatus to change the
net woelectranivdiiyclcéskiblaatdinmkprovdtingriadtiuciiond thikk @lleg augtted by
the apparatus to: programmatically reconfigure the
an pepaingk cadse tis7apparetusaot i cl e of manufacture of claim
26, wherein the electronically accessible nedium
pr oVt ailink tbetysaen dhsneativark coptponenaad ametivasly; an
apparatus, cause the apparatus to programmatically

r ec BB 8 e ark i whishithe retwewk qompoapwids Hnkesl; pred
rogr tically configure_ a Virtual Local Are
Net &%%EEF 91l beﬁwepéﬂe I?%W%krﬁﬂntméemr?@hﬁl& chgpied network.

conmponent in a VLAN of the VLAN switch. 15 28. A
system conprising: a first node to connect with a

23.NeUPRL KovicRE manufacture of claim 22, wherein the electronically accessible

medium providing instructions that, when executed by an apparatus, cause the apparatus to
interrupt the link between the network component and the network cause the apparatus to:

power down a hub that connects the network component to the network.

24.  The article of manufacture of claim 22, wherein the electronically accessible

medium providing instructions that, when executed by an apparatus, cause the apparatus to

interrupt the link between the network compohent and the network cause the apparatus to:
deactivate a transmitter in an access point that connects the network component to

the network.

33



10

15

20

a second node to change the network | ocation of the
first node, the second node having a processor and
wo obso0@xecut abl e t hereon to power down a hub PEEUS2004/019699
links the first node and the network; 20 change the
network to which the first node is |Iinked; and power
up the hub that links the first node and the changed
25.net bhe krticle3ef nRuZOh¢ 00 6lad 2 PGS B¢ e msally 26cesdible
system of claim 28, wherein the second node having a
megroe posstingingiriaighs thag xdwoo eatdueed Hyeamempparabisc bansg thetapparatus to
network to which the first node is |linked conprises
change thesnepword ta sdicthhe pefy orloeprapeneatis dinbedcavse hesppergtus to:
progrannatlcally dlsasstglate the first pode froma

fi r Bograpgiqally dirgssosialsy the AeioHE PeaPInEnERYR @ gﬁ@therk; and
first node wth a second net rk. 30 m of

EE SRR R i a Stid B
and | ogic executable thereon to change the network to
which the first node is |linked conprises the second

26 100G DA Nl KB cBXE 8 Lg%, \ﬂ% &R'thd éiﬁctronicgllg gccesmble

programati cal 'y recon iguret et wor
medium providing instructions that, when executed by an apparatus, cause the apparatus to

change the network to which the network component is linked cause the apparatus to:

programmatically reconfigure the network.

27.  The article of manufacture of claim 26, wherein the electronically accessible
medium providing instructions that, when executed by an apparatus, cause the apparatus to
programmatically reconfigure the network cause the apparatus to:

programmatically configure a Virtual Local Area Network (VLAN) switch to

include the network component in a VLAN of the VLAN switch.

28. A system comprising:
a first node to connect with a network; and
a second node to change the network location of the first node, the second node
having a processor and logic executable thereon to
power down a hub that links the first node and the network;
change the network to which the first node is linked; and

power up the hub that links the first node and the changed network.

34



10

WO 2005/006654 PCT/US2004/019699

29.  The system of claim 28, wherein the second node having a processor and logic
executable thereon to change the network to which the first node is linked comprises the
second node having logic executable thereon to:

programmatically disassociate the first node from a first network; and

programmatically associate the first node with a second network.

30.  The system of claim 28, wherein the second node having a processor and logic
executable thereon to change the network to which the first node is linked comprises the
second node having logic executable thereon to:

programmatically reconfigure the network.
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