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This application clainms the benefit of United States provisiona t
application No. 60/0S8,074, filed Septenber 5, 1997. 5 Background of the

I nvention This invention relates to nmethods for protecting access to
information stored on |ightreadabl e discs, and nore payﬂ' H met hods
for protecting access to information stored on such ne mmm mw Mmmgitm
versatile disc ("DVD') video ("DVD Video") discs, DVD readﬂgn%y menory
("DVD-ROM') discs and conpact disc read only menmory ("CD-ROM) discs.

Li ght-readable information recording nedia in the form wel |
known, as shown, for 1S exanple, by Kraner U S. patent 'mmm mmmm D- Vi deo
and DVD-ROM di scs are exanpl es of relatively new forns of infggnmtion
recordi ng nedia. DVD-Video discs generally contain both audio and vi deo
data, such as feature-length novies, and are typically used in DVD 20 Vi deo
pl ayers for honme entertainnment. DVD-RCNIand CDROM di scs generally contain
conput er data, such as software, and are used in conmputer DVD- ROM and

CD- ROM dri ves, respectively. Existing DVD Video players and DVD- ROM and 2S
CD-ROM drives generally permt users unlimted access -2 to
information stored on |ight-readabl e discs. A consunmer can purchase a novie
stored on a DVD-Video disc and play the novie an unlinited nunber of tines,
or can purchase.s & , P ! R |nstaH
t he software afrunf ] DeT " ' '

This application claims the benefit of United
States provisional patent application No. 60/058,074,
filed September 5, 1997.

5 Background of the Invention
This invention relates to methods for
protecting access to information stored on light-
readable discs, and more particularly to methods for
protecting access to information stored on such media
10 as digital versatile disc ("DVD") video ("DVD-Video")
discs, DVD read only memory ("DVD-ROM") discs and
compact disc read only memory ("CD-ROM") discs.
Light~-readable information recording media in
the form of discs are well known, as shown, for
15 example, by Kramer U.S. patent 5,068,846. DVD-Video
and DVD-ROM discs are examples of relatively new forms
of information recording media. DVD-Video discs
generally contain both audio and video data, such as
feature-length movies, and are typically used in DVD-
20 Video players for home entertainment. DVD-ROM and CD-
ROM discs generally contain computer data, such as
software, and are used in computer DVD-ROM and CD-ROM
drives, respectively. '
Existing DVD-Video players and DVD-ROM and

25 CD-ROM drives generally permit users unlimited access



Many consuners, however, do not want to view a novie nore than oghg fé nan
tw ce, and therefore may not want to purchase a novie on a DVD Viideo Bsduz
that 10 permts unlimted access. Many nore consumers, however, may prefer
purchasing a DVD- Vi deo disc that permts the user to pay for onIy t he
nunber of tines the novie is actually viewed. Mwvie distributors al so seek
to of fer pay-per-view functionality for-mvies 15 recorded on DVD- Vi deo

di scs. Likew se, software manufacturers typically seek to restrict the
nunber of tines a consuner may install_ software that has been recorded on
di sc. Such sdfa vidrko et skered serkl AghEcseadppie ndéiFafm -t hat 20
restricts acceselfyd Nea? YdNGhLs e UL nBFLE LELDE GRNSUBDD-LeRRY a || cense
fee for each copy o e software that the consuner actually nmakes. Thus,
CONSUNers, rnﬂd%?cﬁ@drpb@YoE%eam@VEGf@ﬂaﬁ@lhﬁhﬁﬁécﬂumbﬁ§ aésitimes  met hod
that prot ectSoﬁca@e%sptpcﬁésénéefeaatenréeeea@edoﬁn | bgBLrbpadablg-di scs,

and grants access he consuner satisfies a predeterntned condi ti on,
such as payi R4 d/r%w @a@dferest@éht ghef seftppgenae BRlépdites ammbsar - use
fee. A recentdy apposnced DVD-Video format known 30 as Digital Video
Express ("Dl VX") proposes a pay-perview nethod for DVD-Video discs. Dl VX
may have sone di sadvant¥@e¥, CABRBREE S Mberesrgni £PcRALI Yant R dilses wil |

not play on siapdayd xQé/PéVtﬂse ehegebe thtcel, Nahaagd heRky oMl lmaeA Fpton nore

expensi ve DI VX pl ayers. dition, if a novie is only available
in DIVX fornm¥ango @uﬁﬁ?@h%ﬁé hamévaﬁréad? QUPCH&géG §1§Faﬁ@§¢d DVD- Vi deo

l ayer wiid bgeuableuhsiheuasHER<BRYI Chanknbi-ancBh g or egoing, it is

an obj ect of is invention to provide a method protectlng
i nformati on shevedesn mﬁghprﬁéééaEP€C@@§é§9U§l@yDaVﬂéﬁ@a@hﬁﬁaﬂjeﬁh be used

with EX'St'”ngkﬁY9§CEh@quQ%ﬁﬂb 9%% &%%to%9§5tﬂ%t @@ & he fuy chase of
nore costly, Egecra i zed hardware i s anot her object of this

i nvention to pRevigElg éécéﬁé“ﬁéﬂﬁb&lﬁ&ﬁdproN@@ﬂ@n@Hsﬁm&hﬁﬁqqﬁt%ﬁ%ﬁed on

li ght -readabl gedises bhak! F%Lgetrheflwrftﬁﬁmddatmttw fRK gudtpey hori zed
use of the recorded materia is a further objéct of this invention

to provi déSa FEEREIPEa@BLPY¥DGViEeRadifES nf ormation stored in a protected

format that can be usedpwill @4, Stdd¥a W2y Raglk e ey @pst ddat, does not
require the purchase of nore costly, specralrzed har dwar e.” 20 SUﬁﬂARY OF

THE | NVENTI ONSR&s ECaf@SEFRET S5jee YERSAT tHe GiMASHE GPETERSE dtpl i shed
according to §RetRANINGLFLeS @ thhe IHNEHdOD BeA-d@t had dnad . protegt s

access to information, such as a novie, recorded on a |ight

software manufacturers seek a recordable medium that

20 restricts access to the software, but permits the
consumer to pay a license fee for each copy of the
software that the consumer actually makes. Thus,
consumers, movie distributors and software
manufacturers desire a method that protects access to

25 information recorded on light-readable discs, and
grants access when the consumer satisfies a
predetermined condition, such as paying a viewing fee,
rental fee, license or equivalent per-use fee.

A recently announced DVD-Video format known

30 as Digital Video Express ("DIVX") proposes a pay-per-
view method for DVD-Video discs. DIVX may have some
disadvantages, however. Most significantly, DIVX discs
will not play on standard DVD-Video players, but

instead only will play on more expensive DIVX players.



" 25 readabl e disc, but that grants linmited access when the user saéiil}im,,p,
certain predeterm ned conditions. In the preferred enbodi nent, th tbHfp 2002
is inmplemented using a software | ock programrecorded on the |ightreadable
disc, in cooperation with a user-interactive 30 transaction service. The

| i ght -readabl e disc includes a software | ock programthat causes the

| i ght -readabl e di sc player to generate and display a random val ued UN QUE
KEY each - 4 time the user attenpts to_play the disc. The user

comuni cates the UNI QUE KEY al ong with paynment or account information to a
transaction service, such as a tel ephone transaction service, |nternet

site, or oth L. lar S r.a i ; | Ce: 4+ es the
hyment or neDoaaRitply IR no L R R Y B oo i cat es
t he UNLOCK KE¥ria tt heonsemerFo Wiendeate atlire ddV GO KRS ed he stamdacti on

service uses 3 I - P hsgg?ﬁi : equat i on,
t hat has theDm%E%§E$§§§; Igﬁylt?ys ilg'ltesu\?asdlrﬁicla 'Iat}s?v%.s, orlﬁgg%:%QUNl QUE KEY,
there is a correspondi Ag UNIEGCR KN o nraaing neldt bis t e COV/ERN NG

RELATI ONSEIl P t;, User cg;pgmicg@t ESnd 16, KEYLo; A8 the
light-rea abli':(gl |sl(§1 pelrﬁgtfﬁl hé | ock praogr am tCHen ca sese{:.ﬁé | ayer to
determ ne i f it nradrioms tared ¢l Lt eoreadab L GCKCKEYs iTHeal ock

program whi ¢ gl udes the FVERNINGRELATONSHAP, pcaysgskt he player to
eval uate t he GOVERNI NG RELATI ONSHI P usi ng the UNI 20 KEY, and conpare

the result wiedtimmenfsand gt dPaNeK e ignetieseupragsr pays the

|'i ght - r eadablg, i s ONly, idpddie USALd hasediove ded the correct UNLOCK KEY .
To performthe invented nethod, the |Iight25 readabl e disc and transaction

service dde the sane GOVERN NOEEISTI OGNS P. oFokhifciedsBdisactpity, a

uni que GOVERW NG, RELATI QNS récians ofs al go v L R3Chn Ebgbragadabl e di sc,
and the transaction service determ nes the GOVERNI NG RELATI ONSHI P by
decodi ng a 36 1R%d pptight U koot seachhat 41Ri6F HBet UsRXt'e di sc

serial nunberap a550¢| B4 afh M tih SaEho £l 564 A EesRath¥ekicotlir JGOVERNI NG
RELATI ONSHI P depends_ on the val ue of the UNI QUE KEY, and the transaction

servi ce det erfAreEithe correct GOVERNI NG RELATI ONSHI P
15 It is a further object of this invention to

provide a light-readable disc having information stored
in a protected format that can be used with existing
playback equipment and that does not require the

purchase of more costly, specialized hardware.

20 Summarv of the Invention

These and other objects of the invention are
accomplished according to the principles of the
invention by a method that protects access to
information, such as a movie, recorded on a light-

25 readable disc, but that grants limited access when the
user satisfies certain predetermined conditions. 1In
the preferred embodiment, the method is implemented
using a software lock program recorded on the light-
readable disc, in cooperation with a user-interactive

30 transaction service.

The light-readable disc includes a software
lock program that causes the light-readable disc player
to generate and display a random-valued UNIQUE KEY each
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- 5 by decoding the UNTQUE KEY. Further features of the invention, i f
nature and various advantages will be nore apparent fromthe accoggdng‘gg
" drawings and the followi ng detailed 5 description of the preferred

enbodi nents. Brief Description of the Drawings FIG |Ais a sinplified view
of a prior art standard DVD-Video player and a prior art DVD Video disc. 10
FIG 1B is a diagranmatic representatiofi 6f data stored on disc in

accordance with the prior art. FIG 1Cis a sinplified view of a DVD Video
disc recorded with a software programthat perforns the nethods of the

present i nvEAfiCortheandes ditaGrahtatioc P13 Y EritGt | oPSfUSRE sof t war e

program Fl GomtnirS ¢ dd OWHehamr oofe &mvi 1dusiq ativre wadpesh veat of the
net hods of this invention. FIG is a flow chart of an enbodj nent of the

3
nmet hods of BRLUYNSRIVTF2BEIFTE UATDSEGHRP FETLI0F aSEFPsRS 2

al ter nat i ve wgslgmnte )fn dde iRt hadsr iafe | hirst d fvent s 0fle, FbE o4Bekrs a
diagrammatic representation of a first alternative enbodinment of this

i nvention. P9TEET AT o it TR T A sTTomCal YeF hat Bve t8fbodi nent  of
t he net hods wfyridhts dnverddait Mferdion A ghwgrareat an URpoegent ati on of

o “the. Prof 7 THOGHRBHEE 156 SHNAE B of o aPRSDUBSF1-dedopl ayer 100
("player 10Qjonérdwhka e AUNBOSK DV Vithe® transaction service uses a
GOVERNING RELATIONSHIP, such as a mathematical

10 equation, that has the UNIQUE KEY as one of its
variables. Thus, for each UNIQUE KEY, there is a
corresponding UNLOCK KEY, as determined by the
GOVERNING RELATIONSHIP.

Next, the user communicates the UNLOCK KEY to

15 the light-readable disc player. The lock program then
causes the player to determine if the user has provided
the correct UNLOCK KEY. The lock program, which
includes the GOVERNING RELATIONSHIP, causes the player
to evaluate the GOVERNING RELATIONSHIP using the UNIQUE

20 KEY, and compare the result with the user-supplied
UNLOCK KEY. The disc player plays the light-readable
disc only if the user has provided the correct UNLOCK
KEY.

To perform the invented method, the light-

25 readable disc and transaction service use the same
GOVERNING RELATIONSHIP. For increased security, a
unigque GOVERNING RELATIONSHIP is associated with each
light-readable disc, and the transaction service
determines the GOVERNING RELATIONSHIP by decoding a

30 user-supplied UNIQUE CODE, such as all or part of the
disc serial number, associated with each disc.
Alternatively, the GOVERNING RELATIONSHIP depends on
the value of the UNIQUE KEY, and the transaction
service determines the correct GOVERNING RELATIONSHIP



- 6 disc 110 ("disc 110"). Disc 110 contains data 120 stored in a format
that may be read by player 100, and that conplies with the "DvD 2§ FEB 2002
" Specifications for ReadOnly Disc, Part 3 - Video Specifications" (referred
to 5 as the "DVD Video Specifications,”™ which is hereby incorporated by
reference herein). This explanation of the invention in the context of
DVD-Video discs is only illustrative, and it will be understood that the
invention is equally applicable to other light-readable 10 information

recordi ng nedbq SaEhdBsg DV ROVEgod ©BYROM di scs. For illustrative
pur poses, data 120 is represented gr aphi cal I\é in FIG 1B. Data 120 may
include a software progFafRth8s SRATHIPECBEdERCALAVETES AR vdeo™ rivRyFdng 150,

such as a novigy Pefi¥aseafyvagtages3Rimaybenabyde agdfdresit Pty PFOGr am
chain 140 that controls the initial operatiaon_qof player 100 i mredi ately

: )l ay
after the useRCFASRAR¥1IRPSEr2YHRPAt 8RFI &P6r 198G OWER B G AARS with the

DVD- Vi deo 20 §pgeiipe@bhons, thkapyee ri@R caxearbes entsd. pl ay program chain
140 after disc 110 is inserted into the player. Typically, as shown in FIG

1B, first play programchain 140 instructs player 100 to begin playing

audi o vi deo ppegeanDseBrirdbiAnt efn&hicvervwidgsshown in FIG 1C, DVD- Vi deo
disc 160 ("disc 160") contains data 170 that, i ppl.enents the pet hods of the
1 g Loset &

present invention. Like¥dFsclfydS & S4MP AR Rt £ BHQFofEH in a

format that nyaheareagdvbyvaldeyepliQRr amd thyirienesovbinisbe "DVD 30
Vi deo Specifications.” Data 170 iIncludes software program 172, first play
progran1chaindi?5'and recorded audi o-video program 176. Unlike first play

program chain 140, firstrrgl.ayriegzamichaidhmetd d nsdgressnphayen 360 to
execute a |lock program 178 to _|Sgl,errent t he net hods of the present

7.
i nventi on. Lo8R%Hr §&P&RCAL P % Sedd AGATHRCABY FortperPhHRENBE by t he
player to control accessim audiig \d deondiritiredn diléy &F GS. DZpSvshew

'l1ustrative %E%%d&@%gféég with a software program that performs the
methods of the present invention, and a diagrammatic

15 representation of the software program.

FIG. 2 is a flow chart of an illustrative
embodiment of the methods of this invention.

FIG. 3 is a flow chart of an embodiment of
the methods of this invention.

20 FIG. 4A is a flow chart of a first
alternative embodiment of the methods of this
invention.

FIG. 4B is a diagrammatic representation of a
first alternative embodiment of this invention.

25 FIG. 5A is a flow chart of a second
alternative embodiment of the methods of this
invention.

FIG. 5B is a diagrammatic representation of a

second alternative embodiment of this invention.

30 il D ription of the P r E imen
FIG. 1A shows a prior art DVD-Video
player 100 ("player 100") and a prior art DVD-Video



"5 the nethods of this invention. The process begins with step 200, in w%igg
| ock program 178 causes player 100 to generate a UNI QUE KEY usi ng Zlf?eFf- eiliid
random nunber generator function in the player (the DVD Video
Specifications require that conform ng DVD Video 10 players provide a
random nunber generator function . Although "random nunbers” are frequently
referred to for convenience herein, it wll be understood that this phrase
i ncl udes any suitable random or random appeari ng key information, including
nunbers, letters, ,synmbgls, 15 .et,c. Because the UNIQJE KEY is ner at ed
using a randﬁlrhsr?uﬁ'a@r (géﬁ'ec‘rcaﬁcﬁeo 'C)I 0C lpsr%ge:‘r]a%cﬁr’gt%b?c £+ bgﬁer ates a

di fferent UNsQdredEY reacfdinmar theatusery did ergd$ B playepal b0Qr aadl of
disc 160. Next, .in step 210,. player , isplays the 20 UNI QUE KEY using an
on- screen rrer%l.atl T S ezszd{qubc epréeg‘r}:aﬁaé;%l Ja%%‘éé%f’aganﬁgﬁé o pronpt
the user to MW d8 s WNACK KEWidde SINEXK &KifYidns" a (peedetrednitaed
typi cal |y SUnEouh by THE BSITR SPeThe CREr Shay " GBEATR +REREREBEK KEY from a
transgcti on ie{]cdﬁ;ﬁ)rhmd }:ﬁs mmwasmd tm@lrépﬂnephomieaangaahiagngslero\ﬁ ce,
according to the nethods illustrated in FIGS. 3-5 .and descrihed in nore
detail bel ow.tt}f'ﬁ) VRGP e e?o?%%xﬁs‘gf %%?aYhae?hgl@ﬁfoéﬁ REY % r om

t he transact iidn serwd tevandaidient provi des theetBLOEK KEXtt ahpl ayer 100,

| ock program_ 178 causes, the player_ to determnpe if the.user has pravided
Lhe corract GHEIE 1) TRIRGTE SRR B8 3tnpel APBRSHS PN uded
as part afo t hismfonkapiegreegotdingrnégisheuthl OSKDKEYROHS atels @T-reawt above,
the UNI QUE KEY. and UNLOCK KEY have a predeterm ned relationship, which is
descri bed by‘%*ﬁF%RDVERNING RELATIONSHI P. An 5 illustrative exanple of a
GOVERNI NG RELATI ONSHI P Fsr UNLOEKr KEYve bhrQbEeKEYdata8Q20( i)s For exanpl e,
if UNIQUE KEY_= 1609, the GOVERN RELA SHLP sha i,n equation 1
specifies t halfelfﬂ%sm%b@wl:c@g%. A hgl;lgﬁn_%equgta}gngn 1%0| g“%?’ | i near

al gebrai c equat¢bidei & sdftwheeupdegstnmod3thahdl@ trleecBEAERMUNG o-
RELATICN? P includes any suptable relationship, including |Iinear

equati on rgnd%% ?%e%?ogﬁ%ﬁtgghs,sgﬁ rgét8rpﬁ§5%rngg58§@?F%btc. In step 230,
| ock programpir8gcamse30phayeint0Qdeoadéiesn pa ayhe reenraec tcHMNOAL KEY by
15 eval uating_t he GOVERNI NG_RELATL ONSHI P i t he UNILQUE KEY..If the

user - provi degtl?ﬁﬁcfﬁn :Yll ﬁaf‘g eéntlél‘]glg\l;'af3 §§3338Pm°r$§%%ﬁ15%\/ERNI NG
RELATI ONSHI P, ilhwe#liptedjyasttéd peefoses shepr240diwa dil Causes pl ayer 100

to begin playbog,audygovi deg BLOGLAMLLS.; TAUSHd Ui A gxanpl e descr i bed

above, the us St “prov
20 Specifications, player 100 executes first play program

chain 140 after disc 110 is inserted into the player.
Typically, as shown in FIG. 1B, first play program
chain 140 instructs player 100 to begin playing audio-
video program 150.

25 Alternatively, as shown in FIG. 1C, DVD-Video
disc 160 ("disc 160") contains data 170 that implements
the methods of the present invention. Like disc 110,
disc 160 contains data 170 stored in a format that may
be read by player 100, and that complies with the "DVD-

30 Video Specifications." Data 170 includes software
program 172, first play program chain 174 and recorded
audio-video program 176. Unlike first play program
chain 140, first play program chain 174 instructs

player 100 to execute a lock program 178 to implement



UNLOCK KEY val ue 9412 to view the novie. |If, however, the user- ﬁﬁ? "
UNLOCK KEY does not match the val ue deternlned by the GENERNING B 2002
RELATI ONSHI P, | ock program 178 perforns step 250, which 25 causes player

100 to display an error nessage stating that the user provided an incorrect
UNLOCK KEY. Thus, in the exanple described above, if the user provides any
UNLOCK KEY val ue other than 9412, player7100 will not begin playing the
novie. Instead, |ock program 178 30 repeats step 220 to cause player 100 to
pronpt the user to provide a correct UNLOCK KEY. Although not shown in

g _FIG 2, theknptbgdanpi7Bheypreafny invED8ésna sde@k Brdezarurk’§ hat

termnates t r f r p % UNLOCK
kv PGB, 38 LTRastrar e embod dent e oF - rot hads o5 or akerats g an UNLOCK

KEY using a €pahsaét ReAeser tpcaudiackiascarrpgsaspérdéi-or or aut onat ed
Lel ephone transaction g6yl co.s! 8hBLNEL 185k ety OBodiMid L Spans. |n

step 300, the transaction Service pronpits the user for account or payment
i nf or mat i 8n. tFer nedhesdanpife thike inyer tiey - ha@@ea@nﬂﬁﬂﬁﬁanﬁ%%sawvtheo

rental storespppSoRB, Ok Reqnhiehahb &S pably-shmanis. Ehfséssqalmrpmw de her
account nunber, mhlc the retail establi'shment will use faor billing

purposes. Al ter gapevere, at NYIQUE: Kidy USiod ddecredidomyRbeY 15 card

i nformation fahePaYERNEunkR i3HheRn3ARe :di xarxsc@fetlm—weyé@e determ nes if
the user has supplied valid paynent infornation. t he user's account

nunber or cr§§ﬁ§ﬁéé§ﬁﬁl@@ﬁdrﬁﬂﬂﬁéﬁ|Q§%Qﬂﬁﬂﬁﬁ9rmnﬂ9tQ%QE%&@?@n 20 service
repeats $pHep,390Q.LQ E%%%%%E %aHdEdd%”NUHHéﬂ) edﬂﬁiE&@hf@Hét§QH in FlG

3, the transactlon service typically |nc udes a security feature t hat
t er m nat es t Aé thomalini"camidem numbes si's &r & desuai §l provfeesefntal i d

payment i nf orB! .28 ohfce MAURME, NG, LSCTLPANHEgYahi €nRRY FREL

i nfornati on, the transaction service in st ep prorrpts t he user
provi de the BRIASE KRglupes @er s{\@;tarﬁlcﬁnwct% NI @;@«Evaeyeeép@e or by

a touch-tone k%%,y%%r%t%@nmfdmdla{g RafS r S0 i\bgﬁersg‘g/gﬁeo?z%f) the
transaction service determ nes the UNLOCK KEY using the RNI' NG

RELATI ONSH Pedifd t Reqassse iy RWUINIFEOE KEWenera hedelBdBEM@Nt shown in
FIG 3, the LIARRACHMbSLIQEHE MRS, al kNG 8o GFMERN BIG FELATHOYSHI P, whi ch

is the sane
generates a different UNIQUE KEY each time the user
attempts to play part or all of disc 160.
Next, in step 210, player 100 displays the

20 UNIQUE KEY using an on-screen menu. In step 220, lock
program 178 causes playver 100 to prompt the user to
provide an UNLOCK KEY. The UNLOCK KEY has a
predetermined relationship to the UNIQUE KEY, but the
predetermined relationship is typically unknown by the

25 wuser. The user may obtain the UNLOCK KEY from a
transaction service, such as an automated telephone
transaction service, according to the methods
illustrated in FIGS. 3-5, and described in more detail
below.

30 In step 230, after the user obtains the
UNLOCK KEY from the transaction service and then
provides the UNLOCK KEY to player 100, lock program 178
causes the player to determine if the user has provided

the correct UNLOCK KEY by using a GOVERNING



330, the transaction service comuni cates the UNLOCK KEY to the u

as by audio or video neans. 5 In the nmethod shown in FIG 3, |ock program
178 and the transaction service may use the sane GOVERNI NG RELATI ONSHI P f or
all DVD-Video discs and for all values of UNIQUE KEY. To mnim ze the
ability to unscrupul ously decode the UNLOCK KEY, the GOVERN NG 10

RELATI ONSHI P can be nore conpli cated t hafl the si npl e equati on shown in
equation 1. To provide additional security, each DVDVi deo di sc may be

programed w.th_a_uni ERNI RELATI P_(included as part_of the

| ock progra\r,\r%‘t%hp‘%oyﬁg%gl SCTO\/ J[\Igr fat iRF ,Ol%lefé'ﬁa g\ﬁ‘ﬁ |%5%gH$I§L h8y be

pr ?)gr an}redhwﬁxréliriqq%ptwéakmmmm K@\ZERNISJ\IGeJ%ﬂ'BleQ\I%ﬁdR&I h%d@mmgkjon t he
val ue of the I KEY.. An strative e, of . suc ERNL N

RELATI ONSHI Pégi"\fls?ngl\l%é@ Ef" ﬁ@éﬁ%%@’d?% TWESKER’ 5 255 -
UNI QUE XEY - whicR56ss d'éNldﬂ}lEdéE‘E}B &@&d\@RNINMIREE\T@NSHQ; ~Ya® 1024 2
20 Thus, each ck pr 178 ra KEY, the
program udes llbrélng@?gﬁﬁlel\lé Mﬁ%ﬁﬁ‘% g‘%@@ﬁ&%&m‘ BE KEY. In
either alternative enbodi rrent, the transactl on service and | ock program 178
must be 25 synchroni zed to use the same GOVERNI NG RELATI ONSHI P. FIGS. 4 and

5 illustrate two alternatinmocrekbods URDRUR)EAErHalBNg t he )UNLOCK KEY by
synchroni zi ng the GOVERNI NG RELATI ONSHI P used by the transacti on service

and pl ayer 100. For oses in FIG 4A, each
di sc 160 contains a ﬁ%l%@ %ﬁ]‘wﬁ%%? i?ﬁ% Sssociated with
t he disc. FOGORERNING mmmmmmmmmw@mﬂmﬂi $cspedenffiifeyi ng
i nformation, uch a i ich be
associ at ed V\nt?'r‘?st[ &élepmcicﬁ{é?é E‘%ﬁ%\@ %L%‘P‘&ﬁél—ﬁﬁuﬁggfg& at éé Wi th that
disc. In stefsrddy ACkmrui dlédquation, it will be understood that

10 the GOVERNING RELATIONSHIP includes any suitable

- to GOVERNI NG RELATI ONSHI P | ock program 178 uses in step 230. r%gt G
S such

relationship, including linear equations, non-linear
equations, character-mapping codes, etc.

In step 230, lock program 178 causes
player 100 to determine the correct UNLOCK KEY by

15 evaluating the GOVERNING RELATIONSHIP using the UNIQUE
KEY. If the user-provided UNLOCK KEY matches the value
determined by the GOVERNING RELATIONSHIP, lock
program 178 performs step 240, which causes player 100
to begin playing audio-video program 176. Thus, in the

20 example described above, the user must provide the
UNLOCK KEY value 9412 to view the movie.

If, however, the user-provided UNLOCK KEY
does not match the value determined by the GOVERNING
RELATIONSHIP, lock program 178 performs step 250, which

25 causes player 100 to display an error message stating
that the user provided an incorrect UNLOCK KEY. Thus,
in the example described above, if the user provides
any UNLOCK KEY value other than 39412, player 100 will
not begin playing the movie. 1Instead, lock program 178

30 repeats step 220 to cause player 100 to prompt the user
to provide a correct UNLOCK KEY. Although not shown in



the transaction service pronpts the user for paynent information, verifies
paynment information and pronpts 10 the user for the UN QUE KEY, 25 FEB 2002
respectively, as in steps 300, 302 and 310. In step 420, the transaction
service pronpts the user for the UNIl QUE CODE, the disc-identifying
information that identifies the user's DVD Video disc. 15 The
disc-identifying informati on may, for exanmple, be all or part of the serial
nunber printed on the | abel of disc 160. In step 430, after the user
provi des the UNIl QUE CODE, the transaction service determnm nes the GOVERN NG

RELATI ONSHI Pesrior ed an i $6046Qm Fors 30, XAl 2,1 a1 oy | 8o EL G £ ¢B, the
transaction service may Include a table of ERNI NG RELATICNSHIPS i ndexed

by UNI QUE COBERafairngedhathd erimdisd@s oS SH5ATE@R Helf iR eUHBY det ernine the

correct GOVEI%I\J% t%'%ia@ﬂp%dld%sbxéﬂ oGRid e dhanadte ¥ ry correspondi ng 25
to the UNI QUE that the user specified in step 420. In steps 440 and

450, using the GOVERN rﬁé@ELAﬂHSO\aéHLFﬂofétte? R ITeRE e pod3nethpes

transacti o seyifehddel@mny nes IIbEoRaNi ¢ty 4 her MEEKiKEY as in steps
320 and 330, respectively.” 30 Although not shomn in FIG 4A, the

transacti on SEEMiGe na‘%ﬂ%@st e WW%@# AT AREPMPLRA0SES EPEGER as

tracking a speddddctdicit sedataidn nimge ther POPt ArdtYoPhed BaRiilgy ar novie,
determ ning the price to charge ‘the user for the novi e, accounting for -

12 revenue SMARS {0 ' pHral cifiGr S0Pt WEFRSHARLRCEBFELCCaRIOBPRST sini | ar

uses. Al ternatiyalder i Huie GVERN NG-RELATIONSHLE: 8y . be pagsoci ated with
each value of the 5 UNNQUE KEY. FIG 5A illustrates a nmet hod i n accor dance

with thidGl tefamicve BbotEsemanihee FnveREPeRt Yatbt 8p¥ise® 502 and

510, the transactd PlsSFYiSe PERAPSShéherssgi ) f 85 BBY TBAMeNR! Or MRtd on,
verifies paynent information and pronpts the user for the UNI QUE KEY, as 10

in steps 300,US02 B BAYYI{@shREt#EPYR I RUEPep 59Bichh&her ardadtl on

service det er g ££s] 1 Sign FVERN NG RELATE OISHL Pr§agadperekhe UNI QUE KEY. For
exanple, as shown in FIG 5B, the transaction, service nmay include a table

of GOVERNI NG REEQEPEREEPS | HaRx@8ebyM el BERVKEY €5e¢aicu®s. fkd & ransact i on

service tiwretore ﬁﬁfoﬂﬁégigﬁngoihﬁagﬁéﬁect GOVERNI NG RELATI ONSHI P by
|l ocating the table enth%ﬁcorres dln to the UNIQUE KEY. In steps 530 and

540, using the GOVERNI N&*REEAR| BetEFRPAEEIPR SPEYSRD, the
transacti on determines if the user has supplied valid payment

information. If the user's account number or
credit/debit card number 1is invalid, the transaction

20 service repeats step 300 to request valid information.
Although not shown in FIG. 3, the transaction service
typically includes a security feature that terminates
the communication if the user repeatedly provides
invalid payment information.

25 If, however, the user provided valid payment
information, the transaction service in step 310
prompts the user to provide the UNIQUE KEY. The user
may provide the UNIQUE KEY by voice or by a touch-tone
keypad, or by any similar means.

30 Next, in step 320, the transaction service
determines the UNLOCK KEY using the GOVERNING
RELATIONSHIP and the user-supplied UNIQUE KEY. In the
embodiment shown in FIG. 3, the transaction service
uses a single GOVERNING RELATIONSHIP, which is the same



20 service determ nes and comuni cates the UNLOCK KEY as in steps ?Eg e
330, respectively. The foregoing only illustrates the principles of h 2602
“invention. Those skilled in the art can nake various nodifications w thout
departing fromthe scope 25 and spirit of the invention. For exanple, the
transaction service steps illustrated in FIGS. 3-5 may be perforned using

an Internet transaction service, or othéf simlar neans. Sinmlarly, the
invention is equally applicable to other DVD-type or |ight-readable 30 disc

i nforrrati on recording nedia. Further, it will be understood that terns |ike
"uni que" an@? RELARENHEE R hogh PBPIReBes48r HF§SneAn absol utel y

uni que or ahsqlytely. random yal 3@@ El% @féﬂ?&@tléﬂcgel‘%%s nmay be

sel ected from 13 a large nunb EOSSI | e val ues so that the

sel ections &PFPEENeAtpRs r%ﬁ?@lo‘?ﬁm%@én@ﬁo ghtRRAeb&eht gAtiChe 2ok repeti tion

or pattern dj\gees NPl eiddotheasgl ections if very large nunbers of
sel ections were 5 observed. For practjcal purposes, however, the selections

can he characterized abhubhguesBROdafleNd 10 FI§9 3ThdoFkvention d ai med

I's: 1. A nethod,far P‘V@tﬂf&'f‘lgeatH§§Eaét@@ﬁe§§r‘iz@clenfn‘a@”%ts'eon:rfeecorded on a
| i ght -readabl e di sc _usi ht - r eadabl e di sc Bl ayer, the nethod

conpr|5|ng1ﬁﬂ9%t@@¥@%ﬁl§%aﬁngEI@NﬁHF?gﬁ?rréééa VB-HilgeopIdeyEss tandener at e
a first randesp nynber, el LEMBNEHBEUREY. To minimize the ability

to unscrupulously decode the UNLOCK KEY, the GOVERNING
10 RELATIONSHIP can be more complicated than the simple
equation shown in equation 1.
To provide additional security, each DVD-
Video disc may be programmed with a unique GOVERNING
RELATIONSHIP (included as part of the lock program on
15 the disc). Alternatively, each DVD-Video disc may be
programmed with a plurality of GOVERNING RELATIONSHIPS
that depend on the value of the UNIQUE KEY. An
illustrative example of such GOVERNING RELATIONSHIPS

is:

UNLOCK KEY = (UNIQUE KEY)?  for O < UNIQUE KEY < 255
= UNIQUE KEY - 17 256 < UNIQUE KEY < 1023 (2)
- ﬂIQ__ZUMZ UNIQUE KEY » 1024

20 Thus, each time lock program 178 randomly selects a
UNIQUE KEY, the program uses the GOVERNING RELATIONSHIP
associated with the UNIQUE KEY.

In either alternative embodiment, the
transaction service and lock program 178 must be

25 synchronized to use the same GOVERNING RELATIONSHIP.
FIGS. 4 and 5 illustrate two alternative methods for
generating the UNLOCK KEY by synchronizing the
GOVERNING RELATIONSHIP used by the transaction service
and player 100.



attenpts to access the information; conmmuni cating user-supplied r
qualifying information and the first random nunber to a transactioz 5 FEB 2002
service, the transaction service generating a second random nunber if the
qualifying information satisfies predetermned criteria, the second random
nunber having a predetermned relationship to the first random nunber;

comuni cating the second random nunber to the |ight-readable disc player

and causing the |ight-readable disc pFéy%* To verify that the received

second random nunber has the predeterm ned relationship to the first random

nunber and to play the _jnformation ondy . if t recei ved sec random
number has the predet eFREn@FTPASES StsHills f‘@qﬁ}?edef?%%"fn rlarhdlgﬂgnu er. 2.
The nethod otachaidist, 18ereintdirs |4 guvaresab| ke A BIONS BYEr tieopLsses a

random nunber _functi on, the random nunber functio eneratjng the first

r andom numbep -+ 4ue: ylgssi?.ClRtr?édecF orq}lepr Feti n%o %%ijse’ac%%gg to

i nformati on DFpevdaéocomriad iphitaieadatls-didentisf on@ 1nfbimseadapl e di sc
pl ayer, the Ii% t-readabl e di sc_havin djisc-i dent i f%i@g. i nformaéi on, the
met hod coftpr °5iHg 2hé $t%&pE o e %gl (R IRYht -F Ralibr2 BPECPHl ayer to
generate a fiassbociandemwitntberh e gedr i arel 4 h eGOISERN 26 eRPLATIONAETRSS t he
i nformation; _comuni.cafing.,user-supplied qualifying.knf tign he

di sc-identi ffisr? GRS nﬁ"tl‘%(%‘nstg‘nadét(ﬁleséi rs rsatne I %%ér)rbe?{)?garégt Zr“élhéacti on

servi ce, the threansacisamt iser W aev Jen epatnpigs atlsecosdr r fodopagmeher if the

vice, t he ShieaItTaisat iTeT \d By iJen QatipiGs otisecosd:  Sorlon gt
unber” havi nd " TRPI G oieiet T Hoc 1 SV T GHeR? Bt b Phe2#lr BT RRdom

nunber, tilde fuhestusgprediieriiealNI@IBRtIKDNSh pspevt igedyseesndnpr edet er mi ned
relationship to th jsc;identifying information; conmmunicating the second
random nunmber® 1% %OCH i gcﬁé =y %a%ifé;' di sc player; and causing the

l'i ght-readabl e di sc pl ayrerstep v£20f ythoatraéheacetenvedrsecengroapdem nunber
Dl ay the i nf GGG ATy 1S (R PERarves cEREnd PRaUSH RUABE Shac e
first predetéamicmdtriedattlonshipetvifhesfihstusandenDidAiiédeo disc.

15 The disc-identifying information may, for example, be
all or part of the serial number printed on the label
of disc 160. In step 430, after the user provides the
UNIQUE CODE, the transaction service determines the
GOVERNING RELATIONSHIP stored on disc 160. For

20 example, as shown in FIG. 4B, the transaction service
may include a table of GOVERNING RELATIONSHIPS indexed
by UNIQUE CODE values. The transaction service
therefore may determine the correct GOVERNING
RELATIONSHIP by locating the table entry corresponding

25 to the UNIQUE CODE that the user specified in step 420.
In steps 440 and 450, using the GOVERNING RELATIONSHIP
determined in step 430, the transaction service
determines and communicates the UNLOCK KEY as in
steps 320 and 330, respectively.

30 Although not shown in FIG. 4A, the
transaction service may use the UNIQUE CODE for other
purposes, such as tracking a specific disc, determining
the popularity of a particular movie, determining the

price to charge the user for the movie, accounting for



"4. The nmethod of claim3, wherein the |ight-readable disc player conprises
a random nunber function, the random nunber function generating th2~fﬁiéi?ﬂﬁ
random nunber. - 16 5. A nmethod for protecting a user's access to
information recorded on a |light-readable disc using a |light-readable disc
pl ayer, the nethod conprising the steps of: causing the |ight-readable disc
pl ayer to generate a first random nunber, .each tinme the user attenpts to
access the information; connunicating_uéngSupplied qgqual i fying information
and the first random nunber to a transaction service, the transaction

Sati sfi o prEAGEBrR ABATGr [Peri B FRe S8sofd P ARIOmIAIA WA g & f1st
predet er ni nedndebaheonsbnpléo tbesfirst random number, the first _
Phe first random numbehs EBERAGATERE ng EE Secon SFaMAsm number to the.
l'i ght -r eadabReLATSONpHAYemayabd eassicigtike wiitghteadndail e dbSctipéayer to
rol 2t onsi pORSOPReREYr ot TFandSh AIABEE And S 8 By Thel | HHGRHEITBRConl y 1 f
the recei vedwsetontdisandarrnatiee eapodiaehitr stf priedetrevennich r el &bi onshi p
| ght - eadabl5 A a8 07 ay8F EBSbrioss i SAASHHOAE: THRck s bre SR P andom
nunmber functitbe geeer dorngatyimentti istforaveddrmmunterifies payment
information and prompts the user for the UNIQUE KEY, as
10 in steps 300, 302 and 310, respectively. 1In step 520,
the transaction service determines the GOVERNING
RELATIONSHIP based on the UNIQUE KEY. For example, as
shown in FIG. 5B, the transaction service may include a
table of GOVERNING RELATIONSHIPS indexed by UNIQUE KEY
15 wvalues. The transaction service therefore may
determine the correct GOVERNING RELATIONSHIP by
locating the table entry corresponding to the UNIQUE
KEY. 1In steps 530 and 540, using the GOVERNING
RELATIONSHIP determined in step 520, the transaction
20 service determines and communicates the UNLOCK KEY as
in steps 320 and 330, respectively.
The foregoing only illustrates the principles
of this invention. Those skilled in the art can make
various modifications without departing from the scope
25 and spirit of the invention. For example, the
transaction service steps illustrated in FIGS. 3-5 may
be performed using an internet transaction service, or
other similar means. Similarly, the invention is
equally applicable to other DVD-type or light-readable
30 disc information recording media.
Further, it will be understood that terms
like "unique" and "random" as used herein do not
necessarily mean absolutely unique or absolutely random

values. For example, such values may be selected from
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- 17 7. Alight-readable disc conprising first and second pr'i‘)gr amﬁ‘ T

information that may be retrieved using a light-readabl e disc player, the
first programinformation causing the |ight-readable disc player to:
generate a first random nunber; display the first random nunber to a user;
pronpt the user for a second nunber; generate an unlock nunber having a
predeterm ned relationship to the first random nunber; and conpare the
second nunber to the unlock nunber and retrieve the second program
information fromthe |ight-readabl e di s only if the second nunber natches
t he unl ock nunber. 8. The I|i ght-readabl disc of claim7, wherein the disc
is .a DVD disc. 9. The light-readable disc of claim S8, wherel n the disc is
a DVD-video disc. 10. The light-readable % &f e rﬁTBe wherein the disc
is a DVD-ROM di sc. 11,-The Jfi glotssidddab] 21U of Sl @i gnewbeneahtt he di sc
is a CD'ROV'adl%ge be random, even
AN ALY. AYr_ AQl oA oAl aDiFE . KA A A - AL% A Yohy. ARBTRER
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#>D>H>U>Ysk>gbssEs 4’7q qlcgrcqm\mmpa@ ARy & Ljﬁﬁca] ca] ca] ca] c
a] ca] ca] ca] c%}eclea]@a]rcsa]@a\/]
V] cMaV] ca] caV] ca] caV] ca] caV] ca]caV]ca]calcalc a]Jc aJcalca]c a]ca
MVM Q0 O7 O00QOQRSSBSSSSSc TUz XY! Y'Y) YYYYZp] ] "~ _{vql gb] X]]]ca] ca] c&a] ca]ca]c
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1. A method for protecting a user's access
to information recorded on a light-readable disc using
a light-readable disc player, the method comprising the
steps of:

causing the light-readable disc player to
generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information and the first random number to a
transaction service, the transaction service generating
a second random number if the qualifying information
satisfies predetermined criteria, the second random
number having a predetermined relationship to the first
random number;

communicating the second random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
predetermined relationship to the first random number
and to play the information only if the received second
random number has the predetermined relationship to the

first random number.

2. The method of claim 1, wherein the
light-readable disc player comprises a random-number
function, the random number function generating the

first random number.
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generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information, the disc-identifying information and the
first random number to a transaction service, the
transaction service generating a second random number
if the qualifying information satisfies predetermined
criteria, the second random number having a first
predetermined relationship to the first random number,
the first predetermined relationship having a second
predetermined relationship to the disc-identifying
information;

communicating the second random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
first predetermined relationship to the first random
number and to play the information only if the received
second random number has the first predetermined

relationship to the first random number.

4, The method of claim 3, wherein the
light-readable disc player comprises a random~-number
function, the random number function generating the

first random number.
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a light-readable disc player, the method comprising the
steps of:

causing the light-readable disc player to
generate a first random number each time the user
attempts to access the information;

communicating user-supplied qualifying
information and the first random number to a
transaction service, the transaction service generating
a second random number if the qualifying information
satisfies predetermined criteria, the second random
number having a first predetermined relationship to the
first random number, the first predetermined
relationship having a second predetermined relationship
to the first random number;

communicating the second random number to the
light-readable disc player; and

causing the light-readable disc player to
verify that the received second random number has the
first predetermined relationship to the first random
number and to play the information only if the received
second random number has the first predetermined

relationship to the first random number.

6. The method of claim 5, wherein the
light-readable disc player comprises a randcm-number
function, the random number function generating the
first random number.
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information causing the light-readable disc player to:

generate a first random number;

display the first random number to a user;

prompt the user for a second number;

generate an unlock number having a
predetermined relationship to the first random number;
and

compare the second number to the unlock
number and retrieve the second program information from
the light-readable disc only if the second number

matches the unlock number.

8. The light-readable disc of claim 7,

wherein the disc is a DVD disc.

9. The light-readable disc of claim 8,

wherein the disc is a DVD-video disc.

10. The light-readable disc of claim 8,
wherein the disc is a DVD-ROM disc. ’

11. The light-readable disc of claim 7,

wherein the disc is a CD-ROM disc.



