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METHOD AND SYSTEM PRIORITY CLAIM 5 This application claims priority to U S.
provi si onal appl i cation nunber 60/200,507, to U. S._ prayj.sional

pat ent appl‘?’@gil%% nunber 60/ 222,660, to U S. provisi onalpcg/altg)eﬂr/lﬁy'%
application nunber 60/222,662, and to U. S. provisional patent application
nunber 60/ 222, 729. This application is a continuation application of U S.
pat ent application nunmber 09/698,272. 10 FIELD OF THE | NVENTI ON The present
i nvention rel ates to comMMERWEORK MANAGRMERT. MEIHOIx ANRY $YSTEMe i nventi on
relates to @ﬂ@ﬂﬁ@@i fr comruni cati on networ ks. BACKGROUND Conmuni cati on
networks are uSed to0 facilitate data connections between el ectronic 15

devi ces 8§it uat edThis apm@iration dlaimapriaitg to USnpromisadli patentiplicatios natmberused t o

transmt bo d diqgital data, .such as vaqi c uter.data. The
net wor k gené@%ﬁ‘?’?f&g%@{éﬁrg fonsl paisy applitahin 8@?%%@&26’3&@5‘? ﬁ(rjg) REJELL2Net wor k
nodes : ncl ggﬁeﬂtcapplmaﬁ'?n nmitee 66/22 5662, MthEq:rhox&ﬁoﬂwbétirﬁapMﬁéﬂi&L@ml I ber I g
speci ali ze eral pur.pase, conponents. The, ne i s usyally enpl oye
by sever al 8%%%2@ éltamstzﬁ’B{‘g"’gﬂ’élstai t"?‘@“?%@%ﬁ“&?éﬁ?ér@?‘ﬁ%ﬁ%%t i ons 20
and comuni aahb@Wo%es37HNSs. The network nodes can usually be controlled to
vary th vva% L hat gpnnectéﬁns are facilitated or to report information
rel ati ngoto B QEREGHINYENTION at ed by the nodes. The information is used
for applicati onsTidtsbseaintinkibh Riatesth 8briiiniodticR Sk dEEs, PaRichisliMnd I acki ng,
bal anci ng, optim zation, and fault detection. Accordi ngly, a nmanagenment
systemis eHyFRipedelatss tpananegemint pf sommupisatipppetypdkscont rol the operation of
25 the net wankxdkGuRmnagenent systemis provided with information fromt
nodes of the system processes the information, and responds accordingly.
Control conmandsCemsmupigativamaiorksaareuded trofacilitatariatn eonngctians rtwees clephienie by
CoMBNd3s ar ey (AR kel LhRAAGL ColiARS B Bk FHARAT EASRSHAYI oF Of
The systens, I'C y

t he network. 30 “centralized nenagenmen ar'e usua
enpl oyed t oansdest and|digitet dada, kuchpe veice aml doypeteptoy.i Tl mebwlork @snerdibtconsiss ess

specific fu ' g | r | ower. .Substantially all

I nformati ongﬁéaot%@?ﬂsongo gﬁg%rg&é%a%%n@ﬁgClﬁ%?’%q%koafssmﬁ%%oaéﬁ??%&ggS’&\é%t ral
processi ng evitdenias wikh ey elrionespetinized engenatal purpoessinponentse Maahetwoskt is WO
0t /84329 Pclﬂugl?')? g‘réx}%i%}?é'gigoy several devices at the same time to facilitate numerous connections

20  and communication sessions. The network nodes can usually be controlled to vary the

way that connections are facilitated or to report information relating to connections
facilitated by the nodes. The information is used for applications suéh as billing, quality
of service, activity tracking, balancing, optimization, and fault détection. Accordingly, a
management system is employed to gather such information and control the operation of

25  the network. .

The management system is provided with information from the nodes of the

system, processes the information, and responds accordingly. Control commands to the
network are handled in a similar manner whereby commands are transmitted to targeted
nodes so as to change the behavior of the network.

30 The centralized management systems, which are usually employed to control
network operation by employing modules that address specific functions, require vast
processing power. Substantially all information that is generated by the network is

provided to a central processing element. Therefore, the central processing element must
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anal yze -a si zeabl e anmount of data: Thi s processi ng power requirenment often
inhibits the scalability of 'networks, as network conplexity is limted by
t he processi ng power of the central elenent. Furthernore, the centralized
syst ens of tRAOHEIY cate efforts by anal yzi ng the.sane datPCTIE0EI9 ti nes
when per f or ghiigzedi fiZcqb18 @ﬁ‘toﬁ:ﬁ%ﬁfﬁata Theis ?fo@és@m tpbﬁéﬁe@ﬁreﬁleﬂﬁﬁﬂe fifHibi® tRe TOF €

efficient and_scal abl e net hod d systemfor facilitating the managenent of

comuni cat i SFALhEEtRSE R%tw°w og-copppexiteinrited\by the Brosessignewendfthe t he

i nvention, Qs LRMHeAtS Faﬁgeﬂnqedmtsta@ﬂ R0 G¥tSmb B jgents to
facilitate nmanagement and control of aa ne IE< ﬂﬁp&ﬁﬂ?ﬁn%eepe Sé’ﬁﬁﬁgggent
nodel s a paithd seieaptaseers tives vden P@formmg\dmﬁfﬂteréﬁ%hﬁnTherﬁacﬁhaQMdecﬁnl s the
functiongl R r agenent
utility \?\n t h%@gbgire ciot ?H%Q aelgbﬁritée ﬂﬁécﬁ%t@l ncﬁofagggahgéﬁte%a&a%m%n i cation of
net wor k con@pmmnsatlmhagkmt rmdel ing is of both physical and Iogi cal
functi onal | W I t. Finally, network characteristics are
nodi fi ed when e agent com‘rum cates with an associated 15 network el enent
in response to chnavaodsnderwitinthe imneraige)wsybtenitis piovided that énydlogandehatdent

oci o ons. arEPHEReSEY 0K BRBIemiRE RO GRORT OhbECVEIK ARt BAEREHAE at i ng o
t he netwerk agmmﬂelonpmm\mmmﬁnb@ bIEetRERAGLR I EAIR dpne mb@dls Meal ysi s.
The anal ysi ision is nade, At tines, the decisionis

f.or med e
not to take fl?‘%ﬁ{’?lah’é’y% e?@‘”ﬁﬁ‘t Gt 80 35;tp proyideg management Pl yithai | abl e.

Qther ti mesmoabl Tihd deSwstR it R IuREOGRORE m&tcﬁﬂmﬁétwbﬁc c%ﬁ&thoﬁso Tlﬁe %gé?{f' fic
work element to nodify its operation on a physical or [ogical

et hel essMogdelingis phiath Plorsicakand lemiead finstignelityi inthe netvark elememtt Fidallwodul e for
anal ysis, rg dif&d A& [ t of the
network is a}g@ggt gﬁ&c%%sﬁr@ﬁ?%it em‘g?&tthé %&e@gﬁ% I n%gg‘{lﬁh\(l)&r% a?%glgggs es the
efficiedéy setwerlgtlement avissporamiagemsmndyirans e swpsgementwiditci ng t he anount of

data that is pro stem
performs some Ofmttﬁggeéhgt%@%@ﬁ?ﬁ%ﬁ&ﬁ%ﬁ%@@&ggﬁﬁ%ﬁg rreél?t gte%éht pr ogram
in a distri Blthst@utlﬁhfrﬁﬂedﬂclﬁwntt ydowde bhélepmgmlsmanngememdmdufe ildarerelategrent

process. Th e eff t .30
i mpl enent at ?OO%XEL%% ée{g‘%? %?‘%%%%d@%ag&?% n’hfel ZB%VSIT n one
enbodi ment , ispeefoimedeamt]iaiacipion s miede. fAd timas, mlmxtegemamstndﬂm také Ja:abnsmcd dandes a

war ehou ich. s rati | east one,network
el ement %arr:gﬂ e H}'I@?lep(?ﬂ]t 8 aﬁg%EFgaét/%ypﬁi g‘e?té%(%ﬁ‘?(daeﬁl BROFEsseh % aci 1 i tat e
data retri evahmamdtsrsatt\wat kpezific nk¥Rofld {1847 %o iﬁ&'f iy ilsSépbiation Gﬁagléﬁlimﬂ&\m .
oerationcntr T e n i nc] udes an ents nodu ichis
mF))deI i ng fu gi%‘?l g%@%g?q?sg’nqﬁt ‘trﬂ %ﬁ’ﬁ‘t% Sﬁﬁ’tvtﬁﬁg%tgi’é‘?@ﬁtm? §iFs in-
communi cat i mﬂalymst, Feghidiessraielgeitee Bitiod id fo,be #dken bSwRIBEpatt bMBE Metwoikas ed to the
war ehouse modul e, to facilitate comruni cation with the associ ated network
nment. Th&44¥nts nodule is also 5 adapted to transmt comands to the

ehougg nodul eThexyk®i dfithediresefitdhvintion MBRHRS ks offididhd) bihighdrGev@pnagement
unit includes a presentation nodule, which is facilitating | ocal

i npl enent at FGPREGMeRLRrcesses Ptaducipg thigampyng of 43t thahis geavided ta e Prosesseons. The
present at i of sARELR dinfont HTN bR Prifbiehs Wb of A6 dé&ﬁ&tts%hdt%u belradb hPRRM
service requests to the agents fodul e in accordance wth the task requests.
10 | n anot hBYnagemenf niegrem 1 o disiribyted miaprer 19 redietdbe propassingdeclopithe ocessi ng
net wor k eveﬂﬁn%ﬁﬁnﬂﬂ?o&sﬁeﬂ‘h\é@&&eﬁ Bﬂ{gehﬂ% ea?so@?&ﬂ@tregthgl ﬁfgﬁéﬁts coupl ed

t oget her by comuni cation networ k el enent's e network have
| ogi cal 3@mdmm191§f5ré§}0nfﬂlﬁn€ttﬂiodﬂgvelWremmslsrm@ﬂleltmtommgmrﬂmdﬂel ing the internal

state behavi or | f ot Ierrents by
2seoci ating a o enbaskER nRRRYEAtes bR ST bR
el enent . ThwawbommOdhlspwhmhisumexsatwa]ﬁcmmfeylltmglebspmedetvmﬂeslemald apﬂei | i nks

assoctat es AR ERRNEL Sac e oRBR B En BRI Lt Rk ce 1 nks i

accordance with he identified dependencies and peer links for the

associ ated function of the nodeling compongnt. Finally, the nmethod
transmts at | east one nessage froma first nodeling 20 conponent to a
second nodel i ng conponent in accordance with the acquai ntance |inks of the
first nodeling conponent in response to network event data to facilitate
the distributed processing of the network event data. In yet another

enbodi nent, the invention provides a nethod for inplenenting a network
operation nodification iii a comunication network that includes network 25
el ements coupl ed together by comuni cation |inks. The nethod associ at es
each netmork elenent mnth ‘at Ieast “one_conponent that nDdeIs the operatlon
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WD Ot/ 84329 PCT/US01/13709In an al ternate embodi nent; the invention - '
provi des a method for executing anetwork task in a conmunication network

t hat i ncl ud‘gao sBk&”al ity of network el enentsoperatively P%H%hﬁg7@'

comruni cation I'rnks and a managenment unit associated w th eachnetwork

el enent . Theslereohoprratimoepyies. Thenanagguer i inchidenaoagsnts modulenubislysnent
unit. 5The ”%Qﬁﬂnrgﬁ&l&ﬁéﬂaf'@p%ﬁé%ﬁ%ﬁﬁe cﬁlg'href\n%ﬂc QEmbnat 85K cb ﬂﬁ@&t*o%ab' eto
the first nmanagenentunit. e nmethod al'so pronpts the execution of a
portion of twith thequeageednt witkaridis opreativelysonpledigehewerchovse mathdnta porti on of
the task is pcabl ; A : nit.Fhe nmethod th

det er m nes vﬁéﬁ#eew%a %n%)cgtrlér{%ﬁﬂ;s{hg% LSt0 ﬁg{‘l?g%%ﬂ}ae\}%n%néeﬁgep?%%tl%%u%és?iﬂf—q nal |l y,
t he net had tadaptedriottsnsmiresmmgalstothatwakdhasde naodnteco fatilivatn agreive rdquests. t  when
allilOportio he task have .not.been pr ted for.. The nessage i.ncl udes
the tack r eduEgbyte Sah Ao W AdsS A PR AR s culs) ek S RRGREBE ot nod
for nodel i ngmiphgiantadon 6Mask reyuests fidmsxtental katigenentappReatiome T8 hlesentdtonmet hod
communi cates with thenetwork el.epent to identify functionality in the

ot wor kol orBe RO RGr RO e e st s frdp bt Basrrets L ARy o
at | east onepbdgiiniabdoeshntewih HRRakiréatedts) t he net wor kel enment. The net hod

t hen communi cates with the network el epent to iden_tif:y attributedata for

the identd fied fdmagathssmpediment; g ipvgntionpsovidas dapethosfar Becespias REWaIS ng

dat aenpl oy ey dafd§n FRERIHIBaGh IR hetWBriAGGREAPREIWdBiENS, at tribute data
for the identifiedfunctionality.20The invention also provides a nethod for

i dent i fyi ng wmrgmicaiiemigendhe edwpdirienegtisiolthanstwask kavedegical gad pysisals.  The
met hod assocyalss. t eggétﬂ H&smgﬁﬂgmé‘in?emdl‘;@tbeﬁ or OE HMQb et bfRENL 1 N ‘

the network. The nmethod al so associates a pluralityof device Conponents
wi th each authysiestdunstienfarimeiios dementhbiasseciniing o medaling compdudns withaach net wor k

tity. d ' : ' f 25
" autonomoie. Agaon L ERBRES ARREE, Pkl AR e BN Rl RERAN RS ©

nmodel ed dat areet livds foreaidilogicat end ghypioal dinstjonswofttranectvndr slemputs. Agemethodhe

nmet hod t hen er Lin n.4devi nents_ of..a first

aut ononous aaégeoﬁ{ageﬁg% %O(ise:]a%%g 2 Ig‘r% mcﬁggsg)ﬁe&r])'g?%cqa%%%?%falhn%%mvﬁcf ?{d?%ai cal
and physi cal with thk $debigfistdaieperslekdd¢sand ptendinks fenthie taysocioted Aaptiodofithd moddlimgf i r st
aut ononous agent and._..a .data netwark enti correspondi n 0 the.

S oconda0aut drambdn el e iRl 4o GRe FEPBRL D ird idiBling,
dependenzly |donlpsnennth peesid médelib®cdnipenént fity adcardgede vdtithe scqanfandediiiks of or

net wor K managepent k inplementation, | n_another .enbodi.nent he. i nyention
S ovi dos o a8t b bS cblPorE T ShoBE ISR eR 45 B BT e BRI Sol | g
| ogi cal and gaboesdigpdf themtiorkesent dite. met hod stores 4 WD 01/ 84329

PCT/ USO1/ 13709 rﬁllﬂati onshi gqﬂ g.enti fiers for earcih m)dtgl Fg a}gent .. These

rel ati onship i der® Vtiaaether sqbrdicysgh thednveptionprogdesige 8{; OF YPPIeRgAHER i ons

bet ween t he detvisik bpawtidntlﬁwﬁcaﬁb@mmhﬁa@lnﬁdga&l ﬁdt@al &'ﬁlatt%lcﬁldl@?ﬁ&@t&%hf rom and
aut ononous agent in response to an event by enploying at |east the store
el at i onbni PSR ORFIE] ey corEUnPEI ke AbemPhobusoriyetcashoanek @D
embodi ment ,  didigent iR Bt e oty D¥ipdRsht HAt BSAHBL BpRatiRlor WalcBord ik RlelBfdorlf © f OX
facilitating_ the mappi ng and anal ysis' of a coimmunication network. The

sof tware i s SRt cHperranonertatrdspied trdemnemit aprratingomurasdstofapiatwerkc onponent
whi ch has exg&ibnBDhik RaAGH fetdives GROMMAR ARIENYY fqeld bR g8 §I\GeRlibRgr @ MBP
of the network. The map is represented by the mapping conponent as a data
structure wihespramppeatioesetyonky The meghodivenfiesipronsy feemariegtionapmorkand | i nks.
The devigge gﬁg&?w Yo TTafd .

net wor k whi Iq% the .%ﬁ%‘%@g?@gm r‘gﬁattﬁgg%tg rlkggédbég{i%;ggﬁrﬁ 'E{Ergé'zgl%hl éng
conponent s. "MRikodiplenzents the eommand by dmployimgdgpistwerkinmdelingepmponénts er f ace,

whi ch inclu Lbas : Bk cat i . access the

devi ce corrp?r?l)grﬁ sh&gﬁg fohee mat'3|ct)\"3 g%t% !e[f?nse ‘I?’(élfg cga? ‘l’ed \t%gfp %’E? a ﬁ'gﬁlfgﬁﬁﬁﬁqu%ﬁ%out t he
net wor k, andswrifisd. i ncl udes met hods 15 that enabl e the external
applications to nodify the operation of the network and to convey network
information to a user via a user interface; BRI EF DESCRI PTI ON OF THE

DRAW NGS Figure 1 illustrates a recogni zed3pr ocess flow arrangenent for
perform ng network nmanagenent tasks; 20 Figure 2 illustrates an arrangenent
of network el enents and managenent nodul es in accordance with the
invention; Figure 3 illustrates the structure of a managenent unit of
Figure 2; Figure 4 illustrates the structure of an agent nodul e of the
managenent unit of Figure 3; 25 Figure 5 illustrates the structure of a
war ehouse nodul e of the nanagenent unit of Figure 3; Figure 6 illustrates

an exenpl ary arrangenment of device conponents in an agent nodul e;



Figure 7 illustrates an exenplary relationship between device conponents of

30 several agent nodul es; Fi’gure 8is aflowdiagramillustrating the

operation of the investigation conponent of Figure 4; 5 WO 01/ 84329

PCT/ USO1/ 139/ #3¢ure 9 is a flow diagramillustrating t RETISEYA0n of the

deVI ce agents V\lii&ﬂaﬁ&hht@@inb&ﬁnﬁﬂtﬁﬂwnﬁﬁeﬁﬁlirﬁprﬁﬁdwumahécafo@%xdﬁwmm system
conmponents_ass | ted wth the provision o{’fgserw ces to external

appl i cat i oR&Work;jtaskin a gemmupigaqupetwork thebineivden 2 Riyeiity Al aginognermpents ng

ext er nal a@@mﬁe ceﬁmapﬂwdaﬁaﬁ,ﬁc@ﬁﬁmk@énaq Mk Berh € nhit 438diA160 #h Lahor mat i on
request task; an ure 12 is a flow diagramillustrating the operation of
the conpo nwgrk@ﬂermg uFlee mathogvepeivesdaskireayest dgtatinie alﬂwmmqnmt mg uest

oper at i on. Tﬁé&w&tml\@%{h%a&@%s {8 fad€ sl laﬂfét rﬂgt'ngﬂ %ﬁneﬂt net wor k

rranagerrent system i n accordance Wt I nven on WI I’lOW scussed

wi t h 1 ef er ek eThegnalqd msoprempls te exeewiion pf ypartien plohe regpestad ta@kenﬁea’xrst
management %ﬁ%!%%@% Axﬁit eien afy@f\jtdo ﬁ?{ria% kflé a%gg a{bPer to N O HarlTB

processes I'scusse eren process 1 ow mappl ng so as
to il ustrZhemethed theh deteiminesavisyiet albpafionswd therteskitavebednasomptedifon t he br oad

schenme of pe rk 1 roces the str ctur of. an
exonplary EoMESpRn T RRNGTE R neBhd 3 i apisibn el fertien it ol O o
di agr ab®. pérsions dftie tagketagie hatbeaf promgtel dsr. dhe hiessagxmoinkies ie Baylsfeqmsw Il be
di scussedv\ﬁn th reference to flow diagrans. Finally, exanple managenent
nodel i ng % pe discussed to illustrate the operation of the managenent

network with aru;nemm b AHRNYElidin PeniBE Plovitles ANYRIGR fdr- metBlifg Ger € 1
is_commonly referenced in

ustrate rrent hi er archy t hat
‘uct uri né‘“ﬁ’i‘%’é St POk alﬁmﬂat%wwa% %hodtca@@mcﬁ?wthﬂwst rat ed
arr angerrenﬁet%rmmsmae&if Emswnah ih aaelﬁeﬁwak dismbie The kR ation
Oper ati ons Map, ( . The TOM provi des that network managenent tasks should

flow fFom BoAslpE GIWBT copigsnongding topdeasteneiidnntified Gipctiqmality i thsmedvoler kf | ow

appl i cati Ogefn@METhe fefHod A chRnRinfAeawRRRIRARRE KRReARP hdeﬁ@ﬁz‘ aﬂﬂbﬁt@yer 24.
Reporting, which is the reverse process, should flow fromthe

data for the identified functionality. Finally, the method updates the modeling data

employed by the modeling element in accordance with the attribute data for the identified

functionality.

20 The invention also provides a method for identifying target management
components for network task operations. The method associates an autonomous agent
with at least one network element in the network. The method also associates a plurality
of device components with each autonomous agent where each device component models
a data network entity. The method stores dependency links between device components of

. 25 - an autonomous agent in accordance with dependencies associated with the modeled data
network entity corresponding to the autonomous agent. The method then stores peer links
between device components of a first autonomous agents and a second autonomous agent
in accordance with logical and physical links between a data network entity corresponding
to the first autonomous agent and a data network entity corresponding to the second

30  autonomous agent. Finally, the method refers to the stored dependency links and peer
links to identify target device components for network management task implementation.

In another embodiment, the invention provides a method for passing information

between autonomous agents modeling logical and physical functions. The method stores



management application layer 24 through the workflow application |ayer 22°
and on to the business application |ayer 24. Additionally, a customner
interface t process layer 23 is provided betwee s 21 and
t he busi negglagggﬁigat ion | ayer 20. Further, below the _da&é:cr#zstrqgg?’z nt

appl i cat i ofelitippeiip Jentafiess & epmlimodetingegsnie fihegsriolotionsbiy i0R1ifigE comespond _
facilitate tébliﬁ}iﬁ{cﬁl%h%é’& Edhnb Ao GO SRimctIdhG LS 'I’H@&%th%ﬁ‘ﬁféﬁ appl i cati ons
are preferably those used to Initi atenbus_l ness processes from custoner

i nt er act i ofransgutsie thessdggdiom py antamoress 4genl in dkspirisk k4 anggvestdiyesyplayingmd unt

o v 01/ BAITR 1T B RE B A B L B i L DT ot O are

preferably thosk yesethe embotimentetht investiomquovides anfexteasibds sefovarerpl ement

servi ce pl HeiRRet B R AAME Rt RN St toTad ok Panagenent
appl i cat i ossftveareispmef cempbtey readabil thedina andihchdées migping ddepehawehich has
managenent to tfég%%)é{et te camman SB;ktec ived fromthe kfl ow applications

or to repoft™ U ERPRE £ B° RHFRFPIENG HpHr PI0AR PEWEk: BEf A

managenent nRApN rep@idntdshy tRCinbisiing @hiwohidnt Bd 28414 Rehictidé KHicE cORprigs a | Nventory,
mai nt eg&nce, and‘/(gtad%a managenent .  Accordi ngly, the data managenent

appl i cat'i ofidlegfior wiop unpqnerts padiinkse e dayidesampneRi A RPIRRSEH At C_’f

appl i cat i oRgwendelétiéht BNBERSwHRIWIRT el RE Bt ent 1atRsISY BN &nlthoW | S When a
custonmer wants to change_ a | ong-distance carrier. The interaction is
initiated B§ViesropwansutsyHiesedwars alsp inchdepansipplieation aypgram iptrrfaee, pilicher abl v

recei ves t BRnQushomBds thRAHAE et apMRLAMR o Q&Eg&ﬁ@%ﬁio@ rcg&? OntsEP&eor der

process 25 interacts with a service process 26 I1nt WO w | ayer. The

servi ce pr 8B datasiregtere inoRiaip dnfampgion shavhthe agiwetk, sndwhich insludes metbedst hej r
.1l eng Rt aa08hab13 RESRELHANGRiMidR 1Sm3 Y idd Oye§ e
" process 26 H|ant1élr'acts V\‘irrtilﬁ gﬁbc\ré%v[{gs?%jmgi%{hgr%g%gns@og?%ﬁ%h?%gglgda@gm% agenent
~ layer to tnetwerk infoamateamrtaadiseraiae ysar intecfabear switch that is associated with
. the teleph f W[N ructing the switch to route | ong
" distance Cgﬁ@p@@;ﬁ?ﬁ@&gﬁr node cor?gspondi ng to the selected | ong

- di stance car ri eFigureHallpstaics s irengmigedprowesow Frringemert fforgerfodneng adteorknt
switch and ]t command to an el enment 20 , nmanagenent process to
i npl enent Pﬁé@éﬁlg}r‘\tégs@n routing. Accordingly, the processes flow fromtop
to bot 20m by a Figsie2eHsstptes er asangument of nétgorkrelamgentseand emhsgeentvasdaldsl ow
processes rocesses. When the network is not operating
properly, ﬁkgcﬁg%egﬁtgg%‘és@g&%’ed to properly deliver commands to network
el ement s. Sol utFigws 3tibusiiatee theatrudinde of b alahgyementnmitod Bigke 270Vi Ng cust oner
| i nks between lj.nes, .,outjng data over an altern ath, or ipstructing a
router to shar ehgurlei‘lﬂﬁu%é{eﬁg’f?ﬁg—? e@f?’é?@”‘i’?&‘ﬁ@?ﬁ%ﬁ?%ﬁ@ge’ﬂ%MP gy, the
managemnment Fgpfel3;cati ons usual |y take sone action in response to changes in
the opgration af, netwprk el enments. A_nanagenent systemin accordance with
t he ingénti on ?@%Bﬁﬁ%ﬂ?ﬁé&emﬁ@e%aw@ ??FWP&H%@@ Fpanpgement Wt off ¢ he '
TOM i n Fi gBigereB; A system of the invention provides network data to the
managenent pr o;]gsses ,ﬂs wel | as inplenenting network configuration and
modi fi cation t agwe 6-jllustrates an exemplary arrangement of device components in an agent

module;

Figure 7 illustrates an exemplary relationship between device components of

30  several agent modules;

Figure 8 is a flow diagram illustrating the operation of the investigation component

of Figure 4;



WD 01/ 84329 PCT/ US01/ 13709Figure 2 illustrates an exenplary network
arrangenent 30 and a correspondi ngnanagenent network in accordance with the
i nvention. A communication networkgenerally includes various kinds of

nodes, whi ¥O/EWBI%i tate the transfer of data betweenel en®GTF4ISPHiI3flee
network. For exgppl6.s é‘ﬁoévldiééﬁ{n{ fuithting tfel PPBfaBorfof tH&lice agents when
communi cati onSbeTween a hone "user’'s conputer 32 and an Internet service
provi der (¢o¥eytingdags 40 isfacilitated by a Digital Subscriber Line Access
Mul ti pl exes ( DSkolL 16 Rkt by Ehts A0S hRIRA ATM
switch") 35, a s@%nd ATM g%\néa% ‘% W%J\ﬂ ce sgl ection c{}? %191?36 The
DSLAM servefseﬁécesatmwmdtaeshtatIMta connectl on betweent he honme conputer 32
and t hegnet wor k t 10of data
over varl ous | o%ﬁ'mﬁlﬁmbgt\ggo%%%&élgﬁ?{%gﬁge%ntemts %‘Fe}&g ne E’ﬁﬁ%{lo ocol

| ayer confi gmmmlntmassérctlaed]mmﬁackhtairgrmmfen%,onmuess&;sk,%d preferably

cooperate to pr ommun i.0n..pat me.computer 32 to
Che TSP 40, The HEERIPE ChEnaReEt B RE PR PP b rg e S B
net wor k compwhaflfasﬂvtmhgt}tehﬁfoﬂﬁﬂﬁgemeétopﬁwmk el ements are referred to as
out bound n QAN 5Each network elenment is preferably associated
wth a n’anﬁémﬁu qt”ﬁ?* out boundnet wor k. A managenent unit is

advant ageous! y ‘Tiecaiedrd dhd eheragordTSietiairk ﬁfaﬁdﬁeiﬂeﬁtysy&t&nm@a'tﬁﬁi@ﬁdeébﬁﬂﬂ net wor k
el ements sqQ as tQ provide cqnvenient and cost effectiv

comuni cat PgABERterewilk e brdigeyrsed w%ﬁ#ﬁegceéﬁmwawéﬁég&n%mﬁamﬁw Mn the

ilTustrati %xﬁi)ﬁarfhﬁﬂig%n%mtsﬁ@eﬂa@‘ﬁ'&e{ﬁ@g%cb@%'ﬂo%s@c?r neBork BlaBaRBRACI ated with

t network el enents 33 , 0. 20A first managenent unit 38 is
oci at edPipespestill bg éeew@edm;h EofgrencRd st progess e mapRIas e et i SRt ch 36,

and the 'Sﬁ?leg&)s (it %e%omaﬁﬂa%%amtﬁma?e UrSadAR R atn%avaekt h theDSLAM

server 33 and the |rst ATM sw tch 34. Each nmanagenent unit 37, 38,

i spref &f abwmtq@@p@ttnrwws ¥ Ne}éothwmctm plan axpmiplantiystenwill bp disenserdl Wit wor k

el enents b

enbodi rnentyef é;gfrtr%% enment 25uni %%8m%’$@ecc ﬁ%ﬁ%ﬁgg{ﬁgﬂv}ﬁ@@%&xﬁFgﬂgl enment s

usi ng an Smlmwﬂtmcusswg@mfﬁpnmtgdow ¢wm$maé151 qliambdnmgenmhagenent

t asks such r i

pr ot ocol |Isn%%?]ﬂ'1gg%gﬁr(aﬁuseoﬁg glhggﬁeect ﬁgl?gr’rfgtpig%ﬁk | bﬂ??ﬂﬁg‘%}ode and

traps rmdeexeﬁtmarpnbt’wpﬂgelememarrmgameﬁter abI y confi gured and control | ed byt he

ext erngl nmanag a ations in the e serv. 2. 30l.n anot her
oot Akt s Det it DRl P Sectul HSaSiy Bl R coB Bl e fenclil ol erent s by
a Tel net pstﬂiowrmg probbe floedsifed nepy @k ambhgen@npingks e Thdilpstrm@ihrfangement of
rranagerrenttasks a er mance data collection.. ln.thi t he
Mol ot col PRETRB M TOHRgTonGE 57 1SS rosaerersotrS oL ol ¢ et
par si ng of T@Mﬁﬂoomemhhmmorkmaamgmaeﬁhtbﬂndemm flow o dtdpiapecidotinessi ts 38, 37

support nultiple pro cols.usin eperic ods for text

i e RatinerEad Biieh e sk A apiis i A5 onp B e g
npsat hplickdntlay@ne4. anaiohefg, hmcn@ych@fevbﬂa@p@uésb Q!d&dd RS \iRKthe ditaone

enbodi ment, the nmanagenent units 5 38, 37 are al so operatively in

conmuni cat TMRRERMER! AR catinm jayen 24rthiopelythe porkiloy applisation ByprAA Avd onde W6r k. 1 n
one enmbodi gRMess dppcdtivh Syerds. SN&idhaty a c%bt@ﬁleﬁﬁteﬁﬂce%\a%n‘ﬁ k&R

comuni cates wi th the nmanagenent units 38; over WAN, eit her by directly

connect i nglayer 28 18 proyidgd befweryastomers i and ghe hﬁ‘ﬁmﬁﬁlahl@}“’@h@ la¥as 24 gFwdhesonmponent
of a unit Sﬁbﬁm%ﬁﬁ%%énﬂaﬁpﬁc%cﬁﬁ% 2Watelidniy aakdéeaeﬂmgee;eﬁ system
The connection between I0 the nanagenent units 37 and external systens
42 is PP ef whishif§eilitateinteracticagviythesetivark®® i ned i nterfaces such as CLI, XM,
or CORBA, whi chrgnah within the
depl oyed rranaggrrrent itﬁlﬁslst &?@)thg&wfg? %%tptée}%\%gg%%ﬁgg%g HQW%S%%SK are
comonl y fampmsesafr@dcmmmcmuopo&mblainessqmcesses innlutihblllmgl saddsy at ed

net wor k; betvve n_the t ISP 40 is
avai | abl e e| %{]l&ﬁ) n%%gro lﬁn‘? Pmbpet%nﬁmgfértg %ﬁy roug e TITSEY ATM swi t ch

34 and through the service selection swtch 36 or by the path fromthe
DSLAM 33 t hrough the second ATM switch 35¢and t hrough the service sel ection
swtch 36. Wen data are transmtted fromthe honme conputer 32 to the ISP
40, the user is not aware of the network path used to facilitate the

transm ssion. Furthernore, the network el ements are 20 usually not aware of
the path used to facilitate the transm ssion. Accordingly, nerely executing
the sinple task of determning the path through which data travel in a
network is sonetinmes very conplicated because of network size and network
el ement conplexity. To make things worse, often tines data are transmtted
mnthln each netmork elenent over several possible physi cal and | ogi cal

- " .y e a1 ~ - S o M - N 1 -




The managenent units also provide for efficient execution of provisioning®
tasks, which nodify the operation of networ'k el efrents. As di scussed bel ow,
t he manage Lts cooperate to inplenment provisioning i t hout
t he need for@BEOHg‘{}g(t ernal 15 managenent process to |ocat J(ﬁ‘ﬁggiti’ﬁ‘\flx: cabl e
net wor k el enEesirige. The Werkilaw appliratienstaraprefefably thesshistddto geganize thewxkeutibe nent .
The facilitabrRsq iRS1OMbsiges) ; ggﬁpﬁ - Hnd | s discussed
W th reference.toS FlLrgéJrqs 10, e? ?glg%g&i@'[%ﬁgo@%te o%tnf)ﬁ%ih%l?‘%ésent
i nventi on pr swintengncef eprvichplarsfifg, cordipnratiom ayelitgrand discounteTivodaka by i ncl udi ng
parts of an o Htrgl onous conponents, 20 Accordingly,
each nodel i nglag%‘?gltgne kj H%a%gggs]arg rﬁ%@%ﬁ Stse?gon(g)%%‘f‘rg%@w% {E]ﬁgleglﬁﬁﬁ' egat e,
resul t i n5t heragdgdementsn tfacslitate kersinandsgeazived &om therdorkflewuibplvations drasieport The
managenent units.are easily integrated into the network and interoperate
sean essly. EXter negfnts(g@attgry%e W%gﬁo‘%?%’%%tfo\%dbﬁ\? n}%@@ﬁgﬂ%@’gﬁﬁ?pﬂﬂﬁp@ € do not
need to conneetvotkplaining, pvisivning, infert@pnesihicticé, and Gita Blfaniddtentli t s presents
to the external lication all the functionality and _know edge 25 of_ the
nmanagenent u%icf?.%%?lﬁ’ tg‘ﬁgatém?l}?ﬁem?ﬁtt%pp@%?@ﬂnﬁféﬂﬁﬁ edptgriangdeiwser ts nRgveg e d
network is agmosdetiesichppliddiions und @iedtharipéiithewdRalentiR@el s the functionality of
gent nodule is a software conpgnent that is

t he net k el ement. Th )
prefer a\tl)vlqé runni ng® Fﬁ‘l”’l’?}ﬁ%ﬂﬁ‘ﬁ iy By R tRg e a Y oriprge gleng-distancg cpraier. The

enbodi nment s, iddiectRE K ThitIARABY 8n bitleF HOBIsHYS BhPRIstne® 1afor WRLIVPEKrRBIE! €MENt,
when observing functionality in that partjicular network el enent or

functi onal i t JFCpiNesthe eystames s3anett Kom) estemer intprfacesirasesh t Thesrdayorasess 2ayer  of

the inventi ofydied WS sdMcb hRb&s FRRAY ' ) TR i

processing in éi stri butsed cuirjli ts?. The gg;ﬁ I Sl&bpg)h?on 0 N&J}&o%%@ﬂ}ég .
PCT/ i 1S01 / 15°Povessuphtpanesthand faciliatpstheip theplemeritatiob iwadcordatre veithentervivadul es by

t he use u i i i t: o . I . ces such
as, for Ziang\q) Z({Cl)]?]{e?\?% S%&?g@ﬁ% 2 Eé%?/l{ag%gm%? W"Z"é‘g@gﬁé y],n%?%%at? ocation
of an agent mathgemeridexsr frofransmifiatspmmiahd tocypertaniap switdh thitds asgeridtedoiithe,

ot oved. per PP haiay of uE el FERARE e ARAATE o RRLRRE b a1 1

by the agent netwdinede emtaapimlingtiatheaplectgblong distineccarrizac Thd grovisionlmgk event s

and interact_ . n I t he, nodel ed .net wgrk el enent woul d
react and inPﬁglr:%asg??édg ﬁ{%ﬁ%gﬁeeﬁelegg@\g\%ﬁ%%ﬂ?%ﬁﬁs %S.“?H’énatngﬁﬁn%ﬁ?s, " as used
i n this @9scuoesigementipnadessie smplementrige dhafigerinadutiog  Abaudinglhahopetatdsdowol a

| ogical or 1 i ect .of a device.. Iln some context he "nodel i ng"
refers to de 81?121%?1%0%%&%%339 ta%im 28887088558}’1 ! FESHATR 59485 &9 WPtk 4C1ngpf90qgfesa

gi ven i nput emintbivnitodatapebeessed at e of operati on. For exanpl e, such reaction
can i ncl ude changi erating status, transm.tting data, reporting events,
or not taking ai ?‘b]ﬂ%b@lggﬁt.wo”lﬁ\)gagqqpﬁ m$?FPPWB’|T]‘ eﬁﬁﬁag’a‘é’gssF%W@m PRt her

el ements of adliwen@inninks ichtwdk eleabhte.CEa1GtidN 16 fimnaRBNdk bIblenls ikdigaesmodel ed
entity. Egr 15 .exarggl e, .such efléﬁ%gents i.ncl.ude higher |evel functions that
enpl oy tfie nBYEPes™ ?Wﬁfrtl‘FE%l?e“g e JANg dafa Py e 98 akteragte pEhiOr iRsiaeting2 wi t h .
the nodel ed miter toyshbr@ alin® befiRel BFd/dIfzBEranEBMbRs. Adcblditly, MeSSanhfiEncil r uct ure
of a rranagerren&, unit 37_and external interfaces 43 in :accordance with the

i nvention. . ERUGHIEDLIHELY BERtomeaston gpngRsede chagasstin e opprationiefanetrate
primary tiergeméntvar ehouse tier 52, an agents tier 50, and a presentation
tier 20 4.8. An external interface nodule 43 includes an application tier
46 and a shel | i rtBrARagemenisystem in preojdpnqsyiththe mventionds spplicablethdheshel |

i nt erfacgy 44} } Wi | i t he
managenmay U AR By 28 bk T b Mis R T AR AIRIRED T s
conponent s atevidesaedyagk Kgta gruthe mahagsmentruoessies aravell sspinplesrenting retworksi di ng i n
a managenent ; Aktradn dnd rodiGhbl K&l ement. The warehouse tier 52
facilitates 25 the commini catl oh between t he agent nodules in the agents
tier 50 and the network el enents. The warehouse tier 52 further facilitates
the storage of network configuration data and of managenent network
conponent data: The agents tier SO i ncl udez t he agent nodul es that nodel

t he behavi or of network el enments. The preséntation tier 48 facilitates the
interface between the agents in the agents




30 ‘tier -50 and the application interfaces in the application tier 46. The
presentation tier 48 further commini cates with the warehouse tier 52 for
information retrieval and task activation. The presentation tier 48

provi des r &Y &¥83%% on nmethods to the different elements SCTURE/WEagenent
unit through it s FhpeTilnReneentexBReKE nelvdtiBhr &QRRemnSstand hkerrdspondiD

0t/ 84329 PCT/1J501/ 13709 presentation tier 48 further provides

regi strati ofMHEEHRI PUNOFIREErANF R thedayeRions /& SOBPREIFAAPIPEIRES whi ch
facilitates dep&RyBEnaE vafbils 1I8YAlof hbQR) wileh MBS RansdfeH df Jata HERREL NYI Y,
I nformati on updates are reported to the registered clients as updates are

recei ved by olqwenisia SemeiqronFern epmplg, aspllistiated fpFigure . datpERrampnicaiop
regi sters t QefyRifh¥bme ugég'% Qatslﬁﬁﬁtem dn8 2R irlt&etlsBrvicd PhdviRY ERPProufer @0 et Wor k
e

el enent that 1s nanaged by managenent unit. en a fault event is

reported by fadilitated by eiDigital SHescriberiLies opser MuliivleserdRFEAM) sevahhpdied to the
reg stered ciigvidin BEMER bl Ry bl BY U PATHELARNO, ol
application tier 46 provi des application p)r ojram i nterface nodules, which
al | ow ext er ratvicapplestatsvitals 3¢.0TheWSkaMageiet 3bfeillitatésariata chheectippbéteaen on
tier 46 perfprios 10 L.shrati h [ t4 . I jts
clients. Thetﬁ%tﬁ)op eiccozril{pl?loﬁ% filgér ﬁlg th}r?]’g(s‘ r@{ree‘&)%\r/I ggrgtrage%’l %/493%%3}1@%??18?@8 {fﬁﬂat are
runni ng 1on eftdannatr vayistsdogic{l@raogol ISELBEBSice yathdhs)etwdripratom] tagepl ed to t he
managenment unif.. lents regi.ster w plicat.ion tier, 46 f.or
o ofrmt 1 on PR REEAPRERCEane i 5, 75 Pty Sopmste o pd o
provi si oni Nngatasdchniini oS Al 6o theMsthd cvidluter $2 (cthe I8s4kd bel ow) . The
lication tier 46 preferably resides 15 within.a unjt, which serves as a
aeri c interfacdbf BEW‘?Q‘W e g ytre%ﬁﬁé fods Hg’é’ﬂml)’&et@?”}(éf’??ﬁ?ne?%t ens,
such as OSS wiii tRSSasigsinenthetworie cleRBhts G tréfRed toQE odiBoundGleteaB cihpseBE eS
that performtasks such as data abstraction, network nobdeling, protocol

t r ans| at}Son, Baghaetrerk emept icaetsmhitastaciied With amanagement wat af the qrtboynde

appl i cati on deb@dik 4R rhahaeth&h Bt islalvinhigeSRRABSHITh clo8d ﬁhﬁﬁhl%r&ﬁﬂﬁ%?k&th@' ity
and is deployed within the 20 managenent unit server or_outside the server
on a renpt e as§esiatatnetyark elaments sqps ©pravidrgonyrnient andpost effeptivecomsraicatien|

(el ements ang.cop '&fe(ﬁeWc]E}gzelehn%aQ LRd &re%%x%é@nmﬂ Ng thelMuRibd SElikLR02L T er

3!
conponents and Is used fo el'ing entity relations and for processing
i nf or mat i on tesrdnegsinet wiritst3d 3§ preesecitadoyithithepetwerk alwmedsis A¢34.36 ot6ré0.i on i s

advant agapush g Bl AR 80 Se0SL Pkl HRASLonB KNI GuARPI, BRLEGIRL T € 46

and i s nade aval I'a managenent units or external systens by way of
the tier intselettmenwitciBe, andéhe ISREr Passemdananaganeehbwnibd ¥/is assoeipted witlthey- i n

conmponents t Al BGHel E%Eﬁf ' | ' I : y enpl oyi ng
vari ous protl?)%ltbl S g‘:ﬂ?ﬁ%s m%&:%ﬁgwcﬁ%h%%é%t?&ﬁ?gﬁgce 44
facilitates préferablyapstativély in einmmmicationvith thremoerredpending nesworkseleamqutsdyetaiby t he
external appldcation to.t.he pr,ot oco | pyed b 3 it, 30

n such progtaé%%f‘%enm Plg(rtofeg%hrﬁ’eg‘ﬁ%rlkae%o eﬁg)r&n oﬁgmﬁs%%’iqﬁgggﬁ%gg 4

| udeszsretundtsl 38,I3dtcommunicate with network elements using an SNMP protocol. The SNMP

protocol is preferably used for management tasks such as provisioning and performance

data collection. The SNMP protocol is preferably used to collect information in both
polling mode and traps mode. The polling rate is preferably configured and controlled by
the external management applications in the external server 42.

30 In another embodiment, the management units 38, 37 communicate with network
elements by a Telnet protocol. The Telnet protocol is preferably used for management

tasks and performance data collection. In this embodiment, the Telnet collection method



are used to facilitate conmmunication with external systens. A Conmmand Liné
Interface (CLI) nethod is avail able for accessing the nmanagenent unit's

functional ikye/Bs£Xt ernal systens that are capabl e of agll ' or
scripting ShePHEE) S omands. . The GLI 12 VIO 01/ 84320 MBI 5 0g

interface supptsed sn ifxseaeas of sessipnainuf-aliceme smblodimewts. shompragemen ksiton t he
managed net gl 7 o &m%a%tiﬁﬂé‘ﬁrﬁﬁxfi%? gi‘o‘foo@fs%@%ﬁ%%e)‘icfr&@ﬂoldk i’d?.tt&‘flp?giﬁ ay of the

Shell interface 44, I's wr n in the Java progranm ng | anguage and
thus can run on dhy nenagementynits 383 7ace piaferabbr oppiativielnen commumentiontyistti ment |

Ext ensi ve Magk 'dﬂotitél'gxgﬁfﬁﬁof %Muzbgg(} ﬁ%?\??fkt bir (li_’neternﬂ)@gifnfe'ﬁt, %Wgérﬁgnlt Qi data to

and from the nanage nit. A e are based on’an
f or mat - sPppddt 3 heye slsheperativsly incpmmuhichtéonweitli ekédrnad systoidd 42ty vesy ofitie based on

a Docunent T h for file format vali iQn. The
Common Qbj ecc%ﬁ&%(g%éést?b%f gﬁgéé%kﬁcohl eélg’g%reé‘?e(r&ﬂg%)m ?ir‘its'éclthfaﬁég Oggﬁédg] nmessages
by way of t systéhj @otmiRégtms stithBhoketagéaRBymitodf) dhevdr WANe¢itet ey difsny e
application ent. registration, 10 .including fault, and configurati.on
changes. Thecgéﬁﬁ@lgteﬂ Cjvdng A Eeg g?lg" ul’é’r"lsglg ??955?%”%??3?3086‘?8% PB Java
and C(er_+ envi(dismlngdtmloaw)go Inserats Wdhﬁlw@nﬁfeaﬂilﬁig@ﬁﬁnrl@{steﬁu I'MRI dohi®ddiéh l%s‘wﬁan

aut o- di scov . Fi qur N trates sonme ex ar onpQnenis of the

war ehouZ1 tﬁé%lm%?gg'ﬂﬁﬁtuﬁ'és %’gggf’%‘?‘?’ﬁte@?ﬁﬁﬁt%‘?s ‘&HEW@@?Y%E M SIng er 50
preferably ideehedd@teriaced shohalk LY, XVLAGETORE S, WHM biRsleStcath MndiBhMay K

el enent transl ator agmvlitg,glo e enbodi nent, each agent nodul e 54 includes an

i nvest i gat i GRYBHPHHEH %dQPWFilﬁhﬂ?W%ﬁponent 56, and a plurality
of device conpon@atasafid bethhiBn AEIWBT Kn@WEIRR confriddY AbMardilhyl Rfdraides a . (’

plurality of translator corxﬁonent s 61 that provide translation services
the agent midtsrHal routes, dn fheribestiated netwerk, agate peth balwesenm theihame computer:32 and

manager 182 Yhaispf4aGi hvatil : Qtﬂ‘ﬂb?ﬂ J QMV? nts. The
i nstr umelgt at i angg%%‘}g?lh%gm?%g?ﬁ%g? ap ufrﬁgﬁs?d y O iﬁﬁﬁ%ﬁgﬁéﬁhat

col | ect dat &%itelodd eniehrouginBeigerice aelention Byitednas ay iy tep pait fivom khedd$BAMI38at i on
protocol s. 1 f t i . } y 63
Phat st or es P oufiChe ERIATM IROURS nbihgh tidsoficd sEELMATR I JEDNBHIY, o
of agent nodatadte pswiteddrompthe berme campwardd i the Ih thedmeias n@5ware afitier at i on,

the investi j I, ' ] 0 nent.s .58 to nodel
net wor k el e?fle@%’{()ﬂ?gﬁgﬁ% gggraf”%h?&e ‘rﬁ%ng a%%iasgoﬁﬁiq‘g\ﬁ%%e&ﬁfe’ g}é?’ 3&%1?%1?%?%? EX]) y used
by t he i20vessiasimebawasoafibapath ugs t¢ tclitdiethe tramuhissirmn Avooridingly; metkéwi ce

ookt on of “riea R rb M LBl nE AIRARE I RRNLR A A GVR 1 ReRBitec.

t he i nf or matspmetirhes vergpdomplingedibdcaan oF adtwark sB0 andngeokrdentcht edmilédtynet wor k

el enent transl .60 . The translation conponent. .61 responds by translating
t he request ﬁﬁ%gé%%%ﬁ e 8%?’?“‘8%% Y %%m ““.eﬁd’ﬂt.hmr??éh P%‘)R?@g(t ‘?lﬂé"tnit BYf*
conponent 5Sewec aodstirehysicyl ané pgiabednhetion\sist thg akivaik FEME@s Switdh or der to

rovi de ,an updated .view of th twork el nt. The re-invest,jgation
(F))per ati él prc %‘(‘ti%]l lwa Q%glgte ?pag}‘lasmresponse ?onﬁcah events, such as down mrc%%s or .

R

data overflow.

In accordance with the invention, the network element functioning is viewed as
involving various layers and protocols. Network elements are seen as including a physical
layer of functions carrying electrical or optical signals to a wire or a transmitter.

30 Furthermore, network elements are seen as including a logical layer of, such as those
functions, employing the physical functions to transmit data. Several intermediate logical
functions are usually interposed between the physical function and a high level logical
function, such as an IP protocol. The observed logical layer functions include TP



WD 01/ 84329 PCT/i1S01/13709pl ace periodically, in accordance with a defined
interval. In response to the investigation, device conponents S8 are
instantiated and a correspondi ng transl ati on conponent 61 isassociated with
each devi coveowpdrtent. After the instantiation, each devipreg/usonpernent 58

obt ai ns i nf gfpRiiAR AW QHS,'B%’d%H{E! ﬁyiﬁﬁgt%ifgﬂﬂl‘gl add BnGRG S WEEL aingiRCt | Onal i ty
by5comuni cating with the warefouse S2 tier using an associ ated translation
conmponent 6uetWhtk dawmisare saen oh rasmilting data Bpemploying yarays Senctiensybeth conmand
sequences f HRS56 8501 ¢ Pedddfi i gﬁqp ShleSvindimd ctions
provi ded toﬁl{ibﬁeapp [ cégt{bi onel%%ﬁelrng%l.t&%? coﬁ?i gf?vaté)%nﬁg%%ﬁ%égﬁyg@gw

pref erably 8iosy fugctiont arerpfinteresty el at edt o procedures avail abl e from each

devi ce cgpnponent 0 cllitad . it 140 f 10] Laons to
devi ce c%rrponentIslﬁg'?iﬁlgltr‘l%1 ?t{)tﬂhf r%%#‘?’%‘ﬁ#&%e%%e@é% a'pg Il}o%g%@%@e_ﬁt{o#%ﬂh%
oneenbodi nenttyotkhempdeled g ia tomlledbparteninogs compmente eithindtle menpgemes f r om
ext ernal appli.cations to.st.ored devj.ce onent instruction seguences. The
confi gurat i gsoh%%ﬁﬁtﬁf’glll%i}?}l ﬁdefﬁ%ﬁ?gstogﬁegg?%ﬁrpwpfo&ﬁsgest%s%]ﬁ%lvglgﬁa@&pondi ng
devi‘ ce conpaigesérdardce mﬁtihgbgiaﬂiaﬂi bailidntg ke a’ilict(ﬁxofnaﬁé ddntpvhedls. 3)Xcdohﬁnglly, the
configuration conponent S6 enpl oyi ngl. Sinfor mati stored in rel evant

devi ce conpSfEHE %g‘?néﬁﬁg"s"f’g%%\}%‘&?é e@&ﬁiﬁ&ﬁé‘ﬁ es&?g:’}ﬁ TR NP t s in the
activatiion edndapny wdBsut@ie Mol WSdkfofth SiBRRhal I ProcastiRaka blitor equest i s
received by the configuration conponent S6, the conmponent, prior to

i npl enent i n§UPKREBS %on, verifies the activation. The configuration

conponent S6 MBPPhd ifhab@ALR Shitd DscAOANN 0 BfficRhit SRARRBLIEPRVAIbnINRaHEVI Ce
?‘ponents that correspond to the affected network20el errent functions. The
f

B i gur at | Bhickarndifiidhaorseitipe of ratvierk elemenlse Aa diseirsedaslam the Baagepentat i on,
tchis su "E‘ssc%&&lé_r?@w i}ég;‘i\éiﬁéﬁt ﬁxlolzisioE?xg?ﬁfggsq%Qﬁt_tﬂ@ﬁereatf&qﬁéeﬁérﬁalver' fied.

In thecase of a faillure By any one 0 operations In the request, the
conf i gudat i managsmenhreoreSolodegatedherapplicabdd nebwiark elpmsuts du tocformtiinstruetivnsr es

net wor k i ntegr,] LiTeR . j i W th
one networ k?cgle%%?\{get l%%%ghq%t Ter e%%???r@r?tao? sgjg%:ﬂ a?ggﬁlés%gﬁﬁsrg&ag&?&t
associ at ed wiitshs dispissadawiilt nefepdncertat Kigurks B, éhyend $2her eby t he agent nodul e

nodel s the col | egt i ehavi . assogci n el enent s Figure S
illustrates the fv\llleiaersé' glglsole} eipgés,m? tIme%gﬁ%n rag@%ia‘t"ﬁ%‘aﬁﬁe"gﬂ{ as v gﬁent ofa
ascor r espondétwgrkrptinduding pateenits algddtho in carhiad thesdptmemoth@nmpenatouse tier S2

provi deg,an3Qi nt.er.f ace, between the network el enents agnd the agent nodul es
Pt he: 28on e dHiEY 6% PREHEE s ACARS frde BT 1% e 3850 Ldos
net wor k el erestit infth@efficiahtosynthesizinglof daboamd ekécaticd 6t tadks 6Bhe mashigeedtanits servi ce
transl ator 70, nessage.queue 72, an .audit lo 4 01/.84329

PO/ 19801 19758 ARSRAAS I B R Rei PRl sw THREALSHERy et at i on
ganager 32 gna@bmekelsy the ﬁaﬂﬁ@xﬂehwm@lfs de aby r%ed tbrcﬁﬁmmam t}lzea.lrtiﬁﬁA cBKnecﬁSnl as

i scussed above, _as as a registr . .The _network el enment translator

60 pr of or ablyAHes e aginpretaatice fsitierns! smpligsion al faeumgtiopeliy FRbITOW AR
&abas%trafmb;};a@ggeﬁ@nﬁmy_i des an interface for accessing database S

services. In one enbodi nent, the database translator 68 provides, nediation
and abstracti on ¥yoReemBedimenty cach setmerkagleaen in the mapsged nemiogyis 38%aeiakd st em

( RDBMB)  engiyitf aRBgknt MBJHBE BRAIRGELS the Mﬁ&aﬁmﬁom TReeHatBRasG

translator 68 preferably receives requests for the storage and retrieval of
management AYle ks softvata compopent fhet is prafsrelily sisningtin thercarremerdiapondi ng to a
| ocal por ti ganQfem@niTRfal otﬁ&%n%ggi?xgﬁ eth b SRS hBkaAE isq?.g%é SRR Y ndhork

transl ates the Tequests to Sta ry Language transacti ons. Wen
retrievifg elgmant, when ehseraingSencipuality iatthat pagcdanmedvark clemsniigtfenciionadify ect s

t hat can beiﬁlﬂl@ﬂlle%n?é’rkte%ﬁ%e&{.her components. The database translator 68
preferably interacts w't e conponents via the nessage queue 72.

Accordi ngly, st oFizydersantindadgementtlayce vfthe inyentaatischates meidtiftle tendghmertat abase
transl ator 68.via,{he nessage queue.72. . The directory.seryvice

transl at or %tsp?ngeﬁnk%onﬁe %P‘i?geasa‘a% gy slsetg%lft%rmﬁt&eﬁbe ?ﬁ?g%}%‘go%?ivt he
managenment systemso as to allow for sendi ng nessages between agents over
t he nessage queue 72. In addition, the dirngctory service translator 70
facilitates the updating and synchroni zing of data across the nanagenent
system The directory server translator 70 serves as a distributed
repository fox nam ng resolutions across the system The 20 directory
server translator 70 facilitates translation of addresses to |ocal
references which are stored within the repository. The directory server
translator 70 facilitates nane resol utions and reference storage for the
conponents of the managenent unit. The directory server translator 70
interacts with third party Lightweight Directory Access Protocol (LDAP)

________ . - o -, = N o —




5 throughout the distributed systens. The services provided by the nessage
gueue 72 include facilitating internal nmessaging within the nanagenent

unit, facily | external messagi ng between renote nan nt units,
enabl i ng as‘?/élglgf"g%ous i nteroperability between software ?’%ﬁﬁ%ﬂ‘éﬁfﬂé’ by

queui ng nesBagRESMEekAmitE fsanadg ikyvasible ortbs sgmit madileschytbé nsepfupdslyges to be

br oadcast t : |t . [ fd slqgg ue 721 O
i nteracts wﬁ]tlﬁu%l}iﬁh%g%@@/{egys%sgﬁég s#&ﬁ?ﬁﬁ%&sﬂ ee}tc%[%ﬁ%gg‘?at a |%é f data to
and from t h8emiges @MS). Fheordinglyt thé bgativh of en ageatimpdule tiossamohinkibdthecal dat a
relating to t S..and, net wor k _condi i on ch as errors,
recovery prﬁﬁﬁ%@@ raéélgkﬁog P%aﬁger%%moa exfﬁ%gieé:u ?3? d%g%atef@)e%cﬁll Itates the
| oggi ng Bf eweagemeninohite fordmprovithierfarmarge recy. dbaibancinge conmponents. 15 The
audit log 74 proyl des epegral net hod for us hr ou t the systemfor
reporting sof t wals %Q/%Cﬁ{lg .OP %ﬂcatg’\%lﬁ?' oy e%ﬁ‘ﬁﬁ%“’fgs Wﬁ%ph@%&ﬁ,ag?rﬁé‘%@?]?

gener azjed byeaex t6 ﬁmﬁﬂﬁéﬁenﬂﬁSncll ﬁ@@&dl W&Hd’gieﬂ%ﬁﬁnwﬂésh& tﬁ&lﬁgﬂelbdg&t\;&k Thel
event data is stored in the, | ocal . database usi ng e dat abase transl ator
68. The eveHFBSHARHGIRHEY i i O%bnef%mgem&b I'fé‘eFPé%“%i’_d%é? Phed
structure t gl ih it distassi@Y aRlndseisHngliNforBRRa RbAit I bpeRYIBR bf 4 lofRal 020 and
event-orjgi nator. The Eégnts are stored in_each nanagenent unit | ocal

dat abasé&l anBbysigal aseech ebadwins- iy sopeg comtext the opofelng| rafera indetamBingo on (not

shown) . ThesineyRled bstithWRURI R th 1BhHSES gitvdd i85t R6R1BRPINIGAkdIO8F dpBdfion.
facilitates_|l ogged sofiware event viewng and filtering. The

i nst r unent aFpio%amplsatyeh reaplioneen includs danging poeraties shates, Epasmifingdete] i t ate t he
25 [ L Q i i OR e ' ' net wor
communi Cabh @i Qfentd)Br ﬁdrarb%%ad%g%@% eMé?%‘tﬁ%c g]ﬂﬁ Bolubs g@%@%ﬁgtﬁg@r ‘

el ements 33, "34. "I n one e ol's support
col | ect or nelduEes of the heferkShivmre aféscied by thE@PLiation Jfithe mpdded entity. GORBA.  An

.. SNMP Wl 1 at. . ' | ' Y k
ol enent & °7hamgl sl Hen iy SWRPIOLE o EAMIEAR) b0 Mol d el O
activati on eorwayel fctoBNR vopintogsther Withabieinbdderd entitieto Shvitle3@rdwh| ect or 75
oends. and " ecel v kB0 BAGEe 8yl SN RoGRHb B8P Al TR . v

I nformati on and pro nfornati on t o the reques
SNVP col | ec#dm agbordancp mathdélcaloventipmshant embedmbyt, ¢k niansgememeniite®7i on nmanager

62 and i s agsaalAhed oMbl SRS Sk obdl' Rl 53U QR SAYSE ! it o bt R0 84329
20  48. An external interface module 43 includes an application tier 46 and a shell interface
44, In the illustrated embodiment, the shell interface 44 is provided to facilitate the

communication between the management unit 37 and external management systems 42.

The primary tier components are preferably part of one functional implementation
residing in a management unit or in a network element. The warehouse tier 52 facilitates
25  the communication between the agent modules in the agents tier 50 and the network .
elements. The warehouse tier 52 further facilitates the storage of network configuration
data and of management network component data.
The agents tier 50 includes the agent modules that model the behavior of network
elements. The presentation tier 48 facilitates the interface between the agents in the agents
30  tier 50 and the application interfaces in the application tier 46. The presentation tier 48
further communicates with the warehouse tier 52 for information retrieval and task
activation. The presentation tier 48 provides registration methods to the different elements

of the management unit through its Object Request Broker (ORB) component. The
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The Tel net collector facilitates Tel net protocol comunication with network
el enents. The Tel net col |l ecttor nmanages a session with a network el enent,
parses received information, and returns a response to the requesting
networ k el SW@m848¥ansl ator. The Tel net collector 76 is d@ETYHEHIFY handl e

various pr ngdséﬁtﬁ{o)ﬁ HEEU D ALHBASEH AR HeSsBdtidn nRethbdgor @oft dliehts, dRcHENager
("RegM' in the Figures) 63 facrlrtates registration requests to_col |l ect

i nf or mat i on eFeE¥ erétleWGsr‘Khlé]P Egilitates infppaatiopFeteeval §apdhemeRageRgitap®y with t he
registrati onIRRRAY %u@&n{aﬁh Q2R bire i oRfcl® ¢ rhe Regiddbd a?ene% LipERGrd FOm

networ k el ements. e registration nmanager 63 i's used by the network
el ement t r afieseiyedby 86 pmemewcm teey 48, Rerexample grremotsyaligeiiTapRIs 40 woReNe S .

L0 or Ml 50N B GEHH Sk 1DERHGHBRL 1 SRAME detntiHailiRal Y4 BY 2! | On manager

63 as registration requ The regi strati on nmanger creates data
col | ection regegesent mnt r%gm@alttemnalsrra@md batheassocistpd @stwork elementsa by

conmmuni cat i B%s#g%gs t{aﬁ%ﬁé@ ?o”tﬂ% ei?éd Sttt ?r%dmaPeethgt%[géaxﬁE é\fefn{ L defelifo S

preferably inc e requi re a co I'ons and an
identification offh¢ am@reatmmh;eeéd provided apphbatmn@fdgtayn intexfaoeimodulby) dihivhnt , t he

regi stration. man .aggregat es sev req ts i.nt.o ane 15 collection
hotion -t horbBy CREGAL mRLCHRD A ile SEHT b rriont SR ek SSHArHrRRN ot i on
recei ?/edof r @égiuraﬁomamﬁétko&ineﬂ%ﬂbn bﬁbﬂﬂﬁbfitbﬂieﬁﬂ Tae ugﬂiaaﬁd'neler elgsnsst ¢ ed )
translator co ents. 60 according.to the ta in anot er
embodi nent , ré@?’ﬁ’l? icpfigg that é%‘?gm'i‘%‘mp"éﬁt sng %ﬁ‘%’ﬁ%’ “’r‘?g

with. a wai Tard doufled & the naAfiethenthiits cmeﬁtbe@lsft@r“ﬁmahe ﬁipﬂai@ﬁlu@i 4&@fok ON manager
?to obtain the requested I nformtion wthout any 20 such as those
e

ri buted tRforpigass n&‘@’g‘Fl’e@é‘tt’PWrdeA&WPﬂﬂﬁWlﬂ?“@@rl%?‘rl%l?% apdafPts in

Vi ce CONPQReHe dyﬁﬁ@t%n‘éh@Qdﬁé\Is@edﬁﬁiﬁl)' T8e sdlibiRnftidP 44 %_@fb?db!l}l ¥si@bs @ network
el enment by perro cally querying the network el enent i cal operation
and ar r dAgendtiin hﬁ@eqmsrrqe%merm@tw@arq tomgegm@?éue% piged byef er ence
to exenplar Béxﬁﬂfiﬁéysﬁ&s})éucﬂ %n %b éltio?ﬁ:e?% ﬁHSH‘e“t
preferably no S a partrc unctr ty 0 e networ elenment. In
some enbodi mpeovesses @ekmfann@eks gich ssxrqmbemoyoamstvmmoddmgr protagel nodel i ng
entity that p ACE ] .1<Devi ce
component o (- SpafRpRROEe nfh Bl kBblaidh, th LhABERE R, bPRGkbE R4
f uncti oni ngis @rd’qendpethatrmamgment Bt rhamcftmwonalwdnhéepéowémain theinct i ons t hat
are rel ghed n&a%aééﬂ?enmﬂ?{ ‘r’xf&r fn“ ﬁé’éﬂe s& G s %19&%4 s‘?e%? Qu A5 %h GEefi@rPonent
is adapted to ovi de a eas servi ces Re o att managemnent
schene: detP@rohem Tthe metwoak gnodeirﬁelempms argif compdetiontsh & pnwfduablardnaimtmned nality,

and deterrn'ni ch ot her tron Pt are.affected t he rvenrnput
or its consé‘ﬁ}[’} c%nuerf?mpc”WbI § Ecgoﬁefﬁa%(?ﬁ%g% Onlforggofgmcf £a devi ce
conmponent t taformationoetelved Gom thepregentatismtierold. Repdiyeal infokmétionds i on stores
|dent|f|ersfor t he evrc si.cal. ¢ ctions to the
CToh. | The eI DR e et oty kPl B R E iR pe f or
nmodelsed akailiblei to Aahideynenfats of m&hmwe@r@ rex;t @ﬁtﬁaﬁerfime@idea Meheftieat are

affected by, th nodel ed 5 functio eratl o . devi ce conponent al so
stor es the Yg %“3? aTBIPf FroRly asft of g t’PB P‘?“FVS %ﬁ‘&’ém‘HHcaé‘QBW"g‘uch

nodel ed fun(‘eﬁcteﬁﬁ!iéysie?ms bk/%rﬂphﬁ'l@)ﬁ@ﬁ@ﬁs%r@tﬁcdli\ﬁmﬂ as/mvrlalccnmz& Gladtwnction, a
| ogi cal protocol function su ynchr onous Transfer Mode (A V\/{?pport
8

function may depdheishs 1¥tﬁ’épacﬁﬁ§}§?°é]§r‘te¥ the senslgtion pf protocply drogrthe pRtec8Rponent

stores an i dgpidyt Efr tli(e%&tehﬂ?aﬂﬁgﬁﬁ?l@@ the PR T eRPITPRI S the mAREEIMERGInIthe
| ogi cal function. hi s dependency dictates the device component that the

devi ce A8mpavhen ﬁuqhsnr@femﬁr @ﬁet Bom qngansthes nThQﬁhﬂl tnteréace #4 sebdpymetberd thatpeer

and parent - %ﬁ'ﬁs@d{ eﬂa&h#a% c%ﬁ&ﬂ&ﬁﬁgxt%ﬁl' efE ! XY, o%};ﬁ% % poe

oper at ions to provi or t Intell1gent ECt 1 on ata an or the

control of Kelhorathasl isaeailpklc for accessing the management unit's functionality, by external
systems that are capable of activating or scripting shell level commands. The CLI
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The devi ce conponents are each designed to nodel and nonitor a targeted 15
function of a network elenent. All device conponents for the sanme function
are spawne i tiated, with substantially the sane c i guration data.
The corresggﬁgly/%Jégq nvestigati on conponent then queries tﬁ’gjtrflgf"d’éwgnetv\ork
el ement to blats eppertsadiscevey. snystllendchandoodsiening tasistdndie mamgede

i nvestigati . i j S0 d f,unction,
the devi ce oraananr cra uERH LEme s el Ry b b B TR 42 20 hew
nmodel . Hencwhich sewritteni i thedevgograniningdarguagd and thus cay nmmnaay platfemnsudur ed by

obtai ning a S/ ut Lattributes he | ed funct} As be
appr eci a'? ed, rﬁgg{j@w O Thens sare &Bbepﬁkﬁfeggﬁw P%‘é%@@grr)e‘& uﬁgﬁé
regardi ny tteesfes sodigatation ﬂattltdndlfrohﬁhelﬁdﬁﬁgerrieh&ni’mdeICIDITﬂetame)aid;mmtahOn. o
Figure 6 il trates an exenpl ary nodel.ing.of n rk el epren unctions by
degi ce 25 cmo@%%?PP%ﬁt %"{}ﬁ%ﬁﬁlpﬁ ﬁf’glﬁggeﬁ'mfﬁ?ﬁcﬁ’ﬁ g o2 ATM
Swi t chi n? dsgdmgncpmamm& A iftioﬁ@]?ﬂ‘b?_&chbﬁe ﬁﬁ‘mfo@hﬁdzal&@[ldﬁggl ’_mh@l@o%ﬂi%% jtcet .
conponents 79, . Afirs evi ge conponen includes a first T-
li ne (DS3) %W‘%%f?}@ %ﬁ?mﬁicéﬁgﬁ?%ﬁ%wémés paepsegeshy e of theddiestt or  ( BNO)
pl ug devi C%&@B@%&&m&g()@ﬁ%) AniREaND &E%qﬁﬂétss%ﬂfemwéﬁt lr@g@stéaﬂsd udes an

e 0

Optical Carrier, 3 ( vi ce, conponent 83 that 30 enploys a fi ber optic
pl ug delll cenelBdins fuk aiggonfiguraiion shavees. dag CORRAABbbAted 9p 3|TSd|@élltlﬁdes a second

DS3 devi ce GampRwRlati2eot Rah aﬁar@mxn@rogﬁe&@%ﬁ'é'%éagw rp‘r&vigi&gﬁgnent 85, The
| i nks between the device conponents indicate dependencies beTween

f unct i onal i fureetlangy, an¢ guerdistoveRy- ends represent stored data. For exanpl e,
the ATM 18 WO ' ' ' 78 has
2 ohild Tl ati onahys anipaey ce Rt Sy P Uit e G5 IRRRFRL,
because t heagemtsfiendOafifignge 3 .uiblet dgonts Hep¥rmsienhlytihdudsd Mppoalitgof ageditaci | i t at e
ATM pr ot 0cC j ] ITM swi.t chi ng devi ce copponent 78
stores ﬁirg’lém‘ﬁ‘?%%%%g?‘38?’@%@5’%%@%@“%@#%8% e(:Héboc mn%lgr?g%\a.ge%% USt the

" three ATM devindadesenpometigationy @mmient 83, dxasfigurptinnanmppmnasé, and hplualitst h t he

. -ATM swi t chi e 78 b e.th Vi services.to the ATM
2 cﬁ%e%@é’ !:ohﬁ)o?lgm Qé‘e'f‘ﬁcf net nc{r’ﬁglgﬁ%nt d%\l}?%tgp é(glr%lcgiﬁ%srﬁpgur i é’F ing a

routing function. one” enbodi

+ particul ar tresslor konspaerts 1 draeprpeidé tradslatios sergices tagenigentachdies. As may be

appreci ated, ne rk el ement éu i on .dependenci es dic t he. 1 i,nki ng 10
" between device't 35%8?%%6%6 mgﬁ"g?‘ﬁﬂn ns mf‘{;?ns‘f‘a%ﬁﬁ @%é"é’ﬂﬁ’& nent 79
» - has a cHi | dcomeduaidations with netwotk dldigents. Ik id3Gamdatyti @an@agR@eMiudda because t he
i nvestigatign of th TM swi t ch provi g_ed onfiguration_ data_ indicating that
the fire AHrser e & hieond e Famafs vk ot s seelovihe: y pat h.
Fur t her mor enetwdik crfnshiciiod pictudole The G Bhtaflch Magep6 X fithe ikdidat honshi p
with the first BNC device conponent 87 becausg (H)]e i nvesti gatian

registry 03 that stores registration data, which is submitted by device compdnents 58 of

agent modules 54 so as to receive network element data.

25 In operation, the investigation component 55 configures device components 58 to .
model network element functionality. The network clement data is preferably used by the
investigation component 55 to select and then configure device components 58, The
investigation component contains information on the location of the relevant network
element configuration data and requests the information by employing a translation

30  component 61 of the network element translator 60. The translation component 61
responds by translating the request to a specific data collection method. The investigation
component 55 advantageously repeats the investigation process in order to provide an

updated view of the network element. The re-investigation operation preferably takes
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15 0of the ATM switch provided that the DS3 connectivity is enploying a BNC
connector to pass data to the physical link. In another enbodi nent, the
parent-child Iinks are set in accordance with predefined agent structure
for vari ousv@eviedk el enent types. The rel ationships bet wegusptig7iunct i ons
are pref er alplcy nBi Qivdafl$ dn B¥cot DB Pt £ btined UREYAIN G REpdnbEoRd MDEHigRloament . | f
the relationshi ps change, the device conponents 20 receive the Cchange data
fromthe adl6vies eqranpnentssd Preinsitiated prshioprespondingienslationcempensal flgischanges
to the ModGssockiRl v BovideRoMBSneiP kA M Abliiai i eRAIIRAUbApddaRl

a
contains the ATM DS3, and BNC functions Is renoved fromthe n such
as when a c8oitains informagiod, Wiidnisgmployed to, mededths obsareddhmtitiogaliieby ce conponent

that ar i 3 j ] e Y/ spondi ng
agent - madurSiypaliiE it e lahded) Uel bt Bl b R AR bR PR CL S
card i s added t @hecahdigheition eompanedsStiigesed onstpcinceaumeandet@ebss fdre new
functi onal ist and %?q'héiéit%s devi ce co onentts correspon i[t}fg to the gained
functi onal Pt giev\w I?Pﬁlaorbef”fsﬁﬁ‘?:olegﬁ%?@?mi‘?s? s 8 %‘8 to the
system perappliatiastiqgpanot Thé canfigematitn cunpwhentest\posféraklly B tinfoinition rélstedi0 need
to redesign_the nagepent,. syst At 30 such ti o)yl new devi ce
conponent 3‘?18{0"?‘@‘?‘?‘?&%‘]‘1&5&%0&'}/?%1% %ﬂ‘éef CoPOnEE &P AR ?‘iﬂbtﬁteiﬂge éﬁﬁ%ﬁnﬁ t he

syst em10ThénstQ o048 kCddvidetompbiinfsFSead hefatifitif Qe AGRIRAN &b as wel | as
t he over al Iewggg,rati on of .the agents' npdules are not affected by the new

type of net imegt, the\sepfiguraipaFempenent Jeguansrscaiiedarrgnhromgxienialii ngl y, the

system of tBstidahRns L@fedid%vied@ﬁ@qeﬂt@nsaﬁctﬁﬁ%ladhaénéb@d@h@éo gftibechnol ogy
(ﬁnges and new functions are introduced to the network. Figure 7

ust r at esompensibhen trapgnufs theingrurtons to e savespendingdaxise RompeEeaiit s of an

exenpl ary r@;n:ﬁg‘grg e 1 t < I ..agent nodul e
89 nodels a . D%Ii%ug%e?\%% %Clgzﬁgugg&%%ﬁiﬁ%g%@o%&? ﬁ‘gmbg?%ﬁ;lgyger i ncl udes
devi ce 18omieferpationsigredigrelevamiievica gGRpnents drshuesRidviceshmgonenti@BRtion ot ocol
Bri dge, BN : 11 . TM
switch, as C&n\/\%gégl t% lﬁsﬂﬁekl%? {éé Bﬁﬁfﬁﬁlggs?g%g?ﬂ%? %gigﬂ%ﬂ %D%%ghgbﬁpr% els a
servi ce selierseéived byithe einfighiationseomypopent $6] the cangponewtj pridy taigepiementidg thei ncl udes

devi ce co - . r 0_Bridge,
cehernet oAt plesBaci iy T aBLALOE o 38 aBRERE e dda 00
The rout er kagemset wbojsirations buithe devd ea/¢ongonanipihatarotrsspond toRld sffeciddGiBiyork
Et hernet,, Brid nd IR funetions. As m e reci ated, the nodel ed
net wor %toel eeg%rﬁ"? {saﬁ%gnﬁmls'n@f‘euct%l%gﬁ%%cg 8P ﬁeer%{ 5?8?@% C,OPW‘QQW B PRABNL| ed by
cor r espondioperati@y mhirhdosmoceseint enly wibhevealkits subsetuént bpegitionk bevepfiedodads, Fi gure
7 includes Iim'ft ?d d?i}\’/i ce con‘g&nents V\:hi%l ar e j scussed.in 15 connection
with the efatdi 8GRy FI R PLIPE GPHRTBRM WP FROF %‘F‘P‘%ﬁ“’?ﬂ@ Rt Hodel s,
devi ce conFamemmswwllmspmcmwdwbﬁthrb?mmneﬁbdrkgnégmys. For exanpl e, inht he
service selection switch agent 90, a first ATM devjce conponent 92 is the
& oo a per elZE B iersT: o R RS AL B TRETR SIeRent. 0B and o
3R @8Vi Ghoth&Eabagintent) 2achGgii @icHialeds asBadsidledwith B Blupild} ORtwdIR ¥lefifents
he parent in_the parent-child link with the

conponents 20 93, 94, 95 jis t

ATM devi ce V@GFPBBW‘*@?.‘O‘}\*%GE‘?MSH@ fqllective hehavipe of b 28s9rBtsA@Fod2 has st ored
four rel atiegpghisp | ndicators for parent-child Iinks, three as a child and
one as a parent _to the DS3 device conponent 109. The illustrated nodel
further incl ude§igyeseyilipstrates throvaralmseiiisy; reloted 9gens modilss,ian wellps er ent  agent
nodul es. F Sk [ N j AER i 17 switch
agent 88 hggngsﬁpeerge?ﬁtﬁ?(&valﬁng' %ﬁ%ﬁggﬁﬁ%agg’mo nﬁerﬁlg%ss)%ﬂ?rtr?b? R@TAE\%%E\M agent
modul e 399. interfase betvBrChd asivetk demeninandithgszent medides AT teagerntictierdfei nodul e
88 has a PGGE ekbdtntl! fle Fafdhbusd B £Rn0RMRANER ol Biml: dAGa5EEY ke Sel ection
agent nodul e 80.AS may be appreciated, other peer links are r'ncluded for
devi ce congdetabase trandlatortfd, i Hirestdry sdreide trgretntor 70 cannesage-qmeans/&Y, an fuslit log
illustration purposes, a limted set of the peer links is shown. 30 The
net wor k nodel , provided by the device conponents and correspondi ng |inks,
is used to facilitate various network nmanagenent tasks. The network nodel
all ows for navigating between device conppnents over various abstraction

| evel s, i.e., device conponent hierarchal |evels, depending on the desired
task. In some instances, the 20 WO 0t /84329 PCT/ US01/ 13709 networ k nodel
is traversed by follow ng the device conponent |inks froma starting point
devi ce conmponent to a target device conponent to determ ne, for exanple,

t he devi ce conponents associated with the data path between the starting
poi nt and the target.




Accordingly, the network nodel is traversed by noving down to the | owest
| evel device conponents, which nodel the network functionality, carrying
the electrigal  sjgnals. In other instances, the network ' sed to
pr opagat e a&gé’u%‘g?rndi cation, originating froma source Mﬁ%@”@(zfﬁponent,
so as to askesnd amansinopatagien mifager & Thetivatuincefadoremanagerfcioeludasgl y, for the
fault task, } Vit i . et ect ed
byt he dovi Bedgy ESRelor BRAL, 12 7801 o} USHAEA ARl be DA PRl 65 0 10
rel ated to a | ogiThahetivarkodlenpemt tretiséntqrodpacfanblymapes egentifinctivoms ¢ whiworkar d t o

the | owest level .device-c0 nents.. Two.example traversing flo re

di scussed SATE: SPFIRS THE MHEPaT tilate” PR BFoRilia i e B pbernuneapbing, i on
task, arid fservieesf hudne epbodiagat, theratabask frafsbameaStprovddas mddintian bnd st exanpl e,
t he peer lipnks between devi omponent.s are _enpl oyed b 5 nmanagenent
systemto tarbatéagg? lﬁﬁﬁaté?ﬂsg%r tﬁ%ﬁ%ﬁtﬁ@éﬁ{ﬁg}ﬁ%@%wa&?’%nggﬁeyﬁtegy(&md TREEN a
starting n@tn‘d@hdfnﬂﬁigﬁherﬁﬂﬂit'ﬁcdr@fo@&its. lﬁl-:‘ﬁdlm]f%asﬁaiaﬁilatoﬂ 68 IirE&rabW&h&s t he )
starting networ int is the RJ1 ug of the DSLAM, The_ target networ
point is ttf@q‘ﬁﬁtﬁgﬁghﬁor%e ?"Héetpwj[f’g'& ‘."‘mF’_ﬁ uﬁﬁgg_@ﬁ‘%‘ﬂ? Hethe ,?011_?’%%0_ i ce
conponent s @tfcokledoRdindfo PRE4 peftio oP@idddMe Mhé UM asORarlsRst 68 WrtsIb1Y S
request ed by an external | ication comunicating with a 20 managenent

ap !
unit. THe dJp@eiater Bis reuetthlo Siandagddisnt Lanspeae RRENtrInsagtions. alVhpryretrirying
| mpl enent at 4, 4ffdataBRk thRGMHEsTohPerl HRAHESE SpfREhk fi Wnttd Hafedi EPGE to
Figures 10, | 1, and 12. The present discussion focuses on the device
conponent rralpicAgpencrisnEradstrbaseignsliter Ghuraferahlyfiateractsmethi thycapoentsgies. The
pat h betwe u j i ng the
path 25 t hgc'{'1 ° ?g%ggét]‘i‘ug{\ll%ﬁi'mﬁ%cg%%%gﬁ%%ga@gﬁgﬁ%ﬁq h@ gﬁst%essgﬂé&é% scussed
above, eacHatpbatedengdaapoheathemessagagua 20 nodel how a network el enent
functi reacts i Fa% i I e
di rect iofnyg deci si%]% d%gcggrygg&@téhg ass%cﬁ%%ﬁgeﬁg@%?ggﬁeesher@%ﬁcﬁédg#gi n
response t ooftlecminagergend aystem Fhasdo alidve fod esridom omsggesienteesn agads bverther N t he

et 11 oo iy AR 0 R po B dnSRECRRTREE Flollt PRl Peliihre ™ 2

... data st ructand eynchropizégartalbtajaciossths mahdgesheltasysteen Thedireerg ssrpa nandlsomher eby

an identifigr for_ each .device co nent. in the path is appendged to the
Structure b EHE S0P BOR R RRURE R ink st BB SoBRBE 6o

PCT/ USQAY 1 ffaetoifsheervied thdnstheori70 dacilitarpotnaniatidDor didreeses & ldeadl asferbiycesvatichf a DSL
devi ce compgnent ATM devi omponent, and a first. 1483B device

- conponent 1%%&“?8@‘%3’&80%@9? 2@3%%8%% erl‘ﬁa?glat?ﬁgb %ﬁq B HEi ce
~conponent l6sdhtioheaddseftainge §toape foh thefcoimpbnchs®3 edRibganamotimnEet 101 to a
second 1483B devi ce co nent .98. The second 5, 1483 evi ce conponent 98
directs dat eftaryaﬁqw'&q-%gmr?@ SRR Wh thigkparty Jﬁﬂ'\"ﬂéﬂ&)’f"‘&@%&?ﬁ?ﬁ%ent 97

di rects datRotobdl (WBKPYEerverd)SdidikhdIE d40 HREMEIN £ syfArchiANen Sedighéut
corrponezgt 9%. The BNC devi c%\h{ﬁrrponent 93 has a' peer link with a first Bkb
devi ce ConpBHEAtEEFIAYHHR WW%W%QHQSIWJQIP&VB@S fogeHignsdpeludipe: t he B
devi ce coNpRERHhg &b Ideﬁﬁﬁi;aﬁ@égab BgbiienddaR 0aNd:cR, HOWRARERAYIRRALO the
first BNC device 10 conponent 87. The first BNC device conponent 87 directs

data from ('h&S BIReeTes, lesatingsnivbrsiver identifier, locpiBm ansiverk clsmppbartht 84. The DS3
devi ce CONR@RERfnSbHwWcheh T8 2 difl Qaﬁd)Gﬁabg'Iﬁéﬁﬁmqgﬁ?\ﬁ%ﬁﬁmﬂgenzg' The

first ATM devi ce conponent 79 directs data to an ATM sw t evi ce
conmponent 7e dimgstorngnrigsdranslaton g0 dutherdorsonpiwodrelenkdt identfrsandat a to 15 a

third ARM dgut %n@t%%%gﬂ%%reﬁée& The third ATM devi ce conponent 81 directs

data, by way of a evi ce conponent 82, to a third BNC devi ce conponent
85. The third Bfae agent modules employ the message queue 72 to transmit messages.

Accordingly, the agent modules are not aware of the location, within a management unit,

of other agents. The message queue 72 is also used for transmitting registration requests
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devi ce conmponent 85 has a peer link with a first BNC device conponent 109
of the service selection swi'tch agent nodul e 90. Accordingly, The third BNC
devi ce conmponent 85 directs data to the first BNC device conponent 109. 20
The first BNZIU¥II9ce conponent directs data, by way of a POIBISHEATGe
component, ¢ gheledidttyS tin SldHSIHIBEMCRIPLREEY quide 721 SmblehBhted\ddd FGY | CE _
conponent 92 direct's data to a 1483B device conponent 94. The 1483B device
conponent MesgagingctysteasMS) o The Bessagpauges [ EreEs Ahpaastal tmspambusfpr dge

devi ce conpanents @ il §AEdihetRlA cbipéhehls! B onbRrfbBlinft, HYTR a8 72The
first IP devic S(:orrpon nt 9@5e di rgctg o?atsa t% a‘3 r.oulti ng devgl%(g:é:@g@.%]‘1:‘»Jl conponent
110. The r dendlegcogwpinicationwibmnamte ¢oapaiente sndspravitdes messagedus emvcesP devi ce

conmponent R i . i 0 a bridge
devi ce ? o] rr%@‘ﬁ’%%}%mﬁ?%%g“’%rs?’%‘?@ g’@]ve %g@gg ’:613 érﬁl?’y %% ir?e%%a%g t sgglgt ato an
Et her net demilwiz fewiitpiimginteriad fressapiag Bithiarthemahgeines uotnfacilitiing &36ndi r ect s

data, by wa of.abl 0BT devti ce co_%lpotner{t, tbcf' an 1U%5 c():Ievit(‘%e col%{)nent 103.
The Roab o SEE SR et St al et ongeinR b B S Pp RABAE D oo
conponent befeeh siftvearercdnggonagie by quenihig) reesSilges thaicame i begrycesdelicanBRéddblidgvi ce
conponent 103 directs data to the.first RJ45 Vi ce conponent 8. 22 WO
01/ 84329 PEIIED 0L B1e94earhie “rRt‘YféPWﬁff?ﬁge&ejM‘gﬁE%ﬁﬁﬂ’é%?agfdgmﬂi ects data,
by way 10f dntbiatts twithQRIETpAIR Wy Sems, GaIHMg e tradsfortatién ddaeytoahd SeMitlee conponent

107, and a first bridge device conponent, to a first I P device conponent
105. The fiY¥f™M}P devi ce conponent 105 directs data to a routing device

conmponent 77. The bt %94@%&&@: SERERQRAB dftd rélhtiRab MaldethchiQadks aggond 5 | P
e second TP device conponent 113 directs data, by

dgyi t 113,
ﬁ;gfe 2 s Gk pTiditigas.¢dh SeTOBWiREARY Progedytesgrepris: Mdrigeryddye sudit
onent, 1%714 %cﬁx%@ ek II)QQE% g?wﬁ%ht@ GnfQfRORG Yre géxﬁra@edﬁ?ﬁtﬁg Eorfpbdenglevi ce

conponent 1 herefore, "a path is traced fromthe RJ evice conponent
of the ISLAM 89 Ths andig logddanervifes 45zenwyl neethadofapensdhroughpnt the system font er 91.

Th 't a Lehy o 5 e d@ D anags
e resul tapl, Gata {e%%,xg/{E.eAn\é@énﬁQr k%lﬁtdz’ag%&t %{L?lhﬁi,ﬁéﬁ's g& e n el

identifiers, Is preferab transmtte e requesting managenent
uni t wher e cotppopsat is taggedand loggaddy themiditdeg i T event Aatg éscbored ntberdokd i s of a

fault pr Opadgaggsg%g%ig% i BBLAIOLLEYE, THE LM fankita B WRALES Jpat e

Et hernet device c e service selection swtch~90. The fault
i s identi fipeeferablydavealdhfimed stouptire that invindds ezent séverityEtitseriptisn, greot-tiwel . The
fault tjaus 15 does.not. apply. to the vsical functions, bel he her net
br ot ocdb- AR ST ARl PEelexhls higSioRlaNg b m Ao PG BE b E aid 1€ NP
parent and caebe adtessedey wanpOansoptisnal TieereHippéicatien (the whaoven)c Thpviewatis 106

transmts a nmessage indicating.the fault..condition to its peer. Et hernet
devi oo compBNBRED TraRIRs Fric-Hah Rt eHia et npeRanrnd 1 The
Et her net deilieting.conponent 107 of the nuter agent nodule 91 responds by

det i ni if the fault diti ' f.f ' t ti f th
ﬁi? Ved 1 dnct | ae IEF AL SpGR B ok FREEL (- T4 PIRGERg P E M oct od Lo

ent 23nd cpRMuNIENGCES tEOMBARRIN x ta];sionlﬁml adeRWith me%@dufeaﬁlbﬁ‘;&pltﬂbmmag@y_ al

I ce conpon nts recejvin t he ult nessagqge. en t ault condli tlon
does not affe o fEaSREE RRBSREA FIPPERE m&egaé_gcﬁﬂgmﬁ&ww%@ﬁwﬁ
transm tt edreldde Me®/Ipt NE1, Btpeid CORBAS 2 NP REldctd 75 ERNithEs SIet@r M ned by

enpl oyi ng the 25 network nodel provided by the device conponents and
associ at ed protpged communication with network elements.” The SNMP collector 75 translates

collection requests and activation commands to SNMP syntax. In addition, the SNMP

30 collector 75 sends and receives UDP packets. The SNMP collector 75 parses SNMP
information and provides the information to the requesting components. The SNMP
collector 75 is preferably instantiated by the instrumentation manager 62 and is associated

with specific information requests.
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As may be appreciated fromthe discussion above, the nodel that is provided
by the agent nodul es can be traversed over severdl paths and at different

| evel s. Th I certain task is applicable to protocol vel device
corrponents,%%ﬁe/g"r%ggdel is preferably traversed at the pr otP(S‘Jér(éIS"V’é’@‘E’I. On the
ot her hand, wheTBhaldlzs kolieston HeilitatediTanet prokapwiesoninawddati@dwitb wetserkc onponent s,

t he nodel | Y r . l.n e di nent ., .additional
devi ce ageh%lgl%]tgtgpg%é’g%%&;éﬁ%?choggﬁh %‘g@ ¢ ﬁéesgl\r‘%grk?’?a%ea TEn OQ%%IF{‘{E&’ Kig® 5668‘1"?‘?ona|
agent typesforagtibn,tand estirhea resphelsé toghofequgsting @wdtwark dldregt ealslatont Thd es i n t he
net wor k. f. sU evi agent s incl ude ubscr i ber ent and a
provi der 23 E!;E‘{R%@ec&f ﬁégg?%ﬁﬁgﬁfﬂ%@?pgﬁtﬂ 'eirﬁggas é(g?%chﬂi s when a
subscri ber agenThewegietratioa niXBhges €RepPE i1 thb Figurdsp63 AblitAamgistiatiahes wWith a
devi ce agent that del s DSL.AM, equi nt.. The devjce agent for the DSLAM
shares inf Bﬁﬂﬂﬁﬁfﬁa%ﬁwe&gﬁ‘?%rﬂﬁ © I\/Jﬁ%'gg’?tgfo elﬁpenﬁ%r&,de\vféﬁ? CIMROYAHREES S bscr i ber s
to the DSLAhdeesistration nidigges 83 Gorobjeat ipRFhatioithal isbollbdied Boths6oREr agent is
notified bé its Sﬁc%u.ai ntance with the deéi ce agﬁent nodel i ng t he DSLAM
Figure 8 i Slementp.oThefiegiskalipnimanadar 63 45 ysef binide apfeotk slonent fraslaton 69 st i gat i on

conmponent  yYdi@sve Gk Gidh ifioeh tobRorRCRURNI! BilGthalie RELARSH RefetMly PndRYyi ce
conponent. The investigation conpaonent 55 retrieves device data to all ow

for thdlsebyfesreidmriprapprss frsdesisteation mapeiteis ramstrapramprared frgeies on i s
preferably 4@f chilRrisegidsflin bed¥aid toaaq@gikmgg ?\ég}lésgrégagﬂ’gy &fmm?caaﬁg wor K

el ements. The investigation conponent” 55 ates an I'nstance of” a device
conponent s Wi censespending ehiseesse dhe egistritionatquests prefesabininelude haréquived onponent

55 starts fyed A8BWely 19 iREHSHS WhE iﬁ&?&%c%tl?c{nl o;f?agée‘%gﬁ%gt‘égfjguggo‘ggﬁtg gl ement ‘

(Step 114). The investigation conponen evice
conponent songemnhodimab iberegistrationmesnatys 63 vegtegites soerd yqgeetShtopng15) . The

physi c 1 Uit d L.af L i wor k. el eaent ~are.identified
(Step ?%6) .éoqfor e%‘éqﬁliiﬂng%t%iqk %&%ﬁ?}%ﬂ% nl,;|te Qﬂgéul%\ﬁ\?elsos‘lg 'ggﬁel %%or%l%?ﬁglonent S5
initiates teceived Bgp dredietworli eleineat is dispidbnied betpvStictbe tekBerediinmsiatovest i gat i on
conponent [ caonfigures. the parentchild ]inks for the devjce
conponent ?dgn%% .(e:llg‘tr’]ggﬁ%gmvl\ﬁl ﬂ?%dea%ailgggetrﬁlf dqaé‘{}? eé‘e.[rfyaéurteg{,g&gisfrgélgn The

i nvest i gat reqnest Bippdorerd] ib 5n nroekaemotq i.b.oeith b wpitlingivalalf zbioh This@ihod

Funct 1 on. - KR /BEtFEiaR FBfetes o 5HUFR B8 P e s B RSB A A devi ce
corrpo?éﬁh';] _ létfdﬁhiapthli()&&)ttrf ibifed tdhm?;[ﬁés§ dg&tgl ?ms.;:g ammdﬁgly, b gikteidh r&mtﬁi'hgyr elsI t het ]
parent-child.links for eac i cal, fun on,deyl ce conmpaonent. Finally, e
i nvesti gat F%'ﬁcec°8}1?88‘?1eé1¥ﬁre?eé‘§ﬁ‘%&g? rf?aé‘ﬁ%?? tﬁ? %‘{“ﬁtéc’n@]é%o? garEgr ?}P%EXorrponent s
wi th the rpdiodicaly @Rryihg the@etwrledlauas. tier 52 so as to receive data 25
correspondi ng t,@jthe&aﬁbserved function. The interaction between device

conponents 58 i SteARgieH PRFARAN 2 pregment i snodpling GoRPaBERisSVRinoR bene
functi onal disytséddatithaaerend@idl exemplariRstRIhg bfSnefRAR kleREnts DEXdhGRvie@mponent s

P LEf er %’) | yco%prggglg ip%ez: grgblg%o%elts)% pgtzrtiij}l\lllgrr fﬁh&%nﬁlﬂ? o;tr' t%le ggtzvgpksqungenqogneslomfer om end '
embodiments, several device components are combihed to one modeling entity that
cotresponds to a plurality of network element functions. Device components preferably
model two main attributes of network element functioning: the operation of the function,
and the external functions that are related to the modeled function. Accordingly, each
30  device component is adapted to provide at least two services to the overall management
scheme; determining how a given input affects the modeled functionality, and determining

which other functionalities are affected by the given input or its consequences.
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end, as, di scussed above. In one enbodi nent, each device conponent reacts to
recei ved 30 nessages in accordance with its parent, child, and peer

rel ati onships. In this enbodi nent, when a devi ce conponent receives a
nmessage fr W@ AI/#BI9 d devi ce conponent there is an acti on PCHASIVER®s pl ace.

The action, or %Héﬂaﬂﬂ:léjﬁ‘abﬁb@ébmﬂoﬁﬁltﬂﬁeﬁ nhoAeMEy Qhéwo&fmm@m@ﬁat 0 a
child, a peer, a parent, or all three. For exan'ﬁ when a conmuni catl on

link is 24funcignstresgdessidiersdy thy devigecamponasisgredeling pleysisal Gospectignsye e

transmts S verlfy
hat the | (e anpRraRaPEnRtioRns Rareaarttt ﬁfeﬁzﬁj‘g"ﬁ: W%%E%f%’?@%?her devi ce

conmponent ﬁbpctwnshfm Pear fenstions ap eﬁ?@d&f@@tmﬂ@hﬁrﬂgﬁ rhe fredeledcei vi ng

t 1 di t
br okcen 1 niRehs (sl CHREIEE by e Al diiletne bEELTIRRARAL | 0T 0 e Wi Oh
t he di stri bmttedalityghat degeads mxseaclmmChmoddledﬁmch@a&i@vﬂc@mmupln@ﬁﬂs On the
other handu 6801 i RRSEGE {idsidl DIt ASB LIRS SLETRIL. Hhesdouee

conponent ?hspo nse € 0 an managemnent process
Wi t hout t r gxidvi) pdrf fugctmnnm&&gmdtam tbet lbiq»slcaid‘\mumencwhqsoﬂmrdbﬁce ¢ompopertat i on,

t he devi ce_conpo ol |l ect fromthe mant and | O make

i ndependenft %@F@-‘r@ féé}éﬁ%?ﬂbiae{l%vﬁﬁf‘ﬁnpof‘ﬁ% V\g H%S?'l&‘ﬂg ORommuni cat e
W th op@ amkik Heendemicpdidiang theadepice dahpoiest thﬂ@ld:ddvibef:&ﬁpd»ﬂehﬂi& eclitbttodiecut i on
of tasks for ext nal KM The na e”ﬁl[lgi, net rovi 865 a m ni mal
set of dat%lpftf?}‘t“ atie r%?%@%@@% pargyghild eriptiops 1?5' © Wief 8F3%n i n

execut i ng hdkwisk mdnAGmehy opestions fag)r&me foe fhdiifteltlgdtt OSIRRHONEE RBVRE fefthext er nal
wagemant S stem; 15 Figure 9 is a flow diagramillustrating the

ration el ofaREEREISMENRi t when device agents col | ect data from network

el ements. A deViieRieRgs Mmptthefts Hé@adSdekiBh tH'%{dde‘anﬁ%Jn?c%PQﬁggﬁ{kﬁ to a network
elenment (Step 130). The instrunentati on nmanager rout es e request to an

appr optd at Binetism of @ peiwogk elementc Adk dexise eorpannts fu thesemsTinctipe psspawigde of t he
subj ect “esm"ukte&'xﬁfﬂegﬁ%st&ﬁiaﬁp tHe3she c&%ﬁﬁﬁbﬁ Afta. ?1%4 &%Qﬂonh t her eby

assigned to coll ect 20 the request ed for mat1 on When repeat ed
dat a col | etwestigation cnr@pgnmt thf:meuetmvﬂ»@éaraqj@ﬂwosﬂelmmt@gcwh@datmmet ation

ranager 62&%&0 g4 floEliod. %s ﬁm@ﬁa 5&{% it Coggn&Pchgﬁgﬁhiﬁ%nE&Jﬂ a%g{ltq}lé‘lpdat es

(Step 136) erent types o onent vant ageously 1 ncl ude
di fferent modﬁlmwﬁgmaiogohha tiéniee cfomponmpccnnlﬁglgect wcmﬂmbeﬂmmbdpmdumgahat can

arise t r f nGLl nal. €. nt behavi or
is pre%@t I ac@%rg[%rl]%eéﬁw Y}g{]‘h ﬁs\%ﬁe’%}%‘tﬁﬁc |or?%“"?(m§1 ,%gﬁ% t he
targets foobtsihing awatenesy alope atathutes ofithe rmzlv]adﬁageorusAg/mdyhaappmlalteﬁ ihdentified
according to.the conf n_and o
functi onal %“‘t"‘“e cﬁ“ﬁ’@“"“e@" ?mal ERYT BN ?é?aﬁt‘} 3 g “{59% ﬁs?%’fa?ﬁlr?r@%F PiEh of
net wor k prnpdlateutsmadglcﬁﬁhefﬁaquﬂmts in a single step comunication instead of
the step-by-st sion re red fagilit tlonsm
or systens. efﬁﬁ"rﬁgelﬁ‘fstrﬁtﬁ Ghexs &Pwm?%g&‘% f’ﬁet\"ﬂr "?E"élﬁ? Yldﬁ‘fw exports
| CBS t eongonents. APAMTM awitabrigentwivdale 88 iechaies it Am‘M @ntdhﬁxgrmwagerrent unit.
The APS handl es cl ient appljcati.on se s.and reques ition, the
APS CommuniagEoBen 78 Bt (@SB e Bt A CATIESPBR oMY B YarikBuse 11 e
conponent SAZRHdevitg @%ﬁoﬁehﬁ’m 1@@1&@&%&1}&51‘-3)}{116@53%&03& doRipoade sauatie. Figure
10 illustrates the | ogical conmponents of the managenent unit that

are associ grRlgyss it Qaﬁ@n‘ﬁr%’ﬂ‘%‘it%@gp) Blag 9?‘6%‘”-‘3°°F5’°E9&t§7ﬂé| seeondATMt i ons.
General I'y, gk component 80 includes an Optical Carrier 3 (OC3) device component 83 that

30  employs a fiber optic plug device component 86. A third ATM device component 81

includes a second DS3 device component 82 that employ a second BNC device
component 85. The links between the device components indicate dependencies between

functionalities. The round link ends represent stored data. For example, the ATM
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sanme operative nodules as the first nanagﬁnent unit 161. 20 Figure 12 is a
flow diagramillustrating the operation t he managenent units 161, 169
when i nplenmenting an information request task for an external application.
A first managenent unit 161 receives an infornmation request task fromthe
external application 158 by receiving a nessage to its nmessage queue 151
fromthe client adapter 160 of the external application (Step |170). The
request is forwarded fromthe nessage queue to the 25 APS 140 (Step 172).
After pronpting a new session and authenticating the external application,
an information request service routine 146 is pronpted by the application
server 140. The APS 140 initiates an Xtask 148 for the requested operation
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The illustrated model further includes peer links between device components in
different agent modules. For example, a first BNC device component 87 in the ATM
. 25  switch agent 88 has a peer link with a BNC device component 93 in the DSLAM agent
module 89. A third BNC device component 85 of the ATM switch agent module 88 has a
peer link with a BNC device component 109 of the service selection agent module 90. As
may be appreciated, other peer links are included for device components of the illustrated
agent modules. However, for illustration purposes, a limited set of the peer links is shown.
30 The network model, provided by the device components and corresponding links,
is used to facilitate various network management tasks. The network model allows for
navigating between device components over various abstraction levels, i.e., device

component hierarchal levels, depending on the desired task. In some instances, the
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a session manager to initiate and control a session with the presentation .
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i N r esponse sdudcer deeizk Componentysoasd A saésém[ekrs&mlpeﬁfﬁ&enﬂabﬂmfoﬁcﬂad?ﬂtﬁ; I and a )
net wor k el enent, trans|.ator, net war enment  transl at.or cilitating the
conmmuni cat ?‘8??”%8’5]\)&5&86@}}1%%&0%8??@’ @O(gql,&f CH%@““\‘A‘EFB‘EB‘HQQ"%&IF e so as to
faci | itat edeedtad By tBeaévade RhpbRinYERHbbfeorel Sdties ehedRNIPR ASRinsinaYd vehe war ehouse
nodul e, G ]’he m;gage nt .unit of Claim1, wherein the_warehouse nodul e
relgtedgp

conpri £&s pajcal fyction thypapnagiiogdossiqt Boy s fovyrasd Ethe lowestjgvel

nmanagenent davidelcoftpoltdndd. Mo exisle@ialerkile AWRE RRASEssEDEHIN W, ifRRAiSes: a
dat abase translator to facilitate the storage and retrieval of network data

and nanagef#iies theamodeldag 4 path dateravnatign tesk, and for @ dpudi grorageiiondask r ansl ator to

facilitaterhi@tivgpol ution of addresses for network elements and external »
systens; a nessage queue to facilitate the transm ssion of nessages betvve&

managenment uni tdagtieeamplestheipery links hetsrasn deviearogwanents arppmployed e stry to
faci 1 §at epbiemeisHilatd ffteMe delfte RGN mntI R iGted hith APEH Yeliveen a
starting network point and a target network point. In the example, the starting network
point is the RT11 plug of the DSLAM. The ‘target network point is the RJ45 plug of the
ISP router. In one embodiment, the device components are traced as part of a path
verification task, which is requested by an external application communicating with a
20  management unit. The operation of the management units when facilitating the
implementation of task requests is discussed below with reference to Figures 10, 11, and
12. The present discussion focuses on the device component mapping arrangement that is
used in facilitating such tasks.
The path between the RI11 plug and the RJ45 plug is traced by following the path
25  that data travel when transmitted between the plugs. As discussed above, each device '
component is adapted to model how a network element function reacts to data input. Each
device component is aware of the directing decision made by the associated network
element function in response to receiving data. Thus, thé device components, and in turn
the network element functions, which are associated with the data path, are identified by
30 employing these decisions. In the data path example, a data structure is preferably
transmitted between device components whereby an identifier for each device component

in the path is appended to the structure by the corresponding device component.

21



el enment ,data.; and a plurality of collectors to comunicate with network
el enents. The nmanagenment uni't of Claim7, wherein the plurality of

coll ectors conprises an SNWP col lector. 9. The managenent unit of C aim?7,
wherein théVPMi#dl% ty of collectors conprises a Tel net cAATABIER910. A
met hod for procEsERNgY deﬂbmm@oamﬂt)o diadots daf, aymywaDSLmehudcdn@dﬁeﬁt;mrk

el ements co et her conmu n | i nks, the rk. el ements

i ncl udi ng ng)f g&Mg &eﬁﬁ??P%%’f af‘@uﬁ%fﬂtg%é? e85 FPEpoRsnt gﬂo HifeEhe i nternal
st at e behayévide Bhpbhtat h@ylmlbnagad@haé%bﬁﬁbnewmtmsﬁ derh fioal thefikst el ement s by
associ ati ng4a nodel i ng nponent with each function of a network el ement;

i denti fyin St%;pﬁ?méﬁ@P@?"f&H&l6%EFeCPP¢1k%83¥3cﬂ5"'§§PQinIPQS‘§PR:9§P ThrgeEAdsi cal
functiogs @iszh%vﬁeew&eﬁd SRERER datd G an XOVOIh R4 36:8pSafef! 971 ofhb/ AR 09

associ ati ng each nod %éfw rgonent wth correspondl ng acclual nt ance |inks
in accorda mnomé% tsi dafae By wap ehriBf? dedcepsmpgeayt 99, tar8NGr t he
assoct at edafyaChbdit of. NPhIIBNIEldbGe GCRIRRARDS hafliifbet ADSIA hIBNE | east
one nessage I'rst nodel I ng conponent to a second I ng conponent

in accord aﬂwmomommsbe&baﬁlﬂ\ﬁm@hl agenitsnagletde Acpordinglyp thelBN(gdevirponent

e POn o ol U S AR iy b e S BREL B oC s o
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way of a DS3 device component 82, to a third BNC device component 85. The third BNC
device component 85 has a peer link with a first BNC device component 109 of the
service selection switch agent module 90. Accordingly, The third BNC device component
85 directs data to the first BNC device component 109.

20 The first BNC device component directs data, by way of a DS3 device component,
to a first ATM device component 92. The first ATM device component 92 directs data to
a 1483B device component 94. The 1483B device component 94 directs data to a bridge
device component 95. The bridge device component 95 directs data to a first IP device
component 96. The first IP device component 96 directs data to a routing device

’ 25 component 110. The routing device component 110 directs data to a second IP device

component 104, The second IP device component 104 directs data to a bridge device
component 111. The bridge device component 111 directs data to an Ethernet device
component 106, The Ethemet device component 106 directs data, by way of a 100BT
device component, to an RJ45 device component 103. The RJ45 device component 103

30 has apeer link with a first RJ45 device component 108 of the router agent module 91.
Accordingly, the RJ45 device component 103 directs data to the first RJ45 device
component 108.
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A second example is of a fault propagation at the protocol level. A fault is
detected by the Ethemet device component 106 of the service selection switch 90. The
fault is identified as an address conflict with another Ethernet protocol. The fault thus

15 does not apply to the physical functions below the Ethernet protocol. Accordingly, the
fault data is only delivered upwards, i.e., to parent and peer device components. The
Ethemet device component 106 transmits a message indicating the fault condition to its
peer Ethernet device component 107 and to its parent bridge device component 111. The
Ethernet device component 107 of the router agent module 91 responds by determining if

20 the fault condition is affecting the operation of the observed function. If the operation is
affected, a message is directed to parent and peer device components. The same
iarocedu:re is followed by all device components receiving the fault message, When the
fanlt condition does not affect the device component, the message is preferably not
transmitted. Hence, the extent of a fault condition can be determined by employing the

25  network model provided by the device components and associated links.

As may be appreciated from the discussion above, the model that is provided by
the agent modules can be traversed over several paths and at different levels. Thus, ifa
certain task is applicable to protocol level device components, the model is preferably
traversed at the protocol level. On the other hand, when a task is applicable to lower level

30  device components, the model is traversed over the lower levels.

In one embodiment, additional device agents types are included in the management

units. The additional agent types facilitate the modeling of specialized logical entities in

the network. Examples of such device agents include a subscriber agent and a provider
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processing the information request in an application server, the processing
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response including result data for the |ocal task; aggregating responses
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appllcatlon eling t functionality of a network
el enent i ningestigetiordemperm 6§ witigyes @Qymmadmlﬂwgfmthewew(@f AATeRRATKIng| ement t o

identify f n | ment
corres pondltf%%e 3 ﬁ)ﬁ }'ésadszgt %ﬁgﬂﬁ%&t |Iﬁlg§;f?ru te %hgg}’&amg ttﬁgcglr? tc\%or Kk

el enent) chyoutof temetwprielements.e Theinvestigatioh comnonentss gbamatesynmstamemjt e data
for theldetlfledfun n .ng the nodeling data enpl oyed
by the modé |evr11°ecopgﬁ%?l%ésgfgﬁg%@réa%eﬁ%eg f#\n&g l!%lath‘}?g attribute data for the
Identified f unCThe(m@dshgqnonBMponent 55 starts by identifying the device type for the

‘ observed network element (Step 114). The investigation component initiates a base set of

device components in accordance with the observed device type (Step 115). The physical

15 functions associated with the network element are identified (Step 116). For each
identified function, the investigation component 55 initiates a corresponding device
component (Step 118). The investigation component 55 further configures the parent-
child links for the device component in accordance with the identified device type (Step
118). The investigation component 55 proceeds to identify logical functions associated

20  with the network element (Step 120). For each logical function, the investigation
component 55 initiates a corresponding device component (Step 122). The investigation
component further configures the parent-child links for each logical function device
component. Finally, the investigation component registers each of the configured device
components with the registry 63 of the warehouse tier 52 so as to receive data

‘ 25  corresponding to the observed function.

The interaction between device components 58 is advantageously predefined in
accordance with the functionality that each device component is modeling. Device
components preferably communicate data by traversing the relationship model from end to
end, as discussed above. In one embodiment, each device component reacts to received

30 messages in accordance with its parent, child, and peer relationships. In this embodiment,
when a device component receives a message from a child device component there is an
action that takes place. The action, or routing decision, includes forwarding the message

to a child, a peer, a parent, or all three. For example, when a cormmunication link is
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each aut ononous agént,
the request to an appropriate collector 64 in accordance with the network element type of
the subject network element (Step 132). A specific collector is thereby assigned to collect
20  therequested information (Step 143). When repeated data collection is needed, the device
agent 54 employs the instrumentation manager 62 to register for the information and
receive periodic updates (Step 136).
Different types of device components advantageously include different routing
algorithms for responding to unique conditions that can arise in the observed function.
25 Accordingly, device component behavior is preset in accordance with the modeled .
functionality. However, the targets for the routing operation are advantageously
dynamically identified according to the configuration and operation mode of the observed
functionality.
The present invention facilitates the implementation of network provisioning
30  requests in a single step communication instead of the step-by-step supervision required to
facilitate such operations in prior systems. An application server (APS) in the application
tier exports services to client applications, which are coupled to the management unit. The

APS handles client application sessions and requests. In addition, the APS communicates
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The APS 140 includes a session manager module 142, an authentication manager
15  module 144, and a plurality of service routines 146. The session manager module 142 is
used to manage sessions with client applications that are operatively coupled to the
application server. The authentication manager module 144 is used to authenticate client
applications prior to processing requests from the applications. In one embodiment, each
one of the available service routines is implemented a software module that includes
20  commands that facilitate the execution of tasks requested by external applications.
The management unit modules that communicate with the application server
include agent modules 150, 152, 154, 156 in the agents tier and local task routine (Xtask)
148. The Xtasks 148 facilitate the local implementation of requested services by
communicating with corresponding agent modules. Preferably, for each service routine
‘ 25  thatis requested by an external application, an Xtagk is spawned in each management unit
associated with the service.

In operation, an Xtask 148 is first spawned in the management unit that is coupled
to the external server. The Xtask 148 executes an algorithm that allows it to identify
another management unit that is associated with the requested service. In one embodiment

30  such identifying includes referring to the prior links associated with device components in
agent module. The Xtask transmits a message to other management units to prompt local
Xtasks at the management units. The Xtask also transmits a corresponding message to

local agent modules, The agent modules cooperating in the local implementation of the
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) unit 161 aggregates the replies from all the device agents into a single reply that is
5 provided to the external application 158 (Step 180).
The agent modules are further adapted to communicate with each associated

network element to facilitate operations. Such functionality includes facilitating state

provisioning whereby the network ensures a state of service for a particular user of the

network.

10 The management platform supports multiple, concurrent clients, for the various
interface methods. Each external application can be provided with a custom view of the

network.

‘ Although the present invention was discussed in terms of certain preferred

embodiments, the invention is not limited to such embodiments. Rather, the invention
15  includes other embodiments including those apparent to a person of ordinary skill in the
art. Thus, the scope of the invention should not be limited by the preceding description

but should be ascertained by reference to the claims that follow.
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91501 % IR bl fhorat P et 2522, 02 10m
f13"10% " f & @hemggm@pm of Z4im 1, firther comprising an application module, the
application module adapted to facilitate the transmission of task requests from external
management applications to the management unit.
3. The management unit of Claim 2, wherein the application module comprises:
a session manager to initiate and control a session with the presentation
module;
an authentication manager to facilitate security clearance with the
presentation module; and
a plurality of available service routines corresponding to services available
from the presentation module. .
4. The management unit of Claim 2, further comprising a shell interface for facilitating
communication between the application module and external management applications.
" 5. The management unit of Claim 1, wherein the agents module comprises:
an investigation component, the investigation component adapted to initiate
and configure device components for the agents module;
a plurality of device components, each device component modeling at least

one network element function;
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a registry to facilitate the registration of the agents module for network

element data; and
a plurality of collectors to communicate with network elements.
8. The management unit of Claim 7, wherein the plurality of collectors comprises an
SNMP collector.
9. The management unit of Claim 7, wherein the plurality of collectors comprises a
Telnet collector.

10. A method for processing network event data in a network including network elements

' coupled together by communication links, the network elements including logical and

physical functions, comprising:
modeling the internal state behavior of the logical and physical functions of
network elements by associating a modeling component with each function of a
network element,
identifying dependencies and peer links for said logical and physical

functions of the network elements;
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management unit application server; and

transmitting a reply to the information request to the external application.
15. A method for modeling the functionality of a network element in a network,
comprising:
. communicating with the network element to identify functionality in
' network element;
spawning a modeling element corresponding to at least one identified
functionality in the network element;
communicating with the network element to identify attribute data for the
identified functionality; and
updating the modeling data employed by the modeling element in
accordance with the attribute data for the identified functionality.
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referring to the network event data;
transmitting at least one message to a second modeling component, the
message including data in accordance with the event response operation result, the
transmitting is in accordance with relationships corresponding to network functions .
associated with the modeling component.
18. A method for facilitating the execution of a task, which requires end-to-end knowledge
of a network, comprising:
modeling parts of the network by individual modeling components, the
‘modeling is of at least the relationships between physical and logical
functionalities and the operation of functionalities of network elements;
transmitting commands from the modeling components to an associated
network element to control the operation of the functionality; and
transmitting a plurality of messages between said modeling components to
facilitate a portion of the task in each component, whereby each component
communicates with associated functionality if the functionality is part of the
required task, the message directed in accordance with the relationships provided .
by the modeling components.
19. The method of Claim 18, wherein the task is an information query.
20. The method of Claim 18, wherein the task is a provisioning operation.
21. A method for identifying target management components for network task operations,
comprising:
associating an autonomous agent with at least one network element in the
network;
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between a data network entity corresponding to the first autonomous agent and a
data network entity corresponding to the second autonomous agent; and

referring to the stored dependency links and peer links to identify target
device components for network management task implementation.

22. A method for passing information between autonomous agents modeling logical and
‘ physical functions, comprising:

storing relationship identifiers for each modeling agent, the relationship
identifiers corresponding to physical and logical connections between the
functionalities; and

transmitting a message from an autonomous agent in response to an event
by employing at least the stored relationship identifiers associated with the agent.

23. An extensible software architecture for facilitating the mapping and analysis of a
communication network, comprising, on a computer readable medium: .

a mapping component which has executable code for scanning a network
and for generating a map of the network, the map represented by the mapping
component as a data structure which comprises a collection of device components
and links, the device components representing functions of network elements of

‘ the network and the links representing relationships between the device
components; and

an application program interface which includes methods that enable
external applications to access the device components of the map data structure to
obtain information about the network, and which includes methods that enable the
external applications to modify the operation of the network and to convey
network information to a user via a user interface.

24, A method for modeling a network element for facilitating the mapping and analysis of

a communication network, comprising:
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request to a collector element in accordance with the network element type;

collecting data from the network element by the collector element receiving '
the request;

transmitting network element data to the instrumentation manager;

formatting the network element data for use by the requesting modeling
component; and

transmitting the formatted data to the modeling component to provide

network element function data to the modeling component.
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