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Start

Obtain an executable file, and divide the executable file 

into multiple to-be-extracted parts based on a data 

directory of the executable file

Extract information entropy features of all the to-be-

extracted parts, and perform data transformation on the 

information entropy features to obtain static features

Train a machine learning engine using the static features
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Extract the information entropy features of all the to-be-

extracted parts

Calculate a proportion of each of characters in the binary 

data corresponding to the information entropy features to all 

the characters in the binary data, and obtain an entropy flow 

of the information entropy features based on the proportion

Perform a DCT transform or a DWT transform on the 

entropy flow to obtain the static features
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Determine a file format of the executable file based on 

general format information of the executable file, and 

select a feature extraction strategy based on the file format

Extract the static features of the executable file based on 

the feature extraction strategy

Train the machine learning engine using the static features
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Obtain an executable file, and divided the executable file into multiple to-

be-extracted parts based on a data directory of the executable file

Determine a file format of the executable file based on general format 

information of the executable file, and select a feature extraction strategy 

based on the file format

Extract information entropy features of all the to-be-extracted parts based 

on the feature extraction strategy

Divide the binary data corresponding to the information entropy features 

into multiple byte blocks, where each of the byte blocks includes 256 bytes

For each of the byte blocks, calculate a byte block proportion of each of 

characters in the byte block to all characters in the byte block, and calculate 

a entropy flow component S for each of bytes in the byte block by using the 

following equation: 

Accumulate all the entropy flow components to obtain the entropy flow

Perform a DCT transform or a DWT transform on the entropy flow to 

obtain the static features

Train the machine learning engine using the static features

S= p log p （ ）
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