WD 99433213 PCT/ US98/ 25805 SECURE
MESSAG NG SY#F B9vB3VERLAY FOR A SELECTI VE CALL SI GNALI NG SYSTHdTAIsYBMss0E t he
Invention 5 This invention relates in general to selective call signalling
systenms and nore particularly to a selective call signalling systemthat
facilitates secure finanGipiydy IHEAGIHING sPE¥mP oVEReleS Foret wor k. 10
Background of the Invention In conventional selective call signaling
systems, a user or origi nd GFELRSTIE FALLSISRLING SYSTEL i ber 15 unit
(e.g., selective call receiver), the nmessage conprising an address
associated with the subscri ber umi& agd ﬂatﬁ. The.data may be in one or
nore fornms such as nuneric digiF%e gp? sERE; ﬁv%pBﬁBHe nunber, al phanuneric
charactersgrepresenting a readabl e text 20 nessage, or possibly a

nul timedi a_nessage GADri 3l ag Al 0 AL O AP Galr dNT T LD/ R Y-
this form of nessa&ﬁﬁgpma SUrTI cien 0 convey I nformation between
i ndi vi dual s orsisevali gy reysitéemg) and maxte parfiivdarlyhdd & seleatastss,

wher eabout's, gener agiqafrgcf;giaége s Zndt Eadil fi00ds AR BHanciFonever,

because of society's 1|  for i1nformation when a person is
mobi | e, a sol hHansansion® FRAE@ e kB IDREWPTrdi vi dual to perform
personal qgf business transactions, as well as keeping informed of personal

events, contacts, 30 and business info i Qqn. Consi dering conventi onal
Wi rel ess systems including b&?@?ﬂé%nﬁ’%@%ﬁ%ﬁi cations, there are
significant problens that nust be solved before reliable and private
personal or bUSinesfnté§£§§§ i&&glcggiégkive call signaling systems, a
usexr or originator may send a message to a subscriber
15 unit (e.g., selective call receiver), the message
comprising an address associated with the subscriber
unit, and data. The data may be in one or more forms
such as numeric digits representing a phone number,
alphanumeric characters representing a readable text
20 message, or possibly a multimedia message comprising
audio and graphical'information. Typically, this form of
messaging was sufficient to convey information between
individuals or serviceés relating to their business,
special interests, whereabouts, general scheduling, or
25 time critical appointments. However, because of
society’s increased need for information when a person is
mobile, a solution must be found that allows an
individual to perform personal or business transactions,
as well as keeping informed of personal events, contacts,
30 and business information.

Considering conventional wireless systems including
both cellular and paging applications, there are
significant problems that must be solved before reliable
and private personal or business transactions can be

35 implemented. Because of the advancement of the
engineering sciences, particularly in the areas of
wireless communications and computer science, it has
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35 inpl enented. Because of the advancenent of the engi neering sciences,
particularly | reas of w reless comruni cati ons and conpuyter science,
it has -1- W@é’%’g%égrel atively easy for a "hacker" to nonito CHGBRs 5
address and data broadcast to the. selective call receiver. This unwanted
moni toring or eavesdroppi ses_a problemto potential users .of wreless
5 communi cat i oheg%?eﬁgg?ﬁgifﬁi%’ ?ﬂﬁ}'r%%%orﬁ‘?c}gea‘f a%%)f“cffé"te%c]%%ﬂ‘ tte

unaut hori zed i addredsabad 8htia breaftagt ato utine ceshartyive sdaXlr bot h

. ¥ dential | : . - T
ot or mmt | o’ oRPAEREeEr et bR ERuERstd MoREEEFNy P IS ardnpitE o 1
serial number, pPeegomabrolidami thcrotent Nuhbesexs|df wﬁ;elﬂsﬁike, an
unscrupul ous PapkuAPBLEQbhNEyEREmEal A Sh4CAREOM! SR ACRASS dddy A8k

i ndi vi dual ' s personal, accountS or pirate_the_ address to clone an
unaut hori zed cB¥REAPEatPoHRARFNRELIZeRIRAEYIAVRI St FFeALiRg @R dent i a

i nformation i nuhAkeeBBARY riskPEEDaBbYh I PerDes TRausdhfidmsist facing
communi cati on egglggent manuf act ur.ers. and _servi ce prEV|de8§H%oda and in
the future. ThiBfRFBAELPT ASsBERRARGSHat HMRABROENed T -l tien
especi al | y keesonhbatihe alearetertedatanteprfséntiomsiflpérsorssl tadisess 0
expose for, capture,. the glear_text data.contained. in f.l nangl
transacti ol in§?¥é§} gﬁﬁgﬁfrlP§E§8P§frg@ﬁ?€?€}$ﬁ%ﬁ?9K§#m%ﬁrfﬁ%ﬁ%)d?rfraud
agai nst an i ndthedlake, Thosunshaupuione epadty smont tdeing Mdss adatry system 25
that allows anserbghnBbalial 8aSRMHUBLES! fo2an CEHEF IBRPAS HEIYGEM
subscri ber unit and the originator, and

accounts or pirate the address to clone an unauthorized

communication device. The theft of service or

15 confidential information in this manner is probably the
most daunting issue facing communication equipment
manufacturers and service providers today and in the
future. The interest in securing data contained in
broadcasts is especially keen in the area of electronic

20 financial transactions. To expose for capture, the clear
text data contained in a financial transaction invites,
and will surely result, in a theft of funds or fraud
against an individual.

Thus, what is needed is wireless messaging system

25 that allows an originator to communicate a secure message
between a subscriber unit and the originator, and
authenticate the secure message, without exposing the
content or meaning of the méssage.

30 Summary of the Invention

Briefly, according to the invention, there is
provided a method and apparatus for sending data
comprising secure financial transactions over existing

35 paging infrastructure equipment, using paging protocols
such as FLEX™, a trademark of Motorola, Inc., POCSAG



aut henticate the secure nessage, w thout exposing the content or neaning of
t he nessage. wap99/33213 Summary of the Invention BrRGH/US98/25805
according to the invention, there is provided a nmethod and apparatus for
sendi ng data conprising secure financial transactions over existing 35

pagi ng i nfrastguelurde Sl Y StaSiAE R aitienPravesoky erolpas bikExherr],
a trademark of Mdtorola, Inc., POCSAG - 2- (Post Ofice Code

Standardisatidﬁ%ﬁ&visory Goup), or the like. A first aspect of the
i nvention involves xepidgt Ngsgedtd Wl e@Hehdnvientlieneihyvodvest redlfiaing

overl aying secure_5 nessaging .on an existi Lng_ i u The
exi sting pagi @#@Wﬁ%%@d@%ﬂ%&%&%@g’&? %%lrt %}"%9%?’3 at% E?“:ékglﬁudes a
gag{ng encaderméssaging ersi oy exicei ingl passiswy oo faag tenetnreor r 8gondi ng
estination reques T i ] Rk [ 10 ueue
of selective c%urs‘?ﬁ%% %%ﬁg%n%%éa%%\{tlﬁég%cel ved%?%sgg%%gqg% t,hei ?
correspondi ng setrinalethat | ineludes 3 @Aging epsoder fod ProFesfdng

correspondi ng feslipadi AbssRE ki Mty dyiticapoplaithe ceghasiaioreal |
nmessages in the nessagi ng queue | s handl ed by the pa%l rég 15 term nal which

di spat ches nestegeests- at TheR19HE (RIIEnaL gRerE: r,

antenna, agy rg&&h&eéf £01 c60IFaINLH intis dxrfere efonidd siage thieatdeareiaredl t he
subscri ber unife

The 20§ ncl Ui BRESRoSS K3t BRe LH e EHRIA (TR ey o nal Tor

sel ectively ci p@resg({eseci avedeverminahifipm the corresponding
destination requests. Distribution of the selective call
messages in the messaging queue is handled by the paging

15 terminal which dispatches messages to at least one base

station (e.g., transmitter, antenna, and receiver) for
communication between the base station and the subscriber
unit(s) or pagers. -

A second aspect of the invention involves the

20 inclusion of a cryptographic engine in the paging
terminal for selectively ciphering, deciphering, signing,
and verifying the authenticity of messages received from
both an originator and from the subscriber unit or pager.

A third aspect of the invention involves the

25 gubscriber unit or pager that is equipped with a gpecial
security module that c;n process cryptographic ’
information contained in the selective call messages to
verify their authenticity extract the ciphered data, and
return ciphered respoﬁses or acknowledgments as

30 necessary, to authenticate and confirm reception of the
secure message.

A fourth aspect of the invention involves the
subscriber unit or pager being equipped with a primary
and possibly a secondary apparatus for communicating both

35 inbound and outbound messages. The primary apparatus
comprises a conventional radio frequency receiver and
optionally a conventional radio frequency transmitter.
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and verifying the authenticity of nessages received fromboth an origi nator
and from t haygyhsssber unit or pager. A third aspect of the gdvgdshheiss
i nvol ves the 25 subscriber unit or pager that is equipped with a speci al
security nodul e that can process cryptographic information contained in the

sel ective cal S s 1qQ verify . their aut.henticity extract the ciphered
data, and ret llfpngec%eg%%ffz reaggpéoar%j?;s\gor&ggfﬁcﬁﬁ%e&élne ttslcgg‘ f&ceﬂ‘éfggsgéﬁ/, to
aut henti cat e @@t icevelihymare captd dfransmigdea.e dddsagatiteloyr theaspect
of the inventind 19;59&%3%%&&& RnpRAG R G GRPPed wi th

a primary and possib econ paratus for “conmuni cating both 35

i nbound and o@ASMF s |KFer MEPrHonagRetiFa tFans RGeS a8l a
conventiongl Al i@ YRGS} il 1aMbi¥iltngORAkIn -2 ggopent i onal radio
frequency transmtter. -3- The secondary apparatus_ conprises_an opti cal
recei ver and @Sﬁ%ﬁlqr’;?]aﬁ%‘f‘}rﬁaﬂatt%%q detvgen. the isphsEr iher
secondary appaditiomnpadert tdiel ttpdismar nore acoustic or ot her

el ectromagnetic tran rs and b5 ciated ci,rcuitry.inplementing a uni-
or bi- directional qbté%#ﬁ? SRR ﬁa’i% et]\fﬁ"eerﬁ_&tlr?él %é&ﬂ%e% it or pager
and the origi sathmcribdn furi taspe gagsr tine liudiewy isosingda,ves t he subscri ber
unit or pager d | i : ' | | fi.er

corr esponglgngﬂv]\ﬁr%é%ﬁ e%s‘% %e&ﬁégr%%gl%ﬁ%ﬂfﬁ%%% n sr%;ht grtage
card, debit cdiedsterang iofan elgctirandacaamor Awidy Isteneast aafrd.he

-invention i nvearas th-d, credit card, or bank account.
A sixth aspect of the invention involves the

subscriber unit or pager including multiple predetermined

16 account identifiers corresponding with at least two of
the following: electronic cash or funds storage card,
debit card, credit card, or bank account.

A seventh aspect of the invention involves the

crybtographic engine in the paging terminal and the

20 security module in the subscriber unit or pager
accommodating a plurality of cryptographic procedures.
These cryptographic procedures comprise both private and
public key systems, as appropriate. One such private key
system is the Data Encryption Standard (DES) using the

25 ANSI X3.92 DES algorithm in CBC mode. Similarly, a first
public key system is RSA (invented by Rivest, Shamir, and
Adleman), a cryptographic procedure based on sub-
exponential one-way functions implemented using modulo n
integer multiplication and exponentation. A second

30 public key system uses elliptic curve technology, a
cryptographic procedure based on highly non-linear
exponential one-way functions implemented over finite
' fields.

An eight aspect of the invention involves initiating

35 a wireless transaction from the subscriber unit or pager,

the wireless transaction relating to at least one of the
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subscri ber unit or pager including nultiple predeterm ned 16 account

I denti fiers wop¥aRpbnding with at |east two of the foll ow ng:PCIVESSBRERE C
cash or funds storage card, debit card, credit card, or bank account. A
sevent h aspect of the invention i nvol ves t he cryptographlc engine in the
pagi ng term ngjeapdohhe %Qsheﬁk” tfmsaavgeb@aga theasulspitbeardni bragikager
accommodating a plural ographlc procedures These cryptographlc
pr ocedur es coﬁﬁF@se°Eo¥ﬁgﬁrPﬁ nd public key systems, as appropriate.

One such private kayniygshesspgcthefDeha Envespioanifiyelbtesda(e&r using the

Systom i & RSASERRERRCHoRyCRATc o eRERR o R RIPRRaRRaEa el ypt ogr aphi c

procedure_maspdoqmammbd éngonthe subsoribey fwhtt bonpagepl Eoent ed using
O ot CREbLBHLLLE! 13AkhAY3Nd £xARRENLA! AR 586EAT; A0 cRUD!  © key
system uses e rve t roce ure based on
hi ghly non- I|ﬁ§b50§ib@ﬁeﬁpﬂél°§n@aﬁ9¥ functlons |nplenented over finite

fields. An eight agpeeht®f ak ‘éc'tn\S%nEhinh{}léﬂ’t‘;(Sﬁ aﬁ%n%'sna 38eg Wireless
transaction fromthe subscri unit or the wireless transaction

relating to aFeﬂ§§§FdOH§r§PnPﬂe1den§F§éFP6hPE E&@PeSrtpaﬁdésstorage card,

debit cardp cpedyranmed, 1Qtob@hb agparet cafdniibhtagpeabsekibee uAYEntion
i nvol ves a user selecteg éﬁn%h_ldentlflcat on nu

programred i nP§ PAZSSub Ling, 255585 8raBVn? FPﬁﬁsfPiaZPFa

accounts or fprdtectadedmartt Carsulbatesbesubsetiuentpggarcessed or
reprogrammed by the subscriber unit or pager.

An eleventh aspect of the invention involves

15 authenticating the an authorized subscriber unit or pager
as a communication agent for the wireless financial
transaction, and selectively disallowing any financial
transactions directed to accounts belonging to or
controlled by the authorized subscriber unit or pager

20 when an inbound or outbound financial transaction is
communicated between an issuer and an unauthorized
subscriber unit or pager, and in the alternative,
preventing fund transfers or credit transactions that
exceed a predetermined limit set either by an authorized

25 user or a regulator such as a bank, a credit card issuer
or the like.

Brief Description of the Drawings
30 FIG. 1 is an electrical block diagram of a data
transmission system for use in accordance with the
preferred embodiment of the present invention.
FIG. 2 is an electrical block diagram of a terminal
for processing and transmitting message information in
35 accordance with the preferred embodiment of the present
invention.



A tenth aspect of the invention involves a user selected personal

I dentificati %J}Bmgr that is 10 progranmed into the Snart qucc}/ﬁ%s@?%dag
It”o e

subscri ber u F'pager, thus disabling access to any features 0
protected Smart Card unl ess subsequently accessed or reprogramed by the
subscriber unit or pager._ An eleventh aspect of the invention involves 15
aut henti cating t he E¥FRutor i3%Rl iR deoramst 1dAushgaring she .
gomflulm cation &%;{Em{é?é_ic?rbffdmﬁ Ew &Hé;;%ﬁ@ntalléhtga@&aebbem, u%ﬂlii%%be(ihlt vely
i sal |l owi ng an i nanci al transactio i rec 0 accounts bel onging to or
control l ed by %‘Ff'e° Tt i Y sﬁ&éﬁ%”rﬁﬁ edimED, ?g \t‘l'vﬁsnpﬁﬁsgﬁﬁound or
out bound fi nantnwdntismsaction i s conmuni cated between an i ssuer and an _
unaut hori zed subscrgi [ r, pager,...and in_the alternative,._preyenting
fund transfers or c}#gcg#t@r%rhé;a?ctarar%nstﬂ"ﬁgp é%%?éé‘&ms 6?‘233‘5§?§1’1H§d%¥‘9n1t set
ei ther by an asyichromizsianarismrals nddgllizedr inuekcagdanbenivith thedit
card issuer or L Ke. J&f 4%3; i QY fsehite 4 ' 30 FIG 1
is an electri c%’f%%?%i(‘: d?n;i,;granr?o agfda'tﬂfoibrfaéﬁse.% sglgg’%wgsgtﬁem for use in

accordance with t h&FH eferieRumieatfnaloblosk fiaseam pivendisancipd 2

is an el ectri crbsdd Oy dirgr a1 Acdbd@iEe 1 thokthR' peegaiRagand
transmtting nmessage inforpation in 36 accordance wth the preferred

enbodi ment1%f FHROPIRRRN 0% R BIFEeNS ANVentie8. 3.5 are timing di agrans
illustrating the trermenm$siom fdidgamwios ke ssicyitel megspyahacelystiel iiaed in

accordance with the present invention.

FIG. 10 is a high level block diagram of a financial
messaging unit in accordance with the preferred

15 embodiment of the present invention.

FIG. 11 is a block diagram of the message
¢omposition and encryption equipment that could be used
on the premises of a financial institution to send secure
electronic funds transfer authorizations to financial

20 messaging units via a paging channel.

FIG. 12 is a functional diagram of a wireless
selective call signaling system controller that
implements a combined l-way and 2-way secure messaging
system capable of signalling the financial messaging

25 units. ‘

FIG. 13 depicts the various layers of a messaging
system in a format that is similar to the Organization
Standards International (OSI) stack diagram that is well
known in the electronics industry.

30 FIG. 14 is a flow diagram depicting typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

FIG. 15 illustrates a typical sequence associated
with requesting and authorizing the electronic transfer

35 of funds or debit of funds by and from a wireless
financial messaging unit.
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R Y v

accordance wth the preferred enbodi nent of the present invention. 5

FIGS. 6 and 7wey9eabimsi ng diagrans illustrating the synchroni zap&ofsss g S
utilized in accordance with the preferred enbodi nrent of the present

invention. FIG 8 is an electrical block diagramof a financial massagi ng

unit in accordance \@rf@ te Pifxfr f;&sma E‘{%dg{ﬁ_erge@{eﬁéhe

t ed
invention. FIG 9 is di agram o a secure stemin accordance

with the presemlqlh\i"é'rﬁl"&\rehﬁ tmnsfer miHY I°1bl Wik rmds Ly

financi al messagdoEreth ta | i BETOS Sl oG 14N s SUPIRY nadh ol 5 e rihadi neni - of
the present invention, FI G 11 is a block dia ram of t he nmessage

composi tion and’aéfhcﬁ% o RN SRHEHES tFRM GBS the prenises of

a financial sinstitution to send secure electronlc funds transfer

aut hori zations to financi ag yni channel . FIG
12 is a functional di agraﬁ?%? ’ap'ﬂ?? %gg‘ %‘iﬂ’(@% ing system
controller that inplenents a conbr ned 1-way and 2-way sSecure nessagi ng

syst em capabl e of m%r s Eﬁié‘larhpl aén é&g}lr}_qﬂZ?%r rra){ q%%r%“ 13

depi cts the varjous a messagi ng s emin a
simlar to the :@rlgmrzmtt%ra Siatmaﬁmsmsamrwem ANO, ssumdk aB ayr am

that is welsy k ﬂ dPershectsoniss ixpda&crzyda:{’& with tH& ﬂéféérédflow

di agr am depi ct| pl cal operation of a financ) al rressa%ﬁ/ng un| t

accor dance wrtHa WrenteredtROIRIE TR BIVaHel G eset thR Htan. FI G 15
illustrates a toiimshi SSIMENSEs B&H 000 0 afbyddded asptiapin 41 tb K& § ZhR g

the electronic tra,r]sfer g,SS :‘.)rfx gu’:_rrls;lsst_'eonrl Igj:?cpxlnl.dior{g fﬁjur}xgesribé/ (fnd froma
Wi rel ess €.
transmission, or from a message entry device, such as an
15 alphanumeric data terminal, are routed through the public
switched telephone network (PSTN) to a paging terminal
102 which processes the numeric or alphanumeric message
information for transmission by one or more transmitcers
104 provided within the system. When multiple
20 transmitters are utilized, the transmitters 104
preferably simulcast transmit the message information to
financial messaging units 106. Processing of the numeric
and alphanumeric information by the paging terminal 102,
and the protocol utilized for the transmission of the
25 messages is described below.

Referring to FIG. 2, an electrical block diagram
illustrates the paging terminal 102 utilized for
processing and controlling the transmission of the
message information in accordance with the preferred

30 embodiment of the present invention. Short messages,
such as tone-only and numeric messages which can be
readily entered using a Touch-Tone™ telephone are coupled
to the paging terminal 102 through a telephone interface
202 in a manner well known in the art. Longer messages,

35 such as alphanumeric messages which require the use of a
data entry device are coupled to the paging terminal 102
through a modem 206 using any of a number of well known
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financial nmessaging unit. FIG 16 illustrates a typical sequence
associ ated w e v rel ess transfer of funds or debit of fupesysysrsad
froma wreless Tinancial nessaging unit in both a 1- way and a 2-way
secure comuni cation system 5 Description of a Preferred Enbodi nment

Referring to Fl 1, an electrical block diagramillustrates_a data
transni ssi on 319%6‘%%% SHRRSTLERIGR BT ‘ng%@'ﬁfﬂ ém¢ s @13¢%Ecor dance

with the prefeneedagebbdi reockivédi he (oresessitlem\add imndlles tthe dat a

transm ssi on system S e | gi nati i fr ne, as in a
systen1providi%ﬁéﬁﬁﬁé$$% ggtgﬁ?réﬁgéégéioﬁ#Q%f§¥%%%$£jﬁ§g¥§bgﬂgntry devi ce,
such as an 15 prefienabhiyi 8 dacrocerpited, such rasuteed@A680xdglont he public

sui tehed tof epgaBReLUP! kyhESTN o\ ety PAGLIRA S hMorkE WhIEN Rbppesses

the numeric or al phanunefi c message information for transm ssion by one or
nore transmi t t@REchoguUps oVRELEUSI PR TPEPRr ARG fHowg¥esmAan pl e 20

transmtters aggnbtbliing. shbR tesnswal tepsraltdony ef£rafilde Y tto

transmt the ssage i pfor ion to financial nessaging units 106.
Processi ng ofngﬁﬁegﬁnﬁ ?ccgﬁ&eﬁlﬁﬂaﬁ%%%ﬁi ?rﬁ?ﬁ%ﬁﬁéﬁaﬁgbﬁthe pagi ng
termnal 102, nafdshekpngtpeotoubl! taesndiole tiecdptaitaias inessigdd & xdin
messages

i 2gr am i | Rt RoPBES: FBCFAqRRELERr m AP (DALY 3% SPTVE 00B% i g and
control ling theothtanikerssR04 véfehences styfoimdukomtsored iavddredance with
the preferred 30pcepbpdimBOtaBhsbNod" €558 LAVEN ity tRIHdsdTRSages,
being received is to be processed. The subscriber data
base 208 includes, but is not limited to such information

15 as addresses assigned to the financial messaging unit,
message type associated with the address, and information
related to the status of the financial messaging unit,
such as active or inactive for failure to pay the bill.

A data entry terminal 240 is provided which couples to

20 the controller 204, and which is used for such purposes
as entry, updating and deleting of information stored in
the subscriber data base 208, for monitoring system
performance, and for obtaining such information as
billing information.

25 The subscriber database 208 also includes such
information as to what transmission frame and to what
transmission phase the financial messaging unit is
assigned, as will be described in further detail below.
The received message is stored in an active page file 210

30 which stores the messages in queues according to the
transmission phase assigned to the financial messaging
unit. In the preferred embodiment of the present
invention, four phase queues are provided in the active
page file 210. The active page file 210 is preferably a

35 dual port, first in first out random access memory,
although it will be appreciated that other random access
memory devices, such as hard disk drives, can be utilized




such as tone-only and nuneric nmessages which can be readily entered using a
Touch- Tone[ ewi099338218phone are coupl ed to the paging term nal FPXO2US9RREAO5Nh a
t el ephone interface 202 in a manner well known in the art. Longer nessages,
35 such as al phanuneric nessages which require the use of a data entry

device are coypl gfb1t10. t e PRM NG FHeAInekRagk R a¥8bmat FBHEBLEBRaUELNY any
of a nunber of well known -7- nndenLtransnlsS|onﬁgrotocols. Wen a cal

to place a nefak 9k the FRase YU 1) FECOYETn PBsthRe2FFo¥Essi ng of

the message. Peye filo| 20 wier soutaiodr alfl yoattotleeco@pdt asinguch as a
MC680x0 or 5 eqﬁéyalent whi,ch is nufacture%ﬁ%¥ Vbt or ol nd, whi ch

ne. ,
runs various IS GERRR AR | 5 PESYT PXgasﬁgﬁitg?Wan ock
oper at i ons s5as 244 ceopranipds sl thblectt imtimge slouecet.0 Fheeretbwemredsage, or

t he handshakh¥%ﬁé§§éx§gﬁéfh£g§gﬂe%ﬂ§§ t'oghggergﬁﬁggegszgge éﬁ B eglata

entry devi ce. a ca I'S"recei ved, e~cont eren
i nformati on stixraue inundrr And crks ddend srgead@egodyvt sddosessni messewet he

message bei ng i&f&&@fié&, tdhdearkf Wanyﬁa%ﬁgﬁC&EEﬁﬁggat gopase 208

includes, but 1s not [imted to such information 15 as addresses assi gned
to the financitranErkegion (Ml ohwdusde IS 3efesyss 4Pc@SWIERSBEE addr ess,
and i nformat i oreT8l@d ethferddei i3t LD ftHee Paiteted dhtoegragieRgbdleld, such
as active or inactive for failure tr' a k} e.hill. A da&a ent.r. ute&_'na
240 1's provi dSPIRITTF TR T28 oo T Redstrge £PR56818m 20 ch TRE used
for such purpdsetsclesd eftanye inpfiatmatg candadelesichnphaisel nlueweatisokrospdedd | n
the SUbscribertgaﬁﬁmaggﬁééggﬁefﬁﬁffgygtf¥€'%%f%%?%%%borarily store the
batched frame information until a time for further

15 processing and transmission. Frames are.batched in
numeric seqguence, so that while a current frame is being
transmitted, the next frame to be transmitted is in the
frame message buffer 216, and the next frame thereafter
is being retrieved and batched. At the appropriate time,

20 the batched frame information stored in the frame message
buffer 216 is transferred to the frame encoder 218, again
maintaining the phase queue relationship. The frame
encoder 218 encodes the address and message information
into address and message codewords required for

25 transmission, as will be described below. The encoded
address and message codewords are ordered into blocks -and
then coupled to a block interleaver 220 which interleaves
preferably eight codewords at a time to form interleaved
information blocks for' transmission in a manner well

30 known in the art. The interleaved codewords contained in
the interleaved information blocks produced by each block
interleaver 220 are then serially transferred to a phase

;multiplexer 221, which multiplexes the message
information on a bit by bit basis into a serial data

3 stream by transmission phase. The controller 204 next
enables a frame sync generator 222 which generates the

.. synchronization code which is transmitted at the start of




performance, and for obtaining such information as billing information. 25

The subscri bgip fdasaRase 208 al so includes such information aspéfuydamkses

transm ssion frame and to what transm ssion phase the financial nmessaging

unit is assigned, as will be described in further det a|I beI ow. The

recei ved rressag& stor in.an active stores the
B T2 o

h
nessages in qf A5 NPT §5HeR - rarﬁ}ﬁgfér%: %ﬁﬁﬂ‘gg 85 il ?& &8 t he
fi nanci al rresm:g.lt:lagpllﬁxdd wirtHt beidraﬁ‘eramﬁ nmdm@ammtfom‘halth@npmeﬁem

| nvent i on, I‘é?ueogz%gﬁz%‘ie ﬁr@ﬂ"é\g%&%}} @%ﬂ%tl' atBag ﬁ’ g 244, The

active page f i's pre era port, first first “5a
random access amme@qqﬁo@enq nein |a B@m(ﬁm Mﬂ?&tchotlﬁer random

access menpry }(Je&q S AR HrdndiiafEon Caftt*h*é%i&s's'a'g@%treaﬁﬁ

wel | . Peri odi Cal t he message i nformation stored in_each of phase

queues is recé«?elr@a‘ CEPRiRE 4@ i FrRFither Ef@tﬁ’r?déterc@ﬁtsr'ol"’héf’
control |l er 204indEmntHd Btk rdll YATRidmircludy mmmn@adt@y thd ﬁ@'sstak_:;@

i or mmt i on' 1 ARSI PVl HARNHLAEAGH (Bl AAfe niRGo AR e Gl

organi zed by atdiressl Mmmgge benfaoryad fi mmnrﬂréxarqf oidldr kinokvar mat i on

required | fer nmessa

related i fﬂ?or majt | on (%1 rmfc)g]t %ﬁ %&% gané\’egabrtgs lgiueﬁo%%n%?sé%e si ze
by franme bat cmwgrqymer Gillsé?rmldmeﬂmm&ﬂed o ansateldddst i on for each
phase queue | yicRuphaitildh ML TRRAGH Jikited Hesthigeh daman 3l | v store

the batched frame information until a tinme for further 15 processing and
transmi ssi on. tAREREITAG Yt Py More transmitter stations 104,

depending upon the size of the communication system. The
15 message stream is first transferred into a dual port
buffer 230 which temporarily stores the message stream
prior to transmission. At an appropriate time determined
by timing and control circuit 232, the message stream is
recovered from the dual port buffer 230 and coupled to
20 the input of preferably a 4-level FSK modulator 234. The
modulated message stream is then coupled to the
transmitter 236 for transmission via antenna 238,
Referring to FIGs. 3, 4 and 5, the timing diagrams
illustrate the transmission format of the signaling
25 protocol utilized in accordance with the preferred
embodiment of the present invention. This signalling
protocol is commonly referred to as Motorola’s™ FLEX™
selective call signalling protocol. As shown in FIG. 3,
the signaling protocol enables message transmission to
30 financial messaging units, such as pagers, assigned to
one or more of 128 frames which are labeled frame 0
- through frame 127. It then will be appreciated that the
actual number of frames provided within the signaling
protocol can be greater or less than described above.
35 The greater the number of frames utilized, the greater
the battery life that may be provided to the financial
' messaging units operating within the system. The fewer
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nunmeri c sequence, so that while a current frame is being transmtted, the
next franme tevdpsyaseensnmitted is in the frane nessage buffer 2pE&TNm9si2isee
next frame thereafter is being retrieved and batched. At the appropriate
time, 20 the batched frame information stored in the frane nessage buffer

216 is tra”$feér£§%&ﬁ>éfeofr%§§c@éﬂi%& QR o PRI O B s L Age phaSE
queue relationship. The frame encoder 218 encodes_fhe address and, nessage
i nf or mati on i NEN JoRIr FauR daRd sdabVeERR viER dshe chiiRareiabmessaging

transmi ssion, @il dsPeghescesbasy hsdevicullde £AGRELtkRELKISS Sy édsc TRgSage
codewords are ord:ggd into bl ocks and then cougigg}to a bl ock interl eaver
220 whi ch i nt eFPRatRSERTEf PELF IR TRTULERAW? e VEE (7eRS39°F or m

i nterl eaved i nfor meAs oghddnocks FOE. t4 ansine sfirates ncanpedeerawel | 30  known
in the art. The interleaved c WOr ntajn | e lnterl.eaved

I nformation bl @%ﬁ%h%g%ﬁ% té]dglﬁiy g%%‘ﬂogﬁog%ﬁ&cﬂ ef?%jéé\}%%g e%erxé %éﬁ]%eri ally
transferred toeheypémsklocksiof eness@pd , imboxhativn i plefkesnahtoneblagks)
nformation onggbhtapy PhbebedlSLOSL % dRfbidh KA. 3Py, SIALWMGN in
transm ssi on phase. e controller 204 next ‘enables a Trame sync generator
222 whi ch geneFEfesd t heeaghchl ook of imessrer nfeAMakion fRAPYLESSat the

stfir,t f’f -gr _ ﬁ@ﬁ%%lﬁ@i%ﬁ@néé&?’éé@ﬁ%cJﬁ&éY@Pr%é]Eé%]é@&ﬁ&?éé?l{bﬁ%ch

Control | 6r 204255 SebeLpd deEdsp) FRePugh MWOT ! gERferares PHATRS r om a

nmessage streancohseduent by preach | phdoe nhh t £dffane ta Bhows sshen. The nmessage

e 5 o R Lo IS LSO S PLadilis LSO
data codewords. The address, control and data codewords

15 preferably comprise two sets, a set first relating to a
vector field comprising a short address vector, a long
address vector, a first message word, and a null word,
and a second set relating to a message field comprising a
message word and a null word.

20 The address, control, and data or message codewords
are preferably 31,21 BCH codewords with an added thirty-
second even parity bit which provides an extra bit of
distance to the codeword set. It will be appreciated
that other codewords, such as a 23,12 Golay codeword

25 could be utilized as well. Unlike the well known POCSAG
signaling protocol which provides address and data
codewords which utilize the first codeword bit to define
the codeword type, as either address or data, no such
distinction is provided for the address and data

30 codewords in the FLEX™ signaling protocol utilized with
the preferred embodiment of the present invention.
Rather, address and data codewords are defined by their
position within the individual frames.

i FIGS. 6 and 7 are timing diagrams illustrating the

35 synchronization code utilized in accordance with the
preferred embodiment of the present invention. In
particular, as shown in FIG. 6, the synchronization code
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stream over a distribution channel 228. The distribution channel 228 nmay be

any of a nurpgleSfziyel | known 10 distribution channel types, pggalkogSsses I €
line, an RF or mcrowave distribution channel, or a satellite distribution

link. The distributed nessage streamis transferred to one or nore
transmtter sfations 104 e I ng._upon_the size.of the camrunication
Syotem The 15oMRELSsE ErpEERRPLYI PhtPepants o 4 et SEERLERAR o
230 whi ch t enpodar  synst b¥ esat firane siufjersattom grderord (framen Ssfon. At
an appropri at [ ) L, g a@&d&ﬁ%i'o | It 232,

message st rea%nn?sgfgggég{rig%iy??}ol?nx?%%&dgg? port uc?f éﬁ%%gwahd %%ysp*%@‘t o 20
the i nput of pReFEGably &he- fiyst swrchperizabioneodawrrdmermprteefressage

streamis §hepjeguphRd tRitACpbLaNsAL! t BADSBEG fRit tE@E M SEh@NpY{ 2 antenna
238. Referring_ to, Fl ng illustrate the

Gs. 4 ang 5,_the timng diagr t
transmi ssi on VBLFBt 26 Fi&eEPﬁﬁéPan'%SbbFoE§£kﬁr iﬁh&%ﬂl??P%&@%ﬁd%ﬁ%e
with thfa pref Eyheﬂlreﬁﬁﬁfdtﬁreﬁzj ahat Bec@mseufa fcblYﬁtﬂEh] i%aLrEg(ﬂdsﬁ& Siﬂl?@léd;ing
protocol is cqoponly teferred.to as Mtorola' sfers er sel ective
o | Cshgnar | B pPBRoLEr CREPLRBRRE, MRLPREL S Gk lotaVtad Hod 00
enabl es nessaggnthaosiiation.t 0TBE $ecandi ahdnfesagh oxiiess aveh as
pagers, assig 3 €292 r | I led frame O
t hrough f?§n98§§§%9???§t%%ﬁaaﬁlfgb%ia%céegggfgﬁg% g?ﬁ%ﬁ% %@%ual nunber of
frames provi degedpEhnadt ke ergﬁaﬂEnblgﬁo@@@WO&nC%r@leﬁx@ or less than

descri bed aboygiigdbiThey)r saliewhiBR Apabelsofudéanes thaléged, choeagegat er
the battery ljfe that nmay rovided to the financial nessaging units

A be
operating witRth FﬁEes?§tEhicghédﬁgﬁé?eslend messages are transmitted.
Table 1 defines the data bit rates which are used in

15 conjunction with the signaling protocol.

Bit Rate “AY Value
1600 bps Al and Al bar
3200 bps A2 and A2 bar
6400 bps A3 and A3 bar
Not defined A4 and a4 bar
Table 1
20 As shown in Table 1, three data bit rates are

predefined for address and message transmission, although
it will be appreciated that more or less data bit rates
can be predefined as well, depending upon the system
requirements.

25 The frame information codeword is preferably a
single 32,21 BCH codeword which includes within the data
portion a predetermined number of bits reserved to
identify the frame number, such as 7 bits encoded to
define frame number 0 to frame number 127.

30 The structure of the second synchronization code is
preferably similar to that of the first synchronization

____code described above. However, unlike the first
synchronization code which is preferably transmitted at a
. fixed data symbol rate, such as 1600 bps (bits per
35 éecond), the second synchronization code is transmitted
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t he nunber -of franes utilized, the nore often nessages can be queued and
del i vered t wa$33®Ihanci al nessagi ng units assigned to any p&CATURIBATFE0S
frame, thereby reducing the latency, or time required to deliver nessages.
5 As shown in FIG 4, the frames conprise a synchroni zati on codeword

(sync) followad gref@iedl yylpor! exea QtOﬁkﬁc@ftm@séaﬁﬁeéﬁf@mdﬁméﬁﬁages
(information bIocks) wh ageled | ock O t h bLock 10. shown
in FIG 5., &h PR %%aﬂﬁ@éﬁg i iF oPAt F B R0 ?T es 10°PFREFEPEDY Yy ei ght

addr ess, contthé smcdndasyndhmonmzamhonhcade abeWthharﬂlﬁamhlahgh word 7

for each phas Y€ as the transm ssion
of up to elgﬁﬁ35%$€§§8:§§;§sgo §%§ ?%I gl%gdg? emor . The address,
control arsd dayachnannaQSOESaprGherébameCQMQM$mes$M9ns@§§% biterater st
relating to a VECt?ﬁr§hﬂnQr§ogﬂé' §h§ﬂa§1ﬁ8%£o?€é&fs§t¥fﬁ9a wﬁthoeae

addr ess vect or st nesdage and a nu and a second set
relating to dPﬁ%@%ﬁﬁédf?@bﬂdéGﬁﬁFlanﬁhﬁ RESSARE WOVERhhe CHIPFiGeRd. 20

The address, f@@tf@&meandhﬂaha1ﬁ51ﬁa§saggréaéeé@mﬂﬁear e¢rtehakhyidh, 21
BCH codemords mnth ag addgd thlit§ secgnd even a é mglch r ovi des
an extra bit 9998 EPhheWerobYhElEBEBWR °§@?tl?? bp eEPQ EdSEhat

ot her codgworgsghtuaidaass, Zaoﬁﬂrsmlay madsagédcaaewenad peruphESéed as
well. Unlike the well kno §Lona p % S
address and dat% ﬁ%ﬁ%ﬁﬁ? ME Fl%na#ﬂgs 1§E§E§%a§€% ? #ggdeflne

t he codeword dypa, taansmmasnoaddaegs enddanapres sunthDanzatnbnnbys

provided for the pdfLaesaindedatssdl Gadennion te! BRcELEXRENbLas! onaling

protocol utilized w diment o resent I nvention.
Rat her, addr etsansnighed é§d§h@rHérapésdérﬁﬁéﬁl§§19ﬁe¥¢ es.

15 FIG. 8 is an electrical block diagram of the
financial messaging unit 106 in accordance with the
preferred embodiment of the present invention. The heart
of the financial messaging unit 106 is a controller 816,
which is preferably implemented using a low power

20 MC68HCOx microcomputer, such as manufactured by Motorola,
Inc., or the like. The microcomputer controller,
hereinafter call the controller 816, receives and
processes inputs from a number of peripheral circuits, as
shown in FIG. 8, and controls the operation and

25 interaction of the peripheral circuits using software
subroutines. The use of a microcomputer controller for
processing and control functions (e.g., as a function
controller}) is well known to one of ordinary skill in the

- art.

30 The financial messaging unit 106 is capable of

receiving address, control and message information,

hereafter called *data” which is modulated using
preferably 2-level and 4-level frequency modulation
techniques. The transmitted data is intercepted by an

35 antenna 802 which couples to the input of a receiver
section 804. Receiver section 804 processes the received

- data in a manner well known in the art, providing at the

[
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position within the individual franes. FIGS. 6 and 7 are timng di agrans
Il lustrating ﬁ'g)e”g? 1§ynchroni zation code utilized in accordanggriishildshe
preferred enbo |nen% of the present invention. In particular, as shown 1n
FIG 6, the synchronization code conprises preferably three parts, a
first synchroni zati on code (sync 1), a frame information codewrd (frane
info) and a sec%%HP%Qnéﬁrﬁﬂﬁiagi6ﬁl€W%%WBﬁ%PY%ﬁﬁﬂ:Q§fﬁ-§§9§ﬁ$m1qeﬁﬂﬂﬁ§erl
lthg }‘i(erL Synchéemiéaé aOﬂeeedewﬁddawml igesl 5 The sctecmféb riekdi ﬂatlaor\tNih onﬁ,
abel e it sync,l and,BSl i are alfernati Q bit terns i C
provi des bit syﬁﬂ:ﬁ?ﬁﬂi 78t FBHwﬁﬁdtge%%?\dl%‘& fooﬂ% #hﬁ:&s -o&ﬁgflqv eled "A"
and its conpl enertradthan” civbiuth poOdyiaimd frare siyypotr @fi zadi-develhe second
and fourth QPrt5§9883£e8i preferably single 32,21 BCH codewords which are
Vi

predefined to pr € hrgh’codeword correlation reliability, and which are
al so used to indicatépernatéianachi the atkreghadd dieveddedsrastionm wdesagds are

transmtted. Tappg 14deEiBES3EEEAERA! 18] tsgf:g&&%lsatégﬂ&ﬁ:o@ﬁ%e‘is%id,n al>

conjunction with the signpaling protocol . . ) "A" Val ue
1600 bps level to hingpy ﬁﬁnﬁﬁFt%:‘Qo?)lﬁypssYnChr°nlzat1°n cesleyioFdn2 bar
6400 bps correlatof3888( ABdbghadettieind&fbnerator (dataPderidfreddy bar
Table 1 20 ' rates.are predefined

f or address1°andtﬁgségagg\i\?i:hﬁng%agégo%?p%‘lr’]{%gdgﬁtq%eb:/ﬁiﬂa%éa&p SeIEY t hat
nore or | ess dataibi bfr RIGs Bamsbbept edmdersitbad wisdH redferemdiengoupon t he
system United States Patent No. 5,282,205 entitled “Data
Communication Terminal Providing Variable Length Message
Carry-On And Method Therefor,” issued to Kuznicki et al.,
15 assigned to Motorola, Inc., the teachings of which are
incorporated herein by reference thereto.

Again referring to FIG. 8, the threshold level
extraction circuit 808 comprises two clocked level
detector circuits (not shown) which have as inputs the

20 recovered data signal. Preferably, signal states of 17%,
50% and 83%, are utilized to.enable decoding the 4-level
data signals presented to the threshold level extraction
circuit 808.

When power is initially applied to the receiver

25 portion, as when the financial messaging unit is first
turned on, a clock rate selector is preset through a
control input (center sample) to select a 128X clock,
i.e. a clock having a frequency equivalent to 128 times
the slowest data bit iate, which as described above is

30 1600 bps. The 128X clock is generated by 128X clock
generator 844, as shown in FIG. 8, which is preferably a
crystal controlled oscillator operating at 204.8 KHz
(kilohertz). The output of the 128X clock generator 844

35 divides the output frequency by t&g to generate a 64X
clock at 102.4 XKHz. The 128X clock allows the level
detectors to asynchronously detect in a very short period
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requirenents: 25 The franme information codeword is preferably a
single 32,21 ®oH9ssrieaword whi ch includes within the data port irgTrnesss 25805
predet ermi ned nunber of bits reserved to identify the frame nunber, such as

7 bits encoded to define franme nunmber 0 to frane nunber 127. 30 The
structure of thecs d n nLzatj de. | r 1.4 t hat
of the first syﬁ% h?gﬁ?zgg%éoﬁgégdéﬁge{s’%?ll%gdgﬁ%%?/fe).S{%%'\l/aleer SK}EE'H%% ‘%h%

first synchroni at Fbareforenwarorrateptkecton| (Lot amvenadsl Ava) fandd data
symbol rate. SURRGRS (390 REshBIBS oREhu e siGREP W 1uddr SAEAIKN for

synchroni zation code IS transm_tted _ t he data synpol rate at
whi ch the addr e8eduhatAeBs 9§69daRE - t ABEEY r BYTERR Y t BRGHFURZaf iR ¥§ ane.

Consequent | yg t taehﬁgﬁeadw?]gmc hpegb?a&hﬁa?sgd@i?hl %héne_éé twr.pl_ ' adget
messagi ng uni 0 obt ai ne and fr nchroni zation a e
frame transniss Sﬁcﬁégﬁab}’?&f’ﬂt th?ncg‘aFr’ﬁﬁfg% h%féi%?ri'%tge%r%t%%%‘?ng
utilized with tenprelesigdadnijodntent samplée o eamaible neeEldc ool asPra ses
128 franmes which,ing red I hed izat | .
ei oven | nfor mat LEnoETHERs BHRERLhELE, PECoSHRERERR' Bh it imclipHifter”
nessage codewor 832pas gheva. iiﬁhEIsyn_ahroni zation code enabl es _ _
| denti i catign of hendayaboafsBLESheR bahCpr8PL-hiRy e yEiaRIZa! i On
wth the data co

by the financial messaging unit ewords transmtte t the
various transni §8reR valéageisomparaters agdia symeeldegedsr bl-oBke di agr am

of the financi al-cpBgeadNdakhl idB811 Psa86QpUaACEs ik NiAde: RS ef s eehree
embodi ment  of tggm ggg%g;sl gsghgoghrgggoyggréorresponding with
normalized signal states of 17%, 50% and 83%. The
15 resulting system effectively recovers the demodulated 2-
or 4- level FSK information signal by coupling the
recovered data signal to the second input of an 83%
comparator, the second input of a 50% comparator, and the
second input of a 17% comparator. The outputs of the
20 three comparators corresponding with the low (Lo},
average (Avg) and high (Hi) threshold output signal
values are coupled to inputs of a symbol decoder. The
symbol decoder then decodes the inputs according to Table
2.
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of the financial messaging unit 106 is a controller 816, which is
preferably w@gﬁ%ﬁ{g ed using a | ow power 20 MCOG8HCOX mi cr oCQpRRisS4rssid!Ch
as manufacture y Mdtorola, Inc., or the |like. The m croconputer
controller, hereinafter call the controller 816, receives and processes

I nputs froma nunber of peripheral circuits, as shown in FIG 8, and
control s the opefatten aigito Htet-actoh uf +heeri-pher-a—ettet-tys using

F
sof t war e subr out e zeshpd HSeef—afr-efaeonptte -e +—pFoeressi ng

. LS
and control func e i Aﬁkﬂemh to one
of ordinary skil| iBCine<art| Fin < |ThRCianfndi al Ressabi ngunit] 106 is

capabl e of receiyi ngCaddress|, &hitg & dndR@essage i nf Ormat) on, lherepfter
call ed "data" wh CﬁRCﬁ nqdulatqﬁh&ﬁpng prn@gﬁably‘Z‘Teve[ and 4-T evl

frequency nodul aftogstecmgue Fetra t datagTs Ttergepted by an
35 antenna 802 whieh C “EI qu iu:. %: “PEELn §U doeivirse ;Leg?

Recei ver section 804 processes t he rec3|¥§ %ﬁta in a manner well known in
the art, providing at the -13- outp al og 4-1evel recovered data
signal, hereafter called a recovered data signal. The recovered data signal
i s coupl edst o one Asphovn dint fadste|2d) wherl tdvet recovered dasiet s8@8aland to
an input of a(kdjgMelish 1acadam &0 helatimestold ¢allegshehe | evel
extraction C|rcuﬁt 808, 4-level decoder 810, synbol synchronizer 812, 4-

level to bi nasymbedy @eneraged i hr @y a ilonI&8dewdnd cOhesleafsers1s, and
phase timng QeNERIPLH 43 1LY &hreshold values is exceeded, a

different symbol is generated as shown in the table

10 above.

The MSB output from the 4-level decoder 810 is
coupled to an input of the symbol synchronizer 812 and
provides a recovered data input generated by detecting
the zero crossings in the 4-level recovered data signal.

15 The positive level of the recovered data input represents
the two positive deviation excursions of the analog 4-
level recovered data signal above the average threshold
output signal, and the negative level represents the two
negative deviation excursions of the analog 4-level

.20 recovered data signal below the average threshold output
signal.

The symbol synchronizer 812 uses a 64X clock at
102.4 KHz which is generated by frequency divider 846,
that is coupled to an input of a 32X rate selector (not

25 shown). The 32X rate selector is preferably a divider
which provides selective division by 1 or 2 to generate a
sample clock which is thirty-two times the symbol
transmission rate. A control signal (1600/3200) is
coupled to a second input of the 32X rate selector, and

30 is used to select the sample clock rate for symbol
transmission rates of 1600 and 3200 symbols per second.
The selected sample clock is coupled to an input of 32X
data oversampler (not shown) which samples the recovered

=16~




10 timng crrcuit) 826 depicted in the financial nessaging unit of FIG 8
IS best undeweox99B3R1dM th reference to United States Patent No.p&r/@83,23805
entitled "Data Communication Term nal Providing Variable Length Message
Carry-On And Method Therefor," issued to Kuznicki et al., 15 assigned to

Mbtorol @, | nc.datiahesicaRahi (ss Ofa it Bf-Rerdd R el hens by rEfer ence
t hereto. Agalnjv\%o?lrlrln to Fl)cc)ia , the@{hreshol Ievg% ractlon circuit

808 conprises ¥ §\RHe (fél"ét]ﬁgf tQ Asuiineyth o §h(§1ﬁr\")a Widash have as
i nputs the 20 defnzmmmd(rdﬁ asmvgﬂalwhﬁtﬁfg%&ﬁma)tess N ButpPu hi1dfe Wilhn 50%

and 83% are gllto enabl e dt 4- | evel g\%?( signal s presented
tothethresh 51“@(? GG &% 19505 SaRPT 5 S ahsq al |y .
appl i ed t o5t hequzded dro 25 pmputnrqf s dmardd—lbgr-ﬂisrxamcicalrmﬁsﬁ?giolrtg uni E is
first turned cl t S pr ontro |npu
(center sanple tvgl)sé'ﬁﬁ %'seﬂg@l Eo g%n%g%%l ?&Pﬁg& %&‘C ency
equi val ent to cizgks rﬁslqm@mgm dé’tearmctomtea dm:lachmaiesmhebed above
is 30 1600 brasmau@by&%ﬁdp%fcwte&%r%&%% :s]biggm L k,g nherator 844,

as shown-in FIG 8, which is preferab a“cryst oscil | at or

operating at XPESGy ("ﬁ%‘?’bﬁéﬁ ﬂatarl?@gﬁj%tec&PIt ﬁ"@t%)ﬁ @ sarbydner at or
844 coupl e tcédy‘é | raptﬁums‘e fire Geafema tday WiEIchB46 Waiteld B9 GnViages JAe

l'obk al | ove CTREH SHS Sk Aotnd B (ERGIRORT Y- 6dage CATAREE veryshor

period -14- Ccufcxmmtﬂye pegulaed ivaldemieraitgdabyatthlel data \edgees, and
detector which is also coupled to an input of the divide-
by-16/32 circuit. When the pulse coupled to the input of

15 the AND gate arrives before the generation of a count of
thirty-two by the divide-by-16/32 circuit, the output
generated by the AND gate causes the count of divide-by-
16/32 circuit to be advanced .by one count in response to
the pulse which is coupled to the input of divide-by-

20 16/32 cirxcuit from the data edge detector, and when the
pulse coupled to the input of the AND gate arrives after
the generation of a count of thirty-two by the divide-by-
16/32 circuit, the output generated by the AND gate
causes the count of divide-by-16/32 circuit to be

25 retarded by one count in response to the pulse which is
coupled to the input of'divide-by-16/32 circuit from the
data edge detector, thereby enabling the synchronization
of the 1X and 2X symbol clocks with the recovered data
signal. The symbol clotck rates generated are best

30 understood from Table 3 below.

Input Control Rate Rate 2X ix

Clock Input Selector | Selecto | Symbol Symbol

. : Divide r Clock Clock

(Relative | (SPS) Ratio Output (BPS) (BPS)

)

64X 1600 by 2 32X 3200 1600

64X 3200 by 1 64X 6400 3200
Table 3
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to therefore generate the low (Lo), average (Avg) and high (H) threshold

out put si gn requi red for nodul ati on decoding. After
synchroni zat | o\r?g)P}éﬁ% achieved with the synchroni zation si gn CSX%%Q WP be

descri-bed bel ow, -the controller 816 generates a second control signal

(center sanple) to enable se|lection of _a 1X synbal cI ock which is generat ed
by symbol synchr oni38rSB2¥n ain shsnt W‘FI@"‘B@- 1ghe 1X and2%-$38WP1 decoder

810 pref er abl ycDpeket &8e ugemerabé@ela@d)r aWE0 € AHAT 64 00 ol e Yed@bnd
decoder. The recqvered datﬁ g (b IS C ed to an %cﬁ)ut of,. the, three
Jagn

|
conpar ators ha¥*fig?t fir 2%Ho e"gjpfolﬁdﬁg}gﬁ TRV I T ALY st ates
of 17% 50% and 83%"hé'hé—lévelebmarmgcsmemzef&etta:a@yes erlowers t he

denodul at ed. 2- $£o e recovered
dat a S|gnalq'; ’?{%%é%eéégﬁ‘g'lﬂg‘gﬁ? P{’P {”%%8/&60,9 rat or %&;&s}g %amel nput of a
50% conpar atorsehﬁgt‘?ﬁe(%@%oﬁhlombut Af2% symbebrpteck oks oupbed puo sa of
the 20 three seeaaaaé%ék%gs@épeﬁdtm &by theed %§wor avefpge (Avg)

and high (Hi) threshold out put si naI val ues are coupled to inputs of

synbol decoder SY®Rel souERRE gt S t AP deRb ¥R CIHRRRE %c@?@i% @6

Tabl e 2. Théﬁsil@bdt data selector (not showdf puta H.’;elector ﬂ&aal
Lo

0 RCerr] 1<° (Zh&t}s %Rgoup&feptP]aqufectl.o% input of Jlm%}qc.}k xate

RCerr] > Re€gtector and thelselector ingpi} esf|tlre inpWRTddtd >
RCerr] > seiector, aan Jﬁ%fdgs control of the conversion of the
symbol output signals as either 2-level FSK data, or 4-
level FSK data. When the 2-level FSK data conversion
15 (2L) is selected, only the MSB output is selected which
is coupled to the input of a conventional parallel to

-

serial converter (not shown). The 1X clock input is
selected by clock rate selector which results in a single
bit binary data stream to be generated at the outpdt of
20 the parallel to serial converter. When the 4-level FSK
data conversion (4L) is selected, both the LSB and MSB
outputs are selected which are coupled to the inputs of
the parallel to serial converter. The 2X clock imput is
selected by clock rate selector which results in a serial
25 two bit binary data stream to be generated at 2X the
synmbol rate, which is provided at the output of the
parallel to serial converter.
Referring again to FIG. 8, the serial binary data
stream generated by the 4-level to binary converter 814
30 is coupled to inputs of a synchronization codeword
correlator 818 and a demultiplexer 820. Predetermined
*A" codeword synchronization patterns are recovered by
the controller 816 from a code memory 822 and are coupled
to an “A” codeword correlator (not shown). When the
35 synchronization pattern received matches one of the
predetermined “A” codeword synchronization patterns
within an acceptable margin of error, an “A” or “A-bar”
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5 As shown in Table 2, when the recovered data signal (RCin) is |less
than all threeobddisaashol d val ues, the synbol generated is 00 (N&E/o599,25808B =
0). Thereafter, as each of the three threshold values is exceeded, a
different synbol is generated, as shown in the table 10 above. The MSB

out put from the, g:Levele desadare MG LOURLER D AN ddilordled @Yol

synchroni zer 8 pro a recovered | nput _gener ated by ‘d'et ecting
the zero crossifigs partigulay fA ercdrda dnrdewarghfynchgomization tive

level of the r?%tt\t%rﬁﬁ A TN B KRR rdnte MRHIRH flAaM8 AP At

excursions of the anal og 4- |evel recovered data signal above the average

t hreshol d out pStadityRf thefxane iy fAdrwerdreand Gl AL NGRS (The afd i ve
devi ati on egcupsitoRatd dhealnalesayd axel fllow eamy ard giRfwi aiginal  bel ow
t he average thr esh%egﬁt put signal. The synbol synchronizer 812 uses a 64X
clock at 102. 49@8F " is generated by frequency divider 846, that is
coupl ed to an i nput Tife s&2Mak dinaryt adta trda?Ss sisen )coupleri 32X amt e
selector is pr r apl | vide ' Vlﬂ?ﬁi I j \, AR y 1 or
2 to generate ghg)éﬁr'gl&elf gﬁrgéckf% |ec%‘§g¢f%ér)tc§/ V\oesrle‘i ﬁgciﬁt eoqésn.n%ﬁap
transmi ssion r gesodes drhe of rasiey red dqwBsh/BRh M d st dra pire dndd ca tslaro o
input of the 32Xd e ety abcretltly xtébéﬁ}ﬁtm} hgysanpl e cl ock

rate for synmbol transm ssion rates of 1600 and 3200 synbol’s per second. The
sel ected sanpl €EEFALIEF Bt edPWointh STHURSTIISRL AR W Affpl er  (not
shown) which saglRsvidie 1e0OMEl efecdirer turn-on, power is supplied to

the receiver portion by battery saver circuit 848, shown
in FIG. 8, which enabled the reception of the ®“aA”
15 synchronization codeword, as described above, and which

continues to be supplied to enable processing of the
remainder of the synchronization code. The controller
816 compares the frame number currently being received
with a list of assigned frame numbers stored in code
20 memory 822. Should the currently received frame number
differ from an assigned frame numbers, the controller 816
generates a battery saving signal which is coupled to an
input of battery saver'circuit 848, suspending the supply
of power to the receiver portion. The supply of power
25 will be suspended until the next frame assigned to the
receiver; at which time a battery saver signal is
generated by the controller 816 which is coupled to the
battery saving circuit 848 to enable the supply of power
to the receiver portién to enable reception of the
30 assigned frame.
A predetermined “C” codeword synchronization pattern
' is recovered by the controller 816 from a code memory 822
and is coupled to a “C? codeword correlator (not shown).
When the synchronization pattern received matches the
35 predetermined “C” codeword synchronization pattern with
an acceptable margin of error, a “C” or “C-bar” output is
generated which is coupled to controller 816. The
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data signal (MSB) at thirty-two sanples per synbol. The synbol sanples are
coupled to argw']%hgpf a data edge detector (not shown) whi ct}mﬁagﬁg an
o)

out put pul se en a synbol edge is detected. The sanple clock 1s a
coupled to an input of a divide-by-16/32 circuit (not shown) which is

tilized t te 1X and, 2X |__c¢l ock h | zed th d
dat a o gnal . *TRECHAAIEE DL’ 675 CePPEL] BYREOEORT BFELYS SIPTRYHoun count or

Wien t he data edgeraeited grodidest ¢ faneynficbméd Osyrdyeonizgtice te geaer at ed
which is gated n at | CULr of divide-by-16/32

circuit. Concufg%ht §fg{§%%n§§§% éaﬁéﬁgpap%dgg§ fﬁ%aéata edge det ector which
is al so coupled to &he ghartofoft tbediacitdel Bgatacpeetion cis testidehishedpul se

coupled to they{ t il ye € ion of a
couﬁt of th%rt&égagk%$&} ec>e%?agﬁgpg%%%§%eg?§gii??6?%es%%€%u§ %éﬂ%rated by
the AND gate c Fartdoriicly ig Frypleg- tecinpuksrefia ¢edewordvdeced by
one count in resRESiedver BRPOENTE aVdbel kec6PEByedihtnd heirdpit 6.

di vide-by- 20 . 16/32 ci.rcuit from.the ta edge detector, and whep the

pul se coupl ed b ctcﬂét‘?q}plﬁlg@la]i H?LAQD%& ésaF8P9€§ aF? et tHPYerRF at i on of
a count of thirdlodimrane tded editvirddnby- showd? whichi $elédies oed thér gexer at ed
by the AND gate C Qf _divide;by-16/32 cLrcui 0_.pe 25,
et o AR I e g A e

i nput o i vi r o ghe a B2 enot , s y
enabl i ng the sypg i | 2Xs s th,t he
recovered dataxgﬁg%gpfg$%§ﬁ§§%%gph%|%?ﬁegggegléégggg?g%Pgﬁg}%%s?s30
under st ood frofteHied FogeRpratepfour phaggnepbput sigrals (01@dk. A 2X

1X d ock BIYUK startSeliReladr isSeheet eousY8loto avyimpht DhFigige T
d ock C“%Ckphase generator, and is used to hold the ring counter in
a predetermined phase until the actual decoding of the
message information is to begin. When the block start
signal releases the phase generator, it begins generating
clocked phase signals which are synchronized with the
20 incoming message symbols.

The clocked phase signal outputs are then coupled to
inputs of a phase selector 828. During operation, the
controller 816 recovers from the code memory 822, the
transmission phase number to which the financial

25 messdging unit is assigned. The phase number is
transferred to the phase select output (@ Select) of the
controller 816 and is coupled to an input of phase
selector 828. A phase clock, corresponding to the
transmission phase assigned, is provided at the output of

30 the phase selector 828 and is coupled to clock inputs of
the demultiplexer 820, block de-interleaver 824, and

o address and data decoders 830 and 832, respectively. The

' demultiplexer 820 is used to select the binary bits
associated with the assigned transmission phase which are

3 then coupled to the input-ggiblock de-interleaver 824,
and clocked into the de-interleaver array on each
corresponding phase clock. In a first embodiment, the
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(Rel ative (SPS) Ratio Qut put (BPS) (BPS) 64X 1600
by 2 32W0 997332133200 1600 64X 3200 by IpCT/usd3hXs05
6400 3200 Table 3 -17- As shown in the table above, the 1X and 2X
synbol cl ocks are generated 1600, 3200 and 6400 bits per second and are

synchroni zed “Bbhlhhér&%ﬁQ%QVQQeQabﬁ 8i gnab. bIEeaér£§Vﬁhléhnaé¥ converter
814 couples the 1X nbol %ﬁgﬁZto a first_clock 1nput of a clock rate

sel ector (not SR&RR: ea esyedg, cPétkinserdapved agdresscoRanEre&kornput
of the clock rﬁb@s&@be@b@bwofﬂg swabeéspuhauthtenahé tMBBsmkBBrgar e

l ed t ta,sel ector A sele tor signal
T oy L e L NG RS L S
t he sel ect o3 |apetcohpﬂbd tnp&hedanguSebécaddreaadcprneldeercagoroIThé Zhe

' f ' I S_gl FSK_ dat a r 4-
conversion of bREreXTIGL LPukca IR SnoaRLLUSE, £5LENeheTRLHEAEy B 2
only the MSB oﬁbpuﬁln§n§éﬁécméﬁsﬁ9iag nslcoupnddcoupihs thpupabteans to

conventional pargkkehgt anpalti ¥ €8V 8kl EsénE%r§QQ$@$r Th é% 8%905 £l nput
is selected by clock rate sel ector which results In a sin e brt~ brnary

data stream tothe S@ﬁép§ﬁ§&eéﬂe@héd66?§§tC@ﬁeﬂgrdﬁh@abﬁhaﬁlénYtgfséheal

converter. 10 Wigadires4phetelrnESKsdabaca00¥eERE0R A4he1hS ﬁé£§£§§ﬂg Qﬁ%é the
LSB and MSB outgg s are sel ec e% whi ch are ﬁgled to the
n

paral l el to seFtafiBoRPePESEPTRRECIRALEIRKOFnBHECF s { §e9ectEﬁ bPUEPEEKOEat e
sel ect or whi chbiésektrerisncarzecitabla5actordbhy bonghy dedewstdeamto be

generat ed at Zétkngture selected), the message information and
corresponding information associated with the address

15 (e.g., the information representing the broadcast and
received selective call signalling message, which was
previously defined as message related information) is
then decoded by the data decoder 832 and stored in a
message memory 850.

20 Following the detection of an address associated
with the financial messaging unit, the message
information is coupled to the input of data decoder 832
which decodes the encoded message information into
preferably a BCD or ASCII format suitable for storage and

25 - subsequent display. .

Alternatively, the software based signal processor
may be replaced with a hardware equivalent signal
processor that recovers the address patterns assigned to
the financial messaging unit, and the message related

30 information. Following, or prior to detection of an
address associated with the financial messaging unit, the
message information and corresponding information
‘associated with the address may be stored directly in the
message memory 850. Operation in this manner allows

3 later decoding of the actual message information, e.g.,
that encoded message information that decodes into a BCD,
ASCII, or multimedia format suitable for subsequent

~21-
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synbol rate, which is provided at the output of the parallel to serial

converter. Rg{,(ﬁggdﬁgffgjeagai nto FIG 8, the serial binary data §gwﬁ§5§/25 05

gener ated by vel to binary converter 814 30 is coupled tO0 THputs
of a synchronization codeword correlator 818 and a denul tipl exer 820.

Predeterm ned "A" codeword synchroni zatj on ter.ns ﬁr,e recovered by the
control | er 816 BYSHRAHFAGER® me TSR iy EIuHe lf(?c&ns't,&ra@&de\ﬁ%‘red
correl ator (Notmegtoxwn ) musthase tderdScursgddn eninedinedn thatt @llowecei ved

mat ches one of redet eryi.ned A dewor roni zation patterns

w thin an acceﬁ%%‘%ﬂﬁ’gﬁ’n{%}? %er% ,pcgancee“}fncto?&@%%aﬁneé-%fg% output is
gener ated and iisnfiomg teibrt carod ot ¢ sporglihg T gpanatiion assbaiaded adldr
codeword sygpchr.onl zZatA att : e I\VAF fr S ni zati on
to the startIg of {héﬁfdr%r%eé)'l ng%%leev\gé@%’d,dcaq}s%\e&e ﬁ;r?etsjea{%ee_?aigaycg bit rate
of the message swwrnage i meSsREe pfRBRTion NG qeagesPeaddad al binary

data streamis | SAtidhethdfoniapubiel tile dqcas < adewnid dasader (not
shown) whi ch decodes the franeqéeowge _r,d and, provi des an i,ndicati on of 10
‘E\égl’xf%‘t’}l

the frame nunb&eRQFEY &by BeF e RS S3 F8€ Duri ng
sync acqui siti (fecsittdd asod@bdodi ty assidrla regel iRtedtifiedn top@her i S
supplied to1 the r ceciJ viﬂ]ierportion sb% %at tlﬁry saver [gi r qui_t '848’t shown i

FIG 8, whi @h SHUBTEY rlé%%%?rllo X 1‘_f oW ﬁ’r? P at o o fwor d,
as descri bed akowest arwinpii sing ont vertesr tHi diad suphla ekttt compatilsdngr ecessi ng

of the renmindefeafaddier SYNENT 00k 28 | Q0 S 1 N ROUAR li¥entifier, a

memory controller 854 operates to store the type

identifier in a second memory region within the memory
15 corresponding with the codeword. The above memory
structure and operation of the de-interleaved information
memoxy storage device comprising the message memory 850,
the codeword identifier 852, and the memory controller
854, are more fully discussed in the patents incorporated
20 below.

Following the storage of the message related
information, a sensible alert signal is generated by the
controller 816. The sensible alert signal is preferably
an audible alert signal, although it will be appreciated

25 that other sensible alert signals, such as tactile alert
signals, and visual alert signals can be generated as
well. The audible alert signal is coupled by the

~controller 816 to an alert driver 834 which is used to
drive an audible alefting device, such as a speaker or a

30 transducer 836. The user can override the alert signal
generation through the use of user input controls 838 in
a manner well known in the art.

The stored message information can be recalled by
the user using the user input controls 838 whereupon the

35 controller 816 recovers the message information from
memory, and provides the message information to a display
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816 conpares  the frame nunber currently being received with a |ist of
assigned fraweopesdaes s stored in code 20 nenory 822. Shoul d t RETAISH8/25803 ¥
received frame nunber differ froman assigned frame nunbers, the controller
816 generates a battery saving signal which is coupled to an input of

battery saver ¢, I5QHt 348 ;ﬁgﬁg%a : pr!l ¥4 to ceiver '
portion. The sgiﬁ'{)c\i/g%f pom];eo?J W Qgﬁé'%guggle%déég%%taﬁ,\@?ﬁé ﬁg&? %rga%bé‘l
assigned to thd&GRxasispday.at which tine a battery saver signal is generated

by the controller 8h& Wit ich &R precliengatescyip@IbAY ehecuit 848 to
enabl e t he supmi%cﬁ ower to the receiver port%%n to enﬁble recegtlon of
the 30 assigned® Qﬁﬂg PSRRI fissyssed dgyERGET RS RciPoRtPSri dn Battern
IS E: ecovgred thw taied cm,ntamﬂ( |paro tibka 1f lp&mvdwlo@@dg m&mnﬁsgaZiﬁnde'tfér@Qul@l ed to
a "C' codeword .cor, at ot wn) . en_t nchrani zatign.patt.ern
recei ved mat ché® tgt??so'S redaeﬁnéf%ﬁ‘}% 'bE' W&&eﬁb‘%ysb‘ﬁgﬁféﬁf’?§tﬂ Vﬂ‘&f"t ern
with an accept aifl elrmarfiplicfimy irted 'SCates Pateats:ouNput Si, 4 6§eddBat ed
uhi ch s coupl G d G GONUAdL D RAG ol i tp1 exeBAieh b €a1d! O bar

synchroni zati on” codewor d corr el at provi rame_synchroni zati on
to the start ofSystenfatisgnad iton Neflsoge etr &de., Nee St3rd.dB7t gatasdesdl data

portion is @statdihiadve ainR&UIVR For REGedoie0Ah Ma1RiBhaGk Start
signal (Blk Start) which is coupled to inputs of a codeword de- interleaver
824 and a data”ﬁ@éﬁﬂ%?%xﬁqrﬁ%ﬁ?ﬁ%ﬁwﬁﬁﬁ?quép Nedsrry 8t &lgmalor2L / 4L) is
coupled to an isugs,E6T|drtkd ik “sRi1RRitdfre( Tall 1S BdWhk 1Wingh syeltesi”s i t her
X DeLuca et al., and No. 5,325,088 entitled “Synchronous
Selective Signalling System” to Willard et al., all of
15 which are assigned to Motorola, Inc., and the teachings
of which are incorporated herein by reference thereto.
Referring to FIG. 9, a diagram shows a secure
messaging syétem 900 in accordance with the present
invention.
20 ' The paging terminal 102 or wireless selective call
signalling system controller, receives information
comprising a selective call message request including a
destination identifier and a secure financial transaction
message. The information is typically coupled to the
25 paging terminal 102 v?a a Public Switched Telephone
Network (PSTN) 912 which serves to transport the
information from a regulator 914 such as a bank, credit
card issuer or the like. The PSTN 912 may be coupled to
the paging terminal 102 and the regulator 914 ﬁsing
30 conventional phone lines 910 or possibly a high speed
digital network, depending on the information bandwidth
required for communicating financial transactions between
the regulator 914 and a plurality of one financial
_messaging unit 906. Once coupled to the paging terminal
3 102, tﬁ;_information is formatted as one or more
selective call messages and transferred 922 to at least
one radio frequency transmitter 904 for broadcast to at

=23~



10 or 2X synbol clock inputs. The selected symbol clock is coupled to the

I nput of a gﬂggg gerator (not shown) which is preferably a glOgisR@ssosng
counter whic ocked to generate four phase output signals (01-04). A

bl ock start S|gnal is al so coupled to an |nput of the 15 phase gener at or,

and is used to hold the ring counter in redete a e.until the
act ual decodln§96$ttﬁéen§§§g§§1? f%?ﬁﬁ??bﬂ i enih %@5 e %Yogﬁe

Shart Slgna: rgﬁeaﬁﬁﬁmbbg éhﬁaemmﬁﬁﬁéatmbn rbnbegs0s. genneafingnciamked
phase signals Ich are s zed wit he_20,i n a ol s.
The cl ocked ph%?ésggbﬂglu%ﬁ%péﬁg i %ﬂgﬂu§8uﬁPeﬁn?%9$%%%tgﬁ%€ ggﬁﬁggg
sel ector 828. DHehogyppedabroenctripptedninfbimatsn secbvesstheoaecheecode

menory 822, th g§g§ghs§ggﬂ?ﬁﬁeiﬁnnﬂggs E°t$h5°9059§grr§§9£'§h fie phase

messagi ng uh Ase RuNBer “Is trans
sel ect output Céedr?zgefectFfﬁﬁcthégcénﬁ@§ﬁnéiaﬁ1Br§ﬁ§aF§1€Bupled to an

i nput of phaseﬁieééﬁaeiv§i§ ehehsaeuﬁbosKnaﬁEEagsegaﬂsaetientﬁessage
transm ssi on phase.  assi d rovi ded, a he ou

sel ector 828 aﬁéY|§ec§GSP§Gdtén@ISEQI?ﬁpHVstBF Fﬁ@agﬁﬁﬁit?E?%ﬁan§28nlﬁlock
de- Intfrleﬁver9$§4wgéﬂdF?@dF@ﬁanaggédﬁbasdg@ﬁdeﬁﬁl8390andnaﬁﬁdes

respective e i pl exer s inar ts
associated‘%n ﬁaPﬁBliggﬁﬁﬁederPansﬁF§é &ﬁaé h grtﬁggdg%upled
to the input oEebecbsdesucheabeimandBin aanartoched Bﬂﬂo t he

de-interl eaver arra%wggwggc ? FQEQQHQ'” rBQ%ﬁgdCkggkthE”anEhEW%ICh de-

enbodi nent, the -20- eav S "an array
messaging unit 906 using either a wired or a wireless

return path. By way of example, the secure financial

1§ transaction message is received by the financial
messaging unit 906 which decodes and decrypts a content
of the secure financial transaction message that may
represent a cash value token, credit, or debit amount.
This message content is then stored by the financial

20 messaging unit 906 pending confirmation of receipt and a
subsequent release of funds or authorization of credit by
the regulator. If the financial transaction value is
high, the regulator will typically require an
acknowledgment from the financial messaging unit 906

25 Dbefore the received token based funds are activated, or
before a credit or debit transaction is allowed.
However, if the financial transaction value is low, the
regulator may not require an acknowledgment from the
financial messaging unit 906 before the received token

30 based funds are activated, or before a credit or debit
transaction is allowed. 1In case of a low value
transaction, the financial messaging unit 906 may only be
féquired to reconcile its fund or credit capacity one a

" day, or week.

35 The secure messaging system illustrated in FIG. 9
allows wireless return or origination of secure financial
transaction messages using a reverse or inbound channel
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interleaves'eight 32 bit interleaved address, control or nmessage codewords,
correspondi MYOP8BFIE transmitted i nformati on bl ock. The de-i nPEFUEAS0S
address codewords 5 are coupled to the input of address correlator 830. The
controller 816 recovers the address patterns assigned to the financial

messagi ng uni tneé’éﬁv&@usi(ealghﬁlﬁa&éarBac&fpvérss&eag 609Ut ohekhe saddiess
correl ator. VWhen an de-interl eaved address codewords matches any of

the 10 addreé%r%aEYE%ﬁ§lé¥s@@ﬁ8ddﬁﬁs?hEhPFnﬁh€|%Pthﬁggﬁg?ﬁgaﬁﬁﬁ§tmnth|n an
accept abl e margi feof9e4roinée. ghe thensBuibeeropobet &hAOAStERRKRECT able

di to t d d,_st t th t d
o1 ospondi ng FAEREFTLREASEo0FaFBn BADARCHEL AFERETIE nbE S08TRES

informati o r epigseficagtipeihfertioastoandatecti aededitateédveadibl

Tnformatfon) e eReriau et alhELeR Snd HEakas-gs st aRaRE PR L ES,
message nenory9@®60. Phus, therhBemﬁng WhegUEteﬁtaoﬁlnananahdmessaglng

associated wt e nagc S t, f i's
coupled to thé&?%gu%agf§§a¥ Eggédgghggé“ﬁﬂ Xig %kgnggggébnggsage
i nformati on i eererklerdsvice Bc-:ehothﬁsmﬁluﬁoaﬁé@dsﬁm%mnf@f BEbrage and

25 subsecjgentrfingPioNg &l pRYBaEhYet¥nntbbeisAf tyaeerbagedighagnakiprocessor
may be replaced with a, hardmarg g gva ent sggnal gro&essor t hat reqovers
e $2ag

the address pat¥@rFRcEigrgnslc aprWhER fROTRFE; SR8ILRe
message rel at esaBd paphental i 6p. pukehkswvsng, AmtepnaatvénydetnétseauQE an

T ormat | on_ alieSeP P LRDoRUERER! APoPAEPFSH B9sBerarBatAFCrLORET JHAPETs my
be stored diretihgnchal hwessagingg unmbr?OBSGevipesath@n mbghhi snodnder
al I ows 15 additional means for implementing the return or
origination of secure financial transaction messages
using a reverse or inbound channel that is accessed at a
point of sale 916 or at a bank 914. In these cases, the
lower power financial messaging unit 806 could include an
20 infrared or laser optical port, low power proximate
magnetic inductive or electric capacitive port, or
possibly an ultrasonic or audio band acoustic transducer
port, all of which could couple signals between the lower
power financial messaging unit 906 and a device such as a
25 point of sale terminal, automated teller machine, or the
. like.

Several cryptographic methods are suitable for use
with the present invention. The following definitions
are useful in understanding the terminology associated

30 with cryptography as applied to wired or wireless
communications.

Certificate - Certificates are digital documents
attesting to the binding of a public 'key to an individual
‘'or other entity. Certificates are issued by a

385 Certification Authority (CaA), which can be any trusted
central administration willing to vouch for the
identities of those to whom it issues certificates. A




35 later decoding of the actual nessage information, e.g., that encoded

message i nf or gRy do@Baishat decodes into a BCD, ASCII, or nulti mpgrasbersssng
sui tabl e for subsequent -21- presentation. However, in performng direct

storage, the nenory mnmust be structured in a manner that allows efficient,

hi gh speed pl acene he, y nLormatign and car gndi .

i mgor mgt i onpassgsf'giggéﬁi{i?hlgeéfﬁe & d'illéés.a C%‘d(f’iltg’?lgna Fl%%%t% #’g%]ﬁct ate
the direct storkgy pluseethgr idémtihfying fbmrartiesnpolrdindg nignftdvenaisieon
associated with_gh r [ igg(?g%* : r
identifier 852 Eéarenhggg ?ﬁ%l%gc%%éﬁ%%%e rd to .agglfé&r’iaé%?%\ﬁ%é‘ﬁu I er
to the 10 codewekhernuserpohecdemonpleralridittn vadideny of tdedae pybldcset

conpri si ng aﬁveﬁggg.fiel d and a set conprising a nessage field. After

determning the type identifier, a menpry controller 854 operates tq store
the type identifier Fﬁng"g@ﬂﬁﬁﬁlﬁﬁﬁn‘r yT}F%g‘i‘%ﬁiﬂ\fi f AresRange rpation
correspondi ng wskBrebefeodesbl doud hthed® wWhdTeiEy autihotdlzwde tande@pdrat i on

of the de-inter]eayed ipfo tion nor tor devi ce .conprising the
nmessage Menory %86, laﬁ’é‘g%%iigg%rhsi%g%?i’i‘y?%?r%,etoarﬁf HeVRaS¥ory control | er
854, are nore fully OryptegrdphictPropatehts A rntiEtpdbaited 20 goedidlm

Fol | ow ng t S t he §$}gg I i Nye: 1 i$A I bl.e alert
signal is ge%erégg?g?%Xer%n ro erégl%g&%i seg:%5|.lb(g%§eg’rlt '5?1 né:I%ei S
preferably an agdtbpPasareguisednef twe tooueprs entiitiase topgoddiemeed 25 t hat

other sensible ghert r$b088LSrifHCopPectardil e alert signals, and visual
alert signals can be generated as ) : .
Data Integrity - The assurance that information has

not been altered by unauthorized or unknown means.
18 Decryption - The process of transforming encrypted
information (cipher text) into plain text.

DES (Data Encryption Standard) - A symmetric
encryption cipher defined and endorsed by the U.S.
government as an official standard. It is the most well-

20 known and widely used cryptosystem in the world.

Diffie-Hellman - The Diffie-Hellman key agreement
protocol provided the first practical solution to the key
distribution problem by allowing parties to securely
establish a shared secret key over an open channel. The

25 security is based on the discrete log problem.

Digital Signature - A data string which associations
a message (in digital form) with the originating entity.
This cryptographic primitive is used to provide
authentication, data f}ltegrity and -non-repudiation. ©

30 Discrete Log Problem - The requirement to find the
exponent x in the formula y=¢" mod p. The discrete log
problem is believed to be difficult and the hard
direction of a one-way function.

Elliptic Curve Cryptosystem (ECC) - A public-key

36 cryptosystem based on the discrete logarithm problem over
elliptic curves. ECC provides the highest strength-per-
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wel | . The audible alert signal is coupled by the controller 816 to an alert

driver 834 wWhiyglossisised to drive an audi ble alerting device, mtotisodsssds
speaker or a 30 transducer 836. The user can override the alert signal

generation through the use of user input controls 838 in a manner well
known in the art. The stored nes e jnformati.qn n r | 1 by.the
user using the%&é:elpqier‘?ﬁ}‘t pc‘%ﬁt’l'co—ﬁge%@ﬁs\ﬁ?&’e&}gﬁwﬁ%‘g %gecgl%{%r &%?MG
recovers the nessdden ulnat-tkeys raompasegt \co atdepr syisgemst.he nessage
information to a di sl | ¥ RaeSELAk : ISRl ay
842, such as an LCD di's Ia@yfmfn gg{(ﬁ %r?%tds% t?he .praeceg:ﬁr:\hg ggé’gﬁl%t %c??\{!% the
systenms previ oddity @iRher &Pt fr qafddensigldasy pr priyagyand 8, and

protocol previously gh&ius SRichdnt RILIRACe T cekrobordtdleh 2fRpde nore
fully understoqd in view of the follow ng United States Paterég;: No

5, 168, 493 ent | HOERLIEP AR S W (5 5 ex & PSESERY FAPERGE3dy st ent | ssued
}? 0 Nel son it Nﬁlknaséﬁ‘a@ir@'\ﬁ%ﬂi,@,f7cdir(ljtiu'stiéxed:lekﬁlixi'a.$elj@@tfalr\t' Nglcaackil, Ee;@-::l i)v.erNo For
ecel vi ng tip e I1ple i gnal2' iSss to .son et al ., .
5,128, 665 entitled %%e‘f%’ﬁ’?é Tca® §03:h£q isgé.:%?gpgmant d‘n%gﬁ?&:al %R, and
No. 5, 325,088 entti tdfedn=8yiechrirmrgerSe iwididh,e whiegn atulitigplSed ewigethed,l | ard
et al., all,,of ' a5 9 Mo ol:a, .G+ ~an he _t IL.ngs
of whi ch arﬂé [ r%%ﬁ%h%]e%]%eﬁ el nq'br}gégrgtee%e'r etrl#céreA tlzr%erbeat%f)é.cjl ﬁg’f ceti'rl'l%‘l %‘Cﬁ% 9,
a di agr am showsfa lsaae ©1irs ayiMReLEsst em 900 i n accordance with the

present invention. rpformation Security Functions - The processes of
encryption and digital signatures which provide
information security services. Also known as security

15 primitives.

Information Security Services - The purpose of
utilizing information security functions. Services
include privacy or confidentiality, authentication, data
integrity and non-repudiation.

20 Rey - A value in the form of a data string used by
information security functions to perform cryptographic
computations.

Key Agreement - A key establishment technique in
which a shared secret is derived by two or more parties

25 as a function or information contributed by, or
associated with, each of these such that no party can
predetermine the resulting value.

Key Establishment - Any process whereby a shared
secret key becomes available to two or more parties, for

30 subseguent cryptographic use.

Key Management - The set of processes and mechanisms
which support key establishment and the maintenance of
ongoing keying relationships between parties.

Key Pair - The public key and private k§y of a user

35 or entity in a public-key cryptosystem. Keys in a key
pair are mathematically related by a hard one-way
function.
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20 The paging termnal 102 or wireless selective call signalling

system cont Rph besszis ecei ves information conprising a sel ecti yerfmbsndgpHsage
request including a destination identifier and a secure financi al

transacti on nessage. The infornmation | s typically coupled to the 25 paging
termnal 102 via a Publ hed T 0 rk. (PSTN) .912 ich
serves to transporfp%ed’ﬁg?ﬁs(ﬁéfa'fl or{* eg%%s%rx%f% Bb&ﬁ“&s\&g’eﬁgnk,
credit card i mmrpaxrtyt herddtes ciheotPSHwiIsE abains eoseceett vallhe padi ng
termnal 102 ﬁ%l gﬁﬂy &gl nes 910 or
possi bly a hi g spee 1 gl rféféx;éﬁﬁt@ﬁi r)Cgﬂleeg(ezar%: I'n %trltﬁg’lrl % g-r%?r'a i‘on

bandwi dt h required M@Smmitmﬁiqmnclme tqoé;}ﬁ\fm{!‘ia@RQHb@tfw@m t he

regulator 314 Qng-& r&ﬂfﬁiféﬁfﬁaﬁl&ﬂeag@n&m}n RS PG gaha&% Once
coupl ed to the paging term nal 102, the information is rmatted as one

or nore sel ecﬁ%%#"@f‘é’s%‘hges and transferred 922 to at |east one radio
frequency transm ttlﬁs.&i&efmtmﬁioﬂ Cade - (aﬂtC) - lredsishoFRainkicianci al

nmessagi ng unlt 90 Ioca din an of a af. co |cat|on ones
502 The’t i narth o Rt ee g0 ey, A G e ARt o2 BB Lcoup! es

unencr ypt ed oraxmimrytpnt@l:mri cnm&tdama snmiegis.ﬁme SeuMACS isf iadamaci al
transacti conv. 8P§‘| it%r]@[t ffect
financi al Q‘{ar anséal‘léc?%l on. tag%nagﬁ%/e 2 saeuc%%%%%ae;%&la% td%'én?glc ~on

nessage may b@mwﬁmwmwu Heeddthams dransasdgdiong -unit 906 when
the financial messagdNO-ahidifOoh NC e S AR SRR Id1t 't@x% derdal GFSh | oad

and reload and/or credit "services, such as found in a Smart, Card 920.
previous commitments or actions. Non- repudiation is

achieved using digital signatures.

15 Private Rey - In a public-key system, it is that key
in a key pair which is held by the individual entity and
never revealed. It is preferable to embed the private
key in a hardware platform as a measure to keep it hidden
from unauthorized parties.

20 Public Key - In a public key system, it is that key
in a key pair which is made public.

Public-Key Cryptography- A cryptographic system that
uses different keys for encryption (e) and decryption
(d), where (e) and (d) are mathematically linked. It is

25 computationally infeasible to determine {d) from (e).
Therefore, this system allows the distribution of the
public key while keeping the private key secret. Public-
key cryptography is the most important advancement in the
field of cryptography in the last 2000 years. '

30 RSA - A widely used public-key cryptosystem, named
after its inventors R. Rivest, A. Shamir, and L. Adleman.
The security of RSA is based on the intractability of the
integer factorization problem.

Symmetric-Key Encryption - A cryptosystem in which L

35 for each associated encryption/decryption key pair, -
(e,d), it is computationally easy to determine 4 knowing
only e, and to determine e from d. In most practical




Two-way capability is provided for the financial messaging unit 906 using
either a wi red®B32a3 wi rel ess return path. By way of exanpl e, PCliaSo&2580%
financial 15 transaction nessage is received by the financial nessaging
unit 906 which décodes and decrypts a content of the secure financial

transacti on nessags etk Yeﬂw StHeds \e¥dle Aleketght sSaidetrdlc debi t
anount. This nessage content_js,t st qQr by the f.i nan saglng
unit 906 pendiHG | t S unds
i 1P SRR (AR S B oo R D) SR RIRSAGTNE et Ens CHO T und
orlauthorLzahrp?séﬁsxgnfﬁicénmtk&yrmapdgﬁmﬁnt b&o&hﬂm&lnammma&pmnaﬂgact}on
value is hig r Y. n 0 rom
the financial FESea E)f%yg ]g%#ta%\%(#%y eforl} ﬁg:%wé:éx%e tlé%e\#og(%g% unds
are acti vatsed,lmra tﬂsﬂr@nat@rake Fvardirge tq‘fartémcthe@@ﬁksaldfmmb.HOV\ever
i f the financial he re an
acknow edgnent from %5?1 | nanC| a#%ss gl ngzI unlAt %%? ore the recg#%/ed
t oken 30 basedf$xnerchireanky i helds enprynfian decapmbionokeyemalns ariddet i on

is allowed. |n,£a58, fs@réz@&tﬂalélegtraw%ﬁs& ﬁéaﬁﬂawwwed*%sagl ng
unit 906 may onI% be required, to reconcil e its vg}ﬁ.l credit capacity one
aa t'§S/'st i9

a day, or weekSi ations HeRuLEtRg L 6RS SRFWG Pudongsid k&Y Hisc. 9

allows wrel e%sé&tmrsﬁtu@tim@ate@mﬁngswaa;éﬁ Wr&]tyt I ansAGHt
nmessages u5|ng a revers ann - 24- celved di stributed
2548, +208 Gi

recei ver sitesS9UECETH ?Cypﬁ% P rrr?rsémgbe &G 72 THE EitFound

br oadcast si tes:L@ﬁmfmme kée mammenterpqniwﬂeemand ant enna
Verification - The process of confirming that a

digital signature, and therefore an entity or a message,
15 is authentic.

The following examples illustrate systems that may
be used to implement a secure messaging system in
accordance with the present invention.

Using ECC Algorithms, a secure signature with hash

20 is generated based on the following information:

P is a generating point on the curve and has order n.
H is a secure hash algorithm such as SHA-1.
M is a bit string to be signed by an entity A

25 A has a private key a and a public key Y,= aP.
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characteristics of the financial nessaging unit 906 are 5 significantly

I nferior to Weoadessatiza dedi cated radi o frequency base stati on BCTIUS#SS86Er ea
transmtter site 904. Thus, the size and weight of a financial nessaging
unit 906 is kept to a mininmum vyielding a nore ergononic portable device
Wi th thE_va'ueT@dgéﬂeéaesttae 8i ghetue, rﬁﬂﬂii{ﬂ& dodhyEhe af o TDSWESG | ON tO
effect financial transactions such as bank wi thdrawal s, deposits, credit
card paynents, or pur e Al t.ergla(tqulé/,lst RS 3e¢eL@ryESSagi ng systemis
adapted to accommflat %eau(fgv‘:fat@%"‘@aédd?t?;l%t A PBgsagi ng unit 906 devices

that m ght includé€ 15 |rrpl enmenting the return or

ori gi natiorP of se nsa,c(l’ﬁ b messages using a reverse or

i nbound channel th‘bt |Cs°né’c%%§%d:%1tarh%eﬁterof sale 916 or at a bank 914.
In these cases, the-| &ePWRWT ¥ i*han@ #ochdssagi ng unit 906 coul d i ncl ude
an 20 infrared or $asdlompiticad Pkt ,an awdaower proxi mate magnetic

i nductive or el ect7ic Mapadignamyeoris (ar, sjassi bly an ultrasonic or audio
band acoustec transducer port, all of which could couple signals between
the | ower power fin g 6 | C s a 25
point of sale term ﬁéﬁcgauto ﬁ? %Q £t88 %p (?&Hﬁgfl E Qh%everal
crypt ogr aphi c mesbade Mrétsgouisl bef preusemmlthdtmlwe%‘én$lghvé®itMon The
fol | owing defight] ﬁnaceﬁESU§ﬁfgkebg wQ?eAﬁaané)ng iﬂetﬁféﬂbfséeaure,

associated 30 wth cryptography as a to wred or wrele
communi cat i ons theetimei Eat baShOéFltil HPEQI?QEea?er@FPﬁ?’Pa’PmBB%Hn%ﬁtEaﬁ?’?e*é?l ng

to the bindsngpaf négmﬂahbiekiﬁ tempArki BehViviltal othept bperabibhy.

Certif t Certif t th b
Ot Sk EtpataSs e FibeRlabhA ot la Hhobisan b

may be performed to speed up the computation of kP in
step (3).
Any entity B can verify A’s signature (r,s) on M by

\/
-

20 performing the following steps:

1. Obtain A’s public key Y, = aP.

2. Compute u = sSP
3. Compute V= rYa
25 4, Compute u+v = (x',y’)
5. Convert x’ to an integer.
6. Compute e’ = ri- x’ mod n.
7. Compute e = H(M) and verify that e’ = e.
3
30 The following ex%mple illustrates encryption using
an elliptic curve encryption scheme. Assume that Entity
A has a private key a and public key Ya = aP where P is a
generating point. Enqity B encrypts bit string M to
entity A using the following procedure:
35
1. B obtains A’‘s public key Y,
2. B generates random integer k.
3. B computes R = kP.
4. B computes S = k¥, = (x,¥)
40 5. B computes c; = my » £;(x).
6. B sends (R,c, . Cn) to A.

Where £,(x) = SHA-1 (x]|0) and £;(x) = SHA-1(£f;_
1(x) ] x| ]i)
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identities of those to whomit issues certificates. A -25- certificate

I s created whwo 9/3843Si gns a user's public key plus other idenpctyisyerssos
i nformation, binding the user to their public key. Users present their
certificate to other users to denonstrate the validity of their public 5

keys. Confidentialli t.i(%teirﬁgtieéﬂit of i@gpe £y | o8 §8€88t cheom al |

but those who are authorized to See it. de ity is also referred to
as privacy. O yiRbleuiRgcapfipstipns é@’ﬁl@?ﬁh’&?’éﬁ al gorithm 10 defined by

a sequence of steps precisely specifying the actions required of two or
nore entities to adhikvethe spRARIVE. security objective. Data Integrity -
The assurande that 4 riortise i pnivase ntey bawh the ouhliy ewponént i fexd or
unknown neans. 15 entitypeRryption - The process of transform ng encrypted

information (cipherytixta bt osprihd & Bbe Hgnddata Encryption Standard) -
A symretric encryption cipher defined and endorsed by the U. S. governnment

as an official standard t Ls the nost wel nd dely used
cryptosystemin the §£ BrEPREVERI ?‘ﬁaﬁeneﬁ eﬁk}f’ff’\l\g ﬁkﬁ"\rl]\% aRey
agr eenent ptoot of@llqswsw ded the first practical solution to the key
distribution problemby allowi ng parties to securely establish a shared

secret key over an bperComrgeim =The(M)5 serurdegdrs leasedhan the discrete
|l og problem Digita Sicpdbe s Anfahdgshri ng which associations a nessage

(indigital form vgth,fﬂgesqdrgméri%@tlty This cryptographic primtive

is used to grow de

RSA signing as described above creates digital
signatures with apperidix. In contrast to the ECC signing
discussed previously, no pre-computation is possible when
using RSA. Note that the signing requires one

20 exponentation by the private exponent 4.

Entity B can verify A’s signature S on M using the

following procedure:

Obtain A’s public exponent e and modulus n.
Compute m* = s® mod n.

Compute m = H(M).

Verify that m¥* = n

25

=W

In RSA verification, one exponentation by the public

30 exponent e is required. e is preferably selected to be
64 random bits. Similarly, for RSA encryption, one
exponentation is required with a public exponent and the
public exponent should be at least 64 bits long for
minimum security.

35 In view of the preceding discussion, the remainder
of the secure messaging system is described with
reference to FIGs. 10-16.

Referring to FIG. 10, the illustration shows a high
level block diagram of a financial messaging unit 906 in

40 accordance with the preferred embodiment of the present
invention.
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authentication, data integrity and non-repudi ation. 30 Di screte Log

Probl em - Thggy@@yiisement to find the exponent x in the for%{})é?ﬂ,égsﬁg]rd

nod p. The discrete log problemis believed to be difficult an
direction of a one-way function. Elliptic Curve Cryptosystem (ECC) - A

public-key 35 cryptosystem hased an the discrete,l ogarithm probl.em over

el liptic curves. Eé“%r%%%,&gaf?h ‘?‘iﬁ"‘éeﬂct ?g&mgﬁﬁf‘%&ﬁ?&- B§SSagifG of any
public-key syshgit 206 ois ng ¢dreverstl axiaInpey isigaldesri cpulainidc Skayt Camdared to
ot her systens. c ' v p s; Of ansf or mi plaj XL into
ci pher text fo?@o%?%%ﬁ%?ﬁ?%%soégﬁ?vlﬁf% 0. Eﬁ%'t‘? h}%tckgﬁittlicgg'tion -
The corrobor at $bat oéind hetandaxrd t jmaxft Larthidonpecsoy. arg pacosporiiteshci al

messaging Wity cOMPHE ehad ST 88Y i coBHodAty & thht BAGHAYNGara ¥R AC!
of splitting an integer into_a set of smaller integers which, en
mul tiplied togedhepPe tosebiedtHatertkp mausingedar a ReAnes ha&d on the
factoring 0]1: |é1§€8btpi§5HBs nﬁﬂ%@ﬁﬁ%eénf@ﬂ&#{d@%é&h@éﬂh%J%gﬂ fa&fa th-EP?
processes of encr i on_an i gi si gnat.ures ic rovi de .i nformation
security ser viEﬁgggA?gﬁcgﬁ Cas i%‘iﬁ&f%’i‘? i S PSS TERRdFat i on
Security Servifegquirddetpuimplemait i i Smantth Cand G20aaren moeed oy
functions.  Seryi | u riyac onf.j.dent al it aut henti catiaon,
data int eg1r°| tylﬁﬁgéﬁ%ﬁgéeﬁ'ﬁgaﬁ{%% a%& &\}l%lgef ot eyvaagé 5 %nutnﬁ 18 m of a
data string usad dytinéowhneless sSwart tGardimot iwinellessp&Tor m cr ypt ogr aphi ¢
Operationally, the incoming signal is captured by

the antenna 802 coupled to the receiver 804 which detects
and demodulates the signal, recovering any information as

15 previously discussed with reference to FIG. 8. '
Alternatively, the financial messaging unit 906 contains
a low power reverse channel transmitter 1034, power
switch 1032, and transmit antenna 1030 for either
responding to an outbound channel query or generating an

20 inbound channel request. Instead of the portable
transmitter 1034 (e.g., a low power radio frequency
device) and its associated components, the alternative
transmission block 1036 may contain either uni- or bi-
directional communication transducers. Examples of such

" 25 ° transducers are optical devices like lasers or light
emitting diodes (LED), extremely low power magnetic field
inductive or electric field capacitive structures (e.g.,
coils, transmission lines), or possibly acoustic
transducers in the audio or ultrasonic range.

30 An input/output (I/0) switch 1002 serves to direct
the incoming or outgoing radio frequency (RF) energy
between the RF receiver 804, RF transmitter 1030 and a
selective call decoder 1004. The selective call decoder
1004 comprises a processing unit 1006, and its associated

3 random access memory {(RAM) 1008, read-only memory (ROM)
1010, and universal input/output (I/0) module 1012. The
primary function of the selective call decoder 1004 is to
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conput ati ons. Key Agreenent - A key establishnent technique in which a
shared secreWaQ¥/33843i ved by two or nore parties 25 as a funct POTVUS$8/25805

i nformati on contributed by, or associated with, each of these such that no
party can predetermine the resulting value. Key Establishnment - Any process

30" subaequent |y Bea e LB B8 o and
uent ¢r i c use., Ke nagenent -

necﬁ;nfgﬁs whi &t Q%ﬁa% &h ¥§%ﬁ%¥ﬁ @%ﬁ&nFﬁélnﬁﬁﬁﬁéﬁ&ﬁgeu@ﬁtoﬁ@6|ng
keying relati owmmahﬂmmn dar ta ?-walﬁﬁ)ﬂ.n@ﬁleﬁnentﬁlt&oaul&ha% K%l@&@lfp“ vate
key of a user or [ u c-ke s.in_a key pair
arg mat hemat i cg:?l orp(%zl SCe e t#"vga%ar(f e&n&%ﬁﬁ % 10%@ %
Transport -5A E@Qa@ﬁmﬂﬁ iceine e codemil)dd whgralsnefpactyonraatan orh

th bt e t t ot her

ot herwi se obt algls A3 HFLlge \‘x%lﬁlé‘%ea%%ds%li_ Q)f%e %ﬁlroborak %ggiagteﬁ tt

party or parties. Nbssag Aut hent'1 cat'i on e

source of infothe FeFulates 19idan aa§3@§ta0@rp§hﬁﬁlOauﬂheﬂtswatemninb&ssage
Authentlcatlonsgg@g)(NAC) - A hash function which involves a secret key,
and provides data o a thentlcatlon and data integrity. The MAC is
also 10 referred toAﬁ% et it £drResirdalessag488, uRAsr 8PF a message

may contalnoatcbﬁ@&ts@&eat@%@ﬁﬁﬂId@&%le@nn&eBmﬂk%tCﬁﬂd‘fﬁﬁétﬁbﬁV%BBhﬁQ of
the denial of RY ﬁﬁ'%%%rpgggk%geggsaPEec%%bp%%nanc1a&e€%ahgghggo£$
processor. This module comprises control logic 1016, a
message entry device 1018, a security code processor
1020, a secure ROM 1022, a secure programmable read only
15 memory (PROM) 1024, and a Smart Card input/output (I/0)
module 1026.

Certain financial groups have proposed standards for
effecting end-to-end transaction security in the land-
line wired environment. The standards proposed for

20 securing electronic financial transactions are based on a
peer-to—peer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a
value amount and an authentication code. The secure

25 transaction is communicated to a requesting party via.a
device such as an Automatic Teller Machine (ATM). 1In
order to establish and complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,
enters an identificatlion code, and requests a value to be

30 placed in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance, credit

= - availability, etc.) and either completes or denies the
transaction.

35 Accordingly, in view of the above requirements, the
control logic 1016 operates to govern operation of the
components associated with the Smart Card function module
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achi eved using digital signatures. 15 Private Key - In a public-key

system it igddiA d21|5€y in a key pair which is held by the i ngicrigReskssestity
and never reveale is preferable to enbed the private key in a hardware
platformas a neasure to keep it hldden from unaut hori zed parties. 20

Public Key - In_a public t th k Lrs whi [

made publ i c. PEIBF'f"ctRefrm@iﬁé‘FBéfgg‘ ma.An %Bt %%?ap |%:£|ds§/gs ern '[ rlijs%agh ®
di f f erent keysséeurenfﬁnahcdal(&raasdcueonypessaged) Theefenteyl alep¥e) are
mat hemat i cal | y&bgggggfghl L s s&agp%ﬁue pal gxsw%seéahbftﬁocﬁ@tfééuf@ (d)

from(e). Ther e di stribution of, the public_key
whi | e keepi ng Ehaapcnwét@rﬁayaséép@tmeﬁﬁbgﬁcarﬁeyeEFyﬁ¥oﬁ?%ﬁﬁye?GFX?ﬁﬁﬂn

| Tpor tant _agvaggemenic,bh Wgdghalator! 990/heanaphiyi aréhectas11 2000 years.

30 mndely used_publi c-ke ste nme ter its
i nvent or s R RAgszvpted Spafhe SERE Cy éﬁﬁ ?ﬂegégﬁg?lfef%f°¥§39|s
g;sedton tEe 'E&@@E&ﬂﬁédisqgﬁt1da%d EuegerTha@éﬁbreatsensbtnhéen1

nmetric- Key Enc iqn - rypt gsyst.em.i n_whic f S ted
encryptlon/decﬂfﬁhﬂa? 45 %% rﬁW?te € 8%¥§F§?noﬁé fygggg f€£aa ©
determ ne d knwms)nlc)teﬂltarut tlmrﬂ:etae:auuun& aufnbemsd. ornthesllbeac@r%al

- 28- t;sgg,rkay pv n%’h}'emét %xsecpf@f 1%z<1h %&R@Eghgwﬁérg&c gyt em

are eff|C| encryption o ey pOSE S] | cant
management pr 0 IROMTE. 0220 ey sdieiey PrOgeAsing ToeFings BHBEi @9R§¥P§y§{1@ms are
of ten conbi ned H, 04 SYHAERA Itk bR HR tRkehhenbesphitscataeach.

function module 1014 and a regulator 914, merchant 916,
or another Smart Card 920.

15 The message entry device 1018 allows a user to
initiate a cash load request, cash transaction, credit
transaction, or the like. Typically, a user might enter
a request using a keyboard, a voice activated recognition
device, a touch-sensitive device (e.g., screen or pad),

20 or other convenient data entry device. In the present
invention, a user may request transaction based
information be communicated with the financial messaging
unit 906, stored in the financial messaging unit 906 for
later transfer to the Smart Card 920, or passed directly

25 ' to the Smart Card 920. In this way, the financial
messaging unit 906 acts like a portable Automatic Teller
Machine (ATM), allowing a user to effect financial
transactions without actually visiting a physical ATM.

In the case where the financial messaging unit 906

30 acts like a portable ATM with origination capability, the
Smart Card function module 1014 operates as a second
secure message generator coupled to the financial
messaging unit to create a financial transaction request.
Once created, a portable transmitter 1034 coupled to the

385 secure message génerator operates to broadcast the".“
financial transaction request to a selective call message
processor 1104. A receiver 1204 coupled to the selective
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Asymmetric-Key Encryption - A cryptosystemin which for each party holds
encryption/ dees ypsnzen key pairs with varying strength, e.g., BCBoSss/BBOKEy
may be used in situations requiring |less security, while a Ionger key is 10
used in situations reqwrlng greater security. As with symetric-key
encryption SysSt S I ¢an ement

probl ems. Veri fe'a cation ég%edrcr%%%stsos lb30?1’ %?%Qn E% %_—eE‘é%{ijHQ

si gnature, and aduRlef dihe affﬂ-mqlt%ﬂ- &ra@mmereggeﬁé} 5ot ﬁbﬁt seletgdve

fol | owing examles inhddddigrsoed R 1val, My RA14Sedy! OthBPkeRRALIR1
secure nessagi ng systemin accordance W|th t he ,present i nvention. Using ECC

Al gorithms, a RESFRE[GHALE LI (I ReFIseny §1§éﬁ€r|1§ elfrBpR8Bg 3R Ehe
fol | owi ng i Bf ORARLHEUE Fednsi B e iptyigidaloicdnneatiba €ur weland-hapeor der

n. His a secure hash, al orlthmsuchP HA-1. Mis a bit string to be -
signed by an eMa%q Wi netwox o1, ate key a and a public key Y[err]=
aP. -29- To genengith tregardinad whe impilicmendatden biieaf ebddw ng: 1.

O e Wik AR B850k IR, SOARI RS sE
mod n 6. Conputunit 946 a5 disrussed hamm,gm@mwvegtépa) prg(ﬁeslabdar R = kp
I's conput edigi ndgpendend | ys g (ke Motorola ReFlex™ 2-way wireless paging
system infrastructure and protocol which is described in
detail in the following documents: U.S. patent
application number 08/131,243, filed October 4, 1993 by
Simpson et al. and titled “Method And Apparatus for
15 Identifying a Transmitter in a Radio Communication
System”; U.S. patent application number 08/398,274, filed
March 3, 1995 by Ayerst et al. and titled “Method And
Apparatus for OptimiZing Receiver Synchronization in a
Radio Communication System”; U.S. patent number 5,521,926
20 issued May 28, 1996 to Ayerst et al. and titled “Method
And Apparatus for Improved Message Reception at a Fixed
System Receiver”; U.S. patent application number
08/498,212, filed July 5, 1995 by Ayerst et al. and
titled “Forward Channel Protocol to Enable Reverse
25 Channel Aloha Transmissions”; and U.S. patent application
number 08/502,399, filed July 14, 1995 by Wang et al. and
titled “A System and Method for Allocating Frequency
Channels in a Two-way Messaging Network”, all of which
are assigned to the assignee of the present invention,
30 and all of which are incorporated by reference herein,
It should be appreciated that the use of the instant
invention in other 2-way communication systems such as
‘cellular and radio packet data systems is contemplated.
Certain financial groups have proposed standards for
35 effecting end-t;:;nd transaction security in the land-
line wired environment. The standards proposed for
-securing electronic financial transactions are based on a
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message Mit could be pre-conmputed prior to signing Mwhich occurs in steps
(5) and (6).woaovs3h213 procedure, the tine to hash and gener at ep@r/895%43805
nunber is taken to 15 be negligible in conmparison with other operations
performed. Finally, pre-conmputation of certain functions nmay be perforned

to speed up tB%eea%uE@@:o@lQ;sédDﬂdapStsﬁgt@ab inAphient the Bega@ingerify A's
signature (r,s) on M by 20 perform n%t e followng,steps:,. 1. .Ootain A's
public key Y[ &@ttY= {gp9-2. tQI= oZpissueESYEh ¢S pvRask, or 4
Conput e u+v =y(DEa™)' heherGiaeerd secure aransaegdon GhaCorpmperices—a r - x'
nmod n. 7. Conpute e = H and ver] f hat._e'. = e. 30 ol | owi ng
exanpl e illugg' Uss 28 taln(%hd i d—')hae%’t%cla'%ﬁtolnc%ggr%\ie grl?grﬁ-p%tgﬁ%jne schene.
Assume that Entransattizs dsprdomunilcared dod apuisduesitdpgypartyPwilderee P i s
a generating pgint ' WS A [ Q @NtiaA usigng the
fol |l ow ng proc.;lgeé urcéa: é%}&)é%agg?{m ns A%lsct pu lllléggggthE%Pr(] 2.) B g%emnerat es
random i nt egeronder3 tB asdighiliiah R: qgmplete ac dFpRsesStaoR.k¥h& r] = (x,y)
40 5. B C‘%'Hégfé”s%ici{gerﬁdrti( Nrdded & rSmafdtealrd 9206 1B oS @ihds A, Cl err]
... cl[err]) to A Wiere f er,rg,(xg = SHA-1 (x|]0) and f errJ &)2 = %HA—l
(flerr]- [erﬂqgaqngqq)ld -ification code, and requests a val to be

1

0 placed in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance credit
availability, etc.) and either completes or denies the
transaction.

15 In a broader application, the financial messaging
unit 906 may be adapted to communicate, sensitive
messages or data, as well as electronic funds transfer
information can be securely transferred to the intended
recipient device via a paging channel or the like.

20 "~ Referring to FIG. 11, the block diagram illustrates

' message composition and encryption equipment that could
be used on the premises of a financial institution to
send secure electronic !funds transfer authorizations to
financial messaging units via a paging channel or the

25 like. _ : _

Specifically, both direct branch ana custoemer calls
are received by a first financial transaction processor
1100 comprising a tran?action processing computer 1102, a
message processing and:encryption computer 1104 or

30 selective call message processor that operates as a first
secure message generator, a first secure message decoder,
and a selective call message distributor, all being
functions of the selective call message processor 1104, a
subscriber database 1106, and a security code database

3 1108. The transaction processing computer 1102 receives
financial transaction requests and communicates with the
-message and encryption processor 1104 to generate and
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Alternatively, if RSA cryptography is used, the follow ng definitions are
pertinent: rWO$IBMa3nodul us. 5 d is the private key and RCEHUSISRSE0S

exponent for entity A. Mis a bit string to be signed. An RSA signature is
generated by Entity A as 10 follows: 1. Conmpute m= H(M, an integer |ess

thag n. 2b go bH&.‘?p set&h%r ]flﬁtaellcmai t}taﬁsabgmahumessagé b&ﬁleBSAnSI gni ?gt
as described abqve creates Ltal signatures wi en n _cqptrast to
t he ECC S|gnlhB%HFgéﬁégédcﬁpégﬁﬁﬁél g ehPECED ¥t8$$8ngﬁga88§§lgq@aWhen
usi ng RSA. NOber&bapohﬂﬁnglgﬂmhgtheqmeqassuae aﬁdexhenEHaasacnlbp t he
private expon t ri_f n th

fol |l ow ng proggﬁﬁre @% %%F p¥8 eg% ngé?%%%%ﬁ%EgS 88 c”f'ﬁggﬁ e

2. Conput® nM104spdso)] dmermln@s aomnmtioﬂ(wﬂennlf!@rl fyomhat r’r{err] =
mIn RSA veri§galialig n%o@ﬁ%%at 34 WYy bREr R BaBnaBEPaRR, © | S

required. e isS prefera random b . Simlarly, for

RSA encryptlothGheaé%ﬁﬁﬁbﬁ¥¥ﬁ|3943F§1W@q6ﬁﬂédmﬁﬁﬁﬁg§ §&§Fﬁéb@%§6héﬁt and
the public expapgihizaee ¢Hee qlstlidath obd ibiche ilFeae GaA Aiai num security.

35 In view of the precedin i.scussi t he renmi nder of the secure
nmessagi ng sysF@ﬁFﬁ?PG@Qégﬁb§§9Mﬁ%4£¥9§99%%i P@§1°T0mf§5age

10 selective call transmission service 904. The destination

identifier may correspond with a conventional paging
address, a cellular telephone address, or any other
address that uniquely identifies a destination associated
with the secure financial transaction message.

15 The message composition and encryption equipment
illustrated in FIG. 11 would typically be used on the
premises of a financial institution to send secure
electronic funds transfer authorizations to financial
messaging units 906 (e.g., “wireless ATM” devices) via a

20 conventional paging channel or the like. 1In the
following examples, the transaction information is
composed using standard financial computers and data
structures, and the message is encrypted using the public
and private keys assigned to target device and

25 transaction, respectively. The keys assigned to each
device, along with their paging addresses, are stored in
the user database associated with the processing
computer. After each message is encrypted, it is sent
like a normal'paging message to the paging system via the

30 public telephone system.

The first financial transaction processor 1100 will
be more fully discussed with reference to FIG. 12 which
integrates the first financial transaction processor 1100
with a wireless selective call signaling system

35 controller.

" Referring to FIG. 12, the illustration shows a
functional diagram of a wireless selective call signaling
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Referring to FIG 10, the illustration shows a high | evel block diagram of
a financial gRpeAdRR0 Unit 906 in 40 accordance with the prefRingssnssos
enbodi mrent of the present invention. -31- One possi bl e enbodi ment of a
financial nessaging unit 906 is a conventional paging device and Smart Card
920 conbi natiaon. .as I 3 1 . sHer hagj | oL d apdard
Smart Card conrnec eé‘? rkgo%#dr}cl()érlg&}%a%e& 1i%ﬁﬁe§ttgﬁ§ Sggis%e%eei,‘ggysaﬁgugi ng so
that a Smart Geyl SIS MeRSaging SoFtem 62PAblRoAS AYIPALLIRENRBE ¢ hat
establishes elgegtlicall euUiadietimgen the card and the pager el ectronics.
Alternatively, the electronics.required to i Iemng.a Smar{: Card 920 are
Peiapadingers

moved or 10 i nt egr AER&I WKL e%R G Ve G ffctions as a
true YM rel gss cﬁsﬂdﬁ%@éﬂ 1Z00M dRiRsis AT MheOfdrati ddabhhyialheransantign
signal is capture t tenna 802 .cqupl ei,yar 804 which
detects and dm%g%hf%@sarﬁm ,mr?té"c(?‘V%F%%S;ngr%tgggn?’grgnéﬁlam as 15

previ ously di sgsisseihted antedrererfid t @nd Gn 2-walvt BFnsyisteng, aleleps&nci al
messagi ng unit_906 t.al M EMET, a ; NgAY r 1034,
power sw tch 19% r%fg%i‘?érpaﬁ%%o% %{ennac f%%sfiglgcg ?%grbl&ggpgn ?1%3 to an
out bound chanretocessyr candedferkeasty ae IRIeIVEURARLERRANEP8request . | nst ead

of the porjablg LEAPIHI ! eheddB (SF Bt Ted<PVRRMeckades fROQUERELetRVI CE)
and its associ ated conponents, the alternative transm ssion bl ock 1036 nmay
contain eit hermayij be giigrrilnted (9¢m 2 ﬁ?&ﬁﬁ@n?&&@e ®  Exanpl es

of such 25 trapsdeees stie €1OPt pewdr dendrias ddilemd aneadcast byhi2-way
financial messaging units 906. The number of receiver

1202 systems in any given geographical area is selected

15 to insure adequate coverage for all inbound
transmissions. As one of ordinary skill in the art will
appreciate, this number may vary greatly depending on
terrain, buildings, foliage, and other environmental
factors.

20 The wireless selective call signaling system
controller 1200 represents a closely coupled
implementation of the overall secure messaging system.

In practice, a regulator (e.g., bank, credit card issuer,
etc.) may not want the responsibility of maintaining the

25 RF infrastructure, i.e., the transmitter 104 and
associated antenna 904, and the at least one receiver
1202 system. Consequently, a conventional wireless
messaging service provider or the like would provide and
maintain the RF infrastructure, and the regulator would

30 utilize that RF infrastructure in a conventional manner
to communicate secure financial transaction messages
between the regulatbr and the financial messaging units
906

As a first alternative to the preceding operation,

35 the selective call signaling system controller 1200 may
operate to encrypt, encode, and transmit secure financial
transaction messages received from a regulator, where the
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SHEDe ser e

emtting diodes (LED), extrenmely | ow power magnetic field inductive or
el ectric fiel dweoogeassisi ve structures (e.g., coils, transm ssi onpttri8saasssy’
possi bly acoustic transducers in the audio or ultrasonic range. 30 An
i nput/output (1/0 switch 1002 serves to direct the incom ng or outgoing
radi o frequency g¢ kgt ; ' 8Q400RRakr '

1030 and a selegéggé ?gﬁ%ggé%%dgﬁ%%gé%§l$ﬁéb§§F§§$F6eQ§gIFsgecggggk%%%§
conprises a prodBSsERGrYRtedIdde, saryre £1as06irdt E42053F5ARBNTEESETS
nemory (RAM) 10@84 k@adsenle:tiREih10ReYbntqeg %P@t’é_ﬂﬂ ¥ehgablieputlont put
(1/O0 nodul e 1012. The primary function of the selective call ,decoder 1004
s L0 -32- dENECheEn@GIIRES {0 SRENTSn [ADAPSIA d SFANSAGRAPR ng

i nt ended folrsreﬁ\eis&hgby EI@& fal rs@wnal d. m&sh agimmsluaht:r%a@esAﬁher &létrie\lebsf, in
a 2-way inplenentatiqn_t i ncl udes optiQnal..tever nnel ..
transmitter bl oSRCYGIEY f ea§-?@s§§Pﬁ&§%%5%F“&Ec§&§?“%&§§ §§§n§F§5lpﬁnction

as an encoder t megsageaty @mtageiladringediestsingr amessands vorelatedgul at or
914, a user, or -lin _ ’ Lt : :
financi al nessa&gkg%%ﬁﬁpmbo6%%%¥%%ﬁ%%#2§§ §5§§?épgé%§%%d9%%5%§1§%2§915ard
function nmodul e 9961 deciegiess @nde slepr v tse dhed doulpdivc ieRicrypiedamessage,

processor. Thi s aRda18 nePBHd SRUGAHiNarQWIC tHahGack 1 BBS 7RAG 8R! 1 dRY ce
1018, a security code processor 1020, a secure ROM 1022, a secure

progr ammabl e r e £RENRFets Shaksy 3OSRGWS FRARtRAFIRISHRE SR FO 195G / out put
(1/0 nodul e 102@cuzdrhaireduitaicifr @ @ipmntded Rrepeacd ishandards for

Similarly, the selective call signaling system controller

1200 receives messages originating from the financial
15 messaging unit 906 and passes the secure financial
transaction message in its encrypted state to a regulator
for decryption and processing.
As a second alternative to the preceding operation,
the selective call signaling system controller 1200 may
20 operate to encode and transmit secure financial
transaction messages communicated between the regulator
and the financial messaging unit 906. In this case, the
first financial transaction processor 1100 at the
regulator has generated and encrypted the secure
25 financial transaction message, and the selective call
signaling system controller 1200 operates to associate a
selective call address with the secure financial
transaction message based on a received destination
identifier, then transmit a resulting selective call _
30 message for receipt by the financial messaging unit 906.
. Subsequently, the financial messaging unit 906 decodes
the selective call message, revealing the secure
financial transaction message in its encrypted state, and
thus maintaining the end-to-end security required for a
85 financial transaction. As with the prior operation, the
selective call signaling system controller 1200 further
. operates to receive messages originating from the -
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effecting end-to-end transaction security in the land- line wred

envi ronment. Wigoskagdards proposed for 20 securing el ectronig, wﬁ%%%%ég
transactions are based on a peer-to-peer closed |oop systemin I C

sending party (e.g., a regulator or issuer such as a bank, or VISA[err])

generates a secure_tr.ansaction.tha ri.ses .,a_val pount _and an

authentication%&g C1 engggﬁp@ngggpﬁgngggtagﬁ Pgségg é%?c%? To a

requesti ng parﬁﬁnmm&i@hﬂhnansannﬂmnameasaéatonants gncryptédichtake (¥GM. In

order to estab ' S | guesting party inserts
trﬁ%% %e%]%lpttl%ﬂ EE] ro%@@;ﬁ&

a Smart Card 936 rs an |d ntificatfon code, and requests
a value to be 30 pI Mnmng]etcsm .&3nd theoilinstrabhencshews pkleessi ng

system aut hgnt kealighd NGy ofCy %e%%gglh@e sgrequﬁsuna Barhyt Sthapapgi al

status (e.g., accaount balance, credit avail
conpl etes or d&iMEdath&Eq (R Angasi zaggon Stanﬂé é?d?ﬂb?é“a\:ho’\’}?%w(%n he

above requi r engtlazk idiagret ad d@ welQlGknomer aheghéoeboyerondpser at i on of
t he conponents, a%ﬁﬁﬁﬁ$ted with the Smart Card function nodul e -33- 1014
to inpl ement ard Y2 n end-to-end security in a secure financial
transacti on nessage Willke mampeadl Hoghe pEESentsdnventhan, abljecoateotk

associ at ed i L1 as. 5960y &4 LNAMAIAL bt ARG 1O SHRIAR0E B E KERLRL Na B

encrypt ed g roma regu at or are ac crypte
by the Smart Cmr@&ﬁﬁdatlcﬂh&ﬂﬁj&mmlortrmsé§§®@n§t éaesbﬁaen Card 920.

Therefore, sengidrmifilddt¥dBld A iR ARR 1Rer21808NGhEPE 2BpkEYrisesh
| oad val ues, credit or bank account nunbers, "or the | ke, are
selective call messages are formed for 1nc1u51on in a
transport protocol such as Motorola’'s™ FLEX™ or POCSAG.

15 The channel signalling layer 1306 or transport layer
represents the péin; where the low level transport
protocols mentioned above are implemented. Finally, the
RF channel is the physical media on which the low level
transport protocol communicates the selective call

20 messages containing the financial transactions.

Referring to FIG. 14, the flow diagram shows typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

When activated 1400, the financial messaging unit

25 906 {(denoted as a pager for clarity of explanation)

. operates “normally,” that'is, it waits in a standby state
searching for its selective call address 1404. If the
financial messaging unit detects its address, and in
particular it detects a security address 1406, e.g., a

30 specific selective call address associated with a single
unique account, or one of several unique accounts, the
financial messaging unit 906 recovers the secure

' financial transaction message to effect a financial
transaction. Once the financial messaging unit 906

35 determines that a secure financial transaction message is
received, the Smart Card function module 1014 is
activated 1408 and the secure financial transaction
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10 stored inh the secure PROM 1024. Simlarly, the secure ROM 1022 may
store processvagyBizazi nes that decrypt and encrypt infornmati orcersbsrges!
bet ween the Smart Card function nodul e 1014 and a regul ator 914, nerchant
916, or another Smart Card 920. 15 The message entry device 1018

allows a user hReisBigld #Ma® el FedFead 10a0UESbecsashgt saNEeati SAcaChEPEL
transaction, or the |like. Typical Imy a user rgbght enter_a reguest using a

keyboard, a voicé® Z&H TS FRCOVEFYd i SeFBEENE LRARFIRVe device
(e.g., screen @rap@ctidh masseideefroonthel aatidat sekattyvdewal?2. In the
present invention, a user_ nay fr est act | S L nformati on be
communi cat ed wEER T ﬁaﬁdi'alﬁﬁ‘séagﬁ‘ng untt bggé‘?‘esgg'f'édél?n t he financi al
messagi ng usi t iFeratilon evond,amsf decodingec8maincludd ke, sbeppassed

directly 25 t tt}g ST E%%lq: s Is ' Gl agi ng
unit 906 acts |%I e po a%aé:e% uto#atfi}gl#ghﬁéﬁ%ggﬁ?‘Egi%ﬁ%%gg Egs'\nang a
user to effect deqewey dits cantentsorsepresiestingcanarlgctreniengaghphysi cal

AT'V{ Lln t/fﬁMca_s;?ﬁe&aﬁrﬁle,_ fd r@egalgl l\aatq%%e}tghnagwicz v%gﬁe$gorats_eﬁeki kg a
portabl e with origination capability, the Smar rd function,modul e
1014 oper at es a‘ré’lfé’??g&ﬂi‘ FEI A% £9a G S§ENEPa L oPABEURT e BT BBSERELPRNANC al

messag: ng ugit sixibtﬁr&'it&@ﬁ‘dg‘rfﬁtﬂﬁai nfe[]s&lawbh:o@eé@ﬂbﬁskey&lceAe&eﬂaQﬂg a
portable transmtter 1034 cqup to the 35_..secure ssage _gener at or
operates to br ?&dc‘%‘é&[ ‘icf%qq%a‘?i%e tsreé:ﬁlsrz?clfrlgﬁnféa&ggfa{lga&‘g%flect i ve cal
nmessage processwassh®,. the ergitmal J]:b@ciccd.lﬂpJ_Seandopu:beesebecn.DOG - 34-

cal | message Pl ééig&égﬁﬁéﬂfﬁ§éf%c&ﬂ%%@vaéiadpertinent to the

financial transaction being executed.

15 Referring to FIG. 15, the illustration shows a
typical sequence associated with requesting and
authorizing the electronic transfer of funds or debit of
funds by and from a wireless financial messaging unit.

A financial transfer sequence is initiated 1500 by a

20 customer calling his or her bank 1502, identifying
themselves 1504 via a PIN number or other account
information 1506, and requesting a transfer or other
financial transaction 1508 for communication to their
wireless financial messaging unit 906. _

25 After verifying the identity of the customer 1510
and the appropriate account information 1512, the bank or
regulator initiates a sequence of events to effect the
electronic transfer of the funds, granting of credit, or
the like. 1In a first case, a financial transaction is

30 approved when the financial transaction request is
authenticated as originating from an authorized party and
the financial transaction is permitted by a regulator
1514. Typically, regulators permit financial
transactions when a party has sufficient funds as in a

35 cash load or debit requést, or when a party has
sufficient credit available to complete a transaction.
Preferably, upon approval, the financial messaging unit
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couple the financial transaction request to the selective call nessage

processor 11GggobAsyhi s way, the financial nmessaging unit 906 gaqh, s{@?fz;s%m
financial transactions 5 wthout requiring a physical connection

| and-1ine hard wired network or PSTN. Vvth regard to the inplenmentation of
a radio freque enabl ed reverse channel anC|aI ness S
di scussed hereinig6 t3e° If‘?]%nﬁ’%n f)?’éf‘é?a‘ﬁ?‘klt T op a?%%“%?g?”n%“% [yegq\it?ﬁ‘ | a
ReFl ex[err] 2-viagy swsedmeskseginsngomybeeion ndf ashe uEinamciald tpradsootiewi ch
I s descri bed igagféail in the foll ow ng docunents: U.S. patent application

nunber 08/ 131, , filed Cctober 4, 1993 by Sinpson et al. and titled
"Met hod And Appar at uEnfarsegonddeasef yrng imstanEinaneial rtrareaitbion

Cormmuni cati gn YsbEdsol) &eni?é&eéé ?P@&i&ﬁ‘%?“tﬂé‘”@ﬁiaﬁ@i@ﬁ%?a?ﬁsaé&i&?
March 3, 1995 by Ayerst et al Itled "Met hod And Apparatus f

Opti m zi ng Recepased S?%cﬁh%nﬁ%’&?‘f‘%hﬂ nCERRERT Bl 2R Femiest i Whem\at ckgasty, s,

patent nunber 5@15810926h80f1n§ﬁu§d1I\@yaﬁ&acw&@ i@q&a@tﬁﬁs élotl . and titled
"Met hod And Appar oved Nbssagn%gfce t|on a Fﬂéid S stem

tus_for, |
Recei ver WERERELPPAcAE| OhiAIABD £V 288 by
Ayer st et aI aﬂ]detfiheﬂci&br’madsﬂaanml 1§’rn¢bcpémnt&®tﬁ>3e &enegmbaﬂ&r

08/ 502, 300, 1 1 EaEg0l y A R bbE" %ila%%g”éeéip%iﬁﬁﬁf%ﬂ%%‘f I
Met hod for Al | odhenny Fartvichas mahﬁﬁ cient afonds wiy msca@mlmvm k",

al I of which ar&eﬁ%'ﬂ@&éeé? tBE @hch08Barly LHEs PIRSEPE1d 1M1 L PEE1 S0 and
all of which are |ncor£orate reference herein. It _should be appreciated

that the use ofaYdlaRieake FﬁWE%?FBna RraRfRFtIonay EHnkMi ERIREACRY st ens
such as cellul aaeﬁﬂdsreﬁeowﬁah@iaﬂatﬁaﬁyaéeﬂ@n; ste@ntegubat eds Certain

financi al groupgegg¥ga egpggfg gngﬁéd%iggﬁcial messaging unit 906
returns to normal operation.

Referring to FIG. 16, the illustration shows a
typical sequence associated with the wireless transfer of
funds or debit of funds by and from a wireless financial

20 messaging unit in both a l-way and a 2-way secure
communication systemn.

Completion of the financial transaction 1522 begins
by the regulator or igsuer looking up the destination
identifier and security code (e.g., public or private

25 Xey) for a user account 1602 associated with at least one
financial mességing unit 906. The secure messaging
system then generates the secure financial transaction
message which is communicated to the wireless selective
call signaling system?controller where the selective call

30 message processor 1104 executes a control program that

. receives selective call message requests comprising a
destination identifier and the secure financial
transaction message and encapsulates the secure
financial transaction message in a selective call message

35 that includes a selective call address corresponding with
the destination identifier. This selective call message
is then distributed to a selective call transmission
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35 effecting end-to-end transaction security in the land- line wred

envi ronment . wiosessmadar ds proposed for securing el ectronic fipengkédzssos
transacti ons are based on a peer-to-peer closed | oop systemin which the

sending party (e.g., a regulator or issuer such as a bank, or VISA[err])

generates a Segg&%lweaa%@%s%&wtto%m IRRTidatalwe la@alt&tf:.@id afthe
aut hentication code. The secure 5 transact ion.is %Fggggl cated.to a

requesting par SPlECkiyeianlde ERFTHE SAOTAFSIVACEC pstSciffe (ATM . In
order to establde3facHiveOEEIEl Gnet Salgt 3L @ £ inheciequesisisag ipes tunimsert s

a Smart Card 9 t he AT, r n iidenti fication_code, and requests
a value to be %@dp%rq??l%fss% F9E e f1FE5889% i on processing
syst em aut hgnt lapeﬁ:.emaﬂig( Srtte flarachc32(], essagkiopge siniing 996 tmays sendhreci al
status (e.g., ynt b C '3,d| I ng

conpletes or d ﬁ‘rgs e a?ag 1:131&1‘?& le_;léxl R;Yy lgésc%a % n%{ | CZ{I on, the
fi nanci al rress@mgfqmlﬁurm umnsf@:adapttém tldl@mﬂlmecé?ta@k Md ithen
messages or dalgy: A% 4 taﬁg |nten & i dri s 1908, NfridBtd iy Gan be

securely transferre reci pient_device via a paging channel
or the like. 2@ata tragsmwssigp twmramm %q@rmwnd%%rﬁhq 13RF9YRtes

nessage CONBOSirinierA e aife Yoidan s pENted R creiditdil wird piburte
ransier aut hord% AR atbaq iR A sSEg ng ARTTEL P S pRI Y el
or the 25 |ikehéSmmardt cdrtd,9dmtdo be ei‘éb:b:(eahc:fs amlzcdjsamim'rotcadl s are
received by a first Jinanciflydr ans@cid Qi Pr 8E Y smart Card 920 is
integrated with the financial messaging unit 906, steps
15 1604, 1606, and 1608 need not be performed. A bank will
typically record 1612 the success or failure of a

ot
=

transaction upon its completion 1614.
In a financial messaging unit 906 having 2-way
capability 1616, the bank can wait for receipt of an

20 acknowledgment 1618 comprising a returned secure
financial transaction message that confirms execution of
the financial transaction. When the financial
transaction is successfully completed, an optional
message may be presented 1624 to the user at the

25 financial messaging unit 906 before the financial
messaging unit 906 returns to an idle state 1626.
Alternatively, if no acknowledgment is received after a
predetermined delay period 1620, the bank may re-initiate
the prior financial transaction 1622.

30 In a variation of the operation discussed in
reference to FIGs. 14-16, the user may remain in
communication during the financial transaction, and the
bank may receive a non-real time acknowledgment that the
transaction was completed successfully using an alternate

35 path, i.e., one other. than the RF reverse channel. This
can be accomplished by either using a l-way or 2-way
paging device in a wired ATM machine, or by having the
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1100 conprising a transaction processing conputer 1102, a nessage

processi ng a{gh pgsgpti on conputer 1104 or 30 selective call praasag0ss0s
processor that operates as a first secure nessage generator, a first secure
nmessage decoder, and a selective call nessage distributor, all being

functions of %%zs‘i]e%f‘émv%rpaé |pH’6%%S%Qeol%h@%eééﬁfnuﬁigét16n5§5*$§&éber
dat abase 1106, and security code datahase 35 Ihe transaction

processi ng cor%l}tlé’ig the qr%'é‘éﬁ/&“ﬁ%"&l tP‘QF}%E(’:PPB Yegftest s and
comuni cat es \ditdt itrfeq: iRS SAMHE AR C piRitie@h paACBeSgendifdetiobgenhrat e and

contai ned | n’ PHERY (RERARR e S UP1 88 CQPPadoSRATng e EhARRELET "

requester gnd ﬁﬂ‘mée{c&rmcthm hgepe .cohtpd eesls agehputcexziong and encrypti on

computer 5 1109 2l el Sl %ﬁg%éig%s%nfsda]%&sa thaw sgformation
abase

cont ai ned_ in _the S ows the selective call
message distr I&KSQﬂlatﬁimﬂhld:atmaﬂe messeigiag Suncgdanif tBe and its

correspondi ng SEEIY %%Qeéyiaa&lﬂg ASAC g 0% WIBSS rﬁQeaaEOaSﬁbQﬁhllVe cal |
transm ssion ser vice destination i dentl may, .correspond with a
conventional [RRFING Arvice, HMEVH arlk dheprstectesd 88dress 3fy ot her

addr ess that Lﬁ%@é@idté&'%tﬁ'&%@c&@tdaw iteranssdesishe dddrels st hernzecur e

financial transaction a The cQ 05|t|on nd
encryption equFpAErR ¢ *F‘F?fi?’?é?%‘%l“s]r‘?l I?—?’Gbelf?ﬁﬁ'ag%t%p FeVised on the
pren ses of a §édarei flnamsial uéssrnde® mandes dnoryptledst Iamudl &hfeunds

ranser aut nopLzatl ol O JACRNRA! 11500 bl WP tee ool ©55

in accordance with either the contents of the message or

15 with the rules associated with the received address.

One of ordinary skill in the art will appreciate
that the preceding discussion regarding the claimed
invention in not meant to limit the system to a
particular transport protocol, wireless media,

20 cryptographic scheme, or physical communication device.
Consequently, the claimed invention and other variations
made possible by the teachings herein represent only a
few select ways that a secure messaging system for
communicating financial information can be implemented

25 using the unique principles taught in the present
invention. .

It is in the preceding spirit that we claim the

following as our invention:
:
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20 conventi onal paging c E“mwﬂlmﬁl@um In the foll ow ng exanples, the
transacti on WOf98838i on | standard financi al RMW@S@Sand
data structures, and the fesSage i s encrypted using the public and private
keys assigned to target device and 25 transaction, respectively. The keys
assigned to each device, along with t hearmaTMgi Ng addresses, are stored in
the user database associated with the processing conputer. After each

nmessage is encrypted, it is sent like a normal paging nessage to the paging
systemvia the 30 publ AcseehephvessagingnsyShenf i comptising:al transaction

processor 1100 wil| beeqore Ludhyodhscuased guhBateLeageectabl@ 12 whi ch

I ntegrates the first flnanC|a transacti on processor wth a mﬁreless
sel ective %alBesugnafnngn§}§ﬂe#F@BSéGﬁﬂpﬁlméﬁsaﬂéﬁerrlng to FIG 12, the

i ITustration shows. a,f yaglh@aal s‘é‘l@&"cﬁ@e()fcailwsri%aiinée gﬁﬁﬁ:b&he cal |

signalin 37- stemcontro a ements a cqQ and 2-
mag secu?e ne§§§§Fﬁé1§VSﬁ@ﬁFc&ﬁ&ﬁlgqﬁfté@gﬁ uFﬁgfﬁﬁ@nFF 5F§P5ﬁg§§8§|ng

units. The W pekaageselae! isyeted |co$1lt§‘lba.|]Jeig conprdming:control | er 1200
conprises the first financi,al t.ransa

transnmitter 104 and as?oc,se&teé’d:lé’ﬁté: ;"I g5. s%%%g%%%rcfls&%y %f—’%g %tséng, at
| east one1gecei ver 1202 sy gremesEmT isivigo assoeiivadeds i trpmGGESsor and
oL Least one Legeble Al SRih 0 Bigbealibgagyangl of ol | sact one
receives selective call message requests
comprising a destlnatlon identifier and the secure
financial transaction message; and
15 encapsulates the secure financial
transaction message in a selective call message that
includes a selective call address corresponding with the
destination identifier; and
a selective call message distributor coupled to
20 the selective call message processor, the selective call
message distributor operating to distribute the selective
call message to a selective call transmission service in
response to the destination identifier; and
a financial messaging unit that receives the
25 selective call message, and in response to correlating
the selective call address with a selective call address
corresponding with the financial messaging unit, recovers
the secure financial transaction message to effect a
financial transaction.
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receive the | ow power transm ssi ﬁ st by 2-way financial nessaging
units 906. TRe r of receivei-ﬂ Bi E Lﬁn any given g@ﬁﬁf 3h8
area is selecte to insure ad Q i Wor all inboun 90

transm ssions. As one of ordinary skill in the art wll appreciate, this

nunber may vary greatly. depending on tecrain e . folj age,_.and ot her
envi ronnent al fact %r‘s. %5‘6 gecureTﬁ‘SSﬁfgéP%sgyigg%c%(?/o?%léﬁ) 1Jscl' gﬁ'zﬁlﬁg
system cont rolll,ercoh@i sriewr:esents a cl osely coupl ed i npl enentation of the

OV aecur & Teesag N WO llpld rAAEYC RecBabBOLbAbIEA (Lo dene bANK,
etc.’) may no bilTt f

credit card issuer, i want the _responsibi Tty of_maintaining
the 25 RF i nfwiasthass @weleqtive aqald ignadingeFYSH8MaRenEESLEPRIRRAant enna

904, and the gipd esls NGB N sakr) genkrbedyr, Conseqiest | yecare

conventional wreless nmessaging service praovider or _the I'ka woul d provi de
and maintai n MRESEDS H9RIST ARATAT K thEecogs 8t SPnABEEAt30 utilize

that RF infrasiFagdatieldri) e iste Mdcdiatedrdnoar one ofimnaubbcal easécar e
fi nanci al transacti on_ess betme%#fthe eqyl ator and the financi al

messagi ng uni TR PGS HERTRRGTHOY Y5 e precedi ng operation, 35

the selective call signaling systemcontroller 1200 nay operate to encrypt,

encode, ang transmjf s f%' nanGi-als s ' JBSSAEESy M5k Ve, from a
regulator,QMhere tﬁ%‘-?@%{%e |rsﬁk%Fﬁgﬁcgzsg%Fgﬂsact?on 5%ocessor 1100 has
gener at ed and 2nceSmqprELsin®: secure financial transaction nessage, and the

sel ective call signaling; syst&RHMHAPIdRINskE¥ on processor coupled to
the first secure message generator and the first secure
message decoder, the first financial transaction
15 processor allowing completion of a financial transaction
based on a financial transaction request when the
financial transaction request is authenticated as
originating from an authorized party and the financial
transaction is permitted by a regulator.
20 |
4. The secure messaging system according to claim
2, comprising:
a first financial transaction processor coupled to
the first secure message generator and the first secure
25 message decoder, the first financial transaction
processor denying completion of a financial transaction
based on the financial transaction reguest when at least
one of:
the financial'zransaction request is not
30 authenticated as originating from an authorized party;
and
the financial transaction is not permitted by a

regulator.

-46~



further encrypts the secure fi [ pon 5 nessage, for a second
time. This inwosegsrast he | evel rml,“m u mﬂﬂﬁ Hn associ at ed seeV¥s98/25805
financial transaction nessage by ercapsui a [ [

sshg it using a second, unrel ated

encryption. Subsequently, the financial nessaging unit 906 decodes and

decrypts the doublysenciypt 88cHBe SRESsadfhd e¥pt drl hdleEegutd fdgnei al
transaction nessage in.its en%gﬁpted tate, and,thus nmintaini th

end-to-end secfri Whergdni b8

sel ecti ve cal

n e
ARCRRhahERRPATH LR ot | I P§’—Fﬁ‘%’§??¢}/,bﬁf he
aSkrggal bigrsyheamac prtaetbeiniddQ0find et i f@sspgett is -

originating fron1th§ f.i nanci al 15 nessaging unit 906 and passes the secure

financial tranSZEEF

ﬁdnessage inits encrypted state to a regulator for

decryption @nd processing. As a second alternative to the preceding

operation, the Se'e%tiV$h3§%$$3§%2@%%9?9%%§E§i§é§M"45H4fain%?QQ’Q?é@ép

operate to encode and tran

ransacti oIr ness

communi cat ed bét wiberehn tbguifinenciad thensaatiherals metapriteed w6, |In
this case, theafggghlghggn ah grﬁggaggbgm?ﬁégcg§§?{tlﬂémkguighe regul at or

has gener at ed

and éncrypted the sécure 25 financial transaction nessage,

and the sel ect P¥6e€8PH-si gnal i ng system control |l er 1200 operates to
associ ate g selective call address wth the secure financial transaction

nmessage based

resulting selective

on a sece'ved destination jdentifier, thﬁgytra smt, a

cal FRS0SHENEGBSPRRITRE FHT By FIROTI e IS MR agi ng

unit 906. Subsequepmbyistihe:financial nessaging unit 906 decodes the

sel ecti ve cal

inits encrypted state,

us mal ntal ni securil

Te9Sa0% SLRLEA LAGLNCLSSEUCE Lhnancial doanpagtionpEssage

required for afisabchAadcimessagingavnistn. the secondheepuremessagei on, the

sel ective gal |

20

25

30

g%hQQﬁkago§£§%ﬁﬁh§QQBrQEEQEelgﬂQ Evhihe{al transaction
request;

a portable transmitter coupled to the second
secure message generator, the portable trdnsmitter
operating to broadcast the financial transaction request
to the selective call message processor; and

a receiver coupled to the selective call message
processor, the receiver operating to receive and couple
the financial transaction request to the selective call
message processor.

8. The secure messaging system according to claim
7, comprisging:

a first financial transaction processor coupled to
the first secure message generator and the first secure
message decoder, the first financial transaction
processor allowing completion of a financial transaction
based on the financial transaction request when the
financial transaction reguest is authenticated as
originating from the financial messaging unit and the

. £inancial transaction is permitted by a regulator.
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operates to receive nmessages ori al natin &fromthe - 39- financi al

messagi Ng Uniyio &RE2and passi 'l 'lﬂﬂuj umanm al transacti ope %?#@0
ption and proceSS|ng eferring

its encrypted state to a re
to FIG .13, the |IIustrat|on shovvs te 5 vArious | ayers of a nessaging

systemin a format gt haty,i ébﬁ‘reafneﬁ &Qﬁg%??@Eﬁagbglgr&ﬁgdé\%délalm_ 8

I nternational (CSI stac am t ectronics
industry. Wt whezeacitheo filge ﬁ@@@@@lﬁﬁvéﬁﬁméﬁCtﬂﬁ@ REPRESROX0 | ayer 1302

is a point at guhieh tidsnahd %ttdxaf&sectsléa%aarﬁn%eataqd crahesethonanci al
transactions are then conmmunicated to a rresi gi g ayer, 1304 where

appropri ate s®rOSESFEOY A& NFESaG o NGty SRS gty MRdfsport
pr ot Oﬂ)l Syfhmﬂferi\/ﬁlrﬂpﬂxﬁi;ﬂ:h@ﬂd useEX¥ferthie @indacSAG ﬁé&saﬁlmgmmrte |l: |
signal ling | ayer or_,trans er presents t.he poaint ere the | ow
| evel transpo g:te%t!oltah &ﬁitef é%&?é‘ai‘r FTARSRE T P 8T OECREPEy, the RF
channel is thdm)béjecalesaagea aperatiicly ttoe disadlevel stemndpcfn.naplcobdcol
conmuni cat es ti v 0 ef i_al
Cransact | ons. HEPRACISY SEasSE FRE TSR 2, hatnel £kaaRtad
oper ation of a:rransmnmnmagmgfmncuad FesGedange Whith the preferred
enbodi menyzof the present invention. Wen activated 1400, the financial
nmessagi ng unit 25 QOGH&Fenoted as a pager for clarity of explanation)
operates "normal | y10.¢ SeCUre NESEE9RATaSYEERBLFCSPRANTeEPCRIAG™ or its
sel ective callg,addmsusisidyt |f the financial messaging unit detects its
address, and in
a second secure message decoder coupled to the
financial messaging unit and the second secure message
15 generator, the second secure message decoder operating to
decode the secure financial transaction message received
from the wireless selective call signaling system

controller.

20 11. The secure messaging system according to claim
10, comprising:

a second financial tramsaction processor coupled
to the second secure message generator and the second
secure message decoder, the second financial transaction

25 processor allowing comp;etion-of a financial transaction
based on the secure financial transaction message when
the secure financial transaction message is authenticated
as originating from the first financial trangaction
processor and the financial transaction is permitted by a

30 regulator,



S

particular it detects a security address 1406, e.g., a 30 specific

sel ective calWOasi2ess associ g it i le uni que accountpCcTarsoSNsBOOf
several uni que accounts, the mmkm“a‘“\ﬂugs\m ng unit 906 recovers the
secure financial transaction ssage-t@ effett a financial transaction.

Once the financial nessaging unit 906 35 determ nes that a secure
financial transacti ssage..is received, the Smart, Car
555 TR i

| & quptiqp.nndule
1014 is activated 1 P AT 3T SYA S ACSRERT SHp L
message nmay bel@lecoompriging: Decodi ng as nentioned here can represent the
recovery of the secur | [ gﬂggc | [ |

sel ective call prot oc%l I"é‘g&ggﬂ’fﬁ% a LE;{i er ri o@%&ﬁ%ﬁa@éggd

i nfor mati orf wokel, the gecord ngecure imessrze tIrneralpoiankdlyptsenonde secure
financi al tranggchi@NmEBSEqeCdéfoder OVehe | ScSRI LI £ OSSN AWk H6n

el ectronic cash token valué, a credit value, _a debit value, or other
i nf or mati on r PEPFRESPH GCR¥EIRI cCOTRIPEIAN ¢f Ashrarfsiab transagtion

crypt ogr aphi ¢ BRSE@06n0thé e56t@Fe KEYBandLED! ehdMisd Ot 1dte £ Whedh hgt
secure financiﬁl t ansact%pn nmessage, the control |ogic 1016 and processor
1006 operate t©®2%6cPP® Phitructions 1412 pertinent to the financial
transacti or® bei ng executkd. séSure finded¢bali twrphwadtion Mesddxpeils usdtati on

shows a typica SQGi « WM e t | Zi t he
el ectronic tr a%%?%‘?ﬂgi']g%ﬁ%ésg%r g%l%%l‘%%ﬁ# und@'ﬁ b%/ﬂl%n r%#¥%§%$gss
financi al nesstyangaghion processeralandansfer sequence is initiated 1500

by a the financial transaction is not permitted by a
regulator.
15
13. The secure messaging system according to claim
7, comprising:
a first financial transaction processor coupled to
the first secure message generator and the first secure
20 message decoder, the first financial transaction
processor denying completion of a financial transaction
based on the financial transaction request when at least
one of:
the financial transaction request is not
25 authenticated as originating from the financial messaging
unit; and
the financial transaction is not permitted by a
regulator.

30 14. The secure messaging system according to claim
13, wherein the financial transaction is not permitted by
a regulator when a predetermined fund transfer limit is
; exceeded.
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20 custoner calling his or he mmm][m “I!I)E“ tifying thensel ves 1504 via a
PI'N number ofyonjofagfizaccount i and requesti ng prrivsansisE or
other financial transaction 1508 for*cotmunication to their wireless
financi al nessaging unit 906. 25 After verifying the identity of the

customer 1510 and Lie ApQr gRehekenBCealihy! BYOLER! 4080d81dy tCchak of
0}

regul ator initiates d sequence of even ect the e ectron;tg %i ﬁnsfer
of the funds, iFamhbersiss %(ﬁltnanﬁlatlhéqapﬁéc‘:FLﬁn 1Fi POL PEEBITESH f¥nci al

transaction is, 30APYQEIAER dieddueiiined tradiaclimbtr éguest is
aut henti cat ed as originating froman authorized party and the financial

transaction i se’EféﬁPqﬁ 9% ed by a regulator 1514. Typically, regulators permt
financial tgransactions when a party has sufficient funds as in a 35 cash

| oad or debit requ when _a [ t8V lg to
conplete a transactfém T%Isr EFEPES y,es%%gﬁggp%&ova ge{%ogg‘fﬂgnglaa?i%rg@sggl ng
unit -41- aRfers uptise tfiersis Feduraaidssage geReraAeTaeicoR S5LZONShd t he
system begi ns ¢ t tr, }@42. I'n a second
case, the first #ﬂér{%l&?&%r %‘IE};IC'[IOH é?élrlolc%s%:or C}E%I es conpl etlon of_ t he
financial trancoyptesrapkia Whﬂ?@.\ﬁ%é}ﬂn%"%%t Liegsty SyRetigRe R tat

| east one g tfge féé'&%éahﬂémtﬁf&héw%ﬁ riesgife aigdienid cat ed as
originating from an authorlzed arty an q}e flnanC|aI ransaction i s not

permtted by at¥apsipe¥bra 1fHinan all’y";ﬁ"’lfh?"’} &y financi al
transactions when a party has insufficient funds |n the cash | oad or

17. The secure messaging system according to claim
16 wherein the financial messaging unit comprises:

15 a second secure message decoder that decrypts,
using public key cryptographic techniques, at least a
portion of the secure financial transaction message to
recover the financial transaction session key.

20 18. The secure messaging system according to claim
17 wherein the second secure message decoder further
decrypts a remaining portion of the secure financial
transaction message using the financial transaction

session key.

25 .
19. The secure rheésaging system according to claim 1
wherein the destination identifier corresponds with a
unique credit card type enabled in the financial
" messaging unit.
30

20. The secure messaging system according to claim 1
wherein the destination identifier corresponds with a
unique debit card type enabled in the financial messaging

unit.
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debit request, or when a party i@ credit available to
conplete a t mamsgashipn. |f theu am L the financi al n,
the request is 15 termnated 1 H‘l@ | CI al nessagi ng IIu({nt S@Edo?
returns to nor nal operation Referring to FIG. 16, the illustration shows
typi cal sequence associ t bi t of
funds by and from aigm r’ﬂf ess éﬁ%n@?%ﬁéﬁﬁ%%éﬁﬁﬁlﬁ}%é”@? %ﬁ 1
and a 2-way seEMeeecnnﬁhﬁ|@ast@nagygnendeubwﬁkéru@ﬁrﬁespﬁadsuwahb|al
transaction 1522; hegi $g10¥ theare gﬂéaéﬂzm@édl §§U€ﬁe| £0khREi HP hBSsaging
destination identifier and security code (e.g., public or private 25 key)
for a user acd%%h? 1602 associated with at | east one financial nessaging
unit 906. TEBhe secure nessaglng system then generates the secure financial
transacti on nessage ¥hgﬁ? S _communicated to th@ W rel ess. sel ective, ca
signal i ng system cofi reThiTe TRESLERELTYR %I?c%r ag® Prat8sior
1104 executes whenainothprsgleutnhetcaé&emeesagelestaveocaAG ﬁesmage
requests conpré %39 a destination identifier and the secure financi al
transaction S geé 95hd encapsul ates the secure financial transaction
nmessage in a selective call nmessage 35 that includes a selective cal
address coyy espondi g Vd dé@@m.d@% @é&érmglé,ﬁ%é&'&écoi@iﬁgseéeeiuﬁ gal |
nmessage is then distributed to a.se ectlve transm ssion_-42-

service in respepseinothresadseriie 6alldBREFRIEr ISTREMREPERL AY ELER
transm ssi on ses¥&e Regadgasts the selective call nmessage to the financia
nmessagi ng unit

24. The secure messaging system according to claim 1
15 wherein the secure financial transaction message is
further encrypted within the selective call message.

25. The secure messaging system according to claim
24 wherein the secure financial transaction message is
20 further encrypted using public key cryptography.

26. The secure messaging system according to claim
24 wherein the secure financial transaction message is
further encrypted at least in part by public key
25 cryptography.

27. The secure messaging system according to claim
26 wherein the public key cryptography is implemented
using elliptic curve cryptography.

28. The secure messaging system according to claim
" 24 wherein the secure financial transaction message is
further encrypted using symmetric private key
éryptography.
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nmessagi ng unigo 8232188y send a orrpti ng the usg;qlk&' §§)§t a
Smart Card 920 for funds tran The bank woul wal
1606 an appropriate tine period 1608 theﬁ s’énd a data transm ssion

conprising informatign f rd 920 to
be credited, the arr%%nt'm% r%%]agirang%%ﬁ&% %y;g% § 85 1l§garr%{’ gﬁ AT veri fy
that the Smart2&avkeneinttheef tedneial imeseadihamhitostaresunt okent 1610.
Qbviously, if SHBH r S t | al, ssag| ng
uni t 906, stepsgﬁr 160%1%6%6‘%%% ﬁ%%8fﬁéé%e%c§tﬂ%%ry% fSLr %g%% %k
typical |y recofle1625eR Heeing ckRIOVRredi FEAR &HContEnEn4c then SESUXS t s

conpl eti on 5l61findNcBali BRaEsRE L IBS SREEsKyalni t 906 having 2-way capability
1616, the bank can wait for receipt of an 20 acknow edgnent 1618 conpri si ng
a returned secure financial transaction nmessage that confirnms execution of
the financial transagtiThe atmird heefdapmg alystemnaaebraingsteuetasmf ul ly

conpl eted, an ti g bg; br.e 624 t.o the user at the 25
financi al mss%gl n%gg%?’{g‘sé%% % F B thI?é élgng&aﬁ%sr?@g@g&l H‘S GRSE 966
returns to an fm@hsraemm&dM$mmasM%md prdvatiendelyedgment s
recei ved aid er-gnpE&geiShyl ned del ay period 1620, the bank may re-initiate
the prior financial transaction 1622. 30 In a variation of the
operation discussed in reference to FIGs. 14-16, the user may renain in

conmmuni cation duri nglt%é'é@diﬁﬁ@'mésfs%ﬁ&@ Is%,teﬁanacbbﬁdba?kwa&léﬁﬁe' ve a
non-real tine g& ‘gggﬁgﬁ’? nt hat the transacti on was conpl et ed

successful ly u Rat LhaRcial pesgaging 6Wé’tofil’r€fe°tt1b(an the RF
reverse channetrangfiess cantb]eemcrqmésa{mh@m afdlRy teSangmart- waydQr 2- way

15 the token being recovered from a content of the secure

906 that receives the sel ectllg iﬁ rressage 5 Optionally, the financial

financial transaction message.

32. The secure messaging system according to claim
30 wherein the financial messaging unit directly stores a
20 token representing a value, the token being recovered
from a content of the secure financial transaction
message.

33. The secure messaging system according to claim
25 32 wherein the financi;{:tl messaging unit includes a-
portable financial transaction processor that allows the
financial messaging unit to operate as a wireless smart
card.
5
30 34. The secure messaging system according to claim 1
wherein the financial messaging unit receives and
decrypts a content of the secure financial transaction
message.
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pagi ng-devicée in a wired ATM nachi ne, or by having the -43- user remain
on a phoneYWQ %M communi cati on device during the entire PCEUSESISE0EN.
Additionally, a distinctive audio alert pattern can be generated by the
financial nessaging unit 906 to signal tha he financial 5 transaction
has been conpleted w thout error. Addltlongll y, if an address is detected

that is associated with a norm [-ng - funct "rt'e'fi nanci al
nmessagi ng unit 906 wil | operat pagilng |devi

det ect ed addn s 10 | Eirg da t

the secure d nodu ?may: %grec gﬁ

nmessage nay rypte and, e ] 0] mﬂpn&c

woul d be prodegse a@corda;r 2 By Q@ 5]

15 with the rQIS assom at ec P clel =

skill in th | apprecné Etedi ng i g

t he clalmecglrﬁentlonln not t he isydt em

transport prqgt , Wrel essuge'd'i ,;""20=°Lrypto 'a‘p‘lﬂ ¢} SChéma

comuni cati o ifce. Oons@‘ ntRdy, tFe’cl ai ti on and |otRer
vari ations dssi bl ew Yyt he ctleachﬁ\'ngs héNei n ré\bresent onlly a few
sel ect ways tk@t é securg hissagl ng system for comruni cating f]i nanci al
information dad bg inple 8d -25-ust ng- i he -LUni-gue- pan-l-%-es- t-adght -+ p- ¢ he
present inverft™pPm It is,in the Erecedl ng spirit that we
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-44- CLAI M5 1. A secure nessaging system conprising: a first secure
nmessage genegad fyashit creates a 5 secure financial transactiﬂgnggﬁﬁggg; a
wirel ess selective call signaling systemcontroller that recel Ve e
secure financial transaction nessage, the systemcontroller conprising: a
sel ective call nessage processor conprising: 10 a processor
having associated el ectronic menory for exegupgng a control programthat:
recei ves sel ective call nessage requests conprising a destination

i dentifier an secure financial transaction nmessage; and encapsul at es
the secure finpncial[™ransaction nessage in a selective call nessage that
I ncl udes a sel - cal | fa!ress corresponding with the destination
identifier; an§l,g sqlective pssage distributor coupled to 20 the
sel ective call JiBssdge profe$$dio {t he sel ective call nmessage distributor
operating to d §§ﬁ¥tute thp ¢ehiéct]i ve call nessage to a selective cal

transmi ssion sg¢rikicd in reppdrf@e tlo the destination identifier; and a
financi al nes | uni t that ives t el ective call nessage, and
in response tofcorrglatingt ectiv all dddress with a selective cal
addr ess correstnggjg W tht anci a saqi ng unit, recovers the
secure financi glt®gnsactifon q§§§.ge t o] efi@E€r Ja financial transaction.
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2. The secure nessagi ng systemaccording to claim1, conprising: a first

secure messayp9ggengder coupled to the wirel ess sel ective cal lpcuingsyaizsses
systemcontroller and 5 the first secure nmessage generator, the first

secure nmessage decoder operating to decode a financial transaction reques

1

received fromone of a local and a renote financial transaction system
3. The secure ne gi ng system according to z%om m 2, conprising: a figs
financial transhctTon 0se3sor coupled to 13 first secure nessage ®

generator and %i rst} s€cyre nmessage decoder, the first financial \{
I 0

p—

transaction 15 p essdr @l foyNag Zonpl eti on of a financial transacti
based on a finan I ang eqwst whey t he f¥nancial transaction
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regul ator. -46- 5. The secure nessagi ng system according to cl aim 4,
wherein the fwogssses transaction is not permtted by a regul pEpis¥draeesd
predeterm ned fund transfer limt is exceeded. 6. The secure nessagi ng
system according to claim4, wherein the financial transaction is not
permtted by a regul ator when a predeterninggﬁcredit limt is exceeded. 10
7. The secure nessagi ng system accordi ng t 4. aim2, conprising: a second
secure nessage generator coupled to the fjnancial nmessaging unit, the
second secure nessage 15 generator opepedi Mg to create the financi al
transacti on request; m compl ed to the second secure
nmessage generator, the port ' ' N \LNg tadbroadcast tde
financial transaction requ d¢l eeqi ssage proceSsQN
and a receiver coup rgtessor, the .

recei ver operating I nanci alf transaction req t
to the selective c The sequre nessagi ng sy m

according to claim financgghﬂt(ansaction procesgsr
coupled to the fi tor and t Nirst secure

[+ o}
© NI
o » O

AN
\
/-m\\\\ |
N
Ny O <
m m z | 22
//- é \ N/'-— N gé N\
-0 "N
§ - - g < /,, Q-E v%:
/’ J
S
(259
S
(=%

90.
~N
of
i?é
2%\-908
PSTN
912-’/

SUBSTITUTE SHEET (RULE 26)




30 nessage decoder, the first financial transaction processor allow ng
conpl eti on owa9fBmAnci al transacti on based on the financial ecansesiisen
request when the financial transaction request is authenticated as
originating fromthe financial nessaging unit and the 35 financial
transaction is permitted by a regulator. -47-5/109. The secure nessagi ng
system according to claim8 wherein the first financial transaction
processor generates and returns a second financial transaction processor

di sabl e nessage to the,financial messaging unit 5 when inappropriafesuse of
the financial nessagi rq unit is detected, the seconeésfPnancial trgSaction
processor di sabl e mess@gf: operating to disable a sec® fi nanci alg L
transacti on processor ¥ngh prevent any further fi nan(%_?» transacti m% by the
financi al nessagi ng urgto 10N\0. The secure nessagi ysthem acco gg to
claim.8, conprising: a&sgfond gecure nessage decoderjycaupl ed to the=
financial nmessaging u Cand t secon secure'STeisag 15 geNerato t he

second secure nessage gecoder operating|to dectde\t he secure {inandi al
transacti on nessage recei yed-fronrthe”

Telgss ~sefecttve tall” si-gndl-irng-,
systemcontroller. 20 + 11. The se

re messaging system ac'g%ord gto
I~

pocessy

qJecjrg Begqs
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claim10, conprising: a sec a [
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25 processor allow ng conpletion of a financial transaction based on the -
secure fi nan%ﬁlgg,égz?:psacti on nessage when the secure financi %C‘{/ﬁ@%ﬁ%@i on
nmessage is authéniicated as originating fromthe first financia
transacti on processor and the financial transaction is permtted by a 30
regul at or. 12. The secure nmessagi ng syst 6m£ording to claim10,
conprising: a second financial transaction gzgcessor coupled 5 to the
second secure nessage generator and the second secure nessage decoder, the
second financial transaction processor denying conpletion of a financial
transacti on based on the secure financial transaction nessage when at | east
one of: 10 the secure financial transaction nessage i s not

aut henticated as originating fromthe first financial transaction
processor; and the financial transactron-ts mot pernified by a regulator.
15 13. The secure nessagi ng systemagcordin 7, tconprising: a
first financial transaction processd® famp 113 f& st secure message

generator and the first secure 20 :n?isaﬁmd cp ¢ {hE fiirst financial
transacti on processor denying conpletN Er’é%; al} tiransacti on based

D

on the financial transaction req@est wheR<aatil g <€ of.: the financial
transaction request is not 25 aughentif S (PQ atirjg fromthe

fi nanci al nessagi ng
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unit; and the financial transaction is not permtted by a regulator. 30

14. The secu™Oa®3RaYi ng system according to claim 13, wherei ?C’f)SJ@ 8/25805
financial transaction is not permtted by a regulator when a predetermned
fund transfer limt is exceeded. -49- 15. The secure nessagi hg system
according to claim 13, wherein the financiazgransaction is not permtted
by a regulator when a predetermned credit limt is exceeded. 5 16. The
secure nessagi ng system according to claim?2 wherein the first secure
nmessage generator and a second secure nessage generator utilizes public key
cryptographi c techniques to encrypt at |least a portion of 10 the secure
financial transaction nessage used to transport a financial transaction
session key. 17. The secure nessagi ng system according to claim 16 wherein
the financial messaging unit conprises: 15 a second secure nessage
decoder that decrypts\ usihg publig keyy cryptographic techni ques, at |east
a portion of the nancjal action nessage to recover the
financi al transac s¢ssion ~ 2 181z The segyre nmessagi ng system
seqond secuk® nessag@ decoder further

according to claim 17 erein e
decrypts a remaining po of t ecure fifManci al/twansacti on nmessage
usi ng the financial trapsac lon_dqession key '
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25 19. The secure nessagi ng system according to claim1 wherein the
destinati on waegwaspizer corresponds with a unique credit card genpgsegRsdes ed

in the financial nessagi

according to claim1 wherein the destination identifier corresponds with a

uni que debit card type e
secure nessagi ng system

ng unit. 30 20. The secu
nabled in the fin
according to clai

re messagi ng system

messagi ng unit. 21. The
rein the destination

identifier corresponds with a unique value card type enabled in the

fi nanci al
claim1l wherein the sele
23. The secure nessagi ng
call nmessage is a Mdtoro
nmessagi ng system accor di
transaction nessage is f

messagi ng unit.

fﬂTTﬂ?‘CETT‘ﬁE§§E§€'T§'§'3
syst emMNETWQARKg to cl a

5 22. The secure nessa

a FLEX[ eLAYEROr mat ness

rg—to—etHatr+—t5—nherern
ir t her gPEGSAIGINGV thin

gitegesystem according to
AG format nessage. 10
1 wherein the selective
hge. 24. The secure
t4#4secure financi al

hey sel ecti ve cal

message.

25.. The secure nessagi ng systenlacggyghpg to cla 24 wherein the secure
financial transaction nmepsage is 20 further encr pt ed using m j
cryptography. 26. The sefure rress |n b[ynﬁm aclot3bng tol#n 2 %erel n
the secure financial trahsacBHiN §%§ @urt_g;}encrypted at least in
part by public key
1308
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25 cryptography. 27. The secure nessagi ng system according to claim 26
wher ei n t he \WOWPBR21key cryptography is inplenented using ell ip@rissnssos
cryptography. 30 28. The secure nessagi ng system according to claim 24
wherein the secure financial transaction nmessage is further encrypted using
symmetric private key cryptography. -51- 9/1029. The secure nessagi ng system
according to claim28 wherein the financial nessaging unit stores a token
representing a value for later transfer to a smart card, the token being
recovered froma content of the secure 5 financial transaction nessage. 30.
The secure nmessagi ng system according to claim 24 wherein the secure
financial transaction nessage is further encrypted using asymretric private .
key 10 cryptography. 31. The secure nessagi ng system according to claim 30
wherein the financial ssaging ghit directly transfers a togen W
representing a val ue érea smart ©ard, 15 the toke®being redOvered fromqa
content of the secureHinanci al ansaction nessage. 32. Thd&zgsecure .
nmessagi ng system accolgling to clg m 30 wherein thegfinanci alegnessagi n nit
directly stores a 20 wken representing a val ue, tde token bing reco ed

froma content of the%ecure fi ngnci al transacti orgnessage. £3. The sejqlr e
messagi ng system accormling to clea m @
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