
... · .. 
i 

-... 

1. •• : .. :f PO 5' 
~2 0 0 0 0 0 9 1 0 - 0 

2 1 FEB 2bb0 

ADDITIONAL INFORMATION EMBEDDING METHOD, ADDITIONAL INFORMATION 

DETECTING METHOD, ADDITIONAL INFORMATION EMBEDDING APPARATUS 

AND ADDITIONAL INFORMATION DETECTING APPARATUS 

BACKGROUND OF THE INVENTION 

FIEI.D OF THE INVENTION 

The present invention relates to an additional 

information embedding method, additional information detecting 

method, additional information embedding apparatus and additional 

information detecting apparatus which are utilized to embed plural 

pieces of additional information, for example, on a video signal 

as electronic watermark inforittation, and to detect the plural 

pieces of additional information from the video signal. 

DESCRIPTION OF THE RELATED ART 

Increasingly spreading digital contents such as the 

Internet, compact discs (CD), digital video discs (DVD) have given 

rise to a problem of copyright infringement due to unauthorized 

.copies ;af such digital contents. To solve this problem, a copy 
-. 

contror,scheme has been contemplated, where additional information 

for copy control (hereinafter referred to as the "copy control 

informa.tion") is embedded on digital contents by electronic 

watermark· processing to prevent unauthorized copies. 

The electronic watermark processing adds information as 
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noise, to a portion existing in a video signal or an audio signal 

which is not important. from a viewpoint of human•s perception, 

i.e., to a portion which is not redundant for music or video. 

Such information added to a video signal or an audio signal by the 

electronic watermark processing is hard to remove from the video 

signal or the audio signal. On the other hand, even if a video 

signal or an audio signal has been filtered or data-compressed, 

additional information indicative of an electronic watermark 

(electronic watermark information) added thereto.can be detected 

from the filtered or compress~d video signal or audio signal. 

With the foregoing copy control scheme utilizing the 

watermark processing, added additional information may represent 

four conditions: 

{ 1) "Copy Free"; 

{ 2) "Copy Once"; 

{ 3) "No More Copy"; and 

( 4) "Never Copy" 

so as to set forth the copy generation and copy limiting 

.. conditions for video signals and. audio signals on which the 

electronic watermark information is embedded. 

'· .J 1) "Copy Free" indicates that audio signals and video 

signals may be freely copied. {2) "Copy Once" indicates that 

audio signals and video signals may be copied only once. {3) "No 
--~-, 

More Copy~ indicates that audio signals and video signals are not 

allowed to be copied any more because the audio signals and video 
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signals which might be copied once already (in the (2) state). 

(4) "Never Copy" indicates that copies are absolutely prohibited. 

With such electronic watermark information indicative of 

a copy generation and copy limiting conditions added to a video 

signal or an audio signal, when the video signal or the audio 

signal is to be copied, the electronic watermark information added 

to the video signal or the audio signal to be copied is detected 

in a recording ~pparatus. Then, the recording may be controlled 

in.accordance with the copy generation and copy limiting 

conditions indicated by the detected electronic watermark 

information to ensure that content information such as video 

signals and audio signals are protected from unauthorized copies. 

Recently, however, there ~s an increasing request for 

em.bedding, as electronic watermark information, a variety of 

further additional information (additional data) such as copyright 

information, in addition to the copy control information, on 

content information. 

As an example of additional data~ if copyright 

.. information to specify a copyright owner is embedded on content 

·information as electronic watermark information, this may be 
~- - °""l. 

detect~~{~~ required to identify the copyright owner. Therefore, 

even if the content information on which the copyright information 

is embedded as electronic watermark information is illegally 
'·•· 

copied, ·the copyright information added as electronic watermark 

information may be detected from the illegally copied content 
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information to identify the legal copyright owner, thereby making 

it possible to facilitate the exposure of unauthorized copies. 

As mentioned above, the additional data is not such 

highly significant information that is always required upon copy, 

like the copy control information, but is relatively less 

significant information which is sufficient if it can be detected 

as required. 

In the case where plural pieces of additional 

information having different significance degrees, like copy 

control information and additional data, are embedded on content 

information as electronic watermark information, the electronic 

watermark information indicating the more significant additional 

information, for example, the electronic watermar~ information 
.... 

indicating the copy control information may be detected with 
-

difficulties. In this case, the difficulties in detection would 

cause an additional problem of a failure in reliable and rapid 

copy control • 

.. SUMMARY OF THE INVENTION 

~ In view of the foregoing, an object of this invention 
~ 

have beik~ .,~chieved by the provision of an additional information 

embedding apparatus and method for embedding plural pieces of 

additional information having different significance degrees on a 
'•. 

video signal as electronic watermark information so that high~r 

significant additional information can be more reliably and more 
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rapidly detected, and of an additional information detecting 

apparatus and method for detecting the additional information 

embedded on the video signal as electronic watermark information. 

The additional information detecting apparatus and 

method according to the present invention is to generate plural 

pieces of additional information to be embedded on a signal, to 

convert each of the additional information into electronic 

watermark information, ~o control the size of the embedding area 

for each of the electronic watermark information in accordance 

with the significance degree of the corresponding additional 

information, and to embed the electronic watermark information on 

the signal based on the control signal. 

In the additional information embedding apparatus and 

method according to present invention, in the case where plural 

pieces of additional information having different significance 

degrees are embedded on a video signal as electronic watermark 

information, the size of a embedding area on for embedding 

additional information having a higher significance degree as 

.. electronic watermark information is set so as to be larger than 

the siz~ of a embedding area for embedding additional information 
~ 

having ~·J,9wer significance degree as electronic watermark 

information. 

'• 
In this way, additional information, when embedded on a 

video signal as electronic watermark information, can be embedded 

on the video signal so that additional information having a higher 

5 



significance degree is easier to detect. 

Further, in the additional information detecting 

apparatus and method according to present invention, in the case 

where each of plural pieces of additional information· is detected 

from a signal having the plural pieces of additional information 

embedded thereon as electronic watermark information, the 

electronic watermark information indicating the plural pieces of 

additional information are separately embedded in embedding areas 

which are set in accordance with the significance degrees of the 

corresponding additional information. And additional information 

indicated by electronic watermark information is detected from 

each embedding area, and a detection timing for detecting 

additional information is generated every embedding area which is. 

set in accordance with the significance degree of the 

corresponding additional information to utilize the above 

detection •. 

In the additional information detecting apparatus and 

method according to the present invention, a embedding area for 

,embedding an additional information having a higher significance 

degree ~s electronic watermark information is set to be larger • 
.... 

Then, additional information embedded as electronic watermark 
·:· 

information is detected from each embedding area. 

This ensures to reliably detect each of plural pieces of ... 
additionai information having different significance degrees 

embedded on a video signal as electronic watermark information, 
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wherein additional information having a higher significance degree 

can be more reliably and rapidly detected. 

The nature, principle and utility of the invention will 

become more apparent.from the following detailed description when 

read in conjunction with the accompanying drawings in which like 

parts are desig~ated by like reference numerals or characters. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In the accompanying drawings: 

Fig. 1 is a block diagram explaining an authoring 

apparatus to which an embodiment of an additional information 

embedding method and additional information embedding apparatus 

according .to the present invention are applied; 

Figs. 2A and 2B are diagrams explaining two pieces of 

information having different significance degrees which are 

embedded on a video signal in the authoring apparatus illustrated 

in Fig. 1; 

Fig. 3 is a diagram explaining embedding areas for 

.. embedding two pieces of additional information having different 

-~ignif~ance degrees on a video signal as electronic watermark 
·~ 

informa:tl<;>~ in the authoring apparatus illustrated in Fig. 1; 

Fig. 4 is a block diagram explaining a timing controller 

in the authoring apparatus illustrated in Fig. l; ... 
Figs. 5A to 5H are diagrams explaining timing signals 

which are generated in the timing controller; 
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Figs. 6A to 6D are diagrams explaining the relationship ... 

between additional information-;embe~~ed ·on a video signal as 

e~tronic ·wa~e~~t--k titfpi'IP.at.~n:. ts:pre~':l;.;~pectrum ·signal) . and~'"\t:he 

video signal as an 1n'it>"rmatibn:.:'-:fgnah· 

Fig. 7 is a block diagram explaining a 

recording/reproducing apparatus.to whi~~ an embodiment of an 

additional information: detecting ~~thod" and ·additional information 

detecting apparatus according to the pr·esent invention is applied; 

Fig. 8 is a block diagram explaining a WM decoder in the 

recording/reproducing apparatus illustrated in Fig. 7; 

Fig. 9 is-a-diagra~. e~plai~~~g-~nobher example of 
... 

eml;?edding parts fo_r emb.eddin<J tw~ :i;>iec~s of additional inform~tion 

having different sign·ifiqance d~grees on a viqeo signal as . 

electronic watermark information; 

Figs. lOA to lOG are diagrams explaining timing signals 

used for embedping additional inf~rmation.?s electronic watermark 

~nformation on the embedding parts shown in Fig. 9, and for 

d~tecting the additional ill_formation; 

Fig. 11 is a diagram explaining another example of 

_:embedd~~g parts for embedd~nq two pieces of additional information 

having ~lf.~erent signif.\i..cance degrees on a yideo signal as 

electronic watermark information; and 

Figs. 12A to 12G are diagrams explaining timing signals ... 
used for embedding additional information as electronic watermark 

information on the embedding parts shown in Fig. 11, and for 
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detecting the additional information. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Pref erred embodiments of this invention will be 

described with reference to the accompanying drawings: 

In the following, an additional information embedding 

method, additional information detecting method, additional 

information embedding apparatus and additional inf ormati~n 

detecting apparatus will be described in connection with their 

respective embodiments with reference to.the accompanying 

drawings. 

In the embodiments described below, the additional 

information embedding method.and adqitional information.embedding 

apparatus according to the present invention will be described as 

applied to a so-called authoring apparatus for creating a digital 

video disc (hereinafter abbreviated as the "DVD") which has video 

signals recorded thereon. On the other hand, the additional 

information detecting method and additional information detecting 

__ apparatus according to the present invention will be described as 

-applie~ to a recording/reproducing apparatus which has a dubbing 
.. --:...., 

functioh ... for reproducing video signals recorded on a DVD to copy 
·: ~ 

the reproduced video signals on another recording medium, for 

example·, a data rewritable DVD or the like. 
'• 

Here, the authoring apparatus is used on the content 

information provider which records content information 
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(information signals) such as video signals and audio signals on 

DVDs for distribution, while the recording/reproducing apparatus 

having a dubbing function is provided for consumers• family use. 

As will be also described later, on a video signal to be 

recorded on a DVD by the authoring apparatus, plural pieces of 

additional information having different significance degrees are 

embedded as electronic watermark information. In the embodiments 

described below, the electronic watermark information is 
<" 

implemented as a spread spectrum signal which is formed by a 

spread spectrum using a Pseudorandom Noise (PN) sequence code 

(hereinafter referred to as the "PN code"). 

While in the embodiments explained below, the authoring 

apparatus-and· the recording/reproducing apparatus h~ving a dubbing 

function are also capable of processing audio signals as well as 

video signals, and the explanation on an audio signal system will 

be omitted for simplifying the description. 

[First Embodiment] 

[About Authoring Apparatus] 

.,. Fig. 1 is a block diagram explaining an authoring 

apparath~ .~ccording to this embodiment. As illustrated in Fig. 1, 

the authoring apparatus of this embodiment comprises: an analog 

video signal input terminal 1; an A/D converter 2; a 
'-~. 

synchronization detector 3; a timing controller 4; a first PN 

generator 5; a first additional information generator 6; a second 
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PN generator 7; a second additional information generator 8; 

spreaders 9, 10; a weighting combiner 11; a level adjuster 12; an 

electronic watermark information embedding section (hereinafter 

referred to as the "WM embedding.section." WM is an abbreviation 

of electronic watermark information) 13; a data compression 

processor 14; an encryption section 15; a recording processor 16; 

a controller 17; and a key manipulation unit 18. A recording 

medium 100 is a DVD in this embodiment. 

In the authoring apparatus of this embodiment, the 

controller 17 may be a microcomputer which includes a CPU, a ROM, 

a RAM and so on. The controller 17 can control each section of 

this authoring apparatus in accordance with instructions which are 

input with· the key manipulation unit 18 by a use~. 

The authoring apparatus of this embodiment is configured 
-

to embed two pieces of additional information having different 

significance degrees, i.e., first additional information having a 

higher significance degree and second additional information 

having a signifi~ance degree lower than that of the first 

,.additional information, as electronic watermark information on a 

video s!gnal within one frame screen (within one frame) which is 
~ 

recorded 9.I_l the DVD 100. This embodiment will first be explained 

for the two pieces of additional information having different 

significance degrees which are embedded on the video signal • ... 
Figs. 2A and 2B are diagrams explaining the first 

additional information and the second additional information which 
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have different significance degrees from each other and are 

embedded on a video signal to be recorded on the DVD 100 as 

electronic watermark information by the authoring apparatus 

illustrated in Fig. l. 

In this embodiment, the first additional information 

having a higher significance degree is information about copy 

control, as shown in Fig. 2A. This information about copy control 

is information for controlling copies of a video signal, which 

must be reliably and rapidly detected from the video signal to be 

copied, on execution of a copy. The second additional information 

having a lower significance degree than the first additional 

information is so-called additional data including copyright 

information o+ the like. This additional infqrmation is r"equired 

to be detected only when required. 

The information about copy control and the additional 

data are both 4-bit information in this embodiment, and the 

information about copy control is comprised of copy control 

information for iimiting the copy generation mainly for a digital 

.. video signal, and analog protection system (APS) information for 

prevent?-ng copies of an analog video signal, as shown in Fig. 2A • 
.. -·-. .. 

In this embodiment, the copy control information 

indicates any of the four conditions: ( 1) "Copy Free"; ( 2) "Copy 

Once"; :( 3) "No More Copy"; and ( 4) "Never Copy," as described 
...... 

above. ·rn this embodiment, these conditions are represented by 

two bits as follows: 
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... 

[00] (1) "Copy Free"; 

[10] (2) "Copy Once"; 

[Ol] (3) "No More copy"; and 

[ll] (4) "Never Copy" 

The APS information in turn is information for 

controlling insertion .of a pseudo synchronization pulse into an 

analog video signal for AGC control, and for controlling an 

inverse burst for color stripe, and is represented by two bits. 

With the copy control information and the APS 

information embedded on a digital video signal as described above, 

even if the digital video signal is converted into ·an analog video 

signal for copy, the copied analog video signal, when reproduced, 

cannot produce a normal reproduced image due to the pseudo 

synchronization pulse for AGC control and the inverse burst for 

color stripe. That is, even if the digital video signal could be 

copied, no normal image can be reproduced, so that the copied 

analog video signal cannot be utilized, thereby protecting the 

benefit of the copyright owner of the video signal from 

.. infringement. 

-
·~ 

'• .·: 

Fig. 2B is a correspondence table which relates ON/OFF 

contro1·.~f9~ insertion of the AGC synchronization pulse and the 

burst inverse control for color stripe correspondingly to a 

combina~~on of the copy control information and the APS 

information. As described above, the authoring apparatus of this 

embodiment embeds the information about copy control, composed of 
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the copy control information and the APS .information, as the first 

additional information having the higher significance degree on a 

video signal as electronic watermark inform~tion, in order to more 

securely protect the benefit of the copyright owner of the video 

signal. 

Further, in the authoring apparatus illustrated in Fig. 

1, the first additional information generator 6 is a section which 

generates the more significant information about copy control 

composed of the copy control information and the APS information, 

as will be also described below. The information about copy 

control, which is generated in the first additional information 

generator 6, is spread by the spreader 9 using a first PN code 

generated by the first PN generator 5f to form electronic 

watermark information (spread spectrum signal) indicating the 

information about copy control. 

Also, in the authoring apparatus illustrated in Fig. 1, 

the second additional information generator 8 is a section which 

generates additional data. The additional data generated by the 

.. second additional information generator 8 is spread by the 

·spread~r 10 using a second PN code generated by t~e second PN 

generato.r .. .1, to form electronic watermark information (spread 

spectrum signal) indicating the additional data. 

However, it is considered that if the information about 

copy control and the additional data are separately embedded on a 

video signal in one screen as electronic watermark information, it 
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is contemplated that the information.about copy control, having a 

higher significance degree, may be detected with difficulties, 

causing disadvantages that it takes a long time to appropriately 

::ontrol the copy. 

To eliminate such disadvantages, it is considered that 

the information about copy control is given a embedding levei 

(adding intensity) higher than the embedding level of the 

additional data. That is, the electronic watermark information 

indicating the more significant additional information is embedded 

on content information with a higher embedding level than the 

electronic watermark information in~icating the less significant 

additional information. Therefore, the electronic watermark 
. . 

information indicating the more significant additional information 

can be reliably and rapidly detected. 

However, in the case where the content information is a 

video signal, the embedding level varying in accordance with the 

significance degree of additional information would cause a 

difference in level between a reproduced image of a video signal 

.part in which electronic watermark information indicating more 

signifi~ant information is embedded and a reproduced image of a 
~ 

video sfg·n~l part in which electronic watermark information 

indicating relatively less significant information is embedded, 

which causes a problem in that a reproduced image is easily 
'.,. .. 

deteriorated, for example, viewers visually recognizes the level 

difference. 
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To avoid this problem, the authoring apparatus of this 

embodiment separately embeds electronic watermark information 

indicating the more significant information about copy control and 

electronic watermark information indicating the additional data, 

on embedding parts of a video signal. In this event, the 

embedding parts are determined such that a par~ for the electronic 

watermark information indicating the information about copy 

control having a higher significance degree is larger than a part 

for the electronic watermark information indicating the additional 

data. 

Fig. 3 is a diagram explaining a embedding part in which 

the electronic watermark information indicating the more 

significant information· about cQpy control is embedded (first . 

embedding part ARl), and a embedding part in which the electronic 

watermark information indicating the less significant additional 

data is embedded (second embedding part AR2), in the authoring 

apparatus of this embodiment. 

In the authoring apparatus of this embodiment, the first 

,.embedding part ARl and the second embedding part AR2 are set in 

one scr~en such that the embedding part for the information 
·~ 

concerni~g.,. the more significant copy control (first embedding part 

ARl) is larger than the embedding part for the less significant 

additional data (second embedding part AR2). Specifically, in .. 
this embbtliment, the first embedding part ARl is previously set to 

be twice the second embedding part AR2. 
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Then, as shown in Fig. 3, the information about copy 

control having a higher significance degree is eqlbedded in the 
. . . 

first embedding part ARl as electronic watermark information, and 

the additional. data is embedded in the second embedding part AR2 

as electronic watermark information, for each screen (one frame) 

FL of a video signal. 

In this way, in the case where plural pieces of 

additional information having different significance degrees are 

embedded on a video signal as electronic watermark information, 

the embedding part in which the more significant additional 

information is embedded as electronic watermark information is set 

larger than the embedding part in which the less significant 

additional information is em.bedded as electronic watermark 

information, so that the more significant additional information 

can be more reliably and rapidly detected from the additional 

information embedded on the video signal. 

In the following, the authoring apparatus of this 

embodiment illustrated in Fig. 1 will be explained in detail. An 

,.analog video signal to be recorded on the DVD 100 is supplied to 

~he A/TY:. converter 2 and the synchronization detector 3 through the 
~. 

input t~~~~nal 1. The A/D converter 2 conv_erts the supplied 

analog video signal into a digital video signal which is then 

supplied to the WM embedding section 13. 
'•. 

The synchronization detector 3, in turn, detects a 

vertical synchronization signal v and a horizontal synchronization 
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signal H from the supp~ied analog video signal, and supplies these 

vertical synchronization signal V and horizontal synchronization 

signal H to the timing controller 4. The timing controller 4. 

utilizes the vertical synchronization signal V and the horizontal 

synchronization signal H as reference signals to generate a 

variety of timing signals such as a PN code reset timing signal 

RE; a first PN generation enable signal ENl; a second PN 

genera7ion enable signal EN2; a PN clock signal PNCLK; and a 

combination timing signal SW. 

Here, the PN code reset timing signal (hereinafter 

simply referred to as the "reset signal") RE indicates a ti.niing at 

which the generation of a PN code is s~c:irted. The first PN 

generation enable signal.(hereinafter simply referred to as the 

"first enable signal") ENI in turn indicates an interval of 
-

generating a first PN code for performing spread spectrum on the 

information about copy control as the more significant first 

additional information. 

Similarly, the second PN generation enable signal 

,_(hereinafter simply referred to as the "second enable signal") EN2 

·indicat':'es an interval of generating a second PN code used for 
.. -~ 

perfo~l~g.the spread spectrum on the additional data as the 

second additional information which is less significant than the 

first additional information. 
'·'-· 

In this embodiment, the PN clock signal PNCLK indicates 

a timing at which one chip of the first and second PN-codes each 
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is generated. For example, the PN clock signal PNCLK generates 

one chip of PN code every pixel. 

The combination timing signal SW in turn indicates a 

timing at which the electronic watermark information indicating 

the information about copy control and the electronic watermark 

information indicating the additional data are combined such that 

they can be separately embedded in the first embedding part ARl 

and the second embedding part AR2, respectively, which have been 

defined for each one-frame screen FL of the video signal, as shown 

in Fig. 3. 

Fig. 4 is a block diagram explaining the timing 

controller 4 for generating a variety of timing signals for 

controllin~ timings of·processing in each· section of the authoring 

apparatus. Fig. S is a diagram explaining principal timing 

signals generated by the timing controller 4. Specifically, in 

Figs. SA to SH, Fig. SB and Fig. SD both illustrate the horizontal 

synchronization signal H, where Fig. SD illustrates the enlarged 

view of the horizontal synchronization signal illustrated in Fig • 

. SB. 

.. As illustrated in Fig. 4, the timing controller 4 

comprise5 q PN generation timing signal generator 41; a PN clock 

signal generator 42 comprised of a PLL; and a timing signal 

generate>~. 43. 

The PN generation timing signal generator 41 uses the 

vertical synchronization signal v as a reference signal to 
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generate a reset signal RE having a frame period for defining a 

cyclic P,eriod for a spreading PN code sequence for use in the 

spread spectrum, as illustrated in Fig. SA. In this example, the 

reset signal RE is a signai having a period equal to one frame 

which falls, for example, at a leading edge of the vertical 

synchronization signal v. 

The PN generation timing signal generator 41, in this 

example, also use~ the vertical synchronization signal v and the 

horizontal synchronization signal_H to generate the first enable 

signal ENl and the second enable signal EN2. 

In this example, the first enable signal ENl is a signal 

which falls at a leading edge of the horizontal synchronization 

signal H (see Fig. SD), and has a low level during the former two­

third interval of the horizontal line and has at a high level 
-

during the subsequent one-third interval, as illustrated in Fig. 

SE. 

The second enable signal EN2 in turn is a signal which 

rises at a leading edge of the horizontal synchronization signal H 

._(see Fig. SD), and has a high level during the former two-third 

interva~ of the horizontal line, and has a low level during the 

subsequ~t.,,one-third interval, as illustrated in Fig. SF. 

For generating the first enable signal ENl and the 

second e~able signal EN2, the intervals during which the signals 

have low· levels or the intervals can be set as described above by 

frequency dividing the horizontal synchronization signal H. Also 
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in this embodiment, the first enable signal ENl and the second 

enable signal EN2 a~e both low active. 

Therefore, in each horizontal line period in the 

vertical direction, the information about copy control having a 

higher significance degree may be subjected to the spread spectrum 

in the former two-third interval, and the additional data may be 

subjected to the spread spectrum in the subsequent one-third 

interval, as will be also described later. 

The PN clock generator 42 uses ~he PLL to generate the 

PN clock PNCLK (see Fig. SC) which is synchronized with the 

horizontal synchronization signal H. The timing signal generator 

43 in turn generates a variety of timing signals for use in the 

authoring apparatus of Fig. 1 on the-basis of the vertical 

synchronization signal v and the horizontal synchronization signal 

H. In this embodiment, the timing signal generator 43 generates 

the combination timing signal SW (see Fig. SG) indicative of a 

timing for combining the electronic watermark information 

indicating the more significant information about copy control and 

.. the electronic watermark information indicating the additional 

·data. ~ 
·~ .. 
, • ,'l'hen, out of the signals generated in the timing 

controller 4, the reset signal RE, the first enable signal ENl and 

the PN ~.~ock signal PNCLK are supplied to the first PN generator 

5, and the first enable signal ENl and the PN clock signal PNCLK 

are also supplied to the first additional information generator 6. 
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The reset signal RE, the second enable signal EN2 and 

the PN clock signal PNCLK are supplied to the second PN generator 

7, and the second enable signal EN2 and the PN clock signal PNCLK 

are also supplied to the second additional information generator 

8. Further, the combination timing signal SW is supplied to the 

weighting combiner 11. 

In this embodiment, the first PN generator 5 and the 

second PN generator 7 are comprised of multi-stage shift 

registers, although not shown, each is comprised. of several 

exclusive OR circuits for calculating appropriate tap outputs for 

the shift registers, in order to generate a PN code sequence based 

on the timing signal from the timing controller 4. 

· More specifically, the first PN generator 5 generates a 

first PN code sequence PSl in response to the reset signal RE, the 

first enable signal ENl and the clock signal PNCLK. The first PN 

generator 5 is reset by the reset signal RE at every frame period, 

in this example, such that the PN code sequence PSl having a 

predetermined code pattern can be generated from its beginning • 

.. Then, the first PN generator 5 generates the PN code sequence PSl 

·in re~~nse to the clock signal PNCLK only when it is brought into 
'"'. 

a PN c~cl~ .,~eneration enabled state (enable state) by the first 

enable sighal ENI. 

)_to· 
In this example, as has been also described above, the 

first PN generator 5 is brought into the state in which it can 

generate the first PN code sequence PSI when the first enable 

· .. ~-
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signal ENl is at a low level. Thus, as illustrated· in Fig. SE, 

the first PN generator 5 is into the PN code generating s~ate 

during the two-third interval of one horizontal line from the 

leading edge of the horizontal synchronization signal H in each 

horizontal line period in the vertical direction in each one-frame 

screen, and generates the PN codes at a rate of one chip per one 

clock of the clock signal PNCLK. In this way, the first PN code 

sequence PSl generated in the first PN generator 5 is supplied to 

the spreader 9. 

The first additional information generator 6, on the 

other hand, generates an information sequence FSl related to the 

copy control, comprised of the copy control information and the 

APS information, as the first additional information having a 

higher significance degree which is to be embedded on a video 

signal inputted via the input terminal 1 through spread spectrum, 

based on the clock PNCLK at a timing of the first enable signal 

ENl from the timing controller 3, and supplies the information 

sequence FSl to the spreader 9. In other words, the first 

.. additional information generator 6 generates the information 

sequenc~ FSl related to the copy control at the same timing as the 
... 

first PN _cpde sequence PSl, and supplies it to the spreader 9. 

Similarly, the second PN generator 7 generates the 

second J?N code sequence PS2 in response to the reset signal RE, ... 
the second_enable signal EN2 and the clock signal PNCLK. The 

second PN generator 7 is also reset by the reset signal RE at 
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every frame period, so as to generate the PN code sequence PS2 

having a predetermined code pattern from its beginning. Then, the 
. . 

second PN generator 7 generates the PN code sequence PS2 in 

response to the clock signal PNCLK only when it is brought into a 

PN code generation enabled state (enable state) by the second 

enable signal EN2. 

Therefore, the second PN generator 7 is brought into the 

state in which it can generate the second PN code sequence PS2 

when the second enable signal EN2 is at a low level. Thus, as 

illustrated in Fig. SF, the second PN generator 7 is in the PN 

code generating state in the latter one-third interval of each 

horizontal line in each horizontal line period in the vertical 
. . 

direction.in each screen, and generates the PN codes at a rate of 

one chip per one clock of the clock signal PNCLK. In this way, 

the second PN code sequence PS2 generated in the second PN 

generator 7 is supplied to the spreader 10. 

The second additional information generator 8, on the 

other hand, generates an additional data sequence FS2 which is to 

,_be embedded on a video signal inputted via the input terminal 1 

throug:tr~the spread spectrum, based on the clock PNCLK at a timing 
-. 

of the ~ec,c;:md enable signal EN2 from the timing controller 3, and 

supplies the additional data sequence FS2 to the spreader 10. In 

other words, the second additional information generator 8 
1:,... 

generates the additional data sequence FS2 at the same timing as 

the second PN code sequence PS2, and supplies it to the spreader 
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10. 

In the authoring apparatus of .this embodiment, the user 

can give instructions concerning information about copy control 

generated in the first additional information generator 6 and the 

additional data generated in the second additional information 

generator 8, with the key manipulation unit 18. 

Specifically, when the user specifies, with the key 

manipulation unit 18, information about copy control and 

additional data and additional data, which are embedded on a video 

signal as electronic watermark information, the controller 17 can 

control the first additional information generator 6 and the 

second additional information generator 8 so as to generate the 

speciLied information. 

The spreader 9 performs the spread spectrum on the 

information sequence FSl concerning the copy control with the 

first PN code sequence PSl, to form electronic watermark 

information SSl indicating the information about copy control, and 

supplies this to the weighting combiner 11. Similarly, the 

.. spreader 10 performs the spread spectrum on the additional data 

sequenc~ FS2 with the second PN code sequence PS2 to form 
·-. 

electronic.,. watermark information SS2 indicating the additional 

data, and supplies this to the weighting combiner 11. 

~ ... The weighting combiner 11 which has a function as an 

electrorfic watermark information combining means, combines the 

electronic watermark information SSl indicating the information 
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about copy control and the electronic watermark information SS2 

indicating the additional data, based on the combination timing 
. . 

signal SW from the timing controller 4,_to form.a combined 

electronic watermark information signal (see Fig. SH) which is to 

be embedded on a video signal inputted via the input terminal 1. 

In this embodiment, the weighting combiner 11 outputs 

the electronic watermark information SSl indicating the 

information about copy control while the combination timing signal 

SW illustrated in Fig. SG is at a low level, and oµtputs the 

electronic watermark information SS2 indicating the additional 

data while the combination timing signal SW is at a high level, in 

each horizontal line period in the vertical direction, thereby 

fo:r;ming a combination-signal of the electronic wat~rmark 

information SSl indicating the information about copy control and 

the electronic watermark information SS2 indicating the additional 

data as shown in Fig. SH. The combination signal is supplied to 

the level adjuster 12. 

The level adjuster 12 adjusts a embedding level of the 

.combined electronic watermark information signal such that the 

-embeddi"!lg of the combined electronic watermark information signal 
~- - '-I. .. 

on the v1deo signal does not deteriorate an image reproduced from 
. ":! 

the video signal. In this embodiment, the level adjuster 12 

adjusts:. the embedding level such that the combined electronic 
~ ... 

watermark· information signal is embedded at a level lower than the 

dynamic range of the video signal. 
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In this event, while the combined electronic watermark 

information signal ,is a combination signal of the electronic 

watermark information SSl indicating the information about copy 
'· 

control and the electronic watermark information SS2 indicating 

the additional data, as described above, the electronic watermark 

information SSl, SS2 can be separately embedded in the embedding 

parts of the video signal at the same embedding levels. The 

co~ination signal having the adjusted level is supplied from the 

level adjuster 12 to the WM embedding section 13. 

The WM embedding section 13 embeds the combined 

electronic watermark information signal supplied through the level 

adjuster 12 on the video signal supplied from the input terminal 

. 1. The video signal on which the electronic watermark information 

signal is embedded by the.WM embedding section 13 is supplied to 

the data compression processor 14. 

The data compression processor 14 compresses data in the 

supplied video signal having the electronic watermark information 

signal embedded thereon in accordance with the MPEG scheme. The 

data-compressed video signal is supplied to the encryption section 

15. In this embodiment,.the encryption section 15 performs 

encryption processing in accordance with a content scramble system 

(CSS) on the video signal. The CSS-based encryption processing is 

the one which is applied to information signals w~en information 

signals such as video signals are recorded on a disc medium such 

as a DVD for distribution. 
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The video signal subjected to the encryption processing 

in the encryption section 15 is s_upplied to the recording 

processor 16. The recording processor 16 performs adjustment 

processing and so on for recording ~ video signal on the DVD 100, 

on the supplied video signal to record it on the DVD 100. 

As a result, the video signal on which ·the information 

about-copy control having a higher significance degree (four bits) 

and the additional data (four bit) having a lower significance 

degree than the information about copy control is embedded as the 

electronic watermark information is recorded on the DVD 100. 

In this case, as been previously described with 

reference to Fig. 3, the embedding part for the electronic 

watermark information SSl indicating the more significant 

information about copy control is set larger than the embedding 

part for the electronic watermark information SS2 indicating the 

additional data. In this way, the embedding parts, in which the 

additional information are embedded as electronic watermark 

information, are set in accordance with the significance degrees 

of the additional information. However, the electronic watermark 

information SSl indicating the information about copy control and 

the electronic watermark information SS2 indicating the additional 

data are embedded on a video signal at the same embedding level. 

Figs. 6A to 6D spectrally illustrates a relationship 

between additional information embedded on a video signal as 

electronic watermark information, for example, information about 
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copy control, additional data and so on, and an information signal 

such as a video signal. The additional information such as 

information about copy control and additional data is a low bit 

rate signal which includes a small amount of information, and 

therefore is a narrow band signal as illustrated in Fig. 6A. The 

additional information becomes a wide bandwidth signal as 

illustrated in Fig. 6B by the spread spectrum. In this event, the 

spread spectrum signal level becomes smaller in reciprocal 

proportion to a band enlarging ratio. 

This spread spectrum signal, i.e., the electronic 

watermark information is embedded on a video signal in the WM 

embedding section 13, in which case the electronic watermark 

information is embedded at a level lower than the dynamic range of 

the video signal as an information signal, as illustrated in Fig. 

6C. Such embedding can substantially completely prevent the 

information signal from degrading. Thus, as described above, when 

the video signal on which the electronic watermark information is 

embedded is supplied to a monitor to reproduce an image thereon, a 

reproduced image is hardly affected by the electronic watermark 

information and hence is satisfactorily provided. 

As will be described later, when de~spread spectrum is 

performed to detect electronic watermark information, the 

electronic watermark information is returned as ~ narrow band 

signal as illustrated in Fig. 6D~ By using a sufficient band 

spreading ratio, the de-spread additional information has larger 
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power than the information signal, and is therefore detectable. 

In this event, since electronic watermark information 

embedded on a video signal is embedded for the same duration of 

time and at the same frequency as the video signal, the electronic 

watermark information could not be eliminated or modified by 

simply replacing a frequency filter or information. 

Therefore, the electronic watermark information embedded 

on the video signal cannot be removed, and is changed with 

difficulties, so that it can be ensured ~hat the video signal is 

protected from unauthorized copies by using the information about 

copy control embedded on the video signal as electronic watermark 

information. 

Then, as has been also described above, when plural 

pieces of additional information are embedded as electronic 

watermark information with different embedding levels, it is 

considered that levels may be different between a reproduced image 

of a video signal part having additional information embedded 

therein at a higher embedding level and a reproduced image of a 

video signal part having additional information embedded therein 

at a lower embedding level, thereby causing a degradation in a 

reproduced image. The authoring apparatus of this embodiment, on 

the other hand, embeds two pieces of additional information having 

different significance degrees on a video signal _at the same 

embedding level as electronic watermark information, so that it is 

possible to prevent the embedding of the electronic watermark 
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information on the video signal from degrading the reproduced 

image of the video signal. 

Also, in the authoring apparatus of this embodiment, 

embedding part in which the more significant first additional 

information is embedded as electronic watermark information is 

larger than the embedding part in which the second additional 

informat1on having a lower significance degree than the first 

additional information is embedded as electronic watermark 

information. 

Therefore, with respect to additional information 

embedded in the same screen, the more significant additional 

information which is embedded in the larger area of the video 

signal can be more reliably and rapidly detected than tpe less 

significant additional information. 

the 

set 

Further, with respect to the less significant additional 

information, which is embedded in a smaller embedding part than 

the more significant additional information, the embedding part is 

previously set, so that the less significant additional 

information can also be reliably detected, although a slightly 

longer detection time is required therefor. 

As described above, the authoring apparatus of this 

embodiment can embed two pieces of additional information having 

different significance degrees on a video signal in such a manner 

that a reproduced image will not be degraded and the more 

significant additional information can be more reliably and 
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rapidly detected. 

[About Recording/Reproducing Apparatus Having Dubbing 

Function] 

Fig. 7 is a block diagram for explaining a 

recording/reproducing apparatus of this embodiment. As has been 

also described above, the recording/reproducing apparatus of this 

embodiment reads a video signal recorded on a DVD for 

reproduction, and has a so-called dubbing function for duplicating 

the read video signal on a data rewritable recording medium. 

As illustrated in Fig. 7, the recording/reproducing 

apparatus of this embodiment comprises: a reader 21; a decryption 

section 22; a video data decoder 23; a D/A converte~ 24; an analog 

video signal output terminal 25; an electronic watermark 

information decoder (hereinafter simply referred to as the "WM 

decoder") 26; a recording controller 27; an encryption section 28; 

a recording processor 29; a controller 30; and a key manipulation 

unit 31. 

A DVD 100 has recorded thereon a video signal on which 

information about copy control and additional data are embedded as 

electronic watermark information by the authoring apparatus 

previously described with reference to Fig. 1. A disc 200 is data 

rewritable. 

When the user gives a command to execute a dubbing 

function with the key manipulation unit 31, the reader 21 reads a 
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digital video signal recorded on the DVD 100. The read video 

signal is supplied to the decryption section 22. The decryption 

section 22 performs decripting processing for decripting the 

encripted video signal supplied thereto, and supplies the 

decripted video signal to the video data decoder 23, the WM 

decoder 26 and the recording controller 27. 

Since the decripted video signal has been subjected to 

the data compression in accordance with a predetermined scheme, 

for example, the MPEG scheme or the like, it is decoded in the 

video data decoder 23 in order to be supplied to, for example, a 

display monitor device. The decoded video signal is supplied to 

the D/A·converter 24 which converts the video signal to an analog 

signal. The analog signal is then outputted thrpugh the analog 

video signal output terminal 25 and supplied to, for example, a 

display monitor or a recording device. 

The WM decoder 26 in turn detects from the decripted 

video signal, information about copy control and additional data 

embedded thereon as electronic watermark information. 

Fig. 8 is a block diagram explaining the WM decoder 26 

in the recording/reproducing apparatus of this embodiment. As 

illustrated in.Fig. 8, the WM decoder 26 comprises a decoder 261; 

a synchronization detector 262; a timing controller 263; a first 

PN generator 264; a second PN generator 265; a weighting combiner 

266; a de-spreader 267; and an electronic watermark information 

determination unit (hereinafter simply referred to as the "WM 
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determination unit") 268. 

As has been also described above, the decripted video 

signal has been data-compressed in accordance with a predetermined 

scheme. For this reason, the decoder 261 in the WM decoder 26 

decodes the supplied video signal to bring the video signal into a 

condition in which the information about copy control and so on 

embedded thereon as electronic watermark information can be 

detected therefrom. In this case, the decoded video signal is 

~uch that a vertical synchronization signal v and a horizontal 

synchronization signal H can be detected therefrom for use as 

reference signals. Then, the decoded video signal is supplied to 

the synchronization detector 262 and the de-spreader 267. 

The synchronization detector 262 detects the vertical 

synchronization signal v and the horizontal synchronization signal 

H, for use as reference signals, from the decoded video signal, 

and supplies them to the timing controller 263. 

The timing controller 263 is configured substantially in 

a manner similar to the timing controller 4 in the authoring 

apparatus previously described with reference to Figs. 1 and 4. 

The timing controller 263 in the recording/reproducing apparatus 

generates timing signals which provide the same timings as the 

reset signal RE, the first enable signal ENl, the second enable 

signal EN2, the clock signal PNCLK, and the combination timing 

signal SW, respe?tively, which have been used to embed electronic 

watermark information on a video signal. 
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Specifically, the timing controller 263 in the WM 

decoder 26 generates the reset signal RE (see Fig. SA); the first 

enable signal ENl (see Fig. SE); the second enable signal EN2 (see 

Fig. SF); the clock signal PNCLK (s~e Fig. SC); and the 

combination timing signal SW (see Fig. SG), in a manner similar to 

the timing controller 4 in the authoring apparatus illustrated in 

Fig. 1. 

Then, out of the timing signals generated in the timing 

controller 263, the reset signal RE and the clock signal PNCLK are 

supplied to the first PN generator 264 and the second PN generator 

26S; the first enable signal ENl to the first PN generator 264; 

and the second enable signal EN2 to the second PN generator 265 • 
. 

The ·combination timing signal SW in turn ia supplied to the 

weighting combiner 266. 

The first PN generator 264 and the second PN generator 

26S are configured in a manner similar to the first PN generator S 

and the second PN generator 7 in the authoring apparatus 

previously described with reference to Fig. 1. 

The first PN generator 264 is rest every frame based on 

the reset signal RE, the first enable signal ENl and the clock 

signal PNCLK, and generates a first PN code sequence PSl only 

while the first enable signal ENl is at a low level (see Fig. SE). 

Stated another way, the first PN generator 264 ge~erates the first 

PN code sequence PSl used in the spread spectrum at the same 

timing at which the information about copy control is subjected to 
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the spread spectrum to be embedded on a video signal. The first 

PN code sequence PSl is supplied to the weighting combi~er 266. 

The second PN generator 265 in turn is reset every frame 

based on the reset signal RE, the s~cond enable signal EN2 and the 

clock signal PNCLK, and generates a second PN code sequence PS2 

- only while the second enable signal EN2 is at a low level (see 

Fig. SF). That is, the second PN generator 265 generates the 

second PN code sequence PS2 used in the spread spectrum at the 

same timing at which the additional data is subjected to the 

spread spectrum to be embedded on the video signal. The second PN 

code sequence PS2 is also supplied to the weighting combiner 266. 

The weighting combiner 266, based on the combination 

timing signal (Fig. SG) from the timing controller 263, ou~puts 

the first PN code sequence PSl from the first PN generator 264 

while the combination timing signal SW is at a low level, and 

outputs the second PN code sequence PS2 from the second PN 

generator 265 while the combination timing signal SW is at a high 

level. 

In this way, the first PN code sequence PSl used in the 

spread spectrum of the information about copy control, and the 

second PN code sequence PS2 used in the spread spectrum of the 

additional data are supplied to the de-spreader 267 for the 

decoded video signal at the same timing as the s~read spectrum of 

the information about cop~ control and the additional data. 

The de-spreader 267 uses a combined PN code sequence 
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which is a combination of the first PN ~ode sequence PSl and the 

second PN code sequence PS2 from the weighting combiner 266 to 

extract an information sequence FSl concerning the copy control 

and an additional data sequence FS2 which are separately embedded 

in embedding parts every one-frame screen of the video signal, as 

previously shown in Fig. 3, and supplies the extracted sequences 

to the WM determination unit 268. 

The WM determination unit 268 uses the extraction output 

from the de-spreader 267 to determine the type of information 

about copy control comprised of the 4 bits, and the type of 

additional data comprised of 4 bits, and supplies the 

determination results to the controller 30. 

In this event, as previousiy shown in Fig. 3,.the 

embedding part ARl for the information about copy control as 

electronic watermark information is larger than the embedding part 

AR2 for the additional data as electronic watermark information. 

For this reason, the information about copy control can be more 

correctly and rapidly detected than the additional data. Of 

course, the additional information can also be detected correctly, 

although a slightly longer time is required therefor than for the 

information about copy control. 

In this way, the controller 30 can correctly and rapidly 

acquire the information about copy control. Then, the controller 

30 determines, based on the information about copy control from 

the WM decoder 26, whether the video signal read from the DVD 100 
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is allowed to be copied or not, and controls the recording 

controller 27 based on the determination result. 

More specifically, the controller 30 forms a control 

signal for prohibiting a copy when it determines from the 4-bit 

copy control information embedded on the video signal read from 

the DVD 100 that 2-bit copy control information indicates copy 

prohibited, and otherwise forms a control signal for permitting a 

copy when it determine~ that the 2-bit copy control information 

indicates copy free or one copy permitted (copy of one generation 

permitted). The control signal thus formed is supplied to the 

recording controller 27. 

The recording controller 27 does not allow the 

decryption section 22 to supply the video signal to-the encryption 

section 28 when the control signal from the controller 30 

indicates recording prohibited. Conversely, the recording 

controller 27 allows the decryption section 22 to supply the video 

signal to the encryption section 28 when the control signal from 

the controller 30 indicates recording permitted. 

The encryption section 28 receives the supplied video 

signal, which has been indicated as copy permitted, and encripts 

the video signal in accordance with a predetermined encryption 

scheme. The video signal encripted in the encryption section 28 

is supplied to the recording processor 29. The recording 

processor 29 performs processing for recording the encripted video 

signal on the. disc 200. 
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In the manner described above, the information about 

copy control and the additional data are embedded on video signals 

recorded on the DVD 100 as electronic watermark information. 

Since the information about copy co~trol having a higher 

significance degree is embedded in the first embedding part ARl 

which is larger than the part AR2 for the additional data, the 

information about copy control can be correctly and rapidly 

detected from the video signals. Then, based on the detected 

information about copy control, only the video signals which are 

determined as copy permitted can be copied on the disc 200 and the 

video signals which are determined as copy prohibited can not be 

copied. In this way, it is possible to ensure that the copyright 

owner of the video signals is protected from suffering a loss due 

to unauthorized copies of the video signals. 

The additional data in turn is embedded in the second 

embedding part AR2 which is smaller than the embedding part for 

the information about copy control. Since the second embedding 

part AR2 is processed to detect the additional data, the 

additional data embedded on the video signal can be reliably 

detected as well. 

Consequently, even when two pieces of additional 

information havi~g different significance degrees· are separately 

embedded in embedding parts of one frame screen o.f a video signal 

as shown in Fig. 3, the more significant additional information is 

detected without any difficulties and therefore, each of the 

39 



additional information can be reliably detected without any 

difficulties. 

The recording/reproducing apparatus of this embodiment 

illustrated in Fig. 7 can output an analog video sigrial.via the 

output terminal 25, so that it is considered that an analog video 

signal outputted via this analog output terminal be supplied to a 

recording device for making a copy. 

However, as described above, the information about copy 

control is embedded on digital video signals recorded on the DVD 

100 as an electronic watermark information, and the electronic 

watermark information embedded on the digital video signals is 

never removed even if the digital video signals are converted into 

an.a log signals. 

It is therefore possible to extract, in a recording 

device which is to be supplied with the analog video signals, the 

information about copy control embedded as electronic watermark 

information from the supplied analog video signal, and to conduct 

appropriate copy control based on the extracted information about 

copy control. 

Also, when a digital video signal recorded on the DVD 

100 is outputted as an analog video signal, pseudo synchronization 

pulses for AGC control can be inserted or the inverse burst 

control for color stripe can be performed, as shown in Fig. 2B, 

based on the information about copy control embedded on the 

digital video signal, i.e., the copy control information and the 
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APS information. 

In such a case, as has been also described above, a 

norm.ally reproduced image can not be obtained depending on the 

copied analog video signal. In thi~ case, the information about 

copy control need not be detected from the analog video signal, 

supplied to a recording device, on which the information is 

embedded. 

Also, when a video signal outputted from the 

recording/reproducing apparatus of this embodiment or copied on 

the disc 200 is an information signal which can be copied once 

(one generation copy permitted), the information about copy 

control embedded thereon as electronic watermark information is 

rewritten, for example, in the video data decoder 23 or the 

recording controller 27, or at any subsequent section so as to 

prohibit more copies. 

The electronic watermark information can be rewritten, 

for example, by deleting the information about copy control 

originally embedded on the video signal as the electronic 

watermark information and then embedding new information about 

copy control on the video signal as electronic watermark 

information. 

In this way, the electronic watermark information are 

uniformly embedded on the video signal, so t.hat there is no 

difference in level between the embedding part for the information 

about copy control and the embedding part for the additional data, 
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thereby a reproduced image is prevented from being viewed with 

difficulty. 

[Seco~d Embodiment] 

In a second embodiment, the embedding part (first 

embedding part) ARl for more significant information about copy 

control and the embedding part (second eml;>edding part) AR2 for 

additional data having a lower significance degree than t~e 

information about copy control are defined such that they are 

separated in :the vertical direct.ion every one-frame screen of a 

video signal. 

When the eIDbedding parts for additional information 

having different signiticance degrees are-defined as separate 

parts in the vertical direction every one-frame screen of a video 

signal as mentioned above, an authoring apparatus for recording a 

video signal on which additional information having different 

significance degrees are embedded as ·electronic watermark 

information, on a recording medium, for example, a DVD or the like 

can be also configured in a similar manner to the authoring 

apparatus illustrated in Fig. 1. 

For this reason, the authoring apparatus of the second 

embodiment will be explained as configured similarly to the 

authoring apparatus illustrated in Fig. 1, with reference also to 

Fig. 1. The second embodiment, however, differs from the first 

embodiment in timing signals generated in the timing controller 4, 
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as described below. 

Fig. 9 is a diagram explaining an example of embedding 

two pieces of additional information having different significance 

degrees on vertically separated embedding parts every one•f rame 

screen FL. In the second embodiment, as shown in Fig. 9, a one­

frame screen (each frame) of a video signal is divided into two in 

the vertical direction such that the information about copy 

control having a higher significance degree is embedded in the 

upper two-third part (first embedding part) ARl of the screen, and 

the additional data having less significant than the information 

about copy control is embedded in the lower one-third part (second 

embedding part) AR2 of the screen, depending on the significance 

degrees of the additional information. 

Stated a~other way, th~ sec?nd embodiment is similar to 

the first embodiment in that the area of the embedding part in 

which the more significant additional information is embedded as 

electronic watermark information is set larger than the embedding 

part in which the less significa,_nt additional information is 

embedded as electronic watermark information. Also, in this 

example, the embedding part ARl for the more significant 

information about copy control is set twice larger than the 

embedding part AR2 for the less significant additional data. 

Fig. 10 is a diagram explaining timing signals generated 

in the ti.ming controller 4 in the case where the embedding parts 

for embedding different additional information as electronic 
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watermark information are separated in the vertical direction on 

the one-frame screen FL of a video signal, as shown in Fig. 9. 

Also, in the second embodiment, the information about 

copy control as the more significant first additional information 

and the additional data less significant than the first additional 

information are embedded such that their cycles are completely fit 

into one screen of the video signal, as is the case of the 

aforementioned first embodiment. 

For this reason, the reset signal RE is a signal having 

a period equal to one frame, similar to the reset signal RE in the 

first embodiment, as illustrated in Fig. lOA, and the clock signal 

PNCLK is a signal, for example, for providing a timing 

corresponding to each pixel of the video signal, as illustrated in 

Fig. 1oc. 

Then, in the second embodiment, the first enable signal 

ENl is formed on the basis of the vertical synchronization signal 

V and the horizontal synchronization signal H, and is a signal 

·having a period equal to one frame which falls at a leading edge 

of the vertical synchronizing signal, is at a low level during the 

former two-third interval of one frame period, and is at a high 

level during the subsequent one-third interval·, as illustrated in 

Fig. lOD. 

In other words, the first enable signal ENl is a signal 

formed in each frame such that it is at a low level in a part 

corresponding to the first embedding part ARl shown in Fig. 9, and 
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at a high level in a part corresponding to the second embedding 

part AR2. 

The second enable signal EN2 is also formed on the basis 

of the vertical synchronization signal V and the horizontal 

synchronization signal H, and is a signal having a period equal to 

one frame which rises at a leading edge of the vertical 

synchronization signal, is at a high level during the former two­

third interval of one frame period, and is at a low level during 

the subsequent one-third interval, as illustrated in Fig. lOE. 

In other words, the second enable signal EN2, reverse to 

the first enable signal ENl, is a signal formed in each frame such 

that it is at a high level in a part corresponding to the first 

embedding part ARl shown in Fig. 9, and at a low level in a part 

correspondin~ to the second emb~dding part AR2. 

For generating the first enable signal ENl and the 

second enable signal EN2, the intervals during which the signals 

are at a low levels and the intervals at which the signals are at 

a high levels can be set by counting the horizontal 

synchronization signal H. Also, in the second embodiment, the 

first enable signal ENl and the second enable signal EN2 are ·both 

low active. 

The combination timing signal SW is formed on the basis 

of the vertical synchronization signal V and the horizontal 

synchronization signal H as a signal having a period equal to one 

frame which falls at the leading edge of the vertical 
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synchronization signal, is at a low level during the former two­

third interval of one frame period and is at a high level during 

the subsequent one-third interval, just like the first enable 

signal ENl. 

Also, similarly to the aforementioned first emboqiment, 

the first PN generator 5 generates a first PN code sequence PSl 

using the reset signal RE, the first enable signal ENl and the 

clock signal PNCLK, while the second PN generator 7 generates a 

second PN code sequence PS2 using the reset signal RE, the second 

enable signal EN2 and the clock signal PNCLK. 

The first additional information generator 6 generates 

an information sequence FSl concerning copy control at the timing 

of the first enable signal ENl based on the clock signal PNCLK, 

while the second additional information generator 8 generates an 

additional data sequence FS2 at the timing of the second enable 

signal EN2 based on the clock signal PNCLK. 

Then, the spreader 9 performs the spread spectrum on the 

information sequence FSl concerning the copy control with the 

first PN code sequence PSl to form electronic watermark 

information (spread spectrum signal) SSl which is then supplied to 

the weighting combiner 11. Similarly, the spreader 10 performs 

the spread spectrum on the additional data sequence FS with the 

second PN code sequence PS2 to form electronic watermark 

information (spread spectrum signal) SS2 which is then supplied to 

the weighting combiner 11. 
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The weighting combiner 11, based on the combination 

timing signal SW, outputs the electronic watermark information SSl 

indicating the information about copy control while the 

combination timing signal SW is at a low level, and outputs the 

electronic watermark information SS2 indicating the additional 

data while the combination timing signal SW is at a high level, 

thereby outputting a combination of the electronic watermark 

information SSl indicating the information about copy control and 

the electronic watermark information· SS2 indicating the additional 

data accommodated in the separate embedding parts allocated 

thereto. 

The combination output from the weighting combiner 11 is 

embedded on a video signal which has been converted to a digital 

signal in the A/D converter 2, by the wM embedding section 13. In 

this case, as shown in Fig. 9, the electronic watermark 

information ssl indicating the information about copy control is 

embedded in the first embedding part·ARl which occupies the upper 

two-third part of a screen, while the electronic watermark 

information SS2 indicating the additional data is embedded in the 

second embedding part AR2 which occupies th~ lower one-third part 

of a screen. In this event, the electronic watermark information 

SSl and the electronic watermark information SS2 are both embedded 

on the video signal at the same embedding level. 

Thus, as is the case of the authoring apparatus of the 

first embodiment, the two pieces of additional information having 
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different significance degrees are embedded on the video signal as 

the electronic watermark information at the same embedding level, 

so that the embedding of the electronic watermark information on 

the video signal will not deteriorate an image reproduced from the 

video signal. 

Also, in the authoring apparatus of the second 

embodiment, the embedding part ARl for embedding the information 

about copy control as electronic watermark information is defined 

to be larger than the embedding part AR2 for embedding the 

additional data as electronic watermark information, as is the 

case of the authoring apparatus of the first embodiment. 

For this reason, even though the two pieces of 

additional information are embedded in th~ same screen, the more 

significant additional information, which is embedded in the 

larger area of the video signal, can be more reliably and rapidly 

detected than the less significant additional information. 

Further, with respect to the less significant additional 

information, which is allocated a smaller embedding area than the 

more significant additional information, the embedding part is 

previously set, so that the less significant additional 

information can also be reliably detected, although a slightly 

longer detection time is required therefor. 

In this way, the authoring apparatus of the second 

embodiment can also embed two pieces of additional information 

having different significance degrees on a video signal, in which 
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a reproduced image is not deteriorated and the more significant 

additional information can be reliably and rapidly detected. 

As described above, even when additional information 

having different significance degrees are embedded in vertically 

separated embedding parts on a one-frame screen of a video signal 

as electronic watermark information, the additional information 

embedded on the video signal can be detected by generating the 

same PN code sequences as those used for performing the spread 

spectrum on the electronic watermark information, at the same 

timing for the video signal, and by de-spreading the electronic 

watermark information with the thus generated PN code sequences. 

Stated another way, a WM decoder for detecting 

electronic watermark information embedded on a video signal can be 

configured in a manner similar to the WM decoder 26.previously 

described wfth reference to Fig. 8. Then, in the second 

embodiment, the timing controller 263 in the WM-decoder 26 

generates the reset signal RE, the first enable signal ENl, the 

second enable signal EN2 and the cldck signal PNCLK, as 

illustrated in Fig. 10. 

Then, the first PN code sequence PNl and the second PN 

code sequence PN2 are generated using the respective timing 

signals generated in the timing controller 263, and used to de­

spread the electronic watermark information, thereby making it 

possible to detect the additional information embedded as the 

electronic watermark information on the respective vertically 
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separated embedding parts in each screen of the video signal. 

Thus, the recording/reproducing apparatus of the first embodiment 

previously described with reference to Figs. 7 and 8 can be used 

in the second embodiment by changing the timing signals generated 

in the timing controller 263 of the WM decoder 26. 

[Third Embodiment] 

In a third embodiment, more significant information 

about copy control and additional data less sig~ificant than the 

information about copy control are embedded in separate frames as 

electronic watermark information such that they are completely 

accommodated in each frame, where the number of frames allocated 

as a embedding part is varied depending on the significance 

·degrees of additional· information. 

Specifically, the electronic watermark information 

indicating the more significant information about copy control or 

the electronic watermark information indicating the additional 

data less significant than the information about copy control is 

embedded every frame of a video signal, in which case, the number 

of frames in which the electronic watermark information indicating 

the more signif i~ant information about copy control is set more 

than the number of fra~es in which the electronic watermark 

information indicating the additional data is embedded. 

Also, in this case, an authoring apparatus for recording 

a video signal on which additional information having different 
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significance degrees are embedded as electronic watermark 

information, on a recording medium, for example, a DVD or the 

like, can be configured in a manner similar to the authoring 

apparatus illustrated in Fig. 1, as is the case of the 

aforementioned first and second embodiments. For this reason, the 

authoring apparatus of the third embodiment will be explained 

assuming that it is configured in a manner similar to the 

authoring apparatus illustrated in Fig. 1, with reference also to 

Fig. 1. 

However, as will be explained below, the third 

embodiment differs from the first embodiment in timing signals 

generated in the timing controller 4. 

Fig. 11 is a diagram explaining an example of embedding 

two pieces of additional information having different significance 

degrees on different frames. In Fig. 11, a frame. AF indicates a 

frame in which the information about ·copy control is embedded as 

electronic watermark information, and a frame BF indicates a frame 

in which the additional data is embedded as electronic watermark 

information. 

Specifically, in the third embodiment, the information 

about copy control is embedded in consecutive two of every three 

frames, while the electronic watermark information indicating the 

additional data is embedded in the remaining one of the same three 

frames, as illustrated in Fig. 11. 

Fig. 12 is a diagram explaining the timing signals 
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generated in the timing controller 4 in the authoring apparatus in 

the case where the electronic watermark information indicating the 

information about copy con~rol is embedded in consecutive two of 

every three frames, and the electronic watermark information· 

indicating the additional data is embedded in the remaining one of 

the same three frames, as illustrated in Fig. 11. 

In the third embodiment, the information about copy 

control as more significant first additional information and the 

additional data less significant than the first additional 

information are embedded such that each of them is accommodated 

completely in each frame of the video signal. 

For this purpose, as illustrated in Fig. 12A, a reset 

signal RE is a signal having a period equal to one frame, similar 

to the reset s~gnals RE of the first and second embodiments. 

Also, the clock signal PNCLK is a signal, for example, for 

providing the timing corresponding to each pixel of the video 

signal, as illustrated in Fig. 12C. 

Then, in the third embodiment, the first enable signal 

ENl is formed on the basis of the vertical synchronization signal 

V, and is a signal having a period equal to three frames which 

falls at a leading edge of the vertical synchronization signal, is 

at a low level in the subsequent two frames, and is at a high 

level in the next one frame, as illustrated in Fig. 120. 

In other words, the first enable signal ENl is a signal 

formed such that it is at a low level in parts corresponding to 
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the frames AF illustrated in Fig. 11, and at a high level in parts 

corresponding to the frames BF. 

The second enable signal EN2 is also formed on the basis 

of the vertical synchronization signal v, and is a signal having a 

period equal to three frames which rises at the leading edge of 

the vertical synchronization signal, is at a high level in the two 

frames, and is at a low level in the next one frame, as 

illustrated in Fig. 12E. 

In other words, the second enable signal, reverse to the 

first enable signal ENl, is at a high level in the parts 

corresponding to the frames AF illustrated in Fig. 11, and at a 

low level in the parts corresponding to the frames BF. 

For generating the first enable signal ENl and the 

second enable signal EN2, the intervals during which the signals 

are at low levels and the intervals in which the signals are at 

high levels can be set by counting the vertical synchronization 

signal v. Also, in the third embodiment, the first enable signal 

ENl and the second enable signal EN2 are both low active. 

"A combination timing signal SW is formed on the basis of 

the vertical synchronization signal v as a signal having a period 

equal to three frames, which falls at the leading edge of the 

vertical synchronization signal, is at a low level in the 

subsequent two frames, and is at a high level in the next one 

frame, just like the first enable signal ENl, as illustrated in 

Fig •• 12F. 
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Then, as is the case of the aforementioned first and 

second embodiments, the PN code sequence PSl generated in the 

first PN generator 5 using the reset signal RE, the first enable 

signal ENl and the clock signal PNCLK, is supplied to· the de­

spreader 9, while the second PN code sequence PS2 generated in the 

second PN generator 7 using the reset signal RE, the second enable 

signal EN2 and the clock signal PNCLK is supplied to the de­

spreader 10. 

Also, an information sequence FSl concerning the copy 

control, generated in the first additional information generator 6 

at the timing of the first enable signal ENl based on the clock 

signal PNCLK, is supplied to the spreader 9, while an additional 

data sequence FS2 generated in the second additional information 

generator 8 at the timing of the second enable signal EN2 based on 

the clock signal PNCLK is supplied to ~he spreader 10. 

Then, as has been also described above, the spreader 9 

and the spreader 10 perform the spread spectrum. Consequently, 

electronic watermark information SSl indicating the information 

about copy control is supplied from the spreader 9 to the 

weighting combiner 11, while electronic watermark information SS2 

indicating the additional data is supplied from the spreader 10 to 

the weighting combiner 11. 

The weighting combiner 11, based on the combination 

timing signal SW, outputs the electronic watermark information SSl 

indicating the information about copy control while the 
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combination timing signal SW is at a low level, and outputs the 

electronic watermark information SS2 indicating the additional 

data while the combination timing signal SW is at a high level. 

The combination output from the weighting combiner 11 is 

embedded on a video signal, which has been converted to a digital 

signal in the A/D converter 2, by the WM embedding section 13. In 

this case, as illustrated in Fig. 11 and also in Fig. 12G, the 

electronic watermark information SSl indicating the information 

about copy control is ellibedded in consecutive two frames of every 

three frames such that it is completely accommodated in each 

frame, and the electronic watermark information SS2 indicating the 

additional data is embedded in the remaining one of the every 

three frames. Also, in this case, the electronic watermark 

information SSl and the electronic watermark information SS2 are 

both embedded on the video signal at the same embedding level. 

Thus, as is the case of the authoring apparatus of the 

first and second embodiments, the two pieces of additional 

information having different significance degrees are embedded on 

the video signal as the electronic watermark information at the 

same embedding level, so that the embedding of the electronic 

watermark information on the video signal will not deteriorate in 

an image reproduced from the video signal. 

Also, in the authoring apparatus of the third 

embodiment, the embedding part for the information about copy 

control as electronic watermark information is larger than the 
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embedding part for the additional data as electronic watermark 

information, as is the case of the authoring apparatus of the 

first and second embodiments. 

For this reason, the more significant additional 

information, which is embedded in the larger area of the video 

signal, can be more reliably and rapidly detected than the less 

significant additional information. 

Further, with respect to the less significant additional 

information, which is allocated a smaller embe,dding area than the 

more significant additional information, the embedding part is 

previously set, so that the less significant additional 

information can also be reliably detected, although a slightly 

longer detection time is required therefor. 

In this way, the authoring apparatus of the-third 

embodiment can also embed two pieces of additional information 

having different significance degrees on a video signal in such a 

manner that a reproduced image will not be degraded and the more 

significant additional information can be reliably and· rapidly 

detected. 

As described above, even when additional information 

having different significance degrees are embedded on a video 

signal as electronic watermark information, as is the case of the 

third embodiment, the additional information embedded on the video 

signal can be detected by generating the same PN code sequences as 

those used for performing the spread spectrum on the electronic 
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watermark information embedded on the video signal, at the same 

timing for the video signal, and de-spreading the electronic 

watermark information with the thus generated PN code sequences. 

Stated another way, a WM decoder for detecting the 

electronic watermark information embedded on a video signal can be 

configured in a manner similar to the WM decoder 26 previously 

described with reference to Fig. 8. Then, in the third 

embodiment, the timing controller 263 in the WM decoder 26 

generates the reset signal RE, the first enable signal ENl, the 

second enable signal EN2, the clock signal PNCLK and the 

combination timing signal SW, as illustrated in Figs. 12A to 12G. 

Then, the first PN code sequence PNl and the second PN 

code sequence PN2 are generated using the timing signals generated 

in the timing controller 263, and used to de-spread the electronic 

watermark information, thereby making it possible to detect the 

additional information embedded as the electronic watermark 

information on the respective vertically separated embedding parts 

in each screen of the video signal·. Thus, the 

recording/reproducing apparatus of the first embodiment previously 

descr_ibed with reference to Figs. 7 and 8 can be used in the third 

embodiment by changing the timing signals generated in the timing 

controller 263 of the WM decoder 26. 

Note that, in ·the foregoing embodiments, the information 

about copy control and the additional data are embedded as 

electronic watermark information within a one-frame screen of a 
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video signal, i.e., on an image of one frame. However, the 

present invention is not limited to this case. Alternatively, the 

information about copy control and the additional data as 

electronic watermark information can of course be separately 

embedded in the different embedding parts of a one-field screen of 

a video signal, i.e., of one field of image. 

Stated another way, the additional information to be 

embedded on a video signal can of course be separately embedded in 

embedding parts on a frame basis or be separately embedded in 

embedding parts on a field basis. 

Further, in the foregoing embodiments, two pieces of 

additional information having different significance degrees (the 

information about copy control and the additional data) are 

embedded on a video signal as electronic watermark information. 

However, the number of additional information having different 

significance degrees is not limited to two. Any plural pieces of 

information having different significance degrees can be embedded 

on a video signal. In addition, the data length of each 

additional information is not limited to four bits but can be one 

bit or more. 

For example, in the case where three or four pieces of 

additional information having different significance degrees are 

embedded on a video signal as electronic watermark information, 

embedding parts for embedding the respective additional 

information as electronic watermark information can be defined 
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depending on the significance degrees of the additional 

information. 

Also, for example, in the case where three additional 

information having different significance degrees are embedded on 

a video signal, with one of them has a higher significance degree 

and the remaining two having similarly a low significance degree, 

it will be taken as granted that a larger embedding part can be 

allotted to the more significant additional information as 

electronic watermark information, while similar embedding parts 

can be allotted to the remaining two pieces of additional 

information. 

Further, in the case where two pieces of additional 

information having different significance degrees are embedded 

within one screen, embedding parts can be subdivided, for example, 

in such a manner that the first ten horizontal lines are is 

allocated for embedding electronic watermark information 

indicating the more significant additional information, the next 

five horizontal lines are allocated for embedding electronic 

watermark information indicating th~ less significant additional 

information, the next ten horizontal lines are allocated for 

embedding electronic watermark information indicating the more 

significant additional information. 

In essence, the embedding part for embedding the 

electronic watermark information indicating the more significant 

additional information is only required to be larger than the 
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embedding part for embedding the electronic watermark information 

indicating the less significant additional information. 

Further, in the foregoing embodime·nts, the _embedding 

parts are previously defined for the"two pieces of additional 

information. However, a user can specify the sizes of the 

embedding parts for the additional information, for example, 

through the key manipulation unit. Then, the controller can 

supply the ti.ming controller with a control signal for generating 

timing signals in accordance with the instructions from the user, 

thereby making it possible to embed the additional information as 

electronic watermark information on embedding parts having the 

sizes specified by the user. 

Further, in tJ;ie _fc;>_regoj.ng embodiments, the electronic 

watermark inforJ!lation is formed by performing the spread spectrum 

on additional information using a PN code sequence. The spread 

codes used for the spread spectrum are not limited to the PN 

codes, but a variety of spread codes may be used instead. 

Furthermore, in the foregoing embodiments, the 

electronic watermark information is embedded on a video signal 

before the data compression. However, the electronic watermark 

information can of course be embedded on a video signal which has 

been subjected to the data compression. 

Also, the electronic watermark information is not 

limited to those formed by the spread spectrum, but can be formed 

using a'variety of electronic watermark techniques. For example, 
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predefined electronic watermark information, referred to as "unit 

electronic watermark information" (unit watermark} can be 

previously prepared for each additional information to be embedded 

on a video signal, and can be emlledded on a video signal. 

When this unit electronic watermark information is used, 

a plurality of unit electronic watermark information are 

simultaneously generated corresponding to plural pieces of 

additional information, such that the unit electronic watermark 

information to be embedded can be switched for each of predefined 

embedding parts in accordance with the significance degrees of the 

additional information. This embedding scheme can be supported 

such that the respective unit electronic watermark information 

corresponding to the additional information can be switched, for 

example, in ~he aforementioned weighting combiner 11 at the timing 

of the combination timing signal SW from the timing controller 4. 

Further, even when electronic watermark information 

indicating additional information having different significance 

degrees are formed, for example, by the spread spectrum, 

electronic watermark information can be generated and held in 

accordance with embedding parts defined depending on the 

significance degrees ~f the additional information, and for 

example, the weighing combiner can combine them at the timing of 

the combination timing signal in such a manner that they are 

separately embedded in respective embedding parts. 

Further, in the foregoing embodiments, the additional 
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information embedding method and additional information embedding 

apparatus according to the present invention are applied to an 

authoring apparatus for a DVD, and the additional information 

detecting method and additional information detecting apparatus 

are applied to a recording/reproducing apparatus. However, the 

present invention is not limited to such particular applications. 

The additional information embedding method and 

additional information embedding apparatus according to the 

present invention can be applied to a broadcasting related devices 

for use in a broadcasting station for broadcasting video signals; 

information processing apparatus such as personal computers 

capable of transmitting and receiving information signals such as 

video signals; or a variety of output devices for outputting video 

signals s~ch as a video signal reproducing apparatus having a 

function of embedding electronic watermark information. 

The additional information detecting method and 

additional information detecting apparatus according to the 

present invention· can be applied to receivers, referred to as a 

set top box or a cable box, for receiving broadcast siqnals from 

broadcasting stations; a variety of recording apparatus ~nd 

recording/reproducing apparatus; or information processing 

apparatus such as personal computers capable of transmitting and 

receiving video signals, i.e., a variety of apparatus which 

receives video signals provided thereto and processes the provided 

video signals. 
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Also, the foregoing embodiments have been explained for 

an example in which electronic watermark information are embedded 

on a video signal. However, ·the present invention can also be 

applied when electronic watermark information are embedded on an 

audio signal, computer data, and so on. 

As explained above, according to the additional 

information embedding method of this invention, when additional 

information are embedded on a video signal as electronic watermark 

information, they can be embedded on the video signal so as to 

more readily detect an additional information having a higher 

significance degree. 

Also, according to the additional information embedding 

method of this, plural pieces of additional information having 

different significance degrees can be embedded as electronic 

watermark information within a one-frame or one-field screen of a 

video signal so as to more readily detect additional information 

having a higher significance degree. 

Further, according to the additional information 

embedding method of this invention, since a embedding part 

allocated to.additional information having a higher significance 

degree is provided with a larger number of frames or a larger 

number of fields, which comprise the embedding part, plural pieces 

of additional information having different significance degrees 

can be embedded on a video signal as electronic watermark 

information so as to more readily detect additional information 
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having a higher significance degree. 

Further, according to the additional information 

embedding method of this invention, plural pieces of additional 

·information having different significance degrees ·can be embedded 

as electronic watermark information on a video signal at a uniform 

embedding level without the need for varying the embedding levels 

for the additional information as electronic watermark information 

in accordance with their significance degrees, in order to more 

readily detect electronic watermark information indicating 

additional information having a higher significance degree than 

electronic watermark information indicating additional information 

having a lower significance degree. In this way, since no 

difference in level will be produced among their embedding parts 

in wliich th~ respective additi~nal information are embedded as 

electronic watermark information, the embedding of the additional 

information as electronic watermark information on the video 

signal will not deteriorate a reproduced image from the video 

signal. 

Further, ·according to the additional information 

embedding apparatus and method, it is possible to reliably detect 

each of plural piece~ of additional information having different 

significance degrees embedded on a video signal as electronic 

watermark information, wherein additional information having a 

higher significance degree can be more reliably and rapidly 

detected. 
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Further, since a embedding part for embedding electronic 

watermark information indicating additional information having a 

higher significance degree is set to have a larger area within a 

one-frame or one-field screen, the additional information having a 

higher significance degree can be more reliably and rapidly 

detected. In addition, it is possible to reliably detect each of 

plural pieces of additional information having different 

significance degrees which are embedded in a one-frame or one­

field screen of a video signal as electronic watermark 

information. 

Further, since a embedding part in which additional 

information having a higher significance degree is embedded as 

electronic watermark information is set to have a larger number of 

frames or a larger number o~ fields which comprise the embedding 

part, the additional information having a higher significance 

degree can be more reliably and rapidly detected. In addition, it 

is possible to reliably detect each of plural pieces of additional 

information having different significance degrees which are 

embedded as electronic watermark information. 

While there has been described in connection with the 

preferred embodiments of the invention, it will be obvious to 

those skilled in the-art that various changes and modifications 

may be aimed, therefore, to cover in the appended claims all such 

changes and modifications as fall within the true spirit and scope 

of the.invention. 
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WHAT IS CLAIMED IS: 

1. An additional information embedding apparatus for 

embedding plural piece~ of additional information having different 

significa.nce degrees on a signal, comprising·: 

means for generating said plural pieces of additional 

information; 

electronic watermark information generating means for 

converting said plural pieces of additional information into 

electronic watermark information; 

control means for controlling the size of a embedding 

part for each of said electronic watermark information in 

accordance with the significance degree of the corresponding 

additional information; and 

embedding means fo~ embedding said electronic watermark 

information on said signal based on a control signal from said 

control means. 

2. The additional information embedding apparatus according 

to-claim 1, wherein: 

said signal is a video signal; and 

said control means controls said embedding means so that 

each of said electronic watermark information is embedded within a 

one-frame screen or a one-field screen of said video signal, and 

that a embedding part for electronic watermark information 

indicating additional information having a higher significance 
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degree is set to be larger in size. 

3. The additional information embedding apparatus according 

to claim 1, wherein: 

said signal is a video signal; and 

said control means controls said embedding means so that 

each of said electronic watermark information is embedded on a 

one- or plural-frame basis of said video signal or on one- or 

plural-filed basis of said video signal, wherein a embedding part 

for electronic watermark information indicating additional 

information having a higher significance degree is set to occupy a 

larger number of frames or a larger number of fields which 

constitute said embedding part. 

4. The additional information embedding apparatus according 

to claim 1, wherein 

said embedding means embeds said plural pieces of 

electronic watermark inf oi:m.ation having different significance 

degree.s are embedded on said video signal at embedding levels 

equal to one a~other. 

5. An additional information embedding apparatus 

comprising: 

a plurality of additional information generating means 

for generating additional information having different 
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significance degrees; 

a plurality of electronic watermark information 

generating means provided correspondingly to said plurality of 

additional information generating means for generating plural 

pieces of.electronic watermark information from said additional 

information obtained by said additional information generating 

means; 

combining means for combining said plural pieces of 

electronic watermark information obtained by said plurality of 

electronic watermark information generating means while they are 

assigned to separate embedding parts; 

combination timing signal generating means for producing 

a combination timing signal used for controlling a combination 

timing of said co~ining means so that the size of the embedding 

part for each of said plural pieces of additional information 

having different significance degrees is set in accordance with 

the significance degree of the corresponding additional 

information; and 

embedding means for embedding the combined electronic 

watermark information obtained by said combining means, on said 

video signal. 

6. The additional information embedding apparatus according 

to claim 5, wherein 

said combination timing signal generating means 
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generates said combination timing signal so that said plural 

pieces of the electronic watermark information from said plurality 

of electronic watermark information generating means are embedded 

within a one-frame or one-field screen of said video signal, and 

that a embedding part for electronic watermark information 

indicating additional information having a higher significance 

degree is set to be larger in size. 

7. The additional information em.bedding apparatus according 

to claim 5, wherein 

said combination timing signal generating means 

generates said combination timing signal so that said plural 

pieces of electronic watermark information obtained by said 

plurality of ~lectronic watermark information generating means are 

embedded wit~ one or plural frame(s) of said video signal or on 

one or plural field(s) of said video signal as a embedding part 

unit, and that a embedding pa_rt for electronic watermark 

information indicating additional information having a higher 

significance degree is set to occupy a larger number of frames or 

a larger number of fields which constitute said embedding part. 

8. The additional information embedding apparatus according 

to claim 5, wherein 

said plural pieces of electronic watermark information 

respectively indicating said plural pieces of addltional 
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information having different significance degrees are embedded on 

said video signal at embedding levels equal to one another. 

9. An additional information detecting apparatus for 

detecting plural pieces of additional information from a video 

signal on which said plural pieces of additional information are 

embedded as electronic watermark information, wherein: 

said plural pieces of electronic watermark information 

re.spectively indicating said plural pieces of additional 

information are separately embedded in embedding parts, and the 

size of each embedding part is set in accordance to the 

significance degree of the corresponding additional information; 

and 

said additional information detecting apparatus 

comprises: 

detecting means for detecting additional information as 

electronic watermark information from said each embedding 

part which is set in accordance with the significance degree 

of said corresponding additional information; and 

detection timing signal generating means for producing a 

detection timing signal used for detecting additional 

information and supplying it to said detecting means, for 

said each embedding part which is set in accordance with the 

significance degree of said corresponding additional 

information. 
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10. The additional information detecting apparatus according 

to claim 9, wherein 

in the case where·said signal is a video signal, said 

plural pieces of electronic watermark information respectively 

indicating said plural pieces of additional information having 

different significance degrees are embedded within a one-frame or 

one-field screen of said video signal, and the embedding parts for 

said plural pieces of electronic watermark information 

respectively indicating said plural pieces of additional 

information are set in such a manner that a embedding part for 

electronic watermark information indicating additional information 

having a higher significance degree is set to be larger in size in 

said one-frame or one-field screen. 

11. The additional information detecting apparatus according -

to claim 9, wherein 

in the case where said signal is a video signal, said 

plural pieces of electronic watermark information respectively 

indicating said plural pieces of additional information having 

different significance degrees are embedded on a one- or plural-

frame basis of said video signal or on a one- or plural-field 

basis of said video signal, and a embedding part for electronic 

watermark information indicating additional information having a 

higher significance degree is set to occupy a larger number of 
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frames or a larger number of fields which constitute said 

embedding part. 

12. An additional information em.bedding method of embedding 

plural pieces of additional information having different 

significance degrees on a video signal, comprising: 

a step of generating said plural pieces of additional 

information; 

an electronic watermark information generating step of 

converting said plural pieces of additional information into 

electronic watermark information; 

a control step of controlling the size of a embedding 

part for each of said plural pieces of electronic watermark 

info.pnation in accordance with the significance degree of the 

corresponding additional information; and 

a embedding step of em.bedding said plural pieces of 

electronic watermark information on said signal based on a control 

signal from said control step. 

13. The additional information em.bedding method according to 

c1aim 12, wherein: 

said signal is a video signal; and 

said control step controls said embedding step so that 

each of said plural pieces of electronic watermark information is 

embedded within a one-frame or one-field screen of said video 
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signal and that a embedding part for electronic watermark 

information indicating additional information having a higher 

significance degree is set to be larger in size. 

14. The additional information embedding method according to 

claim 12, wherein: 

said signal is a video signal; and 

said control step controls said embedding step so that 

each of said plural pieces of electronic watermark information is 

embedded on a one- or plural-frame basis or a one- or plural-field 

basis of said video signal, and that a embedding part for 

electronic watermark information indicating additional information 

having a higher significance degree is set to occupy a larger 

number of frames or a larger number of fields which constitute 

said embedding part. 

15. The additional information embedding method according to 

claim 12, wherein 

said embedding step embeds said plural pieces of 

electronic watermark information having different significance 

deg~ees on said video signal at embedding levels equal to one 

another. 

16. A additional information detecting method of detecting 

plural pieces of additional information from a video signal on 
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which said plural pieces of additional information are embedded as 

electronic watermark information, wherein: 

said plural pieces of electronic watermark information 

respectively indicating said plural pieces of additional 

information are separately embedded in respective embedding parts, 

and the size of each embedding part is set in accordance with the 

significance degree of the corresponding additional information; 

and 

said additional information detecting method comprises: 

a detecting step of detecting additional 

information indicated by electronic watermark 

information, from said each embedding part which is set 

in accordance with the significance degree of said 

corresponding ·additional information; and 

a detection ti.ming signal generating step of 

generating a detection ti.ming signal for detecting said 

additional information and supplying it to said 

detecting step, for said each embedding part which is 

set in accordance with the significance degree of said 

corresponding additional information. 

17. The additional information detecting method according to 

claim 16, wherein 

in the case where said signal is a video signal, each of 

said plural pieces of electronic watermark information 
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respectively indicating said plural pieces of additional 

information having different significance degrees is embedded 

within a one-frame or one-field screen of said video signal, and 

embedding parts "for said plural pieces of electronic watermark 

information respectively indicating said plural pieces of 

additional information are set in such a manner that a embedding 

part for electronic watermark information indicating additional 

information having a higher significance degree is set to be 

larger in size in said one-frame or one-field screen. 

18. The additional information detecting method according to 

claim 16, wherein 

in the case where said signal is a video signal, each of 

said plural pieces of the electronic watermark information 

indicating said plural pieces of additional information having 

different significance degrees is embedded with one or plural 

frame(s) or one or plural field·(s) of said video signal as a 

embedding part unit, and a embedding part for embedding electronic 

watermark information indicating additional information having a 

higher significance degree is set to occupy a larger number of 

frames or a larger number of fields which constitute said 

embedding part. 
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