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FI LENAME OF STORED FI LE, CONTENTS | NFORMATI ON, S167 USER-I NPUT/ AIR TI TLE
AND ENCRYPTED KEY ETC ARE REG STERED I N Al R DATABASE COVWPUTE AND STORE HASH
VALUES OF ~ S 168 ENTI RE Al R DATABASE PC ADVI SES PORTABLE DEVI CE OF
CONTENTS ~ S 169 STORACGE AND RE4UESTS DELECTI ON OF CONTENTS FI LE PORTABLE
DEVI CE DELETS CONTENTS FILE I S 170 END FI G 21 21/ 48 START COPYI NG FROM
PORTABLE DEVI CE TO HD SELECT CONTENTS | N PORTABLE DEVICE S 181 WTH PC AND
ADVI SE PORTABLE DEVI CE AUTHENTI CATE B; N PORTABLE DEVI CE AND S 182 PC TO
CO- OAWN COVMUNI CATI ON KEY PORTABLE DEVI RANSM TS ~ S 183 ENCRYPTED MJSI C
DATA TO PC PC STORES TRANSFERRED ~ S184 CONTENTS AS FI LE ON HD PORTABLE

DEVI CE ACQUI RES ENCRYPTED ENCRYPTI ON KEY S 185 OF SELECTED CONTENTS,
DECODES W TH STORAGE KEY, ENCRYPTS W TH COVMUNI CATI ON KEY AND TRANSM TS TO
PC PC DECODES TRANSFERRED ENCRYPTED KEY WTH S 186 COMVUNI CATI ON KEY TO
ENCRYPT I T WTH OANN STORAGE KEY FI LENAME OF STORED FI LE, CONTENTS

| NFORVATI ON, S187 USER-1 NPUT/ AIR TI TLE AND ENCRYPTED KEY ETC ARE REGQ STERED
I N Al R DATABASE COVPUTE AND STORE HASH VALUES OF ~ S 188 ENTIRE AIR
DATABASE END FI G 22 22/ 48 START COPNG FROM EMD SERVER TO HD ACCESS FROM
PC TO EVMD SERVER TO S201 GET Al R NUM§ AR TI TLE AND PRI CE DATA SPECI FY
CONTENTS DESI RED TO BE COPI ED ~ S202 AJTHENTI CATE BETWEEN PC AND EMD ~ S203
SERVER TO CO- OAWN COMMUNI CATI ON KEY NG PROCESSI NG BETWEEN ~ S2O4 EMD

ERVER AND P
S C PORTABLE DEVICE DECODES S67
ENCRYPTION KEY WITH
COMMUNICATION KEY, ENCRYPT
WITH OWN STORAGE
KEY TO SAVE IT IN ASSOCIATION
WITH ALREADY SAVED DATA

)

PORTABLE DEVICE ADVISES S68
PC OF SAVING

Y

PC DELETES CONTENTS FILE FORM HD
AND DELETES SETS OF ELEMENTS OF | S69
CONTENTS FROM AIR DATABASE

\

COMPUTE AND STORE HASH VALUES | G570
OF ENTIRE AIR DATABASE

END
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TRANSM T SPECI FI ED ENCRYPTED MUSI C AND ~ S205 TI ME DATA FROM EMD SERVER TO
PC PC STORES TRANSFERRED MJUSI C S206DATA ON HD W TH FI LENAVEEMD SERVER
ENCRYPTS ENCRYPTED KEYOF CONTENTS W TH COMVUNI CATI ON KEYAND TRANSM TS I T TO
PCPC DECODES TRANSFERRED ENCRYPTED KEYW TH COMMUNI CATI ON KEY TO ENCRYPT I T
W THOWN STORAGE KEYGROUP FI LENAMES OF CONTENTS CONTENTS DATA USER- ENTERRED
Al R TI LE AND ENCRYPTED ENCRYPTI ON KEY AS SET ANDREG STER | T I N Al R DATABASE

S207 S208 S209 COMPUTE AND STORE HASH S OF ~ S210 ENTI RE Al R DATABASE
UPDATE RTC BASED ON TI ME DATA | S211 G 23 23/48 START CHARG NG
PROCESSI NG PC WR| PRI ZT CONTENTS | N CHARG NG LOG
SEND CHARGI NG LCG(8ADHIONGIETCTOT BOL S IR RENVER COVPUTES CHARGES
S223 S224 NO SETTLER-= | CLE NAVE AMOUNT ETC

NECESSARY FOR SETTLEMENT.TO-SETTLENENT SERVER S226 SETTLEMENT SERVER

SETTLES FOR USER REREAD EONDITIONSPRQNM AIRARIABASEG | [IB&7 11 TEM 21 TEM
3FEE505060 HASH OKXT8783€263517 V/-\LLgI: FT G 25 S82

<N COPYING NUMBER OF TIMES EXCEEDS ?>YES
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Y
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25/ 48 START COPYI NG FROM | EC 60958 TERM NAL TO HD CONNECT | EC 60958 OUTPUT
TERM NAL OF CD ~ S241 PLAYER TO | EC 60958 | NPUT TERM NAL OF PC | NPUT NAME
OF RECORDI NG ~ S242 CONTENTS FROM PC CD PLAYER ~ S243 PLAYBACK START
COVVAND CONTENTS QUTPUTTED BY CD PLAYER S244 ARE TRANSM TTED TO PC VI A | EC
60958 TERM NAL PC READS SCMS FROM DATA ~ S245 OF | EC 60958 TERM NAL S246
COPYI NG YES | NHI BI TED ? NO READOQUT WATERVARK S249 COPYI NG PROHI BI TED ? NO 1
S248 YES S247 DI SPLAY MESSAGE END FlI GE@ 26/ 48 CHECK TERM NAL DATABASE |
| 5250 YES SELECTED CONTENTS REQ STER @51 I N TERM NAL DATABASE ? S252

| NO DI SPLAY MESSAGE END ENCODE CONTENTS S253 ENCRYPT S254 STORE ENCRYPTED
DATA S255 IN HD W TH FI LENAME ENCRYPT ENCRYPTI ON KEY W TH ~ S256 STORAGE
KEY AND STORE | N HD REG STER | NFORVATI ON ON SAVED FI LE S257 ENCRYPTED
ENCRYPTI ON KEY CONTENT

PLAYBACK CONDITIONS MANAGED BY PORTABLE DEVICE

ITEM 1 ITEM 2 ITEM 3
CONTENTS ID 00001 00002 00003
PLAYBACKSTART |1999.07.31.23:59 | 1999.07.31.23:59 | 1999.07.31.23:59
PLAYBACKEND  12001.01.01.00:00 | 2001.01.01.00:00 | 2001.01.01.00:00
ORISR : -
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| NFORMATI ON, AIR TI TLE ENt ERED BY USER AND SCMS | NFORVATI ON AS ELEMENTS IN
Al R DATABASE COWPUTE HASH VALUES OF ~ S258 ENTI RE Al R DATABASE END FI G 27
27/ 48 START OUTPUTTI NG REPRODUCI NG FROM HD TO | EC60 58 TERM NAL COVPUTE
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STORED HASH VALUE ? YES S273 DI SPLAY S274 MESSAGE SELECT CONTENTS | N HD END

CHECK PLAYBACK ~ ~ S275 CONDI TI ON ETC AC(' ~U RE ENCRYPTED KEY S276 OF
SELECTED CONTENTS FROM Al R DATABASW | T WTH STORAGE KEY ACGLU RE
SCVS | NFORVATI ON OF SELECTED S277 FROM Al R DATABASE AND DETERM NE

SCVS | NFORVATI ON OUTPUTTED FROM | EC60958 TERM NAL BY RULE READ OUT | SRC OF
SELECTED ~ S278 CONTENT G 28 28/ 48 ACQU RE

FI LENAVE OF SELECTED S£79 CONSFART, W| R DATMBASE READ OUT THE CONTENTS
FROM | ~D, DECODE W TH ENEGSNYERSIGN P RESSED CODES SCMVS N
ORVATI ON ANDGSRC BY R~~. E 5280 TO QUTPUT I T TO | EC60958 TERM NAL ANALOG ZE
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TO SELECTED CONTENTS YES WRI TE FEE | N CHARG NG LOG ~ S283 COMPUTE AND STORE
HASH VALUES OF ~ S284 ENTI RE Al R DATABASE END FI G 29 29/ 48 START CHECKI NG
PLAYBACK CONDI TI ONS ETC READOUT VARI QUS ~ S301 CONDI TI ONS OF Al R DATABASE
S302 1S NUMBER OF TI MES OF PLAYBACK YES OVER LI M TATI ON NUMBER ? NO S305 IS
PLAYBACK END DATE AND Tl ME YES OVER CORRENT DATE AND Tl ME 5303 NO DELETE
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FI G 30 30/ 48 START QUTPUTTI NG ( REPRODUCI NG FROM HD VI A POTABLE DEVI CE
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( START COPYING FROM HD )

TO PORTABLE DEVICE
Y
COMPUTE HASH VALUES OF S111
ENTIRE AIR DATABASE
' S112
COINCIDE WITH PREVIOUSLY NO
STORED HASH VALUE ?
v S113
YES
DISPLAY MESSAGE
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®
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CO NCI DE W THPREVI QUSLY NO STORED HASH VALUE ? YES S323 DI SPLAY MESSAGE
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PC TO PORTABLE DEVI CE PORTABLE DEVI CODES S337 TRANSFERRED CONTENTS
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ENTI RE Al R DATABASE END FI G 32 32/ 48 3421H A B( , )A, B3421H BB( )3421H
BA B( ), BACKS A~ B 271 272 R -STORE A~ B 271 FIG 33 33/ 48 START

PROCESSI NG OF ADAPTER AND PC TRANSM T ENCRYPTED S351 PROGRAM FROM PC TO
ADAPTER DECODE ENCRYPTED ~ S352 PROGRAM DEVELOP DECCDED S353 PROGRAM | N RAM
EXECUTE PROGRAM ~ S354 END FI G 34

19/48
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PORTABLE DEVICE DECODES
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Y
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Y
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END
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FI G 36A FIG 36B 351 352 34 i2 36/ 48
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( END )
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FI G 37 37/ 48 PC GENERATE (S401 RAMDOM NUMBER Na SEND I D OF PC KEY
CATEGORY NUMB~' R G AND RAMDOM NUMBER Vi | a PORTABLE DEVI CE GENERATE S421
RAMDOM NUMBER Nb RECEI VE I D OF PC, KEY CA RA DOM NUMBER ~a ND S422 S402

FI ND KEY NUMBER, ~ OF MASTER KEY KNa FROM KEY ~ S423 CATEGORY NUMBER G FI ND
] TH MASTER KEY KNa ~ S424 APPLY HASH FUNCTI ON BASE ON 1TH MASTER S425 KEY
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Nb AND TO I D OF PC TO FI ND RANDOM NUN%gzﬁgl GENERATE | S427 RAVDOM NUMBER
Sb S403 SEND RAMDOM RECEI VE RAMDOM NU NUMBERS No, R1 KEY NUMBER | S428
No R1 KEY NUMBER j AND AND RAMDOM NUMBER Sb | ~AMDOM NUMBER Sb 1 FI G 38 2
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COMMUNICATION KEY TO ENCRYPT IT WITH OWN STORAGE KEY
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Y

( END )
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38/ 48 2 IND DUAL KEYCK aAB SED S404 ON KEY NUMBER | APPLY HASH FUNCTI ON
BASED 5405 ON KEY Kab TO RAMDOM NUMBER Na, Nb AND TO I D OF PC TO FI ND
RAVMDOM NUMBER R2 =CK | F RAMDOM NUMBER R1 | S ~ S406 UAL TO RAMDOM NUMBER R2
GENERATE RAMDOM NUMBER Sa ~ S407 APPLY HASH FUNCTI ON BASED ON KEY Kab TO
RAMDOM 5408 NUMBER Na Nb TO FI ND RAMDOM NUMBER R3 SEND RAMDOM NUMBER R3
5409 AND RAMDOM NUMBER Sa RECElI VE RAMDOM NUMBER R3 ~ S429 AND RAMDOM NUMBER
Sa S410 APPLY HASH FUNCTI ON BASED ON b TO RAMDOM NUMBER Sa AND Sh TO
FI ND TEMPORARY KEY Ks APPLY HASH FUN ASED ON KEY Kab TO RANVDOM S430
A NEVBER—Y DOM NUMBER R3 |'S S431
D ON KEY Kab TO RANMDOM
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Y
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Y
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ENTIRE AIR DATABASE

Y
UPDATE RTC BASED ON TIME DATA S211

Y
END
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FIND KEY NUMBER ] OF MASTER KEY KNa FROM KEY S483 CATEGORY NUMBER Gs COF KEY
OF PORTABLE DEVI CE FIND j TH MASTER KEY KNa ~ S484 APPLY HASH FUNCTI ON BASE
ON , TH MASTER S485 KEY KNa TO | D OF PC FI ND KEY NUMBER K OF | NDI VI DUAL KEY
Kl a FROM S486 CATEGORY NUMBER G OF KEY OF PC APPLY HASH FUNCTI ON BASED ON
~ $487 KTH I NDI VI DUAL Kla TO KEY Kab APPLY HASH FUNCTI ON BASED ON KEY K' ab
TO RAMDOM NUMBER S488 Na, AND RAMDOM NUMBER Nb TO FI NDRAMDOM NUMBER R1
GENERATE (S489 RAMDOM NUMBER Nb S453 E I D OF PORTABLE DEVI CE, RANDOM
NUMBER Nb, RAMDOM NUMBER R1, KEY NUMBE RAMDOM NUM~ER Sb 3 F1.40 SEND I D
OF PORTABLE DEVI CE RAMDOM NUMBER S490 Nb, RAI ~ADOM NUMBER R1, KEY NUMBERI
AND RAMDOM NUMBER Sb 4 40/ 48 3 APPLY HASH FUNCTI ON S454 BASED ON MASTER
KEY TO | D OF PORTABLE DEVICE TO FIND KEY Kab K a OF EY N MBER ] = $S455
APPLY HASH FUNCTI ON BASED ~ S456 ON I NDI VI DUAL KEY Kl a TO KEY Km TO FI ND

KEY K' ab
START CHARGING
PROCESSING
Y

PC WRITES PRICE DATA OF SELECTED |S2217
CONTENTS IN CHARGING LOG

Y

SEND CHARGING LOG S222
FROM PC TO EMD SERVER

Y
EMD SERVER COMPUTES CHARGES | S223

y 5224
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\ S$225
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SETTLEMENT TO SETTLEMENT SERVER

I 5226

SETTLEMENT SERVER
SETTLES FOR USER

Sl

Y
RETURN
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APPLY HASH FUNCTI ON BASED S457 ON KEY K ab TO RAMDOM NUMBER Na, Nb TO FI ND
RAMDOM NUMBER R2 CHECK | F RAMDOM NUMBER R1 IS $458 EQUAL TO RAMDOM NUMBER
R2 GENERATE RAMDOM NUMBER Sa | S459 APPLY HASH FUNCTI ON BASED ON KEY Kl a TO
RAMDOM NUMBER S460 Na, Nb TO FI ND RAVMDOM NUMBER R3 SEND RAMDOM NUMBER R3
AND RAMDOM NUMBER Sa s46 S462 RECEI VE RAMDOM NUMBER R3 AND RANMDOM NUMBER
Sac " APPLY HASH FUNCTI ON BASEDON KEY Kab TO RANMDOM NUMBERND AND RANDOM
NUMBER NaTO FI ND RAMDOM NUMBER RACHECE4f/48 RAVMDOM NUMBER R3 | SEt ~UAL TO
RAMDOM NUMBER R4APPLY HASH FUNCTI ONBASED ON KEY K ab TO RAMDOVNUMBER Sa AND
Sb TO FI NDTRANSI ENT KEY Ks APPLY HASH FUNCTI ON BASED ON KEY K ab TO RAMDOM
NUVBER Sa AND Sb TO FI ND TRANSI ENT KEY Ks FI G 41 491 S492 S493 S494 41

/ 48 START PROCESSI NG FOR ENCRYPTI ON OF SOURCE PROGRAM PC SENDS SOURCE
PROGRAM ~ S501 TO AUTHENTI CATI ON STATI ON S502 MODI FI CATI ON FOUND YES I N
SOURCE PROGRAM NO AUTHENTI CATI ON STATI ON S5CG3 ENCRYPTS SOURCE PROGRAM SEND
ENCRYPTED SOURCE | S504 PROGRAM TO PC PC RECORDS RECEI VED | S505 SOURCE
PROGRAM END

CHARGING LOG

ITEM 1 ITEM 2 ITEM 3

FEE 50 50 60

HASH
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FI G 42 42/ 48 START EXECUTI ON OF SOURCE PROGRAM ADAPTER DECCDES RECEI VED ~
S521 SOURCE PROGRAM ADAPTER EXECUTES DECODED ~ S522 SOURCE PROGRAM S523
RESULTS OF NO PROCESSI NG SENT \ TO PC YES ADAPTER ENCRYPTS S524 PROCESSI NG
RESULTS ADAPTER SEND ENCRYPTED | S525 PROCESSI NG RESULTS TO PC END FI G 43
43/ 48 START ENCRYPTI ON OF OBJECT PROGRAM PC CONPI LES | 5541 SOURCE PROGRAM
PC SENDS OBJECT PROGRAM | S542 TO AUTHENTI CATI ON STATION S543 | S

MCODI FI CATI ON YES FOUND | N OBJECT CI-R’%}I AUTHENTI CATI ON STATI ON S544
ENCRYPTS OBJECT PROGRAM AUTHENTI CATI STATI ON ~ S545 SENDS ENCRYPTED
OBJECT PROGRAM TO PC PC RECORDS RECEI VED | S546 OBJECT PROGRAM END FI G 44

START COPYING FROM
IEC 60958 TERMINAL TO HD
Y

CONNECT IEC 60958 OUTPUT TERMINAL OF CD | S241
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Y
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Y
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< COPYING YES

INHIBITED ?
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NO v S247
DISPLAY MESSAGE

Y
END
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44/ 48 START EXECUTI NG OBJECT PROGRAM ADAPTER DECCDES RECEI VED ~ S567 OBJECT
PROGRAM ADAPTER EXECUTES DECODED ~ S562 OBJECT PROGRAM S563 RESULTS OF NO
PROCESSI NG SENT TO PC YES ADAPTER ENCRYPTS S564 PROCESSI NG RESULTS ADAPTER
SEND ENCRYPTED | S565 PRCCESSI NG RESULTS TO PC END FI G 45 45/ 48 START
ENCRYPTI ON OF OBJECT PROGRAM PC CONPI LES | 5581 SOURCE PROGRAM PC REQUESTS
ADAPTER TO | SSUE APPLI CATI ON KEY Kap ~ S582 AND | NDI VI DUAL KEY Ki dv PKap ND

I NDI VIDU L KEOY K dvY ~ S883 FROM ADA PC ENCRYPTS OBJECT PROGRAM W TH
APPLI CATI ON S584 KEY Kap PC ENCRYPTS R KEY ~ S585 KMo W TH | NDI VI DUAL
KEY Ki dv  PC RECORDS ENCRYPTED ~ S586 OBJECT PROCGRAM AND MASTER KEY KMo END
FI G 46 46/ 48 START EXECUTI NG OBJECT P M PC SENDS ENCRYPTED OBJECT

PROGRAM AND MASTER KEY ~ S601

CHECK TERMINAL DATABASE || S250

\
YES SELECTED CONTENTS REGISTERED 5251
IN TERMINAL DATABASE ?

| S252 NO
DISPLAY MESSAGE
' \
END ENCODE CONTENTS |S253
Y
ENCRYPT S254
Y

STORE ENCRYPTED DATA | S255
IN HD WITH FILENAME

Y

ENCRYPT ENCRYPTION KEY WITH S256
STORAGE KEY AND STORE IN HD

i

REGISTER INFORMATION ON SAVED FILE, | S257
ENCRYPTED ENCRYPTION KEY. CONTENTS
INFORMATION. AIR TITLE ENTERED BY
USER AND SCMS INFORMATION AS
ELEMENTS IN AIR DATABASE

\

COMPUTE HASH VALUES OF S258
ENTIRE AIR DATABASE

\
END
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KMo TO ADAPTER ADAPTER GENERATES | S6D2 | NDI VI DUAL KEY Ki dv ADAPTER DECODES
RECEI VED ~ S603 OBJECT PROGRAM W TH APPLI CATI ON KEY Kan ADAPTER DECCDES
RECEI VED MASTER KEY KMo W TH ~ S604 | NDI VI DUAL KEY Ki dv ADAPTER USES MASTER
KEY KMy TO EXECUTE OBJECT ~ S605 PROGRAM S606 RESULTS OF NO PROCESSI NG SENT
TO PC _ YES ADAPTER ENCRYPTS 5607 PROCESSI NG RESULTS W TH | NDI VI DUAL KEY

Ki dv. ADAPTER SEND ENCRYPTED | S608 PROCESSI NG RESULTS TO PC END FI G 47

47/ 48 START EXECUTI NG OBJECT PROGRAM Légfi ER CONVERTS PRESET COMVAND QUEUE
OF OBJECT ~ S657 PROCGRAM BY PRESET R APTER SENDS PRESET ~ S652 COVIVAND
QUEUE OF OBJECT PROGRAM TO PC PC EXECUTES RECEI VED I S653 COVMAND QUEUE PC
SENDS PROCESSI NG RESULTS TO ADAPTER | S654 ADAPTER CONTI NUES PROCESSI NG

FROM RECEI VED S655 P SULTS | T HOLDS S656 1S
PROCESSI NG NO TO BE EXESTABRD GNTPUTPING(RERRODUCING)
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Y

COMPUTE HASH S271
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END
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Y

ACQUIRE ENCRYPTED KEY S5276
OF SELECTED CONTENTS FROM
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Y
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Y
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o
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FI G 48 48/ 48 START DOANLOADI NG OF ENCRYPTED KEY PC AUTHENTI CATES | S671
W TH EMD SERVER PC SENDS DATA | NDI CATI NG ~ S672 REPLAY CONDI TI ONS OF MJSI C
DATA TO EMD SERVER ENMD SERVER SENDS | S673 AMOUNT DATA TO PC PC DI SPLAYS
RECElI VED AMOUNT DATA ~ S674 EMD SERVER REQUESTS TRANSM SSI ON OF USER ~ S675
CREDI T CARD NUMBER ETC CREDIT C D NUMBER ETC ~ S676 TO EMD SERVER END
SERVER MAKES SETTLEMENT BASED ON USER ~ S677 CREDI T CARD NUMBER ETC EMD
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