NETWORK SYSTEM FOR DISTRIBUTING PROTECT ED CONTENT

CROSS-REFERENCE TO RELATED APPLICATIONS [0001] This

application is related to United States Patent Application No. 111039,288

filed on January 19, 2005. The disclosure of the above application is

incorporated herein by reference in its entirety. FIELD OF THE

INVENTION [0002] The present invention relates to networks, and more

particularly to network systems that allow secure distribution of protected
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purchase video content on digital versatile discs (DVDs). A DVD player

may be used to output the video content to a television (TV) or other

video monitor. Some DVD players may include a carousel for allowing

selection arfeRlHy S unketdtawlirality 6D & I SoRia Céifliaidas, a

consumer may want to. view the DVD content on a first TV in one room of
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reconnected to the first TV. Alternately, if the consumer has a second
apicatiayerngr ReramhBETRBYEY tﬁé[wgetdnwé stiigeplayer. 1 [0004]

One possible solution to this problem involves copying the DVD content

onto another DVD. DVD players typically include only one DVD player,

which makes copying DVDs difficult, To CRP\)/ the DVD, the user must
copy the FIELD OF THE INVENTION

[0002]  The present invention relates to networks, and more particularly

to network systems that allow secure distribution of protected content.

BACKGROUND OF THE INVENTION

[0003] Consumers often purchase video content on digital versatile
discs (DVDs). A DVD player may be used to output the video content to a
television (TV) or other video monitor. Some DVD players may include a
carousel for éllowing selection and play of one of a plurality of DVDs. In some
situations, a consumer may want to view the DVD content on a first TV in one
room of the cbnsumér’s home when the DVD player is located and connected to
a second TV in another room. As a result, the DVD player needs to be
disconnected from the second TV, moved to the room with the first TV and
reconnected to the first TV. Alternately, if the Conéumer has a seco}nd DVD

player, the consumer moves the DVD to the other player.



DVD contents to a hard drive system. Typically, copy protection schemes
such as digital rights management (DRM) prevent such copying despite
the fact that some copying may be allowed under the copyright laws. This
is due, in part, to the fact that the data is decrypted and/or decoded by
the DVD player and is therefore in an unprotected form when it is output
to other devices. This solution also requires an additional DVD player.
SUMMARY OF THE INVENTION [0005] A system for distributing content

inan comprises memary that stores content. A provider network
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network device and stores identification data of}local network devic: @Y%@nd is
therefore in an unprotected form when it is output to other devices. This solution

also requires an additional DVD player.

SUMMARY OF THE INVENTION

‘[0005] A system for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory. A requester network device reqﬂests a copy of the content. the.
provider network device determines a local/remote status of the requester
network device and selectively sends a copy of the content to the requester
network device when the requester network device requests content and has a
local status. |

[0006]  In other features, the provider network device includes g digital
versatile disc (DVD) system. The requester network device includes a hard disk
drive (HDD) system. The provider network device includes a local network

determining module that determines the local/remote status of the requester



provider network device determines the local/remote status based on the
identification data. The identification data comprises medium access
control (MAC) addresses of the local network devices. [0008] In other
features, the HDD system comprises nonvolatile HDD memory that stores
data in a nonvolatile manner and that includes a user accessible section
and a hidden section. A hard disk drive control (HDD) module
communicates with the HDD nonvolatile memory, selectively requests and
receives co.ntenél&gm the provider network device and stores the

|
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key t oviger network device in response to the key request, The
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allowable uses. The usage data specifies a duration of allowable usage.

The H(RD 8ystem comndaicatas virelessly é’%‘@eﬂ%\ec'&%gd%‘réﬁsmgn@%gﬁie HDD

system communicates with the network overa wired m
memory that stores data in a nonvolatile manner and that includes a user

accessible section and a hidden section. A hard disk drive control (HDD) module
communicates with the HDD nonvolatile memory, seleétivély requests and
receives content from the provider network devicé-and stores the requestea
content in the hidden section of the nonvolatile HDD memory.

[0009] In other features, after se_nding the request to the provider
network device, the HDD control module receives a key request and transmits a
key to the provider network device in response tov the key request. The
reques’ted content received by the HDD system from the provider network device
Is encrypted using the key. The HDD control module décrypts the requested
content. The requested content includes usage data that is also written to the
hidden portion of the nonvolatile HDD memory and wherein the HDD control
module makes the requested content unavailable when the usage data indicates
allowable use is over. The HDD system deletes the requested content from the

nonvolatile HDD memory. The usage data specifies a predetermined number of



[0010] In other features, the DVD system comprises nonvolatile memory
that stores content. A DVD control module communicates with the
nonvolatile memory and selectively receives requests for content from the
requester network device. The DVD control module requests a key from
the requester network device before sending the requested content and
determines an amount of time that is required to receive the key from the
HDD system after sending the key request to the HDD system. The DVD
content tg the HOD system if the key is

sends the requeste 0 S
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means when the requester network means requests content and
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ar?arlgzagnt of time that‘ is required to receive the key from the HDD system after
sendin‘g the key request to the HDD system. The DVD éystem sends the
requested content to the HDD system if the key is received within g
predetermined periqd. The predetermined period is approximatety equal to a
single or two-hop period. The DVD system encrypts the requested content
before sending the requested content to the HDD system. The DVD coﬁtro)
- module includes usage data in the requested content that is transmitted to the‘
HDD system. The usage data specifies a number of allowable uses; The usage
data speciﬁes'a duration of allowable usage.

[0011] A system for distributing content in a network comprises
memory means for storing content.  Provider network meané for providing
communicates with the memory means, Requester network means requests a

copy of the content. The provider network means determines a local/remote

status of the requester network means and selectively sends a copy of the



versatile disc (DVD) system. The requester network means includes a
hard disk drive (HDD) system. The provider network means includes local
network determining means for determining the local/remote status of the
requester network means. The provider network means determines the
local/remote status based on a response time of the requester network
means. Server means for serving communicates with the provider
network means and stores identification data of local network means. The

B (\E/i(ietr ngtwork means determines the local/remote status based on the
identificati
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neantentreesived Ry rom the provider network means is
encrypted using the ey%gnéﬁé?@ﬁ%oqsmiﬁﬁgﬁgﬁ {RezlsRtR $tatus
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sM@DﬁW@bﬁ@@%iﬁQk@%%@iﬁ%qwgrk means and stores identification
data of local network means. The provider network.méans determines the
localiremote status based on the identification data. The identiﬁcatioﬁ dé‘(a
comprises medium access control (MAC) addresses of theviocaf network means.

[0013]  In other features, the HDD system comprises nonvolatile HDD
memory means for storing data in a nonvolatile manner and that includes é user
accessible section and a hidden section. Hard disk drive‘ control (HDD) means
communicates with the HDD nonvolatile memory means, selectively requests
and receives content from the provider network means and stores the reques‘ted
content in the hidden section of the nonvo!aﬁle HDD m‘emory means. After
sending the request to the provider network means, the HDD controf means
receives a key request and transmits a key to the provider network means in
response to the key request. The requested content received by the HDD

system from the provider network means is encrypted using the key. The HDD

control means decrypts the requested content. The requested content includes



content unavailable when the usage data indicates allowable use is over.
[0014] In other features, the HDD system deletes the requested content
from the nonvolatile HDD memory means. The usage data specifies a
predetermined number of allowable uses. The usage data specifies a
duration of allowable usage. The HDD system communicates wirelessly
with the network. The HDD system communicates with the network over
a wired medium. [0015] In other features, the DVD system comprises
mory means for storing content. DVD control means

nonvolatile memq y
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receives requests for content from the requester network means. The
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f ing the requested content to the HDD ,
e D ot T i ot e e teesiearation of

aqgmgatethﬂejggr_an%itﬁg@Syg?ewgogyﬁsméaﬁfh?g usage data specifies a

number of allowable Uses. The usage data Speciies d darstoM/8p the network.
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- network. The DVD system communicates with the Refwork ov ?g”\m?ed
mediyoo15] In other features, the DVD system comprises nonvolatile

memory means for storing content. DVD control means communicates with the
nonvolatile memory means and éelectively recéives reqtjests for content from the
requester network means. The DVD control means requests a'key from the
requester network means before sending the requested content avnd determines
an amount of time that is required to receive the key from the HDD system after
sending the key request to the HDD systemn. The DVD control means sends the
requested content to the HDD system if the key is received within. a
predetermined period. The predetermined period is approximately equal to a
single or two-hop period. The DVD control means encrypts the requested
content before sending the requested content to the HDD system. The DVD
control means includes usage data in the requested content that is transmitted to
the HDD system. The usage data specifies a number of allowable uses. The

usage data specifies a duration of allowable usage. The DVD system



[0016] A method for distributing content in a network comprises storing
content in memory; providing a provider network device that
communicates with the memory; providing a requester network device
that requests a copy of the content; determining a local/remote status of
the requester network device; and selectively sending a copy of the
content to the requester network device when the requester network
device requests content and has a local status. [0017] In other features,
the provider network device includes a digital versatile disc (DVD)
cepsRMIRieequestshneitoltkedeeiveitcl Uides R\Hard disk deive(HBEtes with
system. The method includes determining the local/remote status of the
the dqrdsterretrovdesicanatiemethod includes determining the
local/remote status based on a response time of the requester network
devicédFhel methdbeihefidusdissripgtioe mifidativindatebf tosatoretwisls storing
devices, wherein the provider network device determines the local/remote
COMf HadBaBANheABIiRgaticHoMistar TRiveRseY rrciidesstormepicates with
medium access control (MAC) addresses of the local network devices. -
e DR OIS storriGats ima MeHotstisentaminesan esiera copy of the
accessible and. a hidden sections of the HDD system; selectively -
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versatile disc (DVD) system. The requester network device includes a hard disk
- drive (HDD) sysf:em. The methodk includes determining the local/remote status of
the requester network device. The method includes determihing the local/remote
status based on a response time of the requester network device. The method
incipdes storing identification data of local network devices, wherein the provider
n;;twork device determines the local/remote status based on the identification
data. The method includes storing medium access control (MAC) addresses of
the }OCaI network devices. The method includes storing.data in a nonvolatile
manner in user accessible and a hidden séctions of thé HDD system; seléctively
requesting and receiving content from the provider network device; and storing
the requested content in the hidden séction of the nonvolatile HDD memory.
[0018]  In other features, the method includes receiving a key request

and transmitting a key to the provider network device in response to the key

request after sending the request to the provider network device. The method



provider network device using the key. The method includes decrypting

the requested content. The method includes writing the requested content

includes usage data to the hidden portion of the nonvolatile HDD

memory; and making the requested content unavailable when the usage

data indicates allowable use is over, [0019] In yet other features, the

method includes deleting the requested content from the nonvolatile HDD

memory. The method includes specifying a predetermined number of
_allowable uses using the usage data. The method includes specifying a
InfivafsnearaIRivanlecu s aEmgapRieshtE datal hémetiad spetadegom the

storing content; and selectively receiving requests for content from the
PrOY(TEStet e R iSie HistHsw inciutesretwskting e deydfrorpptivey the

requester network device before sending the requested content; and
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the HDD system after sending the key request to the HDD system. [0020]
“ﬁ?%é%‘?@éy?u‘kgﬁfﬁﬂ&ﬂamaw@s RN hé FiguBstaNSorennaKing the

rgteh% Hs?e[c)j s(}los%em if the key is received within a predetermined period. The
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O'\I; method includes encrypting the requested content before sending the
requested content to the HDD system. The method includes transmitting

int tent to the HDD tem. Th dat
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. me
specifies a "num owable uses. The usage

rédiRieaOtaHNANS NSRS B nvolatile HDD memory. The method includes

specifying a predetermined number of allowable uses using the usage data. The
method includes specifying a duraﬁon of allowable usage using the usage data.
The method includes storing content; and selectively receiving requests for
content from the fequester network device. The method includes requesting a
‘key from the reques‘ﬁer network device before sending the requested content:
and determining an amount of time that is required to recei\./e the key from the
HDD system after sending the key request to the HDD system. |

[0020] In other features, the method includes sending the requested
content to the HDD system if the key is received within a predetefmined period.
The predetermined period is apprbximately equal to a single of two-hop period.
The method includes encrypting the requested content before sending the
requested content to the HDD system. The method includes ’transmitting usage
data in the requested content to the HDD system. The usage data specifies a

number of allowable uses. The usage data specifies a duration of allowable

usage.



[00211 A hard disk drive (HDD) system that communicates with a

provider network device over a network comprises nonvolatile HDD

memory that stores data in a nonvolatile manner in user accessible and

hidden sections. A hard disk drive control (HDD) module communicates

with the HDD nonvolatile memory, selectively requests and receives

content from the provider network device and stores the requested

content in the hidden section of the nonvolatiie HDD memory. [0022] In

other features, after sending the request to the provider network device,

the HDBPEdhtroindutir ekivisya Kéyroguesstend tamsmitsimukesates with o
the F(govider network device in response to the key request. The
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requ
g Syé%e i enc%pted using the key. The HDD control module decrypts the
tequiestatt (AR AR edtBE chhtettimtaass Disagactiatddbatisctions. A
,%E(g) }glirsige%to the hidlpgiqﬁ{%gion of the nonvolatile HOD memory and
Wherein the Ot B8t (8 thik SO TR HtERiSte didnteat HDD nonvolatile
‘IHQDF%/ il bs!gk\é\é leréthe usalg data indicates allowable use is over. The
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Jueony, 7h data specifies a predetermined number of allowable
uses. The us&é}éé?ggtearsep Ué%?eesdacaﬁ‘f’gﬂ H‘O&QIBWQSI% BRelif ThheHmmvolatile
FSYSIE L unicates wirelessly with the network. The HDD system

communicates with the network over a medium. [0023] in other features,

the prayider netwprgtggyiggég%élge%ﬁeqigsigAdVerS e E%%é%;lgg)e&pgnarovider

system. A networked DV system compr‘@gs e

rotiek cuuraserdhably BsyIEmAnNddhe agiwe rg'key request and transmits a

key to the »provider network device in response to the key request. The
requested content received by the HDD system from the provider network device
is encrypted using the key. The HDD control module decrypts the requested
’oonte‘nt. The requested content includes usage data that is also written to the
hidden portion of the nonvolatile HDD memory and wherein the HDD Cont‘rol
module makes the requested content unavailable when the usage data indicates
allowable ’use is over. The HDD system deletés the requested content from the
nonvolatile HDD mémory. The usage data specifies a predéterﬁined number of
allowable uses. The usage data speCifiés a duration of allowable usage. The
HDD system communicates wirelessly with the network. The HDD system
communicates with the network over a medium.

[0023]  In other features, the provider network device includes a digital
versatile disc (DVD) system. A networked DVD/HDD system comprises the HDD

system and further comprises the DVD system and the network.



9 [0024] A hard disk drive (HDD) system that communicates with a
provider network device over a network comprises nonvolatile memory
means for storing data in a nonvolatile manner in user accessible and
hidden sections. Control means communicates with the nonvolatile
memory means, selectively requests and receives content from the
provider network device and stores the requested content in the hidden
section of the nonvolatile memory means. [0025] After sending the
request to the provider network device, the control means receives a key

requelSt¥] trarsmitsca Kk taithve piavidgr BRONGK tHBVIE INTESRANSE Win 4

the key request. The requested content received by the system from the

Pﬁ?@‘ﬁ@éﬂﬁ@tfwd‘rlddekde@i&eambfoedwsmﬁhed@euomhﬁa%tﬁ%n%?g’;"ﬁﬁeans for
decrypts the requested content. The requested content includes usage

spatactdete dlse wiittsolatithenhicen portiosrofire napvolatile MEIBPNse ctions
means and wherein the control means makes the requested content '
Canavairsieihemimeisates datd indicates alawiabledingris guarn 0028k ctively
In other features, the system deletes the requested content from the
"HBIRSRafRhiEARIVP fneanis T i s dye dataispecifiteakpteseieraligestores the
number of allowable uses. The usage data specifies a duration of
"SibuwhpeCeRiggy I Heersi &y sraticsoniiumivates witelesstyonjththens.
netwim The HDD system communicates with the network over a
meditit 48027 YRS RIS, fealprotitierthetntnidisvicetinatudesice, the
o griglite}l versatile disc (DVD) system. A networked DVD/HDD system
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dg]v?c@eiwv%lébonse to the key request. The requested content received by the
system from the provider network device is encrypted using the key. The control
means decrypts the requested content. The requested content includes usage
data that is also written to the hidden portion of the nonvolatile memory means
and wherein the control means makes the requested content unavailable when -
the usage data indicates allowable use is over.

[0026] In other features, the system deletes the requested content from
the nonvolatile membry means. The usage data specifies a predetermined
number of allowable uses. The usage data specifies a duration of ailowabie
usage. The HDD system communicates wirelessly with the network. The HDD
system communicates with the network over a medium.

[0027]  In other features, the provider network device includes a digital
versatile disc (DVD) system. A networked DVD/HDD system comprises the

-HDD system and further comprises the DVD system and the network.

10



10 [0028] A method for operating a hard disk drive (HDD) system that
communicates with a provider network device over a network comprises
storing data in a nonvolatile manner in user accessible and hidden
sections; selectively requesting and receiving content from the provider
network device; and storing the requested content in the hidden section.
[0029] In other features, the method includes receiving a key request and
transmitting a key to the provider network device in response to the key
request after sending the request to the provider network device. The

methqdorgjudes ensfypling thegeruesied eontent éﬁcgﬁ‘(ﬁﬁe me&%&ys?em that

system from the provider network device using the key. T

cimoindescadessyplingtieoveested santanicEhg, methedingly %'%:(% storing
ing

requested content including usage data to the hidden portion; an

dtite requestedbtatiitentarmavaitable: where e usage %@é@éﬂdé%ﬁéns selectively
allowable use is over. The method includes deleting the requested

regmshinfromdhebidde sectiont Toe-matheebinalkidasnseeciBINRE and storing
predetermined number of allowable uses using the usage data. The

thaagwdcsicd dosispe difyirg addisnatierctbiallowable usage using the usage
data. [0030] A digital versatile disc (DVD) system that communicates with
a req¥stel netiopkhee\ivatover, divetwethazbmpliskss nervaatieMeN A uest
that stores content. A control module communicates with the nonvolatile

apfb i8R MikiRatiTekpYeleias rsquiskts furtoontedetiom theseguesteno the key
network device, determines a local/remote status, sends the requested

redntShi SRR e @R dovibs HRis idetalasatas dagiteat does method

. c[> gend the reckuested content if
includes encrypting the requested content received by the HDD system from the

provnder network device using the key. The method includes decrypting the
requested content. The method includes writing requested content including
usage data to the hidden portion; and making the requested content unavailable
when the usage data indicates allowable use is over, The‘ method includes
dele‘ting the requested content from the hidden section. The method includes
specifying a predetermined number of allowable uses using the usage data. The -
Vmethod includes specifying a duration of allowable usage using the usage data.
[0030] A digital versatile disc (DVD) system that communicates with a
requester network device over a network comprises nonvolatile memory that
stores content. A control module communicates with the nonvolatile memory,
selectively receives requests for content from the requester network device,
determines a local/remote status, sends the requested content

if the requester

network device has a local status and that does not send the requested content if

the requester network device has a remote status.
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the requester network device has a remote status. 11 [0031] In other
features, the control module requests a key from the requester network
device before sending the requested content. The control module
determines an amount of time that is required to receive the key from the
requester network device after sending the key request. The control
module sends the requested content to the requester network device if
the key is received within a predetermined period. The predetermined
period is approximately equal to a single or two-hop period. The control

module Ghtryptn mée%@ﬁegsqqn@r&chﬁfereﬁ@mi@%@%é@%‘%%‘”gg from the

content to the requester network device. The control module inc

regagEeatenthe eoyiestedicenteniding isHEansmitedo (BRISAYCHEL control

network device. The usage data specifies a number of allowable uses.

Mrsklgsdgte dataesperitiesoa dusatioreohallpyrablarusager ke YR RYSIDm the

communicates wirelessly with the network. The DVD system
regueriani caRo it akic aetierkseveiimgmedivny (00323 4n othak features. module
the requester network device includes a hard disk drive (HDD) system. A
SABERoREd BWIHIETD eystent donipses the DMDNsystaR aadifiytiere key is
comprises the HDD system and the network. [0033] A digital versatile disc
FRERISCsy¥tiiinthar coipARiRGairiwitresiodard réteesteenetuoindevigeriod s
over a network comprises nonvolatile memory means that stores content.
a&%ﬁ%&fﬂ&%@%ﬁmﬁmg WithtReednpelinile Wemurytmeansiule encrypts

selective[%/tté(iceives requests for content from the requester network

Nt gaRdnanelentihelpreniardinsh e snayapteregoatead torttentrifquester

network device. "The control module fncludes usage data in the requested
content that is transmitted to thé requester network device. The usage data
specifies a number of allowable uses. The usage data specifies a duration of
allowable usage. The DVD system communicates wirelessly with the network.
- The DVD system communicates with the network over a medium.

[0032] In other features, thébrequester network device includes a hard
disk drive (HDD) system. A networked DVD/HDD system 'comprises thé DVD
system and further comprises the HDD system and the network.

[0033] A digital versatile disc (DVD) system that communicates with a
hard requester network device over a network comprises nonvolatile memory
means that stores content. Control means communicates with the nonvolatile
memory means, selectively réceives requests for content from the requester
network device, determines a localremote status, sends the requested content ‘if
the requester network device has a local status and does not sends the

requested content if the requester network device has a remote status.
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the requester network device has a local status and does not sends the
requested content if the requester netwcrk device has a remote status. 2
[0034] In other features, the control means requests a key from the
requester network device before sending the requested content. The
control means determines an amount of time that is required to receive
the key from the requester network device after sending the key request.
The control module sends the requested content to the requester network
device if the key is received within a predetermined period. The

predet8fitHed deriothis Bproximaelyceqtial tena swe-hep.period. T from the
predetermined period is approximately equal to a single-hop period. The
regRagEmosiicEndypisatesrrquestetincpritentrbeforg sendinghe The control
requested content to the requester network device. The control means
MFE08SS Ry BfaiA MR R qidined tbahiermethaités! transmaittedHo kB from the
requester network device. The usage data specifies a number of
reHBGRBTe RN M Hdey iRy @ Hatasepebifie dhe deraticrmuballowdleassage . module
Th c%ntrol module communicates wirelessly with the network. The DVD
S >'?§t§nil Roffitifitede somtAthéhéiRoreavesie mediwmr 0035 thies key is
features, the requester network device includes a hard disk drive (HDD)
"RURNER. AMEH orke PESVBIRIDI Y stBATIEEMprideiethe BYBesysteth antiod s
afurtrgge(r ngg{nprises tI‘Le DD ?/stem and the network. [0036] A method for
operating a dighar derfatid HEeVDYsySem thEecdmpdsticatestithaiod s

T PR TR e moecnene onoms o
requested cbntent‘befdre sending the requested content to the requester network
device. The control means includes usage data in the requested content that is
transmitted to the requester network device. The usage data specifies é number
of allowable uses. The usage data specifies a duration of allowable usage. The
control module communicates wirelessly with the network. The DVD system
communicates with the network over a medium.

[0035]  In other features, the requester network device includes a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further comprises the HDD system and the network.

[0036] A method for operating a digital versatile disc (DVD) system that
communicates with a hard requester network device over a network comprises
storing content in nonvolatile memory; selectively receiving requests for content

from the requester network device: determining a local/remote status: sending

the requested content if the requester network device has a local status; and not
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from the requester network device; determining a local/remote status;
sending the requested content if the requester network device has a local
status; and not 13 sending the requested content if the requester network
device has a remote status. [0037] In other features, the method includes
requesting a key from the requester network device before sending the
requested content. The method includes determining an amount of time
that is required to receive the key from the requester network device after
sending the key request, The method includes sending the requested
Seguhitshtite theeesiesteraretmork device df thetkey davatevedWithina, romote
predetermined period. The method includes setting the predetermined
Stﬁ@r%d approximately equal to a two-hop period. The method includes
settin theéjredetermined period approximately equal to a single-hop

perioll! 0% methadhiatlisdssencyptingttedrequiested-conéerhbelfaisy from the

sending the requested content to the requester network device. The
"CHIRRET iREIRES Arvisgineelvmye eratin the requested cantentithatis method
._transmitted to the requester network device. The usage data specifies a
el CoFbRASIARsaR o aidime dagd ipeeifissd turatiohoftho key from
thallowable usaéqe. [0038] A system for distributing content in a network

CoMTiELe MBRTNS thal e SEsrteTfnHtm Breviter netwest devite thagthod
in&%mmunic%}ﬁﬁs 1X%/ith the memory. A media server communicates with the

W

Vider ALTNSIK HERHE SACRERIGRH Reltvok desater reeiuasis dovapyibthe key

provider ne
t ntent. The media server determines a local/remote status of the
IS rE%%%e?\s/éar r\{\gmgrkadg{ﬁgeegﬁame period.  The method includes setting the

predetermined period approxima’tely equal to a two-hop period. The method
includes setting the predetermined period approximatély equal to a single-hop -
period. The method includes encrypting the requested content before seﬁding
the requested content to the requester network device, The method includes
including usage data in the requested content that is transmitted to the requester
network devicev. The usage }data specifies a number of allowable uses. The
usage data specifies a duration of allowable usage. |

[0038] A system for distributing content in a network comprises
memory that stores content and a provider network device that commuhicates
with the memory. A media server communicates with the “‘providef network
device. A requester network de:vice requests a copy of the content. The media
server determines a local/remote status of the requester network device and

selectively enables the provider network device to send a copy of the content to

the requester network device when the requester network device requests

content and has a local status.
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selectively enables the provider network device to send a copy of the
content to the requester network device when the requester network
device requests content and has a local status. "4 [0 0391 In other
features, the provider network device includes a digital versatile disc
(DVD) system. The requester network device includes a hard disk drive
(HDD) system. The media server includes a local network determining
module that determines the locallremote status of the requester network
device. The media server determines the local/remote status based on a

respqusstime 0f tiRdeauestesnewatkdrucs, JO040] é@@&!&ernfae%gsa Yigital

server communicates with the media server and stores identification data

veriiial dist(ibk/ Be\geerhermeeia sesver HalRsminesithe IReaEemote 4 disk
status based on the identification data. Alternately, the media server

deverdsiidentificsttion daftacofrieatihnstwark deviers whetin 1BeBIR%R termining
server determines the local/remote status, based on the identification
mgslale Tivet idefttificationt atacamprises stedivmiapeess;oeptdl AMAGSK device
addresses of the local network devices. [0041] In other features, the HDD
Thpsterdicormsrises eienvotaie DO atiemuietbattatores datarinearesponse time
- nonvolatile manner and that includes a user accessible section and a
ohiBeA%ERt6H &I diskierive control (HDD) module communicates
with the HDD nonvolatile memory, selectively requests content from the
medid0Q40¢r ard Rl kbater FoneitdeastunEaitheitrotidencdia server

network device and/or the media server and stores the requested content
am?ﬂ,?éores identification data of local network devices. The media server

determines the local/remote status based on the identification data. Alternately,
the media server stores identification data of local network devices, wherein the
media server determines the local/remote status based on the identification data.
The identification dafa comprises medium access éontro! (MAC) addresses dfthe
local network devices.

[0041] In other features, the HDD system comprises nonvolatile HDD
memory that stores data in a nonvolatile manner and that includes a user
accessible section and a hidden section. A hard disk drive control (HDD) rﬁodule
communicates with the HDD nonvoiétﬂe memory, selectively requests content
from the »media server and receives content ffom at least one of the provider
network device and/or the media server and stores the requested content in the
hidden section of the nonvolatile HDD memory. After sending the request to the
media server, the HDD control module receives a key request and transmits a
key to at least one of the media server and/or the provider network device in

response to the key request. The requested content received by the HDD
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hidden section of the nonvolatile HOD memory. After sending the request
to the media server, the HDD control module receives a key request and
transmits a key to at least one of the media server and/or the provider
network device in response to the key request. The requested content
received by the HDD 15 system from at least one of the provider network
device and/or the media server is encrypted using the key. The HDD
control module decrypts the requested content. The requested content
includes usage data that is also written to the hidden portion of the
Spnualafie IR RMEHNGTIE BRI GOPKALMOL e Makes 0o e eole
W u

content unavailable when the usage data indicates a CidGks server

iThenbipRsysiemieietes the tequestiad cantent from the e%rr‘g’;f-‘?gﬁt%ﬁ? iiested

memory. The usage data specifies a predetermined number owa

wseenTherbisage;datespesiies ifddiaiian L?é?élé’%%etﬁ?%'amfwﬂ%gn to the
system

system communicates wirelessly with the network. The HD

itidEnUmcatesofvithe thennefsnek over @M@@W%@fﬂd@oﬁkrghﬁ@&@e makes
ro

system comprises nonvolatile memory that stores content. A DVD con

i dedp cotmmonitates withetheb oM AatIRMAIAGE dand iRBIetIveY o wable use
receives requests for content from at least one of the requester networﬁ

geQitss-antdfer tHelnegtiteserver: et hedia;68E16H FEGHESS RIEUIOMonvolatile
the requester network device before sending the requested content and

deYermpiasan ameuragainietshapisiitepicepr taitacaivedbenkey e tA8owanle
HIDD system after sending the key request to the HDD system. The

WiEdia SePverA@nalnEsInedliv syktetico séatithelequested ORENDD system

at least one of the )
communicates wirelessly with the network. The HDD system communicates with

the network ovef a wired medium.

[0042] The DVD'system comprises nonvolatile memory that stores
content. A DVD control module Communioates with the nonvolatile memory, and
selectively' receives requests for content from at leést one of the requester
network device and/or the media server. The media server requests a key from
the requester network device before sending the requested content and -
. determines an amount of time that is required to receive the key from the HDD -
“system after sending the key request to the HDD system.v The media server
| enables the DVD system to send the requested content to at least one éf the
HDD system and/or the media server if the key is received within a
predetermined period. The predetermined period‘is approximately equal to a

two-hop period. The predetermined period is approximately equal to a single-

hop period.
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HDD system and/or the media server if the key is received within a
predetermined period. The predetermined period is approximately equal to
a two-hop period. The predetermined period is approximately equal to a
single- hop period. 16 (0043] In other features, at least one of the DVD
system and/or the media server encrypts the requested content before
sending the requested content to the HDD system, At least one of the
DVD control module and/or the media server includes usage data in the
requested content that is transmitted to the HDD system. The usage data

specifies aspumbergfallowapleises The ysaoe data specfies a

duration of allowable usage. The’'DVD system communica e§}0\?tt%nés§ﬂ¢/or the
minineneinarke Be:DIYE systemepmaisatas il e pemacoyera. ..

wired medium. [0044] A system for distributing content in a ne

CONTBRTIEEShENRIDO REARS fak ﬁ&%%ﬁ@%?me%@@%ﬁ‘%‘ﬁv%kdﬂ?a%%d/or the

for providing communicates with the memory means. Media serving

maeansdorsandngconyRg isatasvithothe rovideraetwor I?HQ?%nﬁgnsmltted to

Requester network means requests a copy of the content. The me

treeDD mpstnsdetprminess losal/meiRstalus ofthe 5@%@%&%@%% The

means and selectively enables the provider network means to send

usegy ofitie camteifids the deqaester SRtk ameanswhen theye %ﬁéﬁ#‘ system
network means requests content and has a local status. (0045] In other

C@ammemalf@pdmtdaeswmrkwme@m&mr@luwﬁ@ DY@ stem communicates with
the network over a wired medium.

[0044] A system for distributing content in a network comprises
memory means for storing content.  Provider network means for providing
communicates with the memory means. Media serving means for serving
communicates with the provider network means. Requester network means
requests a copy of the content. The media serving means determineé é
local/remote status of the requester network means aﬁd selec‘cvively‘ enables the
provider network means to send a copy of the content to the requester network
means when the requester network means requests content and has a local
status.

[0045]  In other features, the provider network means includes a digital
versatile disc (DVD) system. The requéster network means includes a hard disk
drive (HDD) system. The media serving means includes local network
determining means for determining the local/remote status of the requester
network means. The media serving means determines the local/remote status

based on a response time of the requester network means. Server means for
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versatile disc (DVD) system. The requester network means includes a
hard disk drive (HDD) system. The media serving means includes local
network determining means for determining the local/remote status of the
requester network means. The media serving means determines the
local/remote status based on a response time of the requester network
means. Server means for 17 serving communicates with the provider
network means and stores identification data of local network means. The
media serving means determines the local/remote status based on the

sielemificatiomdaleaibientately B1eVnRHiacSRPANGTBSRES:SIPES os dentification
identification data of local network means. The identification data

Cedmpriséscaledietwatcensaontrol IMAG) adressesmef the Jasabnetwark.s e

means. [0046] In other features, the HDD system comprises nonvolatile
f@ﬂawem@moajaheammmﬂn@xdat@émﬁmr@vola@l@.mamﬁéhﬁal%gi}h%e media

includes a user accessible section and a hidden section. Hard disk drive
seovirsl (FBB)Imetprescontentifitctes withiaheoHDBCAPNVOIAHEMBBORY. The
_means, selectively requests and receives content from the media serving
Idsedfsalion stoles ehe psinssstad diontertdesthebiddsn(5ectionetiteses of the

nonvolatile HDD memory means. After sending the request to the media
'%@bﬁ@%ﬁﬁ@??{i@HDD control means receives a key request and

transmits a key to at least one of the provider network means and the

medial 88ARhg MBS feghorse tbandeysisdaascaherireguestediatie HDD
~_content received by the HDD system from at least one of the provider

MRk RS 'ghdler st dAkRiR SePARYOIEENE R ewergptbthasingithies a user
a%%%‘sgpb?e section and a hidden section. Hard disk drive control (HDD) meahs
communicates with the HDD nonvolatile memory means, selectively requeéts
and receives content from the media serving means and stores the requested
content in the hidden section of the nonvolatile HDD memory means. After
~sending the request to the media serving means, the HDD control means
receives a key request and tranémits a key to at least one of the provider netWork
means and the media serving means in response to the key request. The
requested content received by the HDD system from at least one of the provider
network means and/or the media serving means is encrypted using the key. The
HDD control means decrypts the requested content. The requésted content
includes usage data that is also written to the hidden portion of the nonvolatile
HDD memory means and the HDD control means makes the requested content
unavailable when the usage data indicates allowable use is over. The HDD

system deletes the requested content from the nonvolatiie HDD memaory means.

The usage data specifies a predetermined number of allowable uses. The usage
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HOD control means decrypts the requested content. The requested
content includes usage data that is also written to the hidden portion of
the nonvolatile HDD memory means and the HDD control means makes
the requested content unavailable when the usage data indicates
allowable use is over. The HDD system deletes the requested content
from the nonvolatile HDD memory means. The usage data specifies a
predetermined number of allowable uses. The usage 18 data specifies a

4 Quration;ef allowabledisages Hig:HP R systemeammunicates wirslgsalvicates

with the network. The HDD system communicates with the network over

witanred, megiume [Ae4vdin. othes feamresstbeDidmeysteraieemnptises network
nonvolatile memory means for storing content DVD control means that
oGeMIMyUeatesawith, the nonvolatile memory means, for selectively
receiving requests for content from the media serving means. The media

servingoaeapns requeists afkejufeam the rBgliesteysietworomedsesbefoneolatile
sending the requested content and determines an amount of time that is

rfequirgdnt@neckivetherke ydroemtHeMEDE sYrstemestitey tsehdivyrthenkeyes with
request to the HOD system. At least one of the DVD control means

~ tendfonbietimediarseryingeaemnissegettel fegoebted contestadahedndpt from
system if the key is received within a predetermined period. The

thretiemBnednBened s apprxmeElyseqapte e RS- hop-seHod. ihefrom the
predetermined period is approximately equal to a single-hoP period. At

rREASSR BT D VIS T ST OFfe SRt i TREURS KRG B determines

STCHYBts 11 oducsted content efore SenOing e FEANCHE BN arer

sending the key request to the HDD system. At least one of the DVD control
means and/or the media serving means sends the requested content to the HDD
;sys’tem if the key is received within a predetermined period. The predetermined
period is approximately equal to a two-hop period. The predetermined period is
approximately équal to a single-hop period. At least one of the DVD control
means and the media serving means encrypts the requested content before
sénding the requested content to the HDD system. At least one of the DVD
control means and/or the media serving means includes usage data in the
requested content that is tr'ansmittedv to the HDD system. The usage data
specifies @ number of allowable uses. The usage data specifies a duration of
allowable usage. The DVD system communicates wirelessly with the network.
The DVD system communicates with the network over a wired medium.

[0048] A method for distributing content in a network comprises storing

content in memory; providing a provider network device that communicates with
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control means and/or the media serving means includes usage data in the
requested content that is transmitted to the HDD system. The usage data
specifies a number of allowable uses. The usage data specifies a duration
of allowable usage. The DVD system communicates wirelessly with the
network. The DVD system communicates with the network over a wired
medium. [0048] A method for distributing content in a network comprises
storing content in memory; providing a provider network device that
communicates with 19 the memory; proving a media serving device that

t@mmaﬁﬁ%\\ﬁﬂ@ the Ry iQ&MH@%’%EQ%}@&F Cgfggwﬁér?ga‘?ege\%%ﬁ e providef

r
network device that requests a copy of the content; rmining

ninealfreqate staisy Rf thesresyesternatwarkdeyis euﬂggréQSer%%%eilacopy of the

serving device; and selectively sending a copy of the content to

copgeresies retvarkavisewRerte AL sieiHae MK JEVICETRINERIS - using

content and has a local status. [0049] In other features, the provider

thmemmn@demmmadg@,a_em'git@ély@msati}es@ﬁ@ié@@b@%%@%@h@om nt to the
requester network device includes a hard disk drive (HDD) system. Tﬁe

renetvderimebdesdéteioainiig: thenlocaljessate siatsf cﬂé\ﬁd@%§§@§ts content
network device. The method includes determining the local/remote status

apades enlecalspishse time of the requester network device. The method
includes storing identification data of local network devices. The media
servinf &lice detethtinésatiedoctizepotiisatusibagedancthincludes a digital
identification data. The method includes storing medium access control
VERRALS difgréaydd)gitsiemcal rtwaredmiceswork device includes a hard disk

drive (HDD) system. The method includes determining the local/remote status of
the requester r}e’twork device. The methbd includes determining the
local/remote status based on a response time of the requester network device.
‘The method includes storing identification data of local network devices. The
media serving  device determines the locallremote status based onl» the
_identification data. The method includes storing medium access control (MAC)
addresses of the local network devices,

[0050] In other features, the method includes storing data in a
nonvolatile manner in user accessible and hidden sections of the HDD system:;
selectively requesting and receiving content from the provider network device via -
the media serving device; and storing the requested content in the hidden section
of the nonvolatile HDD memory.

[0051]  In other features,kthe method includes receiving a key request
and transmitting a key to the media serving device in response to the key request

after sending the request to the media serving device. The method includes
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[0050] In other features, the method includes storing data in a nonvolatile
manner in user accessible and hidden sections of the HDD system,;
selectively requesting and receiving content from the provider network
device via the media serving device; and storing the requested content in
the hidden section of the nonvolatile HDD memory. [0051] In other
features, the method includes receiving a key request and transmitting a
key to the media serving device in response to the key request after
sending the request to the media serving device, The method includes 20

encrypting the requested eantent received by the HEB ?@tt%% ffr%rpa %ttéeast one
Ia €

least one of the provider network device and/or the media serving devi

abitige theckéyer Trewoethoehinelugdes sleanpiingi thes Lo gy SB%jvf&%”E?s”%%the key.

The method includes writing the requested content includes usage da

fhtherisitideh ipoftioasotithey pomy alasiledd DR @ermeRys and wmmg? includes
e

requested content unavailable when the usage data indicates allowa

WsEing oer. 18052 atbeteiealucks) doeunagpod dneludesdalgting Bsrion of the

requested content from the nonvolatile HDD memory. The method

iaeispétfing empredetetmimthouthb e of alevwabie HSASUSINGIRS e when
usage data. The method includes specifying a duration of allowable

{isayeagsriptadnitiogie sateviobBslFhésmethod includes storing content

in the provider network device; and selectively receiving requests for
contentdfiRlthe Fediibstefantuinsrk toe vivethiaittiecedia sersing de¥icRquested
The method includes requesting a key from the requester network device

BRAFES U theraypieiied #oRenemasy. The method includes specifying a

predetermined ‘number of allowable uses using the usage data. The method
includes specifying a duration of allowable usage using the usage data.

[0053] The method includes storing kcontent in the pfovider network
device; and selectively receiving requests for content from the requester network
device via the media serving device. The method includes requesting a key from
the requester network device before sending the requested content and
determining an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD system. The method includes
sending the requested content to the HDD system if the key is received wifhin a
predetermined period. The predetermined period is approximately equal to a
two-hop period. The predetermined period is approximately equal to a single-
hop period. The method includes encrypting the requested content before
sending the requested content to the HDD system. The method includes

transmitting usage data in the requested content to the HDD system. The usage
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determining an amount of time that is required to receive the key from the
HDD system after sending the key request to the HDD system. The
method includes sending the requested content to the HDD system if the
key is received within a predetermined period. The predetermined period
is approximately equal to a two-hop period. The predetermined period is
approximately equal to a single- hop period. The method includes
encrypting the requested content before sending the requested content to
the HDD system. The method includes transmitting usage data in the

trayestedisontent o the HRRRysism, Q? u‘?ﬁgeuszalg%i%%pedﬁef?e% a duration

number of allowable uses. The usage data specifies or of'
eflanableusageg0054] Further areas of applicability of the present
invention will become apparent from the detailed description provided

hereingftesdf shouldihe Lﬁ}egést%@déBﬁ'&sH&%iﬁ@taH‘thﬂ‘éSfée@% (;r‘g";‘k:i‘éjvention wil

specific examples, while indicating the preferred. embodi

rvemtiens grerintended fies purarsasiet dfvakatian anly |
intended to limit the scope of the inventioril%%Bthg% DE@I%@#?%?}%FOH should be

THEBRAWING SOQEEATRE psesaptinyeniogoulinecamemare s indicating
understood from the detailed. description and the accompanying v

drawingtsveterembiBOBE]FIGT Ltisea funetignal bipek diagramy of 3 purposes  of
provider network device that provides protected digital content to one or

tersatouestyransheoskdévitesdia dovalireanaskp BB FiG s @
functional block diagram of a first exemplary '
BRIEF DESCRIPTION OF THE DRAWINGS

[0055] 'The pre’sent invention will become more fully understood from
the detailed description and the accompanying drawings, wherein:

[0056] FIG.1isa functbnai block diagram of a provider network device
that provides protected digital content to one or more requester network devices
in a local network;

[0057] FIG. 2 is a functional block diagram of a first exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem; | |

[0058] FIG. 3 »is a functional block diagram of a second exenﬁplary
networked DVD and HDD system according to the present invention that

communicates with a modem;

[0059] FIG. 4 is a functional block diagram of a third exemplary

networked DVD and HDD system according to the present invention that

communicates with a modem:;
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networked DVD and HDD system according to the present invention that
communicates with a modem; [0058] FIG. 3 is a functional block diagram
of a second exemplary networked DVD and HDD system according to the
present invention that communicates with a modem; [0059] FIG. 4 is a
functional block diagram of a third exemplary networked DVD and HDD
system according to the present invention that communicates with a
modem; 22 [0060] FIG. 5 is a functional block diagram of a fourth
exemplary networked DVD and HDD system according to the present
inve@idiihat fdémniunicatesingtivaanoden; {00619 FIGT cisfauitinctisealplary
block diagram of an exemplary requestor network device including a HDD
negystRf [0062] RIT. 7248 asitiefionat tneek didgraicof RigesEnipraytion that
provider network device including a DVD system with read-only
COgpBHAtIGHEDYESE] FMOFEMs a functional block diagram of an exemplary
provider netwaork device including a DVD system with read-write

opertfiit 006413 FicS AU F Rl tRal BB BRFRAT P BoGider ester
requester. nefwork devic t includes a combined DVD/HDD system
neﬁa&; ]%@%‘ﬂﬁ?&ﬁﬁasaﬁ@%&ﬁ&%e and hidden sections of
o e S HER A SO IS B R o
network device including a DVD system with read-only operation;
[0063] FIG. 7B is a functional block diagram of an exemplary provider
bnetwork device including a DVD system with read-write operation;
[0064] FIG. 7C is a functional biock diagram of a provider or requester
network devica that includes a combined DVD/HDD system;
[0065] FIG. 8 illustrates user accessible and hidden sections of
nonvolatile memory of the HDD of FIG. 6;
[0066] FiGs. 9A-8D are flowcharts illustrating security steps performed
by the provider and/or requester network devices;
[0067] FIG. 10 is a flowchart illustrating steps of a method for allowing
playback of a copy protected file from the requester network device N times;
[0068] FIG. 11 is a flowchart illustrating steps of a method for limiting
thé amount of time that a copy protected file stored on the requester network
device can be played;
[0069]  FIG. 12Ais a functional block diagram of a network including a

media server that serves protected content from a provider to a requester;
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by the provider and/or requester network devices; [0067] FIG. 10 is a
flowchart illustrating steps of a method for allowing playback of a copy
protected file from the requester network device N times; [0068] FIG. 11
is a flowchart illustrating steps of a method for limiting the amount of time
that a copy protected file stored on the requester netvaork device can be
played; [0069] FIG. 12A is a functional block diagram of a network
including a media serverthat serves protected content from a provider to
a requester; 23 [0070] FIG. 12B is a functional block diagram of a network

includjpg Zonediacsenvas that servesiPigcted Ganient from a VD including a

system to a HDD system; [0071] FIG. 13 illustrates the media server in an

rewemplany setiork seondig ustiertandLiifE2l MGl 4 s/ fowehart, « 4 upp
t

illustrating steps performed by the media server according to the presen
systemtion. DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS [0073] The following description of the preferred

embodidiEfi(s) i§l@etdlyiexsrmplershio nasdia anghisinmeywaydtendsdn eork
to limit the invention, its application, or uses. As used herein, the term

qpiplleasiotevicd refers to an application specific integrated circuit
(ASIC), an electronic circuit, a processor (shared, dedicated, or group)
and MG thatt Bxeddtésondorchere idoftvatie QrstBmwaiopfegiaSha media

- combinational logic circuit, and/or other suitable :
server according fo the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0073] The following description  of the preferred embodiment(s) is
merely exemplary in nature and is in no way intended to limit the invention, its
application, or uses. As used herein, the term module or device refers to an
:application specific integrated cjrcuit (ASIC), an electronic circuit, a processor
(shared, dedicated, or group) and memory that execute one or more éoftwaré or
firmware programs, a combinational logic circuit, and/or other suitable
components that provide the described functionality. For purposes of clarity, the
same réference numbers will be used in the drawings to identify similar elements.

[0074] Referring now to FIG. 1, a local network 2 includes a router 3, a
modem 4, and a provider network device 5, which selectivew»provides protected
content 6 to one or more local requester network devices as will be described
be!bow. The provider network device 5 is a network compatible device that
includes a local network determining module 7. One or more requester network

devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively
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components that provide the described functionality. For purposes of
clarity, the same reference numbers will be used in the drawings to
identify similar elements. [0074] Referring now to FIG. 1, a local network 2
includes a router 3, a modem 4, and a provider network device 5, which
selectively provides protected content 6 to one or more local requester
network devices as will be described below. The provider network device
5 is a network compatible device that includes a local network
determining module 7. One or more requester network devices 8-1, 8-2,

' 8:-N.(collectively referred to as requesters 8) selectively 24 request
r(E:EE)ﬂcé)}igegst onBtI (eg%rgfe%t%e ([}:%{r?t%tﬁp 693@%%%\9 g\pﬁafé@i‘a@%,%ﬁﬂ%qﬁ??w’féﬁe the

38 ie ling: cfi hown, gther network configurations will '
e ot 1 Salog ar s Sl e Bk o e BNl Receans wil

HRoi ) - sonnecti fi ions, and/or wireless _
ngﬁgskgﬁé%gu@a%g@%ﬁ% f?FE{]Ieuproéi gr? ﬁ(e) vﬁéﬁe e?;?c\g'%e%ssgn’(l)\%eﬁ? Points

(melude MEROTY: cSeasBARKelatile e he protected content 6,
the protected content 6 may be stored intgr%%l )g) é‘?’l’d/gp @?@rn‘ﬁ"ﬁ ffom network

dberigiaddenfetwark deyiee9id 0 Azhl R Badem 4ls sonnected t?u%e memory

broadband service provider 9, which provides video content, (%g‘ﬂ%

snmntmt,@bv@aéibar}deqﬁsﬁﬁ%mE,D;?ro@é%t{é*a%%%%@‘éf‘%Hécﬁjﬁgf%tsg’gst&%ent 5

(DCS) 10, and/or other network services. The service provi

rpeguidteshroadihatechatgessusingaires O rMitlRES, CRNESHONS, FORXAL &

cable, digital subscriber line (DSL), satellite and/or any other connection |
systertP&7 ethoth¢00isakThe RCSHAACseaNBEsBEBYINGOSIPRES provider 9

servers 11-1, 11-2, '
which provides video content, digital content, a broadband connection to a
dkistributed communications system (DCS) 10, and/or other network services.
The service provider 9 may provide broadband access using Wiréd or wireléss
connections, coaxial cable, digital subscriber line (DSL), satellite and/or any other
connection system or method.

[0076] The DCS 10 is connected by one or more servers 11-1, 11-2,
..., and 11-M to network devices 12-11, 12-12, 12-1P, 12-21, 12-22, ..., 12-
2P, ..., and 12-M1, 12-M2, ..., 12~MP (collectively referred to as network devices
12). The local network determining module 7 selectively determines whether the
requester netwofk device has a local or remotebsta’tus when the requester
network device requests a copy of the protected content 6. This approach
increases security by preventing access to the protected content by remote
network devices,

[0077]  There are many different ways for the local network determining

module 7 to determine the local/remote status of g requester network device.
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and 11-M to network devices 12-11, 12-12, ..., 12-1P, 12-21, 12-22, ...,
12- 2P, ..., and 12-M1, 12-M2, ..., 12-MP (collectively referred to as
network devices 12). The local network determining module 7 selectively
determines whether the requester network device has a local or remote
status when the requester network device requests a copy of the
protected content 6. This approach increases security by preventing
access to the protected content by remote network devices. [0077] There
are many different ways for the local network determining module 7 to

ﬂ@&%@%ﬁ@%'%%'(é%{@&ﬁ%ﬂh?ﬁ%“&? tﬁd@?%%(&?&ﬂ%%’gg % Izi%tte rmines

example in some implementations, provider net

deterraings: losalisemate siaintly delemining the amount of time that s

required to receive a response from the requester hetwotk devicd!fiqra receive

sORORSREMe s ﬂﬁ§5réaﬁﬁs?eprr?éj[%rr@m%eri@%éh e??sgt?%ehgeeer e”d?g}tei% dess than

network device is determined to have a local status.|

a@wa@t@lwi@@d@@r@&gm@w%@%éggtgﬂ%eWkoéé'%?cBr%t%%%%%réﬁ% have

is denied. The amount of time that is required to send and receive da

it service [ravidend r&eSst8ranchesNelsidetf te, rernale. 'E%Q@? 0K nd the

devices 12 is significantly greater than the amount of timer required by a

tocal rédhespeonetaortodesitadaiesspendr i ARRIWOEISHNE that is required to
predetermined period is set greater than the response time required by

tecdl asdueswvaetmarkiddnicesanclessiian heyespenssHime reguired 1 o
by remote requester network devices. [0078] In other implementations,

e plovivkivastwirkideyide clieclksrdicantly greater than the amount of timer
required by a local requester network device to respond. In other words, the:
predeterminedk period is set greater than the response time required by local
requester network devices and less than the response time required by remote
requester network devices.

[0078] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to détermine
medium access control (MAC) addresses of local hetwork éevices. If tﬁe
requester netWork device matches a local MAC address in the table, then the
requester network device has a local status and the copy of the protected content
can be sent. If not, the requester network device has a remote status énd the
copy of the protected content is not sent. |

[0079]  In still other implementations, the provider network device 5 may
send a message to the router 3 to temporarily block external ports of the router 3

or modem 4 to the service provider 9 (and DCS 10). After blocking the external

ports, the provider network device 5 determines whether the requester network
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dynamic host configuration protocol (DHCP) table in a DHCP server to
determine medium access control (MAC) addresses of local network
devices. If the requester network device matches a local MAC address in
the table, then the requester network device has a local status and the
copy of the protected content can be sent. If not, the requester network
device has a remote status and the copy of the protected content is not
sent. [0079] In still other implementations, the provider network device 5
may send a message to the router 3 to temporarily block external ports of

dbeirauiersd; ordnodem 19, the-seLv, J%B@‘Qﬂ?r deVIceQS Eeter I%ur%zer network

blocking the external ports, the provider networ

dwpiberdhe neguestan ngtwar 28,devee rill ab ﬁc%%%?%%%jré?xqgrcate with

(which will be true if the fequester network device has aloca

tihe prouisiarreMQiHRVIES faN GRIMINGALE With, the rgwggtlggnds the copy

network device, the provider network device sends the copy protected

monéentdAspaenbe appregiatad By skidpdartisans e ornate of\hese, e of

approaches may be combined an Jor other approaches may be used to

teternainerdheliecaltiemote statisreidhmezar esR NalWRIK IRYGRAIP880l seq 1o
While portions of the following description employ a VD system and/or a

wemiines DY DD systentgshe proviserawebradudemice-ang another
network device including a combined DVD/HDD system and/or a HDD

systeni(@8@ie reglistepnetfornsk device, skitedragtisrnswiliaPPEesiate a DVD
that other provider and/or requester network devices may be used.
BRI anikans Wﬂﬁ‘@l‘m@;ﬁbv&id@]mmmfahehmpl@méetatéim&)th&iewce and
are described below in
another network device including a combi ned DVD/HDD system and/or a HDD
system as the requester network device, skilled artisans will appreoiate that other
provider and/or requester network devices may be used. Skilled artisans will
also appreciate that all of the implementations that are described below in
conjunction with DVD and HDD systems can be implemented with any other
suitable network devices. |

[0081] Referring now fo FlG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medium 16 with a service provider
18. The sérvice provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet, LAN, WAN, or other
distributed network and/or provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a

router 28, which connects multiple network devices 30-1, 30-2, ..., and 30-N

(collectively network devices 30) to the modem 14. One of the network devices
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conjunction with DVD and HDD systems can be implemented with any
other suitable network devices. [0081] Referring now to FIG. 2, a
functional block diagram of a first exemplary networked DVD and HDD
system is shown. A local network 13 includes a modem 14 that
communicates over medium 16 with a service provider 18. The service
provider 18 provides a connection to a distributed communications
system (DOS) 22 such as the Internet, LAN, WAN, or other distributed
network and/or provides other network services such as video content,

delaphone-seiviges apd the like, iﬂgﬁ medem %%)Bag%%%iceoélg_ :[egvé?ﬁ% may be

router 28, which connects multiple network device

Ahhedeqllestivalyngtiverk deyi to . 14. One of the
network devices 27 30-1 isgc?(r\){drﬁ\ﬁeﬁt):fe%%fo ;ﬂﬁ%rF§ %&mlaﬂv%r(ﬁf)%t)oéﬁ?emay also

(34, auhiekcraay teetreonmesies ta @ Eq{ﬁ}éirs@[r‘é%@%i@{rggg[ﬁhae é%lte ‘{#%Ogox (not
er

or monitor 38 may also be connected to the medium 16 e irectty o

shoougheadet tepveotiehtshowm) @ad KBegiNEcaNieRkfrom the service

provider 18. [0082] The local network 13 may include an access point

(AP) 4WE82] cormimuicalessnibrineIavisr ABiand %ea%gé%rzﬁ)d}’vﬁ\;ﬂ&?a 40 that

stations 42-1, 42-2, and 42-N (collectively wireless stations 4
WPNADIEHewmihNtected ter the mutes?B dnmAR aNELIOesipeions 1« 4o

may be combined in a single device. Alternately, a combined AP/router

mayhe direblly coiantiviel toirttesmostativhg. &rijl otheritypeR OAPEWOTK  shown
configurations and connections will be apparent to skilled artisans.

connected to the router 28, the AP and router functions may be combined in a
single device. Alternately, a combined AP/router may be directly connected to
the modem 14. Still other types of network configurations and connections will
be apparent to skilled artisans.

[0083]  The network device 30-2 communicates with the router 28 and
with a DVD player or a combined DVD/HDD player 44 (both referred to
hereinafter as "DVD player 44”) such as the one shown and described in U.S.
Patent Application Serial No. 11/039,288, filed January 19, 2005, which is hereby
incorporated by reference in its entirety. The DVD player 44, in turn, may
communicate with a television or monitor 46, which may be connected to the

medium 16 or to a set top box 50. The service provider 18 prévides broadband

access to the DCS 22, video content and/or other services. One or more other

servers 54-1 and 54-2, (collectively servers 54) provide an interface for network
devices 60, computers 62, personal digital assistants (PDAs), etc. to the DCS 22.
[0084] In some implementations, the user of the telev

sion or monitor

38 may desire access to DVD content associated with the DVD player 44,
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[D083] The network device 30-2 communicates with the router 28 and
with a DVD player or a combined DVD/HDD player 44 (both referred to
hereinafter as "DVD player 44") such as the one shown and described in
U.S. Patent Application Serial No. 11/039,288, filed January 19, 2005,
which is hereby incorporated by reference in its entirety. The DVD player
44, in turn, may communicate with a television or monitor 46, which may
be connected to the medium 16 or to a set top box 50. The service
provider 18 provides broadband access to the DCS 22, video content

angiay other Senyieas QNeL] Bore ﬂ&*ﬁg SeLEm Rt ea%;gggt@@ DVD player.

(collectively servers 54) provide an interface for n§w8

TOmPUErS 6Rdpe $Rnak digial giss] (P the DCS 22.
[0084] In some implementations, tr%ﬁlfgg; oﬁ%)tl{%?/é%n o rﬁcﬁwﬂb‘?‘s%@e fo the

Dy desiyeraggess th B YBrrente figted %IH] the r\é% Rlay qr 7y érom the

Initially, the HDD 34 may request a list favallab conte

jayarerhy D\éDssendscadistiabavaiiagle cepiens EQ%_QP [ se Potcalastatus If

message to the DVD player 44 via the network requesting a copy

tente B s eleten omitae m&@@m@«@f&t@@ﬁ&%%ﬂ&%m%ﬂ? tﬁwe content

HDD system has a local status. If the HDD system or other reques

fletivosiedevifethasiDBabstatus, @h@mwwégt@%éfrméd@? has a remote
system or other requester network device has a remote status, t

seRjuestifsedeniadstHe ldealiemote statusitelemrinatian SAERe A#8 n can be
based upon response time, MAC addresses in the DHCP table, extern q

Pt dliSestreEnon apepcnrsesiordintdatogiresansl/or plhepEdRli e extermal
methods. [0085] In some implementations, the DVD 44 responds by
p@&h@%@%ectlon and corresponding dialogue, and/or other suitable methods.

[0085]  In some implementations, the DVD 44 responds by requesting a
key from the HDD 34. The DVD 44 begins a timer that determines the amount of
time that is required by the HDD 34 to respond. The HDD 34 sends the
requested key to the DVD 44. The DVD 44 determines whether the HDD 34
responded within a predetermined amount of time.

[0086] If the HDD 34 responds within the predetermined amount of
time, the DVD 44 scrambles the selected content with the key and sends the
scrambled content over the network to the HDD 34. The HDD 34 descrambles
the content with the key and allows replay of the content at the television or
monitor 38. As can be appreciated, the key exchange can also occur earlier
when the HDD initially requests the list of available content,

[0087]  The HDD 34 may also receive usage data from the DVD player

that constrains use. For example, the usage data may allow N replays and/or

replay for a predetermined period. After the allowed usage period is over as
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key from the HDD 34. The DVD 44 begins a timer that determines the
amount of time that is required by the HDD 34 to respond. The HDD 34
sends the requested key to the DVD 44. The DVD 44 determines whether
the HDD 34 responded within a predetermined amount of time. [0086] If
the HOD 34 responds within the predetermined amount of time, the DVD
44 scrambles the selected content with the key and sends the scrambled
content over the network to the HDD 34. The HDD 34 descrambles the
content with the key and allows replay of the content at the television or

smeriiteri 3. As cambe @9@?9@6@@@5%&%E%@Q%%@?aalﬁ%%‘%ﬁ“mﬁnabie.

earlier when the HDD initially requests the list of available content.

FEnes kO 34 thayalSorregeisusage datalromethg DVD player that
constrains use. For example, the usage data may allow N replays and/or

replay[ffrés predetetmined pepiedn Aftatithe allpwedisagesperiodis over, ...

as 29 specified in the usage data, the HDD 34 makes the video content

agnevaitdbles fonexamplejtherHRRtmay delete dbe idee contentii0S8h 44 i
In some implementations, the HDD 34 includes a user accessible section

s&pika iﬁidh@ﬁﬂ'@@t&maedﬂmmmrﬁmmitoﬁh@&@\@a%%iﬁrmgg e LoD
hidden section of the DVD 44. The key that is provided by the HDD 34
Ihapde parpaftacpubliv/plivari/kéy sayrptiorptysteysant/ehelBerother suitable
- suitable data encryption. Alternately other forms of key-based scrambling

DVD sends a list of
performed.

[0089] if the DVD player is a single DVD player, the DVD sends a list of
content available on the DVD in the DVD ptayef. If the DVD player includes a
carousel, the DVD player sends a list of DVD content available from DVDs in the
carousel. If the DVD player is a combined DVD/HDD player, the DVD/HDD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD gon’tent stored on the associated HDD.
[0090]  Referring now to FIGs. 3-5, various exemplary configurations of
the present inVention are shown. In these implementations, the provider network
-device includes a DVD system and/or a combined DVD/HDD system and the
requester network device includes‘a HDD system and/or a combined DVD/HDD
system. In FIG. 3, the HDD 34 is connected to the network by the station 42-1,
whic‘h wirelessly communicates with the AP 40. The DVD 44 and te!‘evision 46
are connected by the network device 30-2 and medium 16 to the router 28. In

FIG. 4, the HDD 34 is connected by the network device 30-1 and medium 16 to

the router 28. The DVD 44 is connected to the network by the station 42-2
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content available on the DVD in the DVD player. If the DVD player
includes a carousel, the DVD player sends a list of DVD content available
from DVDs in the carousel. If the DVD player is a combined DVD/HDD
player, the DVD/HDD player sends a list of DVD content available on the
DVD or DVDs in the player along with DVD content stored on the
associated HDD. [0090] Referring now to FIGs. 3-5, various exemplary
configurations of the present invention are shown. In these
implementations, the provider network device includes a DVD system

O S A A e oo M0 syt IR it apc DV
reibsely SO NG b P 0. o U A8 RA ecisforits notwork.
S e B S S RN, abRe S

MedlrIoti9 TREUIICTI DB 145 oangsied IR ISR N device

the station 42-2, 30 which wirelessly cormmunica SWith the A r4’b‘?tl\ﬁo

MEugethe HBD 34a86hDMB WAL geirnested by p neréE%%rreP ‘{%ti(s?cﬁﬁﬁ read,

42-1 and/or 42-2 to the network. Various other network configuration

herieppatedk t@@kﬁI@é@{ﬁéﬁ%tiqg%lﬁgg&@éﬁowéocgh?ro?ﬁ‘gn\e,avi%aao system

exemplary requester network device includes a HDD system

HDR PGB LldieA busfersLifstonasdeadomrie %@A%WQU!&#?&H C%Pe%%éy. For

that is associated the control of the HDD system 110. The buffer 11

wsuaiiplemsioysANdlatite otReroty hraying lqwilatensyey om&@MPIGay be used.
SDRAM or other types of low latency memory may be used.

Nonvolatile memory 119 such as flash memory may also be provided to store
critical data such as nonvolatile control code.

[0092] A processor 122 arranged on the HDD PCB 114 performs data
and/or control processing that is related to the operation of the HDD system 110.
A hard disk control module (HDC) 126 communicates with an input/output
interface 124 and with a spindle/voice coil motork(VCM) driver or module 130
and/or a read/write channel module 134. The HDC 126 coordinates control of
the spindle/lVCM driver 130, the read/write‘ channel module 134 and the
proceséor 122 and data input/output with a host 135 via the interr’acé 124.

[0093]  During write operations, the read/write channel module 134
encodes the data to be written onto a read/write device 159. The read/write
channel module 134 processes fhe write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited.coding (RLL), and the

like. During read operations, the read/write channel module 134 converts an

analog read signal output of the read/write device 159 to a digital read signal.
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Nonvolatile memory 119 such as flash memory may also be provided to
store critical data such as nonvolatile control code. [0092] A processor
122 arranged on the HDD PCB 114 performs data and/or control
processing that is related to the operation of the HDD system 110. A hard
disk control module (HDC) 126 communicates with an input/output
interface 124 and with a spindle/voice coil motor (VCM) driver or module
130 and/or a read/write channel module 134. The HDC 126 coordinates
control of the spindleNCM driver 130, the read/write channel module 134

Tarnd thevpracessondi2 and tlada iameio uiutyidd @008t 1350a tl@@chniques to
interface 124. [0093] During write operations, the read/write channel

recodelet1S 4l atm toates dbendidtario beharittem onto a read/write device 159.
The read/write channel module 134 processes the write signal for

reliabil9 &hid may tegoplydifdr cekengplecerdy ¢aDEAPN SOANRWESDnEUB: more
length limited. coding (RLL), and the like. During read operations, the
hevaddlirieerdhareel fibthié ibsh:denverts afic analbgyreadSignad QHERIHCDE ficlds,
the read/write device 159 to a digital read signal, 31 The converted signal
Tisehekitrtected arel tdetubdpyekepintltentniiguEstdsrechuardtietiatahown at
that was written on the HDD. [0094] A hard disk drive assembly (HDDA)

B0 ifeRRISBhd 6 rRiE|hare @iveas atesatessthehArintlddesnmigtietic 52 at &
coatings that store magnetic fields. The platters 152 are rotated by a
C&&H&l@%&?ﬁmﬁg%mﬁﬁ%{w&ﬁm@ﬁlqm GeRerallyahe mpiddieite arms

Egtor 154 r%gtf%\tes the hard drive platter 152 at a controlled speed during
tR& FAQYGWRE 5elatibRsPBhe sr mérterézrivtite/armsite data to/from the hard

drive platters 152. The spindle/\/CM driver 130 controls the spindle motor 154,
which rotates the platter 152. The spindle/NVCM driver 130 also generates control
signals that position the read/write arm 158, for example using a voice coil
actuator, a stepper motor or any other suitable actuator. | |

[0095]  The read/write device 159 is located near a distal end of the
read/write arm 158. The read/write device 159 includes a Write‘element such as
an inductor that generates a magnetic field. The read/write device 159 also
includes a revad element (such as a magneto-resistive (MR) element) that senses
the magnetic field on the platter 152.. The HDDA 150 includes a preamp circuit
160 that amplifies the analog read/write signals. When reading data, ‘the preamp
circuit 160 amplifies low level signals from the read element and outputs the
amplified signal to the read/write channel module 134. While writing data, a write
current is generated that flows through the write element of the read/write device

159. The write current is switched to produce a magnetic field having a poéitive
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158 move relative to the platters 152 to read and/or write data to/from the

hard drive platters 152. The spindle/VCM driver 130 controls the spindle

motor 154, which rotates the platter 152. The spindleNCM driver 130 also
generates control signals that position the read/write arm 158, for

example using a voice coil actuator, a stepper motor or any other suitable
actuator. [0095] The read/write device 159 is located near a distal end of.

the read/write arm 158. The read/write device 159 includes a write

element such as an inductor that generates a magnetic field. The

reacyysite ol evieei5 9Talson dagl -(such.as .
magneto-refistivegjéMR) e?gmg#\‘i)gfﬁz?égﬁgge@z% g%e e rﬁgab ithéard drive
platter 152 zFeiHRDA th5@ prekisiasiagreamp circuit 160 that amplifies

the analog read/write signals, When reading data, the preamp circuit 160
amplifi§e0ia6] levElignialg frarw the reRtkelement.and putputs o
amplified signal to the regdlwrite channel rr?gjullaé1 ?LB(ZSWEWe ?N%B%Xtaﬁ rovider

BaAHEsK clevém isgedesated atsiows i oug ey itecalement 0 ih8s & pusor

read/write device 159. The write current is switched to produce a

Aidgriba¢ fértemvingh pasitiveviBa alatagativeolsibtiENe NSV that i
negative polarity is stored by the hard drive platter 152 and is used to

?éﬁ%é%@pdﬁlé. Ml R’éféﬂﬂn@\ﬁa\l\ﬁtﬁ@t@&m anmdd By A examplary employ
provider network device includes a DVD system 210. A DVD PCB 214

HRLRTR s masneBt 248thas sFIsAbhdadataherriteydata andiar volatile memory
ontro%ciode that is associated the control of the DVD system 210. TKe ‘
OREPZLE imETenp o} volahle sritaRbrpetsinas SDRAMbenaibe fiyReE S data

Iowhlatendc memory, ) _
such as data relating to DVD write formats and/or other nonvolatile control code.

A processor 222 arranged on the DVD PCB 214 performs data and/or control
processing that is related to the operation of the DVD system 210. The
prbcessor 222 also perfqrms decoding of Copy protection - and/or
compression/decompression as needed. A DVD control .modul’e 226
communicates with an input/oufput interface 224 and with a spmdfe/feed motor
(FM) driver 230 and/or a read/write channel module 234. The DVD control
module 226 coordinates control of the spindle/FM driver, the read/write channel
module 234 and the prgcessor 222 and data input/output via the interface 224
[0097]  During write operations, the read/write channel module 234

encodes the data to be written by an optical read/write (ORW) or optical read
only (OR) device 259 to the DVD platter. The read/write channel module 234
processes the signals for reliability and may apply, for example, ECC, RLL. and

the like. During read operations, the read/write channel module 234 converts an

analog output of the ORW or OR device 259 to a digital signal. The converted
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Nonvolatile memory 219 such as flash memory can also be used for
critical data such as data relating to DVD write formats and/or other
nonvolatile control code. A processor 222 arranged on the DVD PCB 214
performs data and/or control processing that is related to the operation of
the DVD system 210. The processor 222 also performs decoding of copy
protection and/or compression/decompression as needed. A DVD control
module 226 communicates with an input/output interface 224 and with a
spindle/feed motor (FM) driver 230 and/or a read/write channel module

234aThe RVDRaBtR4 medue 228-coptdinates control &eta@et%%igc%l)%g:rwhe data

driver, the read/write channel module 234 and the processor n

ttataninpuifitdputvig shevmierface 224. [0097] During write operations, the
read/write channel module 234 encodes the data to be written by an

optica[meaawitex(@lam/)a@é@@mw(@@@A@nbs(%b@%\éig%%@éoé@gtrgrv%z that

platter, The read/write channel module 234 processes the signal

sieliability ana mayiapplyrifer examplesEGE, Bldieand, the %ﬁ-d'%“fmgtor that is
0g

read operations, the read/write channel module 234 converts all ana

wUpURttty ORWPRORSdevite 258o @ disital sionahTias %Yﬁ&@‘gﬂgﬁer 252

signal is then detected and decoded by known techniques to recover

A ahboles andten\emithsDyBe J0096) A BY R:agsemblyEMRM25Fhe ORrW
includes a DVD platter 252 that stores data optically. The platter 252 is

Fofated Byce sphdieavesdethtiviststie DRtz allytehore ab 254d BR/or write data
spindle motor 254 rotates the DVD platter 252 at a controlled and/or

ParRmE A iR 8T8 adRetOoPATatioNR Tei@RYEY typically includes a

laser and an-optical sensor.

[0099] For DVD read/write and DVD read only systems, the laser is
directed at tracks on the DVD that contain lands and pits during read operations.
The optical sensor senses reflections caused by the lands/pits. In some DVD
read/write (RW) ap_plications, a laser may also be used to heat a die layer on the
DVD platter during write operations. If the die is ﬁéated to one temperature, the
die is transparent and represents one binary digital value. If the die is heated to -
-~ another temperature, the die is opaque and represents the other binary digital
value. Other  techniques for writng  DVDs  may be employed.

[0100]  The spindle/FM driver 230 COHT:.I”OjS the spindle motor 254, which
controllably rotates the DVD platter 252. The spindle/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or ény other suitable actuator. The feed
motor 258 typically moves the ORW or OR device 259 radially relative to the

DVD platter 252. A laser driver 261 generates a laser drive signal based on an
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or OR device 259 moves relative to the DVD platter 252 to read and/or
write data to/from the DVD platter 252. The ORW or OR device 259
typically includes a laser and an optical sensor. [0099] For DVD
read/write and DVD read only systems, the laser is directed at tracks on
the DVD that contain lands and pits during read operations. The optical
sensor senses reflections caused by the lands/pits. In some DVD
read/write (RW) applications, a laser may also be used to heat a die layer
on the DVD platter during write operations. If the die is heated to one

e.is transparent pre nts_one binary digital
B?twgé%e%@gge ?o rgﬂo Oéj?tg erat %é%% arfgl preamp
ar e, O hniques for writin
%\%ﬁgﬁé}?gﬁ‘ ([)@e %/G%Q)goéaﬁte slglﬁaféfFM%%Ir %gg'egn\‘%\lﬁgé%ﬁ? preamp
I h t t th r,252. The
fggg@%ﬁéﬁ%ﬁa kglslgg%gt%@ﬁ%egs/i%nﬁ S|ggn St% @ggétﬁ&?%”d outputs

fieed M0tos 258 ar &AMl 48INYANOIGEEall SRR B Sehper ToTor

or any other suitable actuator. The feed motor typlc y moves the

ORW gy 1aR|devipee259 radialiy ke lpdiveinibe YR platter 282. A @1 8fE 240 that

driver 251 generates a laser drive signal based on an 34 output

¢naddyetarchiannRlovesdiadas shbe RYRA Z3QiRcligesapr ﬁg{@p &589 and/or

260 that amplifies analog read signals. When reading data, the pream

\Giteuit 2Bftaimplifies lovolexelsignalsifromiba SRWoap O devige aﬂgs ectivel
outputs the amplified signal to the read/write channel module device 2:? ¥,
fetiotiaeddv D disteidelSidudhpranekides, acgsegivagdule 240 that

[0102]  As with the HDD system 110, portions of the DVD system 210
may be implemented by one or more integrated circuits (IC) or chips. For
example, the processor 222 and the DVD control module . 226 may be
impiemented by a single chip. The spindle/FM driver 230 and/or the read/write
channel module 234 may also be implemented by the same chip as the
processar 222, the DVD control module 226 and/or by additional chips. Most of
the DVD system 210 other than the DVDA 250 may also be implemented as a
SOC.

[6103] Referring now to FIG. 7C, a simplified functional block
diagratn of an exemplary combined DVD/HDD system 280 according to some
implementations of the present invention is shown. The combined DVD/HDD
system can be used as a provider or requester network device. Th‘e combined
DVD/HDD system 280 includes a comtﬂned system control module 284 that

communicates with nonvolatile memory 290 and volatile memory 292, which

stored drata for both DVD and HDD operation. The system control module 284
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encodes and/or decodes video such as any of the MPEG formats. Audio
and/or video digital signal processors and/or modules 242 and 244,
respectively, perform audio and/or video signal processing, respectively.
[0102] As with the HDD system 110, portions of the DVD system 210 may
be implemented by one or more integrated circuits (IC) or chips. For
example, the processor 222 and the DVD control module 226 may be
implemented by a single chip. The spindle/FM driver 230 and/or the
read/write channel module 234 may also be implemented by the same

(‘%] }ﬂg Rrogessor. 2 2 the\% control module 226 and/or by

ditional chips. M&st 6 rﬁr?ﬁedfﬁéﬁt%%ﬁ ﬂfé}lﬁ\?ﬁﬁ?@% In some
le S 01 eferring now to FIG. 7C, a

smp&ﬁ‘i%ﬁggg%n I%ﬁ{%lo Ee%(?agrs'ang%f %”%ﬁ%pﬁ%{ﬁ/ &6 &%\?Wﬁ@@s Fiber

SYSIRMASORecarding 16r5 lementati ions of the nt invention

is shown. ?he fcl;omblnegk %ﬁﬂ% sys{g%ucan‘%atﬁ%ﬁ"%? aG5rovideperor other
reguasteastwer device. The combined DVD/HDD system 280 includes

a combined system control module 284 that communicates with

nonvolagteomemory 29 andhyigldile 5‘\?5}?@lgggc}i%ﬂ%ﬁﬂfegmggg?’§t?hf0{)VD and

both DVD and HDD operation. The system cont
¢oin rf ost 298. In
sicaies, vEnarUuto/iase 204 aa plerlacs 400 A NAS2R N oviges

some implementations, the interfaces 294 and 296 are A

:mﬁi gﬁ?ﬁwﬁhﬁbsﬁﬁﬁﬁﬁi?éﬂ@ﬂ ismad cmnier LR use of 2
single DRAM and flash memory for both the DVD and HDD data storage. A
single power supply and a reduced number of external connections are required,
whigh further reduces cost.

[0105] In addition, the unified DVD/HDD system allowsb copy
- protected content to be copied bit-by-bit to directly to the HDD. fn other words,
the copy protected content can be copied without decrypting the copy protection
scheme or digital rights management (DRM) ‘and without requiring significant
operating system involvement. Convevntional separate DVD and HDD systems
require the DVD to decode/decrypt the DRM or ofher copy protéotion prior to
output. The DRM or other copy protection may or may not allow subsequent ‘
copying to the HDD. By combining the systems, additional functionality is
provided due to the built-in security of the copy protection or DRM scheme since
the DRM or copy protection remains intact. For example, single DVD drive copy

operations are supported without removal of the copy protection or DRM.

Additionally, the HDD can operate as a virtual DVD changer.  Still other
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[0104) The combined DVD/1-IDD system controls both DVD and HDD
systems. The DVDIHDD system reduces overall system cost and provides
improved functionality and performance. Cost is reduced through the use
of a single DRAM and flash memory for both the DVD and HDD data
storage. A single power supply and a reduced number of external
connections are required, which further reduces cost. [01051 In addition,
the unified DVD/HDD system allows copy protected content to be copied
bit-by-bit to directly to the HDD. In other words, the copy protected

\coientieant bieecopradindhai Dearyptisgstae-cary PRARANIQNI SEREME in U,
digital rights management (DRM) and without requiring significant

Rpleratingrdizstion iBedkierent 1 OcoveREoNatiseparate Y Pand d#DD
systems require the DVD to decode/decrypt the DRM or other copy

protectibtOfilior to diedetrimhe@RMtor Gliter Gy Mreiestion MR MaMyolatie
not allow subsequent copying to the HDD. By combining the systems,
"aganevat dinelidhalityid privide duetothiblbuilnih hetisity 06the S8 ding to
protection or DRM scheme since the DRM or copy protection remains
JRtAet. mHeRaplesiniglesbwm drivé eopynopetitions arersuggmdedhe HDD s
without removal of the copy protection or DRM. Additionally, the HDD can
YPsrlerHsta izl pviiPehahatil urhendesaitiEtions af theond portion 308
tﬁombined DVD/HDD system are shown and described in U.S. Patent
BbiftBR6HEEALCRBS Pd 6 Pad ek d Bie Rawsay hBld20080f0408DS is used in
Referrirgﬁ now %o FIG ﬁ partitioning of the nonvolatile . memory 300 of the
PSPIEUSP 28 GBR Y ke R arerding dordingeo implementations of the

invention. The hidden portion 308 is used to store the contents of a DVD that is
to be copied. In addition, the hidden portion 308 of the HDD is used to provide a
virtual DVD carousel. In other words, multiple DVDé may be copied to the HDD
and played back at a later date. |

[0107] Referring now to FIG. 9A, steps performed by the netwark
devices are shown. Control begins in step 350.’ In step 352, control determines
whether the provider network device receives a request for a copy of protected
content. If not, control returns to step 352. If step 352 is true, control determines
whether the requester network device is located on the local network in step 354.
If step 354 is false, control denies the request and retumns to step 352, If step
354 is true, the provider network device sends a copy of the protected content to
the requester network device. |

[0108] The provider network device determines whether the
requester network device is on the local network in any suitable fashion. For

example, a response time of the requester network device can be compared to a
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some implementations is shown. The nonvolatile memory 300 of the HDD
is allocated into a first portion 304 that is user accessible and a second
portion 308 that is not user accessible (or hidden). The second hidden
portion 308 is used in one or more of the following ways according to
some implementations of the invention. The hidden portion 308 is used to
store the contents of a DVD that is to be copied. In addition, the hidden
portion 308 of the HDD is used to provide a virtual DVD carousel. In other
words, multiple DVDs may be copied to the HDD and played back at a

faterdate, IREOH Beterdng new to ﬁﬁl‘e% RERsRe %(gr!?%dv%)é rté]%e%two rk device

network devices are shown. Control begins in step n-step

santakgetenmines whether 4he providarNatwarkde Vﬁr@éﬁ%ﬁ%(?%si% m g plocked

request for a copy of protected content. If not, contro
0
I

stbstagtmi;@ﬁ@w@HM&%Q{@%@@SCMW%%%Q%?c%?f?geﬂ?ﬂé Katus of the
If step 354 |

device is located on the local network in step 354. s false,

conteskeentes/the wauestRIgreetHENgIEo SieP 3R2othsiep, léﬁh@ﬁ%%ntgea local
provider network device sends a copy of the protected contentto the '

sequesteametwodudeuiteid 0408 hieprewdriagtwerk devige defermines . .

whether the requester network device is on the local network in any

suithbits fastiete Funieydooplésarespansestime afdhe seguester network
device can be compared to a 37 predetermined threshold. In other

impleni@h@alons, th&kpfevidgrnuetwiork idavige, @@miemp@é@éﬂmmﬁiﬂékat/remote
that the external ports of the router or modem he blocked so that the
PRV Sy riemmBAtaIdyitdockingonfirex it i qaiiremotenstais ObHIR! begins with
step 360. In step 362, cqntrol determines whether the provider network device
receives a request for a copy protec:ted file. If step 362 is false, control returns to
step 362. If step 362 is true, control continues with step 364 where the provider
network device requests the external ports of the router or modem to be blocked.
In step 368, the provider network device determines whether the requester
network device has a local status. For example, the provider network device
may send a message to the requester network device and wait for a response. If
step 368 is false, the provider network device denies the request and control
returns to step 362. If step 368 is true, the provider network device sends a copy
of the file to the requester network device in step 370. The provider network
device unblocks the external connection or port of the router or modem in step
374.

[0110] Referring now to FIG. 90, steps for consulting a local server

(such as a DHCP server) to determine the local/remote status are shown.

Control begins with step 380. In step 382, control determines whether the
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requester network device before the file sent. In other implementations, a
local server can be queried to determine the local network devices. Still
other methods for determining local/remote status may be used. [01091
Referring now to FIG. 9B, steps for determining local/remote status by
temporarily blocking an external port are shown. Control begins with step
360. In step 362, control determines whether the provider network device
receives a request for a copy protected file. If step 362 is false, control
returns to step 362. If step 362 is true, control continues with step 364

pydhedte the prevides petwork;devi he external ports,of the

router or modem tovbe blockged. Clr{ner é&%%ggg%ih% %98%8&@%%&%?&%&&6&@@ 382

ideier)ines deatherthesegusster, nefwork deyi local status., For ,
example, the provider networ% device ma%(/psgég anhm@S%a%%nigth%ontmues with

stepuiEsterhefyaric denior andanairfotarrerquseet wier 368 s fals éntprﬁoation

provider network device denies the request and control returns to step

0BBR:AF Step s i, t%@n@giﬂ@idﬁt&@%ﬂ%@@@@m&@ac@&r%s%‘%(@%nhough

file to the requester network device in step 370. The provider networ

otimndéemkﬂo@ﬂ‘{srthg;mqermltmnﬁgatiom%@g@@é?hﬁé%&‘%ﬁd’ém%%ﬁmndevice
step 374.[0110] Referring now to FIG. 9C, steps for consulting a local

detsvminasuet atharDhOR sesven) tetetermingitacniocal/IGBPLe FIRAIUS ARy, 356
shown. Control begins with step 380. In step 382, control determines

IswirdtRertitfe PBBYjstevidetwietndekidevitenieceies adesesh L8 Y retums to
rotected file. If step 382 is false, control returns to step 382. If step 382
SigRriEZcdh PR Shisesumitthe provider network device sends a copy of the file

to the requester network device in step 388,

, [Q11»1] Referring now to FIG. 8D, steps performed by the network
system are shown generally at 400. In step 402, control begins. In step 404, the
provider network device determines whether a requester network device
requests a copy of the content. If not, control returns to steb 404. Otherwise
: Contro‘l continues with step 408 and the provider network device requests a key
from the requester network device. In step 412, the provider network device
starts a timer.

[0112]  In step 416, the provider network device determines whether the
key is received. If the key is not received and (in some implementations) the
predetermined period has not been exceeded, control continues with step 416.
Otherwise, control continues with step 420 and the provider network device stops

the timer. In step 422, control determines Whefher the timer is less than a

predetermined period.
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step 384 where the provider network device queries the server for
identification of local network devices. The identification can include MAC
addresses although other identification types can be used. In step 386,
the provider network device determines whether the requester network
device has a local status. If step 386 is false, the provider network device
denies the request and control returns to step 382. If step 386 is true, the
provider network device sends a copy of the file to the requester network
device in step 388. [0111] Referring now to FIG. 9D, steps performed by

the netwprk) syster-ahe ﬁﬂ%\’%‘?ﬂ%‘?\%@”ﬁé%@%@é SR 0% \égﬂtrg lisaless than

begins. in step 404, the provider network devi etermines whether

gequesienntwerkslavics KRALSsES a ceRYOf INg, cPRLentof {bogrﬁ(}’éﬂttrc?r%e or two

returns to step 404. Otherwise control continues with step 408 and the

Wpyide'yﬂ'ﬁmﬂ’@(ﬁ%vi‘égpfgﬁsléi’ztﬁwé,"&ydﬁ@ﬁélt@%é@%t FOGMArk
device. In step 412, the provider network device starts a timer. Oilfoﬁnamount

aftéipré I6atheopidviderenatvear koftevissnaeiesmineswhathes dhe KR¥LIS s the home
received. If the key is not received and (in some implementations) the

Rbewierminedpenion Has natcieeneexreedriasy PaAUNURS Wit S18Bds, a
416. Otherwise, control continues with step 420 and the provider network

RRS/iet seopsinine ankey. frostep do@yedatreldetesmineswhetberdhetiBIS etwork
- isless than a predetermined period. 39 [0113] In some implementations,

FREpReEB AT NEVsEHstEIddesSOtbat tsremuel dethe dsiteof of simentRat stwork

a Packet would require to travel one or two
will exceed one or two hops. This is due to the time required to pass through the

modem and the service provider.

[0114]  If step 422 is false, control returns to step 404. If s{ep 422 is
true, thevprovider network device encrypts or scrambles the content with the key
and sends the encrypted or scrambled content over the network to the requesting
device in step 426 and control continues with step 404.

[0115] ' Referring now to FIG. 10, steps of a method for allowing
playback of a copy protected file from the requester network device N times are

shown. Control begins with step 600. In step 602, control determines whether
copy protected files have been stored on the requestér network device. If not,
control returns fo step 602. It step 602 is true, control sets N=1 for the file in step
804. In step 606, control determines whether the copy protected file stored on
requester network device has been played. If step 606 is false, control returns to
step 606. If step 606 is true, control increments N in step 610. In step 614,
control determines whether N = Npae.  If step 614 is false, control returﬁs to step

606. If step 614 is true, control deletes or otherwise makes the copy protected
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hops. By limiting the response time, additional security is provided. The
amount of time that would be required for a computer or other device
outside of the home network to respond will exceed the predetermined
period. In other words, a packet containing a key from a computer such
as computer 62 or other network device such as network device 60 that is
connected outside of the home network will exceed one or two hops. This
is due to the time required to pass through the modem and the service
provider. [0114] If step 422 is false, control returns to step 404. If step 422

e e iR IFEOK tsler tReMWRTK LeNICe-BREHYRIS AL Serambles fhe content. returns

with the key and sends the encrypted or scrambled content over the'
fetteqris 02 the requesting device in step 426 and control continues with
step 404. [0115] Referring now to FIG. 10, steps of a method for allowing

playbaitkioBh copy prefesied fileviremthe, requestss Qﬁt‘é{%ﬂ%@cﬁ?ﬁ\ﬁimmng the
t

times are shown. Control begins with step 600. In step 602, contro

alererntingsinvhetizra camy pratectedi files avedbeenst QBihe o tyvork device
requester network device. If not, control returns to step 602. It step 602 is

AR, beoptrylese ts i stidomtheCidetinistegifO4vitA SRR 66060 CoRreler, 644, control
determines whether the copy protected file stored on requester network

delataings béwthsinybd. toste 66 défalse; CortrpbEatUERS Q) e R08Huester
step 606 is true, control increments N in step 610. In step 614, control

pRYERTIneeiTRethErstes Kithis Ifdten 6batisfalseiIrnenteokieBITEI0 $eRorwise
606. If step 614 is true, control deletes or otherwise makes the copy ’

motEdisaniio e WithvaRaok frandisetequinster netatork Sh8jc@ irsieRtermines

618 ﬁnd control returns _ .
tner the timer is up. If step 648 is false, control returns to step 648. If step

648 is true, control deletes the copy protected file from the requester network
device in step 652 and control continues with step 644, Whi!e a timer is
desgribed, any usage measurement and/or comparison may be performed. For
example, a date and/or time st:—imp may be used and compared to current data
and/or time. Still other usage data types will be apparent to skilled artisans.
[0117] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requéster 704. While a router
is shown cbnnsc’cing the media server 700, the provider 702 and the'requester,
704, other network configurations and connections may be used such as but not
limited to ad-hoc network modes, peer to peer modes, and other approaches. In
some implementations, the media server includes a local/remote  status
determining module 701, as previously described above. The media server 700
provides a list of available content to the requester 704. The requester 704

requests content. The media server 700 confirms that the requester is on ‘the
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to step 602. [0116] Referring now to FIG. 11, steps of a method for limiting
the amount of time that a copy protected file stored on the requester
network device can be played are shown. Control begins with step 640. In
step 644, control determines whether the copy protected file has been
stored on the requester network device. If step 644 is false, control
returns to step 644. Otherwise, control continues with step 646 and sets a
timer. In step 648, control determines whether the timer is up. If step 648
is false, control returns to step 648. if step 648 is true, control deletes the

leopy protected fileyfronitthewsguesterinetvaiowdeviean step 8823k is on the
control continues with step 644. While a timer is described, any usage

Infeagireradnt tandioe denspavisonOnay hespestiimednfeon RyAMALE pAdrler 702.
and/or time stamp may be used and compared to current data and/or

Tifge PSHidsthPdsagedsathaypersiwill Beaphatentio skiled@rtisansor to the the
'[0117] Referring now to FIG. 12A, a media server 700 can be used to

'5eria proYeEteaGoMieh fronta ihroviteieTORttha requester 704, While a

router _is shown connecting the media server 700, the provider 702 and

the red@&&8r 704, BN RAVRAK donfilGrativRB adl coBnetionsdiaaydieer 700
used such as but not limited to ad-hoc network modes, peer to peer

$HbtEs PANG OftfecapRBhdis. thDidmevatpranEitationsHIBB rgstiam 712. The

local/remote status determining module 701, as

%\?g%ﬁ%%ﬁiﬁ%@é BVRCFheYiigHia/derian7be ipiices etstofiescribed in
R SR B st i rbtp etz R 740 can b
implemented in a network as shown. 'Other network configurations such as those
described herein as well as other network configurations are coniemplated; The
media server can be connected to the network in a wired or wireless manner.

[0119] Referring now to FIG. 14, a flowchart lustrating steps
‘performed by the media server according to the present invention are shown.
Control begihs in step 720. In stevp 722, control determines whether the server
receives a request for a copy of a protected file from the requester. If false,
COntrol returns to step 722. If true, the media server determines whether the
requester has a local status. The local status of the requester may be
determined in any of the ways described above. If tfue, the server requests the
file from the provider and sends the file to the requester. Alternately, the ’provider
may send the file directly to the requester.

[0120] Those skilled in the art can now appreciate from the
foregoing description that the broad teachings of the present invention can he

implemented in a variety of forms. Therefore, while this invention has been
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local network in any of the ways described above. If the requester 704 is
on the local network, the media server 700 requests the content from the
provider 702. The provider 702 sends the content directly to the requester
704 or to the the media server 700, which sends the content to the
requester 704. [0118] Referring now to FIGS. 12B and 13, the media
server 700 serves protected content from a DVD system 710 to a HDD
system 712. The DVD system 710 and the HDD system 712 can be
implemented as described in the embodiments set forth above. In FIG.
dEBctiemediacserver GQuandzetismple Menadds S BRIWOM,aSEROWD, b of 1he
Other network configurations such as those described herein as well as
inthetineteorkldonfiurativhsiase sorderspates cliRamadia sener£an BBparent
connected to the network in a wired or wireless manner. [0119] Referring
tadhetsiied paastiiowehartdiusteating sfeps petangediby heamdion and the
server according to the present invention are shown. Control begins in
felew imeocirisgep 722, control determines whether the server receives a
request for a copy of a protected file from the requester. If false, control
returns to step 722. If true, the media server determines whether the
requester has a local status. The local status of the requester may be
determined in any of the ways described above. If true, the server
requests the file from the provider and sends the file to the requester.
Alternately, the provider may send the file directly to the requester. [0120]
Those skilled in the art can now appreciate from the foregoing description
that the broad teachings of the present invention can be implemented in a
variety of forms. Therefore, while this invention has been
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42 described in connection with particular examples thereof, the true

scope of the invention should not be so limited since other modifications

will become apparent to the skilled practitioner upon a study of the LLOYD WisE
drawings, the specification and the following claims. 43 LLOYD WISE 1.

A system for distributing content in a network, comprising: memory that

stores content; a provider network device that communicates with said
memory; a refusptesmetwalistrievicedhahteauasis AcnRyiOfeagheRMeNt,

5 wherein said provider network device blocks a connection to an external
network in resprmaertpthaidstepeshiieigrmines a local/remote status of

said requester network device, and selectively sends a copy of said

content to said pequieienegioikideideehmhenpaid nesiestantredarRr memory:;
device requests content and has a local status. 10 2. The system of

Claim 1 whereirrsqitbpteviceveindsiicevies inglusias a digipbressati®ntent,
disc (DVD) system. 3. The system of Claim 1 wherein said requester

network device/HEsdircksmie padvivdrdighvasiveddita) systerms domhéction to an
system of Claim 1 wherein said provider network device includes a local

ecteoril detevoriingrespdinsd hatsatiarginest saitdaealisenadiscal/remote status
of said requester network device, and selectively sends a copy of said content
to said requester network device when said requester network device requests

content and has a local status.

2. The system of Claim 1 wherein said provider network device

includes a digital versatile disc (DVD) system.

3. The system of Claim 1 wherein said requester network device

includes a hard disk drive (HDD) system.

4, The ‘system of Claim 1 wherein said provider network device
includes a local network determining module that determines said local/remote

status of said requester network device.
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status of said requester network device. 20 44 LLOYD WISE 5. The

system of Claim 1 wherein said provider network device determines said

local/remote status based on a response time of said requester network LLOYD WISE
device. 6. The system of Claim 1 further comprising a server that

communicates with said provider network device and that stores

identification data of local network devices, wherein said provider network

device determines said local/remote status based on said identification

data. Z. The system of Claim 6.wherein sajd identification data comprises _
mediugrh accjél]s%cgﬁ/tsr’({)?ﬁ\/&é)%Y(?&r]esgegvb%gia IGEY nBiRIR e icd¥osc device

f Clai herei id HOD syst ises; |ati
e e A TSI GO e i e Rlaew saveste

ngﬁ%%cgg%% I_e section and a hidde_n section; and_a hard disk drivg

contro module that communicates with said HOD nonvolatile
memory, that selectively requests and receives content from said provider
network device and that stores said requested content in said hidden

B R R A safver that

whereln after sending said reques r

&R {% le receives a key request and transmits a key to said =~
»Cpro@greﬁgrge v%g&ﬂﬁe\sl%e in rr%\élpgﬁsﬁe?gv%% i@%’?@qﬁ@g{ {hat stores identification
data of local network devices, wherein said provider network device determines

said local/remote status based on said identification data.

7. The system of Claim 6 wherein said identification data comprises

medium access control (MAC) addresses of said local network devices.

8. The system of Claim 3 wherein said HDD system comprisesf
nonvolatile HDD memory that stores data in a nonvolatile mannér
and that includes a user accessible section and a hidden section; and
a hard disk drive control (HDD) module that communicates With
said HDD nonvolatile memory, that selectively requests and receives content
from said provider network device and that stores said requested content in said

hidden section of said nonvolatile HDD memory.

9. The system of Claim 8 wherein after sending said request to said
provider network device, said HDD control module receives a key request and

transmits a key to said provider network device in response to said key request.
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45 LLOYD WISE 10. The system of Claire 9 wherein said requested
content received by said HDD system from said provider network device is | | oyp wise
encrypted using said key. 11. The system of Claim 10 wherein said HDD
control module decrypts said requested content. 12. The system of Claim
8 wherein said requested content includes usage data that is also written
to said hidden portion of said nonvolatile HOD memory and wherein said
HOD control module makes said requested content unavailable when
said ge [ g s al I is over..13. The system of Claim
12 whiten S DD S Seany A Lot AL Lanan HeReGatpoeived by
[ L 14 stem. of Claim 12 wherein said usage,
S%g?g ?p%c%igsgﬁ fggﬂgg%%lﬁ(& %fee%ﬁfterrr? i%eder\\ﬁ(r;neb'gred?caw&}\%ﬁfégﬁ% aid key.
and a duration of allowable usage. 15. The system of Claim 8 wherein
said HDD system communicates at least one of wirelessly with the
network and I ired ium. D WI The, system of
Clairr?f ; 'vvhe-@ilf ggﬁ%&/lﬁ%ﬂ 1(?2)6%%%9{15: ﬁ%'r}%vo gjt%ecrﬁgm%rvﬂ%le decrypts
S Sion GaBtest-anekaLVD control module that communicates with said
nonvolatile memory, and that selectively receives requests for content
from said requester

12, The system of Claim 8 wherein said requested content includes
usage data that is also written to said hidden portion of said nonvolatile HDD
memory and wherein said HDD control module makes sajd requested content

unavailable when said usage data indicates allowable use is over.

13.  The system of Claim 12 wherein said HDD system deletes said

requested content from said nonvolatile HDD memory.

14, kThe system of Claim 12 wherein said usage data specifies at least

one of a predetermined number of allowable uses and a duration of allowable

- usage.

15.  The system ‘of Claim 8 wherein said HDD system communicates at

least one of wirelessly with the network and over a wired medium,
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network device. 17. The system of Claim 16 wherein said DVD control

module requests a key from said requester network device before LLOYD WiSE
sending said requested content and determines an amount of time that is o
required to receive said key from said HDD system after sending said key

request to the HDD system. 18. The system of Claim 17 wherein said

DVD system sends said requested content to said HDD system if said

key is received within a predetermined period. 19. The system of Claim

RN ANRAL=) LGl  AE LAE LT VRSl Voo

sending said requested content to system

Claim 16 Wh%@iﬂxéﬂﬁlg%%rﬁ‘&%?é érg%ql%lg ﬁé%Qgﬁt_ugﬁge data in said

requested content that Is trans to the system. 21. The system

of Claim 20 wheseip saigh H3a94 ?es’?ﬁ’iij(ﬁ%%r%%efﬁ%%g%g/%%éqg%%vo!atile

allowable uses and a duration of allowable usage.

MR ,tswfr%'@%yé@w@?g%émw ﬁéﬁgﬁmocroc%rgi%nif ?Qtfeg%astzla?g Srtequester

: § n
one of ,wirelessly with the network and over a wired medium
network device.

17. The system of Claim 16 wherein said DVD control module requests
- a key from said requester network device before sending said requested content
and determines an amount of time that is required to receive said key from said

HDD system after sending said key request to the HDD systerﬁ.

18.  The system of Claim 17 wherein said DVD system sends said
requested content to said HDD system if said key is received within a

predetermined period.

19.  The system of Claim 18 wherein said DVD system encrypts said

requested content before sending said requested content to the HDD system.

20.  The system of Claim 16 wherein said DVD control module inc!udeé

usage data in said requested content that is transmitted to the HDD system.

21, The system of Claim 20 wherein said usage data specifies at least

one of a number of allowable uses and a duration of allowable usage.
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LLOYD WISE

22.  The system of Claim 16 wherein said DVD system communicates

at least one of wirelessly with the network and over a wired medium.
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