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USER | NTERFACE FOR MANAG NG NETWORK DOANLOAD AND
CONFI GURATI ON TASKS CROSS- REFERENCE TO RELATED

WOARBLNEATI ON This application clainms the benefPET/582009/042161

U S. Patent Application No. 12/1 13,038 filed April
30, 2008. BACKGROUND Techni cal Field The present
di sclosure is directed to the managenent of networked

devi ces, i ncl udi et i ng
machi nes. Descr %%ﬂ“g@%ﬁﬁ\?ﬁa at W%ﬂﬂﬁsyst em and
met hod fNETARKIOWIGLAAD AND COINFIGYRATIOWTASKS

net wor ked devices, particularly electronic gam ng
machi nes (EGV), is found in published PCT Application

ERQFERAFERERRIOTEPRE) MBI RRPE | ORRRGNDY Lhe assignee

e present app atrion and'i corporated herein

in its entThigtapplidatid tlainhy tHeuparmetit o€ U.S heatding pbphestion No.
network systemall ows a casino operator to define

tHAmg&38tfied 6privdd.e2008/ent ory (e.g., via downl oad) and
to schedul e configuration changes. For exanple, a
casi no operator can define default payouts and
BRONBRAUNINS, Sschedul e recurring overrides for
weekends, and schedul e a one-tine override for a
hol i day or casino pronotion. ldeally, changes are nade

ﬂ'thout Fcaﬁl no operator interaction or attendance to

i machi nes on the ganming floor each tine a
new conf i ' kS i« i ' i es
are pref e?glg?ayécggr?#rg .ns?g%gj g%'sd‘ﬁ%%@ﬁn{e@ﬁ@?bé%@% Pop
gtaositadbdevites, eclb@Mgwidtiwotitedad i etednio gagang mrahynesand
the changes are applied at a designated conveni ent
time. Thus, the EGM do not need to be placed in an

bRAG LA FHARL Rdhitbg'af © downl oadi ng configuration
tﬁangpesﬁq?re—ng-ng—sy. stem al so i ncludes a nethod of
recogni zi Ny sy and method for downloading and configuring software
for networked devices, particularly electronic gaming machines (EGM), is found
in published PCT Application No. PCT US/2006/035556, which is owned by the
assignee of the present application and is incorporated herein in its entirety. To
briefly summarize, the disclosed network system allows a casino operator to
define changes to software inventory (e.g., via download) and to schedule
configuration changes. For example, a casino operator can define default
payouts and denominations, schedule recurring overrides for weekends, and
schedule a one-time override for a holiday or casino promotion.

Ideally, changes are made without casino operator interaction or
attendance to individual machines on the gaming floor each time a new
configuration is needed. The configuration changes are preferably
communicated during the background operation of the EGM without affecting
game play, and the changes are applied at a designated convenient time.
Thus, the EGM do not need to be placed in an inactive state prior to

downloading configuration changes.
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an EGM needs data downl oads or configuration. These
activities are coordinated through the network to

w@rwpd3eeonfl i cts. For exanple, configuration oPCEHOSHEW42161

will be held until the downl oads for the EGM are
conpl eted. I n another exanple, the network host is
configured to automatically restore data nodul es and

ot e PR A S SRR LA e

SREENG nedls Adia @f)wﬁ%sfdr%hﬂgﬁﬂeﬂ‘l@he THeIsBIJtElities are
elimnating the need for slot technicians to collect

eantlingtedchthiroughl teanetmork to aveidaonflicts cbar examplee genfiguration

/A% B 37 B e Gt B minatRargt ine EL SEeiFRthted

ﬁtﬁﬂeﬁéié}ﬁp Prfgaﬁé'tv@?&' h%b\t EQfon'flgﬁFéi‘J ﬂo%tbméﬁgﬁlgi l%lsi/or@rdata

edul ter installation. Various net
msslu@srmm tooccmfﬁlgutet aaAbMsi theadb@M ks baén ﬁAM{odaeaarled @r has

rOVI though confllcts typically occur for
% ‘dx?r AP iRs RPFIROPIR PN GRADS LKA of EGMs

rrrllfé gtk F—'} nal %mn%ﬁ\%ﬁecﬁ e fdr %gﬁrqmg}ﬁs fty! EB!I&Q

e dO I‘OCGSS COﬂ gurati on process

awrtflgufdite)rﬁotaierztndot@ rhbamaldza*e&onﬁgla’e%bdhCEGWE host and
owner information wll supersede other assignnents.

Conflicts Waarcardancgr Wvid aggethod«fihe foregainomsustasei agost

G808 e E by EE AR ey DR e oo

imrfBdiately of¥étad Bed SoM IheRimdal@iorCGN Adcu® mefHode dFeRbignment
denom nation to a twenty-five cent denom nation may

eonflictranatysigend sesahitiprodret aleo Paided aithonegh Q@@ﬂlcés:twpmlly

é@ﬁ#éﬂﬁ?%@ﬂﬂ%@%ﬂ%égﬁﬁe WRERY siutifeg ah Bt Rl

906k 8o AEVD ﬁﬁhnfriq tHEPASHIBRA (o rdRelsaskTsredthe
updates to provide a consistent nmethod of conflict

cndigdeation praenss, wnﬁcﬂr@de:xqerpgoastlsatgm’ta melatemtgtthbéam aad
wth c id uni gt enti onal conf

SerT B AIOp s B Se0e Ao RaN e o s 4o g arise

as a result of an EGM being a member of different “collections” where
membership may vary depending on the EGM configuration at a moment in
time. For example, switching an EGM from a five cent denomination to a
twenty-five cent denomination may switch the membership of the EGM to
another collection (e.g., all twenty-five cent EGMs). Thus, the network system
includes various methods to resolve situations where EGMs are scheduled for
management upgrades or updates to provide a consistent method of conflict
avoidance.

Hence, scheduling assignments must be done with care to avoid
unintentional conflicts or overlapping timeslot assignments that can jeopardize
the configuration process for one or more EGMs. Scheduling of different tasks
over a period of time in system applications has generally required a multiple

step process that includes setting up the tasks in the order in which they are to
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the configuration process for one or nore EGV.
Scheduling of different tasks over a period of tine in

wGaymvasmoappl i cati ons has generally required a PEl/USPDE042161

step process that includes setting up the tasks in the
order in which they are tobe perfornmed, how often the
tasks are to be perforned, and creating a graphical

;ié‘t?feri’o%g i A nefggh t@é?%‘elésl%e %ggg%ﬁdrﬂ%dt %ﬂd%?@&t%&

usé

yraphic usgr imfsHdc for Baidting seheditihg thd Q(Sﬂl@dule. A timer also
Classifications of tasks also need to be created in

Beeds ta be inetuges f@é@ﬁaii'hﬁtiﬁiaimgoaﬂcbtﬁﬁnmm scheduled tasks.
el RO 8 iantP ey B RURATH S e sl BRrfferon

gpé\ﬁu,gmt ga,qif,gmg{"d),guratl ons, rmnl toring of the
process, ang ESALK SBARKABN hihard ATy Eay AL

due to |nterr he sche ovvns i n

tineoletdvireqainitlg canistzmt sche&mlhge@f ddvatloady and tenfiguragons,
the EGQVs, such as specials, holiday events, and the

IMRRItorEg Erhepmess. PRI Aesviagrey sanflicts hatanavariseApe to
%te?hugh@ﬁ?ﬁ\e?\% éﬁh%%b > Wr&akddwhssh thé‘iil%lggcgné Eésmo activities

managenent o netvvor "oper ati ons, I'ng t

dbair may @ffeot use bivhekEeGMip suck ss spectaladoiiiey eventscand the
gam ng machi nes, is provided. The interface is

%‘EI enmented by a conputer-readabl e nmedi um whose
contents enable a conputing device to display on a

di spl ay device a user interface by performng a nethod

BE{PEFiSrUI{/IN/?ﬂQ generating a display of the user
I'nterface aY i ncl udes operation assi gnnent
i nterfaces, each assignnment interface providing

i nformat i om aksVilamde WRE A dhbodinfett OB pleRkbAf iR6Bsure, a
that provides at |east date and tinme informtion, and

aser istestacerfer geapbeowint bf nRiwgk operatinnss lrtclmmgaﬂwomgtlon of
t.ed operati

Fri el SrfebRr o SoRerBaP ETBNa B A SE AT g-ofe
PREFA RNMpIdHENER By's camputsireBtabRRElRfeWheBe tbftents
cal endar | nt erface.

enable a computing device to display on a display device a user interface by
performing a method that includes generating a display of the user interface
that includes operation assignment interfaces, each assignment interface
providing information about an operation, a calendar interface that provides at
least date and time information, and at least one graphical linking indicator that
provides visual relational information of related operations, the user interface
configured to enable scheduling of operations through the assignment
interfaces on the calendar interface.

In accordance with another aspect of the present disclosure, the
contents of the computer-readable medium are instructions that when executed
cause the computing device to perform the method.

In accordance with another aspect of the present disclosure, the

assignment interface provides information about at least one of an assignment
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In accordance with anot her aspect of the present

di scl osure, the contents of the conputer-readable
wOorewp/asnoay e i nstructi ons that when executed caRGEUS1989/042161

conmputing device to performthe nethod. In accordance

wi th anot her aspect of the present disclosure, the

assignnment interface provides information about at

ih@ﬁﬁ‘fierogt%tﬁ oiatﬂeQ'§ls‘cllt&f‘HE@rta'tigﬁn%h b inofféeﬂéHsan?ifa E{é‘?t time. In

related operation, an error |hdicator, and’a star

driegrembbdinoaet, Brbaskigmment intefaeshootesta usdrerctiasted tooltip.
includes a user-activated tooltip. In accordance with
anot her aslpeaacogtanceavig agelher asBestcd the present digclasyse, the

BB IRl 82 2 B P48 e
Ay 8/gPASAEalARdicER rintBRIdsRE drPthenfthéidicetodhdicagsht IRBSt e of
current date and tine. In accordance with anot her

eutsndidetmandfimene present di sclosure, a systemis
provi ded that

i ncl udes. k of .devj , di spl.
B o kPSS B e S0 R A osure.
sleydteRPisaivitibE tdhiSREIAYe 8 8\ ctRoANSk GQREdT %ﬁﬁgplbg) device, and a
geherate a user interface on the display device for

hosessyr cangladsterthemehyerkesftdavicaseawbihie dipelagtdesite, ariche
user interface includin ssignnent. i nterfaces, each
%E'i%‘fﬁ?tm 9eNRTkS %é‘é%\“g‘”x)'?% H‘Fﬁ%‘ﬁ idcﬁY‘Cc?o%Lﬁ@_'%'\ay and

. 1 O
ALY RN PR 0y SRl e PEPRIRRRCAPIAL
assignrhasteinfarfaced) eacratssigasientiatafaoedoroviting information about
i nformati on, and at | east qnerfgr aphi cal |inking
amapeidedoperatinn v erlendarditgrface oa Waishithe @ssigREENdn

: l.at {J C j & ;

Blsgi S SRR ek RorERRRT o Aigh fate ana ime

infariticBiondasd HERMast Bhe gfmcélmhkmgnﬁgieaw&hétfpraeﬁw Msual
oi)e_r ations is provided, the nethod including

eratioaat infeymationraf related apei@gioasti ne line axis with

i nformat i an that . is i n.ﬂicat Lve of at one

| f .
dat os or (Nt ABMEF eoelimeRfErng Mesen sliztosure.
PHRIRG Pﬂg;]o@id?ﬁ@ pafdr iteAES: %Wﬁ_ﬁﬁaéé}ﬁén%ftﬁbtﬁ/oﬂ«t @bérations is

point o e assignment icon positioned along the tine
prowigledx the metrwdiochdindartesesting a time line along a time line axis with
information that is indicative of at least one of dates or time, and for each of a
number of operations, presenting a respective assignment icon with a start
point of the assignment icon positioned along the time line axis at a point that is
indicative of a time that an operation represented by the assignment icon is
scheduled to start.

In accordance with another embodiment of the present disclosure,
presenting a linking icon between the assignment icons that represent the at
least two operations that reoccur over time includes presenting a line that

extends from at least proximate a finish of a first one of the assignment icons to

at least proximate a start of a second one of the assignment icons.
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indicative of a tine that an operation represented by
the assignnment icon is scheduled to start. In

wa@ewonsiwexe with another enbodi nent of the preBENUS2009/042161

di scl osure, presenting a |inking icon between the
assignnment icons that represent the at |east two
operations that reoccur over tine includes presenting

li h f i N
or a1 rsunoRebre e Lo R AR pTrgadiiiscosure,

reeBh iRy 8 liakihigdedn bbtwedehensbsigrmeht ithes B irgpreesht the at

i cons. |l n accordance with anot her enbodi nent of the

lgpstsiwe oppretipas thas reprass oNer Hgedntiudrs presarsingisclingthat

Sepds oL Ras! FOBEuF T BRR of At ariiobe el figoons to
& |bh&SrbRidiate d SBADT o BoRl drRASHthBrRSIghMtéhtacdridli sh
of a first one of the assignnment icons to at | east

proxi nmat e la axcardargfe witls aootier entasfimeheofdbsi pyasenitdisclosure,
Lcons, I.n acgordance w th another enbodi prent . of the .

e degteddnEEAgs RRECTORS Sl B IPRATaSS 2br eokTaIsRy the time
(iR B8 i A VERS R eﬁ%nge(ﬂ’ﬂhﬁt, aﬁbgﬂssérhﬁusd ATBxleh8RNAXSS

I ndicative of an extended tine, and presenting an
Erokinateamd oftthe @ssignmedre icores whetehz terasnatioretirneiof dims

where a termnation tinme of the assignnent represented
#¥piHBeRLEPHRRRRted Py dhe RESIJBBEAT isendirsdieenexigniedpe
readily ap o : isAd, :

i scl ovur X7l P EEed i uRdrael L FOR 8 roledBirk), 35 Blgsent

distlosmey groidestam ivitittive 0B ihtifagkaboiSfor 8peratdnsi to e emonitor
networ k operations, such as assignnments for downl oad
statiisc antl inganinviagmnetwailks LReratiansdsyeit as assigemedita fpr download

BN R PLhES M drcs iAo Rt e e g

advant ages of the present disclosure will be nore

readily a Igreci ated as the sanme becone better
BT &Efdg fHORN R TIOEI DRV ERAleY EWEOHddtr DRAWINGS

then, aKen L GENLHRCHEIN Kb S SERTRRMAN g oreson
dideBkifeywii B8 hdfe readily appreciated as the same become better
understood from the following detailed description when taken in conjunction
with the accompanying drawings.

In the drawings, identical reference numbers identify similar
elements or acts. The size and relative positions of elements in the drawings
are not necessarily drawn to scale. For example, the shapes of various
elements are not drawn to scale, and some of these elements are arbitrarily
enlarged and positioned to improve drawing legibility. Further, the particular
shapes and the elements as drawn are not intended to convey any information
regarding the actual shape of the particular elements and have been solely
selected for their ease and recognition in the drawings.

Figure 1 illustrates an embodiment of a known gaming network

that may be used with the user interface of the present disclosure.
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el ements or acts. The size and relative positions of
el ements in the drawi ngs are not necessarily drawn to

waemb@349Epr exanpl e, the shapes of various el ePENUS2089/@42161

not drawn to scale, and sonme of these elenents are
arbitrarily enlarged and positioned to i nprove draw ng
legibility. Further, the particular shapes and the

el ement s qﬁigdf@ﬂ"‘ﬂ%’%ﬁ%té@én b%@/wgﬁ ‘Rn%@zﬁvﬁ(/\gﬂﬁgd interaction.

i nformati on“regardi ng the actua ape o
parti cul arFigben@illustrates draveetvesv ot BGM Biadleotesdageflow.
their ease_and recognition in the_ draw ngs. Figure 1

i || ust rat d59HP 2AEBEHIHHIR logic Tlow ABIRSVEaTHeacth 8FvRN k

ihhidkiz be used with the user interface of the
present disclosure.Figure 2 illustrates an overvi ew of
a known dovigleaslid aflehedibgem illbsgatieg 3 roltins tg alRBitan
overvi ew of EGM Startup nessage flow. Figure 4 depicts
dnenipagireqyesisans neééwspab'moag@ pipp&ihandien fugriiont i on.

Fi 5 i fl ' i Ll ustrati [ t
val'tdate doaficsatl Ol SR PUMune S LeE RS 8t lrefihald
do\emead haadopfighritiohl AA—igrinh&ms @5 tHAESMI nERvdrk] aisd rat e
a user interface for managi ng downl oad and

conf i gur atfigureag diugtratas an pasighemeREMosktioon ke aser interface of
Eiaure 7 ilkﬁgtrates an assi gnnment bl ock fromthe user
TS 8 8Nt gures 6A and 6B. DETAI LED DESCRI PTI ON

In the follow ng description, certain specific details

are set forth in order to provide a thorough

DedAHHERDMESQRIPTIMN | ous enbodi nents of the

di scl osure. ver, one skilled in the art wll ]

under st and”ttﬁg}?ﬁmn%i@ﬁ%@% Cﬁﬁ@nbﬁpe&f&;éqte%are set forth in
%EFﬂtérotvnfesg tﬁd’r@ﬁ%;ifl 'u?\dgf‘:sttgrhdiﬁ% glf Oal‘?é]lh?ém'bﬁaﬁﬁémg%f the

wel | -known structures associ at wi t h conputers,

discipstirer Hevavsrk sne diillad s thesbd valh undatstdrabs st the disclosure

net wor ks such as the Internet, user interfaces and

ey e Rarticewithentdhesr speciindetailsc i sHer igpiapces, well-known
mﬁfég%s%gi%tébo\aﬂtﬁ%Sﬂwp%?e?l%f bgﬁgu{é? n%%grllés, b8ta structures,

databases, networks such as the Internet, user interfaces and graphical user
interfaces, and electronic game machines have not been described in detail to
avoid unnecessarily obscuring the descriptions of the embodiments of the
present disclosure.

Unless the context requires otherwise, throughout the
specification and claims that follow, the word “comprise” and variations thereof,
such as “comprises” and “comprising,” are to be construed in an open, inclusive
sense, that is, as “including, but not limited to.”

Reference throughout this specification to “one embodiment” or
“an embodiment” means that a particular feature, structure or characteristic
described in connection with the embodiment is included in at least one
embodiment. Thus, the appearances of the phrases “in one embodiment” or “in

an embodiment” in various places throughout this specification are not



10

15

20

25

30

avoi d unnecessarily obscuring the descriptions of the
enbodi nents of the present disclosure. Unless the

W@ 090@34923 equi res ot herwi se, throughout the  PCT/US2009/042161
specification and clains that follow, the word
"conprise" and variations thereof, such as "conprises"
and "conprising," are to be construed in an open,
. C . g i ¢ _
Rl I PRing 1 e Simembodiedt; FlundtinoRdthe gartiouir
features estandtadisenthiaratteristice maeyderenibingedn ainyiitaBle manner
particular feature, structure or characteristic
ineer pBare ambgAeettSon with the enbodinent is

i ncl uded i t. . [ T he .

appear ancehs Bped LM FREBERRY JRLte dtshiags. the
ﬁﬁgt@l_@bf&h@%ﬁ”"‘ahﬂ Ry "tﬁé’ﬁn@lhaé%rﬁahf&émhnk@é $he content
speci fication are notnecessarily all referring to the

Jaany dictrids wBmrwigeur it sbeuldmiso be meterhthat the tarm “or” is generally
features, .structures,. or_characteristics be, ..
SBRIREAN 11§ sahise SiTGaiBy cafiiRhar Toss DRSNS TasigaTy dictates
SRpdisgents. As used in this specification and the
appended cl ai s, the singular fornms "a," "an," and
"t he" i nclTitke hphdingk andf/Avstracs olitfiecdscldsere pravided herein are
learly dictates otherwise. It should al so be noftS d
REPNY$RIEREE RIYAND 9Q NgRERTRIGTING $EPRT 8HMERINGOLBRse
j i "and/or" unless the content clearly dictates
érﬁﬁé?@é}g? The headi ngs and Abstract of the Disclosure
provi ded hEmheuserinterfape disclysed Bossn dgsaibedddo thwtontext of
interpret the scope or neaning of the enbodi nents. The,
waepgingtdavwniead and Gopigdraiendasks; éohse aspigpaents anskthe like

GO toq{er%r{ﬁi?@’?ﬂ gﬂgﬁﬁ@hg%ﬁl {s’é?g(n?ﬁ%%?febgaa{t i(l)%%t bag l%?ectronic

ObS, assi gnmnmen erein
yhrhBoRacHihg[EGM)ahdasrefsrabFTOR Atrtwd i of EGMRASTowaer, it is to

el ectronic gane machine (EGW) and preferably for a

b tinderstesd &@Vﬂﬂ.e upRidbigracetofitke peeseat disgiassire 6an bradapted
R GsH b FERARE RS nblfoRE A ThaRbaEHRAE AR,
including without limitation computers, cash registers, remote teller machines,
ATM machines, vending machines, toll booths, security systems, and ticket
dispensing machines.

In the context of the present disclosure, various network systems
and user interface methods for managing networked gaming machines are
disclosed herein. The operational environment of the present interface system
is described in the pending application referenced above, PCT
US/2006/035556, of which a portion of the description is set forth below in
conjunction with Figures 1-5 from the above-referenced application.

The disclosed system supports data downloads and configuration
of gaming machines such as, but not limited to, electronic gaming machines

(EGMs). With the network system, a casino operator may define a collection of

EGMs, assign modules to one or more collections of EGMs, assign
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for use in other systens and networks that nanage
mul ti pl e machines, including without limtation

wW@epas4eys, cash registers, renote teller nmachPCEES20007042161

machi nes, vendi ng machi nes, toll booths, security
systens, and ticket dispensing machines. In the
context of the present disclosure, various network

SRR TS L 06 RbetenLof et Rscheaui o
a$£&gmheon;al envi ronnment of the present |nterface

systemis described in the pending appl icati
r ef er enced TB® svalenprsmity son6/w3H3HdNe 60 warebwaéls to be run on

88 Fde Bt ErePal netepE wiethdbub i bletegayone or

ﬁi@l@é seAlare. nTheTék@ftwlér‘éCdé?ﬁE@ SENSHRINSHERRTE Bsuthtas an Ethernet
downl oads and configuration of gam ng nmachi nes such

astwaskix amdeswedﬁqre@ltlal@et elpeftandnGY/, genintptingacianesGM, game

Wth t k t t
R Pl o7 aaiecdes G RibiRes to one or
more col | eghé %9§te9rf ufafdds, mﬂﬁééﬁgggﬁfd(ﬂ#{ﬁ@% %Bftﬁla?é‘ﬁ§§kages

to one or nore collections of , and schedul e a
wsthiedn@bistia thd backyrstiad) pesmwhie fdhgaroe pday isafngolreg. The
software that is tQ be run_on _an EGMto be central
SRYPEHOPH aas'%?mw%a%ﬂ'?ﬂsf%ﬂﬂ%’ﬁ qri"Be%r @3(}'@8% &Q) ahﬁarget

%%hf?{es"? En %%MG{Fa%kEtTﬁQ Ip%@fé ﬁ?t o éﬁ?pt%d or

Wwor k uch as an net etvvor eS|

dmptpeellpas:kétst.lm ohe ambdiineas thkpdemengemuvwreﬁfa%@afmn all
re | acenment, configuration, any other desire
for Paﬁhétss@é?é%‘@ﬁmj |39@§‘ 'ﬂﬂ&'ittciaiéfésthﬁﬂ'gtot 3! @@\Mﬁ sagardless

8\/@3{1 If‘ﬁspﬁl‘élﬁﬂggﬁéld \th!cﬂepaﬁﬁe\’ts ﬂhrel E@l@ld@%?é%ﬁ\%’ggcep‘?\ﬁ%%ded

pray 1's’"ong rver does

FidHihe pwkéts eadtighdr@nsther rsabro@@eagtrpéﬁkbes PeshHogeBetrdted that
all target machines. Each EGM tracks the packages and

her astemds naplimied te prudiicasbiransmisséanspadieay use flldid HTTPS,
B S TBne AEMEhBR SRRl e, L omal | Ee
EGVs, regap@hesRl be noted that the term EGM is intended to encompass
any type of gaming machine, including hand-held devices used as gaming
machines such as cellular based devices (e.g. phones), PDAs, or the like. The
EGM can be represented by any network node that can implement a game and
is not limited to cabinet based machines. The system has equal applicability to
gaming machines implemented as part of video gaming consoles or handheld
or other portable devices. In one embodiment, a geo-location device in the
handheld or portable gaming device may be used to locate a specific player for
regulatory and other purposes. Geo-location techniques that can be used
include by way of example, and not by way of limitation, IP address lookup,
GPS, cell phone tower location, cell DD, known Wireless Access Point location,
Wi-Fi connection used, phone number, physical wire or port on client device, or

by middle tier or backend server accessed. In one embodiment, GPS and
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of which EGM requested which packet. The individual
EGW accept needed m ssing packets and ignore other

W0 200bndp@eltast packets. It shoul d be noted thatP@hES2009/042161
systemis not limted to nmulticast transm ssions but
may use HTTP, HTTPS, FTP, SFTP, and other transm ssion
protocols. It should be noted that the termEGMIis

H;»B Qe\% fes afe BERwtHin 4 edlé{ﬁs soa.embo,ge%ﬁiams one

ncludi ng evi c ed as gam ng machi

@hbbdmserﬁedzémb%e@awyeﬂe\dvﬂeﬁel(s@ngl ccmhpumj de‘ﬁ&é\sor wrovided
the Iike. The EGM can be represented by ){Rnetvvork

bivthe ¢asino aa@niads-emgsyics s Usid Bl@etﬁ@th R egriglpr other

R34 Es e PO TRE R polt B RES B EorBA R caipg, gnsuring

Pk ISR GRPThY 88 ARS A edityobf thansii@drdiPandth8eembotimdhtethe
devices. In one enbodi nent, a geo-location device in

¢a‘s¢nmarmm®ajar_oenpm m@rboealgmmmgn@d@\c@e with thesaidevices built in,
SiTpisadaOBENrsoatn §ifG dn e GIEA iMoo ShgEbage of
tAHRbUEIRy Qavutz“@)éaeébl@%ﬁ%ﬁn%§{/‘§le@‘g%ar%sv\’ay of

[Tmtatlion, |P address up, , cell phone tower

| ocati on, Aelelmtmmlmlenb«ma WetvedredbatAnag v IReidnwith the system is
ocat i W - Fi nne on used, . phone nunber

h E@téalm\ﬁd%e&r Srsto r%ldu'%ﬁ?u%”%t?élor'&ﬁowsﬁcﬁnﬂ top level

\%Sggfeég{d%tﬁ@&tﬁﬁpﬁlolﬁ?ﬁN?'Eha"l%%ﬁﬁflﬁéjla|l:pgwt sefap%ﬂhmc;tlons one

omnet devi ces are
o merd Jaldsdictin avbtriblution poirds aﬂnAda'm:Bm)ZB dﬂﬂﬂﬂbh&ﬁﬁ r@gulator
pl ayer's own personal conputing device, provi ded by

@mrozég@ pPrrsugsion signadl Rrckaoes sedyittn bz, Jurmﬁ@tqsb%sub-
ena@Ft.&? rd %;%toPé %SftWaPé Mafq%gggme%t 60 309R LR D3 to

e Jurils I ona am ng ensurl ng

é@%@hl@ﬁn@ﬁoﬁir@lﬁh@%vﬁr’mﬁadﬁ@ of pbdkéﬁesﬂb&hd@'mrand #one or
anot her enbodi ment, the casino provides an entire

mere Sefivace RisitibuipriBoints 1044 rndH4B thel cesiginaaulaton,
SHEMEE pRod R dntEp SR T, VSR t@e@%ﬁg's‘éeésithshment

ﬂhlaﬂ){'sﬂﬁpéb@t'ﬂ@ S@ﬂﬁ/%re BistetesH F’BWS ﬁDﬁs)‘“ﬂM)@éKdW@@B can
r

be used wth the systemis ill ated in Figure
qomfm@l@éé wﬂ&r%yaiemerngememe‘?mw S\dirs) E3HA eﬁd 4068p

rlespel;tlvely as well as directly to one or more EGMs 106A and 106B. (The
communication between SDP and SMP is optional. A benefit is to permit the
SMP and the user access to the catalogue of software packages available on
the SDP). The system allows for rapid and secure distribution of new games
and OS's from a centralized point. It makes it possible to update and modify
existing gaming machines with fixes and updates to programs as well as
providing modifications to such files as screen images, video, sound, pay tables
and other EGM control and support files. It provides complete control of gaming
machines from a centralized control and distribution point and can minimize the

need and delay of human intervention at the EGM.



10

15

20

25

vender distribution point 101 that contains al
packages for all jurisdictions, one or nore

W@ 200038923 i on di stribution points 102A and 102BCT/Hs2009/042161

contain regul ator approved production signed packages
used within that jurisdiction or subjurisdiction, one
or nore Software Managenent Points 103 A and 103B to

schedul e and, (oOREAL AR d99BE0AM BEAERAKFARP LRIy be

the EGM and a one or Str

déPad it d0fdhd Ardis Pnthai EGMRJUF Apan@BPWAKEd package storage.
Eroductl on si ?ned packages only used in the gam ng

segpnd shmpac flh%h wilkbes up@@fct@?:emas@qu e production game as

el by o fof BS SubBrtMamat bRt iagies £ srpdyctions A

BakubOaRe do‘?\ﬁﬂ’@é‘d !a?ﬂ(a%sy TAS phSdlictth alebRohtding hePB&IV OS and

nmore EGVE 106A and 106B. ( The communi cati on bet ween
@DReananR)Pnest syptwaraalsedAo kdnefthe playing opgamies arhite EGM.

Thisiezgee omoean 3aus THbS @ EqHE oBFekamant wigeHen
ARG STHE il SiphOVH) 88 BETS TR Lo and

roma centralized pol nt makes it possi

dgtaahewatvdvriioak b;acleageii inegaligionny theobivnesckageh ahidxeesing of
and updates to progranms as well as providing

NYERAN cerurders. randare Rumhesglala age oller secktR Biformatian in an
(?r‘?#ggtedpcfﬁfatfgﬁ}] S@ﬂ%a?% H?wn%%s%[“be@ch@ﬂ@eﬁ%@%ﬁmeq

rOVI €S CO e contro

bér@ﬁhﬁel&ﬂ@&h@Bl\m mwl n@tméscthsﬁmd.hdhan@ammmhaatmdes they
can mnimze the need and del ay of human intervention

have hecEeredulenéo masiE aeewnlcadipakageripta spegific vendor

ol plsifidad o BT e B e Syal BeiEglEt e shp jo stor

$6TMAG thd bawhioddl dadragesee. for the storage of the
production game as it exists today. The OS conpact

flash willThe Spatnem solyeethe netwqu @audwidih usbge lmpbleahw
O T I R AN R S
ﬁr‘é‘ﬁ’sf@f ﬁyhﬂﬁlp@é EW%%lrﬂUItéﬁ@oLE@ATh@SQP%ﬂtseﬁB F&iRgRAPansfer
have all the file integrity checking a

’uoaaa ddhmedmehm‘rlf@h/h&adheneuytusﬂg]e fxachen oa’athmsetwdrk bbadwidth
Wﬁgg c%?npsatrgé ?o Hwaecgglﬁt ?oop&vv? strategy If there are X groups of EGM's,
with each group consisting of Y EGM's, then the following calculations provide a
general sense of reduced network bandwidth usage:

Multicast: X * transferSize

Point-to-point: (X * Y) * transferSize

Gross Improvement: 1/Y network usage with multicast.

The system includes a recovery scheme to accommodate
transmission error or reception error of the package. This recovery scheme
allows each EGM to report missing pieces (packets) where either not received

or received with errors (data corruption). The SDP logic can accumulate a list of
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data, new downl oad packages, installation of the new
packages and saving of NVRAM counters, random nunber

W@ 2109/134928 ot her secure information in an encr ypeEUS202/642161
format. Software downl oads will be schedul ed by gam ng
personnel via the SMPs. The SMP notifies the
i ndi vi dual gam ng nmachi nes they have been schedul ed to

ST iU B RSB0 BT USRI g grtoco
toaguend thdmissily pacledtart sendi ng t he downl oad package

to it. The system solves the network bandw dth u,sage
pr obl em byTh& pRECiHc Rarkagassthaharefsanrsiprred @respecified ty the

ey 7 BORT s RR0Eat o WSS T Bl rotocol The
sppnahghot SeAidtetheng Ge§@dstd immdtidgtelyt BEHIROE M idBemitted to

fraction of the network bandw dth when con%?red to the
qrerate wbil@wlaiingsfor thetyansfef andstusingrtbe XagsmupEheEGM is

PP asip iy oL bl fh SiBrs Fd et Ay e aldlishand GpMedted
rSLHEE S SN B Ddud & _deb?@?§( %Qé\/@!)aélié"g%sédnté%t*of_the EGM at

transferSi ze Pol nt-to-polnt: *transferSize
amogiveh fipre\Vedtbtinally/ then@DRovik lag trgesfer ahtiviyl andcpstvide a

The system i ncl ydes a recovery sche t 9 accommodat e
TPERS I CEIos Phack o BRCKSRABETERT € SREC. £ ho_package.

Thi s recov hajg I I t 4 ) [

pi eces (paﬁﬁg@g Ieﬁgsé%g?ﬁ%opg‘%% G%vlé%q%r% dr'g'}:éei%@gﬁure'
Tihit igital sighatuletpocides wothanticatidmef HleFpackgige itbalf regardless of

accurmul ate a list ofm ssing _Packe_ts and the
thgrspesisnalP R geren that pieyidesiat. gl imwser da sietesming i dhe pgckage

B350 %GR A0LPBRER. 5 TERTREE A IEHRES b,

thekeke paakagd will nottheinStMedsdrrgherwiss Dsed.0- poi nt
protocol. The SDP nmay not service these requests
i mredi at el Jhe systeReinEtadessdepnalogy Bacessanp kr dgtermie iéan

%@M %@&afn%rpéc@%géé HRRESLa§S LEK Ry HARKES A NS Khage ThE
dependencies). If a given package-A requires additional packages, package-B
and package-C, to operate on the EGM, the dependencies can be determined
from a package header contained within package-A. The SMP can then
determine if the EGM already contains the dependent packages, package-B
and package-C, before requesting that package-A be transferred to the EGM.
Similarly, the SMP can automatically select the dependent packages to be
transferred in addition to the original package-A, thus fulfilling the dependencies
of package-A. This aspect of the system provides a level of assurance that the
packages transferred can actually be used by the EGM.

The system includes technology necessary to determine if a
package's dependent hardware components (components) are available on the
EGM. If package-X requires component- Y and component-Z, the SMP can

read the components of the EGM and use this information for component
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responsi bl e for |ogging transfers and checking the

validity of the conpleted transfer. This | og can be
wWee®d134923 econci | e the package content of the EAVUSZ2009/042161

any given tinme. Additionally, the SDP wll |og

transfer activity and provide a nmeans to cross check

t he package content of an EGM An EGM val i dat es

; o N . .

S5 ATEPE FRCRES DA 00 2ok Bl ABRL i are

patlebeon treeEGM dpan dhe packdgd thensfpetd thece SUPwildrey permitted;

that provided it, and is used to determne if the

hervge. thedqackage diapsiaranl mok Be pesmittads This agpagh oftha system

br%vnltﬁ'%@bJ %v%f;?flv%giug@"cget lﬁapﬁ’%( u gg%gq%%%r&fgmg&u%)l/ loe

not be 1 ns erws € systéem
usEd pydefe Eepnnol ogy necessary to deternmine if an EGM
cont ai ns packages necessary to use a new paclé?\ge _

RGN gravides

(package dEpeabitibcliodsynsier seftwareddirgsily kagee
Y I k . -B k -C.. t
Bt BrrRReEdTon REEIRRE ReRtr BPGa AT aiad Jopr AnEcM
thaPR RaRaLkaded ReadsacsPairattiesh Md badindaekess e inilidly
SMP can then determine if thée EGV al ready contains the

Idegedavdthta packsigas mesia KaldBOB,0i0-Rabk dgengactddash,etc.) that
t t K -A be t f d to the EGM

&grmpocthg EGHIEndpesare somBiutitaans Peaeeaueing new

PRAEERT IRRAL T3 b Man TR B e tbld fafssoftware

tdepeBEGMBeth méthodskageirdmifima casfigutatioh of ha EykL mafore the
provi des a | evel of assurance that the packages .,

booiriifapy Progesnfan Oe MRlelsd. aimal popHguradpn cepgists of the
@15\& .i ncludes technol ogy necessary to determne if a
pac g@é‘ s dependent hardware conponents (conponents)

are avail ab) & upiyucheetinGik I1P Addesderoe the ESMI TiEs can be
conponent- Y and conponent-Z, the SMP can read the
RIeMseaNt 8 LICP rysteau rrpsigned; i theiB{EMr viaoPeratebr

t dependency checking. If a package's required
&Ogﬁ:@glﬁagn n'dependenci es are available on the EGM then

t he packagp) AuanfifeeF GWidenifisManid deedrediitheé ®6M hardware
ot herwi se, the package transfer will not be permtted.

(BHcB aggmdworko¢andHdASyaddrgss) or assigned to the EGM via operator
configuration.

3) An address of the SDP network server to make transfer
requests of. This can be a hard-coded default address that may be overridden
via operator configuration. |

The simple boot-strap mode requires that EGM is also configured
with the necessary options to locate the SMP network server. This can be a
hard-coded default address that may be overridden via operator configuration.
This address is used by the EGM to locate the SMP server, which can then
assign new packages to the EGM for transfer. In one embodiment, the EGM
and its associated peripherals can be identified using a scheme such as is

described in U. S. Patent Application 11/319,034 entitled "Device ldentification"
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provi des a | evel of assurance that the packages

transferred can actually be used by the EGM The
W@Riobi134923 0 transfer software directly to the EAVIS2009/042161

provi des additional alternatives when installing a new

EGM on the casino floor. An EGM that is manufactured

and placed directly on the casino floor can be

Ay Hc@%dfaléﬁﬁﬂqgizé{ﬂg y%é?@ﬁ’i b)?Léféﬂ%n nath s@rﬁ%&wnt during

act etc at can’ oot t
fiadpg, @ @@m:msemmt it® MA® etidressradussthiengtwerk. mablcag@,sltch
stall. Two boot-strap nethods may be use

@Cﬁ'&ﬁgq MACBnd Wiapgdressgn feidhe daisesratissied t@qm Ratiodically, the
éMHH‘ﬁén&ﬂ% rE?ﬁér‘Pm@ ﬁ‘%m%%r Bgék%rt J%E%%%kéfsrc%talnlng

process can e conp COﬂ igurati

1ebRs sftdevidestdrl é&ldoﬁHVeBMAQ)IP/édﬂﬁé@B& Dehewa kehvide receives
Address for the EGM This can be provi ded by a DHCP

|§§ﬁ§n@ﬁtpn@‘boa|§ gng’ﬂv@@ deyicehthedpyice ma(yp@tein@trcommumcahon with

t&%F%@*ée Fh o nE R SRR BlioaiThe civipes

?Séorﬁhuﬂﬁﬁitlgﬂﬁgpb§snbféeoe§%wtﬁe@l69fcé§or
conf| guration dress of the SDP network server

to make t rﬁmaévamcmqh@mtﬁcﬁp mohlesndvebthesE G tbauedting a

fault address that,  may, be erri dde a op Q
SSHEN b Be i PRokat Y araiaP Thé Z5CRadts R PF kG boot-strap
BdaagERbi &g FHRNMEAEMT &bdinithe étﬁm%ﬁ%aéwpwms%t-
to Iocate the SMP network server. is can b
ﬁmpjpacckm aeftainb icoatigurasion tfiheg tharhid dnéifyotherddafdale sofavare

This address is used by the

f
RS SO AT eRiate; T boglhFEap BaRkddrspmbe cyRtomized
Bﬁgﬁ@é\&é&%@ﬁms&ﬂag@ﬁﬁw 5%416 tén& LRrSd 8 iy th %Uu}-nelhhls way all EGM' s

di ment S assocl a ral
Wil regeedtithe etedsfineg t&bcﬁ@ﬁr@mank@beamel SDP will transfer the boot-
strap package to the EGM, and the EGM will process the boot-strap package.
When the EGM processes the boot-strap package, the EGM can read the SMP
address, default EGM OS package, and other packages such as default
peripheral firmware packages. At this point the EGM can request these
packages from the SDP, and the SDP will begin transferring the default
packages to the EGM, ultimately ending with an EGM ready for configuration.
Figure 2 illustrates an overview of download interaction between
the System Management Point 105, EGM 106, and Software Distribution Point
104. The design consists of a download device driver which provides the
central control logic and logic. It interfaces with the Download Class (which may
be G2S or any other protocol) and a download control thread. The download
control thread controls requesting and downloading packages from the
download distribution point server.

In operation, the System Management Point 105 sends package

commands and requests to the Download Control 206 of EGM 106 to tell it to
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described in U S. Patent Application 11/319, 034
entitled "Device ldentification"and incorporated in

WO t@9asoR¥y ety herein by reference. In this enbRci/Hga909/042161

during start-up, a device sends its MAC address out on
the network. A local switch collects MAC and I P
addresses for the devices connected to it.

AR bkl WA LRI R PR gyt
pdckages @ed iastdlles autiudds d Wb WRIcaddT erstes L06\Wi iltar these
device receives informati on about anot her device, the

rgaveets anslpags heptto depriAemindead BRver 267 fCPfaQFOQ%Sﬁ"@@ Requests to

Sl PhteRes B ATbNRD PIF B ol el PGt

theh\WpRRsidaraeNicaRsns WAR ik GaRaese DIsttbatisraPolde4. The
i nvol ves the EGM requesting a default boot-strap

Pawripgd Recrivertirosers 208 aegriveaitie paci@gdeatata fiiosn the Software

B&Giuth HRRER 9G4 SRt Loy JRE AR nRisSion™
;ﬁeﬂfdo@)qrrﬁ(tzmnfmhmaé b@ékétéisﬁa 'afs¥eﬁ1|B?esdtﬁtaebﬁcka§8flﬁ WefBact

packages and configuration data. The boot-strap
fmkajeecailrpalﬁewﬂ e pemtfafe have despaecéived, the package data is

I[latio sin and stored on.the SDP. This
‘éﬂﬂ 'eadamgsa%lﬁﬁf?weaﬂ@m ${Eng Pagesy Hb@‘ed&ﬁk?‘é?r’?&der The

50898 40S3RR, ke 400 BB TaTh S aRBEEAERT e

Powkinge. DWeem(ﬂhemEhMaeees 6 ¢ise Coavridead Contrap206 for logging
package, th GM can read the SMP address, default EGM
EL D) eew@@eaclaimtf@t %&teﬁbM@é@@@”@G& Roi¥. def aul t

peri pheral ckpges. At this point the EGM
can requesl?é\fvﬁese pa\Pel?ages fromthe SDP, and the SDP

wi Il begi rMmhe dowhpad driyer ivindefliadl wherateaBEs bystbheis started.
EGM ultimately ending with an EGM ready for

IEp RrimATY nAieNSkIrgi®'e 2 illustrates an overvi ew of
downl oad int tion between th t em [\/hna e
ool nt 305, T ERSe PackabearR e EroREo PR SRS EE R pn the

@d}ﬁpa&hgsﬁey gn consists of a downl oad deV| ce driver
whi ch provides the central control logic and logic. It
i nt er f aces2 wPrécassecobomandadto atld packages andrinstadieru@sirom the

%\@%@% !o¢%§gol%r0%t. ocol) and a downl oad control thread.

3 - Supply the Download Control 206 with list and status
information and download and install events.

4 - Queue add package requests for the Download Receiver
process 208 and pass them to the Download Receiver 208 via a read 211 to
the driver.

5 - Update package the status and error conditions of packages
and install rules and pass them back to the Download Control Process 206.

Download Control Thread 206

14



control thread controls requesting and downl oadi ng
packages fromthe downl oad distribution point server.

WO 2009pa928 | on, the System Managenent Poi nt 105PGELX09/042161
package commands and requests to the Downl oad Contr ol
206 of EGM 106 to tell it toadd and del ete packages,
install packages and request information about

packages afgk D@%’ﬁéé(ﬁéOﬁR@W’ﬁﬁes§_296%’Wﬂhﬁra§tr§@% "Qhning

206 will filter ese requests an ass t
\ithvin ltiea g aBre menager7cdriextporoe em]idag)neaaquess when tlaeitde is no
packages are then given to the Downl oad Recei ver

Qﬁrfﬁ%é‘s%”%t% r'Ypnipg onHes SUEE%% It PR SskSrAeni th t he
Sof t war e SHecQWes%vﬁ%éH é’q‘ e Downl oad Recei ver

Process 2038 receives the pac ata fromthe

5 Software [ sPakbed tr@ccﬁamatndmﬁatvt wilendtprbE6ssbdn (@the
any ot her defined transm ssion protocol) link 204 in

dﬁwmlp@d @rlpgu’%@? forgialivanstenbedowmeap ftacgiver iproerssp(¥t and the

f th k h b
PR BER e RSB oBRSEE08ara f o vorifiod using & SHa |
verificati®nRecbiveRANSSE ahl k8l @@ﬁh@g@nh@@d&fverﬁm log in

appropriate status and package state information shal
the arpscpribte dakfiles arnibeloM v@@ Dri ver 207 whi ch passes

it toth t 206 f
10 back to tHb- SYBOBHTRATGERERRIPLRTH PACEAYT SEAbGane”
AT SOIB SO TON Eh

Initiali zeli)mnloagd?muiverd?lbcess RG8or mati on as stored
- Process commands to_ ad

SQCLZSeE"a & Drvriad Raeayer Pﬂ?ﬁqsﬁe?%ﬁﬁﬁ?%%‘%ﬁt?%l
PP R ol R GORAPG S0 4hE SRRl fn P
15  104Aepridddy fumckagearequests for the Downl oad Recei ver
1 - Receive add package requests from the Download Driver 207.
2 - Open a TCPIP link to the Software Distribution Point 104 and
request the package defined within the add package request be sent to the
EGM 106.

20 3 - Open a multicast communications port specified by the
Software Distribution Point 104 and receive the requested package in multiple
packet format.

4 - Assemble the packets of the package into a single file.
5 - Request any missed or missing packets be resent.

25 6 - Verify the package data by calculating a SHA-I value and

matching that against the SHA-I validation string passed in the package header.
7 - Send back status and error information of the package receive

process to the Download Control Process 206 via the Download Driver 207.

Download Package Installer Process 209
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process 208 and pass themto the Downl oad Receiver 208
via aread 2 11 to the driver. 5 - Update package the

war@pasvand error conditions of packages and iPGE/EE1009/042161

rul es and pass them back to the Downl oad Contr ol
Process 206. Downl oad Control Thread 206The Downl oad
Control Process 206 is either a thread running within

h
the gane mpnRGRLyOAY gépkér’%e %&él%@‘ﬁ%ﬁé‘é’s %Q%%%P%S‘ngﬁle for

there is no game nana nning on the system

ipstafiimgythegeickageethal are Beowilomizddeowl tha G ofiovaramistriBution

es the ¢ nds that it w process on to the

h I 1
CORA B4t FOFIeoI e TipTespling 2 Hewploade ggokage when a
' 8 .
SRR B RRERENE R A drdit S SIS M BB Poiny 05

fece ek NRisWonyBbn@Vh & @gad Fo tHeeDawRIoH Dave 2070 Thiel lRssic

on the EGM 106. 4 - Supply the log information and
vactenmeof thedPawnload|Rackage tastaller Piosess 189taie: Syst em

Process. 205 TRE D PHda ALEIFS o CRiogHBAE naggo ocessThe

55@@21@-3i bl e for comunicati ons between the EGM 106 and
the Software Distribution Point 104. It's primary
functions 2r ®isable tiReEEN d O8dmhsedakate instjuasns in tlherset
the Downl oad Driver 207. 2 - Open a TCPIP link to the
'§6wlvﬁﬂiggcq_‘i‘§‘lalnpbuti on Point 104 and request the

package defi walg‘tﬁeh%%beﬂﬁﬁg Lr?rsuqir?% RRECEAHmInBHIE SEnPEs éﬁﬂtof the

to the EGM 1 I'cast comruni cati on
gowhloaggaickagel by the Software Distribution Point 104

Ao el Vg Gar SORARE 59 iRARTS by e hetailrfe 16655 5 -
Reboot the EGM 106 as instructed by the set install rules. [0090] 6 - Pass back
status and error information via the Download Driver 207. [0091] EGM
Initialization

Figure 3 illustrates an overview of EGM startup message flow.
EGM 106 sends a message 302 to SDP 104 requesting a package. SDP 104
replies with a message 303 indicating package size and the multicast IP/Socket
that will be used for transmission. Message 304 from SDP 104 to EGM 106 is
the package data itself. If necessary, EGM 106 can request missed packets by
sending a message 305.

As noted above, the system uses multicasting to send packages
to multiple EGMs. When packets are missed and requested by an EGM, SDP
104 collects a number of requests and sends out multicasts of all missed
packets to all of the EGMs. If a particular EGM does not need one of these re-
broadcast packets, it is ignored. Otherwise, the EGM accepts the re- broadcast
packet and uses it to complete the package transmission.

Download Driver
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4 - Assenbl e the packets of the package into a single
file. 5 - Request any m ssed or m ssing packets be

WO 2®ens492%5 - Verify the package data by cal cul BET/H82089/042161
SHA-1 val ue and matching that agai nst the SHA-I
validation string passed in the package header. 7 -
Send back status and error information of the package
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Process 209 is responsible for installi nag t he packages
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. I _
TSt oRis b ([s i locPonl BERRARRSE! bBafien
EGWIt_modwdef)iatheofirsErauine t8 gdin ashtraltvaiseratheometuleciw ledded. It

EGM startup nessage flow. EGM 106 sends a nessage 302
Wi SDP 104 requesting a package. SDP 104 replies with

a0 POALBHEER OGBS A P Bouniond Cies
rhesssyass ¢é.gntheMB 2 Sagetkédprotanl)SDP 104 to EGM 106 is

2 - Register the download support as a Linux kernel device.

3 - Initialize the read queues fro the processes that communicate
with the driver.

4 - Initialize the storage area for package and set install rules that
may be received.

Once the driver has been installed and initialized, all further
actions will controlled by the ioctl and read function entry points into the driver.
The ioctl entry point, DL_ioctl(), will process all the System Management Point
105 requests passed through the Download Control Process received from the
download class. The DLjreadQ entry point services all the read requests from:

" The Download Control Process 206 for packages status and

error,

» The Download Receiver process 208 to pass add package

requests.

» The Download Installer 209 to receive set install rule request.
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the package data itself. If necessary, EGM 106 can
request m ssed packets by sending a nessage 305. As

woaoediabdbve, the systemuses nulticasting to BENtS2009/042161

packages to nmultiple EGvws. Wen packets are m ssed and
requested by an EGV] SDP 104 col l ects a nunber of
requests and sends out nulticasts of all m ssed

packets to f a@(ﬂ}{] es

not need oﬁddrﬁq1 ?1%%@85 E%@%%%fé'g@td}gg%ﬂa? il e
infiatizatibn. AthespiS e thd ReaB@lancaias éd@ﬁsérﬁapibcbr@@@é%ntlahzed.
Racket and uses it to conplete the pa

taﬁﬁrﬁoesth@macb@ws)@a'a@ze@ apfihe llfastalhRel?ef Rata Hutighiees are

St AC SR 8 BT SRRt I I BB ARG 04 the

gygté}hrfg{urﬁg is passed to the driver 207 via an | OCTL
call. The processes use the read interface to get
pr ocessi ng Qn@tthaddfﬁddgwmoadm driver s installednd rmﬁ@hzed the

e ver 208 the re terfa
O UEE P et thSPissthneugihe v dT SoriolBlocess
260 él'ﬁietﬁetFE@ce’l\‘fé}dZ(iSOar?cmr@téll 569 prdteisabs. AIWeﬁqJe%fﬁJﬁéﬁwSSystem
and t he Downl oad Control Process 206 uses the rea
Mahegémeat Point d0biare pksed trabugh &odvrdoad Cantriod Pminessriz% and
fromthe Recei yer and |nstall 'g)roces es. /dev/dOV\{pI oad

¢ither nagsed sNko Iver 204 dgihecrraepsssd. orimie Fasq giymegdule and
I@ﬁ r&ﬁ&e&gsﬂi %Ifﬁflt%lﬂ tf\(el[SOWﬁlaa? (%Hﬁ)&l lP(? lﬂ)d@é’é’” % he

cﬂlo mCtI()es taa:cgﬁmand oDtto detevheine What twdo Ivath t$1e| smmd; rebliest.
1 - Allocate the downl oad buffer used to store

lfjgw;ﬁ 812 floysdiageaig dlusirating afoutine teygidate gomefoad requests

BAFRBEC Lo 1o TP HAB UL Surport 25,2 L nux
processes AhgbpGormeHovaaineFiguid st ihe phrtisi8ar switch that is set on
the Command ID is examined so that the request from the SMP 105 can be
routed to the correct handler. Add and delete Package commands are provide
to DL_Packages 502. Set and Delete Install rules are passed to DL_Install 503.
Set Status, Retrieve Status, Retrieve List commands are sent to DL_Status
504. Register processes are sent to block 505 where the Pid of the Process
being registered is saved. Unknown commands return an error event at 506.

The scheduling and management of the various operations

associated with the foregoing download and configuration processes is
accomplished via the user interface (Ul) shown in Figures 6A and 6B. Generally
the Ul 610 is adapted for display on a display device, such as a display screen,
CRT, computer screen, television, handheld displays, PDA, and the like. In one
embodiment the Ul 610 is implemented from instructions or executable code
stored on a computer readable medium, such as a processor described above
in connection with Figures 1-5. The Ul 610 enables a user to display

information about the operation of selected devices coupled to the network,
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4 - Initialize the storage area for package and set
install rules that may be received. Once the driver
whaohawes i nstal led and initialized, all furtheET/US2009/042161
actions will controlled by the ioctl and read function
entry points into the driver. The ioctl entry point,

DL ioctl (), will process all the System l\/anagerrent
EBad) haf SR4EaL o BeRBAdL R Al BaM g I

iatdrfacepahdio senivolaas sehediiliey ¢fethd opeaatesiss sﬁd’:l@@ﬂs starl tife and
Downl oad Control Process 206 for packages status and
W&I@tiomr@afm oad Receiver process 208 to pass add

Facei vo sab e appdfiel ¥ Syt [plivetingtdidany jpgudes

heétlopk b @é\m@és Isdem/dmehead dié;blw delidk! hAd 'aZstbte8soroupled
step 401 the Read Queue areas and senaphores are

torthe ingtworkdaf detvicsiseandiitie disiglap dekimgearidsconiiguired tazgenerate a

1 Rul { t
080 R 3 4 G RO BB el e ol o e
p R G R R T Tt
idtarfames 2@ith sach essigentidre intetfacé acavidiogtimfe ridatiom abdut an
Control Process 206, and_.the Receiver 208 and Insta

[
SRFGCiateR REEASIONAR ICalerRE TteTTase A ayfieh FavassigamERt interfaces

TRV E hE eRTREL A RLOPre BT SR Bl LtAeeS

ipfopgetisad, or in the case of nodule and | og requests,
processed within the Downl oad Control Process 206
itsel f. ThEhgM ﬁa@taS(s)hOiWér1 9 FgniasA aDd o @e&rmwwsed ina

q\’fg&% ?eé’%1&"tﬁ$\luhg'l %Céalé‘r?darr?&%ﬁgkfz 614 ?ﬂdrént? of

agram | routi

Skpignraent |hm@s$1@rms;ﬂa§§d greon] Idbally hfe wl@ﬁ@ér interface 614
handl er function. At step 501 shown in Figure 5, the

ipalkdes @t tgast ane dimealingthaasles 61 8dhat presents at least one of a date or
a time or both date and time. In the illustrated embodiment the timeline 618 is

presented horizontally across the top of the calendar interface 614 with vertical
lines 619 presented across the interface 614 in alignment with the hours
depicted in the timeline 618.

The display area 612 also includes a columnar menu 620 on the
left side, a Windows-style tool bar 622 across the top, and a horizontal status
bar 624 across the bottom, thus partially framing the calendar interface 614.

Immediately below the first tool bar 622 is a Ul tool bar 626
presented horizontally above the timeline 618. Included in this Ul tool bar 626
are three filters 628, 630, 632 and a cancel jobs button 634.

The first filter 628 is a Zoom function presented as a window that
allows an operator to control how much detail is shown on the timeline 618.

Choices can include: Hour, Day, and Week views.
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the Command ID is exam ned so that the request from

the SMP 105 can be routed to the correct handler. Add
warodadoes e Package commands are provi de to DLPECHURA(ES42161

502. Set and Delete Install rules are passed to

DLJnstall 503. Set Status, Retrieve Status, Retrieve

Li st commands are sent to DL_Status 504. Register

processes PhE s8N Fll?erk% £t 58 éeLutn'?:ﬁorﬁ’I Qmér%éﬁted as a

Process being regist ere IS save nown co
wirtdomw waicteallmws eheeaserdbd sp@Gify Tﬁbw rhobledire befosndnd aﬁer the
rmnag{emsnt of the varjous operations assom ated w

yeer cnné% Hendrtacinushie gplaset (dnieas 1oh ugfeoEegavéQrihs Plus or

@%%n@ A f Iamc/jgw

I'gures Z%%g %%F n@sdriréélel ?%’eﬁgg é%)‘}lé a al\|c<|toggﬂ| ngre user
Woakl @we @reportiocdRl A yact ey metheq:tashtm ifodisidd ethe@reemonth
CRT, conputer screen, television, handhel d displ ays,

rpae. Regorts sanihecgenaratasdos fiseiayhand prineden paper as well for

ction execut abl e code
éwt%ﬁiﬁgt%%%%% géc%%f'ﬁ’ gré%\f%m such as a
processor Ties eiifddRELraBNVE d ot SRABS FurffioW é@auﬁlpgéééﬁed as a
1-5. The U 610 enables a user to display informtion

winsiow, they alipwisathiearsento erlyetrordiobeor essignmapite thatchinpdhe
| ar | th t ot dul _

bR Thethdbedngs PRbREEN. Afis FITRING Rending

control thensehpdyl J6t93 %ttdﬁ@%e%ﬁ\%tégﬁ%néﬂr&htk@% enables a

start tinme and cancellation thereof. In one
esdrddisetatt assigagendsridarcapcelatoedhahbhavey anteyeil Heen completed.
[ networ k of devi such as a displa

d
dovi ce. - anBAg BROSERGH! MGARISATS & piRseEt eofalonddr
RS0 AR  Riarfie? Bidbenthis'(iE S RRlYor 846 fGsbociatad.

operptiay. Idewilehéeris di wqtieyl t&{rrdisll’&ﬁra distiagEisking d@ﬁor such as
network operations. The U 6 10 includes assi gnnent
lime ereer dBat indicatasibe REEN Hmes prietareaee Theovertisaldar 637

lb e‘?ééﬁcﬁlk&gr ?obmﬁlétthrﬁg ﬁ:esé% ﬂgmﬁﬁﬁrﬁéur?)g OA aﬁ@%%n ﬂia{he

acé on ass i gnment aces“ar e
@b;ﬁ@ﬂe@)@ﬁbodlhﬁarﬂ adghdagsigrirhent intefaued disigpiseheabhs a

date and tine information.
rectangular box with the left vertical line of the box positioned in alignment with
the vertical position of the start time shown on the timeline 618. The interior 636
of the assignment interface 616 includes an assignment identifier 638
associated with an operation, as shown in the enlarged view of Figure 7.

The entire content of the calendar interface 614 can be scrolled in
any direction, however when scrolling vertically, the header timeline 618
showing the dates and hours will always remain visible.

The assignment interfaces 616 are preferably color coded to
indicate their status. The start time is indicated by a vertical black bar 640 on
the left ending in the diamond 642. If the assignment is an override, then the

duration of the override is indicated by the horizontal line 644 extending to the
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The U 610 as shown in Figures 6A and 6B is

enconpassed in a display area 612 that includes a
w@2a0engiae3 i nterface 614 and a plurality of assP@nEs29/042161

interfaces 616 di spl ayed thereon. Ideally the cal endar

interface 614 includes at |east one tineline header

618 that presents at |east one of a date or a tine or

tt% h‘,a‘ﬂﬁrt\ﬁléq‘gﬁje L4 Bhd diBnidha ddd. o @lggm é@ﬂ&wmh{dgg 7,

IS presented hori across the

therd ea Galormdanfiguteo merrﬁﬂa#hwt tehau%edtm @flertornes 619
presented across the interface 614 in alignnent with

t he hours deper#ica meuseUrsphayean 8aBgnmpet iaterfrae616 will

GBS PR G Y00 T PR B AR Efe R fro i

addiosnA et dils Skt e Bperabidh Rebeiated WRh BRd beﬁgnmyﬁﬁ interface
partially fram ng the cal endar interface 614

¢ Havddore @etgil bah b prowidedrig the tasiltibthanasowrsinethig sareen shot of
PRbrAca TSRPS0l B il S5l 88ociates

\%ﬁtmé%gs' PReriiflea&sBe6! ] Obs button 634. The first
lter g I's a Zoomfunction presented as a w ndow

that al I ov\EwanummaMrmemtsaara)dlrspkalyeummﬂhmshedats@ot of Bigure 7.
ho the ti . Choi ces can include: Hour

fﬂ%w% tf\ﬁgmkm %{A@'aﬁﬁg OREEIIANS PYEheRS é%wrrlag %h%du'ed

%@%EH@%H&% HBAdRE §§§Bhﬁ%n@ﬁ1t YhATpu

a ws the user to speci owrruc trne Fore arg)de

abpératiohdbased bamémplemmthe data shoul d be di spl ayed
Choi ces i ncl ude: Toda s or M nus

oo or M T sk eoeehonPpiialy pragenias aREORERHRIMaTiRces 616
#ﬁogl{/n }’Pﬁ?’lggl{éséls@ A 5‘?’%&% Féprlagé’rlft f‘{%c%?ﬁrl}%‘séﬁqupe BFSpQr%‘T’BBs. Each

e ‘one non S’ can

pem@nedledinad litkisgliny 68Rds Bl delatiomamedica®r veidonfthat links
activities within the date ranges set forth above. The

@ prevdoys pseigneent inderfaceodbBwithike mnt:@%wrin@gasignment
BIGTREED ord R EOEE 2B ha E00n 8 UMY pine
%éésﬁgrfrﬂghplﬂ%rl’h%’é%flm@ tH@EbegﬂMlng 69%ta\f?®f tReABIdWing assignment
interface 656.

A Multi-dob Assignment interface template 652 shown at about
3:30 am on Monday represents an assignment that was set up to run two
operations in sequence. In this case it is showing two downloads, but it might
be a download followed by a configuration, or any combination of two or more
operations. A vertically oriented curved linking line 653 connects the related
assignment templates 652, 655.

Assignment interfaces 616 can be configured so that they
schedule one or more operation templates describing what to do. In this way

the actual instructions about what to configure or download can be shared at

different times or for different EGMs without doing a clumsy copy step.
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The Cancel Jobs button 634 activates a function that
enabl es a user to select assignnents for cancellation
W@ b@p/ 15w not yet been conpl eted. Each assi gnh@nits2009/042161
interface 616 is presented on the cal endar interface
614 in a manner that shows the start tine for each
associ ated operation. ldeally, there is a vertical bar

637 of a dhgihia i&h’id‘&r@?bﬁl‘h atH&dEiGmbhRitdH: _I_1e6 will open

that indicates the curren as a reference.
& detailomhdbarm6dy likes ap@xpendalalalgmd bat tda:esedi maly' oretheEl 8

as shown in Fjgures 6A and 6B. In the dep
B h{Ue ot ARRRGRIRBRY USRE Wikbe blg Tsepdne individual

§t5 | ca?gﬁqne o nﬁem %%Qs@rof%%%ﬁ@%ﬁ%ﬁhgﬁpg %%rékr]] top;[AIIortx.hTwo or

the box positio

mbﬁa gethiese @aniesoperatl of oridectosdidlnit compariag essulzn t he
tineline 6 18 . The interior 636 of the assignnent

i nt er f ace AaggnmentinterfagesLEl§ geneaated pspasftionedasagthe

BRI HSERH PR BB SR B sPrletEur Tt hane
étﬁh@rstaﬁreetiraéﬂa\@ﬂj?n$>@véﬂé@ li@skliyn aﬂmycﬁhhg@)bbﬁunons scheduled
however when scr ol vertically, the header tineline

@ringsthewime petied @étrésreahwnhr@@ displdyied rgandlys tcman‘éim calendar

s T e e L
thén'UéqlaRéﬁ ‘?ﬁjs@‘t ¥ rddCaid & Qkﬁ%ﬁeg%regﬁﬂ'ﬁ Bt fHéetog%ﬁ corner
ending in the dianond 642. e assign nt 'S

afibe catbndar hﬁaﬁa&:re%@rlﬁmfoaubﬁeqdwt assignmeat |rtterface 616 is

indicated b e hori zont al 644 extendi ng
R O R BRI I gAY, diSRUeR BT it 2t e has

%ﬂﬂ?& %%r'éﬁoﬁp ggt th rjfei?@ ESb%&L%n% aQQIﬁﬁment interface 616

onfiguration ove resu In a
¢dovies prapemtemdirss newcmmmo\mthcnm oaesiriiinethe pretneué aves. At this
616 will bring up a tooltip 648 as shown in Figures 6A
Reiat &e cymant rt%‘{ 'ﬁlrﬁs?irte\ih@&o andithe pedl CQ!I‘é’PQlQ@S&lQ@mem

r ated with the assignnent interface
é%%fa%%g &%ﬁbaﬁ?gg%h be provided in the tooltip than
shown in tThe valts@eambbaimeits degbritted absws BadHeaombined to

surr,rrarty of the EGW affected by the operation o
RIo¥igei fHrtbar ambrdinperts addliafihest-Si palentsadbSepatent application

publications, U.S. patent applications, foreign patents, foreign patent
applications and non-patent publications referred to in this specification and/or
listed in the Application Data Sheet, including but not limited to [insert list], are
incorporated herein by reference, in their entirety. Aspects of the embodiments
can be modified, if necessary to employ concepts of the various patents,
applications and publications to provide yet further embodiments.

For example, each assignment interface rectangle 616 can
include one or more progress indicators that will show in real time how much of
the operation has been completed. Because an operation could involve more
than one EGM, the percentage shown could be the average percent complete

for all EGMs, or the percent complete for the one that is least complete (in order
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Two uni que concepts are displayed in the screen shot

of Figure 7. The first is the linking of rel ated
wWopwpas4ans, such as recurring schedul ed assi gPeEHS209/042161

and the second is assignnment interfaces that run

mul ti pl e operations based on tenplates. The first row

of horizontally presented assignnent interfaces 616

r
ENGUE PRl 4508 1805 1MoV SPIAREDI ) WG i e
bperatiébp amomam&meahsefeﬂl atgasnegd of canplation. Die Lt én Ot\MHialso

i nkds \BrYous a %émnt interface 654 Wth the

REA eo%féfﬁ lpusdedigats ipat 3t epgratian 6196 hadesame ki of error
| 0

{ah@;ﬂ#@ggér‘a L n@ﬁ%&%\{lﬁpg%&é %&?cﬁﬁ% | |C£foﬂn et h és LiKing with

strmuseode\tud:@omhdatdmumetoatsw sHy@ethils bt ﬂfe‘@wr 656 A

Mul ti-Job Assignnment interface tenplate 652 shown at

about 3: 30ThasaAndwHRIchasges santhe madade ithmasbodimeants in

1637 e HBol b5 AB0AH o 0o et PR RS, e
domil rd SHIUIPHBthE YoRstER {0dHhRtHOBlaikE tdthe specific
conbi nation of two or nore operations. A vertically

embedineents uhsaé@lsed inkhegpetiicatyBand thee claéms Heutrsbioatdelde

aSSI nent te tes nnent aces
AR BanGTE el osamLs embadimady Aoeaundhe il Sioe o
Hﬁ’uﬁavéﬁ%rl%t\}vﬁlehts%lq'c?élﬁr% He%MitiBY ”%c%ﬁ‘)ﬁnél? {fi8-cldifhs are not
his way the actual 1nstructions about to
mnﬂédgunbedﬁxﬂnmméoad can be shared at different tines
or for different EGV6 w thout doing a clunmsy copy
step. Doubl e-d i cki ng or Openi ng an assi gnnent
interface 616 will open a detail w ndow nuch Iike an
expandabl e grid, but focused only on the operation in
guestion. An operator or user will be able to see the
i ndi vidual status for each EGM and, in the case of
configurations, for each option. Two or nore of these
can be opened at once to aid in conparing results.
Assi gnnent interfaces 616 are | ocated or positioned on
t he
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cal endar interface 614 in a manner that keeps the
presentati on conpact while at the sane tinme avoiding
worephdess |deally, all recurring operations sktiEUs1082042161
during the tinme period of interest will be displayed
near the top of the cal endar interface 614 as shown so
that they are horizontally aligned. Each operation
will then be taken in staftahd order and di spl ayed
beginning at the top left corner of the cal endar
interface 614. Each subsequent assignnent interface
616 is positioned one row bel ow the ones al ready
di spl ajed uft$YSteMeCAPAF$INGi ne has shifted forward far
enough _t subsequent assignnent interface 6
16 canaﬂgﬁ%?&cgfn({bg)ééqsn a new col utm wi t hout
over W htdigiay Bevieeexh@us ones. At this point, the
current rowl1s reset to the top and the next col unm of
assi gnAmiocessos chpled te tibe betyvors adglevices rmd therdisplay device
enmpodi ments descri bed .above can, be.cqonbi,ned to provide
and cBifigiten 8 doarate Loe Arerisre CRang diSBR Brice o fesia ahd
user PBhSGEMRRPbI K&WoPK oPERItRS! IheNfser thierfab@irfiiding assignment
applications, foreign patents, foreign patent
interfaqes, ieaah iasaignamant imtarfpee priviging linfoanatiors abeditean assdaated
i.n this specification and/qgr listed in the Application
opergignaa &8 ,ari'%ﬁ%"r 313) V@U& ﬁtﬁ asgignment Nerfaceseére displayed, the
r . .
calentaf tor et IR Qo BBt i 1HBHALEN ond 2 b8 e
graphidal finkiegSadigatoo tleatproyidesnizept elatioridhinfuanatiorsof related
pat ents, applications and publications to provide yet
operligngher enbodi nents. For exanpl e, each assi gnnent
interface rectangle 616 can include one or nore
progress indicators that will showin real tine how

much op. t heTapaystdne bf blasm HegheeMH e signrBeftinssfae
operation could involve nore than one EGM the

provigrs ipErrmajiensahenh at ingistiope of AB assianarNt jderidier, auarplien status,
I, 1e _percent conplete for the one that
an e”ifo(sE 'T‘@%@Pg%p{f] %&aé{ Frinﬁ)' orderto give operator sone idea

of how much longer it will take to conplete the
operation), or sone other useful neasure of _
conpl eBi on. Thasyslens 0bclaim|1 whereipthevasiigoast ioterfases

providensdiln?oa}ftrn%rtiotnha tou rslel%%?erda éé\%eshggup 8 tc? ﬂ{reené(tlvv%orlk.()f error

4, The system of claim 1 wherein the assignment interface

comprises a user-activated tooltip.
5. The system of claim 1 wherein the calendar interface comprises

a timeline displaying at least one of a date and time, and a graphical indicator

interposed on the timeline to indicate at least one of current date and time.
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and the operator or user will be able to select the
i ndi cator, such as clicking with a nouse device on
W@ b@p/13492i cator, to see details of the error. AEEES20891¢42161

ot her changes can be nmade to the enbodinents in |ight
of the above-detailed description. In general, in the
followng clains, the terns used should not be
constried t I Lai : £
erbodi Sont s TP eTbior §F ettt e SRGRASY frortage.

assigamentthtetfade, sindudrdphieaCiiéng elcdtor ¢arcbgderalled while the

_ _possible enbodi nents along with the full scope of

timeliag ueainsntisiblecdyinascrelies. cl ai ns are entitl ed.
Accordingly, the clains are not limted by the
di scl osure. CLAIM5S 1. A system conprising: a network
of devizces; TRedysRInBf BRYH elec:oragﬁlsiag Rr 86 ESSUisSiayinged least
to the network of devices and the display device and

one figenodt one &ram amgogalisilay detadlerariget efrdispleyerhdatecordireg) anyd

evi ce for. display and user managenent of network
operaglﬁglsg@tiugrﬁ)g’antarélqﬁg?rﬂi nt erface including assi gnment

i nterfaces, each assignnment interface providing
i nformati on about an associ ated operation, a cal endar
i nt erf 8ce omhetsystent béclagei7guhenin the eof baeiirthee comprises a
eji s&l ayed, the cal endar interface Fr ovidi ng at | east

cancel $LEcHhB hatkNabieDR Mser Bhcanael sglecieshagsigiaegtisaphi cal
i nking i ndicator that provides visual relational
information of related operations. 2 . The system of

cl ai m 9. wheThesysieen af siagm mewhereit assiga@ent Pitefigses for
information about at | east one of an assignment
recuriingAPErations asp displavsd istharigental aligninent atvifarakegion ahiine

calenaarc‘ﬂﬁ?f‘ér“aéei & ?gsrigm-ﬂéﬂt Tcﬁfér.tf dé(;gssoffpﬁ ?ﬁ%ﬁﬁg{:@gﬁ@:o&) i&%iotn@eare

assignnent 1n ace provi

displeBebasdied thke vssiganeot itedatss foh eedl8ting OiperdtionsTh@ column
. ?yst emof claim1l wherein the assignnent interface
ormat.

10.  The system of claim 1 wherein the processor comprises a
computer-readable medium and the computer-readable medium has instructions
stored thereon that when executed cause the processor to generate the user

interface.

11. A method of providing a user interface for management of
network operations, the method comprising:

presenting a time line along a time line axis with information that is
indicative of at least one of dates or time; and

for each of a number of operations, presenting a respective assignment
icon with a start point of the assignment icon positioned along the time line axis at a
point that is indicative of a time that an operation represented by the assignment icon

is scheduled to start.
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conprises a user-activated tooltip. 5. The system of
claim1l wherein the calendar interface conprises a

wa 2oveh34923 di spl ayi ng at | east one of a date anRCT/U8909/042161
and a graphical indicator interposed on the tineline
to indicate at | east one of current date and tine.6.
The system of claim5 wherein the cal endar i nterface,
assi gnpgnt 4 § [ i ndi cat or
can ge{%cro Hécﬁ{%tﬁ(g‘l? gl%@ﬂ#tﬁegcro@ | A& Vi si bl e
dur i ngfos &k [dst fgo of theﬂi{ﬁar&ﬂérﬁ@fﬁaﬁre@écﬁlr@wér G9BPpieveRting a
a tool bar displaying at |east one filter of one from

Imkmgat@@ndnaiwgpn & lepst o aswéngt,ermccxms§batay@daltyatear@ertt arrelational

conneGiop BRRHESN TR FLRRTHE oBBrTRE: Sronerien wibR 2 ddy o

as&gr‘ﬁﬂ@ﬁﬁboﬁ§'tf?éitré%bdr'mterﬁﬁfém es a user to cancel
sel ect ed assi gnnments. . The systemof claim1l

wher ei n assi gnnment |nterfaces for recurring operations

aredl Ia din ri zontal _aljgnoent at a t [ egi on

ot heTRat o method of SRS 1z vhEETE Arrsenting ed Mo
betwelePth8 Hes ?ﬁ’é’d’t'lé%sotﬂgf fé&i{@é@w’t%&ag'lesa@t ﬂN@gPQFQtBWsW& reoccur

assi gnment interface recurring operatlons
over tinog inaudesr presentliy aTine thytséxdendsd frofreatriedstvgrexienate tahitnish of a
processor conprises a conputer-readabl e nedi um and t he
first Oe%ﬁf)mee@swaaﬁm isoRB ip ahlcrabPiodPaie slankofs @@%@d one of the
hat when executed cause the processor to
asygﬁﬁghpﬁpggthe user interface. 11. A nethod of providing
a user interface for managenent of network operations,
t he net hod conpri sing resenting a tine line along a
t | ms | 1he akhe mgthed pﬁﬁgifﬁdﬂl, hqmomrmlmwu cative of

nunber 05t Bsf by B 8% Gerelis i Gre Rigi i oBnefiea.

preseAfisd 8MBAlogerAtibMitiing icondbdtweehnhe %fssfghme@ﬁ sdomarmat
icon positioned along the tine line axis at a
represent the at least two operations that are logically connected.

15.  The method of claim 14 wherein presenting a multi-operation
linking icon between the assignment icons that represent the at least two operations
that are logically connected includes presenting a line that extends from at least
proximate a start of a first one of the assignment icons to at least proximate ‘a start of

a second one of the assignment icons.

16.  The method of claim 11 wherein presenting a respective
assignment icon includes presenting the respective assignment icon with a start
marker extending perpendicular to the time line axis and with a termination marker

extending perpendicular to the time line axis.
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point that is indicative of a tinme that an operation
represented by the assignnent icon is scheduled to
WGeL@pn3423 The nmethod of claim1l, further conpCT/BE52009/042161

for at least two of the operations that reoccur over

time, presenting a linking icon between at |east two

assignment icons that visually represent a reI at i onal

connecf4on I .on

assomil ed fmﬁ%wﬁ%ﬁgégﬁcﬁﬁgsﬁ?%ﬁ%s%%é i cons t hat

reocc Upre@eatmg theeterdhatibimemBridh ed aqioint #bny 1k Winerlipleraxis

presentin I nki ng |con bet ween the assignnent icons

'ndlcaﬁlMﬁtOfﬁépﬁ&&ﬂd time; and | east two operati ons t hat

reoccuyr_ove udes present.in e _Lhat

exct ondeREBfing et @ieny EpriBEfie Mol the st @hngnt icons
whereP8 ge@hinhtiéh 85! GMAB Bsighfitnt réprrkehRABy %Oa@s"@{rﬁeﬁ’t icon has

start of a second one of the assignnment icons. 14. The
been prtendddof claim 11, further conprising: for at Ieast

two of the operations that are |ogically connected,

presenting a nulti-operation |inking icon between the

assi gnpgnt Tﬁ@rr‘ﬁetheébf 'b%‘?’rheﬁ?e\%eFJ‘ﬁ pAds (fn%ﬁétantéé%fensmn icon

operations that are |ogically connecte
includestdresertingca énenektendireg betweaenetberstamgrazker and the termination

mul ti-operation |inking icon between the assignnment
markreons that represent the at |east two operations that

are logically connected includes presenting a |ine

that extends fromat |east proxinmate a start of a

first oge oThémectasdioforamtl i, ¢orisertconabridiegsh response to a

proximate a start of a second one of the assignnent
DOS'U@'&'Bﬁ§f a@iIrsaaveara $RiEctsr agsignmant ioprs mepsepingsdsipiledy a

inforn}ationc du\f Gt ?esa%lt %H%@@ehﬁé’&oo@%&% t%es%?&ttiél rgsé Bﬁment icon.

respective assignfent T'con W start mar
extend| ng perpendicular to the tinme line axis and with

a term nation marker extendi ng perpendicular to the
time | 20e akhe methodied cladmnigiwberain arefrendingdgtailegrinformation

e TBH S B L 500, LT B BB 3 oo
preseftih§AdRE of H8RcefBAected by the operation represented by the selected

assignment icon.

21.  The method of claim 11, further comprising:
scrolling across a display of the assignment icons in a direction
perpendicular to the time line axis in response to a user input while maintaining the

display of the time line axis.
22.  The method of claim 11, further comprising:

presenting a current time icon positioned along the time line axis at a

point that is indicative of at least one of a current date and a current time.
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presenting an extension icon proximte one of the
assi gnnment icons where a termnation tinme of the
w@®pgseent represented by the assignnent i conP¢EESIEEM2161

extended. 18. The nethod of claim 17 wherein

presenting an extension icon includes presenting a

i ne extendi ng between the start marker and the

term nggi onTRBLAGHod LP clainiR® \ﬁﬁéltéﬁ’rﬁjgfgseﬁ!tiﬁ?@ c:,ll.ilrrentftime icon

further conprising, in response to positroni ng of a
includesrsesertingra iine ektidedy perpegdivaidr to tod timer lgseatis.ng

detailed information about at |east one aspect

associated with the sel ected assignnment icon. 20. The

met hod, pf claj A r [ .al.l ed

inforn%?ion#g%gh%ﬁg$%fé§% 1gn§i§§%é%%"g§é iated with

the set@ftdiihga $eSHORGH of BRMirh8Ghy dest if pessiHtédBasded on a
list of devices affected by the operation represented

user sgjeqtae input dndieativesefi ajlevehof presantation detdik net hod of
claim 11, further conprising: scrolling across a
di splay of the assignnment icons in a direction

per pengls cul ke hiethb@ of bl 11N euddrdnipriisponse to a
user input while maintaining the display of the tine

i ne asordroli®y aTéregthef Hotiok likeahat Glpresemtetién response to a

c ri,sing. presenting a current. tine jcon positioned
user Selegd TR BRI AnOe! GINRIEMate 15 i ndi cat i ve

of at least one of a current date and a current

tinme.23. The nethod of claim 22 wherein presenting a

curr en26.t i NEhé owethod of ukkia 1dr, Gsthdri cogn@idimgne ext endi ng

perpendi cular to the time |ine axis. 24. The method of

cl ai m DIrespense iy a é‘éﬁb't“ipé'F W@’!C%’E'Hﬁtorf @|ppra$@n§ tp pE@pant itoat

. R . ¢ ;

correHigriff d b b Afted BernfioR SEAGE, Sl s o ffos e

operatiehaifdr.th@ predartingrifzodspecilebsgidimehticbhet which the
conprising: controlling a length of the tine |Iine that
assocjajed opeEattondsiim thees @arg gagh operation currently logically

associated with the status.

27.  The method of claim 26 wherein presenting a respective
assignment icon includes presenting a human-readable title that is logically

associated with the operation.

28. The method of claim 11, further comprising:
color coding the assignment icons based on a respective assignment

type logically associated with the operation represented by the assignment icon.
29.  The method of claim 28, further comprising:

determining the assignment type logically associated with the operation

based at least in part on a title logically associated with the assignment icon.
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user selected input indicative of a range of tine |line
l ength. 26. The nethod of claim 11, further

WQoPN3®ENg: in response to a user input indi ceET/US2009/042161
operations to present that correspond to a user
identified operation status, selecting a subset of al
of the operations for the presenting of a respective
assi gnggnt | j ' : i : ration is
in thegginsgf‘ggrr‘éemgac f%ﬁ%’ﬁgﬁﬁéﬂuﬁrﬁﬁ?ggg ogical ly
associ stopping thie jresestirgf ofa séléctethenéret thedasdigrirhantcdls in
wherein presenting a respective assignment icon

respongelto @edseirdindingtive eildelatiorabtis eparatior reprgsented by the

ogi cal | .S0Ci_a i th. the operation. 28. The

Se|ec*ﬁ$€%%86grg’%eﬁﬁ;&ﬁ[@f%’gg?{%;{\Hléfp Iibzeo?rg?riai'f:’Hg: col or coding
t he assi gnnment icons based on a respective assignnment
type logically associated with the operation
represented by the assignnent icon. 29. The nethod of
claim 28, further conprising: determning the
assignnent type logically associated with the
operation based at least in part on atitle logically
associated with the assignnment icon.30. The nethod of
claim 28, further conprising: stopping the presenting
of a selected one of the assignnent icons in response
to a user input indicative of deletion of the
operation represented by the sel ected assi gnnent icon
associated with the operation.

29



