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A ME'1110D AND APPARATIJS FOR GENERATING A CD'HER STRFAM 

'Ibis invention relates a method and apparatus for gcnetatiDg a cipher .stream. 

Embodiments of the invention may find use in enciphering or encrypting of digital 

messages, such as in telecommunications and computer communications systems. 

10 1D dig;tal communication systems, such as broadband mtegrated systems digital 

networks (B-ISDN) it is ofteu advantageous for digital messages transmitted thereon to 

be encrypted or enciphered such that a person intercepting the message is unable to 

ascertain its meaning. Therefore. at the sending site on the network a plain text message 

is, under control of an enciphering key, transformed into cipher text which is preferably 

15 unintelligible to anyone not having the secret deciphering key. At the legitimate 

receiving site on the network, the cipher text, is under control of the secret deciphering 

key, :rctraDSformed into the origmal plain text message. Crypcognpbic systems which 

operate in this way arc commonly classified into bloc:lc ciphers and stream ciphers. 

20 Stteam ciphers act by dividmg the plain text into characters, each of which is 

enciphered utilising a time varying function whose rime dependency is govcmcd by the 

iDtemal state of the stream cipher. The time varying fwlction is produced by a key 

stream generator, which gCDerates a digital cipher sucam in accordance with key data 

which is kept secret. The key stream generator is constnsctcd such that the cipher stream 

25 produced is a pseudo random bit stream which is cyclic, but has a period which_ is much 

greater than the length of key data provided. ID a stream cipher, after each character that 

is enciph~red, the device changes state according to a Nie, such that cwo occurrences of 

the same character in the plain text message will usually not result in the same cipher text 

character. 
.'.··. ! 

30 ·:;; .J .. ' .. • ~ ·. ) ~ .l. . • 
llf 

Received Time 20. Feb. 11:20 Print Time 2 0. Feb. 11 : 41 



' 

DRUIES COLLISON CR~l MELB 61 3 9654 2088 P.04 

WO 94/16509 PCTIA.U9J/00687 

-2-

The design of stream ciphers, and the criteria for their effective implementation 

is well documented, and may be found for example in : 

S H. Beker and f. Piper, Ciphu systtmS - The Protection of Communications, 

Northwood Book, London, 1982; 

10 

R.A. Rucppcl, Analysis and daign of stream cipheTs, Springer-Verlag, Berlin, 

1986; 

W. Meier and O. Staffelbacb, Nonlinearity criteria for cryptographic functions, 

Adwmces in Cryptology - Eu,.ocrypt '89, Proceedings, Springer-Verlag, 549-562. 

In summary, the security of a stream cipher depends on the "randomness" of the 

15 output cipher key stream. Assuming an interceptor (ciyptoaDalyst) has knowledge of tbe 

plaiDtcxt message, the cryptoanalyst may therefore have full access to the rumdng key 

stream. For lhe system to be secure, the cipher stream must be unpredictable: regard.lea 

of the number of cipher stream digits observed, the subsequent cipher stream digits must 

be uo better predictable than by just randomly guessing them. This implies that it is 

20 unfeasible for the cryptanalyst to determine the true key as he would be able to reliably 

prcdid the cipher stream. A n«CSsary rcquiremcnt for unpredictability is a long period 

of the: cipher sttcam. The period defines a linear recursion, thus knowing the value of 

the period and the Mt period of the cipher stream determines completely the remainder 

of tbe cipher stream. Finding the shortest non-linear feedback shift register able to 

2S produce a given sequence is in general a difficult ~k, however algorithms or methods 

do exist for doing so. Consequently, for the cipher stream to be uupn:dictable, it is 

necessary that its linear complexity (which is the length of the shortest linear feedback 

shift register able to produce the cipher stream) aho be large. Unpredictability also 

requires that, independent of the preo:ding digit, the next key cipher digit appears to be 

30 drawn from a uniform distribution. Therefore thr. cipher stream necessarily must have 

uniform statistics, i.e. an equal distribution of single digits, of pairs, triples of digits, etc. 
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finally, it is generally preferable that even with a large linear complexity 1hc 

cipher stream not be even close to any predictable linear forms, i.e. the cipher stream 

should not be corRlatcd to any linear form. Additionally, a factor which is not often 

considered in relation to stream ciphers is that of integrity of the cipher text. A message 

s authentication code: (MAC), determined from the content of the plain text mcssag~ is 

often transmitted with the cipher text to enable the receiver to dctcnnine whether the 

received deciphered plain cm corresponds with the plam text origjnally trammitted, i.c:. 

whether the cipher text ~ been altered during ttansm;ssion. However, in certain 

cryptographic systems it may be possible for a ayptoanalyst to alter both the cipher text 

10 message and the enciphered MAC in such a way that the change is not apparent to the 

receiver, even though the cryptoanalyst is unable to determine the meaning of the cipher 

text which has been altered. Therefore, it i~ also advantageous for cryptographic systems 

to provide integrity checking which prevents such alterations during transmission from 

taking place without detection. 

I lS 

In accordance with the present invention there is provided a digital data stream 

generator for generating a cipher stream, comprising a feedback shift register structure 

for producing at least one pseudo-random data stream, and a processing structure for 

producing a cipher stream from said at least one data sttcam. comprising a mt.aDS which 

20 stores a sequence of combination values derived &om a number of precediDg values of 

the at least one data Stream, and pxoccssing means for producing said cipher stream by 

multiplying pain of said combination values and summing said multiplied pairs, wherein 

the difference in sequence position between the combination values for each pair is 

different. 

2S 

lbc invention also provides a digital data stream generator for generating a cipher 

stream comprising at least one linear feedback shift register (LfSR), a summing means 

for producing a sequence of sums of the outputs of said at least one LFSR. a non-lmcar 

feedback processing means for producing-a scque.ncc of non-linear values in accordance 

30 with the outputs of said at least one LfSR and at l~t one previous value of said non­

linear output value sequence, and an output processing means for generating a data stream 

in accordance with a Bent function utilising a plwality of pain of said sequence of sums 

Received Time 20.Feb.11:20 Print Time 20.Feb.11:40 



20-02-1996 14:24 DAUIES COLLISON CA~l: MELB 61 3 9654 2088 P.06 

PCT I A.UtJ/00687 

-4-

and at least one of said sequence of non-linear values, wherein the difference in the 
sequence position of the members of each pair is different as between each pair. 

The iuvcution also provides a system for encrypting or deaypting a digital 

S message comprising a liDcar driving sub-system for gcucraling a pseudo random data 
sc:quencc, a non-linear feedback sub-system for producing a cipher Sb'eam from said 
pseudo random data sequence, and an encryption processor for cnc:rypting or decrypting 
a message by combining it with said cipber Stream, the non-linear feedback subsystem 
comprising a non-linear feedback processing means for generating a feedback sequence 

10 by applying a non-linear function to at least one value from said pseudo-random data 
sequence and at least one previous value of the feedback sequence, and a cipher stream 
generating means for generating said cipher stream by summing products of pairs of 
values of said pseudo random da~a sequence together with a value from said fct.dback 
sequence, the pa.Us of values being chosen such that the difference in sequence: position 

15 as between each member of a pair is different as between each pair. 

Tbe invention also provides a method for generating a cipher strwn comprising 
generating a pseudo random data stream sequence, and gcucratiDg a cipher stream by 
summing products of pairs of values of said data stream sequence with a value derived 

20 from a non-linear fccdbaclc function of values from the data stream sequence, the pairs 
of values being chosen such that the difference in sequence position as between each 

member of a pair is different • between each pair. 

The invention further provides a method of CDaypting or ~ a digit.al 
25 message comprising generating a pseudo random data stream sequence, performing a 

non-linear feed back nansformation on said data stream sequcDCe, geacrating a cipher 
stream in which conelations to linear forms arc minimised by summing products of paiJs 

of values of said data stream sequence with a value of said D011-liJx.ar. feedback 
transformation. the pairs of values being chosen such that the diffc:cnce in sequence 

30 positjon as between each member of a pair is diffCICDt as between .each pair, and 
encrypting or decrypting tbc mcsugc OD the basis of said cipher sucam. 
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Preferably said pseudo iandom data stream or bit stream sequence is produced by 

a combiDation of outputs from a plurality of linear feedback sbi"fl registcts. 

Preferably, values of said non-linear feedback transformations arc combined with 

s the digital mesAgc, and an integrity function applied to the combination to produce an 

integrity cbcck value (ICV). Preferably the integrity check value is appended to tbe 

digital message and cnayptcd therewith. 

A method of generating a cipher stream comprising generating a pseudo random 

10 number stream sequence tDj, generating a number stream sequence S; in accordance with 

a non-linear feedback ~cme, and generating an output cipher stream sequence t; 
according to: 

lS 

where c, d arc predetermined integers with c < d ~ j 

and '' ht• arc integers s j 

such that (a, - bJ ~ {31 - b,) for all c, f E [c,d]. 

Thf 1H1~'1iii11il1l1fliilr 

A stream cipher comprising a liDear driving system which in use generates at least 

one pseudo random data stream, a non-linear combining system including a feed-back 

20 data stream, which generates a cipher stream by perfomllng a DOD-lillcar operation on 

said at least one pseudo random data stream, an integrity system which iD use combines 

a digital message with said feed-back data stream and applies an integrity function 

thm:to so as to generate an integrity check value, and an output sysicm wherein the 

integrity check value is appended to said digital message and the message and appended 

2S check value is enciphered by use of said cipher stream. 

A preferred embodiment of the invention is described in detail hereinafter, by way 

of example ODly, with reference to the accompanying drawinp wherein: 

Figure 1 is a block diagram of a cipher stream generator, 
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Figure 2 is a block diagram of an enciphering apparatus in accordance with an 

embodiment of the invcntioo; aDd 

Figure 3 i~ a block diapam of a modified form of the apparatus illustrated in 

Figure 2. 

With reference first to Figure 1, there is shown a cipher stRam generator 2 which 

comprises generally a liDcar driving subsystem 4 and a non-linear combining subsystem 

6. The linear driving subsystem 4 comprises a plwality of 11 linear feedback shift 

registers 8, prestorcd with key data x_. Outputs from tbc LFSR's 8 are received by a 

10 non-linear proce.uor 10 of the non-linear combining subsystem 6. The non-linear 

p~or 10 includes a feedback system 12 having memory bits s;. An output 14 from 

the non-linear combining subsystem 6 produces a data sequence z, which comprises the 

cipher stteam. The basis of operation of the cipher stream gcnczator 2 is that scact key 

data x_ is provided to the stream cipher 2, which combines the linear pseudo random 

15 data sequences produced by I..FSR's 8, performs a non-linear tr.msforma_tion thereon, and 

a cipher stream is output at 14, for combination with a m~c to be eJJciphcrcd. The 

terminal receiving the enciphered mes.sage is also provided with a cipher stream generator 

2, such that a transformation involving the cipher stream z, and the enciphered message 

can be utilised to decipher the: mc:s.ugc. Equations (1) and (2), below, give a general 

20 definition of the functions performed by the non-linear c:ombiniug subsystem 6. 

' 1 
~ = l(Xiy···~J ,.. .... t) m GF(2) (1) 

Th111111ri 1iii1m11imr 

lbe bit stream z.,, j=0,1,2 ... , is formed by combining tbe outputs (x11 , ... , x,,J, of 

25 LFSR's 8 of lengths I., .... , I..., respectively. 1hc corresponding connection polynomials 

of the LfSR's 8 arc chosen to be primitive and of relatively prime degrees. The m 

memory bits s1;·····s·i arc used to link the jth phue of tcSpeetive LfSR's 8 with the j+lth 

phase. 
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By focm&ing on a subclass of systems (1) and (2) with one bit of memory and in 

which g is chosen to be the binary sum of its argumcuts it can be shown that a system 

defined by equations (3) and (4), below, enjoy a number of properties that make an 

excellent framework for defining ayptographic:ally sound streaui ciphers. 

(3) 

(4) 

Specifically, for suitably chosen functions f this scheme can produce an output 

stream z with the followi.Dg propcttfos: 

10 1/ ultimately periodic with period a divisor of, but likely to be, P where 

15 

p =-= ¢1 - 1)(21., - 1) ..• (2i.. - 1), (5) 

and where ~ is length of LFSR i w:ith output X.· 

21 linear complexity likely to be close to P. 

If we also asmune that (Xo x,1, la, ... ), 1 <= r ,= n, are independent and uniformly 

distributed sequences of random variables and that Sg is uniformly diSln"buted then z, can 

be shown to have the. following properties: 

20 3/ statistical balance in that 

1 
prob(z. = 0) = prob(z'J = 1) • -. 

' 2 

4/ maximal conclation immunity in that z.i is uncorrelated with any liDear form of 
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Note that the statistical assumptions of independence and uniformity of {x.o, x.,1, 

Xa, ... ), 1 <=r<=n, are not strictly compatible with them arising as the output of LPSR's. 

For example an LFSR of length L is very slightly biased towards 1 producing 2i,.1 1 's and 

(2"'"1-1) O's. However, the usumptioos do appear to be rcasouablc for the behaviour of 

S LPSR1s with numbers of outputs much less than the periods. and provided the 

comsponding COJlDection polynomials arc primitive ml of relatively prime degrees. 

It is possible to calculate bounds ou tbc linear complcxjty of the output sequence 

from (4). This can be done by calculating the likely illput memory m from (4) and then 

10 converting the feedback system of (3) and (4) into a feed forward structure of input 

memory m. In principal then an upper bound on the linear complexity may be calculated 

as a function of the lengths L,, to L. of LFSR's 8. 

The following n:sult provides an upper bound on the number of terms in the initial 

15 part of the output sequence before periodic behaviour is exhibited . 

Theorem 1. Let equation{ 4) have the more specific form, 

(4') 

Then the: output sequence 11 defined by (1) and {41
) with the first M terms 

20 .neglected is periodic with period a divisor or p (sec (S)) where, 

Proof: sec appendix. 

Note that in general the system defmed by (3) and (4) bas a period which is 
2S difficult to predict with cenainty. If however the functions g and h arc chosen to avoid 

degeneracies (such as omitting a variable xJ then the period is very likely to be exactly 
P. 

Received Time 20. Feb. 11:20 Print Time 20.Feb.11:40 



• 

---·--·---···-----·····"· -----~-----------·----~---······----·--·------······-·-·· 

20-02-1996 14:27 DAUIES COLLISON CA~l MELE 61 3 9654 2088 P.11 

WO 94/16509 PCT/ AU93/00'87 

-9-

A specific example of a stream cipher is given by tbe so called summation 
combiner, with f dcfmcd to be the least significant carry bit of the sum of its arguments 

in (3) and (4). This may be expressed as, 

• 
ZJ - s, + E X.· (6) 

1•1 
• • 

'J•l • E y., • 5J l: ; . (7) It"' 1•1 

S Calculated linear complexities resulting from the system defined by (6) and (7) 

arc provided m Table 1, below. Each line of the table gives a combination of two or 
three LFSR1s of lengths I.,. The corresponding numbers under P 1cfcr to the period of 
the output stream 71. ·Min Comp gives the smallest linear complexity found among all 
combinations of primitive polynomials of the given lengths. Finally the data under % 

10 represents the difference between P and Min Comp as a percentage of P. Note that each 

register is initialised to be all l's, and the initial cany So is set to O. It can be seen that 

the specific SY.Stem defined by (6) and (7) always has the maximum possible period of 
P. 

15 

M Li ~ f Min Co.mp "1l 
2 2 3 21 19 9.S 

20 2 s 93 92 1.1 
2 7 381 374 1.8 
3 4 105 100 4.8 
3 s 217 208 4.1 

3 7 889 87S 1.6 
2S 4 s 465 4SS 2.2 

4 7 190S 1838 3.S 
s 6 1953 1886 3.S 
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3937 

8001 

6Sl 

2667 

11811 

3255 

13335 

27559 

Table 1 

3638 

7623 

644 

2652 

11353 

3246 

12789 

26819 

Unfortunately, the carry 5i in such a system suffers from bias. 

2.S 

4.7 

1.1 

0.6 

3.9 

0.3 

4.1 

2.7 

In particular the 

carry is balanced for N even, and biased for N odd. Thus for example OD average for 

N = 3 LFSR's the least significant bit of tbe carry is l with (asymptotic) probability 2/3, 

while for N = 5 the probability is 519. Furthermore the cany is biased in nms of equal 

output digits. Although these bias effects become lm significant as N becomes large, 

they do represent an undesirable feature of tbe summation combiner. Note however that 

this bias appears to represent a serious threat to the cryptographic strength of the cipher 

only in the: case of N = 2 LfSR's. 

Two conditions should be met m tbe choice of a function f. (refer equation (4)). 

Firstly it should be highly non-linear so as to provide a cipher stream with a near 

maximal linear complexity. ScCODdly it should be balanced when probabilities are 

conditioned on kDOWD output digits. 

Specifically fwlction is is balanced when probabilities are conditioned on the 

known output digits 71 provided, 

Received Time 

Pr<..s1•1 • l I t; "" 1) • 1/2, 
~/•1 = 11 z, = 0) "' 1/2., 
Pr<..s1•1 ... o I i 1 = 1) = 1/Z 
Pr{s1•1 = 0 l z1 = 0) = 1/2.. 
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For example consider three memory functions gi\·cn by, 

f • a,b1 • •f 1 • bfJ • apJ • b,,sJ • ef'p (8) 
g = aJbJ + •f J + bf; • a,b1(1 +c,Xl •st + (l +a,><1 •b/c~r (9) 
k ,., aJbj • bfj • CJ$j + (1 +a)(l •c,;)(1 +s) • (l •b)(l +e,Xl +s~. (10) 

Note that f (equation (8)) corrcsponm to the summation combiner of (3) in the 
s case N=3. Table 2, below, shows that f is biasedt and tbat g and k arc balauced (both 

overall and conditionally). 

~ b; c; si z, f g k 
0 0 0 0 0 0 0 0 

0 0 0 1 l 0 0 0 
10 0 0 l 0 1 0 0 0 

0 1 0 0 1 0 0 1 
• l 0 0 0 1 0 0 1 

0 0 1 1 0 1 1 1 
0 1 0 1 0 1 0 0 

15 0 1 1 0 0 1 1 1 
1 0 0 1 0 1 0 0 
l 0 1 0 0 1 1 0 
1 l 0 0 0 1 0 1 
0 1 1 1 1 1 1 0 

. 20 1 0 1 1 l 1 1 1 
1 1 0 1 1 1 1 1 
1 1 1 0 1 1 1 0 
1 1 1 1 0 0 1 1 

Table 2 
25 

To sec that g specifics a balanced function one may check that Zj bas a given 
value of 0 or 1 for eight of the sixteen rows of the table. furthermore conesponding to 
each set of these eight rows the value of the column under g is 0 and 1 four times each. 

The same is true for the function k. 
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In Table 3t below, linear complexity data is shown for the functions g and k (cf 

Table 1). lbc table shows that tbcse functions have close to the maximum period 

P'>"iblc (Max) for a nuigc of small primitive connection polynomials. This indicates that 

memory functions can be fouDd that provide near maximal linear complexity, as well as 

balance when probabilities are conditioned on known output digits. 

La Lo: Ls Max A(z)-g ~-g A(z)-lc %-.k 

2 3 5 6Sl 645 0.9 636 2.3 

2 3 7 2667 2071 22 2629 1.4 

2 s 7 11811 11107 S.9 11705 0.9 

3 4 s 32SS 3236 0.6 3241 0.4 

3 4 7 13335 12563 S.8 13281 0.4 

3 s 7 215;)9 25833 6.3 27261 1.1 

Table 3 

However, an area of w~s that cipher systC111S of the form defined by (1) and 

(2) all share is correlation of the output to linear forms in the X.· Thus although the 

cipher may be correlation immune io that it has no correlation to c.crtaiD lmc.a.r forms, it 

must have correlations co other linear forms. Such comlations may be exploited to 

20 determine rhe state of the linear form and so weaken the cipher. 1bis is especially so if 

the LFSR equivalent to the linear form is short or has a connc:etion polynomial with only 

a few terms. 

Specifically it can be shown that if Xi;• x,., x,., ... etc arc considered to be 

2S independent and uniformly distributed scqu.cncc.s of random variables, then for a 

memoryless combiner the sum of tbc squares of the COIR-latiou coefficients to ccnain 

linear functions of the inputs is always 1. Furthcnnorc, a similar result holds for 

combiners with one bit of memory. In particular for any cipher defined by (3) and (4), 

Zi is correlated with random variables of the form 
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(11) 

except for the cases iD wmcb ( 4) bas the special fonn 

(12) 

S In the latter, however z'i = 11+Z;-1 is generated by a memoryless combiner and so 

10 

15 

has comlations to linear forms (11) and in tum to LFSR-sequcnces. 'Ibis is an 

undesirable feature for a cipher stream~ knowledge f.t+Zj--1 allows an attacker to predict 

Z; from zt-1• The following example illustrates a correlation of the summation combiner 

with a linear function of tbe inputs . 

Example. Consider the tbtce cipher systems defined by (8), (9) and (10). Then from 

Table 2 it is easy to verify that if a, b and c are assumed to be illdcpcndent and uniformly 

distributed sequence of random variables then each systems satisfies, 

s Prob(z. ... a. + b. + c. + a, 1) ""-· 
' J J J ,- I 

Tbus z is c:orrelatcd with the LFSR that gcDeTates 8i + b; + e; + a,..1• 

It has also been shown that conclations exist bctwccn linear forms iD the input 

and output sequence for systems with an arbitzary DUmbcr of memory bits. Thus the use 

of memory in the combining function can Dot immunise the cipher from conelations 

bctWccn linear forms in the output sequence and input LPSR's. ID view of this result the 

20 best that can be hoped for is to design a cipher that systematically and efficiently 

minimises all correlations to linear forms as well as maintaining pmpcnies 1 · through 4 

discussed hcrcinbcforc. 

The pn:fcrrcd embodiment of the invention is based on the system defined by 

2S equations (3) and (4), including m~ to make correlations between linear forms m the 
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output cipher stream 2; and the input terms x1i to X.; uniformly small. ID order to achieve 

this, the preferred embodiment provides a non-linear combining sub-system 6 which may 

be dcfmed by the folJowiDg: 

,.111111i 11111ri 1ir~r 
(13) 

(14) 

(IS) 

With (X.O. :itr1• Xr2,, ••• ), 1 <= r <= n, provided from linear driving subsyS<em 4 as 

the outputs of_n LFSR's 8 with primitive counccti.on polynomials and of relatively prime 

lengths ~ then for an appropriate non-linear function f, as discussed above the output 

z is likely to have the following properties: 

1/ ultimately periodic with period P whcte 

p = (2'-a - 1)(21.i - l) ... (2i.. - 1), 

2/ linear complexity close to P. 

20 If linzs is given by a linear form in the phases of z, say, 
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r•l 

linzJ • z, + E ... 1Z,-1 • z,"" · 
l•l 

and it is assumed that {x.o, x,1, Xrz, ••• ), 1 <= r <= n, arc independent and uniformly 

distributed sequences of random variabl~ and that s., is uniformly c::tistributed, then Um, 

bas the following propcnics: 

3/ statistical balance iD that 

prob(linz. = 0) = pmb(lim. = 1) z: .!, 
J J 2 

10 4/ maximal com:lation immunity in that ~ is uncorrelated with any linear form of 

X1J•···.%.J• 

lS 

SJ uniformly small conclations between linear forms in the input and output terms. 

Specifically if 1mx. is any linear fom (11) then, 

A formal mathematical proof of properties 3-S is given below. 

Expand the coefficients of the first terms that appear in cacb product term of Zj 

20 (see (13)) to obtain: 

Properties 3 and 4 now follow from the form of the above in whicb n; appears 
1alone1 

OD the right haod side Of the above equation and neither 11Js Dot any Of Xlj•···,X.,, 

appear in the rest of the cquatiou. 
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10 

r-1 

Unz. = z. + I: "1Z;-1 •Z, ... 
J J 1-1 

=m. 
J 

·~-1<~-2 • w,) 
•m,-1Cm,_,+w1m,-2 • w.p,"" • "'~ 

-16 -

+m_,_.{~_. + "'im, ... + w,zn,_. + w,m,,.s + w,m_,.7 + w~ 

•"'1-10<•1-1• + w1"'1-1 • w•"'1-1' • WJ"'1-1 • "'7"'1-12 .. w,m,_. • w,mJ-n • "'io> 

Property s~ Consider the cquatiou linlj=l~ is an arbitrary linear form (11) iD 

~- Firstly let X. be considered fixed (but arbitrary) for i > 1. Also for simpler notation 

write simply X; rather than Xi;· Ir_:roduc.c new variables u1, u21 ... , u. and vi, v2, ••• , vri: as 

follows, 

"1 = ""J-1' 
"2 = "'J-3' 

., = "';-f' 

"1 = 111
1.!l(t•l)' i 

Vl ""' 1111-2 ., WI, 

Y1•11&J-! + wlm/-2 + W-f'IJ_. + w,, 
v, • "'1-t + "'1"'1--4 + w,m,_, + w,m,_, + "'1'11-1 + w" 

. 
Y.1: = "'J-.!..1(1-3) "" ••• + W .!l(i•l) (GS abow). 

2 2 

Furthermore let~ be considered fixed for i not equal to one of j-1, j-3, j-6, .. 

. , j-l/2k(k+l) or j-2, j-S, j-9, j-1/2k(k+3). Then from the above we have, 

for certain boolean constants a1, 82, ... , 8tJ and b1, ~ ••• , ht- 1bcn each Xs term tbat bas 
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"1 = .i,.a • bi• 
Y1 :::: %}·5 + WJ~-z + b2-
v3 s z

1
_, • w,x1_5 + b,, 

not been fixed can be expressed u a linear form in ~ and v;." For example, 

Zi-2· "'1 • 6,, 
"1-s • "': • •1C"t • •,> .. •2 • "2 • W1l'1 • <1111,ba • b,). 
z1_, • "~ • w4(Yz • w1(\11 + b1) • b~ • b, • "J • w,\12 • w,w1v1 • (w4w1b1 • w,b2 • b,,), --

Now from the expansion of 1inzs .aote that the terms m,_1, ~3, ••• , 

lll;-lnJll(t•l> appear only as shown. Furthermore the: s terms in the rcmai.adcr all have: 

indices less that j-·1.flk(k+l). Thus the equation linz; = linx; becomes, after substituting 

5 for the m and x rerms, 

where linO is some linear form and where f is some function of v1, vi. ... ,vt. By the 

standard results on Bent functions (sec W. Meier and O. Staffelbach, Conclation 

properties of Combiners with memory in stream ciphets, Journal of C,,ptology, Vol. 4, 

No. S (1992), pp. 67-86.) the probability that this equation holds is at most 112 + 1./2 .. 1• 

1 o Smee this RSUlt holds for every Q>Dlbinatiou of the fixed variables then it must also hold 

overall. 

The speed of cipher stream production of the stream cipher generator 2 may also 

be improved over the conventional output at a rate of one bit per cycle. If the output is 

IS produced at the rate of one word (say 32 bits) per cycle then the speed at which the 

cipher could be implemented is increased by a factor of 32. ID order to adlievc this the 

stream dpher generator 2 may be modified so thar each c:cll variable is a word rather than 

a bit. such that the operations of addition and multiplication over GF(2) in equations (13), 

(14) and (15) apply bit-wise between worm. The effect is identical to the nmning of 32 

20 ciphers in parallel and interleaving the outputs together. Thus the nth bit of each oucpur 
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word corresponds to the ourput of a similar cipher operating a bit at a time. Each o! 

these bit ciphers are identical in structure and differ only in tbc initial vectors of the 

LFSR's. By carctully choosing the initial vectors of each LFSR the output can be made 

to correspond to the output of one full period of a given bit per cycle cipher, the only 

S diffcrenu being that the output bits arc re-ordered in a straigbtfo.rward way. Tbc 

advantage is that the word per cycle cipher can produce the output iD 1/32 of the number 

of cycles. 

In contrast to block ciphers, with stream ciphers there is no established mode of 

10 operating that provides integrity. The stream cipher in accordance with the embodiments 

of the invention, however, can be utilised in the implcmenraiioo of a message 

authenti~tion code (MAC) that provides an integrity check value (ICV). 

Figure 2 illustrates a block diagram of a preferred embodiment of the inveution 

15 which includes a first example of an integrity checking med>anism. ID particular, there 

is shown a message enciphering system 20 which incorporates a cipher stream generator 

2 of the type described hcrcinbcforc, and illustrated in Figure 1. The enciphering system 

20 also includes an integrity check value generator 18, an encryption processor 26 and 

a plain text message source 22. Plain text message data is received from the message 

20 source 22 by the integrity check value generator 18 where the message data stream is 

combmcd with a memory data stream S; 16 from the non-linear processor 10. An 

integrity function is then applied to tbe combined streams so as to ICS\llt in an integrity 

check value (ICV). The JCV is forwarded to the encryption pnlCCSSOI' 26, whereupon it 

is appended • a mesuge authentication code ODto the end of the plain text message also 

25 forwarded to the enciphering processing means 26 from the message source 22. 1bc 

message and MAC arc thc:n enciphered by combination with the cipher stream from 

output 14, and the enciphered message is output on line 30. 

A first example of che integrity aod enciphering systems 18 and 26 of Figure 2 

30 as described hereinbclow. 

With the stream cipher 2 implemented a described above, a 32 bit word is 
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produced every cycle. Let a message M consist of k words M11 M2, M 3, ••• , Mt· The 

integrity function is such that the memory bits produced by tbe cipher (s;, s~ 1 , sl+Z •.. ) arc 

wove.a inro the integrity function. The steps involved in encrypting and applying integrity 

10 the message M arc oudiDcd below, where the symbol .... rcfeis to bit-wise exdusivc 

S or, and •cc<r• refers to the word c cyclically left rotated by r bits. Assume also that the 

stream cipher has gone through j cycles and so is in state j. 

Step 1: If necessary pad the message stream with "zero" words so that it contains 

10 at lest 16 words. Thus the message stream becomes M1, M21 M3 , ••• ,~where q > = 
16. 

15 

Step 2: Run the cipher q+l cycles and store the outputs z,.1, 21•:zt ... , 21.,.1 and 

memory words sj•l' 1;.2 •• ., ';..· 

Step J: Add the message stream to the memocy Stream so that 

M'. = M. .. S;.a for D = 1,. •• ,q. 

20 Step 4: Pad the new message stream with 32 extra words by tcpcating the first 

16 words twice over. lbus 

M' .. ...._ = M' ... = M'. for n = 1, ..• ,16. 

2S Ste; S: Define two shift arrays shiftl and shift2 as follows: 

30 

35 

shiftl(i] = i+ 1 for i = 0, ... ,30, 
shift1[31] = 1. 

sbift2(i] = (i+ 1)•11 (mod 32) for i = o ..... 30, 
shift2{31] = 11. 

Note that any number bctWeen 1 and 30 which is Rlatively prime to 32 may be 

chosen rather than 11 in defining smft2. 
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Step 6: Apply the integrity function in two rounds as follows: 

s 

Round 1: 
i = l; 
while (i <= q+32) { 

a= O; 
b = O; 
c = O; 
d "' 0-, 
icY s O; 

10 a = d .. ((M'i"(b&c)) << shftl(i&Ji}); 
x[i] =a; 
i = i + 1; 
b = a " ((M't(c&d)) << shftl(i&31)); 
x(i] = b; 

15 i = i + 1; 
c = b .. ((M'ICd&a)) << shftt[i&3tD; 
x{i] = c; 
i = i + 1~ 
d = c • ((M't(a&b)) << shftl[i&31D; 

20 x[i] = d; 
i = i + 1; 
icv = icv '"d; 
} 

Round 2: 
25 j = 1; 

while (i <= q+32) { 
a = d " ((x[i]"M'j(b&c)) << shft2[i&31D; 
i = i + 1; 
b =a .. ((x(i]"M't(c&d)) << shft2(i&31D; 

30 i = i + 1; 
c. = b .. ((x(i)"M's"(d&a)) << shft2[i&31]); 
i = j + 1; 
d = c " ((x[i]'"M\"(a&b}) << shft2[i&.31]); 
i = i + l; 

35 icv = icv '"d; 
} 

Step Z: Add the: icv to the original message M by setting M..1 = icv. 
Step 8: EDaypt the message by adding the cipher stream such that: 

40 Enaypt (M) = M1"Zs•1• M2'"71+21···, ~1 .. Z;...1 
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A modified example of the integrity and enciphering systems 18 and 26 is 
described iD algorithmic form hcreinbclow, and illustrated .u a block diagram in Figure 
3. In this example the same a.uumptions made for the purposes of the pnwious example 
apply, however instead of the feedback stream (s,, S;.1, sj.2 ••• )it is memory bits {m,, D'lt•tt 

S m;.2 ••• ) (sec equations (13) and (14)) which are woven iuto the integrity function. 

10 

lS 

20 

2S 

30 

3S 

40 

45 

Step 1: If ncccssazy pad the message stream with zero words so that it contains 
a multiple of 16 words. Thus the mcaagc stream becomes M1, M21 M3 , ... , M. where 
n=16t. tan intcgcr>O. 

S"p 2: Run the cipher n+l cycles and store the outputs zt.1, z,.21 ... , Zi+a-.1 and 
memory word stream m=mi, ~1, m;..2 ••• , m; ... 

Stc.p ,3: Add the message stream to the memory stream so that 

M'. = M. .. m;., for r = 1, ... ,n. 
Step 4: Apply the integrity function in three rounds as follows: 

icv = O; 
for 0=0 to t-1) { 

a= 0; 
b = o~ 
c=O; 
d = O; 

Round 1: 
i = l; 
while (i <= 16) { 

a = d .. ((M'1'.;" .. (b&c)"(-b&d))<<7); 
i = j + 1; 
b = a·((M'1&tt((c&d)'"(·c&a))<<12); 
i = i + 1~ 
c = b"((M' 1.;.i'(d&a)"(•d&.b)}<<l 7); 
i = i + l; 
d = c·((M'i&;+t(a&b)"(•a&c))<<22); 
j = i + l; 
} 

Round 2: 
i = 1; 
while (i <= 16) { 

a= a((M'u,.t(b&tc)"(•b&d))<<S); 
i = i + 1; 
b = a .. ((M'sc:i;.i"(c&d)"'("'c&a.))<<9); 
i = i + 1; 
c = b"((M'14+i"(d&.a)"'(·d&.b))<<14)i 
i = i + l; 
d = c"((M'id.i+i"(a&b)"(·a&c))<<20); 
i = i + 1; 
} 

Round 3: 
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i; 1; 
wbile (i <= 16) { 

a = d'"((M'1'i.t(b&c)'"('"b&d))<<4); 
i = j + 1; 
b = a'"((M'H;.t(c&.dr(-c&a})<<ll); 
i = j + 1; 
c = b .. CCM'1fi+tCd&ar<·d&b))<<t6); 
i ::: i + 1; 
d = c'"((M'1~"(a&b)'"\a&c))<<23); 
i = i + 1; 
} 

icv = icv·d; 
} 

Th111111r11iH1i1![1i1·1ni 

15 Stqi S: Add the icv to the original message M by setting M..1=icv 

Step 6: F.ncrypt the m~ge as 

Enaypt(M) = Mi.Z,.i• Mz"Z.,.21···, M..J"Z;...,.1 

U integrity without encryption is required then exactly tbe same procedure may 

20 be used exc:ept that in step 6 only M_.1 is encrypted. Furthermore, the sequence of 

numbcis (7, 12, 17, 22, 5, ... , 23) which arc utilised in the tbrce rouuds of step 4 may be 

chosen at will, however the sequcnc:e given has been shown experimentally to produce 

acellent integrity chedang results. 

2S The above described integrity mechanisms are ideal in the sense that for any two 

messages M and M' the probability that icv (M) = icv (M' for JaDdom j (the stream 

cipher position) is close to 112• where w is the wold sil.c. 1be so called "Birthday 

Anack" (where one message is substituted with another message having the same icv) 

cannot be used against this integrity function u the function changes with the state of the 

30 stream cipher. Note that this is not so with a conventional mcuage authentication code:. 

To highlight the weaknesses of a conventional message authentication code usu.me that 

a fixed key k is used with the message authentication code function Mac. AD attacker 

taps in to the communic.arion line between sender S and receiver R. Further assume that 

35 the anacker knows the contents of a particular message M. Then if the attacker can 

obtain tbe Mac it may be possible to use M and Mac., (M) to calculate the Mac key k. 
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He may then form his own mcs.Yge M' and MaCt (M') and send this to R as if it came 

from the legitimate sender S. Even if rhc: message stream is crJCIYPted with a stream 

cipher tbe attacker can mount an attack as follows. After calculating M' and ~ (M') 

the attacker waits until he believes he knows the contents of a subsequent message M". 

S M" is thcn ~placed with M' by adding M"+M' ro the message stream and Mac. (M') to 

the Mac in the message stream. 

However in the present integrity system there arc major s:easons why the above 

type of attack cannot work. nie length of the key k is at least S12 bits in length while 

10 the icv is only 32 bits long. Thus the ability of an attacker to caladatc the correct k 

from Mand Maea (M) is only about one chance in 2cao (>101~ even if the Mac function 

is ~ily reversible. So only a ncgEgiblc amount of information about k is obtainable 

from M and Mac; (M). It may be argued that f:rom M an attacker could calculate ~ and 

so find m;, however the small level of c:Orrclation between z, and m; makes such an attack 

15 impractical. 

Secondly since the Mac key k is constantly changjng with tbc stat~ of the strc.am 

cipher an attacker cannot insert a message M and a valid icv at any later stage. Thus 

even if the attacker obtains M aod Mac;. (M) and is able to calculate M' and Mac:i: (M? 

20 for another message M' then he must do this quiclcly enough to replace M with M' and 

MaCi: (M) with Mac.. (M') in the actual transmission stream. 

lbe foregoing detailed description has been put forward merely by way of 

explanation only, and is not intended to be limiting to the invention defined in the claims 

2S appended hereto. 
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Proof ot Theorem. In order to simplify the presentation of the proof the following 

S notation is used~ 

• 
$11111j = E z,, 

••• 
1' = g(z11 .... ,zl///), 

hJ = h{%JJ, ••• ,z,;. 

By successively substituting from (4') into (3), 

• ..•. ere. 

Now since the sequence ,ht has a. linear complexity of M::.b(Li, .•• ,LJ, then at most M 

consecutive values of the sequence h.i can be 1. It follows that, 

provided that j is at least M+l. Thus, 

z1 = F(z_.i • 1,2, ... ,n,k • j,j-1, ... j-M-1), 

10 for some function F, and for j at lwt M+l. By the nature of an LFSR any term Xa: may 

be cxprcucd as a function of x.,. m=k+l,k+2, ... ,k+Li.,. Thus, 

for some function F, provided that j is at least M+l. Now for j at least M+l the vector 

of binary variables in F have the same values with period P. It follows tha~ z, bas period 

a divisor of P for j at least M+lJ/ 
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CLAIMS: 

1. A digital data stream generator for gcncrating a cipher scream, comprising a 

feedback shift register structure for producing at least one pseudo-random data stream, 

S and a processing structure for producing a cipher stream from said at least ODC data 

stream, comprising a means which stores a sequence of combination values derived from 

a number of preceding values of the at least ·one data stream, aad processing means for 

producing said cipher stream by multiplying pairs of said combination values and 

summing said multiplied pairs, wherein the difference iD sequence position between the 

10 combination values for each pair is different. 

2. A digital data stream generator ~ claimed in claim 1, wherein the processing 

stIUcnirc includes a non-linear feedback system for producing a scqucuc.c of memory 

values from valu:s of S.Ud at least one data stream and at least one pn1vious memory 

lS value, at least one of the memory values being summed with said multiplied pairs to 

produce said cipher stream. 

3. A digital data stream generator as claimed in claim 1, wherein the feedback shift 

register stIUcturc comprises a plurality of n linear feedback shift registers which each ~ 

20 a pscudo-nndom data stream to the non-linear combmmg strud\UC. 

2S 

4. A digital data stream generator as daimed in daim 2 wbcrein tbe non-linear 

feedback system generates a memory value by applying a non-linear fuuction to values 

of the at least one data stream and at least one previous memory value. 

S. A digital data stream generator as claimed in claim 4 wherein each of said 

combination values is derived by summing values from the at least one data stream. 

6. A digital data stream generator as claimed in claim 5 wherein the feedback shift 

30 register structure comprises n linear feedback shift registers which produce bit streams 

Xi;··.X..• and wherein said feedback system produces a sequence of memory bits s; 

according to S;.1 = f(xJi•···•X..• sj) where f is a non-linear function. 
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7. A digital data stream generator as claimed in claim 6 wherein said combinatjon 

values mi arc produced according to 

8. A digital data stream generator as claimed in claim 7 whcrciD the cipher stream 

S 71 is generated according to 

t 

1.J :I 
111J .. .E 11111-ll(.1:.l) 1111 .. l.l(.l:.,,J • '1-.!.l(.t.J) 

I 2 2 2 

where k js an integer greater than one. 

9. A digital data stream generator for generating a cipher stream comprising at least 

one linear feedback shift register (LFSR), a summing means for producing a sequence of 

10 sums of the outputs of said at least one LFSR, a non-linear fer.dback processing mew 

for producing a sequence of non-linear values in accordance with the outputs of said at 

least one LFSR and at lwt one previous value of said oon-liJlear output value sequence, 

and an output proccaing means for generating a data stream in accordance with a Bent 

function utilising a plurality of pain of said sequence of sums and at least one of said 

15 sequence of non-linear values, wherein the difference in the sequence position of the 

members of each pair is different as bctw=i each pair. 

10. A system for encrypting or dc:cryptiag a digital message comprising a linear 

driving sub-system for gcncratiug a pseudo random data sequence, a non-linear feedback 

20 sub-system for producing a cipher stream from said pseudo random data sequence, and 

a.a encryption processor for encrypting or decrypting a message by combining it with said 

cipher sttcam, the nou-lillcar feedback subsystem comprising a non-linear feedback 

processing means for generating a feedback sequence by applying a llOD-lincar function 

to at least one value from said pseudo-random data sequence and at least one previous 

2S value of the feedback sequence, and a dphcr stream generating mcam for gcncmtillg said 

cipher stream by summing products of pails of values of said pseudo l8Ddom dala 

scquenc:c together with a value from said feedback: sequence, the pairs of values being 
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chosen such tbac the difference in sequence positiou as between each member of a pair 

is different as between each pair. 

11. A system • claimed in claim 10 wberci.D the linear driving sub-system comprises 

S a plurality of linear feedback shift registers which arc prestorcd with seaet key data and 

which gCDcratc scpuate data sequences which are combined to provide said pseudo 

random data scqucnc:c. 

12. A system as claimed in claim 11 wherein said non-linear feedback processing 

10 means in use generates said feedback sequence by applying said non-linear function to 

values from said separate data sequences rogerher with a previous value of the feedback 

sequence. 

13. A system~ claimed in claim 12 wherein said encryption processor encrypts a 

15 plain text message stream by performing a bit-wise exclusive-or operation on the 

message strwu with said cipher stream. 

14. A system as claimed iD d.aim. 12 wherein said enayption pmcessor decrypts an 

encrypted message stream by performing a bit-wise exclusive-or operation on che 

20 encrypted m~agc stream with said cipher stream. 

15. A system as claimed in any one of claims 10 to 14 further comprising an integrity 

checki1lg subsystem for generating an integrity check value from a plain text message by 

combining valu~ &om said feedback sequence with the mcs.uge stream and applying an 

25 integrity function thereto. 

16. A method for generating a cipher stream comprising generating a pseudo random 

data stream sc.qucncc, and generating a cipher stream by summing pmductS of pairs of 

values of said data stream sequence with a value derived from a non-liacar feedback 

30 fuuction of values from the data stream sequence, the pairs of values being chosen such 

that the difference in sequence position as between each member of a pair is different as 

between each pair. 
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17. A mcUlOd acconfing to claim 16 wherein the pseudo 13J1dom data stream sequence 

is generated by summing separate data sequence outputs from a plurality of linear 

feedback shift registers. 

S 18. A method according to claim 17 wherein said non-linear feedback function 

operates o.n values from said separate data &aj\ICDCC outputs. 

19. A method according to claim 18 wherein the output values of said scpaiatc data 

sequences arc won&, such thal the summing and multiplication operations are applied 

10 bitwise between words. 

20. A method according to claim 18 wherein said pseudo random data sequence D1j 

is produced from n said separate dat" sequence outputs~ acx::ording to 

and wherein the cipher stream Zj is generated according to 

i 

:., ill ,,,, + .E (•J-!~.1) "'1-.!•·» + "i-J..•J> 
1 2 2 2 

15 where le is au integer pcater than one, and S; is a value of said non-linear feedback 

function f wherein 

21. A method according to any one of claims 16 to 20, including the step of applying 

the cipher stream to a plain text message stream to generate an encrypted message 

20 stream. 

2S 

22. A method according to any one of claims 16 to 20 including rhe srcp of applying 

the cipher stream to an cnc:rypted mmagc sttcam to obtain a dcctyptcd plaill text 

message stream. 
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ZJ. A metbod ac:cording to claim 21 including the step of combining values derived 

from said non-linear feedback function with .the plain text message stream and applying 

an integrity function thereto so as to obtain an integrity chccJc: value. 

S 24. A method acamling to claim 23 including the step of appending the integrity 

chedc value to the plain text message strcazu before applying the cipher stream thereto. 

25. A method acco.rdiDg to claim 22 including the step of combining values derived 

from said non-Imear feedback function with the decrypted plain text message stream and 

10 applying an integrity function thereto so as to obtain an integrity check value. 

I 15 

26. A method according to claim 2S incl iding the step of comparing the integrity 

check value obtained. from the plain text message stream with a value appended thereto 

so as to determine the integrity of the decrypted plain text message. 

27. A method of enaypting a digital message comprising generating a pseudo random 

data stream sequence, performing a non-linear feedback transformation on said data 

sttcam sequence, generating a cipher strr.am in which correlations to linear forms are 

minimised by summing products of pairs of values of said data stream sequence with a 

20 value of said non-linear feedback ttansformation, the pairs of values being chosen such 

that the difference in sequence position as between each member of a pair is different as 

between each pairs and euaypting the digital mcsage on the basis of said cipher stream. 

28. A method of decrypting an encrypted digital message comprising generating a 

2S pseudo random data stream scquc.occ, performing a DOD-linear feedback transformation 

on said data stteam sequence, gCDCrating a cipher stream in which correlations to linear 

forms are minimised by summing products of pam of values of said data stream 

sequence with a function based on a value of said non-linear feedback mmsformatio~ 

the pairs of values being chosen such that the difference in sequence position as between 

30 each member of a pair is different as between each pair, and decrypting the digital 

m~agc on the basis of said cipher stream. 
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29. A method according to claim 27 or 28 wherein said pseudo random data stream 

sequence is produced by a combination of outputs from a plurality of linear feedback 

shift registers. 

S 30. A method ac::cordiq to claim 27 wherein values derived from said non-linear 

feedback tJaDSformatioa are combined with the digital mes.uge, and an integrity function 

applied to the combination to produce an integrity chcdt value whicb is appended to the 

digital mcs.ugc bcfmc qcryption thereof. 

10 31. A method acc:ordiog to claim 27 wherein values of said pseudo random data 

stream sequence arc combined with tbe digital message, and an integrity function applied 

to the combination to produce an integrity check value which is appended to the digital 

m~agc before encryption thereof. 

• 15 32. A method of generating a cipher stream utilising digital processing apparatus, 

comprising generating a pseudo random number stream sequence nz;, generating a number 

stream sequence ~ in accordance with a non-linear fccdba.ck sdicmc, and generating an 

output cipher stream sequence Zs according to: 

where c, d arc predetermined integm with c < d s j 

20 and a.:. ht. are integers .: j 

such that (a, - bJ • (~ - be) for all c,f £ [c,d). 
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33. A stream cipher comprising a linear driving system which in use generates at least 

one pseudo-random data stream, a non-linear combining system ~luding a feed-back 

data stream, which generates a cjphcr stream by pcrfon:ning a non-linear operation on 

S said at least one pseudo-random data stream, an integrity system which in use comb.lacs 

a digital message with said feed-back data stream and applies an integrity function 

thereto so as to generate an integrity chea value, and an output system wherein the 

integrity check value is appended to said digital m~ge and the message and appended 

cbcck value is enciphered by use of said cipher stream . 
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