WO 03/ 077522 PCT/ US03/ 01197 APPARATUS AND METHOD FOR COVPUTER TELEPHONE

| NTEGRATI ON | N PACKET SW TCHED TELEPHONE NETWORKS CROSS- REFERENCE TO
RELATED ARBLOBG@ATRIONS 5 This application is a continuati onPChAsas/0110f each
of pending United States Patent Application Nos. 09/723,747, filed
Novenber 28, 200APRARATUS AND KETHOD FORNGOMPUBERZDELEPEHANEOf which is

itself a contipnptGRATIONRN PACKEPSWECRES FELEPHONEARTWORKS No.
08/ 955, 834, fiTed on Cctober 2T, 1997/, now rssued as Patent No. 6,201, 805,

and of United States Patent 10 Application No. 10/092,832, filed March 7,
2002. TECHPROSS-REAHRENCE T@vIEELAd'EDAPEd.é@Aﬂ'tDNSrrput er tel ephone
I ntegration (CTI eC|f|c

.and, . d d d
appar at 8s for ut%hlg%p%c%%rn%s- CQrUI al]ég H%ﬁt%n V%ﬂ'ﬁpgﬁeggrephone
network. | t'éR@OCPBt&t ygﬁé@tﬁﬁw ﬁHQO@bﬂthm7 fifeR) Navmbepzsaimmwwnced

dat a networ f eat ur be utilized for tel ephone call's routed over
the Inter neﬂQ/B@ﬁ,dSOél, fledaViarshs!3,08dheagh of uddieh isritself@ pentinyationdntradt i n

112 ng hted §eE pARR AR A SR Sub e BaRRRRFRECE poi nt on

the packet 1@3769#@9&1%30@@ \A@r%teﬁt Nbldsamcsdso anebafhangel $ifies Patdrmn with an
appl i cations corrputer for the Eurpose of _ maki ng routing deci sions,

per f or tiong Arplicaban M 194092832, HadhacND 2602THE | NVENTI ON 25 Tel ephony
over packet networks, particularly over wide area networks such as the

I nternet, has recei ved consi derabl e attention recent| y. Specifically, it

I S now posSTHECEINICALGEIEEDvoiI ce, data, and video over data networks such as

the Internet, and |ong distance tel ephone cal|ls may now be O routinely
routed over the T'Hﬁéﬁ“f?é‘ttlon'l"ﬁ@t@%%@Qﬁ“ﬁ@ﬁ%ﬁeﬁpl‘@%ﬁ?ﬂ%‘ﬁ’ﬁdﬁﬁ%"’m‘gtreams

of 11 chont UTalS poadidt, KPaK EnBithBaTetich it ARSa e RIFRORA" rcui

bet weens t htecleriguesin apdcket :t\mdblmﬂrejephone network. In specific enhanced

embodiments, the invention allows advanced data networking features to be
utilized for telephone calls routed over the Internet, and also allows telephony
functions to be implemented in conjunction with remote applications
computers over a data network utilizing a variety of packet telephony

20  protocols. An interface point on the packet telephony network is utilized to
exchange information with an applications computer for the purpose of

making routing decisions, performing load balancing, etc.

BACKGROUND OF THE INVENTION
25 Telephony over packet networks, particularly over wide area networks

such as the Internet, has received considerable attention recently.

Specifically, it is now possible to route voice, data, and video over data
networks such as the Internet, and long distance telephone calls may now be
30  routinely routed over the Internet. The transmission of such information
streams over packet switched networks such as the Internet can be more cost
efficient than traditional telephony, which requires a dedicated circuit between

the calling and called party.



WO 03/ 077522 PCT/US03/01197 Conputer tel ephone integration (CTI) has been
widely applied to traditional tel ephony nethods and apparatus, but has not
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call control, call setup, call termination, and other similar techniques known to

those in the packet network telephony art.

The H.323 standard defines a functional entity called a gatekeeper.
20 The gatekeeper handles network functions such as bandwidth control, zone
management, address translation, and admissions control for a designated

set of network terminals.

The gatekeeper function provides services analogous to the call
25  processing function within a private branch exchange (PBX) in conventional
telephony. In traditional telephony, CTI features are provided by creating an
interface between external application software and the call processing
function within the PBX. By contrast, in the known packet network telephony
art, interfaces to the gatekeeper are only defined from other gatekeepers, end

30  points, and other network entities.

A second protocol for performing packet telephony control functions is
the Session Initiation Protocol (SIP) defined by IETF RFC 2543. Like H.323,
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2 WD 03/077522 PCT/US03/01197 SIP includes a plurality of functions that
establish, nodify and termnate nultinedia sessions. The SIP nethodol ogi es
i ncl ude awoasiogtsy2 of functions that go beyond those descrchatobgiibf 323.

For exanple, SIP includes the ability to support nobile users, the use of
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I nvention as incorporated into a packet network tel ephony 20 system Figure
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est abl i shnent oflyne{{r&?%%ounggcatltm%hét |’§Mgg?g%?|g§rpgd}égtn)’e%ern(lall seoftvvare

appl i cabi opressrtapplicatiac desceratsiy direciéa phanyH.878tarother patkghced 25 and

ext ended by the present jnvention nd,.the H 32 rotocol, Figure 3 shows
a)ri exenpl a?il‘?leﬁﬁg léélés"}eﬂbiﬁ ‘éﬁ‘&blraé}ﬁf?ﬂqﬁc?f'gi‘%ﬁomﬁ’é'%ei'ﬁ\?@ﬁpf}(&ﬁ?dtt gc‘gstabl i sh an

out bound Cabdiok NG BeR¥ AR Bal muplibhAg SndatickAldionsn a sim | ar
envi ronnent; 3 Igure 4 s[m a signal diagramof a direct connection from
a cal ling Aléonghdhet80apatant endtserms fusthen penginchislaed ApPHcatians at i on
Protocol ( %lrlepgtly improve the capabilitieg of packet telephony systems utilizing CTl, no

15 known prior art can provide routing flexibility in such CTI systems.

BRIEF DESCRIPTION OF THE DRAWING
Figure 1 shows a conceptual overview of an exemplary embodiment of

the present invention as incorporated into a packet network telephony

20  system;

Figure 2 shows exemplary message flow between system elements
during the establishment of an inbound call that is detected by an external
software application using the packet network telephony system as enhanced

25 and extended by the present invention, and the H.323 protocol;

Figure 3 shows an exemplary message flow diagram utilizing the
invention to establish an outbound call requested by an external software
application in a similar environment;

30
Figure 4 shows a signal diagram of a direct connection from a calling

terminal to a called terminal using the Session Initiation Protocol (SIP);



3 WO 03/077522 PCT/US03/01197 Figure 5 shows two different enbodi nents of
an SIP inplenentation in a network; Figure 6 shows a signal diagram using
proxy serwerog/ozmsek t he SIP 5 protocol; Figure 7 depicts aPCorgsos/er97

tel ephony integration (CTl) applications conputer interfacing with a

net wor k i npl eneFigure 58HSwsl wd-difierentiermbodneniobhan SiPgmgllemeatatiominor an
exenpl ary enbodi nent of the invention; Figure 9 shows a flowhart of a

met hod for aiﬂﬁiW@ﬁ‘ﬁnti ng call routing in accordance with an exenpl ary
enbodi nent of the present invention; and 15 Figure 10 is a flow chart of an
exenpl ary inplenentation of the present invention. DETAI LED DESCRI PTI ON OF
THE PREFERRED EFR{IpE SOV aAidret lnagram asingpeexyi sersiers avédthea BlRccor dance
with the present. invention that relates to a packet network tel ephony call
process? ngPBPFE% (e.g.; an H. 323 gatekeeper, a SIP proxy server, and/or a
"pass-through” server) that is arranged to interface with a plurality of
external call processing applications prograns that ma_[y be | ocated on one
or nore renote ¢igatiedapicidsa Reuutirdstephpny irdegiadiond&TILapplicaianswe t er m
herein as the | ipterface.the server or - and associ ated software
t hat interPQH@g‘-?Un{]q{%Cmﬂ Wghﬁa??“}vorléwpllgg};\eﬁ%g'ﬁ;glgmputer from the packet

t el ephony environnent. As explained below, in a SIP situation, this CTI
interface may be, for exanple, the proxy server or "pass through" server,
and i ni¢he H. 32Figurei&d showsanothet isigoal degramiier pacxemplayarabadimentne

gat ekeeper. .Ln acco.dﬁ_nce with the teachings of the present invention, a
cal | procgg iehlﬁ“'gB Ytcation conputer is connected via a data network to a
Cri 4

Figure 9 shows a flowchart of a method for implementing call routing in

accordance with an exemplary embodiment of the present invention; and

15
Figure 10 is a flow chart of an exemplary implementation of the present
invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
20 A technical advance is achieved in accordance with the present

invention that relates to a packet network telephony call processing device
(e.g.; an H.323 gatekeeper, a SIP proxy server, and/or a “pass-through”
server) that is arranged to interface with a plurality of external call processing
applications programs that may be located on one or more remote computers.
25 Regardless of the protocol utilized, we term herein as the CTl interface the
server or computer and associated software that interfaces to the third party
applications computer from the packet telephony environment. As explained
below, in a SIP situation, this CT! interface may be, for example, the proxy
server or “pass through” server, and in the H.323 environment, such CTI

30 interface is preferably the gatekeeper.

In accordance with the teachings of the present invention, a calll

processing application computer is connected via a data network to a CTl
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WD 03/ 077522 PCT/ US03/ 01197 interface, and these two entities exchange
nmessages in the manner specified by the invention. The CTl interface may
be | ocal Iwoms/ormentely | ocated with respect to either of PChaSesiapel nt
termnals that will participate in the call, or wth respect to the
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t he appl i cacheork arahiouprevids ¢ Iofmafmartlomﬁml @qrémlfcq)a um@me 15 regi stered

endpoi nts for rmnltorl ng .and,cont te n I at a
gi ven end ABPHgatIONSLA ﬁ?%ﬁsAﬁﬂ?&[‘eé%g‘f e%t?leq{g?\ efw%ggéﬁ%gﬁeelgﬁﬂ uﬁ
endpoi nt r%t\b@e@vaﬁ@us @ himd18br etherodes, mcmdin«em coanunicates Sp
enabl ed device. 20 In connection with the SIP protocol , addit | onal

functi ons suihorssor n@é@a@@h@at@@kcmpmbs ireorges e proyide HrensalyinfEaHRRpi ng,

nt erfaci ;

e oot T Snt s B o RE e R LR Bl A R BB o 0

enhanced T wagiingsn ﬂ'ﬁséﬂipll@ﬁﬂon behputerar eExaamlemmmte mctmnsalm,:tudd furt her

enhanced enbodi rrent of the present invention, %olrlg%[pl ons conputer is
|

ut i : i zed t establisbing and fearipgrdong eallsy iraasferipg @al P9'n9and
ut t
t i zi ng ggg?ggﬁggtﬁésggggghs%ﬁ{m}t& /% ORI RRER éjaeac@cgalﬁmﬂt ion only,

call s may _ eeper 'to be conpleted t I'rtual ™ called
party, 191 'ragistered ‘endpoines for Thenitering and towrtrolndeteemirisg teestate of calls

at a given end point, and various other functions. For purposes herein, an
endpoint may be a user terminal or may be an individual port on an SIP

enabled device.

20 In connection with the SIP protocol, additional functions such as
keeping track of mobile users, performing DNS mapping, interfacing with
redirect and proxy servers (defined below) and monitoring the results of calls
implemented by such proxies, and plural other enhanced functions described
below, are implemented.

25

In a still further enhanced embodiment of the present invention, the
applications computer is utilized to perform call routing services. More
specifically, and utilizing the H.323 gatekeeper example for purposes of
explanation only, calls may arrive at the gatekeeper to be completed to a

30 ‘“virtual” called party, or “virtual” number. The term virtual number as used
herein means a called number that does not correspond to a called terminal,
but which will be translated to one or more actual called numbers

corresponding to physical terminals by an applications computer.
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herein neans a call ed nunber that does not correspond to a called termnal,
but which will be translated to one or nore actual called nunbers
correspomaprgiots2physi cal termnals by an applications corpmtusn3/0E9N0O

03/ 077522 PCT/ US03/01197 1In accordance with the invention, the gatekeeper
receiving the call contacts the applications conputer, which executes an
algorithmthat deternines tgo where the call oul d actuallipebgﬂ out ed.

Such al gorithm rl@@ccgrcﬁﬁl@?lygjg] ﬂ&_inm@m&ﬁ'@ GafESEPPHERFENIW, type of
call rout! Nend fathdapangiafs é:%fdéid\xﬁf)gﬁﬁ(ﬁ ER46189 ancdiGoritFRFtigvent i on

| eaves the decision ,regar termnal the call is actually
routed up tdetédeinesfphvhest trnsalt sihquld ectuafiydie muted.r Sngb aigarithmaviades

flexibility in that t orTer, h t he cal | ed inal to which
call i 551 ouRedtyaspese Tl SRParkE0 SRRy BRE T Gl couig-1ead of havi ng
to change %M@,rs?ﬂgﬂ)é&d %thﬁgé etcEl THE Snveritiohushvad Bfe @8cigar vi ew of the

I nt erconnect1 on gat ekeeper conputer 102 with the applications
conput er 108gamciing @i whichdintahtermiealdhieogd inactualy pewtedntp tonfhent i on and

tilizing the H 323 standards.and i5 terninology.. T Le.
"ht er conwe RGNS SBBHET - coiiabariapeth N S Ee 1ERRE Rty by ¢ he
addi tion Ofcﬁgfrﬁé\aﬁ]%%/%‘éﬁgefth‘é%ilé’d‘ferﬁﬂﬁ?al teqatich beshllng koutedBynupHtipgt i ons

path 105 nay be any type of data communications path. 20 The arrangenent
of Fi gune 1hémpplicRiionseomplitesinstearhpl haviep ke alrange petwerkirerting ialess 104,
typically inplenented as software, which nay be |ocated on applications
conputer 103 or on separate conputers connected via any comruni cations

network to appl iFgireonflueatist et oléFiewl ppinedhtercotmectioapgfitheat i ons conput er
may be collocated with one of the end pgints described 25 b%d_ow. &he
99'[% e

ar r angementgaiekeeinglicempuies §02 with fhe apelieatipnsrampgier 1Qiaaso
personal c . (el . %:ﬁt node
capabl e of qgﬁﬁré%%g%t | oﬁgpgﬁgﬁgﬂﬁggﬂgﬂlﬁ%ﬁ%r '%?%%L%@%%ﬁéonnent .
15  terminology. To enable such interconnection, gatekeeper computer 102 is
enhanced and extended by the addition of software whose functions are
described below. Communications path 105 may be any type of data

communications path.

20 The arrangement of Figure 1 includes several external telephony
applications systems 104, typically implemented as software, which may be
located on applications computer 103 or on separate computers connected
via any communications network to applications computer 103. Typically, the
applications computer may be collocated with one of the end points described

25  below.

The arrangement of Figure 1 also includes end points 106, which may
be personal computers, network computer devices (NCs), or any other node
capable of interconnection to the packet network telephony environment.

30

In operation, a command is issued from an applications computer 103

requesting certain telephony services which will be described below. The

message requesting such a service is transmitted through path 105 to
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30 In operation, a conmmand is issued froman applications conputer 103
requesting certain tel ephony services which will be described bel ow. The
nessage reouwamtisay such a service is transmtted through pattusi®sivo 6 WO
03/ 077522 PCT/ US03/01197 gat ekeeper conputer 102 for processing. The

message sephidk@epat 66@BaRI 10208r pratssingat Hieapasade 2ehbiegatelagper
appropriate signaling nmessages wth other Igmcke%(net rk tel eBhog‘%t
envi r onnenf 02 causes gatekeanaed 02 {0 gxehangsapPiopFiatsSanalNg MessaIPH M hpor at ed

H. 323 st a”g@‘reg -p[aéﬁ?ﬁbé% ﬁelgé]heér@)frp\ﬁ&ﬂﬁ’ﬁé\ﬂenoo%s% £¥aRher ak kRsemdd ned

systemis processing functionality requested by
appl i cat i ofsy ex@mmple o tHDBcorpdrateal Ifi.323 stppdacihtA®ageswoof thiziseadengser at i on,

various call control functions requested b 10 lications computer 103
are perd or AEaVeRist e epinldiRed syptelp s ablﬁgai'%ipm?ﬁ?ﬁﬁe&?ﬁﬁ%%%s'%pr opri at e

request s °¥urﬂ:?ibﬁ5ﬁt998{; ddiéd b?%ﬂpi]iﬁéﬁér?snéom QEBPUIOR orl-B8h AR YT BBplidatibnshe

out come of WEFPoaSI cant e eant Polt functions and transmt such outcome to any
of applicatipgns 104. 15 Figure 2 shows an exenplary nessage fl ow di agram
for detecting an inbound call froma renote end point (e.g., termnal) to

a local end point supervised by an external conputer tel ephony application

using the preseﬁurin?'ﬁé&?&ﬂi&ﬂ-vaTiBGs%Bﬁ%bﬁh,@l RIRIDhS rsdu@sted byFi gure 2 is the
nonitoring of an 1ncomng call to end point 202 using packet network
t el ephomy applicatonsrapnaitanpdd are pedornied dyitbe gatekaaper 10223 st andar d,

enhanced by the present  invention to rmt |,.Ci ' n

ext er nal SM\%@“Q& W&fﬁ%@@@@?la{%ﬁ%ﬁSgasn?ﬁﬁﬁggéﬁlééq%zgpgg?ﬁggﬁt audi o
term nal s, chR{pud Y MayGRERIWIGhe RicirRE®Tearbppedi ssnirbidRActompandnt

t el ephone 8EVI ces. CGatekeeper 203 is as described, for exanple, in the

H. 323 st antrangmiirstichsotaemede anyrefmpplicaljons1@he present invention, and the
external application 201 nay be present on a separate conputer as
previ ously di scussed.

15 Figure 2 shows an exemplary message flow diagram for detecting an

inbound call from a remote end point (e.g., terminal) to a local end point
supervised by an external computer telephony application using the present
invention. The specific example shown in Figure 2 is the monitoring of an
incoming call to end point 202 using packet network telephony methods and
20 apparatus as described in the H.323 standard, enhanced by the present
invention to permit the participation of an external software application 201.
End points 202 and 204 represent audio terminals, for example, computer
systems equipped as H.323 compliant telephone devices. Gatekeeper 203 is
as described, for example, in the H.323 standard and as further enhanced by
25  the present invention, and the external application 201 may be present on a

separate computer as previously discussed.

In operation, the call initially proceeds according to the methods of the
packet network telephony environment. A bandwidth request message 205 is
30  sentto gatekeeper 203 and bandwidth is granted by the gatekeeper at
message 206. A call setup request, message 207, is issued by the initiating
end point 204, and gatekeeper 203 causes call setup request message 208
to be transmitted to receiving end point 202. A call proceeding message 209

7



In operation, the call initially proceeds according to the nethods of the
packet network tel ephony environnment. A bandw dth request nessage 205 is
30 sent twogawvegiseeper 203 and bandwi dth is granted by thePgattshyeper at
nmessage 206. A call setup request, nessage 207, is issued by the initiating

end poi nt %Oﬁadnﬁﬁﬁte%;ﬁm@%wmﬁ@ sk baek to gatskecper 03 andesizygd 208 to

be transmtted to receiving end point 202. A call proceedi ng nessage 209 7
WO 03/ 07758&2inkEting3asl inDQ%10i8§ ghoyfismitted by the receiving end point back
to gat ekeeper 203 and relayed to initiating end point 210 as shown. At
approximately the same tine gatekeeper 203 relays the call 5 proceeding

indi cation to tpag dpprdridiatslg tiendamel tihe gatel@epes 208aeRiy/S the gall ekeeper 203
also transmts to external agﬁl ication 201 a notificati on?iaat an i nbound
R

cal | i s5bepragaesiing insicalipnitadne duatinggneRAIN SS9 PESSagaféleeper 203
sends this i Q04 ki

Cndl cat od_ PHEKEERer 203 HEEHEREFIOR cRRPACRIIRAIGh 2oRPnaNRAON BNt
recei ving ahGnisowhdealhis BEAg réceivsdiby the rensivieg enthmint2QRinGatekeeper

receiving end point 202 requires network bandw dt d such bandwi dth is
request ed £P3rseads thisrpessaae B?Cat{%ee)ﬁ%'ir@*@%@‘?at@@&%ﬁﬁﬂﬁpFPé’é s 212 and

oy L itk E FodtirebhTRRANGH fftcelthdt) éVerd9BctuiiBig dt feddiviy  he

user to thearrrvin a ndi cat'i on "of such ringing is

transnipt eéntllpoini@02ressages 214 and 215 to initiating end point 204

t hrough t he gat ekeeper 203. Wen the call is connected at the receiving
end point 202 because of user action, end point 202 inforns gatekeeper 203

via nmessage 2164, gRjditiolddnhieBPindlinb G E KL RBECRNY S P8ine R0 MeYEIres
notification to the external application 201 via nessage 217. At
appr oxi nat eetwortkearaivadth, mind syl@géleé@pédthz'%eqmﬁtedtf@én apdfiecated byni ti at i ng
end poi nt %t?él gg e%teeE)Q?Qf)g %lé?nsgt r%%sgéigljels Q?f aRSefl 39%@)%?&?9dte¥|jnﬁ1al at
15 monitored end point 202 rings to alert the user to the arriving call, and an
indication of such ringing is transmitted through messages 214 and 215 to
initiating end point 204 through the gatekeeper 203. When the call is
connected at the receiving end point 202 because of user action, end point
202 informs gatekeeper 203 via message 216.
20

At this point, gatekeeper 203 sends an answer notification to the

external application 201 via message 217.

At approximately the same time, gatekeeper 203 indicates to the
25 initiating end point 204 that the requested call has been connected via

message 218.

In accordance with the protocol described hereinbefore, the detection
of the call by an external application is accomplished via a protocol of
30 messages transmitted between the gatekeeper and the end points to be
connected, as well as between the gatekeeper 203 and the external
application 201, thus enabling gatekeeper 203 to inform external application

201 regarding the progress of relevant calls in the packet telephony network.
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message 218,. In accordance with the protocol described hereinbefore, the
detection of the call by an external application is acconplished via a
prot ocol wD03071essages transmtted between the gatekeepePCanbos/bma9end
points to be connected, as well as between the gatekeeper 203 and the
external application. 201, thus enabling gatekeeper 203 to inform external
application 201 regarding the progress of relevant cal LN the packet

|
t el ephony net worHQUIES A % bnowa ?[Bﬁ%’ﬁ_@lfl@cﬁn ﬁ?‘tﬁﬂ?%@’aﬂf@ﬁ%ﬁ 'Show
anot her exajipligaiiin AduBXfifs Bl ofablistheREstAMsuMoRNHCE! Rimfiagalsg [ no the

establ i shnme an out rominitiating end point 386 to

recei ving end pontB86R0reckivinyg ehd pointradds ddasy ohthe megsages Bivohed ibper at i on
are substantially simlar to thgose.previously set fqgrth with respect to the
moni t or § ng thig qn%ati%%rwtbsz@mt' lé‘s%’?'fl%re@ tHHSéPQ%\fJ%U y Sﬁéwéwgﬁages not
previously di bt \IRRACHABE@ N Fifurdit Newhe

di scussi on r(% 6‘%{3%?% gﬁnﬁﬁgHg)‘?Eﬁ%g ogggl%iracat i 8n 392 | ir{s:ﬁllgl ures 3a and 3b

i s assuned nhessages not erérdossly disoussed intiguretare glesekibegd delaBsAswitto

accordance w th other hod scribed by . this i Nt indigate its
intention tie g%és'eﬁqu%%f{?rs%ﬂﬁ?«% E?'safélﬁ"f’ﬂ{'?%?ggi?tﬁt’@‘”ﬁ%?’ﬁ%fd.%@ end
poi nt 386. jg égsfﬁgél”t@ﬁa@érp?é\ﬂo@é]y copiflisieaRd W8 gatekeepaeBagas the
conference control point functioh as currently known to the packet network

t el ephony actordanseWithsothenenetbads degerpdly this invendianiteindieateriser connect
t |1 t . Ly th « il g T At | I nt 386
and the confiBrie o isSgf e confioh Rls Wb HEEba: RS it b BofR 3580, L 7T

and the receiving end point 390. For clarity of description, the conbined
gat ekeeper and conference control point apparatus is referred to as

"gat ekeeper 388.In Figyrendasang8hceatoreaRsy: %'%é@ﬁ"Hg?Wh%C@“fﬁE%%ssage
ool 1 2oeofois L LR R G TR R TR B
est-abl i shedThisFongitreisasseerb\3®@ invention to interconnect two call segments,
namely the segment between the initiating end point 386 and the conference
control point; and between the conference control point and the receiving end
point 390. For clarity of description, the combined gatekeeper and
conference control point apparatus is referred to as “gatekeeper 388."
20
The sequence of messages begins with a new message 301, specified
by the current invention, through which the external application 392 makes a
request that the first segment of the call be established from gatekeeper 388
to initiating end point 386.
25
Next, according to known packet network telephony art, messages 302
and 303 are exchanged between gatekeeper and initiating end point 386 in

order to set up that first leg of the call.

30 Next, the gatekeeper 388 sends a new message 304 to external
application 392 to alert it that the call request has been received and is being
processed. Much of the remaining signaling, relating to the establishment of
that segment of the call between initiating end point 386 and gatekeeper 388
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to initiating end point 386. 25 Next, according to known packet network

tel ephony art, nessages 302 and 303 are exchanged between gat ekeeper and
initiati yoda@7sei nt 386 in order to set up that first | egrafSosbmoral . 30
Next, the gatekeeper 388 sends a new nessage 304 to external application

392 to al eff Figuréd1ah anlests;a bubstgntially dimdlabtethat peeiivesly dedcriedeithg
processed. Miuch of _the remaining signali ng, ral a%hﬁg to the esft aﬁl i shment
of that stespest toFiguie 2:and thysiwil 8/t PRirePeREHy Hyi ficesBs TRYeI

gat ekeeper 8 / P%Eék@%}%lﬂj%se ' [We]¥Ts d t$het 1 S
substanti aPF§165$W%$§?§Zth§§p’ evi ously eérgrcze%gg"gmgltnﬁ%r?gssrggct tg Fi gure
2 and t husypith seebndéed epibetcadl. fr@hiitseHtd yecaiving endepdint 390.1 eg  of the call

has been set up, gatekeeper 388 proceeds in sinmlar fashion to set up the
second $eg of the call fromitself to receiving end point 390. 5 However,

during the proc [ ' ' ; i gper 388 sends new
FENABRL 8 B85 go g0 Surost e

nmessages to the ation evant stages of call

pr ocessi nggatekelepei 688 skhds nebeeagagSOB theddernahgpplicationd9d ak i ng end
poi nt 386 has acquired thlf neces.sar%lIC etwork bandw dth to place the call;
2. Message "ejg¥antipges PhER RCeraipgi Eﬁﬁ%d point 390 is processing the
request for the call; 15 3. Message 310 indicating that receiving end
point 390 is alerting its user to the arriving call; and 4 Message 312

i ndi caté ng t hat 1r eceiMéssggerfdpisdivating dhafdsitiaiog ghevpdiri3dtheagal | and a

connection has been established. 5. _An f i to
exceptions, status, (?rcq%ﬂq ﬁ?ﬁ Hecﬁgé%éswggtqagﬁaé@gﬁ é%%%@e%&l,t hen
provi de nonitoring and
2. Message 306 indicating that receiving end point 390 is
processing the request for the call;

15
3. Message 310 indicating that receiving end point 390 is alerting

its user to the arriving call; and

4. Message 312 indicating that receiving end point 390 has
20 answered the call and a connection has been established.

5. Any other messages relating to exceptions, status, or control.
The application systems 104 may then provide monitoring and
control as desired, and as described in the parent application,
25 now U.S. Patent No. 6,201,805. Thus, the system provides for

monitoring and control of H.323 calls.

Moreover, as described more fully below with respect to Figure 9, the
gatekeeper 388 may receive virtual numbers that are conveyed to an

30 applications computer for translation to actual numbers.

Figure 4 shows an alternative embodiment of the present invention

utilizing the Session Initiation Protocol (SIP) in place of H.323. In SIP, callers
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control as desired, and as described in the parent application, 25 now U. S.
Pat ent No. 6,201, 805. Thus, the system provides for nonitoring and control
of H. 323 wealB®775_br eover, as described nore fully bel ow wPCh/use¥pEgr to

Figure 9, the gatekeeper 388 may receive virtual nunbers that are conveyed
to an 30 appbicefibboBanestanlishrcallsin bnans treeonatmess {athencatiee directly gure 4

shows an alternative enbodi nent of the e i nyent | ilizing the
Sessi on | nicentacisthersaliese 86 S{‘QWI’-")'”'FHIQ'-HP%ZEEEF'?-I %rcqrﬁaﬁsghegg ‘F%?s 10 WO

03/ 077522( lﬁ;{jbﬁe é@%ﬂ, ngs %ﬁbwﬁ ﬁ%ﬁe@( %@'(B)Sﬁecé‘élie? coRtaeRethelf three

manner s Pec fs the ‘ca as shown in Figure
4, (2), thealted tr&buglmlatmedlmdtlservmlslhewn in rigungroB. ﬁ:sowil becexpdaineds shown in

Fi 5A; 3) the call tacts th Il di r ect
Cerver Shofithdr dsigw BeoHInATGFeduage b cee StDPaHERBat S5l 1 ne

si gnal i ng %ﬁ-ﬂr %ﬁcé rthéthtﬁetﬁf ofaliBh fé?ﬂ!oe&ﬁtécﬁ/tﬁékalléb% HafiveceXxcept

that the in reqwre to contact the callee is derived from

di fferent $oum differéuotrsdurees fordbe diviekaliferent egess. More specifically, in the
direct contact of Figure 4, the caller is aware 10 that the SIP Universal
Resource Location ("URL") of the callee maps to a specific known Internet

protocol ("IP") npskaregesifichily.! |HQhéHEré619r§5mQét&Wl@@ﬂ&heﬁﬁlleti@%ml er is
not aware of the |IP address of the callee. Therefore, the caIIer 502 sends

a request thattthe %Pd&mve@abgesaowetl@&?@apn (tURL D« the gakpemans tOs t he
call ed part Y 03 /4 15
addr ess of S \E/’QP'?‘ég‘ B ét%ﬁﬁt &Pﬁ(g %Kéé?@ﬁéﬁ% &g@t rPaﬁ&rpmrédhﬂghg request
over a dat %An%é’\’@é“%rtl@ nbbawedé bethedi® 43dre84 of thanedlles. Therefore, thfe a
re-direct server 506 allows the SIP URL to be_trans|ate gl bly aﬁg rﬁfrs
server 506 calien502serds anaauestdndie Prayesandeiuad iq ealt e desiredpiFedRlser as
In the cas f ess is
ret ur ned b?(f,@{% égf%d%gwl er é@gyfsgrn%e( |reaﬁfél%%§§fel%tsﬁlg?$%roumfﬁj
appr opki at edgesssesiscdlledqadrtyeBDharhy pvdb@. server 503 then forwards the request

over a data network to the called party 504,

Finally, the use of a re-direct server 506 allows the SIP URL to be

translated by redirect server 506, but rather than transmit the request to the
20 called user as in the case of the proxy server in Figure 5A, the translated
address is returned back to the caller 509 for a direct connection through

appropriate servers to called party 510.

In the Figure 5A example of a proxy server, the exemplary called
25 terminal’'s SIP URL could be, for example, Joe@acme.com, and the proxy
server would translate that address to the appropriate top-level SIP server for
the acme.com domain into a more standardized Internet address, such as
33.65.43.85. The standardized address is then used to route the data
through the network utilizing standardized protocols such as TCP/IP and the

30 like.

Of the three types of SIP calls described, the least common would be

that of Figure 4. Normally the caller will not have the appropriate IP address
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In the Figure 5A exanple of a proxy server, the exenplary called 25
termnal's SIP URL could be, for exanple, Joe@cne.com and the proxy
server wowbd3wr#es| ate that address to the appropriate topcClrases/o3hP server
for the acnme.comdomain into a nore standardi zed I nternet address, such as

33. 65. 43. 85¢r fHeecallcdpiatycarikdoalitreesireithe tixeslatioadeardcesof a seineerdat a
t hrough the network utilizing standa]rdi zed prﬁ,t 'OCOl'ﬁ'l such as TCP/ I P _and the
30 |ike. OWhile mastsystepieworld rgrmally|qreraleddfizing£1Ngl & Prox¥ e woul d

be that of,  ELg: Y/ Lo V. iate I P
addrese 1 PVBIERRSPR P BER AR EPaT 5l BpihatoRbichR dnd Rl P Rl &
requi re t hdintitztios| el wilize ¢hey eramspls obFigare A whetin a proxyt setyst 868 isvoul d
normal |y operate utilizing either a proxy server 503 or redirect server
506, foP pUMPEEBENSE- expl anation herein, and not by way of Ilinitation, we
utilize the exanple of Figure 5A wherein a proxy server 503 is 5

i npl enented. Referring to Figure 5A, when an SIP client 502 attenpts to
initiate a cal IRefetringetodsigare SAPwher ianeSibeisng 802@tianonts todnitiate 03

specifying the, SIP, URL, af the desired called [ 4.. server
503 must | rﬂaﬂi gtsgngﬁgnﬁp’tlgglﬁe mes'sgggﬁgipﬁ%f()ﬁﬁrggrs[ﬂﬁ %&C@&Hﬁﬂﬁ:—f Sﬁyaddress
of called pagrt wf#tdediRdl callcRMyarges04! TRRYrogeséver sDandasdnitiate i n nane
systemto resolve such address, ‘or an%) ot her resol uti on schene desired.

C

Addi t i anal Itgsk af raselving thie Sih URlafa ther Fcaddress ohsalled paayyplderhhe 503

receives the |nyi nessage,. fr | . | grg&lqﬂ%‘rgn desired
may be applgrg)ély S?Z'%ygrg@r@etheﬁ%?%@éeseqérgra’nn%%?%%{eﬁﬁé ca |ngu herm' nal

i dent i fi catddeifeds, ldPahyi@henegbritibhaichehitedesitdder Additianalhgrat tesistagerinke t he
call, that the appropriate network bandwi dth is available, that any

reporting, c8H NrogrAsiyg wherepipyearsr Qdkeeseivesdbe Indlemesgage {roM any such
initial lo ess) og: : 0. r v ransl at es
the desi reqoyal pEE EY AGeR mBh a3 R A& inay BECRIRE, Hir cxdfifble
15  proxy server may read the calling terminal identification (“ID”) to ensure that
the caller is authorized to make the call, that the appropriate network
bandwidth is available, that any reporting, or logging of information takes

place, etc.

20 After any such initial local processing by proxy server 503, proxy server
503 translates the desired called party name into an address and forwards
the resolved address with the request through one or more further servers
505 to called party 504. The sequence is shown more clearly in Figure 6. The
invite message 601 is received from the outbound proxy and forwarded

25  through one or more servers to ultimately reach the called party terminal. The
vertical line 602 represents the domain acme to which the request is
forwarded, and the vertical line 603 represents the subdomain, which
ultimately forwards the request to the called terminal. For example, vertical
line 602 may represent the domain name acme.com, and vertical line 603

30  would represent the sales department, or subdomain, sales.acme.com.

In response to receiving the Invite message, the SIP OK return

message is forwarded back through the same path substantially as previously
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the resol ved address with the request through one or nore further servers
505 to called party 504. The sequence is shown nore clearly in Figure 6.
The inviwemmssage 601 is received fromthe outbound prorgrarsds/éupivar ded
25 through one or nore servers to ultimately reach the called party

termnal . FBgcri& Withabspédtdo B2 dires @serction b Fitureidn Mexipas shohinch t he
request is forwarded, and the vertical |ine 603 represents the_SLfbdomai n,

which ul t theaABIK/Message gets sentfejusatingdetminat aPp do the palethieMR exanpl e,

vertical 1] 602 . dpr@| BtReie vertical line
603 30 wogﬁg qgabq ggi’ﬁ%\ﬁ&@??%%%@@%depgﬁ@%t , oﬁggﬁ%g%ﬁ?@@m es. acne. com
| n responsemdgaages eird iexehafiged batweznthesafer ahd ealied pakyr eessagesawyage i s
forwarded back through the same path substantially as, previ ousl 12 WO
03/ 077522 Fpovubessame path.qadbey KW iiiererdfaibe ”{reug'ﬂé“ rPB@%ef\éSH%ection
of Figure 4,oh f ' 1ing

term nal 5&%@&1@%@%@{@‘3@%9%&@& Stgﬁﬁ%?%&iﬁ]ﬁ%%%mpﬁscri bed. It

i s noted thlRicussed hetlosrlbelowt up nessages are exchanged between the caller
and called party, messages may 5 follow the sane path, or they follow
different paths through different servers. SIP includes appropriate

commands to for e Hesdahck Mt iBReAGhiRgs 8F thelpsens flehtibh fiels bel ow. In

accordance with tﬁe teachi ngs o?q?ﬁe present i1nvention, it is 10 desirable
to insest idesivabledodnserhindortime avangementobRigars pétarystBMewhisArcanuti|i ze

cal s by cOHiR oMyt seBRbSEy brematBRca TR RRebfs B Rriitos 88, S°°5) oo
likely to bgpgbecAIR! by %&%&ﬁiﬁ@ itbltRETRYERIN ! Sicd thet SORY BBIvePBR3(i§ . €., when

the calling party in‘the previous exanple is later the called party) it
appear s 15 alsu likedy toyhamdie callirequgsis mitempiingdgaditagningbsda d-eanwhedt bound

e sonw e PANERRR I pRSIYH effp RlabP et QAR a0 o0 L
g; rex;?&lg l))é iniﬁmlﬂﬁgﬂﬁas anl infdhabtidrs redah@ingThbouviceahd catistund callsevolid proxy
traverse proxy server 503, and thus, the proxy server 503 is the appropriate
place in the system to interface the applications computer previously
discussed. That is, the CTl interface should be the proxy server 503, which
gets connected to the applications computer. However, several issues arise:
20
(1) It may be undesirable to integrate all of the software for interfacing
with an applications computer directly with the proxy server software

that is already functional.

25 (2) Proxy server 503 may process the initial call set up message, but
subsequent messages are likely to be communicated directly between
the caller and called party through servers other than the proxy server
503. Therefore, if the applications computer is connected to the proxy
server 503, proxy server 503 will only have limited view of the ongoing

30 call, and would not even be aware, for exarﬁple, of a call being

disconnected.

(3) Requests for calls are typically made by a calling terminal 502. If
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gets connected to the applications conputer. However, several issues arise:
20 (1) It may be undesirable to integrate all of the software for

i nt erfaciwg o3itskz an applications conputer directly wth Pog/ysesapmIserver
software that is already functional. 25 (2) Proxy server 503 may process

the initial cal ihesgbplicatioRs saghutbtiverestdsponsiere fartks agtaticr ef telally to be

communi cated directly between the caller and calle art hr ou servers
other than the prosghamsmenushrsfounkkiodiayed! eiqpﬁl'ﬁ@g‘&rgﬁf’"{pé‘hrosr‘%%]onput er

s connect ed t oyl NG bl Rk o SREXE inifle BIOHN HRRENSR tROfrniiha ULy have

limted view of ﬂ}% goi ng , and wo not even be aware, for
exanpl e, of a call being disconnected. (3) Requests for calls are

typi cal | de b | | 1 nal ,
PCT) USos) 01197 EER of o8 F@Rap RS EarmTLEl Do g asspinarirL  Hleare
i at] onyl ciigpRRldions 2SRRIV SIPESfnd o have the applicat i on

conput er si"ghal r oxy rver 503 to initiate calls on behalf of the
term nal 502. 5 Each of the foregoing issues nust be addressed in order to

i nt t t he CTI I, i tio i.th th . . i
architacture T oSSR G PRI SRPTaES AvARRTGrtaNs FOmRy R ol 0! P
depi cted | %g;gglo‘li%ﬂ i3 dgéﬁ%!fe%ﬂoéic%ﬂ? iBFighree WAt 8.t A e BRdtyeterrhBd pass

t hrough pr pi cted. “The” pass throug.g proxy is software which nmay
physi cab | y pass through gxexys80 ¥ éx depistasut Thehpass fryouah erppsissafiy@real | y

bet ween the sqftwar which woul d ot h ' | ; ver 503
ina S P el Wrﬂ%y\ﬁﬁaﬁ&wn ﬁlgro%as{v%%ﬁ%gﬁtg@#ﬁ%q bg@ﬁgg«%@m&ﬂy he pass
through pr gxyvédh tHeyofipar, SHiH wbaldembamist hieerepitieed ohquorpbeeadd3 15

physi cal |y between proxy server 503 and termn re 7, we show

_ _ _ ‘minal 502. In Fig
an exanpl eim# SIRenvionsrentwriihont e | sard ter(]‘t'mﬂ‘li59@-f%'iteré‘%}’%lﬁa%ied??sﬁur poses
her ei n. through proxy 801 may be a separate device interposed logically and
15 physically between proxy server 503 and terminal 502. In Figure 7, we show

an example of the latter, which we shall utilize for explanation purposes

herein.

In operation, a pass through proxy 801 would typically service plural

20  userterminals (e.g., 502) and one proxy server 503. Just as the standard SIP
protocol allows plural terminals to register with it, the pass through proxy 801
provides for registration as well. When the pass through proxy 801 receives a
Register request from a terminal, it records the contact details but otherwise
forwards the request unchanged to the proxy server 503. This recording

25  permits the pass through proxy to have knowledge of which terminals are
associated with a particular proxy server 503 but otherwise leaves all the
forwarding information unchanged. Thus, neither the terminal 502 or proxy
server 503 needs substantial modification to work with the CTl interface.
Terminals which are to be monitored and controlied by the application

30 computer 701 will require reconfiguration of their specified sip

Registrar/Outbound Proxy.

Assuming a single pass through proxy 801 is associated with each
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In operation, a pass through proxy 801 would typically service plural 20
user termnals (e.g., 502) and one proxy server 503. Just as the standard
SIP protwoaBoaiskbws plural termnals to register with it pcrhsopeds? t hr ough
proxy 801 provides for registration as well. Wen the pass through proxy
801 recei vesoxy sdiost, seedrdirepeast Regsteraegaest reslits irt alistof igsmintals tatt act

details but otherw se forwards the r est unchanged to_the pr server

32_3. hT[n s p@eé’rﬂmtméﬁez%ntﬂeﬂﬂm%'gtfﬂ_@tﬂ/ﬂg@gt%ﬁmaéégﬁr%ggwoﬁShgyié&%ﬁg% gdge of
I C erm | o2 i Qigh 503 but

ot herw se lr% VOZ”SS?@% ”?%E%f@r\%a?{gflengeglﬁ%rh%rgﬂ%%sutﬁf:han?@gf.xyfﬁ?t}s, nei t her

t he term nabpe8anty sgmexybssieofithat BOSvm ée proxydesvemb@Rot Figure cati on to

work with the CTl interface. Termnals which are to be nonitored and
controlbed by the application 30 conputer 701 will require reconfiguration

of their specifi€gisi Lt ceK s dh ' ass
t hrough proxy 8&?51}"?“@’5%'5%?2?4@@% ﬂ?tsgg%@h% '%1 V\Ddbgfe('s)g%glzz rI%UC% PJESﬂO /81197
proxy servaeddsrebeadintg thecequResiianddhen doveasds itdedhe SIPpraxy H3. the

termnals that . constityte, the enti dopai n for | s t hrough
proxy 801 V\Qlﬂ dherder, pa &igi’ebﬁ'équ 'EMB&%@P&‘E’}"%%E%{%@E@?| ist in pass
t hrough prwp&% ThERUARBABPh&ANE: faHeselpe tHefrst Iie@vags ford epycifier ver 503
of Figure 7. 5 Si mlarlé, when an Invite nessage is received, the pass

eded

t hr ougg%gr@ﬁgbeém;{jfsefwm d caliingrierrioglLie@2 causes pevsaaeRbrds it to the SIP
I ox . "V a" t
oenor 1 RraiYachsfuedoaght aliRbhafe o HE wilRhle brBidh Mebase "ot [ 0% 0e

for a specithictighrer) BobeiSiughssstam providea tie!fbr alfotitboundalall=e? upauses
subsequent result/acknow edgenent nessages to be transm’ttigioll_?t[:Ej rough the

pass t hr ouessagssy aBy stateughd spstrehiniralatipdsregHied £ pednpn nd cal |
e P o BpEte Rl TOTSH BB ARl R LSRG be
t hr oughs pr &y . This provides a full view of the outbound call set up, acknowledgement
messages at the pass through proxy 801, and thus, to the applications
computer 701 that interfaces to pass through proxy 801. Moreover, such a
solution does not require rewriting of normal SIP proxy software, since the
pass through proxy hardware and/or software may be implemented entirely

20  separately from the SIP proxy server.

The foregoing mechanism provides a solution for outbound call setup,
control and monitoring, and tear down, but there is still an issue remaining for
inbound calls. More specifically, in order for the applications computer 701 to

25  insure access to all information regarding inbound calls, such information

must pass through proxy server 503 and pass through server 801.

Otherwise, as shown in Figure 7, application computer 701 cannot
monitor or control such call. The solution to this problem is similar to the
30  previous solution. When a terminal is registered with any proxy server in the
entire system, a special header is added to its contact address. The “maddr”
header in the SIP protocol should be used for this purpose. The header

affects the address translation process when other proxy servers associated
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15 801. This provides a full view of the outbound call set up,

acknowl edgenent nessages at the pass through proxy 801, and thus, to the
appl i cat iwo3/ocsaput er 701 that interfaces to pass througrCpruseyo8o1.

Mor eover, such a solution does not require rewiting of normal SIP proxy
sof tware, sjiftcgallimeterafinsls tHteomyg o pontact tree paricalaaalled terofinalar e may be

i mpl emented entirely 20 separ atelg fromthe SIP proxy server. The foregoing
mechani sm @eeociated with dnespbiect 8ddriesepound cal | setup, control and

nmoni toring, and tear down, but there is still an issue remaining for

I nbound calls. More specifically, in order for the applications conputer
701 to 25 i nsur eeecssiflcally) this ndaderdnstarcts pgaxydseryer HOD imceditgict 8ll such

i nf ti t th 03 .and h h

01, CehelaHn 641 SHBRASTHORS GURLEoFoCdD LR B SOt 1 RS E ot

moni tor or s@%ﬂfﬁ(eali??H&Wn%@%’-hem%rﬁo' ution to this problemis simlar to
Y

the 30 previous solution. en a termnal is registered with any proxy
server in the entire system a special header is added to its contact

dd . The "maddr" h in the SIP | . shayl f hi
Dur poce. The heddis reyiiedt detibd fiufots SRS npiRt shebacBfi ke, 1o, °
pr oxy Sefv%@eeﬁiﬁ Q6 i1l 124h it e tARYUGR AR Dri¥%l 661588503 Bd padstthrawah i ng

term nals attenpt to contact the particular called term nal _associated
with the suipxc80hddseshownvisr Figupseti sineaths applifiations £08PuteisfQlct s proxy

503.t di t I ' to that
ont act addBeaces ¢ RasStupudy SBRBEN, BiFredS bHE T diGshe chalbtaPags, o 1
previ ously fefthBefststh Hasaitt aftaksithel prokyseruest 598dn eysubsthntial vaysisgnal i ng
to be transmtted through the proxy server 503 and 8asztthrou h 10 proxy

801. As shdwsauae Feyiirg of the seftwarkorfyeniresentigiyationffthe PragY SER&Sr f aces
to pass t hrag);%gh server 801, there is now full access to all call data, and
the system™as not altered the proxy server 503 in any substantial way as
to cause rewiting of the software or even reconfiguration of the proxy
server While the above technique insures that pass through proxy 801 has
access to call setup messages for inbound and outbound calls, the headers
may also require that all messages concerning the call (e.g. hold/retrieve, call
hang-up, etc.) are transmitted through the pass through proxy. In general, the

20  pass through proxy 801 and/or proxy server 503, utilizing the techniques of
the present invention, add headers to insure that the functions desired to be
monitored and controlled pass through the separate logical portion of the
system that monitors and controls those functions. The “record-route” header
should be utilized to ensure that all control messages after call setup (e.g.

25 disconnect) are routed through the pass through proxy. This header should
be added to call-setup messages as they pass through 801. It should be
noted that the pass through proxy 802 should not be a redirect server, as this
would not receive call signaling messages for monitored and controlled calls
after call setup.

30

Moreover, the fact that call-setup messages pass through the pass
through proxy 801 does not necessarily mean that all resulting calls should be

monitored and recorded. The pass through proxy 801 can be configured via

16



503. 15 Wil e the above techni que insures that pass through proxy 801 has
access to call setup nessages for inbound and outbound calls, the headers
may al so wegajiorz21 hat all nessages concerning the call (ePgT/usos/aiipetrieve,
call hang-up, etc.) are transmtted through the pass through proxy. In

general, tRefdRroasenlymonigr aridrecotd inessdges ifmakyheringtrucs@Bio do sbi zi ng
t he techniques of _the present invention, add heacf_er to insu e7t at the
functions dyshe epplicatinns GRIRPYISF 81 afldcitaRIEN RPIIGEERNS ﬁ?'@@&i?rt IQB 'Separ at e

| ogi cal por, tp:egélhlg,f,o#tjaeodgf)‘ééscﬁg‘dﬁ%ﬂétrelgﬁlﬁé Fd’&év'@@é’ kROWht8lthe ta?Bﬁ(?atfdﬁ”Ct i ons.

The "recor ¢} hea be u | zed to ensure that all control
messages afdogiputed 70setup (e.g. 25 disconnect) are routed through the pass
t hrough proxy. This header should be added to call-setup nessages as they
pass thfough 801. It should be noted that the pass through proxy 802

shoul d not be aﬁ[s%t[egq;orﬁ%élﬁbovﬁsthgma%s tMRHIGH diber IpgSLEdRainal | signaling
nmessages for nonitored and controlled calls arfter call setup. 30 Mreover,
the fact t aformation Fetompneswilydise pepy savengihetpassdbroughhsasvghwilr oxy 801
does not necessarily ne

that, al.| | ti s sh L
recor ded. epgrdtain,@ @ﬁgﬁetp‘?ftcmg ' fﬁ?rir%%ﬁﬂrt‘ hﬂﬁ@gﬁqoggﬁspé\geurl/gaﬁ%g %%é? B$c71522d
PCT/ USO3/ 0L} the mféﬁﬁéﬂ‘oﬁ f PRl proRPBERRF. F78t pLRpEsEs BESREIERStd hereth,when

instructed to do so the applications conputer 701, such as when
appl i cabi ovee desgribecthe TEasSsi througheseveras orirredn® e praxyseverdpirefardp at i ng to

the pass. tREBTEN earBmassdn ot PRy Sentatr oot SSRE MY tne prowy
server. Thenapatibmr ough server will either contain a subset of the
information in the proxy server, or may contain
The final issue that needs to be addressed is the ability of the
15 application computer 701 to initiate calls. The issue is solved by having the
applications computer 701 indicate to the pass through server that it should
signal the calling terminal 502 as if it were receiving an inbound call from the
pass through server. This “fake” inbound call is intended to prepare the
calling terminal 502 to enter a state where it can listen to (an as yet
20 undefined) media stream to be set up in a subsequent outbound call to the

called terminal 504, described below.

When calling terminal 502 has answered the call, it has a call set up to
the pass through proxy with no media channels. On receiving the
25 acknowledgement to this call, the pass through proxy then initiates the
outbound leg of the call as usual (via the proxy server) to the intended called
party 504. When the pass through proxy receives an acknowledgement for
this leg of the call it can then update the calling terminal 502 with the new
media channel information in another Invite message for the original call.
30
In response to receipt of the fake inbound call from application
computer 701, calling terminal 502 will perform its normal processing on
inbound calls, typically examining information associated with the calling

17



all of the information in the proxy server. For purposes of explanation
herein, 10 we descri be the pass through server as mrroring the proxy
server towpeBer7seo the fact that the pass through and pr exy/usesvaes
contain some comon information. The final issue that needs to be

addr essed 'p%rtﬁ/hel'tﬂi)télllrﬁg’pQﬁ%idTGrrﬂlétI@rDﬂﬂIedZEti tbyi)pa@@mwﬂ@h séaﬂertsm iisitheé at e
calls. The isSue is sol havi ng the_ applications gguter 701

i ndi cat e t pashéhipagh severH addnesp 'tﬁﬁﬁt This %‘ﬁ-@hﬁ!ﬁss@g@rﬁ phte &I 1 ng

term nal 502 li Sot hrough
Lot nal | Q20 bl 58 AR M S, A SR R hencaSo

term nal 5@allé® termtinal @451‘118@@:0«%1@11(&3 with ¢laesltéom1ﬁqimstpre(/msasdg®rlbzd
undefined) nedia streamto be set up in a subsequent outbound call to the

call ed Berm nal 504, described bel ow. When call i ng term nal 502 has

answered the cali i ddtodiat3cvBtdl BB bOjnel IRiPBRE L8 RMaed alsye (h 1o

nmedi a channel s receiving t ackno t tothis call, the pass
t hrough pr dxgisohentémpldted by thd;n@resmﬁhmmrﬁohe@mﬁ ot more aff theaterodnglp (vi a

the proxy serv r) to the d calle When t pass through
proxy receidlds Qﬂ rﬁ%Y(ﬁBWl—%b plar oF Saf%'i'tg%?@énag '?9*&%3@9%4"'3& t hen

update the Hé%\lviré%ohﬁééq tﬁg%éwvbl‘k tQQcH‘Pé’leﬁ@Q'\ﬁhf‘charﬂBWusénfOrmit ion in
another Invite nessage for the original 30 In response to receipt of
the fake i rslbmndaidtzadlln’n‘armﬁlap@uagﬁ&amsyl@taxpalteea"eﬂml known imetart.ni nal 502

will performits normal processing on inbound calls, typically exam ning
I nformati on associated with the calling 17 WO 03/ 077522 PCT/ US03/ 01197

party. The cal | igreRet, WwHileftBEr@ls saliihorigtidm plycess Hhsdussed glersiar ver 801
is the pass through server 801 address itself. This initial nessage is

sent to theelated ta elpckingihesalluptarmingls euiharie te makerpllsetd nal 502 to
initiate a aggqgneﬁlghfrég%scsf 8&3}% @%F%Q@lleépq:dr%xgﬁfb%,d@é}faqn Wridindige

t echni ques
15 to be called may implement call blocking by instructing the proxy server

accordingly. Selective call blocking from particular calling terminals may also

be implemented.

Additionally, the SIP protocol is defined such that multiple SIP
20  connections may exist within a single TCP/IP session. This means that
effectively, multiple telephone calis can take place over the same TCP/IP
connection, and that pass through server 801 may monitor one TCP/IP
connection and then demultiplex out information concerning multiple calils.
Each SIP session would be identified separately, as it presently is defined by

25 the SIP specifications.

In another enhanced embodiment, the point-to-point call shown in
Figure 5 is replaced with a conference call wherein information may be
shared among three or more terminals. Such Internet conferencing methods
30 require that the servers conveying the media stream after call set up simply
duplicate messages and transmit them to two or more different addresses.
End users then have control over exiting or entering conferences by entering

specified codes and passwords, in accordance with known techniques.
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It is noted that several variations of the basic process described above

Is also contenplated by the present invention. One or nore of the termnals
502, 504 way3sattsenl |y be cellular or satellite term nals me/usonoEet ed vi a
a hardwire connection to the network. Such term nals, which may use 10
standardi zed I nternet |anguages and syntax are already known in the art.

Moreover, while there is an authorizati rocegiIﬁ |scusseg P]gﬁe'.n rel at ed
to checki ng t heApadditignal emmasmenkiiaY StIPIHERYEOR SPMPuLer in

aut hori zat t tRekd abMliti & M nal s
15 to be cg\%l egsrmaty | th ﬁ%@%ﬁg'&h %?f???gngth t he Ir%xy server

accor di ngl gyngeaicadly rmﬂedalbcburid oalle 1ng/|rftmairdqﬂlnat|om|$ arFarglurpoges @r mi nal s may
al so be inplenented. Additj.on é %I P prot col is defi neg I§uch t hat
mul ti ple SexPlapation Atk AddLo a]ye'éh? &R Wer'sge ?r@ﬁa@pll%lgf fe 88ssion. This
means t hat Bro‘? ct,cﬂc\svitt{?lhé( un%&&érﬂiﬁg&ﬁét%@%rﬁ@h'@ noRhmital§eo Bhgce over the

same TCP/ | onhec hat“pass through server 801 may nonitor one
TCP/ I P cospexific protacal. tihem ldéliﬁl gyserextheuunciivnalivareariresidademiemgniul ti pl e

calls. Each SIP sessi e iden i ed r esently is
defi ned bycgt?”ﬁ ting V@Lﬁgs%@ &Xi{e Ite#'naﬂggﬁeg%eﬁﬁﬁa{éahegﬁg%gg%rrent %/he
poi nt-to-p égg tlﬁéh%h%@ﬁl)@? ds'in trEé BH5E obtHsSIFeptaced. Wi th a conference cal |
wherein in orrratlo shared anong three or nore termnals. Such

Internet conferencing nethods 30 require that the servers conveying the

medi a stream af ter. . cal u ,,a[ﬂﬁ ansmt them
to two or nore @iff ‘%‘iﬁ&'gﬁa?'gé @Bd&@% C%s"ggs R %mﬁggﬁﬁt on W lé‘gver

exi ting orygas abt f&ré@éﬁteérﬁa@tﬁél By sty ealled tersminal. flnetéadod%caihtd) passwor ds,

i n accordance with known techniques. 18 WD 03/077522 PCT/ U803/01197 An

addi t i onal vigiwiebdlessnatign 6’199%% pase thipoh sarvesS0ddRepiHseeNd PIogessthel case of
SIP) or th rl o]
dynami cal | &%'8855‘%@%‘&%&8 E?gpw ﬁ“‘#‘ﬁﬁé ng?lféﬂ@ orrb%tm%oses of

15  instructions. Such further routing instructions may include, for example, a

specific address of a person with a given department.

If the application computer supplies further routing information within a
configured time period, this information is used to resume call processing and
20  routing of the call to the specified destination or possibly another virtual
destination. If no further information is provided by the application computer
within the time period, the pass through server should provide some defauit
routing for the call. Figure 10 shows the typical flow of messages for the SIP
environment, and is described in further detail later herein.
25
Alternatively, the further instructions may include time varying routing
information, causing the virtual number to be transiated to a different cailed
terminal at different times of day. Such a procedure would involve
maintaining a table of entries within applications computer 701 that includes
30 one or more time frames corresponding to each of a plurality of such virtual
numbers. For each such virtual number, when a call arrives, the table lookup
is performed, and the actual call routing instructions may be transferred to the

Pass Through Server 801.
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5 explanation of this additional enbodinent, we use the exanple of the SIP
protocol, with the understanding that the invention is not limted to any
speci fic woeBorwsk2 In an H 323 system the functionality PegaiSogaiidD

i npl ement call routing would preferably be executed in a gatekeeper,
rather than in a pass through server as in the case of the SIP protocol.
10 A virtual destination is an address call ed &/ a callin arty but which

does not represéwy tipe sretingalgerium may peyse HeARNECHORSWELG, “the call to
a virtual a§§ﬁéét@t SHphid: 93] STHg%joé&fb%mir;%hTé@f bSPhplbfhehidsPe e

processi ng comng call cont act pl I'cat1 on conputer 701 for

further rogtinmgreMrtiaigtunlséisanay rérebeia shles depariment] asd allcallons may
i nclude, for examp a I ¢ addre with a given

> | e, speci f f person
depar t ment SONTNG Hufexshe sales daparRpiurUId ips Pesent i His akleions
| nf or mat | OB 71 16AE LGS bt dBteRAiRdlan dekalichlied rhinal bs used to
resunme cal I""processing an routing of the call to the specified
dest i nat i owhich fhessalbslyoudd disheuted. r Tha bpglisationstdomputer may disiribhteg the

des | OH ilbshout " 1a) Blicse bl
o oo t ihasiaBoraals aqoiaplea Rl aed o EBE, Slowtlite il Feohfif ¢ o
the call. %’bﬁlg}agj Iéguﬁieigmtb% byIBh&&d afldhy Af avERBRIRSSJUREed. he SI P

envi r onnent cribed in further detail |ater herein. 25
Al ternatively, the further instructions may include tinme varying routing

I nformation, cauysgjng the virtual nu Lif er ent
called term na:ﬁ#&{'q%q\@?%@@rﬁ'csﬁ'%sgagﬁﬁﬁég7Bgd‘h%?§%pl)€%%g(fkﬁlg%v%& d invol ve
mai nt ai ni Ngo@irPhlg®ritim e sLels ani difbrithan Rippliedtiomeorapotart7zer i@ that
includes 30 one or nore time frames corresponding to each of a plurality of
such vi rt ugkaminerthe Bcoming eatt Bngasketipin thg skillgHsarired iR RIQCESISAME 1 i ves,

oy ot afP RS P PRt SAP SISl iR g R £t st
PCT/ USQ3/ 0h&8dciated with a Spanish speaking customer, applications computer 701
may conclude that the terminal to which the call should be routed is that of a
Spanish speaking customer agent. Other skills based routing may be utilized
wherein the skills of customer agents are matched against available
information regarding skills required to service a particular call or contact.
20
Figure 9 depicts a flow chart of how an applications computer 701
would interface with an appropriate CTl interface for implementing an
exemplary embodiment of the present invention. It is noted that the flow chart
of Figure 9 does not represent any specific protocol, and that the protocol for
25 implementing the flow chart of Figure 9 may be SIP, H.323, or any other
protocol, and may utilize a variety of message exchange scenarios between

an applications computer and a CTl interface.

In operation, the method is started at 901 and control is transferred to
30 the published block 902. At block 902, the pass through server 801 publishes
virtual address to one or more proxy servers 503. The virtual addresses
represent addresses that may be called but which do not correspond to a

specific actual called terminal, but instead to a varying address that may be

20



Any type of routing algorithmmmay be used in connection wth application
conputer 701. Thus, |oad bal ancing may be inplenented. One or nore virtual
nunbers e mseprsesent a sal es department, and all calls 5Ppcarisagoiin7 f or the
sal es departnent would thus be sent to the applications conputer 701 for

t he pur posejdfinedaiietha applgation aomipitercedl.ed ternminal to which the call
shoul d be routed. The applications conputer may distribute the 1incom ng

calls anong plural actual called terminals, allowing the full incomng

call load distri ' : j n(ge%, 10

Al ternatively, a’%t)&}.llbglg? Pghﬁs)‘%c_ I%tg g(_r?ﬁ9@%@%%0%%%%%%0?&&%2 e

routing ?ngqndﬁﬁgmnlapps?ﬂmategslwﬂm ?tmﬁl?mnﬁacsgﬁsoomtmmgbf packetmy

sare, | For eMiReAdeiamRonKaatwedhes dlans e Racs SWHEHER kIRe hber that s
15 assocl ahfe‘éi\{vﬁg%{b[ @&P%t%‘cﬁrﬂ?ﬁ{‘ér%gﬁé@ﬁd?%rourﬁﬁ?ﬂ | kO Rsuté @Bmsfcr 701

may conclu e termna 0 Wwhi the call should be routed is that
of a Spanithls Wrealkaddressist omer agent. Qther skills based routing may be
utilized wherein the skills of customer agents are matched agai nst

avai lable information regarding skills required to service a particular

call or contact.pygfy BFG#Hti%n%fQﬁéin@lv@orﬁ, fH@wmrélgi pheRy r@Beiepglai ¢zl i ons
conputer 701 would interface with an appropriate | interface for

i le errﬁ]mt :c Irtg aavi;ltuekewp)l:)ar at blosk ®0de Reasignizieg thatdbacall isthavsibal 1t i s noted
. Fi il |,
ana that ¢ HOTBDS S pBPiH Y Comp SRER0T T, coMBCRREA ALK SBBENY 15, 20" tay e

SI'P, H 323, insrudidhsdre&ought 8t 6 dbw tandutdtheuddll i Siaca ta@atkiay cafedressage
exchange scenari os between an applications conputer and a CTl interface.

I n operat i daimingécawespendiag e e Wiuat caigd riabebyanes dyranicalisf erred to
30 the publ @&?{}5{2) t@%@@éa\g@ﬁ BhiptkerWine lilfe BAFR ééﬁriﬂgg%gwedatém

publ i shes 0 One'or more proxy servers e Vvirtual
addresses roafing iformatici.eAs eecisiuat paipyo0s; acdétisidntismade bi o Cilbt

correspond i;\tcc)erfaace as to whether or not the application computer 701 has in fact
provided appropriate routing information. If not, a default routing is utilized at
block 908, which may be a predefined destination for virtual called numbers in
all situations where no routing information is supplied. On the other hand,
20  should application computer 701 provide appropriate routing information,
block 907 will cause such routing information to be utilized before the call is
completed at block 909. Thereafter, normal call processing, monitoring, and

control proceeds as previously described.

25 Notably, the monitoring and/or control functions of application
computer 701 may be invoked whether the dialed number is an actual
number or a virtual number. However, in the preferred embodiment, routing
functions are handled by the applications computer 701 only in the case of
virtual numbers. With respect to routing functions for actual numbers, the

30 proxy server 503, pass through server 801, or other interface server, such as
gatekeeper 102, may implement the routing functions. In this manner, the
routing capabilities as they exist prior to the addition of an applications

computer may be maintained, without significant change in the required
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specific actual called termnal, but instead to a varying address that may
be 20 WD 03/ 077522 PCT/ US03/ 01197 defined by the application conputer 701.
At bl ock WO33/0t15e2 appl i cati on conputer 701 enabl es the calPCTruso3/0mg7 by
sendi ng an appropriate signal to a CTl interface associated with the packet
5 swit ched doftvesrbony network. This allows the packet swi tched tel ephony
network to know that a conputer application is currently able to route
calls for this virtual address. During operation of the network, the pass
Lhrough proxy I SeRl ¥GBadnGethle indehth tBehnibhisdrd BitRididd it dilfar8Ddnd

Recogni zi ng t hat e call 1sto a virtual " nunber, the application conputer
701 i s contaay e stordd ock A6diuandA Mmashineeadanssibie enadiughinclades aniow t o

te th 1. Si h t ual || ed i | . ndi, th
route the call S ncpihe s ual called Germael coufconmniion gt e
comput er ataé&é%sirb!égg%%frgégﬁné%!g.,'@%Hﬁl%%ltéif nEBvSRIRvice, perdn@digitaPr mat i on.

At deci si on pol nt ecision is made by the CTl interface as to
whet her or assistahiy meplfactatingfoclpapydevicgolitthaset af pag or merevi ded

i at ting inf tion. If not,.a default ilized at
b bck- 008, RIRPETFItayStbo- & Braaai rea MrsbiTeratr i tiey TS LAEiReREES e number s
in all sitiabidible/MBRTrEcodabRUfncdh (¢ OFsES bR rhempnp FROBY; rddtione ot her

hand, 20 shoul d application conputer _7 1 provide appropriate routing
i nf or matoi orgccess segmony(RAM); magseticdisk sierage moediar optia! istrrage mrdiati | i zed

o st e iy mbjorf B4IGRL R B ARt EOE CRALEC ol b 6fler

processi ng, proceeds as evi ous descri

Not abl 'y, t Merfiwfigropadatedsires (!, catridruvaiasp irdrared afgridls,afigital  conput er
701 may be invoked whether the dialed nunber is an actual nunber or a
virtual nurgignalsiefgeveic: in the preferred enbodiment, routing functions
are handl ed by the applications conputer 701 only in the case of virtual
nunbers. Wth respect to routing functions for actual nunbers, the 30 proxy
server 1303, pasdtidvictedthsewhits t0dbower deddnibesithe préfacredsembedimestiof as

the invention, various other modifications will be apparent to those of skill in
the art. Different manners for interfacing the application computer to the SIP
system may be utilized. Such variations are intended to be covered by the
claims appended hereto.

20
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gat ekeeper 102, may inplenent the routing functions. In this manner, the
routing capabilities as they exist prior to the addition of an applications
conput er way3bg/saai nt ai ned, wi thout significant change i nPCh@So®oudTed 21
WO 03/ 077522 PCT/US03/ 01197 software. It is noted that the inventive

t echni ques WHATeKDOUAMMEDh S of t ware, and may be stored on a nedium A

machi ne- accessi bll e ne@igyépeh?%érﬁgﬂgingpy 5 nmechani smthat provides (i.e.,
| 0

stores and/or transm in a form accessible by a nmachine

(e.g., a conputer, nejpRIKy FEVerce, repeive @ndlstoicga fisdt tablesios bediess
manuf acturing tool, any device with a set of ane or ocesﬂs]ors,

etc.). For exanpransiafioneand Ffégimb@ﬁﬁ@rmﬁ?lﬁrﬁqsgg{?ged therewi

recor dabl e/ non-r r ' i : v om 10
access ﬁermry (R tg%gﬁleg?gfgg?ép%bg% 81; gg@'elr?%@hg;ﬁ%%lr%a st ()ar"eifggﬁ(rjredi a;
flash nenory devinphsmented. Jueraspaekdt saitckingdata oatwordkpsaikhproxpsensri cal or

other form of propagated signal e.qg., .carrier waves, infrared signals,

digital signal sp,e"éﬁ 695“';‘9@?6%0 féfqté‘ qegwa@g 8qd; hat while the above dgscri bes

the preferred embodi ’%gésé)fl}ro&@?s}eﬂ)é‘?%hﬁ@ete&%'s‘éﬂfdﬁfaﬂ%t\/\i@l@bﬁdcat'0”3
those skill in t

will be apparent to 0 e art. Different manners for
i nterfaci ng the thppighoahichrinfoomatioe betweemeaig] Roxy petvamandyameofiadid i zed.

Such variations are intended to. be covered by the  claims a her et o.
20 22 \W® 03/ 07 749mipeky W&%ﬁ@#éﬁmﬁw% WP fseRBE&%@%m
conprising: a prRxymiféré&aid fAirst eS9LYSaid Mass kRfcRigh ddrist alb8etnd or address
translation and registration of plural termnals associated therewith, 5
each term nal beaiomjgurgshts eoromupigate dfpemnatien imaad frone pRERPliEAlINS 0 be
computer, said applications computer including software to at least
control or monitor calls among said terminals over said data network,
15 said applications computer and said pass through server exchanging
information in a manner that translates a virtual number received from
a calling party to one or more physical numbers representing called

parties.

20 2. The system of claim 1 wherein at least some of said terminals
are configured to modify addressing information to cause incoming control

and monitoring information to be routed through said proxy server.

3. The system of claim 1 wherein said proxy server and said pass

25 through server are resident on the same hardware platform.

4. The system of claim 1 wherein said proxy server is arranged fo
receive an address in a first form from one of said terminals, translate said
address into a second form, and return said address in said second form to

30  said terminal from which said address in said first form was received, and
wherein said second form of address is a virtual address that is later

translated by a second proxy server into one or more actual addresses.
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i npl ement ed over a packet switching data network, said proxy server being
connected to a data network; and a pass through server connected to said
dat a net vwolosans22 t hr ough whi ch informati on between sai d pcogsoyeriver and
any of said 10 term nals passes, said pass through server including a
second table that mrrors said first table, said pass through server also

bei g conf gur e Lo oQIMALSALE LTOT THAGIA LAGHRG. ETEFS ARBGERt Ons

conputer, said conputer i ncl'dding 0 at ast
control or ge&ivk@ih address amangsisarrd ftarn wnealfsaiy terndaald, tanslateesaidr k, i 5

sai d applications conputer and said pa h server exc

i nf or mat i oréddiess mﬁéecf)ﬁﬁtfofmaﬂ’éq’ §?@ Sﬁ'({;‘?‘%’gﬁfs 'mﬁﬁﬁe?e@@ggpaeag from a
calling paréeyé ha <& nore physical nunbers representing called parties.
20 2. The sysf)emo clal m | wherein at |east sone of said termnals are

configured to nodify addressing information to cause incomng control and
nmoni toring i nformti hrough sai,d E y server. 3. The

to b t d
system of clai m& whe r}lﬁ ﬁy%tgﬁ{jgﬁlgm IEIN SAd SESPRY FREET 25 t hrough
server are cg)‘?ﬁﬂnﬁﬁlafaté&“wFtH%n:é@ﬁth%ﬁ'@@bm pBlcth ¥dhsldte sEitPagdiEse i ghidcl ai m 1

wherei n said proxy server rranged receive an address in a first

f orm f r om mwezoat] fean do beemrmabrs, diffeserdlagdideessgisd  address into a second
form and return said address in said second formto 30 said termnal from
whi ch ¢8id address in said first formwas received, and wherein said

second form of addresphd systeMi 6f slaim Bddi&em idiftiplé SiPakesions=aos! ated by a
second proxy server into one or nore actual addresses. 23 WO 03/077522

PCT/ US03/ 0Xx@itaind within eyeinglen T&3 PP seasipnuaeg wihereisi saithpey SREVQIPT | s
arranged to_receiv

ddress i n rmnal s,
transl ate sl paﬁﬁﬁ}@gg i %erfage%g%%d#' ﬁfn%ggag 6{s@n g‘gllegélpsd%sgéésn%l n said
second formto a b5 second server.

15 8. The system of claim 6 wherein said proxy server or said pass
through server includes software to determine whether a particular call is

authorized prior to completing said particular call.

9. The system of claim 8 wherein said proxy server or said pass

20 through server contains software to implement multiparty conferences.

10. A method comprising:
transmitting a call initiation message to a proxy server or a pass
through server;

25 in response to receipt of said call initiation message,
transmitting from said pass through server or said proxy server a fake
inbound call message to a calling terminal specified in said call
initiation message; and

in response to said fake inbound call message, initiating an

30 Internet telephone call from said calling terminal, said phone call being

initiated to a virtual number that does not correspond to an actual

called terminal unless and until translated by an applications computer.

11.  The method of claim 10 further comprising each of plural calling
24



6. The systemof claim5 wherein said second server conmunicates with an
applications conputer to translate said address in said second formto one
or nore dwbDfoanerse2 addresses. 10 7. The system of claim 6 waegrusosomattiple
SIP sessions are contained within a single TCP/IP session and wherein

sai d proxy tereninals registeriiciwih said Bicxy ger&sanssaid pags daroNghisavelnong sai d
multiple SIP sessions. 15 8. The system of claim6 wherein said proxy
server or said pass through server includes software to determ ne whet her
a particular calfl2, i s Thauineethddzelclginh dn witereinngdid timitigtirsgad Ipt@rmeétcul ar cal | .
9. The system of claim8 wherein said proxy server o[, saLd pass 20 through
server conteierboreralhitciudes irapsraiting aaﬂﬂ“{' eﬂgﬁﬁa%ﬁ% %@%@9”10. A met hod

r_contelenbosopel Bl 2
past ¢ by oupde Phobbgseinf Fhoubcd il RUERSASE S § MERYoREESL o ©

message, transmtting fromsaid pass through server or said proxy server a
fake inbound call nessage, to, a calli termnal, specified in jd call
initiation nessdge; dfg ﬁﬁ%%ﬁ)ﬁ@@nt12q’§]?ﬁr8mfﬁg_qﬁﬁghrr?&gg‘aﬁqw%é lsage, _
Initiating 3 é%xb%te?&éﬁl’raﬁ BRheAR CRkhia apurRistremld firgfdmi td aal , said
phone call being “initiated to a virtual nunber that does not correspond to
an actual seabhedormeani hnsmit said amddesmback torsaid catlisg teyminal apif @ cat i ons

conputer. 11. The nethod,of claim.10 further [.S) : | ur al
cal | i ng024 Wﬁ?@?ﬁ@z’za%’ﬁ%@/ﬁ‘ié?pa@? ﬁ?wé?ggﬁkﬁ%@%fe%ﬁgﬂﬁﬁ sai d
proxy servef,apgkcl cbrRgster & fraHsRtS 8 alial nlifabettte atradiadl edlled mimberl
wher ei n sai (E) inftiating an Internet telephone call includes transmtting

an lnvite roesrespendingtth@ sdesitermmal.niti ati on Protocol (SIP) through a pass
t hrough server and a proxy server.

14.  The method of claim 13 wherein said pass through server
15 communicates with a Computer Telephony Integration (CTl) applications

computer.

15.  The method of claim 14 further comprising issuing instructions
from said applications computer to instruct said pass through server to

20 monitor or control a call with specified parameters.

16. The method of claim 15 further comprising issuing a disabling

command to cease specified monitoring and control functions at specified

times.
25
17.  An article of manufacture comprising:
a machine-accessible medium having associated data, wherein
the data, when accessed, results in a machine performing;
receiving commands from an applications computer to
30 implement computer telephony integration (CTI) functions;

communicating with a pass through server or a proxy server to
convey parameters received in said command from said applications
computer; and
causing one or more terminals to initiate Internet telephone calls
25



13. The nmethod of claim 12 wherein said pass through server or said proxy
server translate a called term nal address froma first formto a second
f orm and wpansmise2 sai d address back to said calling term mealr/usp3/0n9a 10
separate server, and wherein said separate server comrunicates with the
appl i cations corpuésnonse theegial ¢ a virtual nunber to an actual called

nunber correspondi nq@ghﬁgﬁ}éggﬁ 'ﬂ‘ﬁﬁg%%aﬁﬁéﬁhewgamm%@ﬁ% délnéuaflg 13

wherein said pass thr es Wwth a uter Tel ephony

I ntegration (CTlipitigel inkractaabnudbemit@responding o callduo@rminats.ai m 14
further conprising issuing instructions fromsaid applications conputer to
instruct said pass through server to 20 nonitor or control a call wth

speci {1 gd_par anmefger s ba e FRLAAhCAT oAl Fr (WHIRN tiROMBERFIEDD | Ssui ng

a disabling conmmand to Cease specl nonitoring and control functions at
speci fi ed ddcaesible2medim Anthkertincldes tlatm mifeacacoessed nrasuds g thea

machi ne- accessi bl e di um havi ng associ ated data, wherein the data, when
accessed, rBaeNing pieg%éml?&éhi ne performng; receiving conmands from an

appl i cations conput efindif);ctidPisitBTRaEEE 3peERBR WGHitdrlgeMPBYntralt egration (CTI)

functions; comunicating with a pass through server or a proxy server to
convey par armet erisformation edncernig saidaatiata beraomveyed tappdificsn isaiss

conput er; and causi.ng.one or re termnals toinitiate Internet tel ephone
call's 195 WO 03/3PPHEMWONISS9TRA% 01197 in response thereto, and translating
virtual nunbers called when said tel ephone calls are initiated into actual

nunbers correspondi ngrto called term nal s. _ .
19. he article of manufacture of claim 18 further comprising

instructions to cause a proxy server or a pass through server perform
authentication functions.
15
20. The article of manufacture of claim 19 further comprising
instructions to duplicate packets associated with a call to implement a

multiparty conference.

20 21.  The article of manufacture of claim 20 further comprising a

instructions for implementing plural SIP sessions in a single TCP/IP session.

22. A method comprising:
transmitting over a data network, from an application computerto a

25 gatekeeper computer, information indicative of monitoring and control of
telephony functions desired by a user of said application computer, said
application computer being located separately from any of said at least
two nodes of said packet data network;

arranging for said packetized telephone communications session
30 between said at least two nodes of said packet data network, said

arrangement being accomplished through said gatekeeper computer;

26



5 18. The article of manufacture of claim 17, wherein the nmachine-

accessi bl e nedium further includes data, when accessed, results in the
machi ne pwofeanomisezy: i nstructions to cause specified nonit ecrrggoaeadoront r ol
informati on concerning said calls to be conveyed to and fromsaid .10

appl i cations conput ercausing Had packetizedt telaptiongc cenemynicatigngn 3&8SIQM t her
conprising instructions to cause a proxy server or a pass through server
perform aut henthetwtensaiduaideastiao ridsedof stitbpackdtclata obtwienkdo accui @y of
claim19 further conprising instructions to duplicate packets associ ated

with a call to ity tatdeadidrid VRUAYNGADEEHENO6Ae 02 PndYe acthal ramhberse of
manuf acture of claim20 further conprising a instructions for inplenenting

plural SIP sessi in asingle TCP/IP session. 22. A method conpri sing:
transmtting over a data network, froman application conputer to a 25

gat ekeeper conputer, information i.ndi.cati nj [ t of

t el ephogy functions JQBP'&'&Q 'B r@qﬁlggrlﬁ@fzaﬁ\% §F 3%@I %‘%%ﬁ'ﬂ%cgdgﬁr{& ﬁgrsl,’a%sai d
application conputer being | ocated separately from any of said ac; | east

two nodes of saidPPjgaiiai C&Hipdﬂﬁreﬁ\%? I@,al({ilg@ RE" FCOMRIERH YEE 154 Q@ﬁa

t el ephone communi cati ons session 30 between said at |east two nodes of

sai d packet dat anetworkerk, said arrangenent being acconplished through said
gat ekeeper conputer; 26 WO 03/077522 PCT/US03/01197 causing said

packeti zed t el eglone T msethedtof whsins 22sherehesaieearrangithgacorhpeses th nodes
of said packet data network to occur by translating at |east one virtual
nunber i nt go@Afing stéfpy:€ actual nunbers; and

10 allocating bandwidth for at least a first endpoint of said packet data
network;
notifying said application computer from said gatekeeper computer
that said call is processing;
allocating bandwidth to at least a second endpoint to participate in
15 said session;
connecting said second endE)oint with said first endpoint; and
notifying said application computer from said gatekeeper computer
over said data network of said connection.
24. The method of claim 23 wherein said translating is performed in
20 accordance with a load balancing or skills based routing algorithm.
25. A system comprising:
at least once calling terminal and at least one called terminal, said
calling terminal and said called terminal being capable of communicating
with each other via a data network;

25 at least one computer telephony integration (CTl) interface server,

27



5 reporting information indicative of said session occurring to said
application conputer from said gatekeeper conputer over said data network.
23. The meDhod7BR2 cl ai m 22 wherein said arrangi ng conpri s@€Ttuse3/ofior | ow ng
steps: 10 allocating bandwidth for at |east a first endpoint of sajd packet
data network; msaid [Gingewer doeaipg| sapgbie©f cepmpplelinds ealls daiartdal & er
conputer that said call is processing; allocating bandwidth to at |east a
second endpoi nt ruenkas taindi gfateogmizingSvidaalccatled sivomherspanéct i ng sai d second
endpoint with said first endpoint; and notifying said application conputer

from sai d gatekeeper g0 gﬁ&itior%V@()nﬁﬁlité’r #RtFrobedsikuall caliid muentreret i on.
24. The nmethod of claim wherein said translating is performed in 20

accordance wt hrg%:nlSa é;l %W&Qgcafqdlshth%rQ%dPhghgdj ggjr | Q0L BAled?S. A

system conpri si |'east once calling term na east one called
termnal, said calling termnal.and, said, called term nal ing . | e of
comuni &at i ng \ﬂwpeéﬁcﬁnatq'i@?s ftsald agfuel gl rrﬂgmégrsaiapgggtg%@ﬁgnputer
t el ephony integration (CTl) interface server, 27 WD 03/077522

PCT/ US03/ 01197 s€&d. CTl server being capable of conpleting calls to actual
called nunbers and of recognizing virtual called nunbers; and an

appl i cati ons corut eTheosystemex<laii 29 athecainisaid RTtsersr is argatekegnersai d
virtual called nunbers into one or nore actual called 5 nunbers, and

transnmit said agipal ToRl dyetenwiitlim Iawketain saidlCTTerveris\aepasibirougie
system of claim 25 wherein said CIl server is a gatekeeper.

proxy server.

10 28. The system of claim 25 wherein said CTl server is capable of
processing both actual called numbers and virtual called numbers.
29. The system of claim 28 wherein said applications computer
translates said virtual numbers using a load balancing technique.
30. The system of claim 28 wherein said applications computer
15 translates said virtual numbers using a skills based routing algorithm.
31. The system of claim 28 wherein said applications computer
translates a single virtual number in plural actual numbers.
32. Apparatus comprising:
an applications computer to implement computer telephony
20 applications and to communicate with a computer telephony interface
node on a packet switched computertelepﬁony network, the applications
computer being arranged to monitor and/or control, but not route, packet
switched telephone calls to an actual called number, the applications

computer also being arranged to route calls to a virtual called number,

25 and

28



27. The system of claim 26 wherein said CIl server is a pass through proxy
server. 10 28. The system of claim 25 wherein said CTl server is capable of
processi yomawtrsart ual cal |l ed nunbers and virtual called maFhse301120. The
system of claim28 wherein said applicatjons co er translat sai d
virtual nunbers using QQ”I'R)\EGF@éﬂ’@?ﬂﬂ%@tg{f@%ﬁfr&ﬂggg&womﬂy%‘?Wﬁﬁ@?‘%cl ai m
28 wherein said applications conputer s translates said virtual nunbers
usi ng a skills lxpplchtromstdangputegorithm 31. The system of claim 28 wherein
said applications conmputer translates a single virtual nunber in plural
actual nunbers. 332. ApRasSbaratEnBPCiaHnNd2 viteraippsaidadpplicaticnsrgotrgutero

i npl ement conputer tel ephony 20 applications and to conmunicate with a

conputer telanh %ibpt&rﬁ&ﬁ?&pﬁ%@%ﬁﬁn&nﬁ.acket swit ched conputer tel ephony

net wor k, the applications uter being arranged to nonitor and/or
control, but not, route, Kk it che 0 o ; ﬁﬁ:ﬁh@

cal | ed hunber, e abﬁ'lei %@‘Sfi’%hﬁs 8?8 'ﬂtg%@eggmbgﬁﬁg%adrlrﬁghg%%%o route
calls to a virtual called n nger, 25.and 28 WD 03/077522 PCT/ US03/ 01197 a
conput er t EPHBESHS USISr § 'HS Asad §eHinL2Ig8RIAT cate with said

applications conputer. 33. The apparatus of claim 32 wherein said

appl i cati ons co@dbut eTher apparatusmbf slavy $@Mharginndhearplisatiant CREIPWER4. The
apparatus of claim 33 wherein said applications conputer routes calls
using a skirbliteshrdiedsingud skitls Baged irbliting 8oriffine. appar at us of cl ai m 32
wherein the applications conmputer routes calls using a skills based
routing algorithm 29

29



