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operator is attacked or othefw se incapacitated.
or her unconscious or otherwise incapacitated and therefore unable to call for assistance.

In an even more serious situation, while outside the safety of the vehicle, the operator
may be attacked and injured by someone attempting to steal or damage the cargo. Thus,
not only is the life of the operator at risk, but also so is the valuable and sometimes
hazardous cargo, since it may be damaged, lost, or stolen as a result.

[0004] Therefore, what is needed is a personal security system that can be used by an
operator of a delivery vehicle when making deliveries to remote or unattended locations.
The system should also operate to protect the cargo from being lost or stolen if the

operator is attacked or otherwise incapacitated.
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jments of a personal security system and [0021]

FIG 12 _shows one enbodi nent of a vehicle control
[0015}e ssaggI%t shomisrame regbogdignent of a method for operating the personal security

system of FIG. 5;

[0016] FIG. 7 shows one embodiment of another method for operating the personal
security system of FIG. 5;

[0017] FIG. 8 shows one embodiment of another method for operating the personal
security system of FIG. 5;

[0018] FIG. 9 shows one embodiment of a distress message structure for use with one
or more embodiments of a personal security system;

[0019] FIG. 10 shows one embodiment of an instruction message structure for use with
one or more embodiments of a personal security system;

[0020] FIG. 11 shows one embodiment of an alert message structure for use with one or
more embodiments of a personal security system; and

[0021] FIG. 12 shows one embodiment of a vehicle control message structure for use

with one or more embodiments of a personal security system.
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descri bes nmethods and apparatus for providing a

personal security system (PSS) for use in a delivery

vehicle to protect the vehicle operator and/or the

vehicle's cargo. The delivery vehicle includes

comuni cation logic that allows the PSS to conmmunicate

through a communi cation channel to a central station.
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central communication point between MCT-equipped vehicles and their respective

dispatch centers, other designated office(s), shippers, consignees, governmental
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[0027] Processor 202 generally comprises circuitry necessary for executing machine-
readable instructions stored in memory 204. For example, processor 202 may comprise
a microprocessor and supporting circuitry, such as the Intel 80x86 or Pentium series of

microprocessors. Of course, other electronic processors could be used in the
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[0029] Vehicle interface 208 allows processor 202 to communicate with one or more
electronic control units (ECUs) located onboard vehicle 100, either directly, or through
one or more intermediary devices, such as an onboard computer (not shown). Vehicle
interface 208 comprises a communication port such as a serial data port for
communicating, for example, with an onboard computer. Alternatively, vehicle

interface 208 comprises a port for interfacing to a vehicle data bus, such as a bus that
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peREgase; MORof@¥04 may comprise one or more volatile and/or non-volatile
memories, such as a read-only memory (ROM), random-access memory (RAM),
electrically erasable programmable read-only memory (EEPROM), a hard drive, a
floppy disk drive and floppy disk, or a flash memory. Memory 304 is used to store
information relating to the operation of central station 102 and, more specifically,

information relating to communications with vehicles, such as vehicle 100. For



conprise a m croprocessor and supporting circuitry,

such as the Intel 80x86 or Pentium series of
worR@sogroexessors. OF course, other el ectroni c PCT/US2004/009307

processors could be used in the alternative. Menory
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[0036] Transceiver 310 comprises circuitry to modulate information from processor 302

and convert the modulated information into high frequency signals suitable for wireless
transmission. Similarly, transceiver 310 also comprises circuitry to convert received
high frequency communication signals into signals suitable for demodulation and

subsequent processing by processor 302.



conprises one or nore devices for allow ng various
fornms of two-way communi cations to occur between the
wo 200408890k ent ral stations. Exanpl es of externaPCT/US2004/009307

interface 308 conprise a telephonic interface, an
optical interface, a data interface (for exanple, a
TI, T3, or the like), an Intgrnet interconnection
device such as a router, a wireless transceiver, or a
conmbi nation of these devices, as well as others.
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and
that is running in conjunction with other software of the MCT 400, or in a stand-alone

mode.
[0040] In still another embodiment, the PSS 412 comprises a stand-alone system having
its own hardware and/or software that is installed in the vehicle and communicates with

the MCT 400 to perform the described PSS functions. For example, a stand-alone PSS



execution by the processor 402 to provide the
functions of the PSS described herein. [0039] In
wa@ewtigsooxnmbodi ment, the PSS 412 conpri ses dedPCHUSH04/009307
hardware and associated software. For exanple, in one
enbodi nent, hardware | ogic conprising a processor,
CPU, gate array, discreet logig and/or other circuitry
is incorporated into the MCT 400, for instance,
within the processor 402. Software executing at
privgsespsonumGEion with tizet METithrouging vablicle ingerfase, duelr & viehigle dnterface
of 4gghe PSS 412 to provide the PSS functions described
herein. In one enbodi nent, the PSS 412 hardware
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predetermined tithe int&rval w111 cause a security tumeout to occur. In response to the
security timeout, the PSS 412 generates one or more distress messages 416 for
transmission to a central station via the transceiver 410. If the operator returns to the
vehicle controls and deactivates the PSS 412 before the end of the predetermined time
period, no security timeout will occur and therefore no distress messages 416 will be
sent. For example, the operator may enter a deactivation command via the user

interface 406 to deactivate the PSS 412. Thus, the PSS 412 protects the vehicle



use the vehicle interface 408 to provide other vehicle
indicators to the PSS 412 that may be used to

w@edoswstoes t he timng | ogic, such as the openi nRCDUSH04/009307
cargo door, the unloading of cargo or other
materials, etc. [0043] Once the timng logic is
activated by the actuation sigpal, the operator |eaves
the vehicle to conduct an activity, such as to refue
the vehicle or unload cargo carried by the vehicle.
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Fope &%%Ivé 1 %&CL%SS 412 may send a vehicle control
[0046]TE‘SS ag 813 20sHo® s ta MR tai M ERin6tiRal &Ihﬁﬁrﬁq%? SnéOBbd BmERTY R PSS 412.

on nmore vehicle systens, such as the engine,
The PSS 412 comprises security logic 502, timing logic 504, message processing logic

506, a receiver 514, and memory 528. The security logic 502 may comprise a
processor, CPU, gate array, logic, discreet circuitry, software, or any combination of
hardware and software. The security logic 502 includes input logic to receive various

operator and vehicle-generated signals. For example, the security logic 502 receives the



I gnition system cargo unloadi ng nmechani sns, etc.
[0045] In one enbodi nent, when the central station 102
WO 2088983 a di sStress nessage 416, it respondsP@EUS2004/009307
transmtting one or nore security instruction nessages
422 to the PSS 412 via the transceiver 410. The
security instruction nessages;#22 nay be used by the
PSS 412 to generate alert nessages 418 or vehicle
control nessages 420. For exanple, in response to
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and the actuation signal 530 is generated when the operator actuates the button or

switch. Thus, either actuation signal 508 or 530 may to used to activate the timing logic
504.

[0051] In one embodiment, the actuation signal (508 or 530) activates the timing logic
504 to measure a predetermined time period, for instance, a thirty-minute time period.
At the end of the thirty-minute time period, the timing logic 504 transmits the

completion signal 510 to the security logic 502 to indicate the expiration of the



security logic 502 to indicate that a predeterm ned
time period has expired. [0049] An actuation signa
wWG2®4/08893 ovi ded to the timng | ogic 504 from PEEUS2004/009307
security logic 502 to activate the timng |ogic 504
to begin neasuring the predetermned tine period. For
exanpl e, the security logic 502 may generate the
actuation signal 508 in response to receiving a
particul ar operator input 424, or in response to
r gredetermiped sigieqetied Tbhs, dheetimhfgdpgiatSOé ropécatgs td-oreasure (or time)
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to control vehicle systems, such as the engine, ignition or cargo unloading systems. In
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sensor 520 will detect this situation as well. In one embodiment, the sensor 520
comprises a mercury switch to detect the operator’s position, however, any type of
position or orientation sensor may be used that is suitably small and lightweight. In
addition, the sensor 520 may include noise reduction logic to minimize or eliminate
false detections. For example, if the sensor 520 output is in an active state when the

operator not in the upright position, the noise reduction logic may require that the sensor



signal 510 to be generated. The accessory 518
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of the predetermined time period expiring, as measured by timing logic 504.
[0062] In another embodiment, when the security logic 502 receives the remote
override signal 516, the security logic 502 sends a message control signal 512 to the

message processing logic 506 to generate a distress message 416 (or other messages 418
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to establish fuel line or electrical connections and operate the refueling equipment at the

fuel station.

[0066] At block 604, the operator activates the PSS 412 before exiting the vehicle to
begin the fuel delivery. For example, in one embodiment, the operator presses a button
located on the vehicle’s dashboard to activate the PSS 412. The operator may,

alternatively or in addition, enter various information and/or codes into the PSS (via
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[00701 S pr eAﬁ)l%El?&'lO, a test is performed to determine if the operator has deactivated the

PSS 412. For example, after the operator completes the cargo delivery, the operator
returns to the vehicle controls and deactivates the PSS 412, for instance, by entering
commands via the user interface 406. If the test at block 610 determines that the
operator has deactivated the PSS 412, the method proceeds to block 612. If the operator
has not deactivated the PSS 412, it is assumed that the operator is still conducting the
delivery activity, and so the method proceeds to block 606.
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occurred, SSumne
embodiment, a distress message 416 is transmitted to a local receiving office via a

terrestrial communication channel, such as a cellular communication channel or other
type of radio frequency communication channel.

[0074] At block 612, the PSS 412 has completed sending the alert 418, control 420,
and/or distress 416 messages and enters a waiting state while waiting for further input
from the operator. For example, the operator may have been simply delayed in
returning to the vehicle, and upon his return, enters additional information into the PSS

412 to indicate that the security timeout was not the result of an emergency situation. In



to return to the vehicle's controls because of an
energency situation. For exanple, the operator may
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[0081] FIG. 8 shows one embodiment of another method 800 for operating a PSS 412

that illustrates how the PSS 412 operates to receive and process a remote override signal
516. When the remote override signal 516 is received, a distress message 416 is
transmitted without having to wait for a security timeout to occur.

[0082] At block 802, a vehicle operator stops a delivery vehicle to conduct an activity,
such as making a cargo delivery. At block 804, before exiting the vehicle, the operator



anot her enbodi nent, the PSS 412 waits to receive

additional information or instructions fromthe
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416. For exanple, the receiving station may transmt

security instruction nessages 422 to the PSS 412 t hat
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bl ock 804, before exiti ng the vehicle, the operator
possible that two distress messages 416 are generated and transmitted to the central
station. For example, a first distress message 416 is transmitted in response to an
override signal 516 and a second distress message 416 is transmitted in response to a
security timeout condition that occurred because the operator was unable to return to the

vehicle’s controls to deactivate the PSS 412.
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automatically activated when the operator opens the
vehi cle door to exit the vehicle. The operator exits
the vehicle wearing the persogpal security accessory
518. At bl ock 806, the operator begi ns conducting the
delivery activities. [0083] At block 808, a test is
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OvRs pssig1si gnal 516 has been received. |In one
enbodi nent, after the distress nessage 416 is
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the distress message is sent.

[0090] FIG. 10 shows one embodiment of a security instruction message structure 1000
for use with one or more embodiments of the PSS 412. The security instruction
message structure 1000 comprises a message header 1002, time indicator 1004, station
code 1006, one or more instruction codes 1008, and an end of message indicator 1010.

It should be noted that the security instruction message structure 1000 is illustrative and



security timeout condition that occurred because the
operator was unable to return to the vehicle's
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PCT/ US2004/ 009307 21 [0086] At block 814, a test is
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- deactivated. For exanple, theypSS 412 may be
deacti vated when the operator conpletes the delivery
activity and returns to the vehicle's controls to
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vehicle control message structure 1200 is illustrative and not intended to limit the
structure of the vehicle control message to that shown in FIG. 12. Therefore, any
suitable vehicle control message structure may be used with the PSS 412.

[0095] The vehicle control message is transmitted from the PSS 412 to the vehicle
interface 408 to control one or more vehicle systems in response to a security instruction

message 422. The activate/deactivate vehicle control entries 1204 direct the vehicle



for use with one or nore enbodi ments of the PSS 412.

The security instruction nessage structure 1000
weupnsswers a nessage header 1002, tine indi catPCT/LUSDMA4/009307

station code 1006, one or nore instruction codes

1008, and an end of nessage indicator 1010. It should

be noted that the security insgruction nessage

structure 1000 is illustrative and WD 2004/ 088903
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the vehicle's lights. [0094] FIG 12 shows one

enbodi nent of a vehicle control nessage structure 1200
for use with one or nore enbodi ments of the PSS 412.

The vehicle control message structure 1200 conpri ses

a nmessage header 1202, one or nore activate/deactivate
vehi cl e codes 1204, and an end of nessage indicator

1206. It should be noted that the



vehi cl e control message structure 1200 is illustrative
and not intended to limt the structure of the
WO etvisossoxont rol nmessage to that shown in Fl G PARUS2004/009307
Therefore, any suitable vehicle control nessage
structure may be used with the PSS 412. [0095] The
vehicle control nessage is trapsmtted fromthe PSS
412 to the vehicle interface 408 to control one or
nore vehicle systens in response to a security
instruction message 422. TEBARMS| vat e/ deacti vate
vehicle control entries 1204 direct the vehicle WO
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personal security systemfor use by an operator of a
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and wherein the timng |logic outputs a conpletion

si gnal 5. The personal security system of claim 1, wherein the message comprises

a vehicle control message that is used to control one or more vehicle systems.

6. The personal security system of claim 2, wherein the communication
logic is further for receiving a security instruction message in response to sending the
distress message, the security instruction message for controlling operation of the

vehicle.
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further co I'sing security 1logic coupled to the
timng logic, the security logic conprising logic to
generatge the, actuation.signal jn.r onse to an input
by the Soper gth 9 P‘.:’rs%.a} SFREIY EPEEh 8* ﬁ%‘&% E‘ilrﬁv}r SR EMeof
cl ai m b,poftablt pesorbseoiity at@srB v tefntifiag an GRMEdeNiGRl; and

the actuati.on signal.in response to an input by the

oper at &rfec%‘.'er'l‘ﬁfeg‘ﬁ%‘ry ugihe °§§Pﬁ? is‘(gQals%Pgt@ﬁaétﬂngc iTRysgage upon
whegegptidf tHeevekids sgfalconpri ses a vehicle contro

nessage that is used to control one or nore vehicle
systens. 6. The personal security system of claim 2,

wher ei m, t he TROPIBhA AebiRfly syQ6th Cof! Saifit'B! WabrefiCfhe security logic
receiving a security instruCtion nmessage in response

t FOEPHESNIgLicHa reefivt ¢ aeliclpdiopmationt indicaerc g logic to generate the

voRr et g TR aR e Ol RRRIEsbARdRE T 25 7 e

personal security system of claim6, wherein

cont rol;l)i ng A0 i . icle. caonprises
GO "0 A RERE P i B BB RIRE) A egyap e
ofofalvahinie 3the ingthod epmpiddiggy: i Si ng: a portabl e persona

security.accessory f.or transmtting an.averri.de.
signal?&ﬁﬁﬁn%ﬁFggéP@SF)@%PuFEH%F%W%@”FHEH@J@F?$H@eqmn“”Dan
siagtuatioradighatiener at i ng t he nmessage upon receipt of the
override signal. 9, The personal security system of )
claim §;en%g’|g@1 cqmpjEon é‘ggai iaé?f holinbe legdniesstss thegypdetermined
t Qinieesegiodeund vVehi cl e information indicator and |ogic

to generate the actuation signal in response to the

vehi cl EeRERITHERERISERZE INEFROAEDI, the epmpletiopsigaal- f or

provi di ng a personal security systemfor use by an

operator of a vehicle, the method conpri sing:
11.  The method of claim 10 further comprising transmitting the message to a

central station, wherein the message comprises a distress message.

12.  The method of claim 11, wherein activating the timing logic comprises

receiving an actuation signal generated in response to an input by the operator.

13. The method of claim 10, wherein the message comprises a vehicle
control message used to control one or more vehicle systems in response to the

completion signal.



activating timng logic to neasure a predeterm ned
time period in response to an actuation signal;
w@enenstodhg a conpl etion signal after the tim PQI/USYDEL009307
measures the predetermined tine period; and
generating a nmessage in response to the conpletion
signal. 11. The nethod of clabhg 10 further conprising
transmtting the nessage to a central station,
wherei n the nmessage conprises a distress nessage. 12.
The metldod dibecingihnd 10f, clainer i, nfustheri varnprisipgt Mesetvingi agsecurity
| ogi ' LYI n ac tien signal .
gona B REg ohBRTly it WL ST B, B e oty disres
Thmessegehod of claim 10, wherein the nessage conprises
a vehicle control nessage used to control one or nore
vehicle systens in response to the conpletion signal.
WO 200445088903 ntdhbdWS2084/100R2a0¢ codbridifg gdldentiighReRicRlcontrol
claim1l, further conprising receiving a security
i NOPTSRRSHIP STTPORSE LR SECPEIPRUIEERD 1PPSRESt he centr al
station in response to the distress nessage. 15. The
met hod of claim 14, further conprising generating a
vehi cl elo¢ontlihg| metheds f glimi 1., faehes repanpriging He sigp cq% rieegjving an
[ t d; [ ;
L CAe: gy FERSREP folPa pEEPnTEsanty Ao S Sokf by die operator
si yheaein dearagssageds ganoried upen woeint ofdexemeiridg signalessor y
worn by the operator, wherein the nessage is
generated upon recei pt of the override signal. 17. The
met hod 1Gf clTae metidd offviaimi 12, ateieinaddtimginghthe timirgniggic comprises

T R T —

indicator. 18. A personal security systemfor use by

an oper, tor ,of a vehicl.e, the er sonal securi&y i

syst emConprt SFG2 YeSHL pystemy £on Yset P gn (9PRRRIYG qf yivehicle, the
t opefRasILEQAy Piededonipikingd time period in response to

an actuation signal; nmeans for generating a conpletion
si gnal TP for; 3¢HV3tng; tﬁﬁmg d@glg toEeasita @ Rredetermined time period in

pr@%ﬁ&r@aﬁg&uitioﬁ@igﬁqgg i od; and neans for generating a
message in response to the conpletion signal. 19. A
per sonahease éqr gengratnss ¢ epmplgtion signyyafign thepiémiag degie fmeasures the

v e;ma&éte@nﬂned titne period; and

means for generating a message in response to the completion signal.

19. A personal security system for use by an operator of a vehicle,
comprising:

an input device for entering an activation signal indicating the start of an
activity;

a timer for measuring a predetermined time period starting at a time when the
activation signal is received, the timer further for sending a completion signal after the
predetermined time period has expired; and

a processor for generating a message in response to receiving the completion

signal.



conprising: an input device for entering an activation
signal indicating the start of an activity; a tiner

WO o004/088383ur i Ng a predeterm ned tinme period starCT/nER0a4/009307
a time when the activation signal is received, the
timer further for sending a conpletion signal after
the predetermned tine periog;has expired; and a
processor for generating a nessage in response to
receiving the conpletion signal. W 2004/088903
PCT/ USZ04/ (e 3praratgs7ofztaimTi9e fimthencaimprsingfa tednainitied, Syherein the

f 9300 e fppasas _
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central station. 21. The apparatus of claim 20,

further,,co ising.a receiver faor receiving a, ..
response” fr one taﬂ%ag%‘éﬁw?ffci lmﬁ%aiﬁfr g‘ﬁ COIRRIISIMghtsRelger for receiving a
C aefonse Momitistentisitstabios, thofessongd EGthprist istrué8EsGbLcontrolling a
function. ,22. The apparatus of claim19, further
F%%&Hﬂ“ﬁ"vehicle interface, wherein said nessage
conprises a vehicle control nessage that is sent to
the vehicle interface, the vehicle control nessage

for corf?r ol [ThpPPRagR|of| daipy A8t iferther comprising a vehicle interface,

wherein said message comprises a vehicle control message that is sent to the vehicle

interface, the vehicle control message for controlling a vehicle function.



