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Background of - the Invention 5 The invention relates generally to network
data processing. Networking products such as routers require high speed
conponents fox packet data novenment, i.e., collecting 10 packet data from

i ncom ng net WOEKT HEEY | AND BARAIUS QEER! GEGABEr PRt SrERuek apsker to
appropriate forwardi ng deMUCE IROREADE D ERCRETO PROFHSS - eci al
controllers for processing the packet data, ttat 15, parsing the data and
maki ng forwarding deci sions. Because 15 the inplenentation of these

-hi gh-speed functions usual | ¥_i é I tEe gevglo nt of ASIC or custom
devi ces, such networking prﬁ cRiZold of“che %n% bility and thus tend

to be qgite rigid in their assignnment of ports to the high-speed

ers. Typically, each controller is 20 assigned to service network
packets fromfor one or nore given ports on a permanent basis. g ~ AUG
ZQp~ WO 011 50679 ~Thepetyerbdpazzedasgmmaepestliie tonnetwicok Idatene aspect
of the invention, forwarding data includes associating control information
with data paogsiessd™froma first port and using the associated control
information to enqueue the data for transm ssion to a second port in the

sanme order in whichetherdahg pasdueesi ¥@dnhf BeMrbiekist $eRQile nhQHBri ef
Description of the Drawings Ot her features and advantages of the i nvention

will be appaeeat cfomfmﬂelmsf Cﬁdp\eﬂ'ar&&tescfarﬂaotrm}brﬁ%@,” {oget héé%i{%ébihgfem

drawi ngs in which: 15 FIG 1 is a block diagramof a connuhipa I ON"SYy
i mar A or BEPRES e R MY TR SR et ee el eaRee
processor %BeFkgbk%f data for transfer to appropriate forwarding
device ports. They also require high-speed séecial
controllers for processing the packet data, that is,
parsing the data and'making forwarding decisions. Because
15 the implementation of these high-speed functions usually
involves the development of ASIC or custom devices, such
networking products are of limited flexibility and thus
tend to be quite rigid in their assignment ofvports to the
high-speed controllers. Typically, each controller is

20 assigned to service network packets from for one or more

given ports on a permanent basis.
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FIG 3 is an illustration of an exenplary thread 20 task assieg G 4
is a bl ockydppegeagn of an 1/0 bus interface shown in FIG 1; g?é ;%%a
detail ed ﬁvagran1of a bus interface unit 2 " WD 01/ 50679 5 4

PCTI US00/ 33405 enpl oyed by the I/O bus interface of FIG 4; FIGS. 6A-6F are
illustrations of various bus configuration control and status registers

(CSRs); FIG 7 is a detailed diagramillustrating the 5 interconnection
between two G gabit Ethernet (" éﬂ—ilpﬁiLEEQnﬁﬂﬂﬁéEﬁﬂﬁ interface unit;

FIGS. 8A-8C are illustrations of the formats of the RCV-RDY CTL, RCV_ RDY HI
and RCV RDY LO CSR registers, respectively; 10 FIG 9 is a depiction of the
receive threads and their interaction with the 1/0 bus interface during a
recei ve process; HrGRneacrspect 108 the ihvestiahjofisrebrtheqf aawat of the
RCV REQ FI FO and the RCV CTL FIFO, respectively; 15 FIGS. 11A—1lB are

i |l ustratiimsledes hassordatingf cohe roQP 1SEQE A & & it 1Nk ENQELE;

regi sters, respectively; FIG 12 is a flow diagram of the recelve process

for fast pordms; aZELPEESpOEQAaﬁHdu%%ﬁgi%%efB@@dﬂf§¥éﬂﬁﬁgﬂﬂ{§ii||UStrate

portions of the receive process for st ports using a single thread node;

FIGS. 14A gh#, a idlustrate 3 ., - ~ 7 AUG 2004
WD 01/ 50679 PCT/ usoo 3%50%’ %'8?9?0@% aft%e flr° SRR R f‘b‘? Fast ports
using a d e o] der/bod node; 15A and 15B are fl ow

di agrgams %é}xﬂﬁ [? %ra{le € same ¥> der ?Ln W (E%h the data was

received from the first port.

10 - Brief Description of the Drawings

Other features and advantages of the invention will
bg apparent from the following description taken together
with the drawings in which:

15 FIG. 1 is a block diagram of a communication system
employing a hardware-based muiti—threaded processor;

FIG. 2 is a block diagram of a microengine employed
in the hardware-based multi-threaded processor of FIG. 1;:

FIG. 3 is an illustration of an exemplary thread

20 task assignment;

FIG. 4 is a block diagram of an I/0 bus interface
shown in FIG. 1;

FIG. 5 is a detailed diagram of a bus interface unit
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(di stributwddimoemsd) node; and FIG 16 is a flow diagram of p 405
enqueui ng process for fast ports. Det'ail ed Description 10 Referring ?o FI G
1, a conmmunication system 10 includes a parallel, hardware-based

mul ti-threaded processor 12. The hardware based nulti-threaded processor 12
is coupled I R r-al . ((sh as | 15 bus) 14, a second
peri pher al %ﬂgﬁro%gftrbgg%thgpggogr?%%rétuesro%ea &aflcrébnér"y system 18. The
system 10 is especiﬁiég ugﬁjg# for tgiks that can be broken into parall el
subt asks or functiohs.- The har ddAf et balB8HT AL PRt Af cl@iBHOpsobBESOr 12

<i ncludes multiple mcroengines 22, each with nmultiple 20 hardware

controll ed BPBSF&W@HF‘@&H o lc anbh S tHAtug trasdsrsins A@3Ra ;and

i ndependently work on a task. In the enbodi ment shown, there are six

“mi croengi nes 22a- 221G@nd’ ekt oflethblsdxditagraenyl hest + st cagabhe of
processing 4 WO 01/50679 / 2 7 AU G 2004 ~ ) PCT/ US00/ 33405 four program
threads,5 asimtekcbendesdonbed tmiet fwld \GiRRIOW EHM MOWaEEsPeSEH 1 s

mul ti-threaded processor 12 al so includes a processor 23 that assists in

| oadi ng M cipE0€ReShaeNE ek rFateOl 8l ;F esources of the hardware-based multi
t hreaded processor 12 and perforns other general purpose conputer type
functions such as hapgd i t I i ons, extra support far packet
processi ng where the nib?%gﬁg?ﬁ%ggpgééggﬁgg%%c&%t%Po??ef%?gﬁ5£§ agtSBFed 10
pr ocessi ng. odippen t processor._ 23 is a StrongARM (ARMis a

t r ademar k 0$&gﬁgpﬁ+§?3édggﬁhﬁpgégﬁiﬁ&@o %bggéﬁﬁﬁkgﬁRaﬁﬂﬁ%%&ﬁqﬁwa The
processor (or core% 2% has an operating systemthrough which the processor
23 can cal |T¢REEFORELYd operate on the nicroengines 22a-22f. 15 The
processor 23 can use any supported operating system preferably real-tine
operati¥g system RGCtHe idore depieston ¢fiptkeerntedivs ohBta08gARM
architecture, operating systens such as McrosoftNT real -tinme, VXWrks and
1 CUS, a freehair Dpeeadchjosystiehm avel I duevenhtbhTa2 lgu@meta can be
used. The six m croengi nes 22a-22f each operate with shared resources

i ncl udi ng thecebrd®ryroyessm 18, a PCT bus interface 29 and an 1/0 bus
interface 28. The PCl bus 5 ‘'~ ? AUG 200 WO 0l /50679 PCT/ USOO 33405

FIGS. 10A and 10B are illustrations of the format of

portions of the receive‘procéss for fast ports using an . 5 ?:ﬁgg i A

the RCV_REQ FIFO and the RCV_CTL FIFO, respectively;

15 FIGS. 11A-11B are illustrations of the formats of
the SOP_SEQx registers and ENQUEUE_SEQx registers,
respectively;

FIG. 12 is a flow diagram of the receive process for
fast ports;

20 FIGS. 13A and 13B are flow diagrams which illustrate
portions of the receive prbcess for fast ports using a
single thread mode;

FIGS. 14A and 14B are flow diagrams which illustrate
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interface provides an interface to the PCl bus 14. The |/0 bgsy ipdg jpce 28
i's responswdbpsdées controlling and interfacing the processopc-},% 5(933;4 1/ O
bus 16. The nenory system 18 incl udes a Synchronous Dynam ¢ Rang

Access Menory (SDRAM 18a, which is accessed via an SDRAM contr ol I er 26a, a
Stati c Random Access Menory (SRAM 18b, which is accessed using an SRAM

control l er g&brignd arngpyola S +2 FI shFKm@ 18c IS
used for boot olperatl ons. TheEbh%eK?%%}ég%(j@é%% ﬁé‘}f’:‘ftﬁ 2366{}’%%

typically used Q" Bﬁoﬁgéééggb@ﬁége@éﬁ' umes of data, e g., processing of

payl oads from networ f 18b and SRAM controller 26b are
used in a networki ntagi for low | atency, fast access tasks,

e.g., accessing |o§%4§n%§§§3 Hg#bﬁfq(ﬁ QWMQHEE{ﬁ@%egbbﬁh23llaﬁursbe
forth The m croengi nes 22a- 22f can execute nenory reference instructions
to either t!?fé”sm& ebntPel FeFe28a BrOERESSRAN Eentr polrts 1&fingThm

har dwar e- based nul ti-threaded processor 12 interfaces to network devices
such as’a restRblakkeédigbribnted| threddyi medei nahddi ng a hi gh- speed (or
fast) device 31, such as G gabit Ethernet MAC, ATM device or the |ike, over
the 1/0 bus 16. | nFilte aebddi nerflhehgidie dF b yeﬁétdgmégguiﬁga Dual

G gabit MAC devi ce having two fast 6 ~ 7 AUG 200 WO 01150

PGT/ USO0/ 33494 t 8o B83BasB83horEach of the network devices attached to the
|/ O bus 16 can include a plurality of ports to be serviced by the processor
12. Other devices, such as a host conputer (not shown), that may be coupl ed
to the PCl 5 bus 14 are al so serviced by the processor 12. In general, as a

networ k processor, the processor 12 can interface to any type of
conmuni cat i on device or interfaBEEibiEQLEEEEﬁéEEiéﬂds | arge anounts of

data. The processor 12 functioning as a network processor could receive
units df 10 packet data fromthe device 31 and process those units of
packet data in a parallel manner, as will be described. The unit of packet
data coul d incl udeRedegminge twetRAG .k lpack eforfrargi.catfidver sipsr@acket) or a
portion of such a packet. 15 Each of the functional units of the processor

12 are couplned ddesone paraDI€l | NhFdvh rUBESed THALEALEHRRL Jayses i ncl ude an
internal core bus 34 (|l abeled "AVBA") for coupling the processor 23 to the

O o niideor O . 20Mmandatdedpe B AITHALEN d0ucl® A0S0 12

al so 20 includes a private bus 38 that couples the m croengi G2t to

menory bus 0 Cosg B The” wohor o Lot ot PRFEES6Rb 954t o M 2

menory bus 40 coup e nmenory co GInterfaces

24, 28 .and.t .
‘ 18 bus 14, a second peripheral bus referred to as an I/0 bus

16 and a memory system 18. The system 10 is especially
useful for tasks that can be broken into parallel subtasks
or functions. The hardware-based multi-threaded processor
12 includes multiple microengineé 22, each with multiple

20 hardware controlled program threads that can be
simultaneously active and independently work on a task. 1In
the embodiment shown, there are six microengines 22a-22f

and each of the six microengines is capable of processing
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7 QL7 AUG 2004 WD 0l /50679 "PCT/ US00/ 33405 ' menory syste 'UB ring
to FIG '3, wanopsenp! ary one of the m croengines 22a-22f is Jo

. : G . 00

m croengi ne 22a includes a control store 70 for storing a mcroprogram , 5
The m croprogramis | oadable by the central processor 20. The m croengi ne
70 al so includes control logic 72. The control logic 72 includes an

instruction gge0 am cou rLunits 72a-72d. The four program
counters are mai %?%%ﬁ%ﬁ%?%%\b;ges. ‘ﬂ%frﬁ%r%ee%ﬁ €9 JBOKE sBuldYi ncl udes
context even{ ;s\ tching logic 74. The context event switching logic 74
recei ves nessages (e. g., SEQ # EVENT RESPONSE; FBlI EVENT RESPONSE; SRAM
“EVENT RESPONSE; S EVENT RESPONSE; and AVBA EVENT RESPONSE) from each
one of the share resBfr8agdwasesbgsedsmuit26bhr SBRAN Phacessonr AQesIHo COT e

20, control and status registers, and so forth. These nessages provides

“i nf or mat i on IAEIMERher Rr aeapmst &8 fuhveot izms istss cioipl ¢4 @0h g Basedoo8guhet her
or not the function requested by a thread has conpl eted and si gnal ed

conpl eti ®n, come 20 thmeataedsdounfid JOMtHdata Lot &lss SE@nab and i f
the thread is enable to operate, then the thread is place on an avail abl e

2 maxi mum of |4 thr eade o 5o 7 AR Do Wb i R ttesios
e o ¢ heeba SR AR e SRR Rt o
gl obal . VVthEE%@§%5%9 %&%&%§Bu%%o% e%%glg%cket processing where the
microengines pass the packets off for more Aetailed
10 ~ processing. In one embodiment, the processor 23 is a
StrongARM (ARM is a trademark of ARM Limited, United
Kingdom) core based architecture. The processor (or core)
23 has ah operating system through which the processor 23
can call functions to operate on the microengines 22a-22f.
15 The processor 23 can use any supported operating system,
preferably real-time operating system. For the core
processor implemented as a StrongARM architecture,
operating systems such as MicrosoftNT real-time, VXWorks
and :CUS, a freeware operating system available over the
20 Internet, can be used.
The six miéroengines 22a-22f each operate with
shared resources including the memofy system 18, a PCI bus

interface 24 and an I/0 bus interface 28. The PCI bus
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5 thread can broadcast a signal state to all mcroendi nes 22.2AnjuGr00kall
threads i rWOWRYS#78r oengi nes can branch on these signaling seeraso3iwese
signaling states can be used to determ ne availability of a resource or
whet her a resource is due for servicing. 10 The context event |logic 74 has
arbitration for the four threads. In one enbodinment, the arbitrationis a
round robi nimeehfiatenprdodelear anotimele rafaldid & itHe tEeh i g 4.SUﬁﬁbaf/o
priority queuing or weighted fair queuing, could be used. The m croengi ne

22a al so inghydertdbrand ©xequl irQRRAX% O t-h, 76 that includes an
arithnmetic logic unit (ALU) 76a an a)gégggr éorgﬁér%otggolrmelgr?%taé? (GPR) set

functi ons. The ot aroGAgTaS D58 FoPRer d el dite W duie Do traer
registers file 78 and, a rggd trgnsfer registers file 80. The wite transfer

regi sters f1Te078 BYBFEL 48 AnFoudeswai Svashreneussfinamic Randemd
transfer registers file 80 is for storing return data froma resource. 9
2 7 AUG200%°%R5 D 1YSB87Y PEPRAMO0A83409hichylise @usresstayl oria e SDRANM Wit h
the data arrival, an event signal fromthe respective shared resource,
e.g., menor§orrRlbererbaz6a, S2ebicoRandoen 23 cesid My OMSRIRG t1sK he
context event arbiter 74, which in turn alerts the thread 5 that the data

i s avail ablwhich hbs beeassedt usBaghahr sralecdnedicatierr fidies 48 B0 are
connected to the EBOX 76 through a data path. In the described

i mpl ement atddHvoBAEh 8f mbASryeqLabeh B’E'Ss.s Eil%%lhgzg),?aé 9% d ﬁa;tt frl{si-r%%eg o

functionality of the m croengine threa is i rmne

| oaded [ f i cul ' | i cat.i i nt
cach i o oaey msret coBEFEFEaRs) ' She" sBReM g me kR er e B y

t hread 15?‘556%5.54 nrr@nt . 90. i]s shoan. Typi cal ly, one of the m croengine
‘threads is “assi g"geed YRiG3I V¥ HE°d fRLePTrecessiafed@lsie ¥PAMenRt her as a

transmt scheduler 94. A plurality of threads axe configured as receive
processi ng @hirads: 96 ABCERARERDL Ofr Bawdopdsg (Eaom fidtwork hpaeddst H8. Ot her
thread task assignments include a transmt arbiter 100 and one or nore core
comuni cat iThe tSRAM IS8 02nd CABBM20ohaunthed, 28&bt readciseer fior s its function
i ndependently. The receive schedul er thread 92 assigns packets to receive

pr ocessi ng rietveadeal 196 ihpl ampAtk el ohoEwar dbnd 1aRRNGA! Ifaktf Yedkss
bridge/router, for exanple, the receive 10
tasks, e.g., accessing look-up tables, memory for the
15 processor 23, and so forth. The microengines 22a-22f can
execufe memory reference instructions to either the SDRAM
controller 26a or the SRAM controller 18b.
The hardware-based multi-threaded processor 12
interfaces to network devices such as a media access
20 controller device, including a high-speed (or fast) device
31, such as Gigabit Ethernét MAC, ATM device or the like,
over the I/O bus 16. In the embodiment shown, the high-

speed device is a Dual Gigabit MAC device having two fast
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~ 7 AUG Zpp~ WO 01/50679 PCT/ US00/ 33405 processing thread par 9ef ARRCHe
header s 'angyoag/shgmons | ookups based in the packet header inf ci,rcq%éog)g 40g)nce
the receive processing thread or thréads 96 has processed the pac e%, it

ei ther sends the packet as an exception to be 5 further processed by the
core 23 (e. g., the forwarding information cannot be | ocated in | ookup and
the core pr (o] st armpJ4),.0r..stqores the packet in the SDRAM and
queues t he gggﬁgt 3i'grr%l}a Btjrbg'ns%étct}%l?e%et % npﬁeta%?ﬂb ge%h%?%taFFﬂRhﬂ‘ésEPi pt or
for it in a,tra ! u 10 assqcjated with the transmt (forwarding
port) indica %ﬂ%?‘ %’H% ﬁéﬁ&@ﬁ FESRUIEE PhdtyimishiY eficReres todeed in the
~SRAM The transm t arbiter thread 100 prioritizes the transmt queues and
the transm PeSEAEEH é)ly e & F£588% dits pfw s devicamsnstciprasessi ng
threads that send 15 the packet out onto the forwarding port indicated by
“the header/P88kufompréesat(inet dlnowmg ,t Hharte o w b r o0@SEed gt o THige F BEEI Ve
processing threads 96 nmay be dedicated to servicing particular ports or may

be assi ghedbte pérasedpian calrividey thie vRCY ESShedu £r tfn,ge@gngg%} For 20
ra

certain systemconfigurations, a dedicated assi gnnent nay be desi e. For

exanpl e, ifatshe AgEREEkObrRREESOXS @l I d & fs EY,
processing threads 96, then it nay be ql?i te ps}rggoc%]?it?;lé%rg l\/\I/Ee %Pfaasg%f??ci ent

to assign thgyldvpe~of AUGEMRR4at 79 ~ ~ PCT/US00/.33405 receive
processing thteats to ports i gt(l)'g)\g- g%-k’g%%, F P A Yt 2ht ed

assi gnnment . f e nfigurations, a dynam c assignnent nmay
provi de a n{)«%geg%??élsé}é?suggggﬁ 8POPnSy 8dodlatds. Tihe RXRFeESEhBUl er

thread 92 r’r?i nt ai ns, scheduling information 104 in the GPRs 76b of the

mi croengi ne" Wt APWRPCASi 8 BREVREKS PrPFe sseife Ay tedairmmt it < 09F

i ncludes thread capabilities informati on 106, port-to-thread assignnents
(list) o8 piekethdebd busy theadrivigei Aloamet porocklds tMogd ninikg éhe
thread capabilities information "infornms the receive scheduler thread as to
the type ofpacikks datawhhch pheadlber mahneays ad & igAnfHdWeshr fod, Which

t hreads serve as receive processing threads. Additionally, it may inform

the recei veTlsehadit esf opaokber degrabbhilbi enchihdle TRY S ARPAALIGE tO the
servicing of a particular port. For instance, a receive processing thread

mey be configuked 16, §UPPBEheane e bRLRGRS OLICA! ple B PUL IGiliar, pOr L or

ports. A current list of the ports'to which actrvé receive ™ si ng
t hr eads hav&&g@@ assigned by the receive scheduler thread is maintained in
t he ) _

15 Each of the functional units of the processor 12 are
coupied to one or more internal buses. The internal buses
include an internal core bus 34 (labeled “AMBA”") for
coupling the processor 23 to the memory controllers 26a,
26b and to an AMBA translator 36. The processor 12 also

20 includes a private bus 38 that couples the microengines
22a-22f to the SRAM controller 26b, AMBA translator 36 and
the Fbus interface 28. A memory bus 40 couples the memory
controllers 26a, 26b to the bus interfaces 24, 28 and the

7



thread-to-port assignnents |ist 108. The thread busy 'mask reg@st &UG1208
i ndi cat es WPEH6Thr eads are actively servicing a port. The PETABI®@33405 '
schedul er uses all of this scheduling 12 2 ? ~. UG 2~~t WO 0l/50679 ,
PCT/ US00/ 33405 information in selecting threads to be assigned to ports
that require service for avail able packet data, as will be described in
further detgihobg! oystBaf @ring to FIG 4, the I/0 bus interface 28 5

i ncl udes shared resources 120, which are coupled to a push/pull engine

interface 122 and rfac niy 124. 0 i rfac nit 124

i ncludes a ready bﬁggg%ﬂ%gé I%? g&%"c%hn%%t%%gw%95§ye§h§ %SS%E§8 and an
Fbus control|er 130.for nneGgting to a porhjon of the 1/0O Db 10 referred
to as an FHB%ci§99gEBFFeg?PV§%;{l%hé%Fggﬂy e EToRNIine 132 make up
the signals of the 1/0 bus 16 (FIG 1). The resources 120 include two

FI FOs, a trinpshiger| FOCPBAIRAd Sdorecdilv € FOOrIRg &5 eI JORECTSME- 138, a
scrat chpad nenory 140 and a hash unit 142. The Fbus 132 15 transfers data
bet ween 5t heTper mcobpriog raayiice 1®bdaind iy 1thEe mentimlerdoeee280r TA@. r eady
bus 128 is an 8-bit bus that perfornms several functions. It is used to read
control infoheehiopoehauneddita adal liddlides fomreddie Meyicer31, Bhg., In
the formof ready status flags. It also 20 provides flow control

i nformation.bRetBe deyice 731 jad vk e Ushd AR CIANHE &Sl & W 3 haggot her
networ k processor 12 that is connected to the Fbus 132. Both buses 128, 132

are accessed_b he mi.croengi t gh e The 7 AUG
2004 WO 01/%6%%2“1‘ E@r‘?‘ﬁ%&o?’é‘g}%s%acgrég&lsé&h}r e@gﬁ%r%us"ééntegs
configuration, for acgessjn he pus interface unit 124, d for

hrer thr cafiegi BRAPEAGTEThAR HeSsATE g he By eiit ZPE ahfot nr ead
status registers, as wll be described. The CSRs 138 are accessed 5 by the
mi cr oentfi nesngdudag cROtEFte eXENTHRYVtEing TS (RH FGha3eorhektides data
buffers for holding data received fromthe Fbus 132 and is read by the

m croengi nesveft $he tichdmgniltodhld-0 4 MR velme sedgeles(eagar buf fers t hat
hold data to be transmtted to the Fbus 132 and is witten by 10 the

m croengi nesegd24 EleNICcRESPONEETERBIY EVENT RESPENSEL by the core 23 and

m croengi nes 27, "and supports a variety of operations, including read and

wite oper aékﬁﬂsﬁvﬁm"\%!ﬂsmﬁ;t drely BrENT apid SO9eK ; agdai ncrenent _
operations. The—hash tmit 142 generat €3 hashindexes for 48-bit or 64-bit

15 data andAthagggn e—w&ﬁ&)mﬂ&?%‘ﬂg%rﬁ% (giyrw%u%ﬁgggprggghgge%ns.

The processors 23 a ssue ‘conmands pus engine Interface
122 when accessin e t ces 120 r_ The push/pu engi ne '
i nt erfabe 1?29pvagggﬂbéﬁﬁheqﬁgﬁﬁgggéWlﬁ{)Qﬁﬁﬁﬁ%s?ﬁo?oggoéh),cgpﬁfpgates

Wi ch

and status registers, and so forth. These messages
provides information on whether a requested function has
completed. Based on whether or not the function requested
by a thread has completed and signaled completion, the

20 thread needs to wait for that complete signal, and if the
thread is enable to operaté, then the thread is place on an
available thread list (not shown). As earlier mentioned,

the microengine 22a can have a maximum of 4 threads of

8



commands to service, and noves data between the resources 120, the core 23
and' the 'm croengines 22. In addition to servicing requests frommltAeE dWte 23
and m cr oeyO 080622, 14 , ~ ~ Auc ~ao~ WO 01 /50679 ~ , PCTpEpRRbi34ed t he
push/ pul | engi nes 122 al so service requests fromthe ready bus 128 to
transfer control information to a register in the mcroengine read transfer
regi sters 80. Wien a thread issues a request to a resource 120, a 5 conmand
is driven offit:§ATiM A¥Rtlafand bus 150 and placed in queues within the
push/pull engine interface 122. Receive/read-related instructions (such as
instructions for re#aBi A§dihéoTsRke) edeptusignedst dhat" pueh'l ceammaed agueue.
“The CSRs 138 include the follow ng types of 10 registers: Fbus receive and
transnmit regkecstdnordieremtt rdeed ynitrs eranifrie U 1 OFs F€04:54 BLSq ' 888 HUS
control registers; hash unit configuration registers; interrupt registers;

*and sever al thiasceldeandaim Ir.egiWEitey Sigraaliud N A ddr ead i f&0i sters.
Those of the registers which 15 pertadi n tgﬁg’:he recei ve p?%%%ﬁsl"zu\g\fll be

descri bed i ghteeHh@andethrdalg. e 4 ntierruptd.si regi sters include
| NTER THD- SI G r egi st er fOradicr?;Egr L é&?lisi{z,t:nalatlg]q ﬁgg‘? aZLﬁlyS’?’h%%%P%’?%? 4 he

m cr oengi nes t CQF o ite.20 a thread numher tq this
register to éﬁgngpda%qﬁngggﬁgﬁfeg% g@&n L FRTITEGetca T LTHNGhePFbus
controller %§QS§B%itg§ r.ead tbgs con% oller 126 are shown in FIG 5. The
ready 15 < SOF LgBI0TIEEGESo | Theser sigsedinmEEahes an ke (wsed 26
i ncl udes a 1E)ro rammabl e sequencer 160 for retrieving MAC device status

i nf or mat i ont?r OFFERBLRRCaYEH LR i3l tynefagsaasongdd ow cdvather to the MAC

devi ce over . _
resource is due for servicing.

10 The context event logic ‘74 has arbitraﬁioﬁ for the
four threads. In one embodiment, the arbitration is a
round robin mechanism. However, other arbitratioﬁ
techniqués, such as priority queuing or weighted fair
qgueuing, could be used. The microengine 22a algo includes

15 and execution box (EBOX) data path 76 that includes an
arithmetic logic unit (ALU) 76a and a general purpose
_register (GPR) set 76b. The ALU 76a performs arithmetic
and logical functions'as well as shift functions.

The microengine 22a further includes a write

20 transfer registers file 78 and a read transfer registers
file 80. The write transfer registers file 78 stores data
to be written to a resource.' The read transfer registers
file 80 is for storing return data from a resource.

9



the ready bus 128 via ready bus interface |ogic 161. 'The 5 Fb2S AUGt20H | er
130 i ncl uMAOPHG® i nterface | ogic 162, which is used to traPCT/EB00HIHCE to
and fromthe device 31 is controlled by a transmt state machine (TSM 164
and a receive state machine (RSM 166. In the enbodi nent herein, the Fbus
132 may be configured as a bidirectional 64-bit 10 bus, or two dedi cat ed
32-bit buseéibdenudrt uno dorecohonaken82whih eﬁafdguaabkgmvagacanogﬁg%%
state machines owns its own 32-bit bus. In the bldlrectlonal configuration,

t he owner shijyofl theomushé srespabtighednbheaughsanik! ati, é%&%rgz' ngly,
the Fbus controller 130 further includes a bus 15 arbiter 168 el ecting

whi ch st at & dRGHH 1M PANS6 4 hep FRUS o132, gggbo{uigzb%e%g ldegst& ed to

program and control the ready bus 12 recel sses

| are shown i rr| to FI 6A RDYBUS TEMPLATE- PROGX
registers éa% u%edéf R? ngr‘d&lf: &Pt B%rf‘hé PELJy thEs t8&&GEhcer .

Each regi d:g_{ of thgcfe 32:-bit re isters 170a, 170b, 170c, includes four,
8bi t instrddtatorfhs fak2 179, avat ?PilﬁgOFthFdOeeB sgnte Both Auenzdes '
WO 011 50679 , , PCTNS00I 33405 RCV RDY CTL regi ster 174 specifies the

behavi or offadistascchiifestt8 e HRcaraecossecThd for the EBOHS 76okthmesigha
reserved field (bits 31:15) 174a; a fast port node field v (bits 14:13)
174b, whi cla sieai fdagsh t helf ashe pdescthbeadifplesentasivhl | eBendegcrinked; an
auto push prevent window field (bits 12:10) 174c for specifying the

aut opush prrevanices rmwsmcpudégeeaeeggipearggquences to prevent the
receive schedul er fromaccessing its read transfer registers when an

aut opush operati onTﬁg/nifggchi%lﬁ%g_l]t(g, Bﬁf q__g_gga&d}%ée%séegl g‘tl{re ter s) is

about to begin; an aut opush enabl e ( ehabl e aut opush of

th h bit 8) .174 t sh
-degtlrﬁg :\é%eftl%e?ré' 7&6'?}(1%?‘3 \éﬁgm(?'ﬂﬁnb ﬁlnCSE oBE?EreéggF 'ltjlfg’ﬁus

destination re |ster a 15 si gnal thread enable field (bit 5) 174g which,
when set, Pn@tdtcdtate 19725d2PELEE A IGRalEF cafeash AH GRAYVILISHE Bper at i on:
and a receive scheduler thread ID (bits 4:0) 174h, which specifies the ID
of the nm cce&FFode strad’ Q hatReuEerbieg t@nf‘I@uréd ap exempldivy $hiredud er .
20 Referring to FIG 6C, a REC FASTPORT CTL register 176 is relevant to
recei vi ng packetasgdignnigrom $@sis pehosnsuchypscadilys 33a afidtBab. It enabl es
receive threads to view the current assignnent of header and body thread 17

~Q ? AUG 26t r\¢endlimS0aior Xdd U0 3348hed 86S5ERFRNES hOkeblase two fast
ports, as will be described. ‘
15 scheduler 92 and another as a transmit scheduler 94. A
plurality of threads are configured as receive processing
threads 96 and transmit processing (or “fill") threads 98.
Other thread task assignments include a transmit arbiter
100 and one or more core communication threads 102. Once
20 launched, a thread performs its function independently.
The receive scheduier thread 92 assigns packets to
receive processing threads 96. 1In a packet forwarding:

application for a bridge/router, for example, the receive

10




It includes the following fields: a reserved field (bits 31: 29) AGG Gggy an
FP2' HDR 'THNO@/S06% d (bits 19:15) 176b, which specifies theptaalsonssdos 2
header receive (processing) 5 thread 'ID, an FP2 BODY THD ID field (bits
14:10) 176c¢c for specifying the fast port 2 body receive processing thread
ID, an FP1 HDR THD-ID field (bits 9:5) 176d for specifying the fast port 1

header receP¥ecgssdagsithg sl pad sl pattken rﬁ@de&@gnwgggﬁg,{]ﬁ d (bits
4:0} 176e for specifying the 10 fast port. 1 body processing thread ID. The

manner in whbokubpBeba sleidelits +Rke pdshE Od iJd 1 be described in
detail later. Although not depi ctpg‘d in detargﬁ%Q%gq%Ogr?nabulsonr'egiogq%er el ude

‘the foll ow pgcedvBDYBYS<LEVR register 17 FIG 6D), which
mai nt ai ns the contBPgl [ r?fornalgf\i-Egr}f Igr O{%ﬁet%rreeg&? %Lé%fr(?d RARCSSRd the
.controllers exanpl [ nabl es the ready bus sequencer; a~RDYBUS
SYNCH COUNT® %EB%&BLT%ES?%PS? %@8% F%&F @E)Ci%ia@h ap EFTFERES arhd Prizgyr am
cycle rate of £€§ ready bus sgquencer; and an FP FASTPORT CTL 20 register
182 (FI 6|E—‘)l‘,r FcRESFEEFEAEYhERenERY eFBIs (6l-Gok dhel dorwar RS 166 nust
wait between the |ast data transfer and the next sanpling of fast receive

status, as WrfPrBatéesceppeat be locatedo iovioskdip-and AHe 2e
PC' T/ USO0/ 33405 Referring to FIG 7, the MAC device 31 provides transmt

status fl ageroC@sand mesti Leashatiu$,. bragsoz@d that pakdietatie, Wigt ey e
anount of data in an associated transmt FIFO 204 or receive FIFO 20 as

reached a candajebeshtRehphekbeveh. aTheaneady Rus, Se9 ﬁgﬁ%%ﬁ%%oa
i

periodically polls the ready flags (after selecting ei € °receive

ready fl agss20de©r j e L |La 200 via a flag select 208) and
pl aces the?‘noi nt oQa}o%?%péiéiét?gg%Egg gg;'lt%g %éRg %ggnﬁﬁllftr QH%P&H ng the flag

dat a owgr rae%d(y}[) %0 | inges_209. In_this enbodi nent, the ready bus
( 18 j o daR i
includes 8 1 a.%e ?ﬁégt of M r ﬁ§?3W?Fn3fPFHGrHéP§ PPk eddRisaited ¥ he
Fbus interng%ﬁjgﬁﬁé 124. The CSRs in which the flag data axe witten are
defined as - 2% /1P eR st ERE BIANFBitr aueHpelsestipredagn &he XM T RDY
H/LOregisters 212 for transmt ready flags, if the ready bus sequencer
160 i s progiathed TR ekernsel ¢ ceebibennthreadstDd peadyithagsr ead
instructions, respectively. Wien the ready bus sequencer is programed with
an transmit queues and the transmit scheduler thread 94
assigns packets to transmit processing threads that send
15 the packet out onto the forwarding port indicated by the
header/lookup information during the receive processing.
The receive processing threads 96 may be dedicated
to Servicing particular ports or may be assigned to ports
dynamically by the receive scheduler thread 92. For
20 certain system configurations, a dedicated assignment may
be desirable. For example, if the number of ports is equal
to the number of receive pProcessing threads 96, then it may

be quite practical as well as efficient to assign the
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20 appropriate instruction directing it to interrfogate MAC rgc"ei ﬁ@ 2é@ady
flags, it 5ﬁ§?s tﬂf receive ready flags fromthe MAC device ér ANG; 208,
specified i Y961 st ruct i on and pl aces the flags into a RC\WPEINSE33405
regi ster 210a and a RCV_RDY LO regi ster 210b, collectively, RCV RDY
regi sters 19 7 A~G 200 WD 01/50679 , , PCT/US00/ 33405 210. Each bit in
these registers corresponds to a different device port on the I/0 bus.
Al so, and asF&Ifoif iRFeFRSTIIREIrehreadsbus poresf aneaSod-ub-bnd4 al so
supports two fast port receive ready flag pins FAST' RX1 214a and FAST RX2
214b for theadicdted posignoént he TasstME dovier ddnrThesschiagt, Part
receive ready flag pins are read by the RSMI166 directly and placed into an
RCV-RDY' CNT dyeginsicera SSfgnuidier. A4 FYo.NIe [ 26h5EE" o 2200 5 LR 0o Oh S0 ver al
used by the receive scheduler thread to determ ne how to I'sSsue a freceive
request. |t s3is%Qmn LA Qs hether a flow control request is issued. A
Referring to ' FIG 8A, the format of the RCV RDY CNT 15 20 register 216 is
as folloys: bits 31n08 are define as,a reﬁerved field 216a; bit 27 is
defined as a ready bus mastarof PER§IY18E Lhderd I2emadis tigddisc ahadist ey
the ready bys 128 is confjgured as a master yr slave; a field corresponding
to bit 26 Ziééoﬁp‘é\ﬁlf&qTQ%v&rb&ﬁ? JFPRf thtree ¥ ofhe bhisresngimle 2vichinespond
to FRDY2 field 216d and FRDY1 field 216e, respectively. The FRDY2 216d and
FRDY1 216e ¥P&Chsdd EXefiudes + hdhel s dfl ine FASE RO on N1 844bnanddBAST
RX1 pin 214a, respectively, both of which are sanpled by the RSM 166 each
Fbus clock thecked biapabi3:il6 esorirekpont ich a 0&sasomed-£é-eli-248B a receive
request 20 2 7 AUG 200 WO 01/50679 , , PCT/US00/33405.count field (bits
15:8) 2169 spetighimeata r@qeitye 103uast “cAvBhLY %isgzh £§a£{2§g§m3“t ed after
the RSM 166 conpl etes a receive request and data is aval e in the RFIFO
136; a fgecej 0 fiald (:hits 7: 216h specifies, a, 5 receive
BCeiMeokRAHY 0n04Ak . %tha i it Pt #q’erfagcgccf?lf%ﬁ)ef%ﬁjee

ready count, an 8-bit counter t I's T Hcreme feady bus
sequencer 1 | he_read S regi sters RCV. RDY_CNT regi ster 216, the
RCV RDY LO ?ggug\%}i"é‘re'iﬁ&ogngﬁgnéc%%ﬁ%ﬂelr"é‘gi%‘ifkerd@% khream aeckpvehe
schedul er rgad tr?n?fe% rggist rs. 10 There are two techni ques for reading
the ready bt¥Pfeffstarss £8g: Hhioh thed ofd1an ndirends anomehtigstedet i on
may be executed by the ready bus sequencer 160 during a receive process
(rxaut opush§ - 9r+ a"piGRskPrepascessver rsutremeshie Rulddsmineqhresdshat a
m croengine thread 15 periodically issue read references to the 1/0 bus
interface 2Bddihtongilyepithmeyedatfioam méwkf algte isey efcledulst i ®PSothbr

i ncrenents regi ster 216.

15 capabilities that may be appropriate to the servicing of a
particular port. For instance, a receive processing thread
may be configured to support a certain protocel, or a -
particular port or ports. A current list of the ports to
which active receiye processing threads have been assigned

20 by the receive scheduler thread is maintained in the
thread-to-port assignments list 108. The thread busy mask
register 110 indicates which threads are actively servicing

a port. The receive scheduler uses all of this scheduling

12



20 it automatical and RCV RDY H scheduler read to the recei g9 AN sfgcei ve
reddy coumoowsestse RCV RDY CNT | f enabl ed by the RCV RDY_C'ﬁiar,@g,bgﬁz%g 174,
ly wites the RCVi RDY CNT 216, the RCV RDY LO registers 210b, 210a to the
receive transfer registers 80 (FIG 2) and signals scheduler thread 92 (via
a context event 21 2 7 AUG 2c10 WD 0l /50679 PCTI USO0/ 33405 signal) when

the rxaut oo 1Rt Bbh Ol | Se LORPL 8L €+h eady;.hu encer 160 polls the
MAC FI FO recei ve ready fl ags perio%ica%?édgnggaggngﬁggagﬁglgotBOSF er

events occ j ' o .12, 1d , the 5 rate at which the MAC

FI FO recei&gﬁﬁggai %ggsgéggf%%|f%% ?gabfggbérpﬁﬁgﬁttﬂétﬁnxPﬁUW#ﬂét@eat

.whi ch the q?ta Géa%%riVifg ﬁ$ the MAC device ports. Thus, it is necessary
tH 1

for the rec&ie dtif e 2aP9521H Beterm ne whether the MAC FI FO
receive ready flags read by the ready bus 10 sequencer 160 are new, or
~whet her they have BEERIFeRE &Cr E3&y. 4Théhexdut@push dimtstnfisntd @8 i ncrenment s
the receive ready count in the RCV RDY CNT register 216 each tinme the
i nstrucéi oﬁ“@@é@i;tsesﬁhaph%d RS RDYCENTL 2 @gi shieeh246e casuptedsed Ry the
recei ve scheduler thread 92 to determ ne 15 whether the state of specific

flags have pushypueMalared itk amtdetdes 1heyagdnabBukINREedshacayse.r ecei ve
requests have been issued and the port is currently being serviced. For

sts | | s ou e r
Che Tecki ve roady 11A0 e Seecrt ol Sher ba 36T Byb e ofetal abdfe i 1o

the receive ready flags are assert es o

next 64 by eE ARTIVE £70p HEleTiR §¢' ¢ ety e el oorrcap: BBRAMEd to
col I ect th%okk%%ifé¥”1§d'?%%‘¥%§h§§€¥£§stge£i§g£t52§ g% the I/0 bus
10' referred to as an Fbus 132. Collectively, the ready bus
- 128 and the Fbus 132 make up the signals of the I/O bus 16
(FIG. 1). The resources 120 include two FIFOs, a transmit
FIFO 134 and a receive FIFO 136, as well as CSRs 138, a
scratchpad memory 140 and a hash unit 142. The Fbus 132
15 transfers data between the ports of the device 31 and the
I/0 bus interface 28. The ready bus 128 is an 8-bit bus
that performs several functions. It is used to read
control information about data availability from the device
31, e.g., in the form of ready status flags. It also
20 provides flow control information to the device 31 and may
be used to communicate with another network processor 12
that is connected to the Fbus 132. Both buses 128, 132 are

accessed by the microengines 22 through the CSRs 138. The

13



2 7 AUG 2001 ' ' WD 0l / 50679 y , PCTI US00/ 33405 next 'three s@tE agh H@ady

fl ags thatwalgsey! ected by the ready bus sequences 160 can ! ‘
When the receive ready count is used'to nonitor the freshneg?n#§WQ%ﬁg

receive ready flags, there is a 5 possibility that the receive ready flags
wi ||l be ignored when they are providing new status. For a nore accurate

determ nati f ady.f | fr s, . the receiyve reguest count may be
used. Each ??ﬁg éérgegéfievél%%gqlfgos %ﬁgs ccocfﬂfle‘%‘ﬁf t MR eREF SRS EBAL %BP

i nformation,j hed 10 ont.Q the RCV CNIL regi ster 232, the the RSM 166

i ncrenents ?h% ?gggf\%gcﬁed’ﬁ‘égi @éunt‘?n_drhf@rcdd%teﬁ'sthw debgnaling. RCV
RDY- CNT regj ster ihe first tinme the ready bus sequences executes an rxrdy
i nstructi onTRBY BAER PRSGUAR PoGevemnd ruwiter s@retiuilereddirsat 82 can use
this count to track how 15 many requests the receive state nachine has

conpl et ed. regipberecenvewsdedhe eleddwidadl.i STURS CIRBEIGS, atd Sa8BeFBEQL @I N
a list of the receive requests it submts and the ports associated with

each such reguelsé. mReteengigelso 2B Gad &Band 8C23 he HiRgi si &L 5,20r RDY
H 210a and RCV RDY_LO 210b have a flag bit 217a, 217b, respectrively,

correspondi pgriporachspeht yBekeysi-ng I t ecei ye schedul er
thread 92 perforns its fasks at gaF%te t éz;etrgerfgdurre}{sb%tc{]la!}gt ErRSfFT8EVES

4 BRSNS o B e P

is always a recerve requeSt wai

tasks perforned by t ecely cheduler 92 are as follows. The receive
schedul er 9?%?%#11 ﬁgg%ﬁﬁkﬁ%ﬁiré hddFlisiese dats dufifens Wyatehdidg the

RCV RDY H, RCV_RDY LO and RCV RDY-CNT registers 210a, 210b and 216,
respect i vel S2taHe re@ et fang@hEgatet0ozhel Fbudetldnianal ivhivahi teeri b ready
flags are new and which are old using either the receive request count or
the reddi vetheaticreenginast A2.10TREV sRBY.cBNED emnsirgy 1465 wesseibedeabove.
It tracks the :

by the core 23 and microengines 22, and supports a variety

of operations, including read and write operations, as well

as bit test, bit test/clear and increment operations. The

hash unit 142 generates hash indexes for 48-bit or 64-bit

15 data and is accessed by the microengines 22 during lookup

operations.

The processors 23 and 22 issue commands to the
push/pull engine interface 122 when accessing one of the
resources 120. The push/pull engine interface 122 places

20 the commands into queues (not shown), arbitrates which
commands to service, and moves data between the resources
120, the core 23 and the microengines 22. 1In addition to

servicing requests from the core 23 and microengines 22,

14



t hread processing status of the other m croengine threads by g*@g t hr ead
done statua,Qﬁgﬁ,é40. The receive scheduler thread 92 initiat ndPkr s
across the"PUI&%™2 via the ready bus, while the receive st ECEUSEO3HAR 166
15 perforns the actual read transfer on the Fbus 132. The receive schedul er
92 interfaces to the receive state nmachine 166 through two FBI CSRs 138: an
RCV REQ regi ster 230 and an RCV CNTL regi ster 232. The RCV REQ regi ster 230
instructs the&Sr BESHY@ EORGT e o 1w seF Wi nagubsttss 20rdm arhd he Fbus
132. Still referring to FIG 9, a process of initiating an Fbus receive
transfer i sT&AgnPUsSaiZiy tree deiarsd are amhyn tstclt Ui fiovnertisr oo f4 arad e KEV

.RDY HI/LO registers 210a, 24 7 AUG 2004 ' ' WD 01150679 , ,

PCT/ US00/ 334605 the0mias oweldiras dduceat aneidalidd st d#pmgd he thread done
regi ster 240 (transaction 1, as indicated by the arrow " | abeled "1"), the

~recei ve schedul er timeada 9ghggggrggg§§_sig ngﬁgsgstgo%g%g%&bggﬁg&:gpgg%ﬁ FO

230 for another receive 5 request. If It detérmnes t 30
has room t o LBRELYE iR 'BIYSS - e._re ivg sghedul er rea wites a
receive reqﬁest y plusr?i ng ato<ar11tt-‘|r2>nta(g1 tciﬁlet C]Ré“@"ﬁ‘?é g{,\{f ((%tﬁgr?sr}itl on 2).
The RSM 166_pr sses the request, in.the REQ FI FO 230 (transaction 3).
The RSM 10 R@%gggséﬁngget%&st ﬂ’el%?‘e‘d’uég’te W%xﬂ‘ﬂgol e sy et ang al 2%t o
the RFIFO 136 (transaction 4), witing associated control information to
the RCV-CTL REE®LYSZ repfsrsdatiosh 105 tane tgomer atsunh @ tiarat ruamsiones si gnal
event to the receive processing thread 96 specified in the receive request
15 (transactpsnrepdimie tRrl FORE36 ainecwades drb ted enépush24dommasd ¢heagent
for storing a 64 byte unit or segnent of data referred to herein as a MAC

packet ("MPKT"). THehRSMSHS61Beaikscpadkethel FONLbREnYAEypeEt 6£i N fragnents
equal in size to one or two RFIFO elenents, that is, MPKTs. The 20

speci fimd reegi¥eepEoCeyduRg rldleaad 04 SROANGS ¢ O ddies s ANAl mQyendndy
readi ng the control information fromthe RCV CTL register 232 (transaction

D'y o Secs ey TS SRR SR Y DT, Ul oS o
pocared In 10g; FELEQ; 1RRsnTUR1LOR8NHE RIATIRY TJNEAL P9 AT, e data
registers; and several miscellaneous registers, including a
thread status registers. Those of the registers which
15 pertain to the receive process will be described in further
detail.
The interrupt/signal registers include an
INTER_THD_SIG register for inter-thread signaling. Any
thread within the microengines 22 or the core 23 can write
20 a thread number to this register to signal an intér-thread
event.
Further details of the Fbus controller 130 and the

ready bus controller 126 are shown in FIG. 5. The ready

15



RFI FO 136 on quadword boundaries into its read transfer regi 2 AU mioves
t he data AyHeekdgyoi nto the SDRAM 5 (transaction 8). The RCVP?@QSQ)@& g4 er
230 is used to initiate a receive transfer on the Fbus and is nappeé to a
two-entry FIFO that is witten by the mcroengines. The I1/0 bus interface
28 provides signals (not shown) to the receive 10 schedul er thread

i ndi cating phat cbherBEYREDE K I i l.abl e for anoth receive
request and that the Iast i ssuégcra:eil(?l%e%tsa fas Bo%\érﬁﬁaskfa%er et THeTher REQ

regi ster 23 L | (0] G, 10A the RCV R FI FQ 230 i ncl udes 15 two
entries 2312011”&%&?%%%3?“& Meabcﬁeé’ﬂ‘tq%/ 53-’51‘:“\55 H&%@I“"l%\&n fremithgtMAGo bits
correspond to a reserved field 230a. Bit 29 is an FA field 230b for
speci fyi ng ?ﬁglﬁﬁxsﬁuﬁp ufSERTEA NS Fd it et erlt F bt MARE neteivice ¢hes
request. A THSG field (bits 28:27) 230c is a two-bit 20 thread nessage
field that Bheotgadlebsehddll siat meedy ttmspdse e fimssdgryi© 16E. asphgned
receive thread through the ready state nachine, which copies this nessage
to the RCV EbIE cegtsbdierAn3SL ihicehdie23Gbushiint2Drdde UskshidMma@s, ~ 7 AUG
200 WD 01/50679 , , PCT/US00/ 33405 cases where status information is
transf err edwii Dbh O Ngstliet EOPrMRKE e taataditeates Whelhar, d ‘/’A\@e%cg_”ﬁr g%bi t
n i€

bus accesses are required in a 32-bit Fbus configuration. 30e

(bits 21: 18 o996, Bl &21{1 gl d- LA 29,22) f spefy the RFLFO el ement

to receive fhe tran%fer?ed ggt gls}n??: %%I%‘)?/telﬁﬁ%%?Lqes &ggféi Je@f ‘?I?éi% pl aced

in the ele | hdi he E1 _field. If two KTs are received, then

t he secondnfgéﬁi?§ %ﬁéggd8¥ﬁkfﬁs i&§h% g@énangq CARPHeHe Ioreint d.

An FS field (bits 10 %é:lGé 30g specifies use of a fast or slow port node,
13efag bp

that is, whethefPife sCaPfdguged ¢sa o drdigreaflimmabré4-The f ast
port node setting signifies to the RSMthat a sequence nunber is to be

“associ fed B#$h ehet¥equedicahedt B3rbiit Wiuslesbe Handlienqurspdcréatioveal,

requests, which will 15 be discussed in further detail later. An NFE field
(bit 15) 23Wrlpeciénbiguhethonperach BEl EQeelstymmi sndchireed i blgd {tse.,
one or two elenents). The IGFR field (bit 13) 230i is used only if fast

port nmode iewselpabeel lbndl. i ndhcahesbl@ithetRIMaihatoddi foRr oggss the
request 20 regardl ess of the status of the fast ready flag pins. An SI GRS

66 (L o2ty | Scothe, b S8t et ol LSRR SRR,
230k SpeCifﬂéngggngly, the Fbus controller 130 further includes a bus
15 arbiter 168 for selecting which state machine owns the Fbus

132.

Some of the relevant CSRs used to program and
control the ready bus 128 and Fbus 132 for receive
processes are shown in FIGS. 6A-6F. Referring to FIG. 6A,

20 RDYBUS_TEMPLATE_PROGx registers 170 are used to store
instructions for the ready bus sequencer. Each register of
these 32-bit registers 170a, 170b, 170c, includes four, 8-

bit instruction fields 172. Referring to FIG. 6B, a
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2~ z Auu z~~ WD 01150679 ,* , PCT/US00133405 " the receive threpdfgooe
notified owosoigoedoed after the receive request is processed.PC 0@/59(0?’ i f
bit 11 is set, the RCV REQ entry nust’ be read twi ce, once by the recelve
thread and once by the receive schedul er thread, before it 5 can be renoved
fromthe RCV REQ FIFO. An RMfield (bits 5:3) 2301 specified the ID of the

MAC devi ce Roat RIas drgen-&0f recel Vv, duler. Lastly, an RP
field {bits 2:0) 230m spee(?#ﬁi]?&h?%hggp;%lfﬁo% tﬁ‘eéﬁg%‘%‘éb?’éé p%*&%/fi ed in

the RMfiel dg23Q%, agpee t0 The RSM 166, reads_t he RCV REQ
register entr (ZithtaS;t et gr}asma{nle %gf\/jvs?t stBul P rtei 12 it EC++¥§F t hed Fous
Q

y
432, that is, _howt Si.ghal.i| shoul d be perfornmed on the Fbus, where the
data shoul d™ §e6|vée£§ﬁe&%[]h{eb% F%’alrﬁj) w4 @ Fath@owet thedadf sebdl d be
signal ed once the data is 15 received. The RSM 166 | ooks for a valid
¥ ecei ve rengéttsi 1 4He \RAV FEQvhih 2pmcilfiiese| e sfadie PO deviegd
identified in the RMfield and selects the specified port within the MAC by

assertiny t medgppespmiidtle ontesyiribiagialan dutd hensibagidses €CeiNiog dat a
fromthe MAC device on the Fbus data 20 lines: The receive state nachi ne

al ways attefipeddt dbiead 1€i:tiper 161 ghts f gyer@-_qmq,@\o&pé 831%9@%]&1 T\EEA%&&HE MAC
I e

device on the Fbus as specified in the receiveé request. devi ce

e_on the Fbus as - e - /50679 ~ ~ AUG
asserts t hewERRowi Gizdld biyn& HRSMERR, &%no%%u?g%% Lo rﬁvif]%e&%%% e@l

~~ PGTI US00/ 33405 the recCeive early s are

made). The Ul at.es total hytes .received for each receive
r equest andg;ég%%r@gs%?hg%lg‘leﬁe%%{ e A7 %% disd rtrﬁfésfﬁnf EOP is

recei ved, thg le 1%6 gleterm' nes S the nunber of valid bytes in the |ast
recei ved daf&89¢ycfé> YRETRED-ENFORIS] Speradrn s(whdgsecPushes four-entry
~FIFO (referreg to herein as RCV CNTL-FI FO 232) that is

v 10 information to. those registers) is about to begin; an

~ autopush enable (bit 9) 174d, used to enable autopush of

the receive ready flags; another reserved field (bit 8)
174e; an autopush destination field (bits 7:6) 174f for
specifying an autopush operation’s destination register; a

15 signal threﬁd enable field (bit 5) 174g which, when set,
indicates the thread to be signaled after an autopush
operation; and a receive scheduler thread ID (bits 4:0)
174h, which specifies the ID of the microengine thread that
has been configured as a receive scheduler.

20 Referring to FIG. 6C, a REC_FASTPORT CTL register
176 is relevant to receivihg packet data from fést ports
such as ports 33a and 33b. It enables receive threads to

view the current assignment of header and body thread
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witten by the receive state nmachine and read by 't he *nmi cr oernfith@uG rsad.
The 1/ 0 bwe é1roernf ace 28 signals the 10 assigned thread whegprigstahi@dsentry -
reaches the top of the RCV_CNTL FI FO.' When a mi croengi ne thread reads the
RCV CNTL register, the data is popped off the FIFO If the SIGRS field 230i
is set in the RCV REQ regi ster 2~Q the receive schedul er thread 92

specified i 1Re R LN L | i r i L gnal ed, | ddi,tion.to .the
t hr ead spegi%fsitlg;gl in TiDfie dés‘;%oﬁ‘%%fng%ﬁi%&égésé,a?h”él%gtgeiﬂe?ﬁ’él - CNTL
register 232.s.r tw.ge before the receive request data is_retired from
the RCV W%%ﬁﬁﬁ%%nt}? hﬁoﬁ%?(‘fl?%r)gehﬁfﬁ%‘ si ynafeervenefietd (biksate
machine wite %0 0. the RCV-CNIL register 232 as long as the FIFO is not
full. If tRé: éh‘ﬁa;qufb%%.Ii“%Ri D _IRhbiekdeietst kel hch7fk, stal | s

and stops accepting any nore receive requests. z9 2 ? AUG 200 WD 01/50679
PCTI US00/ 38hashRreb@diifiga ¢ Fad0morhe2 Rxa @ Lr &¢&D,232p poors8eag)
instruction to the signaled thread (i.e., the thread specified in TID) to

processs t hehdaiad IAs iardiRERX EOBOORED Ihef RO CNILL &l FO: 1 0¢! udes 4oentries
233a The 5 format of the RCV CNTL FIFO entry 233 is as follows: a THVBG

field (31:3 233 inkc linte s ddie it ' ; RCV REQ
registgr[zsggg].qx %gCPCRT/THDéﬁéﬁcfE%??gg§%§§§¥gg%g%céggéﬁgr%éE%?Pher t he

MAC port n er, 0k LeRel t ) idlcbe cetibed in.10.further
Norall bel SB7Chn gg%—smﬁ@ﬁ %P%% et és'%_ e%f?‘?yﬁ?’és?%iﬁi%?&ﬁd

i ndi cat es acket sequence nupber_as an SOP (start-of - packet) sequence
nunber if ?Rg %EﬁE S gé?e??ﬁﬁﬂ%ﬁr¥?ﬁfﬁﬁ% PEREFTRIG: Bh ?aﬂsiéf and an

i ndi cates an_MPKT sequence numnber if SOP was not so asserted. An RF 15
field 232d¥5hdBREZRTHADIPY L%l d pihkta ol gt 186er Eepespeoifyintiotheconvey
receive error information. An SE field 232f (17:14) and an FE field 232g
(13: 10)0 ar §assppestofl taesyEP Ak Fing cthisead eEPpect Thel mannért he REVCREQ

An EF field (bit 9) 232h specifies the nunber of RFIFO 20 el enents which

were fill ethbget lféeleseiare nepkedy Wie NEMi 266 ¢bil B dA82tribBedsed for
fast ports and indicates whether the sequence nunber specified in SOP SEQ
field 232cdesaagsoaitared Wth fast port 1 or fast port 2. A VLD BYTES

Although not depicted in detail, other bus registers

include the following: a RDYBUS_TEMPLATE_CTL register 178

15 (FIG. 6D), which maintains the control information for the
ready bus and the Fbus controllers, for example, it enables
the ready bus sequencer; a RDYBUS_SYNCH_COUNT_DEFAULT
register 180 (FIG. 6E), which specifies the program cycle
rate of the ready bus sequencer; and an FP_FASTPORT CTL

20 register 182 (FIG. 6F), which specifies how many Fbus clock
cycles the RSM 166 must wait between the last data transfer
and the next sampling of fast receive status, as will be
described.
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30 ' ' WD 01150679 Z 7 AUG 20~~ PCT/ US00/ 33405 field (7: 29 2®Bp MPecifies

t he' numberny@his@péd bytes in the RFIFO elenent if the ele LS in
EOP MPKT. An EOP " field (bit 1) 232K indicates that the Rgﬂ#nﬁg&%%MECP

MPKT. An SCOP field (bit 0) 2321 indicates that the MPKT is an 5 SOP MPKT.
The thread done registers 240 can be read and witten to by the threads

using a CSR instrugid ' t e Jegi.sters he, recej ve schedul er
thread can deterni cr?eé%%ﬁ%%éﬁ?'en—{a’nt h%&@%&EeY%‘z%s@ BFRVILREAD DONE
CSRs 10 240 (L a.two-bit nes e for each mcroengine thread. The
assi gned r e%é#@gﬁ%%r 358%0Hﬁy f\atfigtseaggt fBdbFECREYEagE aty St Hilagse g0t dhato

-indicate that .t has coggleted its task. Each, tinme a nessage is witten to

t he THREAD PR{ECREGi ¥pethephEheuprenntneésdgtai ¢nl egi easbri@Red with the
new nessage. 15 The bit values in the THREAD DONE regi sters are cleared by

writing a "dransmithBEIERh&Qd| er maypetiveaFIFbe206shagesehyhed i ke Ahe Hat a

read back to the THREAD DONE register. The definition of the 2-bit status

field i s detlereshelldi heseltiwarhe 28adpebasSsERAENCRTCHYE BLRGESS] reads
wite their status to the THREAD DONE regi stera whenever tﬁe s?gitit%gc anges.

Wien th - \NE_' regqist it | ook at
1T, 1, L SRR sl {BeLETSAPIONGS ESALILERy, ok 09,5,
t he st at its thread/ i t list.
The packet Tale o &1 act pare (6. Chr oLt baRPY F3ReR PROCTEs Phatome

rate at whi i state machi ne reads MPKTs from a single port
is so fast sfc{la%&g ér(gggi %ﬁdtﬁsagasngveﬂof‘n% aBPECPELpFEcLBESarIMBRE bef or e
the receive, state chine brings in another MPKT from the sanme port. That
is, afast POt %@%%qﬁF‘?’ésfﬁér%‘é Bheaflag data over ready bus data

10 lines 209. 1In this embodiment, the ready bus includes 8
data lines for transferring flag data from eaﬁh port to the
Fbus interface unit 124. The CSRs in which the flag data
are written are defined as RCV_RDY_HI/LO registers 210 for
receive ready flags and XMIT_RDY HI/LO registers 212 for

15 transmit ready flags, if the ready bus sequencer 160 is
programmed to execute receive and transmit ready flag read
instructions, respectively.

When the ready bus sequencer is programmed with an
appropriate instruction directing it to interrogate MAC

20 receive ready flags, it reads the receive ready flags from
the MAC device or devices spécified in the instruction and
places the flags into a RCV_RDY HI register 210a and a
RCV_RDY_LO register 210b, collectively, RCV_RDY regiéters
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nunber of RFIFO el ements and receive threads in parallel to 10psejif &l
full ine wat@ssoge anount of processing required for an MPIS Mobgﬁqsude

header processing (e. g., header nodification, forward | ookup) or Sinply
novi ng a packet body fragnment to nenory. Fast packets and, in sone cases,
fast MPKTs (i.e., 15 MPKTs whi ch make up packets received fromfast ports)

can be procesged g paial ifferent threads, so there is a need
to maintain intra- paccket torqlger%%%r?%yir%tgelrs?tpeda(e?o{)lfec%’roq %P R ven port.

Thus, to majntain cket .order for packets received fromfast ports, the
net wor k pr 08&%?8}’6?‘% %V&§§sp§§(§ué’ﬁc§%ﬁjryé? PupHne set for each high-speed
port. Each set of sequence nunbers provides a network packet sequence
nunber, an MPKT sedifeiRe #firs shewaniengheufigegeentbenbubetintBieaee
sequence nunbers are maintained as 32 ~ 7 AUG ~00~ WO 01150679

PGT/ USOO 33405t41BH#t adsenseppowitshitwa fadt @datts dedearaaca 28y aftag
automatically roll over to zero once they reach a count of fifteen. The

sequence nupbessFASE_RMInRaidaedndn FRBIS RECI VS S dLr & (SRS) por
Referring to FIG 11A, sequence nunber$§ registers 270 i nclude an ngQl

regi ster 27g@rhgMbngast SR SERLcEi ghd 2 d EQ JEAl SLEL, 274
whi ch has an SOP-SEQ field 275? These éﬁ% S'S gfgﬁgngégﬁﬂgﬁ%er%% ers

for their r clk t ts. a a j nted .10 by the RSM |
Reterring 1o b b H8en e R By e e P e A e e A RO 3 A Lt an
ENQUEUE_SEQ _regi.s 78 having an_ENQUEUE- SEQL field 279 for storing an
enquence se€ ueﬁgg—%ﬁgﬁéwgfBFgFﬁgFrpgﬂﬁ'l andThf BNOURDE_CREpregdissear 280,

whi ch includes an ENQUEUE-SEQ field 281 for storing 15 enqueue SOP
sequence nuibRrifoPP€aSf peVEr2l TREdehyudhe swmedvee smhdibrlemrehread
incremented by the receive processing threads. The network packet sequence
nunber 10n ei¢ RetermigePheFQior bgestern (earifi@strapaestl) @t SRBSEQR
register 20 (for fast port 2) register is placed into the RCV CNTL
regi ster, amticetesewhethat ahelsfneohit#®l Heruueateiive islsiley mchine
increnents the packet sequence nunbers in a
Referring to FIG. 8A, the format of the RCV_RDY_CNT
register 216 is as follows: bits 31:28 are defined as a
reserved field 216a; bit 27 is defined as a ready bus
15 master field 216b and is used to indicate whether the ready
bus 128 is configured as a master or slave; a field
corresponding to bit 26 216c provides flow control
information; bits 25 and 24 correspond to FRDY2 field 216d
and FRDY1 field 216e, respectively. The FRDY2 216d and
20 FRDY1l 2l6e are used to store the values of the FAST_RX2 pin
214b and FAST_RX1 pin 214a, respectively, both of which are
sampled by the RSM 166 each Fbus clock cycle; bits 23:16

correspond to a reserved field 216f; a receive request

20



manner that allows the receive processing threads to track 37 aug 208¢ 200
WO 011 506 A%0ofe/50¢75/SOA 33405 ' not only the sequence of the BET Bﬁﬁ&ckets,
but al so the sequence of the individual MPKTs. If the SOP signal 1S
detected during a receive request, the network packet sequence nunber

provi des a sequence nunber based on a . 5 network packet (hereinafter

referred tocggn@nsPeRgs cq N e 1L the SOP signal, is not detected
during a recer ve requess%H?%qué?EE?ﬁggh5%ﬁ§§%ﬁﬁﬁb@r' SdSed At MPKT

(hereinafte KT, sequence .nunber). The receive threads can determ ne the
type of pacEg?ygéqﬁgggg %%nﬂgfrﬁﬁébﬁﬁégaéﬁ§rRé@eCﬁ?Mliﬁﬁsﬁgﬂphﬁﬁﬂ%ﬂam bot h

.t he packet seguence nunber and SOP status. The SOP and MPKT sequence

nunbers forT85EhVFaSPIHEPE FRE CRfiterddniddidablepiin ddentREFIEO TIHs ;SGP
sequence nunber counter is increnented each time an SOP is detected. An 15

"“MPKT sequent@ChiWperedsiinconnteddiodds (bhésSOR 03 equdhc spatiife sienever t he

SOP signal is asserted, and is increnented once per receive request when

t he SOP 5i ghateivenveadgt ecued, Fhe sebdtcdounteHeRER tNUFDENS A SR by
the receive 20 processing threads to determ ne whether it is their turn to

pl ace a conphel et Ngé WeRK Béﬁh?tbﬁﬂt%e%ubh%@%”ﬁ%oqwgﬁ%est%% %%§%1ig€%

net wor k packet has been received, the receive processing threéa ea t he

enqueue se LS SHEDREV3ADY @ﬁbogéﬁggﬁgrfﬁg6Augh§835¥£§$%g§89#§340%xL¥om

t he appropriate engqueue-Seq Tegiste énqu

mat ches the, e n? r_assigned t he cket, the receive
processi ng { reé%%%;§8g+%gg— gereglsger 2&8a to %ﬁe receive scheduler

read transfer registers.

10 There are two techniques for reading the ready bus
registers: “autopush” and polling. The autopﬁsh instruction
may be executed by the ready bus sequencer 160 during a
receive process (rxautopush) or a transmit process
(txautopush). Polling requires that a microengine thread
15 periodically issue read references to the I/0 bus interface
28.
The rxautopush operation performs several functions.
It increments the receive ready count in the RCV_RDY_CNT
register 216. 1If enabled by the RCV_RDY_ CTL register 174,
20 it automatically writes the RCV_RDY CNT 216, the RCV_RDY_ LO
and RCV_RDY_HI registers 210b, 210a to the receive
schéduler read transfer registers 80 (FIG. 2) and signals
to the receive scheduler thread 92 (via a context event
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packet onto a transmt queue. |If the enqueue sequence 5 nunb@r? AUG 0dot

mat ch, t hévVO&&8067@ processing thread waits for a "sequence RORRSH0/ZHENge"
signal event to occur. \Wen the event' occurs, the receive processing thread
reads the enqueue sequence nunber again and checks for a match. If a match
occurs, the packet may be placed onto a transmt 10 queue . After a packet
is placed omignadansten diheuexauttepusteiopee 1atcas Si Ngcdi ek | ncrement s t he
enqueue sequence nunber. The enqueue sequence nunbers are increnmented by

writing to either ttige ENGAMRIFLSEQle 8t e FNYEVE0 SEGR 135 thegMakerT ¢ T ecei ve
e @fief : ¢

processing thread may choose to wite its processing status to the

THREAD~DONE, £ egl $16 1 23 W Iy 43S rgﬂgnt t ehqueue sequence nunber at

the sane ti ﬁe Thi sr((:a‘ans)tljvgI gg%oﬁlﬁr}'?'s e V%Jtyheaanc{s]?ang ec%%%u?ﬁ%tgﬁcti on to

addi ti onal g?ﬁz a_ THREAD DONE .| NCR1 rg.%: ster or the 20 THREAD DONE | NCR2
3F"&ko &

regi ster (n SRF T h§CFBEEDY ¢h S IITERE comt r ot LI hkY r abBeat
which it issues receive. requests. |t issues a nunber of receive requests
that is“no hBFE ?ﬁaﬁhﬁﬁﬁtt qtitCed 15 Feppive readyd bapy ars\pPo1ieds79
PCT/ US00/ 33405 port, but is sufficient to prevent an overflow of that
port's recet§edFRREErWAERDUEhEg MaRGMRIM pErties atsudhicls t0¥ IdOcBaser Et her net
ports, the receive scheduler thread reads the MAC, 5 receive FIFO ready
flags for natriplisgpert $hed¥ACr dievdsenwriodtsnor tthuwyveitai e woedsedte, and

i ssues receive requests based on the know edge that data is available in

the MAC recebyethbFQecliiRee sicheti@ady MHAdR B 669 ¥o: S d eagycfibags each
time, it can issue nmultiple receive 10 requests before it has to read the

flags agai n.pBepabseTFestcRRLLE ARG ?l\%tg[% M@*a&]g@g‘% kgé‘écgyf@ﬁg t han

sl ow ports and the | atencies assocl ate cer g., reading

t he recgi ve agsafr ort _or .fr mth‘_ijC}éRDY H /LO reqisters,
.mmitingﬁﬁ r%%gﬁgéc%gqgggtaggl%gaRceﬁQﬁﬂeﬁhﬁft) P A RFh TR3E packet
arrival ratel thg rate.at which a single MAC port nust be serviced cannot
be sust ai ne¥b§2FEsui AGSr EBBNTEPHS SEIBIAGE Qhh e P RRTET &S KRS eEehEe
available in a device port receive FIFO Therefore, the receive schedul er
t hread usest@@A¥peeunkt ivetheqBREYL RDYQCNT gredsipatearr pdk 6 seadthatime, thae
recei ve scheduler thread issues nmultiple receive requests to a port based
on the specubatroatihat ekkentess dThe R IRINY €N tdpdstpor (256 r eari be
FIFO At the tinme the RSM 36
used by the receive scheduler thread 92 to determine
15 whether the state of specific flags have to be evaluated or
whether they can be ignored because receive requests have
been issued and the port is currently being serviced. For
example, if the FIFO threshold for a Gigabit Ethernet pdrt
is set so that the receive ready flags are asserted when 64
20 bytes of data are in the MAC receive FIFO 206, then the
state of the flags does not change until the next 64 bytes
arrive 5120 ns later. If the sequencer 160 is programmed

to collect the flags four times each 5120 ns period, the
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" ' WD 01150679 PC~-T~S 166 processes each receive request, ig 1 nes

i f data i swadimed7sby avail able at the port. Based on this de&ggm D404 t he
RSM 166 either processes or cancels t'he request. 5 The RSM 3 rm nes
whet her there is data available at either of the two fast ports by readi ng
the fast receive ready pins (FAST, RX1 214a and FAST RX2 214b of FIG 7).

port s recerus FTEC rendy t Pagtethy Fh2RAC BoF 825 ot ocives b, it < when
t he recelve F f ul Iness thre gg d level iis reached or an entire packet
has been recel YT 58IMERFeF 80 FRR PR AGPO&SSerted, the RSM 166 cancel s

-t he pendlng request_and WW|tes a cancel nmessage 15 into the RCV CNITL

register's nessagewlhleé‘l tretqf%hv%lfgﬁﬁﬁ}s ¢hantasiss gmeed riec anowipsocersi ng
thread. The receive proceSS|ng thread is programmed to read the RCV CNTL

wregi ster, ifnesipetsttt thacekcriysageadyr feagky anériendiscate to the

recei ve scheduler thread that it is 20 available for other tasks. The state

of the two dastiliehtlyy pthsti shengdeeaied rBatibe EB ¥%2fih el QeZ&[%o(rf o port
2) and FRDY1 field 216e (for port 1) of the RDY- CNT regi st’er 216 (shown

0 PG Aty i) 2001 062 ECT BRD J5405. " p s e

schedul er thread reads the fast ready flags

216 f|e|d5<£§égkmfﬂé%i&w @fp§£58gh§19 Sk?egggggég{ghggrggggygtﬁ%%%%g% hzfge

receive requests. I ssues enou elrver
that m gt Ry ¢ TRt Zecifve Tequest in ¢
completed and the receive control information is pushed
10 onto the RCV_CNTL register 232, the the RSM 166 increments
the receive request count. The count is recorded in the
RCV_RDY_CNT register the first time the ready bus sequencer
executes an rxrdy instruction for each program loop. The
receive scheduler thread 92 can use this count to track how
15 many requests the receive state machine has completed. As
the réceive scheduler thread issues commands, it can
maintain a list of the receive requests it submits and the
ports associated with each such request.
Referring to FIGS. 8B and 8C, the registers
20 RCV_RDY_HI 210a and RCV_RDY_LO 210b have a flag bit 217a,
217b, respectively, corresponding to each port.
Referring to FIG. 9, the receive scheduler thread 92
performs its tasks at a rate that ensures that the RSM 166
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The receive state machine 166 supports three fast port rrodes’ﬁ‘memgd&g@rm ne
how r ecei wOpIS#52%$si Nng t hreads are assigned to process packpttTagbasidos t he
RFI FO. These 10 fast port nodes are referred to as single thread,
header/body thread and explicit thread nodes. Wen sel ecting a node, the
net wor k processor considers the following: availability of threads to
process eachs r&beaye begygsthaexesyt tRAtt kAR LON & QQWragzgeiaV% Iduiead. The
nodes 15 need to understand where one network packet ends ang the next one

begins. To rely Lnping,.of e.network packet as
correspomﬁ%éﬁ%%??ﬂ%agggg?t?%nbg?péggpgggatﬁg g% iﬁéﬂoﬁgghe REUREAR packet
correspondi tion_of EOP. .Referri back to FIG 6B, the fast
20 port m(ﬁ%%%lgﬁgﬁﬁgé W%Yrﬁfl?’gglsé@g%i?g g@f PHE&s 3the AR nodes
as single thread '00;, header/body _Ol' and explicit ~10" . The single
thread node HSiTHEHVEi fghedtterall desgrmines yhigly 5ogrs need to be
PCT/ USO0/ 334~~ each packet when using specul ative requests. If the single
thread frodEqBVLIREIBY ceading et REVRERNYROYL HiegREVe RDY7 BOamthdf ast port
thread node (RCV REQJ 17:16]) is set, the RSM 166 perforns in the follow ng
manner. |f RGie FIBMQNB fegleseets 2n0S50P210bt hadr ae,vecdpbatikansier for
the MPKT, it signals the thread specified in the RCV REQ regi ster 230. That

is, it witee thediveaschdiol et he sgeshl hedethl aad %ﬁiEBer§|c§3'fxzieeld 230k.
It also saves that thread ID in the appropriate header fiel o# the REC

FASTPORT Clle 18 15616 o6 Hu |45 8CFh) S0k 05U80L 50yt 19 RS 160 1 anores

the thread ID specified int regi ster ‘and si'gnal’s the “hr ead

specified i head ield in the REC-FASTPORT CTL register. The RSM 166
wites the ‘{}r%{?}s}g’ %ﬁ%& Dé?%n‘% h&* REVE CRRESH-&6i §Féijwﬁ€géﬁT/lT‘H|§Lﬁ el d

232Db. I§ T qgﬁgqﬂyg>is returned tQ the receive scheduler thread so the
recei va¥sc A eatf TR iR ® Fe8CEhPeddakeyE-abillti tFacks thry return

the thread ID, the RSM |66 signals the receive thread when the receive
request is HRERARERIFREIIRY rekatye ofrbhe phabsssmilssogngiae ttreadis D 20
to the receive schedul er using inter-thread comunications. Alternatively,
t he recei vbysofeadlilngr thresst dare regaess CBRs R#Ohe Thegnakedias well as the
recei ve processing thread after the RSM conpl etes the receive request. In
39 scheduler thread 92 initiates transfers across the Fbus 132
via the ready bus, while the receive state machine 166
15 performs the actual read transfer on the Fbus 132. The
receive scheduler 92 interfaces to the receive state
machine 166 through two FBI CSRs 138: an RCV_REQ register
230 and an RCV_CNTL register 232. The RCV_REQ register 230
instructs the receive state machine on how to receive data
20 from the Fbus 132.
Still referring to FIG. 9, a process of initiating
an Fbus receive transfer is shown. Having received ready

status information from the RCV_RDY HI/LO registers 210a,
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tw ‘ce bef ow® @aoer9i s renoved fromthe RCV CNTL FIFO In DS b T RRGS
recei ve processing thread reads it orice and the receive scheduler /ﬁwead
also reads it once. If two reads are not perforned, 5 the RSMstalls. In
anot her alternative, the RSM signals the receive processing thread when the

receive requesb ias G efe Mat@%‘;a%pﬁgﬁi%r}pcﬁers%é q%“?t rgkgggq%ect%%ggs the
ul er an'1 nter=thr

unused thread to the receive sched read “usin
signaling reghskek MILh, the. thread done 10 registers, has a bit for
each thread akr% i's rea p(éér]!lalg%laccra}ﬁlﬁpb]y tHe FEdSGaE S dediheratrewet er ni ne

.t hread avai iLityVe-ht sets the bit corresponding to the unused thread ID
in that regh%?gh,ec\/\hilc%'i gthEﬁc?éé{B Eﬁhﬁﬁégﬁéc‘e‘h\veaécEéddleelermhne:sd.iflS I n

t he header/bgd\é mpde, two threads are assigned to process the MPKTs within
~a network piBREE. ITPh&oOy 4 e REECRBEFIRO (230 Meadendiiend cuwh ¢
responsi bl e for processing the header to determ ne how to forward the

packet. TherS@EBARE -t hAdadti sletteantiotys tdharaRCWRED HITRQ IEepansidie for
movi ng the remai nder of the packet to the SDRAM Wien the body thread

conpl etes ite taskivet ausesuiester Hhy Q&eﬁiv@nglcih%utl%pgtﬂlfé/ 4 he header

thread where the body of the packet is |ocated. The header thr ead can 40

a 7 auc ~~ Wi Pd558678ceivePethiaQef l_ace .t he packet a
o Wg%ﬁglgggr %é?% 5'})133? t ee%S\PﬁFQQ he

transmt queue. The RSM 166 supports th

fol I ow ng npopgra3hf (Eh tects an S0P, it signals the thread
specified in RCV REQ(regflsB?glrt%ggldgzdvetﬁ‘g ?(ﬁg llﬁlgez?(fpﬁ%ﬁb?rs ith& he header
field of R ORT CIL i r _176. Wen it processes the next request,
it signal ﬁ%@é%feéa g%&ﬁﬁ?egkﬁn FREQ REO rl&gresact2on &id sdhes R

t hr ead {bunbfé in the 30d¥ field of REC FAST_PORT CTL register 17& From
this poi’nt @mﬁ§ﬁpon s to the request by moving the requested data

into the RFIFO 136 (transaction 4), writing associated

2 7 AUG 2~~ WD 01150679 PCT/ US00/ 33405 this case, RCV_CNTL ny tA&e 25f§ad
e
4

control information to the RCV_CTL FIFO 232 (transaction 5)
and generating a start_receive signal event to the receive
processing thread 96 specified in the receive request

15 (transaction 6). The RFIFO 136 includes 16 elements 241,
each element for storing a 64 byte unit or segment of data
referred to herein as a MAC packet (“MPKT"). The RSM 166
reads packets from the MAC ports in fragments equal in size
to ope or two RFIFO elements, thét is, MPKTs. The

20 specified receive processing thread 96 responds to the
signal event by reading the control information from the
RCV_CTL register 232 (transaction 7). It uses the control
information to determine, among other pieces of
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10 the RSMignores the thread ID presented in the RCV REQre 'ft #8p and
si gnal s th&gﬁﬁgﬁﬁﬁhread specified in REC- FASTPORT"CTL regis&%%wgzgg he RSM
e un

wites th thread 1D to the RCV CNTL register's MACP P&éld
232b. As with the single thread node, the unused thread IDis 15 returned
to the receive scheduler thread so the receive schedul er thread knows t hat
the thread i,s ,available far processing. In explicit thread node, the RSM

al ways uses *HEFHR LR as %ﬁﬁe € idPtHels cterabedefuetheaBFIRAi 836ed by 20
the RCV REQ register 230. In this node, the receive schedul er thread

provi des eadhe€r &E&S8AY rRIQZST HP T heleeradi 96 roaads Dibé dheat remdthesi gned
to the next MPKT receive request so that the thread can signal the next

assi gned 41RFIFO 1 34UGmpadi® il /EdGvds POT¢ USRO4 38495rcaliht eadsker t he
next consecutive MPKT that is it done, the exception being the |ast thread
in line, whirehiseesises imstadidieidty eatrdB:0) 1heoherdesphiiead.
Additionally, each thread provides the next assigned thread wwth a 5
pointer §o theshukiaryenpry. thus ensuring the MPKTs for a given network
packet are queued in packet nmenory in the order in which they arrived. Once

t he thread assigne VPKT has l.eted processi,ng and has been
signal ed by the th?%% %g?—gﬁ@ E?gﬁFgﬁg %Bﬁgfsiﬁsﬁgt%ﬂ(%P% YFedder 10
thread that _the.entire packet can be enqueued on the transmt queue,

provi ded, thSEStLE ttﬁé‘tnstafcﬁé &y Ranre hanmRpPrest ERed ENe-subry
sequence nupber of the MPKT processed by the header thread. The MPKT
sequence nufbEP thasr dv ded ttererMrtde HekcnpuTsinee. quUBuedI/® bhe correct
15 order . Referring to FIG 12, an overview of the fast port receive
processi ng intezfeckeétBe rfcasiidepordi GG 8 s(rsdwvshowhe tecEhyerssbedyl er
thread selects or assigns 302 an available thread to the port and issues

304 a recei yeh2bul egquesireseeairddidie e @ast ones koW erty PSrH0s 8 hasdashed

‘lines, in explicit node, the schedul er selects 306 a secondary thread as a

thread to beoanshuaed abilel e M@HodrRhel i d AW eS8k ShRRCEnL becRgeondar

thread in a nmenory

last issued request has been stored in the RCV_REQ register
230.
Referring to FIG. 10A, the RCV_REQ FIFO 230 includes
15 two entries 231. The format of each entry 231 is as
follows. The first two bits correspond to a reserved field
230a. Bit 29 is an FA field 230b for specifying the
maximum number of Fbus accesses to be performed for this
request. A THSG field (bits 28:27) 230c is a two-bit
20 thread message field that allows the scheauler thread to
pass a message to the asSigned receive thread through the
ready state machine, which copies this message to the
RCV_CNTL register. An SL field 230d (bit 26) is used in
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~ 7 AUG 200 WD 0I /50679 ~ ~ PCTIUSOO 33405 | ocati on desi gnat 7986
correspondiwdoi/spete RFI FO el enent to which it will be wi t%/;i”iézﬁgM '
checks 308 the fast ready flag for tHhe fast port. The RSM dete 0310 it
it is asserted. If it is asserted, the RSM processes 312 the 5 receive
request, and responds to the request by transferring 314 the requested MPKT
into an RFIF i ngli . he request, and_perforps_the step of
posting 316 %%V%r%mﬁ{é %%%ﬁ@%%%%%’r% nbst%r?%%fgﬁ’é?d poPtlavéeg Ehe
specified i ROY_CTL . register 174) to the RCV CNTL |0 FI FO and, at
the same ti %eélh?f ghalin ttﬂédléé%%e‘&r‘?W%ﬁdtT%nQFa?@eo@%ebit hpeads, e.g.,
+he scheduler, as specified by the request). Once these steps are

conpl et ed, tAEHEE i ret@ Ve Prive e sI APt hr Bowls prontsgesaBisnt heANPKT as
ins ructed by the control information in the RCVY CNTL 15 register and the
fast port Tiefld He3Qeathitfy R i B nodndssertedfiéld dgser i pes2349 if the
IGFR field is set in the RCV REQ entry. If not set, the RSM cancels 320 the
request and 23tfurspedify |thofRRTKO tdréamsht | o i tedsivetithd hey RMpLpggeds to
process the request. 20 Referring to FIG 13A, the RCV CNIL entry posting

and thread siagral i T &nid3l6 Meke il2)rdded ,S’ié of té%%é%angilﬁgégr ead node,

the following. The RSM determ nes 330 if SOP 1s asser uri Re receive

data cycle. ghfeng@it 431didate ¥ 1 50%9 P SOO 33405 it

pl aces 332 the SOP seqt}ecnacgdﬁtlé?bgtrhe e \#ege%é’_s 8 cfg% refents 334 the
SOP_SEQx co I, ets,336 .the SOP bjt. wites 338 the specified thread ID
to the TID #F—%cl% ’ngi’we Hend a\fgé:% NBKY 5 Rlaead FASTHORREHTO  egi st er
header 5 field for the appropriate fast port. It signals 342 the specified
thread. |f SéPMERtndnddcadededy he ROV ds Fre EheE I Beuence nunber
to the sequence number field, and increments 348 that nunber. It sets 350
the TIDWQield:L6)t RE0ED steciiifd eshremd dfndi citssd dmn glher heaterméde) dewse 10

t he REC- FASTPORT CTL register (i.e., the TID for the last MPKT that was an
SOP MPKT). It&,albetheirt ehe3F2qules turius ell Herarid/ & Processi Ngy L4 §@dpokpat
is, the thread specified by the receive request to the MACPORT/ THD fi el d.
It signals 3FAeb@nbtt perasniogeedethiord Anf ihe Sehedyler he 15
regi ster, the assigned thread so that?@idt %&WS how to péraoRcéeMs)sﬁf%'cej %)acket
and the recgb¥8esicheduldert Bzead todst the .specified thread was
not used and i&s therefore avai | ab?% %%%oglﬁéév%r}g\@it&n%ﬁ{).r%q%ﬁi%@gto FIG
13B, the pr sk ng t KT.20 (318, FI G, 12) for the single thread
node is as ?ggﬁo%\g.wgﬁ'lt IE% gggﬁéﬁé‘&ﬁ?&&&ﬁ & P et erth ey wbblt hat

t he

15 be discussed in further detail later. An NFE field (bit
15) 230h specifies the number of RFIFO elements to be
filled (i.e., one or two elements). The IGFR field (bit
13) 230i is used only if fast port mode is selected and
indicates to the RSM that it should process the request

20 regardless of the status of the fast ready flag pins. An
SIGRS field (bit 11) 230j,‘if set, indicates that the
receive scheduler be signaled upon completion of the
receive request. A TID field (bits 10:6) 230k specifies
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MPKT is as SOP MPKT (as indicated by the RCV_CNTL register), $lyepasumned

processi nowblyisaghopar ses 362 the 44~ 7 AUG 2004 WO 01l 504 15s00/33405
PCTI USOOF 33405 header and perforns a 1 ookup 364 (based in the H%a er and

hash information retrieved fromthe hash table). It noves 366 both the
header as processed, along with forwarding information stored in the SDRAM

forvarding ¢l escaidel bR Bakeqs Benof 4 MPKT (1.6 Ayl 0ad), into a

tenporary queue I n packet buffer menory. €the MPKT
is an EOP, then.the_assigned thread assunmes 370 than the packet is ready to

be enqueued"FRELEE FFIRSMTt 1GuBERSESSthe fIORRSTALSy dof Pithdhkatedsey, t he

forwarding 10 information. The engueui ng process will be described with
reference toREIBEVABEQ) £NERY MBRY P& FeRchfwsOR, et ddw necdiead
noves 372 the payload data to buffer nenory (in SDRAM and then determ nes
374 if it ithm@gadopnd| pnce by sheE@Rcetive mobeesdiary thyeaat), ilsefewelyit 0
enqueue 15 the packet 376. It the MPKT is not an EOP, then the processing

thread $ignads B&8rehaveit frsmdehe RCvVaREW @1 FD.gnald gy netddsibee -
wite thread done register). Referring'to FIG 14A, the RCV CNTL entry

posting ands s3gnaBpNyspbcliaieadsndlep S MalcO’, |
header / body) tﬂread ms)ge? t he fglhlao?\,iung%f\fl ‘%ﬁ% IT?%I\C/IO éﬁ%ﬁﬂaé%%%% IS

asserted dug cejye yele:, |f so, it places 3 t he
sequencelﬁﬁ £§b?%§t%g géé;§%g§§¥§e%8$eﬁﬁéﬁéﬁen%?%%%?wrﬁ? _é%ﬁigﬁgunter
wites 45 2. 7 G, ~4 01 /50679 PCT/ USQ0/ 33405 T 386 the specified
thread 1D tBTFR 4T { 7aPl SESGOFRo8s “Eavds Doas AE (504 MAES s PORT CTL
regi ster header field for the appropriate fast port. It signals 390 the

speci fied tTReEHELIEE SoPthe RYt fasddr R84l trs ReWnwsalested.

10 The RSM 166 reads the RCV_REQ register entry 231 to
determine how it should receive data from the Fbus 132,
that is, how the signaling should be performed on the Fbus,
where the data should be placed in the RFIFO and which
microengine thread should be signaled once the data is

15 received. The RSM 166 looks for a valid reéeive request in
the RCV_REQ FIFO 230. It selects the MAC device identified
in the RM field and selects the specified port within the
MAC by asserting the appropriate control signals. It then
begins receiving data from the MAC device on the Fbus data

20 lines. The receive state machine always attempts.to read
either eight or nine quadwdrds of data from the MAC dévice
on the Fbus as specified in the receive request. If the
MAC device asserts the EOP signal, the RSM 166 terminates
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5 392 the MPKT sequence nunber to the sequence nunber field, Uh~ ment s
394 that mwologsos7dt det ermi nes 396 iﬁ the | ast request was pefudhh MPKT.
If so, it signals 398 the specified thread, sets 400 the ID of that thread
inthe TID field as well as the appropriate body field of the 10

REC _FASTPORT-CTL register. It also indicates 402 in the MACPORT/ THD field

the 1D of tQﬁeh@é@@ivéhégﬁﬂy(?BeEQSEaEESh@eggeﬁithread naé be signal ed when

the entire packet has been Tecelve

processSady. 2FFEERES &SF st was

not an SOP , e {gnals 404.th hread specified in 15 the body,
wites 406 ?ﬁgg—$%ﬁt%EEP%§¥?giaggﬁdtgﬁegP%Fis%XﬁéstHGCPENGﬁ 1o @afded
~thread of the receive request in the MACPORT/ THD field (to return to the
pool of avalTabt¥e reCereRrt pRBeetePAYtEnERGITRIUPt 18] §BesRENACHTAIO0 t he
schedul er so that the scheduler, in addition to the 20 signal ed receive
~processi ng ¥$FEHLTL ndY2 r calif t BEPr b8 _rackivedi stbe BAMr §6beterte rivines
renmoved fromthe RCV' CNTL FIFO. Referring to FIG 14B, the MPKT is
processéd Whe heutibesi gheddlitireptesnithehduabsthreadivede dasaf ehlcaes. | f
46 t 7 AUG 2004 WD 01150679 ~ ( PCT/ U5001 33405 the thread determ nes 412

that the MPKT i s aPhSORCVMPERTL troRficaesses Al thphradsy aAng,paviead data
in the sanme manner as described above (i.e., parsés the header, etc.) . If

| L determinesed! Ord it ddioc ST, Dot NG PREGCERIRIFE B02053) B L hal T, the

MPKT is a mninum sized network packet, then'i
ready for

—asSsSunes e*WPKT is

”ﬁ”! I KT is, npt the | ast MPKT i packet, then the.
t hr ead (wmucpﬂl e h‘Ie%%glreeJE\%‘é%d?t%  PECRODET PEGt FERO4BY GRSECP. Once it
recei ves such notification 4%2, t he packet is 10 ready to be enqueued in

the transmBTTRASELNS Thes

T%eng(OaHuSCPHEGFf@ﬁ@ g8neiianailisohsf a

packet, the thread stores 424 the payload in the tenporary queue in SDRAM
at a buff err9oHSdEikeAIGridher dyvahedheatey rheehds thei togebdr mihres 426
that the MPKT is an EOP, then it signals 428 15 to the schedul er and the
header t hr édiV_(GNTL dBIEQ f | dthem & hrei MACPOETIhEHDhEeatdyethBat the i s done. |t
thus determ nes 430 that the conplete packet is now ready to be enqueued.

If the MPKROW ONTL areiP et} shemdytsi 99apspAdd bort bReSehedul ern st hafe it
is done processing its MPKT and is 20 available for work. Referring to FIG

15A, the posidRy Melt&ezﬁﬁi\/-ﬂ\@e@“iﬂYtﬁé‘dRéggﬂ?gi ?ﬁg?%%g E?

| udes,

S
for the explicit node, the follow ng steps. 0 aét£ ‘ 'Q7

SOP is asserte

Auc 200 VO QLEQAT Y o, T A5G A340% POLLBPHSE: Lo FEVheG! Rigines 440 1

15

20

register 232 is signaled in addition to the thread
specifiéd in TID field 230k. 1In this case, the data in the
RCV_CNTL register 232 is read twice before the receive
request data is retired from the RCV_CNTL FIFO 232 and the
next thread is signaled. The receive state machine writes
to the RCV_CNTL register 232 as long as the FIFO is not
full. If the RCV_CNTL FIFO 232 is full, the receive state
machine stalls and stops accepting any more receive
requests.
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during the receive data cycle. If so, it places 442 the SOP £hudGc®Mhunber
in the SOWGEHP06? el d, i ncrenents 444 the SOP_SEQX count er, POTAISeN:334¢5 't he -
specified thread IDto . 5 the TID fi'eld. "It signals 448 the specified
thread. If SOP is not asserted, the RSMwites 450 the MPKT sequence nunber
to the sequence nunber field, increnments 452 that nunber and signals 454
the specified thre&feRefiory ithg RIG FIIGR, 158 e tHEy r@eel VeTtdr 8¢ processi ng
10 the fast port MPKT according to the explicit nbde as follows. If the
speci fied ignonthelel enstrgerd6R thatnthsiURKT S tanedtP (VBT e speci fied
I an dse

t hread processes 462 the header, noves the payl oa proce eader to

buf f 464 bk ] 5 OP bit i . in 15 N
ROv. ONTL 1agratr ey PRt T o8 nEP e eChel chis Bre woRF IheRhAq o o

enqueued i n .t he appropyiat r ansnmt queue. |f the EQP is not set,
that is, tfﬂ?%ﬁﬁﬂ'?@en%¢ea§Ng§P£ T?nnhﬁdgﬁréa&nFFﬁe§h?§3cas§?“%he header
t hread) passes 468 a €ointer to the next available buffer 20 location to
the secondaiQFMatr ¢t Fiet RV _WHELsBEEPT prBr By 28Be 1scheddioddaws :a common

| ocation corresponding to the RFIFO el ement in which the MPKT was stored.
It then awdHMS@&ied 7(AUG2D02W D1t50689 the PEPAUSHRS3IZ4R5 duptidd cation
470 fromthe EOP thread. If the MPKT is not an SOP MPKT, it receives 472 a

poi nter to by e RSN of adm ORCV NREPRAMy 888 8U2Be27474 WheaMBISRT Mmithe buf f er
menory at the location pointed to by the pointer. If the thread 5

det er mi nes #4125 4 hadi tHe2 9PKT) | 5389 MeKds Ehenkhr | A76 that it
is done and that the MPKT is)an ECnggbthatsthe headgﬁgtﬁ?gggkéﬁbm/that t he

neterk packelodo A £h LIS ECELIBKT bl 0B, L)1 53040 e endyeued I

the transmt queue. t 'S not e pr % hr ead
incre ts 478.the pointer tp the pex valLl abl e huffer |ocation and passes
480 tﬂggmeHﬁa o Tht rQﬁéﬁ%roc& s#gg ?hé Eé?ﬂg é@ﬁé@@dt@ﬁ@qwqéﬂ t hat
is, the ID specified by the schedul er as the secondary thread in a menory

| ocation coreEs FRHiTRF | PeHeS RGO RitaRhes| A RACKE 1S evenvRKhurzer

stored. Referring to FIG 16, the process of enqueuing is
’ as an SOP (start-of-packet) sequence number if the SOP was

asserted'during the receive data transfer and indicates an
MPKT sequence number if SOP was not so asserted. An RF

15 field 232d and RERR field 232e (bits 19 and 18,
respectively) both convey receive error information. An SE
field 232f (17:14) and an FE field 232g (13:10) are copies
of the E2 and E1l fields, respectively, of the RCV_REQ. An
EF field (bit 9) 232h specifies the number of RFIFO

20 elements which were filled by the receive request; An SN
field (bit 8) 232i is used for fast ports and indicates
whether the sequence number specified in SOP_SEQ field 232c
is associaﬁed with fast port 1 or fast port 2. A VLD BYTES
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-t he SOP Seqpepcs

~appr eci at ed

not'i ficatiwoossoera ECOP from another thread, as previously degghisefshses fir st
determines if it is this 20 particular patket's turn to be enqueu

determ nes 490 if the enqueue sequence # is equal to the SOP sequence
nunber that was associated with the SOP MPKT. If they are equal, the header

thread |inksid24 the2nebwork ket (N 4 ~ zap~ WO 01] 50679
PCTNSO0/ 33405 ' ' stored iE istﬁg entli re%\{ei gmt eegpéocqggrt%lﬁiﬁ)fb A y&r‘%

SDRAM to t r i u ted in . SRAM. 1t increnments 496 the
enqueue squg%\gg %t]jtr?%lg?%g]rl\g ?\'gt%i %il(eegn%Z%B W Ao di EOFME Tl AR JFPP | f

er i not equal to_the enqueue sequence nunber, it

wWaits to recerve ggg‘?g%%ﬂ 5?2& CBEREG Sefatthere thep MPETU ditc @ m EAR IMBKE.
changed 500 gnd agai n iorrpanes the two sequence nunbers. It will be

RafOFhéifrocdbdés Odepeted nEG dat Fl GBatl2hEs MBKIUMES tdat no
packet exenptions occurred, that the thread are able to handl e the packet
processisng ¥W¥W¥BKTassi stance fromthe core processor. Such assistance, if
i nvoked, in no way changes the manner in which packet order is maintained.
Further, the procestes tiSafd MdiR Adgilétassureothsn ayai kabil khy of FI FO
e.g., RFIFQ space. Although not described in the steps of FIGS. 12-16
above, it wititbenappresi ahed h rd Qu t i;nes {.
determne if there is rgom avgihilgg%f% ?r?\iglg]F%F%S%r i%tgr%t{%gv%ﬁr%‘nﬁse’(ﬁgent ries
to that FI iC r O 1s full, -the state machine will wait
until the Zt%)eréoépr?%‘?gsgg%érgég 5%#?%’5 REEeHNdR T, ShirPaS FRdmdstarE D,

Additions, SUPLY ekt P8Se1 gL NEL MRl Tl cations of SO eap DONE CSRs

illustrated. The header thread (which has identified an EOP 9rs y‘gg%med
40
e It

10 240 support a two-bit message for each microengine thread.
The assigned receive thread may write a two-bit message to

this register to indicate that it has completed its task.
Each time a message is written to the THREAD DONE register,
the current message is logically ORed with the new message.

15 The bit values in the THREAD_DONE registers are cleared by
writing a “1l", so the schedulér may clear the messages by
writing the data read back to the THREAD DONE register.

The definition of the 2-bit status field is determined in
software.

20 The assigned receive processing threads write their
status to the THREAD DONE register whenever the status
changes. When the receive scheduler reads the THREAD DONE
register, it can look at the returned value to determine
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Z 7 AUG ~~ WD 01150679 ' ~ PCT/US00/ 33405 the preferred enbod mangsygf the
i nventi on wa 01/50679apparent to those practiced in this fieldpnuswasdost hin :
the scope of the following claims. 51 a‘'~ AIIG_ 2fm CLAIMS 1. A nethod
of forwarding data, conprising: receiving a network packet on a first port,
t he network packet conprising a first portion and a second portion;

associ at i ng thier $tt st rod ééﬁﬂﬂﬁﬁﬂééulaﬁ&fkﬁéﬁfJﬁ&§£epfféiEﬂrggdppgrgetmnrk
packet, the first control information designating a relative position of

the first pailiimmnith Iriegpect to one or nore other portions of the network
packet, the one or nore other portions including the second portion; 1 o
associ ati ng second t Lpformatian _wi th the second portion of the

net wor k packet , théfggcé%ékggnfﬁsﬁ P%fSrﬁEFFoﬁoﬁ sil§n&tinmg F49abit ve
position of th%asecond %grti on with respect to one or nore other portions

of the netwBPEPadfettidhdtgie e Mt thethivth ttomsremeivdi agathe first

portion; processing the first portion of the network packet; 15 processing
t he secohd BaFhisg sreadse MRNTpricpuoketingle qustt past sal Eystnthatakl el

with processing the first portion of the network packet; and using the
first controkcedfver thirieard amed, trivet dee catsll € ord It ot 6§ O1 AMEMPRTt Be AGHEUE t he
first portion and the second portion for transm ssion to a second port to

mai ntai n t heheelatied@epedidiconadfidd®ofidgd NOrdhOFnEPMP n
portion. 20 2. The nethod of claim1, mher%ﬁn the first coﬁ?rgfgﬁnggﬁnation

posi 11 on of ‘TRE FPES partion S X HEReruaric ME hfat bt B Tapebs g 71V
' number of RFIFO elements and receive threads in parallel to
- 10 maintain full line rate. The amount of processing required
for an MPKT may include header processing (e.g., header
modification, forward lookup) or simply moving a packet
body fragment to memory.
Fast packets and, in some cases, fast MPKTs (i.e.,
15 MPKTs which make up packets received from fast ports) can
be processed in parallel and by different threads, so there
is a need to maintain intra-packet order and inter-packet
order for a given port. Thus, to maintain packet order for
packets received from fast ports, the network processor 12
20 uses sequence numbers, one set for each high-speed port.
Each set of sequence numbers provides a network packet
sequence number, an MPKT sequehce number and an engqueue
sequence number. These sequence numbers are maintained as
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3. The nethod of claim2, further conprising receiving anot &7 A 289k k

packet at widh@/dosrost port, and wherein the one or nore firstpcRAisobaskos
sequence nunbers further indicate the relative position of the network

packet and the anot her network packet. 4. The method of claim3, wherein
the one or nore first portion sequence nunbers conprise a network packet

sequence nyogk, &uMie RAGKET | Odﬁcf/d]%%;fnftaenrdﬁ an ueue sequence

nunber. 5. The nmethod of claim ereln |rsaﬁﬁN' dH'Df the network

packet co i r Qf the network packet, and wherein processing
the first ”ggl;tt%ﬁ%ﬁﬁ&j?r% i gé%g'ei process fFihe erﬁlileé’orrt‘ii%:ﬁ1 d Hentherfhor k

..packet to ?et%rnine the second port to which the first portion and the
second por tF6€&Fe to be transnmitted. 15 6. The nethod of claim 2, wherein
the second control _information includes one or nore second portion seguence

~nunbers i ndi cati ngr #heSe@RaRF¢enpobersoaref ma hetséneddipoFbusn rieretihe
net wor k packet, and wherein using the first control information and the

second Tontreghsitefrer MASReN .t 0 Refguatind he fHIGE 1Ryt itk d haumeeond
portion for transmi ssion to a second port conprises enqueueing the first

portion angdeghietseeondopanidlariebasedom Q1 hediididy Bord i, Sepugnce
nunbers and the second portion sequencé nunbers associ ating further

conpri ses PNERDAI C el s od .of .cl.aim1,
further cogrrgr T‘E?Eg: @g?e)?t% (22"7(7?5 %B%J% O%d(?]mrgtiﬁ)zlsﬁer%s‘gé}n%& o"fhlt% }?‘-ﬁ st

portion of _th e Kk et,-f.romthe first port to articular receive
processi nga%r %8?;%@@% efggglaf t(§r75pir ogglsesﬁengf.rleé.dosﬂ‘?é:% oreRIERGR 7,
wherein contr IIin% conpri,ses: assigning the particular receive processing
progr amthph’@ggr?o BFO%E‘?&rt (F& SPECSt Yo i@ Son RO tish @ sk tadies I piesteanted  The
met hod of claim8, wherein controlling conprises: 10 directing the first
portiol of b¥hEhReRWHrk B&dlestring thse ElG-erdtliBon eofquehee mquendarnumeoer ve
processi ng programthread. 10. The nmethod of claim8, wherein controlling
conpri ses: régidiegst g tineluotkeh arh@&NQUEIE SBUL aedqifstidie 2TE8 e kipqcket
and the second portion of the network packet to the attention of the

parti cul araneERQUEURr SE@ISifig 1ar egrapdiistadisngl bn Eiyudidwdkofushdé m 8,
wherein controlling conprises: 20
number for fast port 1 and an ENQUEUE_SEQ2 register 280,
which includes an ENQUEUE_SEQ2 field 281 for storing
15 enqueue SOP sequence number for fast pbrt 2. The enqgqueue
sequence numbers are incremented by the receive processing
threads.
The network packet sequence number in either the
SOP_SEQl register (for fast port 1) or SOP SEQ2 register
20 (for fast port 2) register is placed into the RCV_CNTL
register, and incremented at the same time. The receive
state machine increments the packet sequence numbers in a

manner that allows the receive processing threads to track
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directing the first portion of the network packet for proces@hauayhe
parti cul arwodes0678 processi ng programthread, and directingpdraseessosl :
portion of the network packet for processing by a different receive
processi ng programthread, and wherein the first portion of the network
packet conprises a packet header and a portion of payload data, 54 2 7

AUG 2004 anflowhenginthie seeeend Pt itdR %fet%%weﬁéé&%%%soa% 2&9%%1%55

anot her portion of the payload data. 12. The netho claim erern the
one or noregkj ORtei S 5 i es tart-o acket
sequence nuﬁ%g?éﬁgﬁdEFU?Pﬁegﬂggggﬁqgﬂgﬁﬁﬁgrntgﬁ%ﬁ%ﬁaéﬁggdwémﬁi er
count for gggggﬁ%gagdaggrt-of packet sequence nunbers; and 1 o increnenting
the sequence nunber count dupofi -I8¢3E FEFG 3L cFemettrmt Ragkrt of the
sequence nunber count with the first portion of the network packet as the
start-of patREFEREGUBHEECRUREEVIdES. aTiseqvenissd rofmbs mibe Sd fon taer
conprising: 15 mai ntaining an enqueue sequence nunber count for generating
enqueue Ssequehder kurbBeket dharencedrent irederivederntgueie e (BER CEe RLEHES
count after determning that a the network 20 packet is ready to be
enqueued f onumbenksni s§fonhtoSORe signand ipohbt HetAt¥PRHSHg fOr
forwarding data froma first port to a second port conprises:” 55 z 7 auc
r

2004 one orr&®éevel £668B88ENEEhEOpaXREUL & ﬁ@ﬁ'&%mﬁd?it?tﬂ:d i tk!hei cfiﬁdén

i ncluding a pluralityqof receivepprocessfﬁg program t rééﬁs, %% reads

further in h N i scC | er. proagramthread tq.,assign a first
Gy it %?ﬁé?ﬁsE\ét@r g gs gegtﬂe?x%e ]niugr%)tera o1.‘tl'be e?

portion of a network pac fecéive (S ort IG5 recei ve

processi ng ﬁ%q%é n1thregd t he rega&ve schedul er programthread further to
assign a secOnTE Port7Bn GFtRENFetREr EYP&RCRE PEGKE ts SAHENGR diwrber
processing programthread, the first receive processing programthread and
the sed8nd FEREE Ven®rREsSNRY pREGEARTt FPBsAiNG Braddedthe radketst portion
and the second portion at least partially in parallel; and 1 o a bus
interface, FeEPRMEEveRumbernhandn808r strekes'. ni croengi nes, the bus interface
to receive the first portion and the second portion fromthe first port and
directing the firsfTheorSdPrREhdMBRRE sepontceatlinoarsofbhechhstaahdpeegond
recei ve processing programthreads for processing and enqueuei ng the first
portion andidieimerandnpeal benaiBithecandetsl.n WHEISdNQediRLEd Srghyer
fromthe first port for transmssion to the second port. 15 15. The
processor {14, ; i e L rfac S. sequence, nunpers to
enqueue thg?ﬁﬁfnp%ét%}ggﬁéﬁﬁﬂgﬁg ggggng%ﬂ%r %lgo(r:s.dbigi.s Y& ep‘%)%%'ssor%)nof
claim 15, in the bus interface is_to associate one or nore first 20
porti o#§se uen'lges%%%%?g RTREF hEORPFEE 581‘:Fi16’r?sar'f§‘eor§éjpors?ﬁﬁe‘e“%%cond
portion seﬁgg ce Qagbers with the second portion as the first and second
portions a Iaﬁ%%i PEYSm the FPPsELiEBAL, 1an@smsit@ch tand k& interface is
further to maintains a second set of sequence nunbers for use by the first
and second INGXEMAN§FSCcRBSE NBS pr 5§F8AVEhrequs sitn vihetre rrfieni S0P tdegmatleisin
which the first and second portions are to be enqueued. 56

not detected. ' :

The enqueue sequence numbers are used by the receive
20 processing threads to determine whether it is their turn to
place a complete network packet onto a transmit queue.
When an entire network packet has been received, the

receive processing thread reads the enqueue sequence number
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1~ ~ AUG 2001 17. The processor of claim 14, wherein the bus mt@{?f aMWe 1S
furTher'thhﬁg%cgtes to the receive schedul er programthread et ner the
first port ¥4 a available for processing by one or nor ePGF/USHE3405
plurality of receive processing programthreads. 5 18. The processor of
claim 14, wherein the receive schedul er programthread assigns the first
portion to fhe first receive processing programthread based on a

det er mi nat i IFh%?etﬁ%P¥?P§%a€%c%$Q@e®¢géégstﬁgiptegnanﬁfhteadehQueue
avai l abl e. 10 19. The processor of claim 14, wherein the bus interface
conpri ses SFERRGR @@m@%rnm@h¢MQstbheosopobeqhenbéaﬁﬁﬁbéroéskﬂgd@dr%b

.portion and the second portion fromthe first port. 20. The processor of

claim19, whe gpackee, stiae eromeivacpiccéysingr theesaNtaAl pihge15nLr anst er
of additional portions of the network packet fromthe first port. 21. The

-processor fadiat Rt ANEFShfid ﬁ@@givel§cgﬁgug§gughggg m.thread is to
r

assi gns each of the additional portions of the net pac St'°t'6%di f f er ent
20 22. The

fsth | i j t br eads.
o ocessar alruten 8ot kAR (L CERLR e BRORRERIRE Fhreacarrddse t e

additionalﬂ%gticww of the network packet to the attention of the

respect i ve assignEF UWEFFE SHTO6Re SPGR Itne SpRURAI BFENST tre@sOUs -pr dtwsi ng
programthreads. 57 2 7 AUG ZOp~ 23. The processor of claim2l, wherein
the recei vé& HEHa i T s the dieestse theoaddsingnbhrpeadt readsothihe
network packet to the attention of a single one of the plurality of receive
processi ng SHABHUE S4TuRnke Butbher Boa jm ozed soneocks ckar na2hatvher erF he
first portion includes a packet header of the network packet, and wherein

the first medeilveqnocessing dgduiead nisy tde PpDsESS B8EWOLK: hgadas rdata. 25.
An article conprising a conputer-readabl e nmedi um which stores conputer 1 o

execut abl e gusig.uctions for forwarding data, the instructions causing a one
or nore

After a packet is placed on a transmit queue, the
receive processing thread increments the enqueue seguence
number. The enqueue sequence numbers are incremented by
writing to either the ENQUEUE_ SEQ1 of ENQUEUE_SEQ2

15 register. A receive processing thread may choose to write
its processing status to the THREAD DONE register as well
as increment the enqueue sequence number at the same time.

This can be accomplished with a single write instruction
to additional CSRs, a THREAD_DONE_INCR1 register or the

20 THREAD DONE INCR2 register (not shown).

The receive scheduler thread controls the rate at
which it issues receive requests. It issues a number of
receive requests that is no more than that required by a
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conputers to perform operations conprising: associating firstgqomtjé]%bs{g
st :
of the

i nformati owgdiisded first portion of a network packet recei V%ﬁ?S(ﬁB
port, the first control information designating a relative position

first 15 portion with respect to one or nore other portions of the network
packet, the one or nore other portions including a second portion;

associ ati ng on t inf or i ith, the second control information
desi gnat i ngpggrgél gﬁ%\?eqs[)gésuiftﬁl&%éﬁ tt%ne Iggeec‘f)énrﬂz pOt TG W A PEshREE to one
or nore oth ortions. of he network packet, the one or nore other
portions ing%ﬁ&ﬁuf #E?Y?réfF%ortion; processing the first portion of the
net wor k packet; 58 2 7 At ~G 200 processing the second portion of the
network packet at I'ERSE PB3tRYafigvWeR Bar&Flebuaht Bsplodadsi Basee fir st
portion of the network packet; and using the first control information and
t he second Ebherpeti poatteat itdve tne ceriqiee Lschdum id 1 sthyretd | ©a @fdt hBemsecond
portion for transm ssion to a second port to nmaintain the relative

positi os ofetaivéei FIEFarhidyn fdagst Forseaand fIN tddtts 2&e ddemanticl e of
claim 25, wherein the first control information includes one or nore first

portion sequeDeR purRer havedueall RTaiNe el atine RQsidd L yde first
portion in the Ioﬁnetmnrk packet, aﬁ& wheréiﬁh¥ﬁé'seé%%§n%%%%%%l

i nformation,./ S 0 rti.on sequence nunpers_indicating
the ol at | v Bosr £ ron or o B ShEo Rt B AR T, RN b A pocrete 27 The
article of q%ai%%ﬁg mherei? % e instructions to use the associated control
15 i nf or mat t'8h FPSELVRSE RGO i ond"ERudi thd 824 MtteiP o TR £Y R FEF@he
order in which the first portion and the second portion are to be enqueued
based on t We*3¢Y sfL1pgft B8RDsEdmencéd th Gidse riss saved mutld: igdoopte poi vé on sequence
numbers. 59 . A9E. A% A9L. A@ . A93 . A@ . AL. A. A9 . A . A3. Af[. AFAY. AS 9. Al . ASF_. A
A 1. Alp@regre s APefare it has to read the flags again.

. A9Y. AY. Al _. ASYL. Al . A@ A9l . A3. AYh. AS3r. Al | . A&yY9. A9. Ar. A9. A@ . A

| Lj {A, F. AY%Be@rug| fadtpporAsLop@atd atAa AN hidfHe Adavh AFatl. hhA (L_
F#

#S. L{ upkf a\a el 56t €8] aahcahéahs%eHl:@@kC%‘é]s%@i%%g@&ﬁdi%@]&éﬂfﬂﬁalgéﬂcg?] cal

ca] ca] ca] ca] ca] ca] ca] c”a] ca] c”alU] ca] caU ca LOg2
e.g., reading the receive ready flags from a port or from

the RCV_RDY HI/LO registers, writing a receive request to

15 RCV_REQ, may be greater than that packet arrival rate, the
rate at which a single MAC port must be serviced cannot be
sustained by issuing receive requests only when data is
known to be available in a device port receive FIFO.

Therefore, the receive scheduler thread uses

20 speculative reqﬁests for high-speed ports. That is, the
receive scheduler thread issues multiple receive requests
to a port based on the speculation that there is data -
available in that port’s receive FIFO. At the time the RSM

36



| O .
]zupkf a\w du]?@a/]smyca] cal] ca] ca] ca] ca] ca] ca] cal] ca] caU] cal ca] p&k&%] cajc
a] ca] ca]ca] ca] ca] ca] ca] ca] ca]c”*a]ca!l © % pe
I &) S&5r | vagkf a\ Vkf a\ W ca] ca] ca] caU] ca] caU] ca] caU] ca] ca] ca] ca] ca] ca] c™a] c™a]c
"a] ca] ca] ca] ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca
. STCN AplL) ExZ€apwuorkes¥k] eakbaleakdake aletileed],caltcdy é@ﬁ[ﬁ]n%as] q_%] cdiep] cal ca
U] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cala *.=6
L1#°96)"-"616) Sceually available at the
#r ###$R$$ ytoje [V] ca]vca] ca] cal ca] ca] ca] gao] cajl caB] caa] caﬁg] ca] caU] cal ca] cal ca]
--ca cajcajc C c a &O&&E' ' +' T
] 1() | cabeabeql nabh6a] CRbkC als,& %% %Clat?qelgl é’§]°cceﬂsc%ﬁ§1 B Eaeei a'-]lzea] cal c
a] ca] ca] ca] caL%cagcaU] ca] ca] ca] ca] ca] calcalcalcalca]calcalcalcalS----.].9/s
/1110200008151 BIR f112Q&22[ 33u4445W556{ vql gb] X] ] ca] ca] ca] ca] ca] ca] ca] ca] cal
ca] ca] ca] ca] cal ca] cal cal ]24 ca(] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca!6
?6u6{66666666666! 7 etermines whether there is data
N S <<=>~xsrrhc"YI gb] X] 1] ca] ca] ca] caU] ca] cal] ca] caU] ca] ca] ca] ca] ca] ca]
ca] ca] ca] cajval tabia] eh] eafbat] of] the] capcdblstapealtealsa reading the
>V\P _ @aaodghAAAY AAASBCL C7 Dt DDDD' E\ EEEFFF) F- F<FuFFzupj e_ZU] ca] calU] ca] calU] ca] c
"a] ca] ca] cafxat cedce] ca] cakag] pahsal eakraksal cakeaker] ¢asga w;@za]@ cal
ca]calca]ca! FFGVGGEG*H HHI DI 1 11" JeJdl JJJJJJIJJIK| KK*Lf LLUNzNzupkf a a] calcalc

a] ca] ca] caleed cat) caltreke %}Qﬁyl 2@]183] eahgabeakaakeal calealcaledlsalicg calc

a)J ca] ca] ca] ca] ca] caI Z NNNOOPPP

SRS i R i
]calc aﬁ% c aC%SZ? E ][ t(%% %‘auf&?é&ﬁ] ¥ QFBa%E‘%] &]cgé]vleg]%]é&]oln ;]311: ;]311: ;ﬂ: ;]a

calcalca! _G

b>bvbdddddml%ﬁ%?5@g%]’ﬁ}] 8] E8pehpdapEadc ghéduec spckdtc dlaaU ca

j 9j pijjkSklkigarkmefed
nEnnnnzupkfa\ W ]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca]c

a] ca] ca] ca] ca] cal] &lé] ealfpsd] caddyajpda] dal asd th noool ©000) PO ar 651 rrs/ sl s

ssttt6trttt#uXuzuoje [V]]ca]ca]ca]ca]cal ca] c&a] ca] ca]ca] ca] ca]ca]ca]ca]cal
ca] ca] ca) cajaerieln] cftle A ead e Cﬁéﬂ;@a&t:a&ﬂuaalqea%eala%am@liuﬁx\é%\é‘é XgX
xxx-y3yByNyRyayzz| 1} m} | ~~~~~ {vqgl ga\ V] U] ca] cal] ca] ca] ca] ca] cal] ca] ca] cal] ca] c

?(L:]\g](c :E?ig?&ﬁr?ﬁﬁﬁ aﬁx}%@tﬁaf&éﬁ%a’i;ﬁf&] ca] c]a%}fc%]cgﬂaccal]e ]%ﬁ?@%{ﬁa} ca

| $" {vql ga\ caﬁcsz?L a‘%fé cog]a"lca‘]aplca‘f4 aff%%?i lﬁ?cgﬁ%j“@a} CEPSaFS&F&é('Fca] ca] ca] ca]
I Ey[

23% 33} Sg] g(?%%?:gl 2 Ca%}g%agéajlc%]é‘a‘]% ?éa @a]-’éég] E8pcROVcEPNELa] ca] ca] ca] ¢

'YDINZ mivj MS | ga\
Ul oa] oh] cAPGHREE oR S %fé‘éc}’%%é:é‘a vepeapeapeakeates] cafcal call Cal oo

Ul ca] ca] ca] ca]ca]ca] cal z/j RM

v! [ aen4pW dgddisiexieU]tec dfhen] redaiate o claefichicatheahdakhalkcakcakcal cal cal cal ¢
a)J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca! W) I Oyuwdr:r)~{vqgl gb] X]U]ca
] ca] capea] eabhdadlabdlec dloaa]atd]ean]teg lef] ca] ca] ca] ca] ca] cal] ca] c$a] ca] ca] ca] ca]
caj] ca] ca] ca] ca] c”a] ca] ca! "EKWrds! D{ TWI6pN } xsni d_ZU] ca] ca] ca] caJ ca] ca] ca] ca

] ca] ca] cal] ca] caU] tré cat sakcakcaheak«dl ¢alxal e ;ﬂ:(?:rgﬁ} Caf fca]%%]ca]’ca] ca

- . aU] ca] ca] ca] ca] ca] ca! R*eko) 2aMdJh(| w mhc] X] c] caU]c

J cal cal cal eakeskipthe #helle Al el el eab] cahaakaah ke dh G Aol (OFC

oL gl hoskoshod sobeapl o el sl sl ekt e e <o

G H~?DE{vqgl gb] X] ]] ca] ca] ca] ca] ca] ca] ca] ca] c_; ca] ca] ca] ca] ca] ca] ca] ca] cal] ca
] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca/Eu! ZAn8DuZz50Szupkfa\l\W]]ca]ca]c
a] cal] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] cal] ca]c
“a] ca] ca] ca] ca] ca] cal % ?w8

)Nyt ni d_ZU] ca] ca] ca] ca] cal] ca] caU] ca] cal] ca] ca] ca] ca] ca] ca] cal] ca] cal] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal 5r!\

- _@JS _dszZzupkfa\W]ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] caU] ca] cal] ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! <nO, *. g) */ k{vqgl gb] W U] ca] ca]
caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] cal] ca]ca]ca]c
a] ca] ca] ca] ca] ca] cal

{dP7sU (*90X-}xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] cal] ca] cal] ca] caU] ca] ca] ca]ca]c



+| wrmhc”Y] ] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]Z @] AUg @Y ca] c
a] ca] ca] catveedisedr@a] ca] ca] ca] ca] cal ca! +KG-: ' -:d_| val gb] X] | | pedrasdesd34es) cal ¢
aU]ca]ca]ca]ca]ca]c$a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
Ucalca]ca'JL&)]|,] d

DI LIS | ""##} xsni d _Z]]]]ca] ca]ca]ca]ca]l ca} cal] ca] ca] ca] ca] cg]gc):a] ca]&gg:lc?] cajc
SIS ﬁ%’ﬁ%ﬁ?ﬁ%%?%22%‘23?22%32%@3%%2] ShaR) R IROY SRR R o

2] cal cal cal e el ﬁélzc%ga&ﬁg gg%glcg G3H 2L 10U OpndOve O avY-

oo O L 1ongr lof"b% 0%&' ()- 9!109%& ()- |v|10%&'() {
" 109&' 0%&: 109’ () - '
ré?/m &(12)%1 ‘;&2‘:1]83%3 %$ i8$n$ W $923tospogld issue receive
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#S. } ~2d VA4l sﬁé TR () {8 @@TD9aF &epPusRIOeREAVE) TEGLOBEBL'LD) cover the
1 0&10%&' () -! &0&100/<ZzZz&' ()-.Lg2dEdV4! $#10%4| & ()- |"s10%| & ()- @
10%| & 6) - dAN@ 0ok & 1) gh1086Y & 4X=3886%dhaLhE- RBC bodEdy4! ;s\ﬂqce the
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&109%4| & ()-ldsq time it 2éad 10Re&Fhdt! edQ@Ysfhys104| 104
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' 10% ()-M ' 109R&rhe Mecki% Orate! maki¥&id )rdd sugiihe & égre&? fast

port modes that determine how receive processing threads
are assigned to process packet data in the RfIFO. These
10 fast port modes are referred to as single thread,
header/body thread and explicit thread modes. When
selecting a mode, the network processor considers the
following: availability of threads to process each receive
fequest; execution time for the receive thread. The modes
15 need to understand where one network paéket ends and the
next one begins. To that end, they rely on the beginning
of the network packet as corresponding to the assertion of
SOP and the ending of the network packet corresponding to
the assertion of EOP. Referring back to FIG. 6B, the fast
20 port mode field 174b of RCV_RDY CTL register 176 defines
the three modes as single thread ‘00°', header/body ‘01' and
explicit ‘10°'.
The single thread mode assigns a single thread to
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10 10 5 detects an SOP in the receive data transfer for the MPKT,

it signals the thread specified in the RCV_REQ register
230. That is, it writes the thread ID of the specified
thread to the TID field 230k. It also saves that thread ID
in the appropriate header field of the REC_FASTPORT_CTL

10 register 176. If SOP is not detected, the RSM 166 ignores
the thread ID specified in the RCV_REQ register and signals
the thread specified in the header field in the
REC_FASTPORT_CTL register. The RSM 166 writes the unused
thread ID to the RCV_CNTL register MACPORT/THD field 232b.

15 The unused ID is returned to the receive scheduler thread
so the receive scheduler thread can update its thread
availability list. To return the thread ID, the RSM 166
signals the receive thread when the receive request is
complete and the receive thread passes the unused thread ID

20 to.the receive scheduler using inter-thread communications.
Alternatively, the receive scheduler thread can request
that it be signaled as well as the receive processing

thread after the RSM completes the receive request. 1In
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complete and the receive processing thread returns the
unused thread to the receive scheduler thread using an
inter-thread signaling register which, like £he thread done
10 registers, has a bit for each thread and is read
periodically by the receive scheduler to determine thread
availability. It sets the bit corresponding to the unused
thread ID in that register, which is then read by the
receive scheduler thread.
15 In the header/body mode, two threads are assigned to
'process the MPKTs within a network packet. The first
thread serves as the header thread and is responsible for
processing the header to determine how to forward the
packet. The second thread is the body thread, which is
20 responsible for moving the remainder of the packet to the
SDRAM. When the body thread completes its task, it uses
inter-thread signaling to notify the header thread where
the body of the packet is located. The header thread can
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.10 10 161igh8l¥&3he0%hread specified in RCV_REQ register and saves

5 the thread number in the header field of REC_FASTPORT_CTL
register 176. When it processes the‘next request, it
signals the thread specified in RCV_REQ register 230 and

- saves the thread number in the body field of
REC_FAST_PORT_CTL register 176. From this ﬁoint forward,

10 the RSM ignores the thread ID presented in the RCV_REQ
register 230 and signals the body thread specified in
REC_FASTPORT_CTL register 176. The RSM writes the unused
thread ID to the RCV_CNTL register's MACPORT/THD field 232b.

As with the single thread mode, the unused thread ID is

15 returned to the receive scheduler thread so the receive
scheduler thread knows that the thread is available for
processing.

In explicit thread mode, the RSM always uses the
thread assignment in the receive‘request as indicated by

20 the RCV_REQ register 230. In this mode, the receive
scheduler thread provides each receive processing thread
with the ID of the thread assigned té the next MPKT receive

request so that the thread can signal the next assigned
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5 pointer to the buffer memory, thus ensuring the MPKTs for a
given network packet are queued in packet memory in the
order in which they arrived. Once the thread assigned to
the EOP MPKT has completed processing and has been signaled
by the thread for the previous MPKT, it notifies the header

.10 thread that the entire packét can be enqueued on the
transmit queue, provided, that is, that the engqueue
sequence number matches the SOP sequence number of the MPKT
processed by the header thread. The MPKT sequence number
is provided to ensure that MPKTS are queued in the correct

15 order.

Reférring to FIG. 12, ah overview of the fast port
receive processing for a selected fast port 300 is shown.
The receive scheduler thread selects or assigns 302 an
available thread to the port and issues 304 a receive

20 request specifying the assigned thread. As noted in dashed
lines, in explicit mode, the scheduler selects 306 a
secondary thread as a thread to be assigned in the next
receive request and stores the secondary thread in a memory
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. is asserted. If it is asserted, the RSM processes 312 the

5 receive request, and responds to the request by
transferring 314 the requested MPKT into an RFIFO element
indicated by the request, and performs the step of posting
316 a RVC_CNTL FIFO entry (according to the fast port mode
specified in the RCV_RDY CTL register 174) go the RCV_CNTL

10 FIFO and, at the same time, signaling the aséigned threadb
(and any other threads, e.g., the scheduler, as specified
by the.requést). Once these steps are completed, the
aséigned receive processing thread processes 318 the MPKT
as instructed by the control information in the RCV_CNTL

15 register and the fast port mode. If the ready flag is not
asserted, it determines 319 if the IGFR field is set in the
RCV_REQ entry. If not set, the RSM cancels 320 the request
and returns the ID of the thread. If it is set, the RSM
proceeds to process the request.

20 Referring to FIG. 13A, the RCV_CNTL entry posting
and thread signaling of 316 (FIG. 12) includes, for the
single thread mode, the following. The RSM determines 330

if SOP is asserted during the receive data cycle. If so,
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as saves 340 it in the REC_FASTPORT CTL register header
5 field for the appropriate fast port. It signals 342 the
specified thread. If SOP is not asserted, the RSM writes
346 the MPKT sequence number to the sequence number field,
and increments 348 that number. It sets 350 the TID field
to the ID of the thread indicated in the heéder field of
10 the REC_FASTPORT CTL register (i.e., the TIDAfor the last
MPKT that was an SOP MPKT). It also writes 352 the unused
receive processing thread, that is, the thread specified by
the receive request to the MACPORT/THD field. It signals
354 both the assigned thread and the scheduler to read the
15 register, the assigned thread so that it knows how to
process the packet and the receive scheduler thread so that
it knows the specified thread was not used and is therefore
available for a new assignment.
Referring to FIG. 13B, the processing of the MPKT
20 (318, FIG. 12) for the single thread mode is as follows.
If the assigned processing thread determines 360 that the
MPKT is as SOP MPKT (as indicated by the RCV_CNTL

register), the assigned processing thread parses 362 the
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that the packet is ready to be enqueued in the transmit
queue for the forwarding port indicated by ghe forwarding
10 information. The enqueuing process will be described with
reference to FIG. 18. If the MPKT is not an S0P, the
processing‘thread moves 372 the payload data to buffer
memory (in SDRAM) and then determines 374 if it is an EOP.
If it is an EOP, the processing thread is ready to enqueue
15 the packet 376. It the MPKT is not an ECP, then the
processing thread signals 378 that it is done (via inter-
signaling methods, e.g., write thread done register).
Referring to FIG. 14A, the RCV_CNTL entry posting
and signaling of threads 316 includes, for the dual (or
20 headef/body) thread mode, the following. The RSM
determines 380 if SOP is asserted during the receive data
cycle. If so, it places 382 the SOP sequence number in the
SOP_SEQx field, increments 384 the SOP_SEQx counter, writes
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specified t read If SOP is not asserted, the RSM writes

5 392 the MPKT sequence number to the sequence number field,
and increments 394'that number. It determines 396 if the
last reéuest was for an SOP MPKT. 1If so, it signals 398
the specified thread, sets 400 the ID of that thread iﬁ the
TID field as well as thé appropriate body field of the

10 REC_FASTPORT_CTL register. It also indicates 402‘in the
MACPORT/THD field the ID of the header thread (so that the
header thread may be signaled when the entire packet has
been received and prdcessed). If the last request was not
an SOP MPKT, the RSM signals 404 the thread specified in

15 the body, writes 406 that ID to TID field and specifies 408
the ID of the unused thread of the receive request in the
MACPORT/THD field (to return to the pool of available
receive processing threads). It also signals 410 the
scheduler so that the scheduler, in addition to the

20 signaled receive processing thread, may read the rec_cntl
register entry before it is removed from the RCV_CNTL FIFO.
Referring to FIG. 14B, the MPKT is processed by the

“assigned” thread in the dual thread mode as follows. TIf
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then it assumes 418 the MPKT is ready for enqueuing. If
the MPKT is not the last MPKT in a packet, then the thread
(which is the header thread) awaits notification 420 of
EOP. Once it receives such notification 422, the packet is

10 ready to be enqueued in the transmit queue. If the MPKT is
not an SOP but the continuation of a packet, the thread
stores 424 the payload in the temporary queue in SDRAM at a
buffer location designated by the header thread. If it
determines 426 that the MPKT is an EOP, then it signals 428

15 to the scheduler and the header thread (as identified in
the MACPORT/THD field) that it is done. It thus determines
430 that the complete packet is now ready to be enqueued.
If the MPKT is not an EOP, it simply signals 432 to the
scheduler that it is done processing its MPKT and is

20 available for work.

Referring to FIG. 15A, the posting of the
RCV_CNTL entry and signaling of threads includes, for the

explicit mode, the following steps. As in the other fast
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SOP sequence number in the SOP_SEQx field, increments 444
the SOP_SEQx counter, writes 446 the specified thread ID to
the TID field. It signals 448 the specified thread. If
SOP is not asserted, the RSM writes 450 the MPKT sequence
number to ﬁhe sequence number field, increments 452 that

number and signals 454 the specified thread.

Referring to FIG. 15B, the receive thread processing
the fast port MPKT according to the expliéit mode as
follows. If the specified thread determines 460 that the
MPKT is an SOP MPKT, the specified thread processes 462 the
header, moves the payload and processed héader to buffer
memory 464. 1If it determines 465 that an EOP bit is set in
the RCV_CNTL register entry, then it concludes 466 that the
MPKT is ready to be enqueued in the appropriate port
transmit qﬁeue. If the EOP is not set, that is, the MPKT
is not an EOP MPKT, the thread (in this case, the header
thread) passes 468 a pointer to the next available buffer
location to the secondary thread ID that was specified by
the scheduler in a common location corresponding to the
RFIFO element in which the MPKT was stored. It then awaits
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the location pointed to by the pointer. If the thread
5 determines 475 that the MPKT is an EOP MPKT, the thread
signals 476 that it is done and that the MPKT is an EOP so
that the header thread know that the network packet to
which this EOP MPKT belongs is ready to be enqueued in the
transmit queue. If the MPKT is not an EOP, ihe processing
10 thread increments 478 the pointer to the next available
- buffer location and passes 480 the pointer to the thread
processing the next, consecutive MPKT, that is, the ID
specified by the scheduler as the secondary thread in a
memory location corresponding to the RFIFO element in which
15 the MPKT was stored.
Referring to FIG. 16, the process of enqueuing is
illustrated. The header thread (which has identified an
EOP or received notification of an EOP from another thread,
as previously described), first determines if it is this
20 particular packet’s turn to be enqueued. It determines 490
if the engueue sequence # is equal to the SOP sequence
number that was associated with the SOP MPKT. If they are
equal, the header thread links 494 the network packet (now
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5 not equal to the enqueue sequence number, it waits to
receive a signal indicating that the SOP sequence number
has changed 500 and again compares the two sequence
numbers.

It will be appreciated that the procéSses depicted

10 in FIGS. 12-16 assume that no packet exemptions o¢curredL
that the thread are able to handle the packet processing
without assistance from the core processor. Such
assistance, if invoked, in no way changes the manner in
which packet order is maintained. Further, the processes

15 of FIGS. 12-16 assume the availability of FIFO, e.g.,
RFIFO, space. Although not described in the steps of FIGS.
12-16 above, it will be appreciated that the various state
machines must determine if there is room available in a
FIFO prior to writing new entries to that FIFO. If a

20 ‘particular FIFO is full, the state machine will wait until
the appropriate number of entries has been retired from
that FIFO.

Additions, subtractions, and other modifications of
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1. A method of forwarding data, comprising;:

receiving a network packet on a first port, the network packet comprising a first portion
5 and a second portion;

associating first control information with the first portion of the network packet, the first

control information designating a relative position of the first portion with respect to

one or more other portions of the network packet, the one or more other portions

including the second portion;

10 associating second control information with the second portion of the network packet,
the second control information designating a relative position of the second portion with
respect to one or more other portions of the network packet, the one or more other
portions including the first portion;
processing the first portion of the network packet;

15 processing the second portion of the network packet at least partially in parallel with
processing the first portion of the network packet; and
using the first control information and the second control information to enqueue the
first portion and the second portion for transmission to a second port to maintain the
relative positions of the first portion and the second portion.

20
2. The method of claim 1, wherein the first control information includes one or more
first portion sequence numbers indicating the relative position of the first portion in the

network packet.
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103 11098 ( )firstyovgand wiéremabh@org or more first portion sequence numbers further indicate

the relative position of the network packet and the another network packet.

5 4. The method of claim 3, wherein the one or more first portion sequence numbers
comprise a network packet sequence number, a MAC packet sequence number, and an

enqueue sequence number.

5. The method of claim 1, wherein the first portion of the network packet comprises a

10 header of the network packet, and wherein processing the first portion comprises:

processing the first portion of the network packet to determine the second port to which

the first portion and the second portion are to be transmitted.

15 6. The method of claim 2, wherein the second control information includes one or more
second portion sequence numbers indicating the relative position of the second portion
in the network packet, and wherein using the first control information and the second
control information to enqueue the first portion and the second portion for transmission
to a second port comprises enqueueing the first portion and the second portion based on

20 the first portion sequence numbers and the second portion sequence numbers

associating further comprises maintaining second sequence numbers.

7. The method of claim 1, further comprising:
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8. The method of claim 7, wherein controlling comprises:

assigning the particular receive processing program threads to process the first portion

of the network packet.

9. The method of claim 8, wherein controlling comprises:

10
directing the first portion of the network packet to the attention of the particular receive
processing program thread.
10. The method of claim 8, wherein controlling comprises:

15
directing the both the first portion of the network packet and the second portion of the
network packet to the attention of the particular receive processing program threads.
11. The method of claim 8, wherein controlling comprises:

20

directing the first portion of the network packet for processing by the particular receive
processing program thread, and directing the second portion of the network packet for
processing by a different receive processing program thread, and wherein the first

portion of the network packet comprises a packet header and a portion of payload data,
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payload data.

12. The method of claim 2, wherein the one or more first portion sequence numbers

5 includes a start-of-packet sequence number, and further comprising:

maintaining a sequence number count for generating start-of-packet sequence numbers;

and

10 incrementing the sequence number count upon associating a current count value of the
sequence number count with the first portion of the network packet as the start-of-

packet sequence number.
13. The method of claim 3, further comprising:
15
maintaining an enqueue sequence number count for generating enqueue sequence

numbers; and

incrementing the enqueue sequence number count after determining that a the network

20  packet is ready to be enqueued for transmission to the second port.

14. A processor for forwarding data from a first port to a second port comprises:
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103 !l 10g ofreceive processing program threads, the threads further including a receive scheduler

program thread to assign a first portion of a network packet received at the first port to a

first receive processing program thread, the receive scheduler program thread further to

5  assign a second portion of the network packet to a second receive processing program
thread, the first receive processing program thread and the second receive processing
program thread to process the first portion and the second portion at least partially in

parallel; and

10 a bus interface, responsive to the one or more “microengines, the bus interface to receive
the first portion and the second portion from the first port and directing the first portion
and the second portion to the first and second receive processing program threads for
processing and enqueueing the first portion and the second portion in the order in which

they were received from the first port for transmission to the second port.

15. The processor of claim 14, wherein the bus interface uses sequence numbers to

enqueue the first portion and the second portion.

16. The processor of claim 15, wherein the bus interface is to associate one or more first
20 portion sequence numbers with the first portion and one or more second portion
sequence numbers with the second portion as the first and second portions are received
from the first port, and wherein the bus interface is further to maintains a second set of
sequence numbers for use by the first and second receive processing program threads in

determining the order in which the first and second portions are to be enqueued.
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10%g&' () - S10%g&Thy processor ofiiaim 14, wherein the bus interface is further to indicates to the
receive scheduler program thread whether the first port has data available for processing

by one or more of the plurality of receive processing program threads.

18. The processor of claim 14, wherein the receive scheduler program thread assigns the
first portion to the first receive processing program thread based on a determination that

the first receive processing program thread is available,

10 19. The processor of claim 14, wherein the bus interface comprises a receive state
machine to control the transfer of the first portion and the second portion from the first

port.

20. The processor of claim 19, wherein the state machine is further to control the

15 transfer of additional portions of the network packet from the first port.

21. The processor of claim 20, wherein the receive scheduler program thread is to
assigns each of the additional portions of the network packet to different ones of the
plurality of receive processing program threads.

20
22. The processor of claim 21, wherein the receive state machine is to directs the
additional portions of the network packet to the attention of the respective assigned

different ones of the plurality of receive processing program threads.
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5  24. The processor of claim 21, wherein the first portion includes a packet header of the

network packet, and wherein the first receive processing thread is to process network

header data.

25. An article comprising a computer-readable medium which stores computer-
10 executable instructions for forwarding data, the instructions causing a one or more

computers to perform operations comprising;

associating first control information with a first portion of a network packet received at
a first port, the first control information designating a relative position of the first
15 portion with respect to one or more other portions of the network packet, the one or

more other portions including a second portion;

associating second control information with, the second control information designating
a relative position of the second portion with respect to one or more other portions of

20 the network packet, the one or more other portions including the first portion;

processing the first portion of the network packet;
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5  first portion and the second portion for transmission to a second port to maintain the

relative positions of the first portion and the second portion.

26. The article of claim 25, wherein the first control information includes one or more

first portion sequence numbers indicating the relative position of the first portion in the
10 network packet, and wherein the second control information includes one or more

second portion sequence numbers indicating the relative position of the second portion

in the network packet.

27. The article of claim 26, wherein the instructions to use the associated control

15 information comprise instructions causing a computer to:

determine the order in which the first portion and the second portion are to be enqueued

based on the first portion sequence numbers and the second portion sequence numbers.
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