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FIG. 1 

  

Perform feature extraction and correlation calculation on historical 

entity logs of at least two historical entity objects collected in a 

historical period and determine at least one anomalous group and 

the potential threat score of each anomalous group

Determine the threat score of the current entity object in each 

anomalous group based on a first correlation between the current 

entity log of the current entity object acquired in the current period 

and the historical entity log of a historical entity object in each 

anomalous group

Determine the threat detection result of the current entity object 

based on the maximum value of the threat score of the current 

entity object and the potential threat score of each anomalous 

group
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FIG. 2 

  

Perform the feature extraction on the historical entity logs of the at 

least two historical entity objects collected in the historical period 

to obtain a first feature matrix of each of the at least two historical 

entity objects

For each historical entity object group including two historical 

entity objects, determine a second correlation of the historical 

entity object group based on a correlation between first feature 

matrixes of the historical entity object group

Determine the at least one anomalous group based on the second 

correlation of each historical entity object group

S201

Calculate the potential threat score of each anomalous group

Determine the threat score of the current entity object in each 

anomalous group based on a first correlation between the current 

entity log of the current entity object acquired in the current period 

and the historical entity log of a historical entity object in each 

anomalous group

Determine the threat detection result of the current entity object 

based on the maximum value of the threat score of the current 

entity object and the potential threat score of each anomalous 

group
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FIG. 5 
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