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[0003] Data collected from industrial controllers can thereafter be utilized by
high-level systems relating to the factory. For instance, enterprise resource planning
(ERP) systems can utilize data obtained from an industrial controller to assist in overall

~ product schedules, supply chain coordination, and the like. ERP systems are
management information systems that integrate and automate many business practices
associated with operations or production aspects of a business/company. Typically, ERP

Systems are cross-functional and exist across an enterprise, thus enabling functional

departments involved in operations or production to be integrated into a single system.



[0004] ERP systens are associated with substantia
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to security nodifications. Thus, for instance, even if
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wi thout requiring utilization of m ddl eware. Moreover,
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structured data nodel that generates the factory floor
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illustrative aspects of the invention. These aspects
are indicative, however, of but a few of the various
ways in which the principles of the invention may be
enpl oyed and the subject invention is intended to
include all such aspects and their equival ents. O her
obj ects, advantages and novel features of the
invention will become apparent fromthe follow ng
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[0018] Fig. 7 is a representative flow diagram illustrating a methodology for
authenticating an operator prior to implementing zonal security procedures in accordance
with an aspect of the subject invention.
[0019] Fig. 8 is a representative flow diagram illustrating a methodology for
automatically generating zonal security procedures based upon an alarm on a factory
floor in accordance with an aspect of the subject invention.
[0020] Fig. 9 is an exemplary system representation that can be employed in
connection with the subject invention.
[0021) Fig. 10 is an exemplary hierarchical representation of
applications/operations within an automation environment that can be employed in

connection with the subject invention.



[0019] Fig. 8 is a representative flow di agram
illustrating a nethodology for autonmatically
generating zonal security procedures based upon an
alarmon a factory floor in accordance with an aspect
of the subject invention. [0020] Fig. 9 is an
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[0024]. Fig. 13 is an exenplary operating environnent

t90RREHGR Wi thesbisgEventionc onnect i on with the subj ect

[ tion. g ' j PRy [ ;

OB mont A Haompinfy by hoRRriial 1P Rele iloed in

tdopnestibp with thasubjett ioventiDETAI LED DESCRI PTI ON OF THE

| NVENTI ON [ 0026] The subject invention is now

described wth reference to the drawi ngs, wherein

I'i ke refer en@ETAIMBEDESEREPTIORIOF THENVENTION ke

f{é(? nts throughout. In the follow ngtbdescri ption .
Zﬁur pos d e sbiesk pvantion ispow desesiberd with pfetengecto daa dipwines,

HHereftikd xngéréhce ?ﬁmgfaﬂ’e&%ﬁ&d% AfEAE liRe EII&%IEQQ Qﬁ'ou%hout. In the

under standi ng of the subject invention. It may be

doliarang deschiptiony Ear putpioats dfleeplsastios civnienoesrspeafic detyilbeare set forth

B 8Pt 3ot Rotoniah A dernBifits oCngibiist Giveston, 28, b prident,
howbVe okatdh@@ibpset i9emdninayBedfsctioed vtBbutithedt Specific details. In

descri bing the subject invention. [0027] As used in .
Pl ingigpeascuell-krown starctusesand devispsotie shown infblged|diggram form in
" . ' are intended to refer
?@g%c%%ﬁigeﬁé e| a%tggggﬂ%#%‘%eheﬁ'her har dwar e,

[0027) As used in this application, the terms “component,” “handler,” “model,”

“system,” and the like are intended to refer to a computer-related entity, either hardware,

a combination of hardware and software, software, or software in execution. For
example, a component may be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program, and/or
a computer. By way of illustration, both an application running on a server and the server
‘can be a component. One or more components may reside within a process and/or thread
of execution and a component may be localized on one computer and/or distributed
between two or more computers. Also, these components can execute from various
‘computer readable media having various data structures stored thereon. The components
may communicate via local and/or remote processes such as in accordance with a signal

having one or more data packets (e.g., data from one component interacting with another




a conbi nati on of hardware and software, software, or
software in execution. For exanple, a conponent

maybe, but is not limted to being, a process running
on a processor, a processor, an object, an
executable, a thread of execution, a program and/or

a conputer. By way of illustration, both an
application running on a server and the server can be
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Njerie wit GRidr Atk vi@ iR spaaput er and/ or distributed
bet ween two or nore conputers. Also, these conponents
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prlates s 80wl systeas 1 (0 thatdadilitdtes depleineitatorsefrsehblable and figxible
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floor ;102 that conprises device(s), wherein such
aeveRiqns) segpity systems thyt arg ubilizeddp goanectioibyrih ap ingpstgal system.
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Foldde digaBIR DO hloiTed, eveh iRty @%&ﬁbu SRk MBLArisTRPsEh i9desirably
whi ch a security request can be generated. The system

rebrasest T thesseswrity systsm peisdlesirably ¢xastent vwathima meilifigatian ofithe

'&g&y@g&é&gal security systens that are utilized in
connectron with an industrial system Particularly,
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bugaqi , re- copm ssionin and.the |ike u a

ARG Sl zopel sqSity compoent 106, Sibist cnghlohagand 108 6 be separate
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an entirety of the security system would be disabl ec
Bhe 20061103 ean bepanti¢ularaiaiige ar g5 pf deyicesfa pracdspdupsrtrar geries of
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More particularly, the zone 108 can represent a mixing operation that is utilized in

connection with completing a production process for a pharmaceutical. The security
system 104 typically renders the mixing operation (e.g., the zone 108) inaccessible and/or
unmodifiable to users/operators, due to fear of accidental alteration to the process that
could compromise the pharmaceutical being manufactured. Conventionally, to allow an
operator access to the mixing operation for debugging purposes, the security system 104
would be disabled with respect to the entirety of the factory floor 102. Such global



security system [0029] The system 100 m tigates the

af orenenti oned deficiencies through wutilization of a

zonal security conmponent 106, which enables a zone 108

to be separate fromthe factory floor 102 for

i npl enmentation of security procedures for such zone

108. The zone 108 can be a particul ar device or set

of devices, a process, a part or series of parts, a

ug#t,,an operatjon, an area, .or any other suitable ]
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debuggi ng purposes, the security system 104 would be
dranspitied the seoypbotystem HHdo tstzone1 98 ve anhsvitablerdetay
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1Jizing the subject _invention, the zonal secuyrjty,
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relating to the zone 108 withouf altering security
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data . transnission systent nethod. I nstance, .
sgbent fandepuggiegisnck pracedury ean beadediverned taithe wequeitiesystenn 104, and

L Lhrough a wireline connecti.on.. .[ 003

B00H sty Hinsonth s S 18 Wi ol iptehbr re employed
ion@usdl such celVABA/HRkcbdrs ard dbviceh 83BJiate Hepdiith. URRFohdl&ecurity
factory floor 102 can conmuni cate wiith the securit
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Zone or 1 nstance, an I
whitrdr soldlyeto tha ndostrialrmotrolerts) tud asodiated devieks)t Fonexample, these

SRttt ohn Rict e ASEIH S ar piior b providing h opetator with access to

control logic, and resetting of safety circuits upon completion of an operation associated

with maintenance, debugging, testing, etc.

[0031] An industrial controller that is at least a portion of the zone 108 canbe a
programmable logic controller (PLC). PLCs are small computers that are employed for
automating real-world processes (e.g., controlling machinery within an industrial
environment). Typically, PLCs are microprocessor-based devices with modular or

integral input/output circuitry, wherein such circuitry is utilized to monitor status of field



debugged. Particularly, the industrial controller wll
include at least a portion of control logic that is
enpl oyed to effectuate the aforenenti oned procedure
and/or cell/unit. A request for debuggi ng such
procedure can be delivered to the security system 104,
and the zonal security conponent 106 can | ocate the

i ndustrial controller(s) that are enployed to contro
such ce] | /areal/ procedyre and devi ces associ ated
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0 ST et tompli Eayelius iy g por mied G,
Ghtefpist feourdb1pl aﬁhﬂ§ emg sgétéxﬁk‘ bid MahiFadthnidg SREhtloR systems

noni tor status of connect ed sensor | nput S, and
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102. Such evel” I n ustrl a n syst
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Between these two standards, data models can be generated that sufficiently represent a

plant as well as operations that are undertaken within the plant. While S88 and SP95 are
two standards that can be employed in connection with the subject invention, it is

understood that any structured data model has been contemplated by the inventors of the
subject invention, and all suitable data models are intended to fall under the scope of the
hereto-appended claims. The direct communication facilitates efficient determination of

zones and efficient implementation of zonal security procedures.



(MES). Conventional factory floor devices only nonitor
status of sensors and actuators, thus obtaining and
storing data in strings of "I"s and "0"s, while

hi gh-1 evel automation systens utilize structured data
nodel s. The subject invention, however, contenpl ates
utilizing substantially simlar data nodels in
intelligent devices on the factory floor 102 (e.qg.,

i trial controllers) as_.is enployed within .
h@% evel MOFERYR %?P%l}}eq é%m@gglgl.u?ﬁzeds%mgﬂ%lh&ﬁm dgvdces on
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representation of a procedure implemented on the factory floor 202 within the system

representation 206, and deliver a security-related request associated with the procedure to
the system representation 206. The security request can thereafter be delivered to the
security system 204, which can determine whether the operator initiating the security
request is authorized to effectuate security procedures relating to the request. This can be
accomplished by an authentication component 210, which can make authorization

determinations based on indicia such as user name, password, user role, plant location,

10



system 204, for exanple, can be enployed to ensure
that safety switches are properly set, that alarns
are enabl ed, and other typical security neasures. The
system 200 further includes an industrial system
representation 206 that represents devices, process
cells, areas, etc. that are existent in relation to
the factory floor 202. For instance, the system
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[(00351 The system representation 206 .receives a
OB oo b TR B PR ER R ot s R Ch b AT o B Ths. the
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wthin the factory floor. 202. Specifically, an

dO36ht or cHithe eppnadon’usdr isabtherizadtto mudifliesistenbsecuifity procedures
particul ar curity rocedures/devices related to the
SBfeSuut0 0L ShPos gBERCPOLER e PEES 51 B eifadebfis
papedRatoakl Rouritl campPoRAETIY. € He¥phd REdHEFcoMpdnbt 212 can then
factory floor 202 within the system representati og}c_ il
Gl
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The securit equest” can thereaft iver
epupmencthe zone 208shn inchilé devibé{shthetzane canmrisedl by swdhagirbesss. Thus,

he operator initiati the securi reqguest is

B REalRY o 412eh BE clPRYEA fo bR SEOwy procpres
teated'® shecifie8évicethroceds BelREare@C 60 TRIthe ARA t6 YheAdhtire factory floor
aut henti cati on conponent 210, which can nake

07 3¢ reggiredin coguentiopal saeuritnsyska®fed on i ndicia such as
BT e R v aect BE A prechii lfon e |
adlpnéisationmonpenient 230 edif eeodngrloyed to leasure thgsestritypravestures
ot her suitabl e security-rela factor Furt her, .t he
EBa Y thE Conh Sty cokmoter LA aie dieciet Iq RO A HHE(S)
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authentication algorithms and related data. In .
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t hus, . f.h . . .
ﬂglgtelg es?rrably-[vellilxsé de{lvgred the commands. If a disparate device were to receive

alarm disable commands or other security-related instructions, catastrophic resuits could
occur (e.g., a pharmaceutical could be incorrectly manufactured due to lack of an alarm).
Thus, the authentication component 210 supports variable levels of device authentication.
For instance, the authentication can utilize, but is not limited to, digital signatures and

certificates, where keys and encryption can range from simple to complex in a single
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aut henti cati on conponent 210 provi des an additiona

| ayer of security by enabling only those with

aut horization to nodify policies/procedures of the
security system 204 as it relates to the factory
floor 202. [00361 If the operator/user is authorized
to nodify existent security procedures wth respect
to a device, set of devices, process cells, areas,
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devidej mtcxcdnuoctqzdsdevms,lrcla’tedeiévmos, etdu @Dt edanplay haitmg epelatmh of

ti.ficat K d
F fiics 8 FShEFEHe R nfigee 2 SR Sfnf SFodpd wi e
dRicenPirigger. THus, cthédrQsddRiattdd@drfils QRsh1A ARG b¥Bishifled. MPhe dynamic

aut henti cati on corrponent 210 has been described in

Z@Bﬁ Beerates Micem delathian bishdlargrsisbevid bp disahiest basedpon a current
SEHBEAAG B A helhP B 0S5 TRGAR YRG! ©

[0039] Upon dynmcally creating the zone 306, the security request and the

associated zonal information can be received by a zonal security component 308 within a
security system 310 that is utilized to provide security with respect to the factory floor
302. The zonal security component 308 can thereafter provide security procedures for
the zone 306. For instance, the security procedures can include disabling an alarm for
maintenance, and thereafter resetting safety switches upon completion of the

maintenance. A procedure enforcement component 312 ensures that all appropriate
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aut henti cati on purposes. [0038] Turning nowto Fig. 3,
a system 300 that facilitates providing security
procedures to a portion of a factory floor 302 is
illustrated. The factory floor 302 includes a
plurality of devices that are enpl oyed for

manuf acturi ng purposes. A dynam c zone generator 304
receives a request to nodify security relating to a

por of .th ctory f.lLoor,302. For ampl e . the .
ERet By thavs Brostorelipd Bt 22 wapipiEARERE Suickperations
chetthig ghewne BEY. MRoRiinbtangde, ibel sédafity priseedafes geddted Byihazonal
devi ces, process cells, aleas, sjites, _ etc. Based upon

{YFEUIFE GOraaenent 308 axg pet crmplighwithdhe pracesturesenforcemen aemponent
tm Wil GrHibit fok 98Ke 303FFon beifle PRPEFHRR At drRial 6 iRl The

determ ne a current configuration of such fdactory
fpr@@durewﬁ)rcmb@bmmnntﬂié caebeassociaied mihfalaglus atgraphjcal user

tlﬂéﬁg%&g E%ﬁslgé g.? IS ggtOF % %3%1'[@% g ag‘lgl' %ﬁ%@fg eg\f%rcement

paschagisthar exanpl e rmy aSSI st in clarifying operation

ool S TRkt i i A0 0 58 Hsdmplgmtation of

@Sdﬂrﬁﬁpxb@ed&?ésff&rd‘ﬁdfﬂbrﬂé%&%% bbrds |il: i8I Thé Metory floor
C%nam c zone generator 304 réceives the request, and

2 inchideean indusial coufmller AQhthat caniveonitar thersanysiaf sensggznd
o SSE bAoA RS TR kg O ©

-apdartakerowithin theofavtonofiddi €02 .0Bxsed @pon thiisdotieativacifddta, the controller
rel at ed devjces, gtc. For exanp alting

g@%?%f 3%8?\“‘6"@ 34 Qf i %‘aa %ﬂhﬁ*@aﬂﬁlﬂ@l%r BigH W&WY
eefaluése b$ afl hﬁt&&ﬁ&@%eqaés@ ESRRSIA6A IFR inMah &, & tﬂé St 404

device'to trigger. Thus, other associated al arms
Broyideg amalgnn, iiae mt@tamoa@queshgencmrﬁoﬁ caryereate gaemestito disable the

%’Qﬂn‘f 'g%ﬁ{af'wn o‘fﬂfd& al ar s s_houl d be di sab! ed

noa current configuration of the device

E:Qﬂd]:] fi Cal The seauiily idi@edt@ai the be ldeldrersdida al dﬁfn&ﬁi&%ﬁé generator
creati ng the zone 306, th

?]1 Upo dynam cal |
| é atﬁ%%'fleaﬁanq%@ wiun e Tastey ok 402 FrVbiEhsecnBiY

" prdledifes” d ERYinaf@) o [Irﬂ%tg
W thin gﬁﬁ?&e, Sr Ft% syst e%eS t zfjtbxeg uti i ze é; tguerythe
joetony Heor402 and dstemiinda cadiguration of theeohticlien 404 (d ,g;,odewces and/or

BbeTLetB vy 65 AR 158k 98 SRR

dﬁlﬁﬁlﬂi’ﬁﬁe gbieeats 08 dah Yreatethe doteat 0GRl ehétﬁﬁp!ﬂ&s such controller
an alarm for _ mai ntenance, and thereafter

di sabl
40323 %rlﬁﬁggh%%ﬁn@@ 0 gnaviinglude oiberroatallire devises plcr fpaccordance
vl RHRPARE Ssp daef&tﬁggx‘}g%n? i@ Bl R A6 bartréviousty be

partitioned into a plurality of zones. Thus, the dynamic zone generator 408 need only to

locate the appropriate defined zone 410 that includes the controller 404. Upon
determination and/or generation of the zone 410, a security system 412 that operates to
secure the factory floor 402 receives the request and corresponding zone 410 and a zonal
security component 414 generates security procedures relating to the zone 410. For
example, the zone 410 can include a plurality of devices controlled by the controller 404

that are employed in connection with a manufacturing operation. The security
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security procedures have been conplied with prior to
re-initializing devices/operations ((( within the
zone 306. For instance, if the security procedures
generated by the zonal security conponent 308 are not
conplied with, the procedure enforcenent conponent
312 will prohibit the zone 306 from being pl aced back
in normal operation. The procedure enforcenent

conponent 312 .c be associated with alarms, a, ...
PR R orsaled 5 Y e en ity Sompanentr L pon snls (@ disgiling alarms,
r Qg ewRches, §setttBGehibPiwitihes, 3RH BHBAHMRLI8 IBAtity-related

mechani sms. [0040] Now referring to Fig. 4, a system
APFOCRMERS- faci | itates inplenentation of security

dures : EQNe Qf f | .
PPRaL T ot o BhinBnPaid B2 mBnd A4 oo bl i securiy
i praesiures atithiroonly o pbrtion 604 factay floanis itbusirbted. While shapurposes of
of. sensor nd . act uat gr§ .and . utilized.in, .
IR e flRtoBt Rofonwgen S WEinshaws frd drttihed s geries of acts,
upfies bakedersbddind abfiecibRg Uark thefshbjest ittbatioBRIRE1IMRBAbY the order
this collection of data, the controller 404 can

REPASEOmA agls M, Praceqrdance withdy sbject Myentionrpaeur in different
L@ bR SR IndieAn Xﬁtg%ﬁgg a s ﬁf)ﬁ%ﬁhow at?(ﬁdé%&&%eﬁfne i For

request generator I nstance, e contro
£@4mploy thoseckdled in thleartrwillunderstatdanat dppraciatpibsta methodology could

SRBRARE) v SRR Ghloa TR0, B s st
eapiiin.t MoreRreS aibt iclludtRei 08 il Hered aebdle irfpleiBR M hethodology

zone generator 408, which can determ ne a zone 410
W ResPRlap¢rawith the subjest|inieationn2 i n which security

q . _ : .
O p b or - 2080% aFRfnl ok hepkABuafliSls phqiiucty REL AR e
Gastay fonerepresantdtiogwambe displafed drea graphicad ukerintéFdce(ce HMI to

EES ShiscE I iz BiEb Btpr SpR A ch et e ibS Pederd aplor an 588
. SAEHd SarZiY el SRANiA toiinedih wAMHE'TEAbS fidof repRREntdddh. Therefore,

t hat enconpasses such controller 404, wherein the

2 Bisearohical gepyesepietionief the fastory: Speresn|beirenderpdy whersin the hierarchy is
1. ; i t [ '
AT SRR SEo k1 Ao RPN R k8] R0
@aployed omeptesent bateh ]mbcersag% hpplitgtimlr(e.g., a'Eialwsiptibﬂn of 5;1 recipe).
([pam.c zope generatoy 4 need, on to ocate t he
Qﬁﬁ%@& combman, Asamp eRrEEFIion o dpcterydlopp gan be created. For
SahdOidBEes 208 be MROGated GiB FpaRtd RiRE T AL FREIFRBL ON

of the zone 410, a security system 412 that operates :
fepresepdatipneandrguch deviensyai bompresemted troapievats canjunctive]y bscomplete

2 NGH z 410 anpd a zonal, . secuyrit .
AR ERLERLAR i R B ef R PR e pploved i
donnédnien 2dthegefditing-the system representation, it is understood that any suitable
data models can be employed in connection with providing a factory floor representation.

Fe)

[0044] At 504, a request for a security modification is received. The request can
be generated by a deviceequipment operator and/or automatically generated by one or
more intelligent factory floor devices (e.g., an industrial controller). For instance, a timer
- can be employed to determine when a device is scheduled for maintenance. Upon

sensing that a device is due for maintenance, an industrial controller or other intelligent
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exanpl e, the zone 410 can include a plurality of

devi ces controlled by the controller 404 that are
enpl oyed in connection with a manufacturing operation.
The security 13 procedures created by the zona
security conmponent 414 can relate to disabling alarns,
setting security switches, resetting security
smﬁtches and ot her suitable security-rel ated

res 0042 Tu [ ow t o Fi S5, a. . .
P%?g“;?V%%a”f SRR B gl eftmg gssSejpist st b device
Wfdr lﬁiﬁht&ﬁh&e @.{m@kﬁ | A oﬁératar daAGEQicy: that@@imk Be disabled for a
il lustrated. for oses of sinmplicity of

eRastiaandesise of %Oﬁiftvr?sa oSBT debuggingogiawithin an industrial
AEREOIEE Fopihs le Ope %e Svish foltedt 3 cBﬁ’II(HT) (?Pgﬁ S ORH-

and appr ecl ate ubj ect inventi
| protese WItbyuttChmpmmia'ng S@:ixnamfa recipe Ko mpamnt srooay., Ateordingly, the

accordance with the tion, occur in
dTRefaorS cﬁflge%ef%tgf"?qé‘ﬁ%%@rs @bweﬁiﬁpém y with other acts
f j0048]t hat 08, Dishe delsed tdxtel mdaifRbtion ﬁest R‘Xi%tm’nﬁed For

those skilled in the art will understan

SRl an eperatag cay Smfwmssbwleelmlafweé@k W{on(ﬁaaym@tms
'SR SRSADRBLe §F a JorkGblafite Qfthd %ﬁ &st. ein%ﬁ}g'dﬂc@t&ﬁﬁl a‘ﬂBther r aspect of

events, such as In a state diagram reover
ithe presant invention; the facjori @lopemodificationean npiltmeieﬁnfai zones, wherein

hodol d
Bt 9515 ot 6y S B e o Fre ARG et e 8est
[Suoly zetrthelebion %Wbﬁpleﬁdﬂ&u&hﬂﬁbﬂ[ﬂoﬁsb&ﬁﬁed by an operator. Further,

representatlon can be displayed on a graphical _user
thit e s be dynapially detemmiagd bassd uz@rc g'ﬁag%pf the fagtary floor

%gﬁ%%arlﬁpéng égﬁb ?gll n con ctl on Wﬁwtﬁlﬁgﬁcmon

fedtht r@m;cciftb @o linduelpnab@mh'bﬁtn whereiﬁhmph:fnmn@,tion af such request with

BB e ftuliEr ot e olfgr 1B defiogs Rgpere
ﬁblﬁﬁﬂﬁﬂy aAGﬁrdih% ée@ma&@%ceaﬁ@@ma Bopédt & thke ddvitlck BRb should

data m)del S can npl oyed to represent batch
B}r%é)asqddm@n elee rgquestanddbe factory Bporepnfiguration, an
(‘G)nb.ln , a conplete
E@bﬁ%%%ltgltég%bé%ﬁom rac 6“"“" igg(? can be created. For
[0%6}& nc e Ae508; eenungnfobmeals&nnmﬂ echevik irfodifieslp Hoainstance,

devi. ces the factor | oor. ntati on,, and such
SRR ocedres speili 0 ik Acamingd 7ok candbegsnpaiee e ipplemgnted
Uil eBdrRinaBo BN sLcAhAY. | THs &fillds ‘é%‘ahféﬁlar H\!Uléee sétld@ abvices,

af orement i oned standards can be enpl oyed

ProeRibee, ApPHOAtiON i trehetested) dpmggsksmmamé,r@mqt reon,
é&nnfksﬂggf hd ﬁlgqﬂ(% %ﬁloﬁtn%{rﬁ)wsfn% I%gf t%F lfgct?r? rho%? Such

rn-connectl o ory
Z(mpl’ sz:sﬁ!ﬁﬂy&halﬂ& a particular operation or dev1ce to be extracted from the secunty

system without affecting security of other devices or operations.

[0047]  Now turning to Fig. 6, a methodology 600 for providing zonal security
procedures to plant floor devices that Iack substantial intelligence is illustrated. At 602,
one or more factory floor devices are associated with a proxy server. Factory floor
devices can desirably be associated with a proxy server, as several of such devices lack

substantial intelligence and/or processing power. Rather, such devices are typically
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[0044] At 504, a request for a security nodification

is received. The request can be generated by a

devi ceequi pnent operator and/or autonatically

generated by one or nore intelligent factory fl oor
devices (e.g., an industrial controller). For

instance, a tinmer can be enployed to determ ne when a
device is scheduled for mai nt enance. Upon sensing

t hat .a devi ce epance, an indust
13y Rl B on, ot FPigBIC S8R5 Feqel sy Pl ueligence
cendi oz @revassinggioMeat ﬁc@rdlﬁgw,&ﬁércbﬁls@llﬁs%m&elﬂ lpAJcBIsing capabilities
associ ated wth.the_device for maintenance purposes.

ARPdesp stosaes capabtlitics Hitbaespeqt 42 thefasiony fier davices iesoregpd gperate
PREEH pHAfitREY PR cidak e twiftf an %gﬁécg SEMY PRI ? Qﬁc'll devices,

debugging [ogics wthin an I strial™ contro
i rpsvesierc ean hmcassﬁi“@ﬂ@pmnngnomeshmnﬁl ] pmxy aewcm t’l?hulb in order for an

p(é)%%%%%dﬁ% cognpc’oil?nt 5$C%§s q gg}z e.mc P‘BB s e prox erver must be

curity o

Amipdayatd gy all b(hﬂmum,ﬁﬁfoah elianﬁélrﬂlﬁtﬁglﬁﬂﬁﬁ)ﬁo@ eR@HE Tthefefire, a
506, a zone related to

fi.cat 004 5 t
tﬂi‘gglﬁ%’?lf‘ﬁf‘leéqguclaﬁ | téfoa%lt wilizationiol FR5PXY ssrugipwhich can

AWer PR &d:ﬂiﬁus?é‘@ec%ﬁ%%fsﬁctpfa%bs’%df dehib&h device(s),
i&h@atl on(s), applications, “etc. should nake up a

I+ el at AhG04, @ requestferpisestritylmodification dsreesivid with respect to a

, senf.. invention, the f
HRS D HooPRRRE el lockh AL SRicaiiey ok Pianic S pRREAF thausiria

-oontradler rmy aoidfe dsfieiatial witesl subenatal aapubtofpebrRediftcapabilities

t he zone rel ated to.the request... Such zone

TEILANIE NS Fraderng;f anpractical gmesiibla o slowand Feplemeaicecurity
PMmAived Eﬁf@iﬁ OHowEHHr! 3R Examplid) & BN cfe%?alﬁﬁ toF DB AanlsY

deter m ned based up on conquguratl on actory
MSG@ﬁted A Sndemdesm@wmrcﬂbr té effctnateanaintenape it dpwcacpntrolied

P83 dosisP it SR Ao sl Py pBtfeions are

cammemem@td ¢1R 09 inddel a0 LAV devidtd $ia tHeaForeflenfiéhel pRoxy server.
dustrial controller would cause other rel ated

- GRRPTORE sqrgerdpavetiated wih spisiany memerrgi of grocessingeapphiljties to
floR R fEmUh{ 2oy Bicfogs shAGRSotel cdiiinuAt ARy Rlilthétts zonal

$eamtwrpy0df:tlmes toomefor quradévices. A 6083mlprrzqnal stwity poeeedans are

P P SRS P ol S S ttes cnte

zq)pﬁeu fotat] devReSthdf SsinfiREsdtt tiFoddh thOSrod@E&avEl N8 dectpdiice with a
can be generated and inplenented wupon determ nation

dspaie a5l themipsenbinyention, the proxyiseryeranchs\amployed do selectively
lg‘@gélﬂlgeglg (sjecuﬂ nmtgg‘%d% f)ﬁ %Be bERble dﬂ:’vw@é fhrat dnRSnib 58 Via%he proxy

I agnose
Server.

[0049] Now referring to Fig. 7, a methodology 700 for generating and
implementing zonal security procedures is illustrated. At 702, a request for security
modification relating to a particular device, applications, procedure, group of devices, efc.
is illustrated. For instance, control logic relating to an operation may desirably be tested;
therefore, security relating to an industrial controller that utilizes such control logic must

be relaxed to enable an operator to effectively test such control logic. In accordance with
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conmm ssioned, and the Iike w thout conprising security
of the entire factory floor. Such zonal security
enabl es a particul ar operation or device to be
extracted fromthe security systemw thout affecting
security of other devices or operations. [0047] Now
turning to Fig. 6, a nethodol ogy 600 for providing
zonal security procedures to plant floor devices that

| ank aspetisifalid prédent iab&kioh 3B eGudsbisiihitiHRll bk nﬁg b%g% pperator.
ong gr re factory floor devices are associate

a'}ﬁﬁ Wﬂg encrater that iy related toithryequestisiantbentisatedd For exabiple,
b@omaR6ah ' r several of such

devi ces | aclggen%%tg)tnant | aﬂ ¥S| %?é’ﬁf“&%‘ﬁ%‘é SHefjgs pser nanies and

p PESweLisn fupthrnmore, Rbfibial intelligehcadestindi@ms aarebd oamblevad!iM connection

15 M) for a single operation, and typically do
ngltlﬁr%%ﬁ%cgg%%%ﬁe&nti al intelligence and/or

plISBESi ng Aoused herit; HedbmmB!wY infdr®bLiR%tALS refer generally to the
insufficgient _&rq%cessm capabilities and/or st gr age
cBIPEHT Pt tpaming abputor dnfering statesiof a Sysemyropvirpmynent dandior @ser from

t D5t bP6cARGoRRE CaAlthred %WE#& %(?{P&i e | HfFenct @?ﬂ be employed to

accordance with a aspect o e present i1 nve
sidenify 8 specific contestvenastion, onparbgenatespretiatili distribution over states,

[ gat-y t. h a.pro er.ver. .Thus, in order for .
CRTOAL L HAEE R Rl St st i comietion ob probabitiy
shigthibutioni aversstattdof ifteR¥0baSET M cofdilbralitn ofdHth MEHents. Inference
(ce. 8}@ z%l | coggj‘uém cations channel through the proxy
£8P Glsp yetertn dechpignes employsd fergamppsiag higher-lewel eyemts from a set of

apat kS sl e Ao RER 3 G o son

fiepsm &5ef of phrsrved evénteand/Jre®aiievent Gy whetheeores thef Entd are
' ification ls recgive jth respect to a
P IR ChEGH 8By’ RSt B e bon omons

ionsevetal gesntand datd sduﬂﬁh.a%%xaﬁ?ﬁ%és:b& HhGH confH &ait@*elating to an
control.l er may not be associated with a substantia

SRDEIE e be deteamed; whetheriurh epesator muthorizedtomesess ridler
FrRBHY sty With f@*{)?@ fdp%?}#l%lﬁﬁ%ﬁ% E’i’e i eS? %p%%%%?at?r&ay only be

i npl enent “securit I'Ves

ed to inpdifppartieuldeddvicablived spedifitatthe, ddvideProcedures, operator
g??ﬂ)%igtgeihw tﬁ.such i ndustrial controller to
effect Uat PHlizng pontextyal datgaclating to grfagtem flagr, 29pe.and/or
opretitoi dah adake YRlGR dufloriz AR iBkRMEes, 2t 606, requested
[ﬁﬁgérlty nodi fications are conmmunicated to one or

f act diy/00} Emededétenmined rglating tethe reuestireasived at 702, The

DhO ¥ oy e ] server,.i s _associ afed w

R0 Y BESSiicall] SBARE by B ik SSRRGHR, B pittdefipea

ascqdimgdninowipheas; procsdurey, devicds( sivts) 266%s ciRferc. At 708, as
r communi cates/inpl enents zonal security

ereafte C
: c&bS‘_g hEl. SSHEH e emsrEed animplggented for fhsdatermined
Z06¢€ Ul 2cYorBARESHIN R a8P&t of the present invention, common data models that
can be generated and understood both by factory floor devices (e.g., industrial

controilers) and high-level systems (e.g., ERP systems and MES systems) can be

employed to facilitate generation and implementation of zonal security procedures.
[0052] Now referring to Fig. 8, a methodology 800 for automatically generating a

security modification request and implementing zonal security procedures based upon
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i npl enented according to the request. For instance,
the zonal security procedures can be applied to al
devi ces that comunicate through the proxy server. In
accordance with a disparate aspect of the present

i nvention, the proxy server can be enployed to

sel ectively inplenment security procedures on one or
nore devi ces that conmuni cate via the proxy server

[ ' [ 7 th I . 700 far
AR TR AL, 10 503, i o la BT DAERROK Lt Rled. For
[ mgi_a?t_tmsﬂq:\étee mclh/as a piids, pampesive gic. fanrfa%,&hmlb}t dausing an industrial
i fication relatin o.,a particul ar deyjce,
Apelieth et ?‘b@é"&gr%‘fﬂﬁf’ OBp OLMOTFSTRIES) capsense that a
| inbhiifidtare@ Brodfrthat ABInBGERL c&idfYsitidh, t!h@&bf czﬁﬁln?tgieﬂ&aﬁéh of an
an operation may desirably be tested; therefore,
s%%fm- i tRe abayeare sigplysnepificsaanples of gcoerationef asralarmaand it is
hi : ‘ o |
dels 03 ity SRE o S i ot BB LCHS i BARtoey

o d 8¢, seturity tgjuest & aspeaicaldf génemtqolrpen néceipt of the alarm. For
is I he r est is jniti.ated or authqrized. .
R B bl ST S benlsP it F e T ey SR Srglating o
ttha deeiotiemtbeladtontioali dehadad. For exanpl e,

ntional authentication techniques can be
jﬁ&éiy ed, &4&%0 g.ger.atg.é ppmaypé §el§mg to gmqwitﬁ Sqquest is received. Such
OErab® it Pl nffifedsl dobuttont O GHAILORRGE. 1B BRUHE Sin GPm e be

enpl oyed I n conhection aut ating a-user.
B td basediypah tifankty sensorh herefore, it wolildrbe énefficdent to disable

n . n f | | N h

LAY RAG8e 1 ] St Bt g e ity Bso%R]laPiogan operator to

sk A0e8

apptovotheesiuritytregM et prit €6 nfoﬂﬁ’ﬁhg Becufity EHabRDE&EMAhARIR S sensor
ata. I nference can be

S, captured via events and/or .
gﬁ%‘b‘r“%ﬂ}w t¢ modifyiag secuiitya ALFO8; vnoa apevatasepproval agonerelating to the
Sans i At . A
for exa eIg%ef.Ed clgﬁilﬁn 'mdﬁt%‘ﬂgéa%&g{e oag%ioﬁ/l é tdﬁﬁﬁaé’ﬁaazfom that
insludeibatdenivetcan bodetertninedo Mi@bidrj dnyopettitioh thabutilizes the device

over. states,of interest based on_a consideration of
LB CORSIORTEL R eane. AYSIPEUTY Pxredires foF Sedleterppined zone are
 §ReRIN e SmBIFRcAME difhe the 9FROSI Ng hi gher -1 evel events
froma set of events and/or data. Such inference

10834l t s | New&uning sq Fige?.i avrexemplasifactponfleoraepresentation 900 that

- ad/ or. st
¥ erpRfe B o ARASION SHUEHE e Mo s Bl The
Igplfmmbnﬁgﬁ i a Jneaxdhivat i;epr@&ﬁ?ﬁdm&iﬂ%tqj’arﬁogﬁé ﬁatéﬁmr $loan dAt the

a .Co rQm on . or vera even an ala sources.
bﬁg}es%‘?‘é“:]rgf _Bl,e%é%’fgf@ &&ofﬁf‘*gb A%k Sraphicl rproseniationRf a yoggss cell
LPRIcaHsQEN id 4 logRAl f8usles 6f %ﬂdu;fkgiﬁemt BRfudsy&fhifh&t Hifi%ed in

IS authorized to access a
connection with one or more batch operations. While the process cell is shown as being

at an upper portion of a hierarchy, it is to be understood that the process cell can be
included in a representation within an enterprise, site, area, or the like. In accordance
with the exemplary representation 900, the process cell folder 902 can be expanded to
show particular units within such plant process. Particularly, the plant includes a folder
904 that represents a first unit, a folder 906 that représents a second unit, and a folder
908 that represents an Mth unit, where M is an integer. A unit can be defined as a

18



nodi fy security with respect to a particul ar zone.
Thus, a particular operator may only be authorized to
nodi fy particul ar devices given specific times, device
procedures, operator |ocation, etc. Thus, utilizing
contextual data relating to a factory floor, zone,
and/ or operator can nmake various authorization

i nferences. [0051] At 706, a zone is determ ned

r elcall¢otign pHednirel medplesdndloe 6&ii n_ ..
be oggzq;rgﬁ cal | deta?rl.rrj ned g?h%ﬁ%tﬁogp%ane%?ﬁgro@p%ﬁ%en? in which
or pre-lag?eipﬁ%%sswgy’&?ﬁ@m’th?%mdareas, procedur es,

deY00s8F, sitRSder®08 708,
descri bed abov e?r segsﬁs?li%@%p% cedy %%ﬁé?lggﬁgear@’fdﬁf 21 thatrepresents
i P et sroduleea fddadie tedreprsats a bitodd 6QIiSAGHE Sodule, and a
W i@ present inyention, compbn data
nodel s @?‘rﬂ grt%pl%g a ﬁg%e%]lgtrl}leeﬂ%’&?nﬁtﬂﬂmﬁﬁ Jehiees N dtiemigtagenAn
f agquengent nodule dewbee funt oGl groh%dﬂ&ﬁﬁﬂlgém t&pg%]r(%kg%&a finite
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angl. | evel syst.ens . 0., ERP systens a

syst e rfeg ?f%%c%aé' a %Wﬂ?sof(é’iief 812 serpanded, and isriinsitateairto amvtude

| nppresamnitiohd D16 B 92008k ' hes. . o [0052] .
I\%r eferring to Fig. S?ﬁgpﬁeb?ﬂgégﬁ gg@%&%@gkz reSP‘lcthy'
aut Bilathe Eacess cqlbrmita d iMgand equipment myduiedi-Ni £EEHOWR to be

I @eptesehted i ' al secyrity procedures .
based u%oﬁyf(g%gﬂg%g%}%g%gﬁ@{ ay;stéghle bigrarchigal gppesentation can
albg emplaypdin cognection withahosubjdeivefionS FiRES! ¥ELk: nd%?%eciﬁcall

[ ﬁfére;?r devi.ce @uch as.a press,_ punp, saw, etc. Y
can rait, ﬁ%ePéﬁ‘?n CA0 eamgelude TeRrssantations of pastituiarldperatibmsteps,
gengrestaad atheBbasH nakifhd i r nsortsy, can . .
sg t hat g manuf act ur@aﬂgplglgg@g@%%@ Cg%ggﬁ%ﬁ(‘(%%?yemploymg
c ﬁ%ﬁﬁ?@%?@ﬁ@%@ﬁiﬂ@usi ng generation of an alarm

Tiyesgbove il i fic exanpl es of generation
0 aﬂ al ar %h%gidéaglﬁtcgi“@tg u%sdl@egﬁ&ﬁgﬁ'f’ﬁﬁnyéﬁﬁ of thetfalders 902 - 914
agaabeselastedas zomcefor atiplemem@ipnRGAI efurty Iddif8tions. For instance, if
W%%%?Arq.%% 00. Al 804, a security Tequest IS ’
aut omat c dE}‘}l B Qﬁ’l ! F%‘a‘gfb@}ﬁt% é@efupentiog pnohfless alelg]zI rsoch Gpserator
icoaldaslees foider 902 Rl BRABCEiGH & sl ardevi ce,
ar E@gle_st to modify secur ?’I‘@%Fféﬁq%@g%dﬂ%ﬁ%?ﬂw ce
i lgRs Sithraspest kytlhg p_meeﬂ’:‘oeﬂ.t E{Iﬁ%@] ifAfl oB&étor destire_d to create
QB Attt r ing Lo.the, secuyri request 1s
rm(;é e{ev e CF ﬁgﬁ%ﬁ%ﬁjﬁ%@? egf‘ %’ra I%ﬁ'b‘f‘%ﬁféﬁmﬁﬁqui module, or control
gler e oparatof chrodebet edridsPAndifErep RG] witfin g2
pe?r nerng‘j ad bﬁ,sed upon g&}‘ alﬁo‘;él))/ sensc??? eﬁiél?gagto’ryﬂoor
| ?ﬁgﬁf’%‘) 100;tp Fipstugte sychzenali predskieral wedificationss el ati ng
[0052Nn operpihg BBased; n faul t ensor. ﬁrrN | owi ng.
operator to %_ appr g?\l/% Iqt% h%ﬁog%é ﬁ’r‘?‘?@’&?’i’dﬁ@@{“c TERfesqngption
4t pplisatiensinpierapiopnwithimancatoniation ahvimniht SSHSHated. The
representation 1000 includes folders 1002 and 1004 that represent a first recipe procedure
and a second recipe procedure, respectively. Recipe procedures are an entirety of a
recipe for a batch product. Thus, multiple recipe procedures can be utilized on a factory
floor. The folder 1004 is expanded to illustrate folders 1006-1010, which represent a first
unit procedure, a second unit procedure, and an Mth unit procedure, where M is an
mteger. Unit procedures can be defined as a set of procedures that are carried out with

respect to a particular unit. Thus, one recipe procedure can be associated with multiple
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failure prior to nodifying security. At 808, upon
operator approval a zone relating to the security
request is determned. Thus, if the alarm originated
froma device, a zone that includes that device can
be determ ned. Moreover, an operation that utilizes
the device can be considered a zone. At 810, security
procedures for the determ ned zone are generated and

Hﬁhﬁﬁﬁ‘&@ﬂﬁ% e toliet 3L amif{&qg éﬂo%%e‘ié"[ i2na.%d ai ) b‘b dvhich

g. 9, an exenplary factory oor representatio
t HeRreseghnfirstopempionypad an Nttoaperation) wieredNt ik an heeger. cOpéthtions can be

[ ' 1S strated. .The represeptation 900.s, a
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f mtiationporgtiieation] gideshirdlf phasef. THEfoldeL1GNGE ¥xPe8d@ and includes
fal der 902 or_ graphi cal representation of a process
cSrforescaiafon ot bl | of6ha 3 greon Dhas Bl fgvtstein phases are &
PR, Tyt : Lived i ‘
e ) SRR A ol bbb e bragnt mgdule (P 9

connection W th one or nore L oper
t Hethp hissaehical sapresentatinnolG90a & ikedhabjeraathicahreppssentation 900 of Fig. 9,

PR d ' it i 0 _he . under st ood t hat .

P RS uRanle oldr b FoE e Rendiop! o R etFo A et s grnnection
oo B Sl e stcnd o e ke g prcion
o SR EAEGrindd alaars) odoblrot sk prsadocrone Siguisy, phase 1 can
Plsty deleatel ak a Ydukify 29t Ni N such plant process.

Particularly, the plant includes a folder 904 that

@888 sent s Now refestingitoi Kig. 1, h oysthan 1 DBttt fagilitatss pesddihg zonal

e et b ae AR e P Rt i el i e Lot

dacludes@ firstiplant flbondevfce 0O, lakc i Pldne Sloa dbv e 1804! RGBS an Nth
dul.es and wér equi_ pment in which one or nore

3L 858 dryies da 06 vtesNdsan iszeorksiasu oprismises FIZLI0S

QOfniuRicROMWh &=h %ﬂﬁ?&gﬁ@ce@@&cﬁﬂﬂcﬂ%&e&g@%ﬁsg)ﬁlgaée?secuﬂty

that represents a first equipne
Gempeneats/sysiems vigra proxy seecwi #0% gQontrad nommends feom asdmation

SRRt . A 8O0 51 Sl R o SR ing ot
~ fastury flooedevipeo ui nof reqaRédIPRLs thivikh AR BréAf doive? 1108 as such

finite nunher of particular activities. Folder 912 is

BpUriae coud #ied! neffpimanca obtheentomatipysigstem. For instance, if the first

188 iR Abdibd IR R4, 0 it ule. Lqand

1éor_ltrol r[DduIPEQZ, rg%geclﬁ%l\%eﬂ {?Hﬁﬂ %ﬁ%@n?‘ﬁ@eﬁ?‘;@gg@aﬂt floor

e 10t Woﬂ.ld%()t deirgree?m}ng '.tﬂ.!)li | dyNRtathe%I th tt fhctory
. nt e olders, .it is understoo ha

o ol SRS s 48 iR CRNER MO, which thereatier

directs the communication to the second factory floor device 1104. Similarly, if a high-

level system desires to communicate with one of the plant floor devices 1102-1106, it
does so through the proxy server 1108. They system 1100 further includes a security
system 1110 that can implement zonal security procedures with respect to a factory floor.
The plant floor devices 1102-1106, however, do not include sufficient intelligence to
store and implement security privileges. Therefore, the security system 1110 delivers
security procedures relating to the plant floor devices 1102 — 1106 via the Proxy server

1108. In accordance with one aspect of the present invention, the plant floor devices
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be enpl oyed in connection with the subject invention.
Further, while not specifically shown, the
representation 900 can include representations of
particul ar operation steps, recipes, and other batch
manuf acturing informati on and can be generated by

enpl oyi ng SP95 standards and S88 standards. [0056) In
accordance with the subject invention, any one of the

f ohger $1®@02e ago?dshted$R0 a26ns eflﬁg,lt s%?%rgt? Pé%g&ﬁ"ﬁ% i?:{plemented with

i mpl ementing zonal security no
i FRspesh tacthe fifst plant figee deior 1 I8 ateealss implekénitsd withe tespdey to the

r ' t ti,r rqcess, cell, such rato .
cSeePhd Bt RoP ok 1108, BLARRTE Bt prss i i iR leor dgvices
ahtD2 -nplOsrinelbdengrislivib inteltighnict.C Alteatvely, it fregPater i P08 can
t he ?C scell. Simlarly, if an operator desired to
TRy ST ZonBkserirkiy prasrings to the g dloor deyicgs 1102~ 1106
Psphratelly. ar uni t, equi pnent nodule, or control nodul e,

the operator can sel ect corresponding representations
w0PBn t he Tuming ngw te Bigr 12, ae oxenplatyacommmnd@tion 6200 between a

. ) i ficati . [ 0057

Ok pESAARBchtn 1008 RIS AR DR PR, e
riegh-kvelrsysttinaan bé BOBRDisydap Iah@llmlt zhpmmpgem}r Irl]nalrtﬁe iHdbigtiat

an 0 on .envi ronnen I.S .1 ustrated. 1€

rcé’Bﬁ‘gieé 12 fagibe FasperrAmeblgdesis EvRler (56 dingtofisounderstood,
tHoRlevéreMbeas3hitsbld dysin 4R%¢ R Eachir) FBEL LS be%ggl ed 65 B %igh-

reci pe procedure, respectively. Recipe pro res are
devebpstanei302pandthatragy iswitablegindestiiial contrqllen candie, utitizers as the

;ﬁﬁ&&gj&#ﬁ%ﬁgmo rocedures can be utilized on a
a

ctory oor. e folder 1004 is expanded to
006}t r at e TheindestdallofBelkd Lflizestal dath hedel €360 cdnhdclish with
uni racedur.e, a second unit procedyre, and an Mh

Gt CEUIYRE copprapricaions toand from Bigdyigh-lgwelisystem 1202.
WoR $&fliehASndiRRiaP Sondf1bR edlyARofod &l stths HFf RECIIRS ks, and

are carried out wwth respect to a particular unit.
mgplymmwam ip singslof wistraetuted bits.sBy utitizidg thietdata model 1206,

1 e ot o B 12045 Pl ol Y B e g ove
- sysfEme $202 astht hightlewdd eysténh 0P02&HpIavs ANidla BREEIARDY that is

whe e.I\b,is ;in i nteger. QOperations can be _defined as
Togepillysinly; e oded 1206 vsed by dhsisrustrial gogroller 1204. Such
S LI B8 i ffomch B 1kl By O ATRERS, o8 e e
level Ispsters 1262 camossmnticats seounity prodedstes fivesly wifllthe antisteial

. Wh [ h I I I
SRESIS 20T Byt S <Romh ol mofe SRalen FAgreieh of a fctory
fbapit irgpresehtatibtl thaCeanfie@mpldyed iif cédhRctd ok gfﬂei?ai‘ihg and

Jepresentation 1000. Like the hierarchica
lp@i)ﬁny@gﬁg genab pecyuty pypeeaduges. Hor instance, SP95 standards and S88 standards

are two exemplary standards that can be utilized as the data models 1206 and 1208. Itis
to be understood, however, that any suitable structured data model can be employed in
accordance with the subject invention.

[0061] With reference to Fig.13, an exemplary environment 1310 for
implementing various aspects of the invention includes a computer 1312. The computer

1312 includes a processing unit 1314, a system memory 1316, and a system bus 1318.
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any suitable folder and/or representation can be

sel ected as a security zone in connection wth the
subj ect invention. For exanple, the second unit
procedure (including operations | -Mand all included
phases) can be selected as a security zone. Simlarly,
phase | can be selected as a security zone. [0058] Now
referring to Fig. 11, a system 1100 that facilitates

e g T ot DS Bt R rEh E ol i WG M e

| systemdaemeryfiB i g to the protessing unit d314. CEhel0@ssing vt tHd can be any
. i ce 1104 through an Ntk - plant. f|
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QqQr | Ce esira LI vers communi cat.l on
PR Comruc RacomesO Cly UptsiahSesiel Bt (URBh Adigreed
CRAIHR rPo&t(mP)H’E?%Bth@&h%ﬂerCN/I&ﬁ&g‘ Oard BtbSonal ASsobafish bus

fact%ix fl oor device 1102 delivérs the conmmuni cati on
{REMREA) g §meld Computen Sstemingdifact (3Gt er  directs

ommuni-¢.at. | 0 agtory fl oo vice .
BF O TEAVER henbl B Rer OGHAEchioBd T AE fnvolatite
memoryn] 323t Ehebdsiv inpe/odfput Higtepl @IOSH,|containdigivthe Bssic routines to

102- 1106, jt does so throygh the proxy server 1108.
SR L3 1ORiion Dot e IS TRV Bl SOmPUEE LA, §ichas dEang stara,
4 » kL L DT X 1 h
résg(g%%itﬁq{ogﬁg&%lgct or yi ? %202(2.” .5 ﬁgﬁgﬁﬁ“’% %g?lggmﬁe&é} ’
nonyolatikgseméemy\idd2 can indudeotead polyudemay(ROM)epiogrammable ROM

i I i t t I 1Y t it
R, SRR BogRypaITRON BRRAOR] agTialy phape rom
o or flashUfierhdyrypP Matailsinemofyel 30iiRdluded rald8mPdc8és memory
1106 via the proxy server 1108.

(BEPROM}; o

I evi ces 1102 - \ 3. . .
(f"ﬁﬂ‘gi agv tsas\ftenab prehg sismary.oBy ey op Hluststion and not limitation,
) . i ; .
RANES ot fnic il ol e bl SRLGEus MM (KM ditufll RaM
o pchdonous DRAMl :{ﬁBRﬂl M)o doubde data sate SDRAM (llt)IgRrSrgRAM),

e r ect ..
s SR TR AR STk BCh bt BRafih 6 e ko
ctory floor devices 1102 - 1106 i ncl ude

very little intell izgenc_e. Al ternatively, the proxy
[0084) o1 11 6&®mpater 1317 also includes removable/non-removable, volatile/non-

volatile computer storage media. Fig. 13 illustrates, for example a disk storage 1324.

Disk storage 1324 includes, but is not limited to, devices like a magnetic disk drive,
floppy disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card, or
memory stick. In addition, disk storage 1324 can include storage media separately or in
combination with other storage media including, but not limited to, an optical disk drive
such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
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separately deliver zonal security procedures to the
pl ant floor devices 1102 - 1106 separately. [0059]
Turning now to Fig. 12, an exenplary comruni cation
1200 between a high-level system 1202 and an

i ndustrial controller 1204 is illustrated. For
exanpl e, the high-level system can be an ERP system
.and/or an MES system and the industrial controller

AR PR APAATRE s AP R R O o Bvp-Hon. o

sgasmm aiaeaion of drtdkstdrhgeaievican] 324 t6 Rl sweﬁ tas 15182 a
stem, 1202, and that any suitable
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as the h| h-1 evel (éﬁ;em 1202 | oyS "a data nod

1ogigles Hé% angd pragrasydatn 1334 stpred mﬁhbian syssem meenetay 43 Hperedn disk
204.. Su
T

yenmzsﬂpyrapnpmﬁhmm,combmhiim:slufgberaﬂug/@bteﬁﬁst em 1202
ommuni,.cate securit rocedures directly with
T0R6E, (| ol A i by A1 ahen mtath GompHisT 43 {2 Srough
ictad) 2358 ORbueeREE 53 388RANER bﬁ’trhlr@ﬁotmeu?éattQ lpointing

fl oor representation that can be enplo
devierewch ana wouse, geﬂ@a&t stylas, sovgh padykeidbnand, umgozmuoystwk

g e SR i e e
web camerd, @ thél&ked ﬂﬁsd@ﬂ&itﬁerhﬂ%daﬁ&s Léfdect tolthé procés@mg unit
that any sujtable structured

SRR e i m s ] oy dhtsice 2enth BEHe dngrlogs Raris) 1338
ﬁlb'fihld@ Gor éﬁﬁ&’w 'a‘%@nal %QR,%HM{& B?Irt,ej ﬁihﬁ;gfo?t, Eﬁh f hﬁver@ 'serial bus

an exenpl ary énvironment” 1310 enent

(-558)o (ntpu ﬁewMSbelﬂ hiee someeofithosaniatypeiofport as urpptjd@nce(s)

2 e 12 . inc ude eSS|n uni t
135 Tl o SR ARBIeC A st it b 58 SRRl Rk Wennter 1312,
andeo Su@hﬁfifdiﬂﬁtléﬁﬂm%u@hﬁﬁ 1§m&)%moﬁﬁﬁ[3@éﬁéﬂ B40. Output adapter

il}gludln but. not limted to, the
342 is provided to illusirate that there are some output devices 1340 like monitors,

~ speakers, and printers, among other output devices 1340, which require special adapters.
The output adapters 1342 include, by way of illustration and not limitation, video and
sound cards that provide a means of connection between the output device 1340 and the
system bus 1318. It should be noted that other devices and/or systems of devices provide
both input and output capabilities such as remote computer(s) 1344.

[0067] Computer 1312 can operate in a networked environment using logical
connections to one or more remote computers, such as remote computer(s) 1344. The

remote computer(s) 1344 can be a personal computer, a server, a router, a network PC, a
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system nmenory 1316 to the processing unit 1314. The
processing unit 1314 can be any of various avail able
processors. Dual m croprocessors and ot her
mul ti processor architectures also can be enpl oyed as
the processing unit 1314. [0062] The system bus 1318
can be any of several types of bus structure(s)
includlng the nenory bus or nmenory controller, a

hus or external hus, and/aqr . a Iocal bus

herw
ﬂ% atio, aairroprogesser based applinnceyd Rees Aeviee aratker sgmmon network

| Hd‘d
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i ncludes volatile nenory 1320 and nonvolatile nenory
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shealike: DBAN tb@l’lmtagree dhcludeplotard e im'étedmr@b&lt—l(ﬁﬁéint IB‘;ks 01rcuit

ﬁ !of il usk%%t :hﬁ 'eaanot Sb:lﬂlg? ﬁlgl on§S Q&Sﬁ'}lan vanatlons
Iﬂidl?@ﬁlgmmw sHvitchidl netI3Ed, anED S%eridﬁ&r Rirfes g%%\ﬂxb' €

, electrically erasable ,

1{@0&&(1 nogmmpsication eonnegtion(s) 1Mefqnttoah@hard‘am@$nﬂware

S5 B ok IR 56 ) P8
ReivivectsonahB3D lisdbloerni for ilastyative chasitysiuside ecmpytactR o dR\be
e RSy i e
h&ERORAMerfa M43l 1hﬂ5dé9%%£e§h@3§%¢lrp &galpﬁaﬂtéséfemal

er  so |nclu

RAM ( DRRAM) . [ 0064] Conput
as, mdwamcbldmgcﬂewaﬂ tekpme gyasleanddems, cable modems
o I ustrates, for
' exarr%jllt“ ‘I&SSIE Jﬁgmas’ em% @St or age 1324
[0669]udes, Hiptl4isar ldieniahﬁblcﬁld dis@raniiefa mlé—b&ﬁpﬁhng environment
net.i c d sk drjve, floppy. disk drlve tape drive,

VeH wic ﬂ}e&u vengiap gesbinirach The Fysisen slwéeéme or
' fbre cﬁ%ﬁf@)ﬁ4ﬁ§ | i cligﬁt(@)qwl@) bﬁpbei ﬂdr&%aétaﬁmg%m i e%rlhreads,

i ncl ude Storage ne separately or in
Mpedssast Chmpusmg dageeshe’ﬂhasyswui 140radso ihelodas@ine br miotesdrver(s)

1480. 3 8B rfs‘%l 14% Zan also behardware and/or software (e.g., threads, processes,
computing devices). The servers 1430 can house threads to perform transformations by

-employing the subject invention, for example. One possible communication between a
client 1410 and a server 1430 can be in the form of a data packet adapted to be
transmitted between two or more computer processes. The system 1400 includes a
communication framework 1450 that can be employed to facilitate communications
between the client(s) 1410 and the server(s) 1430. The client(s) 1410 are operably

connected to one or more client data store(s) 1460 that can be employed to store
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such as a conpact di sk ROM devi ce (CD-ROM, CD

recordable drive (CD-R Drive), CD 22 rewitable drive

(CD-RWDrive) or a digital versatile disk ROMdrive

(DVD-ROM. To facilitate connection of the disk

storage devices 1324 to the system bus 1318, a

renovabl e or non-renovable interface is typically used

such as interface 1326. [0065] It is to be appreciated

tk EiLg. .13 describ tyar.e .t hat act an

| Dbl 9 HCEAT P SRiGBs sdrets Halie pocrany

I ecunstied fo Gl Y2 idaesbrvan dstd istofdth)Sl 440 Bk Bdnl BenSilNYed @ SRt

1310. Such software includes an operating syst'em 1328.
prnating lacplte din seovers 1434 ch can be stored on di sk

S e 13 ]I :

ol TR orpaltiel Becnie il GboyRindte oBtHE, SEROUETED

t Ewentiogd st geunsé, nptgossibledg deseribe efery emmpeivatsls cdaybination of

i 1328.th h : dyl 1332
AEHEES o H3ABIRIGm s ok PrypEt of SREHOITE Uie ublech gAY, but one of
1&dithany skilhintthé kit nl eécogizd Biadtmaryt meﬁ&MﬁBﬁﬁﬂi@ﬁﬁﬁaﬁm

I nven

t t he subj ect jon can, be inplenented with
S bSes B o grasy et blon Aspordingbh HAUBIRS! loTens e feiniended t

Sehtir el SHSAEOAi 1@%;{{‘9@&&- T AR 9
i nt.g t he %%prr%get}%t?n%ﬂ 1?%?1%53 i nput ct{%\[}if%wés’%&t and
| sqpra ofdes/dpperded 3Bms. nBurthdanore fo the exterd that theitered“ihcudea” is used

g vi.ge such as,a . .mpuse, .trackball, stylus .
1 o B e e, S nS ARG SichafrBF Eienceg Thbe iysive ina
sadneki sitdarcth S teSs SeuRiTisingY ad UdRiprisiigt is idiefirét8d when employed
canera,. .digital. video camera, web canera, and the
@FE@?“#“@E@“@ DG -i nput devi ces connect to the
processing unit 1314 through the system bus 1318 via
interface port(s) 1338. Interface port(s) 1338
include, for exanple, a serial port, a parallel port,

a game port, and a universal serial bus (USB). CQutput
devi ce(s) 1340 use sone of the same type of ports as
i nput device(s) 1336. Thus, for exanple, a USB port

may be used to provide input to conmputer 1312, and to
out put information fromconputer 1312 to an out put

illustrate that there are sone output devices 1340
like nonitors, speakers, and printers, anong other
out put devi ces 1340, which require special adapters.

- The output adapters 1342 include, by way of :
illustration and not limtation, video and sound
cards that provide a neans of connection between the
out put device 1340 and the system bus 1318. It should
be noted that other devices and/or systens of devices
provi de
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bot h i nput and out put capabilities such as renote
conputer(s) 1344. [0067] Conputer 1312 can operate in
a networ ked environment using |logical connections to
one or nore renote conputers, such as renote
conmputer(s) 1344. The renote conputer(s) 1344 can be
a personal conputer, a server, a muter, a network PC
a 23 workstation, a mcroprocessor based appliance, a
peer device or other co wor k node and the

i ke, and typically includés nmany or all of the

el ements described relative to conputer 1312. For

pur po revity, only a menory storage device 1346
is ilﬁﬁg?%%%gﬂgxfTh renote conputer(s) 1344. Renvote
conmputer(s) 1344 is logically connected to conputer
1312 t e i.nterface 1348 and then. .

oilyoi CotPoR st A o SRR or bR b 0 BBprns
1350. adetporct thatreeivecareqi®difo enodifyripasite selating to a zone of a

R A T A T R T

| ot isgeedefidednin Diastoryi finot enpreRattaioh atceafaneicdldoteymined

Co Di stributed.Data.lnterf ™
SRR SlestiPh B0 SR BT e A oo the Sostory iy
ItrielkresenMM t ,?ﬁd}lﬂﬂgic@lgsi @Sekrﬂn' inetl bahed p}?mtanaﬁntereﬁ@b of deﬁfitcbﬁﬂf
0, ol Nt -1 0- pol I NKS, Cl Ir cul swicnin net Wor Ks
|9Pﬁ%‘8?l}§t“8&‘ff5‘l‘%a° ?‘%"?@’é’sﬂoﬂ;gi tal Networks (?SDI\I) and

var i akizéabseclidiet@idnerd 8K eincSitk §6’éﬁiit98rddaiu}°@ pleSiculang
g gital Subscriber Lines (DSL). [0068) Communi cation
Bt n(s) 1350 refers to the hardware/ software

enpl QyRekt bk 4RBARE dat1BoREHMPEdhelaltl 8l BG6ryIREGS tO the
bus 1318. Whil e conmunication  connection 1350 is

sepswRniniénn andallews eamrpeniedtion tq 9nd; frrsn bieth en instustaipl cpgtroller
luhd & B3h3&RPsRRm WiXidaf Blzafich (?Igl?iﬁﬁfe%el 312. The

har dwar e/ sof't war e necessary connection to the
network interface 1348 includes, for exenplary

2PUr PRESec@Ht ¥ysteld Urelai@l, A RussiIebRRler ERARAE 83LAS

such as, nodens including regular tel ephone grade
PrASEAN®, cabl e nodens and DSL nodems, | SDN adapters,
“and Ethernet cards. [0069) Fig. 14 is a schematic

bl ock di agram of a sanpl e-conputing environnment 1400
3wi t hThpseeity pestem aiiclaines | onle heizomal scavrity aerapaaent is apraee of
SYSLE; Qe 2GS e client(s) 1410. The
pcl?%%?%é% 1%?% ggﬂgﬁgeﬁggg&%?gggnd/or software (e.g.
threads, processes, conputing devices). The system

Corvart S R SHAET R0, e PR BEA R et ped

leget igypart uplon Heegus-existing essBty procedures.

5 The security system of any one of the preceding claims, the zonal security

component is aware of devices existent within the zone.
6. The security system of claim 5, the generated security procedures are based at
least in part upon the awareness of the zonal security component with respect to the

devices.
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conmputi ng devices). The servers 1430 can house threads
to performtransformati ons by enploying the subject

i nvention, for exanple. One possible comunication
between a client 1410 and a server 1430 can be in the
formof a data packet adapted to be transmtted

bet ween two or nore conputer processes. The system
1400 includes a comunication framework 1450 that can
be enpl oyed to facilitate comunications between the
tlie h(6§?cun.lmwstan@f theons of the plesydidgiddms 'Ith@zcmlelcenp1@$3 a

t

A e R
Tespedtordeviasnthhiotoaiot discctihaippori mml((r@talldﬂﬁf seSQirity pracddyres.
the server(s) 1430 are operably connected to one or
nore server data store(s) 1440 that can be enployed to
store information local to the servers 1430. [0070)
What has been descri bed above incl udes exanples of the
subject invention. It is, of course, not possible to
descri be every concei vabl e conbi nati on of conponents
or net hodol ogi es for purposes of describing the

subj ect invention, but one of ordinary skill in the
art may recogni ze that many further conbi nations and
permutati ons of the subject invention are possible.
Accordingly, the subject invention is intended to
enbrace all such alterations, nodifications and
variations that fall within the spirit and scope of

t he appended clains. Furthernore, to the extent that
the term"includes"” is used in either the detailed
description or the clains, such termis intended to be
inclusive in a manner simlar to the term
"“conprising" as "conprising” is interpreted when

enpl oyed as a transitional word in a claim 25 CLAI M5
What is claimed is: 1. A security systemrelating to

i ndustrial automation security, conprising: a
conponent that receives a request to nodify security
relating to a zone of a factory floor, the zone being
| ess than an entirety of the factory floor; wherein

representation and automatically determ ned upon
sel ection of a corresponding portion of the factory
floor. within the factory fl oor
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representation, or dynamcally determ ned based upon
an awar eness of devices and operations undertaken on
the factory floor; a zonal security conmponent that
generates security procedures particular to the zone
and at |east one structured data nodel that generates
the factory floor representation and all ows

conmuni cation to and fromboth an industria

. c@ntr e n high-l evel system w t hout .

i o Seerorp el Ehim ) By Tt Bsssertt, of
C ledmimistraticarfor thel daides that doatot diedetl e suppeg @hplemerititon of the
secur.it rocedures. 3. The security system of clains
1g8rf‘em§‘?dy WHRSM™ S curity conmponent is aware of
pre-existing security procedures relating to the zone.

4. The_securjty systemof claim3, the generated
sécur ?Y‘}F SB?”&%%’E £3m%015.0 1§ Pigcolling Slaimy, theseeurity prpepdures
1 BEmpptise varkdbid 1bvids oTaEHEd duheRti@f&HUr €. 5. The security
system of any one of the preceding clains, the zonal

security conponent is aware of devices existent

W, N MTHeREAAR NS ste of iBfn §,%’x¥§hh}1e fYak stgae@{ Shtﬁér[q‘céjon
the generate ecurity procedures are ased. at east
| epnpaise ongoennar ef digital sigeatwrendndicadifieatanl security
conponent with respect to the devices. 26 7. The
security system of any one of the preceding cl ai s,

t ldeI zdhe san;ipm‘yst?a oﬁanymm)oﬁﬂls pgececting tlaims{ mebédlﬁéim;mmdurm

| nent at.i on.of. t. enerated security procedures
v&%‘ﬁﬁppg% Hlf%fsl?ﬁ%‘g’éc%ﬂ%{“d&%ot directly support

i mpl enentation of security procedures. 26a 8. The

secur | system of ¢laim7, the proxy, server .

a@gr eE% é@@@_@w 9fc clagan lnﬂlﬁp?la%% nifefmafipg cqpaRriseeay least one
tdFdtle der's1ntiRY, BRALESS 154406 e sBI BIEERhabE 84, 8ld UsB® action(s).

generated security proceddres. 9. The security system
of any one of the preceding clains, the security

P50 C e A G5,1i-C SRS Syofth ARGl Miea%%’r isfs?em of any one of

aut hent1 cati on.
the preceding claims.

14.  The system of claim 13, further comprising;
one or more distributed security models, the centralized security system and the
one or more distributed security model(s) described by a data model; and
a component that facilitates automatic integration of the distributed security
‘model(s) with the centralized security system upon receipt of a request for such
integration, the integration based at least in part upon policies defined within the data
model.

15. A zonal security component, comprising:

a component that receives a request for security modification relating to one or

- more of a device and an operation resident upon a factory floor;
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10. The security systemof claim9, the variable

| evel s of device authentication conprise one or nore

of digital signatures and certificates. 11. The
security system of any one of the preceding cl ains,

the security procedures based upon contextua
information relating to a user. 12. The security
system of claim 11, the contextual information
conprises at |east one of the user's identity, the
user' s2FyREHs Fme eenpaatordlbai-agalyzss the requset and dymmyicalisid
USieferngin&Cd 2098 tdldting td the r&lnﬁ;ﬁnﬁﬁé}{einztﬁ@zo%f% %;lg]rgc}&e)ﬁn%&' (ﬁ)# Fiktory

conprising the zonal securify systemo ny one ]
t rfggblfeé@éww@}l@p%ﬁ%matmﬂy efermaijed wnpnoelegtioai afa perresponding
f pokdoRlof BRSNS wilE t 2B $dprdBath@sh, taﬁg}wainﬁaéuy

model s, the centralized securi'ty system and one

ordeteprnedibased ppamaadwaEngssiof fevigrand eperafions undrsaken omthe
d@#coridel,; and a conponent that facilitates automatic
integration of the distributed security nodel(s) wth
‘the cehtqnal seswy sepaneatfhal genessies seamity poegdyres §3r the factory

I agsaslatih@fo thel§handiei1§ HebhRRd z4dkeahd1t egr ati on based
at least 1n part upon policies defined within the data

model . atigst oresgHelpred datannadgl behgsopaies thedleetpni fdong: a
CRPRABAM onl HAtlIERE Eélﬂﬁtﬁnieatfo%q{:‘ and frf)ﬁrbogf&f;iﬁ dis¥rial controller

modi fication relating to one or nore evi ce an
afnplighdevshsystent wishaut uplizatian phwidslgvaie.oor; 27 a

- dynam ¢ zone generator that anal yzes the request and
qinanically determ nes a zone relating to the

- Hequed methgl dprgenerating sequnty precedrissBor g nedion af afattat fnop,
tdngfsingepr esent ation and autonatically determ ned upon
sel’'ectron of a corresponding portion of the factory

f | oor TeEVHIEHR reqHsstifaka sseyrity mediicaigmnrrelsbng tataifastory dloor;

dy nanygahliding 458t HRLAD of
devi ces an n%peraﬁlonggﬁﬁggﬁggégﬁn%ﬁﬁﬁh gﬁng
reqyest; whereip Higlzosis predefined omptinteryt flaoh sepregendioned
SEHbtiday AL i hdi Lfagy to
S ol B R P bt A L 2B ohaing pSREn EEME LD
Jopuieithin g ferdard floertepresehiationy endynamésslly feteriinerdasedf | oor

renr | om
B AERRALP AR ts 2hd RPN b 't Hobr
_ generating security procedures for the zone based at least in part upon the
request;

and

allowing communication to and from both an industrial controller and a

high-level system without utilization of middleware.

17. The method of claim 16, relaying the security procedures to an
industrial controller.

18 The method of claims 16 or 17, further comprising authenticating an

operator that initiates the request.
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and a high-level systemwthout utilization of

m ddl eware. 16. A nethod for generating security
procedures for a portion of a factory fl oor,
conprising: receiving a request for a security

nodi fication relating to a factory floor; determ ning
a zone of the factory floor based at |east in part
upon the request; wherein the zone is predefined in a
factory floor representation and automatically

det erm ned upon sel ection of a correspondi ng portion
of the factory floor within the factory fl oor

representation, or dynamically determ ned based upon
a4t andhemetbed of anyonr pbelamsd 640 68.4h zome defprinedhased wnen an
Eﬂ&a&@&ﬂ&ﬁ%n&f@&ﬁﬁw&ﬁﬁﬁfating security procedures for
the zone based at least in part upon the request; and
all owi ng communi cation to and fromboth an industria

ntr i = I t .
oQNt I Phd BEMLBNGF Fhy ngl‘k,ghcmﬁys%@% ﬁﬁhwcgglgﬁ%}lg.d aim 16,

utilization of mddleware. 17. The net

- pspEgtingglovies aethgdadigry plost el pesoxyserar ahddust ri al
P Qtin the gbBeratlh %cﬁﬁﬁ?ﬂ?&c@ﬁreg boith PP ithe devicek Wi RET
conprising authenticatirng an operator that 1nitiates
PIREY PE¥iest . 28 19. The met hod of any one of clains 16
to 18, the zone determ ned based upon an operator
sel ection of a defined zone. 20. The nethod of any one
of clainms 16 to 19, further conprising: associating
. devices on the factory floor with a proxy server; and
i npl ementing the generated security procedures wth
respect to the devices via the proxy server. 28a
SCALABLE AND FLEXI BLE | NFORMATI ON SECURI TY FOR
| NDUSTRI AL AUTOVATI ON ABSTRACT
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A security systemthat relates to industri al
automation security conprises a conponent that
receives a request to nodify security relating to a
zone of a factory floor, the zone being |ess than an
entirety of the factory floor. A zonal security
conponent generates security procedures for the zone,
the security procedures differ fromsecurity
procedures inplenented on the factory fl oor outside

the zone. $tAABIEAND FLEXIBLE INFORMATION SECURITY

FOR INDUSTRIAL AUTOMATION

ABSTRACT

A security system that relates to industrial automation security comprises a
component that receives a request to modify security relating to a zone of a factory floor,
the zone being less than an entirety of the factory floor. A zonal security component
generates security procedures for the zone, the security procedures differ from security

procedures implemented on the factory floor outside the zone.

FIG. 1
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