NODE SELECTION METHOD AND APPARATUS, FIRST NODE,
STORAGE MEDIUM, AND PROGRAM PRODUCT

RELATED APPLICATION

[0001] This application is proposed based on Chinese Patent Application No.
202211530053.5 filed on November 30, 2022, and claims priority to the Chinese Patent

Application, which is incorporated by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of blockchain technologies, and specifically to a

node selection method and apparatus, a first node, a storage medium, and a program product.

BACKGROUND OF THE DISCLOSURE

[0003] A blockchain refers to a chain including blocks. Each block stores information. The
blocks are connected into the chain in an order of respective generation time, and the chain is stored

on all nodes in the blockchain.

[0004] For a purpose of decentralization, a consensus mechanism is adopted in the
blockchain. The consensus mechanism includes a proof-of-work mechanism, a proof-of-stake
mechanism, a delegated proof-of-stake (DPoS) mechanism, and the like. In the DPoS mechanism, a
consensus node needs to be selected for block packaging and block verification. However, at

present, in a current consensus node selection method, a blockchain network has poor stability.

SUMMARY

[0005] Embodiments of this application provide a node selection method and apparatus, a

first node, a storage medium, and a program product, to improve stability of a blockchain network.
[0006] An embodiment of this application provides a node selection method, including:

obtaining attribute weights corresponding to nodes in a blockchain, and grouping the

nodes in an order of the attribute weights, to obtain a plurality of node groups;

selecting a node group whose attribute weight meets a preset condition from the
plurality of node groups, to obtain a target node group, and selecting a preset quantity of candidate

consensus nodes from the target node group;



storing a non-candidate consensus node in the target node group into an initial node
group, the initial node group being a group other than the target node group in the plurality of node

groups and matching the target node group;

using the initial node group as a target node group, and returning to the operation of
selecting a candidate consensus node from the target node group, until all of the plurality of node

groups are screened;

broadcasting candidate consensus nodes to a second node in the nodes for

verification; and

using the candidate consensus nodes as target consensus nodes of the blockchain in
response to verification success information for the candidate consensus nodes from the second

node being received within a preset time.

[0007] Correspondingly, an embodiment of this application provides a node selection

apparatus, including:

an obtaining module, configured to obtain attribute weights corresponding to nodes
in a blockchain, and group the nodes in an order of the attribute weights, to obtain a plurality of

node groups;

a screening module, configured to select a node group whose attribute weight meets
a preset condition from the plurality of node groups, to obtain a target node group, and select a

preset quantity of candidate consensus nodes from the target node group;

a storage module, configured to store a non-candidate consensus node in the target
node group into an initial node group, the initial node group being a group other than the target

node group in the plurality of node groups and matching the target node group;

a return module, configured to use the initial node group as a target node group, and
return to the operation of selecting a candidate consensus node from the target node group, until all

of the plurality of node groups are screened;

a verification module, configured to broadcast candidate consensus nodes to a

second node in the nodes for verification; and

a use module, configured to use the candidate consensus nodes as target consensus
nodes of the blockchain in response to verification success information for the candidate consensus

nodes from the second node being received within a preset time.

[0008] In the foregoing solution, the obtaining module is specifically configured to:
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sort the nodes in an order of the attribute weights, to obtain a sorted queue; and
divide the sorted queue into a plurality of node groups.
[0009] In the foregoing solution, the storage module is specifically configured to:

select, from candidate node groups, a candidate node group that is adjacent to the
target node group and whose attribute weight is less than that of the target node group, to obtain an
initial node group matching the target node group, the candidate node group being a node group

other than the target node group in the plurality of node groups; and

store the non-candidate consensus node in the target node group into the initial node
group.

[0010] In the foregoing solution, the node group includes a first preset quantity of nodes.

Correspondingly, the screening module is specifically configured to:

determine, based on the first preset quantity and the preset quantity, a random

number corresponding to the target node group; and

select a preset quantity of candidate consensus nodes from the target node group

based on the random number.
[0011] In the foregoing solution, the screening module is specifically configured to:

use the preset quantity as a target quantity of random numbers corresponding to the

target node group; and

generate, within the first preset quantity, a target quantity of random numbers

corresponding to the target node group.
[0012] In the foregoing solution, the screening module is specifically configured to:
use the random number as a node sequence number in the target node group; and

use a node corresponding to the node sequence number as a candidate consensus

node corresponding to the target node group.

[0013] In the foregoing solution, the verification module is specifically configured to:
calculate a merkle root of the candidate consensus nodes; and
broadcast the merkle root to the second node in the nodes for verification.

[0014] In the foregoing solution, the obtaining module is specifically configured to:



obtain a plurality of pieces of attribute information corresponding to each node in the

blockchain; and

determine, based on information weights corresponding to the attribute information,

an attribute weight corresponding to the node.
[0015] In the foregoing solution, the obtaining module is specifically configured to:

obtain the information weights corresponding to the attribute information, and obtain

an adjustment coefficient corresponding to the information weights;

adjust the information weights based on the adjustment coefficient, to obtain

adjusted information weights; and

determine, based on the adjusted information weights, the attribute weight

corresponding to the node.
[0016] In the foregoing solution, the node selection apparatus further includes:
a block storage module, configured to:

obtain a to-be-verified block, and perform a consensus on the to-be-verified block by

using the target consensus nodes; and

store the to-be-verified block into the blockchain in response to success of the

consensus on the to-be-verified block.
[0017] In the foregoing solution, the block storage module is specifically configured to:

broadcast the to-be-verified block to a non-consensus node in the blockchain for

verification in response to success of the consensus on the to-be-verified block; and

store the to-be-verified block into the blockchain in response to a quantity of
non-consensus nodes that succeed in verification on the to-be-verified block meeting a preset

quantity requirement.

[0018] In addition, an embodiment of this application further provides a first node,
including a processor and a memory, the memory storing a computer program, and the processor
being configured to run the computer program in the memory, to implement the node selection

method according to the embodiments of this application.

[0019] In addition, an embodiment of this application further provides a computer-readable

storage medium, the computer-readable storage medium storing a computer program, and the



computer program being configured for loading by a processor, to perform the node selection

method according to the embodiments of this application.

[0020] In addition, an embodiment of this application further provides a computer program
product, including a computer program, the computer program, when executed by a computer,

implementing the node selection method according to the embodiments of this application.

[0021] In the embodiments of this application, the target node group whose attribute weight
meets the preset condition may be, for example, a node group with a larger attribute weight, and the
initial node group is a group other than the target node group in the plurality of node groups and
matching the target node group. Therefore, when the non-candidate consensus node in the target
node group is stored into the initial node group to re-participate in screening, a quantity of screening
times of a node with a larger attribute weight in the plurality of nodes can be increased, thereby
increasing a probability that the node with the larger attribute weight in the plurality of nodes is

selected as a candidate consensus node.

[0022] A candidate consensus node selected from the target node group may be a node with
a larger attribute weight in the target node group, or may be a node with a smaller attribute weight
in the target node group. A candidate consensus node selected from the initial node group may be a
node with a larger attribute weight in the initial node group, or may be a node with a smaller
attribute weight in the initial node group. Therefore, candidate consensus nodes obtained when the
screening is completed may be nodes with larger attribute weights in the plurality of nodes, or may
be nodes with smaller attribute weights in the plurality of nodes. In this way, a node with a larger
attribute weight can be provided with a higher probability of being selected, and a node with a
smaller attribute weight can be provided with a chance to be selected, thereby improving stability of

a blockchain network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] To describe technical solutions in embodiments of this application more clearly, the
following briefly describes accompanying drawings required for describing the embodiments.
Apparently, the accompanying drawings in the following description show merely some
embodiments of this application, and a person skilled in the art may still derive other drawings from

these accompanying drawings without creative efforts.

[0024] FIG. 1A is a schematic diagram of a data sharing system according to an

embodiment of this application.



[0025] FIG. 1B is a schematic diagram of a blockchain according to an embodiment of this

application.

[0026] FIG. 1C is a schematic diagram of a block generation process according to an

embodiment of this application.

[0027] FIG. 2 is a schematic flowchart of a node selection method according to an

embodiment of this application.

[0028] FIG. 3 is a schematic diagram of generating a consensus node according to an

embodiment of this application.

[0029] FIG. 4 is a schematic diagram of attribute information according to an embodiment

of this application.

[0030] FIG. 5 is a schematic diagram of a node group according to an embodiment of this
application.
[0031] FIG. 6 is a schematic diagram of a screening process of candidate consensus nodes

according to an embodiment of this application.

[0032] FIG. 7 is a schematic diagram of a calculation process of a merkle root of candidate

consensus nodes according to an embodiment of this application.

[0033] FIG. 8 is a schematic diagram of another blockchain according to an embodiment of

this application.

[0034] FIG. 9 is a schematic diagram of another block generation process according to an

embodiment of this application.

[0035] FIG. 10 is a schematic diagram of another blockchain according to an embodiment

of this application.

[0036] FIG. 11 is a schematic diagram of another block generation process according to an

embodiment of this application.

[0037] FIG. 12 is a schematic flowchart of another node selection method according to an

embodiment of this application.

[0038] FIG. 13 is a schematic diagram of generation switching according to an embodiment

of this application.

[0039] FIG. 14 is a schematic flowchart of another node selection method according to an

embodiment of this application.



[0040] FIG. 15 is a schematic structural diagram of a node selection apparatus according to

an embodiment of this application.

[0041] FIG. 16 is a schematic structural diagram of a first node according to an embodiment

of this application.

DESCRIPTION OF EMBODIMENTS

[0042] To make the objectives, technical solutions, and advantages of this application
clearer, the following describes this application in further detail with reference to the accompanying
drawings. The described embodiments are not to be considered as a limitation to this application.
All other embodiments obtained by a person of ordinary skill in the art without creative efforts are

to fall within the protection scope of this application.

[0043] In the following description, the term "some embodiments" describes subsets of all
possible embodiments, but it may be understood that "some embodiments" may be the same subset
or different subsets of all the possible embodiments, and can be combined with each other without

conflict.

[0044] Unless otherwise defined, meanings of all technical and scientific terms used in this
specification are the same as those usually understood by a person skilled in the art to which this
application belongs. The terms used in this specification are merely for the purpose of describing

the embodiments of this application, but are not intended to limit this application.

[0045] The following clearly and completely describes the technical solutions in the
embodiments of this application with reference to the accompanying drawings in the embodiments
of this application. Apparently, the described embodiments are merely some but not all of the
embodiments of this application. All other embodiments obtained by a person skilled in the art
based on the embodiments of this application without creative efforts are to fall within the

protection scope of this application.

[0046] The embodiments of this application provide a node selection method and apparatus,
a first node, a storage medium, and a program product. The storage medium may be a computer
storage medium, and the program product may be a computer program product. The node selection
apparatus may be integrated into the first node, and the first node may be a server, or may be a

device such as a terminal.

[0047] The server may be an independent physical server, or may be a server cluster
including a plurality of physical servers or a distributed system, or may be a cloud server that

provides basic cloud computing services such as a cloud service, a cloud database, cloud
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computing, a cloud function, cloud storage, a network service, cloud communication, a middleware
service, a domain name service, a security service, a content delivery network (CDN), and a big

data and artificial intelligence platform.

[0048] The terminal may be, but is not limited to, a smartphone, a tablet computer, a
notebook computer, a desktop computer, a smart speaker, a smart watch, and the like. The terminal
and the server may be directly or indirectly connected in a wired or wireless communication

manner, which is not limited herein in the embodiments of this application.

[0049] In addition, "a plurality of" in the embodiments of this application means two or
more than two. The terms "first", "second", and the like in the embodiments of this application are
merely used for a distinguishing purpose, but is not to be interpreted as indicating or implying

relative importance.

[0050] Refer to a data sharing system shown in FIG. 1A. The data sharing system 100 is a
system for data sharing between nodes. The data sharing system may include a plurality of nodes
101, and the plurality of nodes 101 may be clients in the data sharing system. When working
normally, each node 101 may receive input information, and maintain shared data in the data
sharing system based on the received input information. To ensure information exchange in the data
sharing system, an information connection may exist between nodes in the data sharing system, and
information may be transmitted between the nodes through the information connection. For
example, when any node in the data sharing system receives input information, another node in the
data sharing system obtains the input information based on a consensus algorithm, and stores the
input information as data in the shared data, so that data stored on all the nodes in the data sharing

system is consistent.

[0051] Each node in the data sharing system has a node identifier corresponding to the node,
and each node in the data sharing system may store a node identifier of another node in the data
sharing system, so that a generated block is subsequently broadcast to the another node in the data
sharing system based on the node identifier of the another node. Each node may maintain a node
identifier list shown in the following table, and correspondingly store a node name and a node
identifier into the node identifier list. The node identifier may be an Internet Protocol (IP) address
or any other type of information that can be used to identify the node. Table 1 merely use the IP

address as an example for description.

Node name Node identifier

Node 1 117.114.151.174




Node 2 117.116.189.145

Node N X.X.X.X

[0052] Each node in the data sharing system stores the same blockchain. The blockchain
includes a plurality of blocks. Referring to FIG. 1B, a blockchain includes a plurality of blocks, a
genesis block includes a block header and a block body, the block header stores an input
information eigenvalue, a version number, a timestamp, and a difficulty value, and the block body
stores input information. A next block to the genesis block uses the genesis block as a parent block,
and the next block also includes a block header and a block body. The block header stores an input
information eigenvalue of the current block, the block header eigenvalue of the parent block, a
version number, a timestamp, and a difficulty value. By analogy, block data stored in each block in
the blockchain is associated with in block data stored in a parent block, thereby ensuring security of

the input information in the block.

[0053] When each block in the blockchain is generated, referring to FIG. 1C, when a node
on which the blockchain is located receives input information, the input information is checked.
After the check is completed, the input information is stored into a memory pool, and a hash tree of
the node that is used for recording input information is updated. Then, a timestamp is updated to a
time at which the input information is received, and different random numbers are tried to calculate

an eigenvalue a plurality of times, so that a calculated eigenvalue may meet the following formula:

SHA256(SHA256(version+ prev_hash+ merkle _root + ntime + nbits + x) ) < TARGET

[0054] SHA256 represents an eigenvalue algorithm used for eigenvalue calculation; version
represents protocol version information of a related block in the blockchain; prev_hash represents a
block header eigenvalue of a parent block of a current block; merkle root represents an input
information eigenvalue; ntime represents the update time to which the timestamp is updated; nbits
represents current difficulty, which is a fixed value within a period of time, and is redetermined
beyond the fixed period of time; x represents a random number; and TARGET represents an

eigenvalue threshold, and the eigenvalue threshold may be determined based on nbits.

[0055] In this way, when a random number meeting the foregoing formula is calculated,
information may be stored correspondingly, to generate a block header and a block body, thereby
obtaining the current block. Subsequently, the node on which the blockchain is located sends, based
on a node identifier of another node in a data sharing system in which the node is located, the new

generated block to the another node in the data sharing system. The another node checks the new
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generated block, and after the check is completed, adds the new generated block to a blockchain

stored on the another node.

[0056] Details are described below in detail. A description order of the following

embodiments is not intended to limit an order of the embodiments.

[0057] In the embodiments of this application, description is provided from a perspective of
a node selection apparatus. To facilitate description of the node selection method of this application,
in the following detailed description, the node selection apparatus is integrated into the first node. In

other words, the detailed description is provided by using the first node as an execution entity.

[0058] FIG. 2 is a schematic flowchart of a node selection method according to an

embodiment of this application. The node selection method may include the following steps:

[0059] S201. Obtain attribute weights corresponding to nodes in a blockchain, and group the

nodes in an order of the attribute weights, to obtain a plurality of node groups.

[0060] The first node may be any one of the nodes, that is, this embodiment of this

application may be executed by any node in a blockchain.

[0061] The attribute weight represents contribution of the node in the blockchain, and the

contribution may be attribute information of the node.

[0062] In some embodiments, the attribute information of the node may include pledged
assets of the node or a quantity of votes obtained by the node. However, if the attribute weight of
the node is determined based on the pledged assets or the quantity of votes of the node, a user
corresponding to the node needs to first invest assets to participate in consensus, which reduces a
participation degree of the user corresponding to the node. In addition, if the attribute weight of the
node is determined based only on the pledged assets without considering another factor, scale
distribution and coverage of an entire blockchain network are lacking, which is not conducive to

stability of the entire blockchain network.

[0063] For example, as shown in FIG. 3, a node of a blockchain becomes a proposer by
pledging assets. If the assets pledged by the node meet a criterion, the node may become a
candidate to participate in election. If succeeding in the election, the node becomes a verifier, that

is, a consensus node.

[0064] Therefore, in some other embodiments, as shown in FIG. 4, the attribute information
of the node may include at least one of a total quantity of generated blocks, a total quantity of
blocks generated in a previous generation (the generation refers to a period within which a role

change actually takes effect), perpetration in voting (for a block of the same height, each node is
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allowed to vote affirmatively only once, that is, cannot vote affirmatively for a plurality of blocks of
the same height, and if a node performs such an operation, it indicates that the node performs
perpetration in voting), perpetration as a master node (the master node is a consensus node that
generates a block), identity authentication, and a geographical location, so that when the attribute
weight of the node is determined based on the attribute information of the node, the attribute weight
of the node does not need to be determined based on the pledged assets or the quantity of votes of
the node. In addition, when the attribute weight of the node is determined based on a plurality of
pieces of attribute information of the node, the attribute weight of the node may be considered from
a plurality of angles, so that when a consensus node is selected based on attribute weights, a
probability that a perpetrator node is selected as a consensus node can be reduced, thereby reducing
a probability of a consensus node error in a consensus process, and improving stability of the

blockchain network.

[0065] The stability of the blockchain network means that the probability of the consensus
node error in the consensus process is within a fault tolerance range, and the blockchain network

can still run normally.

[0066] When the nodes include a plurality of pieces of attribute information, the obtaining
attribute weights corresponding to nodes in a blockchain includes: obtaining a plurality of pieces of
attribute information corresponding to each node in the blockchain; and determining, based on
information weights corresponding to the attribute information, an attribute weight corresponding to

the node.

[0067] In this embodiment of this application, the attribute weight corresponding to the
node is determined by using the information weights corresponding to the plurality of pieces of
attribute information, so that a plurality of factors are fully considered, thereby further improving

stability of the entire blockchain network.

[0068] The first node may directly add the information weights corresponding to the
attribute information, to obtain the attribute weight corresponding to the node. Alternatively, the
first node may obtain an adjustment coefficient corresponding to each information weight, adjust
the information weight based on the adjustment coefficient, to obtain an adjusted information
weight, and finally add adjusted information weights, to obtain the attribute weight corresponding

to each node.

[0069] In the foregoing solution, in each process of selecting a consensus node, each piece
of attribute information may correspond to the same information weight, or each piece of attribute
information may correspond to different information weights in different processes of selecting a

11



consensus node. When the attribute information corresponds to different information weights in
different processes of selecting a consensus node, the information weights may be determined based

on behavior information of the node with the attribute information in the blockchain network.

[0070] For example, the attribute information may be perpetration in voting, an information
weight corresponding to the perpetration in voting may be a negative weight, and a node nl
performs perpetration in voting a plurality of times in the previous generation. In this case, in a
current node selection process, the information weight corresponding to the perpetration in voting

may be increased at a specified percentage (for example, 5%).

[0071] After obtaining the attribute weights of the nodes, the first node may group the nodes

in an order of the attribute weights, to obtain a plurality of node groups.

[0072] The first node may obtain a plurality of preset weight ranges, and then store, into the
same node group, nodes corresponding to attribute weights belonging to the same preset weight

range, so that nodes with larger attribute weights are stored into the same node group.

[0073] Alternatively, the first node may sort the nodes in an order of the attribute weights,
to obtain a sorted queue, and then divide the sorted queue into a plurality of node groups. The
sorting may be sorting in descending order or sorting in ascending order. The division may be equal

division, or the division may be performed based on a preset value.

[0074] For example, the nodes include a node nl, a node n2, ... and a node nz, the first node
is the node nl, and an attribute weight w1l of the node nl > an attribute weight w2 of the node n2 >
... > an attribute weight wz of the node nz. In this case, a sorted queue may be shown in FIG. 5.

After the sorted queue is equally divided, obtained node groups may be shown in FIG. 5.

[0075] The first node may obtain, when detecting that generation switching needs to be
performed, the attribute weights corresponding to the nodes in the blockchain, and group the nodes
in an order of the attribute weights, to obtain a plurality of node groups. Alternatively, the first node
may obtain, when receiving a selection instruction, the attribute weights corresponding to the nodes

in the blockchain.

[0076] S202. Select a node group whose attribute weight meets a preset condition from the
plurality of node groups, to obtain a target node group, and select a preset quantity of candidate

consensus nodes from the target node group.

[0077] The node group whose attribute weight meets the preset condition may be a node

group with a larger attribute weight in the node groups. For example, a node group with a second
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largest attribute weight in the node groups may be used as a target node group, or a node group with

a largest attribute weight in the node groups may be used as a target node group.

[0078] After obtaining the node groups, the first node may first determine attribute weights
of the node groups based on attribute weights of nodes in the node groups, and then compare the
attribute weights of the node groups, to obtain the node group with the largest attribute weight in the

node groups.

[0079] Alternatively, the first node may compare a largest attribute weight of a node in a
node group with a smallest attribute weight of a node in another node group. If the largest attribute
weight is less than the smallest attribute weight, it indicates that an attribute weight of the node
group corresponding to the smallest attribute weight is greater than an attribute weight of the other

node group.

[0080] Alternatively, if the node groups are obtained by dividing a sorted queue (sorted in
descending order), a node group arranged in front may be directly used as a target node group. For

example, as shown in FIG. 6, a node group gl is directly used as a target node group.

[0081] After obtaining the target node group, the first node may select a preset quantity of
candidate consensus nodes from the target node group. The candidate consensus nodes may be
nodes with larger attribute weights in the target node group, that is, a plurality of nodes starting
from a head of sorting in descending order of the attribute weights. Alternatively, the candidate
consensus nodes may be a plurality of nodes with smaller attribute weights in the target node group,
that is, a plurality of nodes starting from a tail of sorting in descending order of the attribute

weights.

[0082] For example, when the target node group is the node group g1, candidate consensus
nodes are the node nl and the node n2, and a non-candidate consensus node is the node n3. Because
the attribute weight of the node n1 is greater than the attribute weight of the node n2, and the
attribute weight of the node n2 is greater than the attribute weight of the node n3, in this case, the

selected candidate consensus nodes are nodes with larger attribute weights.

[0083] The first node may obtain a preset threshold of the target node group, and then use a
node corresponding to an attribute weight greater than the preset threshold as a candidate consensus
node. Alternatively, the first node may use a node corresponding to an attribute weight less than the
preset threshold as a candidate consensus node. Each target node group differs in corresponding
preset thresholds, and each target node group also differs in whether using a node corresponding to

an attribute weight greater than a preset threshold as a candidate consensus node or using a node
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corresponding to an attribute weight less than the preset threshold as a candidate consensus node, so
that the candidate consensus node is a node with a larger attribute weight in the target node group or

anode with a smaller attribute weight in the target node group.

[0084] For example, for a node group gl and a node group g2, the node group gl
corresponds to a preset threshold t1, and the node group g2 corresponds to a preset threshold t2.
When the node group gl is used as a target node group, a node corresponding to an attribute weight
greater than the preset threshold t1 may be used as a candidate consensus node. When the node
group g2 is used as a target node group, a node corresponding to an attribute weight less than the

preset threshold t2 may be used as a candidate consensus node.

[0085] Alternatively, the first node may randomly select a preset quantity of candidate
consensus nodes from the target node group, so that the candidate consensus nodes are nodes with
larger attribute weights in the target node group or nodes with smaller attribute weights in the target

node group.

[0086] A method for randomly selecting a preset quantity of candidate consensus nodes
from the target node group may be selected depending on an actual situation. For example, a preset
quantity of candidate consensus nodes may be selected from the target node group by using a
random function. The random function may be a verifiable random function (VRF) or a pseudo

random function, which is not limited herein in this embodiment of this application.

[0087] When a preset quantity of candidate consensus nodes are randomly selected from the
target node group, the selecting a preset quantity of candidate consensus nodes from the target node
group includes: determining, based on a first preset quantity and the preset quantity, a random
number corresponding to the target node group; and randomly selecting a preset quantity of

candidate consensus nodes from the target node group based on the random number.

[0088] The first node may determine a probability of each preset value based on the first
preset quantity and the preset quantity by using a random function, and then use a preset value with

a largest probability as the random number corresponding to the target node group.

[0089] Alternatively, the first node may use, by using a random function, the preset quantity
as a target quantity of random numbers corresponding to the target node group, and then generate,
within the first preset quantity, a target quantity of random numbers corresponding to the target
node group. That is, a value of the random number is less than or equal to the first preset quantity,

and is greater than or equal to 0. In this case, the preset quantity represents a quantity of random
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numbers, and the first preset quantity represents a value range within which the random numbers

are located.

[0090] For example, the first preset quantity is 3, and the preset quantity is 2. In this case, it

indicates to generate two random numbers within [0, 3].

[0091] After obtaining the random number, the first node selects a preset quantity of

candidate consensus nodes from the target node group based on the random number.

[0092] In the foregoing solution, the first node may use the random number as a node
sequence number in the target node group, and then use a node corresponding to the node sequence

number as a candidate consensus node corresponding to the target node group.

[0093] For example, random numbers are 1 and 2, a node corresponding to a sequence
number 1 is the node nl, and a node corresponding to a sequence number 2 is the node n2. In this
case, the node nl and the node n2 are used as candidate consensus nodes corresponding to the target

node group.

[0094] In this embodiment of this application, a random number is used as a node sequence
number in the target node group, and then a node corresponding to the node sequence number is
used as a candidate consensus node corresponding to the target node group. In this way, the
candidate consensus node is randomly selected from the target node group, so that the candidate
consensus node is a node with a larger attribute weight in the target node group or a node with a

smaller attribute weight in the target node group.

[0095] S203. Store a non-candidate consensus node in the target node group into an initial
node group, the initial node group being a group other than the target node group in the plurality of

node groups and matching the target node group.

[0096] A node group other than the target node group in the plurality of node groups may
become a candidate node group. For example, the plurality of node groups may be shown in FIG. 6,
the target node group is g1, and candidate node groups may include a node group g2, a node group

g3, ..., and a node group gm.

[0097] The initial node group is a group other than the target node group in the plurality of
node groups and matching the target node group, and may be understood as a node group that is in
the candidate node groups and that also meets the preset condition as the target node group. For
example, if the target node group is a node group with a largest attribute weight in the node groups,
the initial node group may be understood as a node group with a largest attribute weight in the

candidate node groups.
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[0098] In this embodiment of this application, when a node in the target node group is
determined as a non-candidate consensus node corresponding to the target node group, the
non-candidate consensus node in the target node group may be stored into the initial node group,
and then a candidate consensus node is further selected from the initial node group, so that a node
with a larger attribute weight participates in screening a plurality of times, thereby increasing a

probability that the node with the larger attribute weight is selected as a candidate consensus node.

[0099] For example, the node groups may be shown in FIG. 6. The target node group is the
node group gl, the initial node group is the node group g2, candidate consensus nodes
corresponding to the target node group are the node nl and the node n2, and a non-candidate
consensus node in the target node group is the node n3. In this case, the node n3 is stored into the

node group g2. The node group g2 may be shown in FIG. 6.

[00100] When the node groups are obtained by dividing a sorted queue, the storing a

non-candidate consensus node in the target node group into an initial node group includes:

selecting, from candidate node groups, a candidate node group that is adjacent to the
target node group and whose attribute weight is less than that of the target node group, to obtain an
initial node group matching the target node group, the candidate node group being a node group

other than the target node group in the plurality of node groups; and

storing the non-candidate consensus node in the target node group into the initial

node group.

[00101] For example, as shown in FIG. 6, after obtaining the node groups, the first node
directly uses the node group gl arranged at the first place as a target node group. After the node nl
and the node n2 are selected from the node group g1 as candidate consensus nodes, because the
node group g2 is a node group that is adjacent to the node group gl and whose attribute weight is
less than that of the node group gl, the node group g2 is used as an initial node group, and the

non-candidate consensus node n3 in the node group g1 is stored into the node group g2.

[00102] Alternatively, after the candidate consensus node and the non-candidate consensus
node of the target node group are obtained, the target node group does not exist, and in this case, a
node group arranged in front may be used as an initial node group. For example, as shown in FIG.
6, after the candidate consensus nodes and the non-candidate consensus node of the node group gl
are obtained, the node group g1 does not exist. In this case, the node group g2 is arranged at the first

place, and the first node may use the node group g2 arranged at the first place as an initial node

group.

16



[00103] S204. Use the initial node group as a target node group, and return to the operation
of selecting a candidate consensus node from the target node group, until all of the plurality of node

groups are screened.

[00104] After obtaining the initial node group, the first node uses the initial node group as a
target node group, and returns to the operation of selecting a candidate consensus node from the

target node group, until all of the plurality of node groups are screened.

[00105] For example, as shown in FIG. 6, after obtaining the node groups, the first node uses
the node group gl with a largest attribute weight in the node groups as a target node group, and then
selects the node nl and the node n2 from the target node group as candidate consensus nodes, and

uses the node n3 as a non-candidate consensus node.

[00106] The first node uses the node group g2 with a largest attribute weight in candidate
node groups as an initial node group, and stores the node n3 into the node group g2. Then, the first
node selects the nodes n4 and n5 from the node group g2 as candidate consensus nodes, and uses

the node n3 and the node n6 as non-candidate consensus nodes.

[00107] The first node uses the node group g3 with a largest attribute weight in candidate
node groups as an initial node group, and stores the node n3 and the node n6 into the node group g3,
and then selects a candidate consensus node and a non-candidate consensus node from the node
group g3. The process is repeated, until a candidate consensus node is selected from the node group

gm, and selection of candidate consensus nodes stops.

[00108] It is to be understood that, a quantity of times of selecting a candidate consensus
node from a target node group may be determined based on a quantity of node groups. For example,
when the quantity of node groups is m, it indicates that the first node repeats m times the operation

of selecting a candidate consensus node from the target node group.

[00109] When the initial node group is used as a target node group, and the operation of
selecting a candidate consensus node from the target node group is returned to, a candidate
consensus node selected from the initial node group may be a node with a larger attribute weight in

the initial node group, or may be a node with a smaller attribute weight in the initial node group.

[00110] For example, as shown in FIG. 6, after obtaining the node groups, the first node uses
the node group gl with a largest attribute weight in the node groups as a target node group, and then
selects the node nl and the node n2 from the target node group as candidate consensus nodes, and

uses the node n3 as a non-candidate consensus node.
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[00111] Because the attribute weight of the node n1 is greater than the attribute weight of the
node n2, and the attribute weight of the node n2 is greater than the attribute weight of the node n3,
in this case, nodes with larger attribute weights in the target node group are used as candidate

consensus nodes.

[00112] The first node uses the node group g2 with a largest attribute weight in candidate
node groups as an initial node group, and stores the node n3 into the node group g2. Then, the first
node selects the nodes n4 and n5 from the node group g2 as candidate consensus nodes, and uses

the node n3 and the node n6 as non-candidate consensus nodes.

[00113] Because the attribute weight of the node n3 is greater than the attribute weight of the
node n4, the attribute weight of the node n4 is greater than the attribute weight of the node n5, and
the attribute weight of the node n5 is greater than the attribute weight of the node n6, in this case,
nodes with smaller attribute weights in the initial node group are used as candidate consensus

nodes.

[00114] After the non-candidate consensus node is stored into the initial node group, a
quantity of nodes included in the initial node group changes. In this case, when the operation of
selecting a candidate consensus node from the target node group is returned to, the first preset

quantity may be the quantity of nodes included in the initial node group.

[00115] A node in different node groups may be a candidate consensus node, and may also
be a non-candidate consensus node. For example, when the node group gl is a target node group,
the node nl and the node n2 are used as candidate consensus nodes corresponding to the node group
g1, and the node n3 is a non-candidate consensus node corresponding to the node group gl. When
the node group g2 is a target node group, the node n3 and the node n5 are used as candidate
consensus nodes corresponding to the node group g2. That is, in the node group g1, the node n3 is a

non-candidate consensus node, and in the node group g2, the node n3 is a candidate consensus

node.

[00116] S205. Broadcast candidate consensus nodes to a second node in the nodes for
verification.

[00117] When a node receives the broadcast candidate consensus nodes, the node may be

referred to as a second node. It is to be understood that, a node may be a first node and a second
node at the same time. For example, the node n1 selects candidate consensus nodes from the node
groups, the node n2 also selects candidate consensus nodes from the node groups, and the node nl

and the node n2 are both referred to as a first node. After the node nl selects the candidate
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consensus nodes from the node groups, if receiving the candidate consensus nodes broadcast by the
node n2, the node nl is referred to as a second node. After the node n2 selects the candidate
consensus nodes from the node groups, if receiving the candidate consensus nodes broadcast by the

node nl, the node n2 is referred to as a second node.

[00118] After obtaining a candidate consensus node of one target node group, the first node
may first broadcast the candidate consensus node of the target node group. That is, after the first
node selects the preset quantity of candidate consensus nodes from the target node group, step S205
is first performed, and then step S203 is performed. Alternatively, the first node may broadcast,
after obtaining candidate consensus nodes of all the node groups, all the candidate consensus nodes.
That is, after the first node selects the preset quantity of candidate consensus nodes from the target
node group, step S203 and step S204 are first performed, and then step S205 is performed. This is

not limited herein in this embodiment of this application.

[00119] The broadcasting candidate consensus nodes to a second node in the nodes for
verification may be understood as broadcasting identifiers corresponding to the candidate consensus
nodes to the second node in the nodes for verification. Alternatively, the identifiers of the candidate
consensus nodes may be first mapped to obtain a mapping result, and then the mapping result is

broadcast to the second node in the nodes for verification.

[00120] When the identifiers of the candidate consensus nodes are mapped to obtain a
mapping result, and then the mapping result is broadcast to the second node in the nodes for
verification, the identifiers of the plurality of candidate consensus nodes may be combined to obtain
a combined identifier, and then hash mapping is performed on the combined identifier to obtain a
mapping result. Alternatively, hash mapping is performed on an identifier of each candidate
consensus node, to obtain a sub-mapping result of each candidate consensus node, and then a

mapping result is determined based on the sub-mapping result of each candidate consensus node.

[00121] When hash mapping is performed on an identifier of each candidate consensus node,
to obtain a sub-mapping result of each candidate consensus node, and then a mapping result is
determined based on the sub-mapping result of each candidate consensus node, the broadcasting

candidate consensus nodes to a second node in the nodes for verification includes:
calculating a merkle root of the candidate consensus nodes; and

broadcasting the merkle root to the second node in the nodes for verification.
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[00122] The merkle root is a hash value obtained after hash is performed on objects and hash
results of the objects are added, or a hash value obtained after hash addition is further performed on

the hash results of the objects. The object may be a transaction, or the object may be a node.

[00123] A process of calculating a merkle root of the candidate consensus nodes may be as
follows: The first node first performs hash on each candidate consensus node, to obtain a hash value
corresponding to each candidate consensus node, and then performs hash on hash values of adjacent
candidate consensus nodes, to obtain a candidate hash value. If a quantity of candidate hash values
is not one, hash is further performed on hash values of adjacent candidate consensus nodes, until
when a quantity of obtained candidate hash value is one, the candidate hash value is used as the

merkle root of the candidate consensus nodes.

[00124] For example, as shown in FIG. 7, candidate consensus nodes include a node nl, a
node n2, a node n3, a node n4, a node n5, a node n6, a node n7, and a node n8&. In this case, hash is
performed on each of the nodes nl to n8, to obtain hash values corresponding to the nodes nl to n8.
Then, hash is further performed on the hash value of the node nl and the hash value of the node n2,
to obtain a candidate hash value 12, hash is further performed on the hash value of the node n3 and
the hash value of the node n4, to obtain a candidate hash value 34, hash is further performed on the
hash value of the node n5 and the hash value of the node n6, to obtain a candidate hash value 56,
and hash is further performed on the hash value of the node n7 and the hash value of the node n8, to

obtain a candidate hash value 78.

[00125] Due to the four candidate hash values, hash is further performed on the candidate
hash value 12 and the candidate hash value 34, to obtain a candidate hash value 1234, and hash is
further performed on the candidate hash value 56 and the candidate hash value 78, to obtain a
candidate hash value 5678. In this case, due to the two candidate hash values, hash is further
performed on the candidate hash value 1234 and the candidate hash value 5678, to obtain a
candidate hash value 12345678. In this case, only one candidate hash value 12345678 is left, and

the candidate hash value 12345678 is used as a merkle root of the candidate consensus nodes.

[00126] In this embodiment of this application, the merkle root of the candidate consensus
nodes is broadcast, thereby reducing complexity of message communication between nodes. In
addition, when the merkle root is broadcast, only the merkle root of the candidate consensus nodes
is broadcast, rather than a merkle root of all the nodes, thereby further reducing complexity of

message communication between nodes.
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[00127] S206. Use the candidate consensus nodes as target consensus nodes of the
blockchain in response to verification success information for the candidate consensus nodes from

the second node being received within a preset time.

[00128] The blockchain has different consensus nodes in different generations. The using the
candidate consensus nodes as target consensus nodes of the blockchain may be understood as using

the candidate consensus nodes as target consensus nodes of the blockchain in a next generation.

[00129] After receiving the candidate consensus nodes, the second node may compare the
candidate consensus nodes with candidate consensus nodes selected by the second node from node
groups. If a comparison result is the same, verification on the candidate consensus nodes succeeds.

If the comparison result is different, verification on the candidate consensus nodes fails.

[00130] If receiving the merkle root, the second node may compare the merkle root with a
merkle root calculated by the second node. If a comparison result is the same, verification on the
candidate consensus nodes succeeds. If the comparison result is different, verification on the

candidate consensus nodes fails.

[00131] When the first node first broadcasts a candidate consensus node of one target node
group, the first node may receive verification success information for the candidate consensus nodes
from the second node with the preset time, and after using the candidate consensus node as a target
consensus node of the blockchain, store a non-candidate consensus node of the target node group
into an initial node group, use the initial node group as a target node group, and return to the

operation of selecting a candidate consensus node from the target node group.

[00132] Alternatively, when broadcasting a candidate consensus node of one target node
group, the first node may store a non-candidate consensus node of the target node group into an
initial node group, use the initial node group as a target node group, and return to the operation of
selecting a candidate consensus node from the target node group. This is not limited herein in this

embodiment of this application.

[00133] In the foregoing solution, the first node may use the candidate consensus nodes as
target consensus nodes of the blockchain only when a quantity of pieces of verification success
information for the candidate consensus nodes received within the preset time meets a preset

quantity.

[00134] For example, the preset quantity is 3, a node nl broadcasts candidate consensus
nodes to a node n2, a node n3, a node n4, and a node n5 for verification, and verification success

information for the candidate consensus nodes from the node n2, the node n3, and the node n4 is
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received within the preset time. Because the verification success information for the candidate
consensus nodes from the three nodes is received within the preset time, the candidate consensus

nodes are used as target consensus nodes of the blockchain.

[00135] If no verification success information for the candidate consensus nodes from the
second node is received within the preset time, the candidate consensus nodes are not used as target
consensus nodes of the blockchain. This may be caused by inconsistency between attribute
information of the nodes that is included in a memory of the first node and attribute information of
the nodes that is included in a memory of another node. In this case, the first node may obtain the
attribute information of the nodes from the another node by using a state synchronization method,

and then reselect candidate consensus nodes, that is, perform steps S201 to S206 again.

[00136] After the target consensus nodes of the blockchain are obtained, the target consensus
nodes may be used to package a transaction into a to-be-verified block and perform verification on
the to-be-verified block. If the verification performed by the target consensus nodes on the
to-be-verified block succeeds, the to-be-verified block is broadcast in the blockchain, so that a
non-consensus node and the target consensus nodes in the blockchain store the to-be-verified block

into blockchains stored on the non-consensus node and the target consensus nodes.

[00137] For example, the blockchain may be shown in FIG. 8, a node n1, a node n2, a node
n3, and a node n4 are target consensus nodes in the blockchain, a node n5, a node n6, a node n7, a
node n8, a node n9, a node n10, a node n11, and a node n12 are non-consensus nodes in the
blockchain, a solid line indicates that the node can participate in consensus, and a dashed line
indicates that the node performs only synchronization of a to-be-verified block, which passively

receive a block, and cannot participate in consensus.

[00138] In some embodiments, a process of using the target consensus nodes to package a
transaction into a to-be-verified block and perform verification on the to-be-verified block is as

follows:

[00139] A target consensus node is selected from the target consensus nodes as a master node
to package a transaction into a to-be-verified block and send the to-be-verified block to another
consensus node in the target consensus nodes. The another consensus node in the target consensus
nodes is a target consensus node other than the master node in the target consensus nodes. Then, the
another consensus node in the target consensus nodes performs verification on the to-be-verified
block. If the verification performed by the another consensus node on the to-be-verified block
succeeds, the master node broadcasts the to-be-verified block in the blockchain, so that a

non-consensus node in the blockchain may store the to-be-verified block into a blockchain stored on
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the non-consensus node, and the target consensus nodes in the blockchain may store the

to-be-verified block into blockchains stored on the target consensus nodes.

[00140] Therefore, when the first node is a master node, after the using the candidate

consensus nodes as target consensus nodes of the blockchain, the method further includes:

obtaining a to-be-verified block, and performing a consensus on the to-be-verified

block by using the target consensus nodes; and

storing the to-be-verified block into the blockchain in response to success of the

consensus on the to-be-verified block.

[00141] The first node may obtain current transaction data, and then package the current
transaction data into a to-be-verified block. If a consensus on the to-be-verified block succeeds, the
to-be-verified block is stored into a blockchain stored on the first node, and the to-be-verified block
is broadcast in the blockchain at the same time, so that another node in the blockchain may store the

to-be-verified block into a blockchain stored on the another node.

[00142] In this embodiment of this application, the target consensus nodes in the blockchain
are used to generate a block and perform verification on the block, so that a quantity of nodes that
generate a block and perform verification on the block is reduced, thereby reducing communication

complexity, and improving consensus efficiency.

[00143] However, when the target consensus nodes are used to generate a block and perform
verification on the block, most nodes in the blockchain do not participate in consensus, that is, do
not have a right to vote on the block, and the right to vote is held by a few nodes, leading to a

problem of centralization.

[00144] To resolve the problem of centralization, in some other embodiments, the storing the
to-be-verified block into the blockchain in response to success of the consensus on the

to-be-verified block includes:

broadcasting the to-be-verified block to a non-consensus node in the blockchain for

verification in response to success of the consensus on the to-be-verified block; and

storing the to-be-verified block into the blockchain in response to a quantity of
non-consensus nodes that succeed in verification on the to-be-verified block meeting a preset

quantity requirement.

[00145] For example, as shown in FIG. 9, after generating the to-be-verified block, the

master node sends the to-be-verified block to another consensus node for verification. If verification
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performed by the another consensus node on the to-be-verified block succeeds, the to-be-verified
block is broadcast in the blockchain. If a quantity of non-consensus nodes that succeed in
verification on the to-be-verified block meets the preset quantity requirement, the to-be-verified

block is stored into the blockchain.

[00146] In this case, after a consensus is reached on the to-be-verified block in the target
consensus nodes, it may merely indicate that the to-be-verified block is proposed, which is referred
to as a propose stage. After the propose stage, a target consensus node broadcasts the to-be-verified
block in the blockchain, so that non-consensus nodes receive the to-be-verified block. Each
non-consensus node votes on the to-be-verified block after receiving the to-be-verified block. The
to-be-verified block is approved by receiving affirmative votes of most non-consensus nodes. After
affirmative votes of most nodes are received, the to-be-verified block is approved, which is referred

to as a commit stage.

[00147] In this case, the blockchain may be shown in FIG. 10, a node nl, a node n2, a node
n3, and a node n4 are target consensus nodes in the blockchain, a node n5, a node n6, a node n7, a
node n8, a node n9, a node n10, a node nl11, and a node n12 are non-consensus nodes in the
blockchain, and a solid line indicates that the node can participate in consensus, that is, indicates

that a non-consensus node can also participate in consensus.

[00148] In this embodiment of this application, when the consensus performed by the target
consensus nodes on the to-be-verified block succeeds, the to-be-verified block is not immediately
stored into the blockchain, but instead, the non-consensus node in the blockchain performs
verification on the to-be-verified block. The to-be-verified block is stored into the blockchain only
when the quantity of non-consensus nodes that succeed in verification on the to-be-verified block
meets the preset quantity requirement, so that the non-consensus node in the blockchain can also

participate in the consensus process, thereby reducing a concentration degree.

[00149] In some other embodiments, the storing the to-be-verified block into the blockchain
in response to a quantity of non-consensus nodes that succeed in verification on the to-be-verified

block meeting a preset quantity requirement includes:

obtaining a previous block of the to-be-verified block in response to the quantity of
non-consensus nodes that succeed in verification on the to-be-verified block meeting the preset

quantity requirement; and
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storing the to-be-verified block into the blockchain in response to a quantity of
non-consensus nodes that succeed in verification on the previous block meeting a preset quantity

requirement.

[00150] In the entire blockchain, a block receives an affirmative vote and a disapproval vote.
If the disapproval vote meets a requirement, it indicates that a consensus cannot be reached on the
block. A consensus node needs to detect whether a previous block of a block generated by the
consensus node receives sufficient affirmative votes, and only if a consensus is reached on the

previous block, the to-be-verified block is stored into the blockchain.

[00151] If a consensus cannot be reached on the previous block, the consensus node needs to
take over responsibilities of a consensus node that generates the previous block, to generate a
previous block. In this case, after the obtaining a previous block of the to-be-verified block in
response to the quantity of non-consensus nodes that succeed in verification on the to-be-verified

block meeting the preset quantity requirement, the method further includes:

generating a previous block and using the previous block as a to-be-verified block in
response to the quantity of non-consensus nodes that succeed in verification on the previous block

does not meeting the preset quantity requirement; and

returning to the operation of obtaining a to-be-verified block, and performing a

consensus on the to-be-verified block by using the target consensus nodes.

[00152] In this case, the current block is packaged by a next consensus node to the consensus
node.
[00153] For example, as shown in FIG. 11, a block 2 is a current block, and during

verification on the block 2, the node n2 finds that a quantity of non-consensus nodes that succeed in
verification on a block 1 does not meet a preset quantity requirement, the node n2 generates a block

1', and a node n3 generates a block 2'.

[00154] It can be learned from above that in this embodiment of this application, attribute
weights corresponding to nodes in a blockchain are obtained, and the nodes are grouped in an order
of the attribute weights, to obtain a plurality of node groups. A node group whose attribute weight
meets a preset condition is selected from the plurality of node groups, to obtain a target node group,
and a preset quantity of candidate consensus nodes are selected from the target node group. A
non-candidate consensus node in the target node group is stored into an initial node group, the
initial node group being a group other than the target node group in the plurality of node groups and

matching the target node group. The initial node group is used as a target node group, and the
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operation of selecting a candidate consensus node from the target node group is returned to, until all
of the plurality of node groups are screened. Candidate consensus nodes are broadcast to a second
node in the nodes for verification. The candidate consensus nodes are used as target consensus
nodes of the blockchain in response to verification success information for the candidate consensus

nodes from the second node being received within a preset time.

[00155] That is, in this embodiment of this application, the nodes are grouped in an order of
the attribute weights, the node group whose attribute weight meets the preset condition is used as a
target node group, and a candidate consensus node is selected from the target node group. The

candidate consensus node selected from the target node group may be a node with a larger attribute

weight in the target node group, or may be a node with a smaller attribute weight in the target node
group.

[00156] A non-candidate consensus node in the target node group is stored into an initial
node group, and a candidate consensus node is further selected from the initial node group. The

candidate consensus node selected from the initial node group may be a node with a larger attribute
weight in the initial node group, or may be a node with a smaller attribute weight in the initial node
group.

[00157] The target node group whose attribute weight meets the preset condition may be, for
example, a node group with a larger attribute weight, and the initial node group is a group other
than the target node group in the plurality of node groups and matching the target node group.
Therefore, when the non-candidate consensus node in the target node group is stored into the initial
node group to re-participate in screening, a quantity of screening times of a node with a larger
attribute weight in the plurality of nodes can be increased, thereby increasing a probability that the
node with the larger attribute weight in the plurality of nodes is selected as a candidate consensus

node.

[00158] The candidate consensus node selected from the target node group may be a node
with a larger attribute weight in the target node group, or may be a node with a smaller attribute
weight in the target node group. The candidate consensus node selected from the initial node group
may be a node with a larger attribute weight in the initial node group, or may be a node with a
smaller attribute weight in the initial node group. Therefore, candidate consensus nodes obtained
when the screening is completed may be nodes with larger attribute weights in the plurality of
nodes, or may be nodes with smaller attribute weights in the plurality of nodes. In this way, a node
with a larger attribute weight can be provided with a higher probability of being selected, a node

with a smaller attribute weight can be provided with a chance to be selected, and a probability that a
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perpetrator node is selected as a consensus node can be reduced, thereby reducing a probability of a

consensus node error in a consensus process, and improving stability of a blockchain network.

[00159] The method described in the foregoing embodiment is described in further detail

below by using examples.

[00160] The node selection method in the embodiments of this application may be applied to
a process of selecting a consensus node in a blockchain. The following describes a consensus node
selection process when the node selection method in the embodiments of this application is applied

to a DPoS consensus mechanism of a blockchain.

[00161] FIG. 12 is a schematic flowchart of a node selection method according to an
embodiment of this application. A procedure of the node selection method may include the

following steps:

[00162] S1201. When detecting that the blockchain is in a generation switching stage, a first
node obtains a plurality of pieces of attribute information corresponding to each node in the
blockchain, and determines, based on information weights corresponding to the attribute

information, an attribute weight corresponding to the node.

[00163] In the DPoS consensus mechanism, usually in the last block of a generation,
information about a consensus node of a next generation is determined, and the information about
the consensus node of the next generation is stored into the blockchain. However, to ensure a
relatively large quantity of consensus nodes, there is a relatively large amount of information about
consensus nodes of the next generation. As a result, the block storing the information about the

consensus nodes of the next generation is relatively large.

[00164] In addition, for the sake of profit, a consensus node sometimes may deliberately
perform perpetration, and select itself as a candidate node of the next generation. The process is

performed without another node, making it difficult to ensure security.

[00165] Therefore, in this embodiment of this application, the generation switching stage is
added to implement consensus node selection, so that perpetration of a consensus node can be
avoided, to improve security. In addition, information about a consensus node is not stored into the

blockchain, but recorded only on the node locally, so that a size of the blockchain is reduced.

[00166] For example, as shown in FIG. 13, when a generation k ends, a generation switching
stage starts. In the generation switching stage, a consensus node is selected, and no block is
generated. When the generation switching stage ends, a block starts to be generated in a generation
k+1.
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[00167] That is, when obtaining transaction data, the first node may detect whether the
blockchain is in a generation switching stage, and if the blockchain is in a generation switching
stage, obtain a plurality of pieces of attribute information corresponding to each node in the
blockchain, or if the blockchain is not in a generation switching stage, determine whether the first

node is a master node, as shown in FIG. 14.

[00168] S1202. The first node sorts nodes in an order of attribute weights, to obtain a sorted

queue, and equally divides the sorted queue to obtain a plurality of node groups.

[00169] S1203. The first node selects a node group with a largest attribute weight from the

plurality of node groups, to obtain a target node group, and obtains a preset quantity.

[00170] S1204. The first node uses the preset quantity as a target quantity of random
numbers corresponding to the target node group, generates, within a first preset quantity by using a
random function, a target quantity of random numbers corresponding to the target node group, the

first preset quantity being a quantity of nodes included in the target node group.

[00171] S1205. The first node uses the random number as a node sequence number in the
target node group, and then uses a node corresponding to the node sequence number as a candidate

consensus node corresponding to the target node group.

[00172] S1206. The first node selects, from candidate node groups, a candidate node group
that is adjacent to the target node group and whose attribute weight is less than that of the target
node group, to obtain an initial node group matching the target node group, the candidate node

group being a node group other than the target node group in the plurality of node groups.

[00173] S1207. The first node stores a non-candidate consensus node corresponding to the
target node group into the initial node group, uses the initial node group as a target node group, and

returns to step S1204.

[00174] S1208. The first node calculates a merkle root of candidate consensus nodes, and

broadcasts the merkle root to a second node in the nodes for verification.

[00175] S1209. The second node compares the received merkle root with a merkle root

calculated by the second node, to obtain a comparison result.

[00176] S12010. Return verification success information to the first node if the comparison
result is the same, or return verification failure information to the first node if the comparison result

is different.
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[00177] S12011. The first node uses the candidate consensus nodes as target consensus nodes
of the blockchain if a quantity of pieces of verification success information for the candidate

consensus nodes received within a preset time meets a preset quantity.

[00178] S12012. The first node calculates and stores a block output order of the target

consensus nodes.

[00179] S12013. Update the attribute information if the quantity of pieces of verification
success information for the candidate consensus nodes received within the preset time does not
meet the preset quantity, and return to the step of determining, based on information weights

corresponding to the attribute information, an attribute weight corresponding to the node.

[00180] It is to be understood that, when selecting candidate consensus nodes from node
groups in round 0, the first node may determine a seed of the random function based on a hash
value (BlockHash) in the last block of a previous generation, and then obtain a random number of a
target node group based on the random function. If verification on the candidate consensus nodes
obtained in round 0 fails, in a return process, the first node may determine a seed of the random
function based on a round number (the round number may be, for example, round 0, round 1, or

round 2) and the hash value in the last block of the previous generation.

[00181] The seed of the random function is determined based on the hash value in the last
block of the previous generation, so that randomness of the random number can be ensured because
the hash value in the last block of the previous generation is unpredictable before the last block of

the previous generation is generated.

[00182] S12014. A target consensus node obtains current transaction data, and determines,
based on the block output order of the target consensus nodes, whether the target consensus node is

a master node.

[00183] S12015. If the target consensus node is a master node, the master node generates a

to-be-verified block corresponding to the current transaction data.

[00184] S12016. The master node sends the to-be-verified block to another consensus node,
the another consensus node being a consensus node other than the master node in the target

consensus nodes.

[00185] As shown in FIG. 14, when a target consensus node obtains transaction data, and
determines that the target consensus node is a master node of a current block, the target consensus

node generates a to-be-verified block corresponding to the transaction data.
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[00186] S12017. The master node broadcasts the to-be-verified block to a non-consensus
node in the blockchain for verification if a consensus performed by the another consensus node on

the to-be-verified block succeeds.

[00187] S12018. The master node obtains a previous block of the to-be-verified block if a
quantity of non-consensus nodes that succeed in verification on the to-be-verified block meets a

preset quantity requirement.

[00188] S12019. The master node stores the to-be-verified block into the blockchain if a
quantity of non-consensus nodes that succeed in verification on the previous block meets a preset

quantity requirement.

[00189] S12020. If the quantity of non-consensus nodes that succeed in verification on the
previous block does not meet the preset quantity requirement, the master node regenerates a

to-be-verified block based on transaction data of the previous block, and returns to step S12016.

[00190] For specific implement processes and corresponding beneficial effects in this
embodiment of this application, refer to the foregoing node selection method embodiment. In this

embodiment, details are not described herein again.

[00191] For better implementation of the node selection method in the embodiments of this
application, the embodiments of this application further provide an apparatus based on the node
selection method. Nouns have the same meanings as those in the node selection method. For

specific implementation details, refer to descriptions in the method embodiments.
[00192] For example, as shown in FIG. 15, the node selection apparatus may include:

an obtaining module 1501, configured to obtain attribute weights corresponding to
nodes in a blockchain, and group the nodes in an order of the attribute weights, to obtain a plurality

of node groups;

a screening module 1502, configured to select a node group whose attribute weight
meets a preset condition from the plurality of node groups, to obtain a target node group, and select

a preset quantity of candidate consensus nodes from the target node group;

a storage module 1503, configured to store a non-candidate consensus node in the
target node group into an initial node group, the initial node group being a group other than the

target node group in the plurality of node groups and matching the target node group;
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a return module 1504, configured to use the initial node group as a target node
group, and return to the operation of selecting a candidate consensus node from the target node

group, until all of the plurality of node groups are screened;

a verification module 1505, configured to broadcast candidate consensus nodes to a

second node in the nodes for verification; and

a use module 1506, configured to use the candidate consensus nodes as target
consensus nodes of the blockchain in response to verification success information for the candidate

consensus nodes from the second node being received within a preset time.

[00193] In the foregoing solution, the obtaining module 1501 is specifically configured to:
sort the nodes in an order of the attribute weights, to obtain a sorted queue; and
divide the sorted queue into a plurality of node groups.

[00194] In the foregoing solution, the storage module 1503 is specifically configured to:

select, from candidate node groups, a candidate node group that is adjacent to the
target node group and whose attribute weight is less than that of the target node group, to obtain an
initial node group matching the target node group, the candidate node group being a node group

other than the target node group in the plurality of node groups; and

store the non-candidate consensus node in the target node group into the initial node
group.
[00195] In the foregoing solution, the node group includes a first preset quantity of nodes.

Correspondingly, the screening module 1502 is specifically configured to:

determine, based on the first preset quantity and the preset quantity, a random

number corresponding to the target node group; and

select a preset quantity of candidate consensus nodes from the target node group

based on the random number.

[00196] In the foregoing solution, the screening module 1502 is specifically configured to:
use the preset quantity as a target quantity of random numbers corresponding to the target node
group; and generate, within the first preset quantity, a target quantity of random numbers

corresponding to the target node group.

[00197] In the foregoing solution, the screening module 1502 is specifically configured to:

use the random number as a node sequence number in the target node group; and use a node
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corresponding to the node sequence number as a candidate consensus node corresponding to the

target node group.

[00198] In the foregoing solution, the verification module 1505 is specifically configured to:
calculate a merkle root of the candidate consensus nodes; and broadcast the merkle root to the

second node in the nodes for verification.

[00199] In the foregoing solution, the obtaining module 1501 is specifically configured to:
obtain a plurality of pieces of attribute information corresponding to each node in the blockchain;
and determine, based on information weights corresponding to the attribute information, an attribute

weight corresponding to the node.

[00200] In the foregoing solution, the obtaining module 1501 is specifically configured to:
obtain the information weights corresponding to the attribute information, and obtain an adjustment
coefficient corresponding to the information weights; adjust the information weights based on the
adjustment coefficient, to obtain adjusted information weights; and determine, based on the adjusted

information weights, the attribute weight corresponding to the node.

[00201] In the foregoing solution, the node selection apparatus further includes: a block
storage module, configured to: obtain a to-be-verified block, and perform a consensus on the
to-be-verified block by using the target consensus nodes; and store the to-be-verified block into the

blockchain in response to success of the consensus on the to-be-verified block.

[00202] In the foregoing solution, the block storage module is specifically configured to:
broadcast the to-be-verified block to a non-consensus node in the blockchain for verification in
response to success of the consensus on the to-be-verified block; and store the to-be-verified block
into the blockchain in response to a quantity of non-consensus nodes that succeed in verification on

the to-be-verified block meeting a preset quantity requirement.

[00203] During specific implementation, the modules may be implemented as independent
entities, or may be combined arbitrarily into one or more entities for implementation. For specific
implementations of the modules and corresponding beneficial effects, refer to the foregoing method

embodiments. Details are not described herein again.

[00204] An embodiment of this application further provides a first node. The first node may
be a server, a terminal, or the like. FIG. 16 is a schematic structural diagram of a first node

according to an embodiment of this application. Specifically:

[00205] The first node may include components such as a processor 1601 with one or more

processing core, a memory 1602 with one or more computer-readable storage media, a power
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supply 1603, and an input unit 1604. A person skilled in the art may understand that the structure of
the first node shown in FIG. 16 does not constitute a limitation on the first node, which may include
more or fewer components than those shown in the figure, or have some components combined, or

have a different component arrangement.

[00206] The processor 1601 is a control center of the first node, which is connected to
various parts of the entire first node by using various interfaces and lines, and performs various
functions and data processing of the first node by running or executing a computer program and/or
module stored in the memory 1602 and invoking data stored in the memory 1602. Optionally, the
processor 1601 may include one or more processor cores. Optionally, the processor 1601 may
integrate an application processor and a modem. The application processor mainly processes an
operating system, a user interface, an application program, and the like. The modem mainly
processes wireless communication. It may be understood that the modem may alternatively not be

integrated into the processor 1601.

[00207] The memory 1602 may be configured to store a computer program and module. The
processor 1601 runs the computer program and module stored in the memory 1602, to perform
various functional applications and data processing. The memory 1602 may mainly include a
program storage area and a data storage area. The program storage area may store an operating
system, a computer program required by at least one function (such as a sound playing function and
an image playing function), and the like. The data storage area may store data created based on use
of the first node, and the like. In addition, the memory 1602 may include a high-speed random
access memory (RAM), and may further include a non-volatile memory, for example, at least one
magnetic disk storage device, a flash memory, or another non-volatile solid-state storage device.
Correspondingly, the memory 1602 may further include a memory controller, to provide access of

the processor 1601 to the memory 1602.

[00208] The first node further includes the power supply 1603 for supplying power to the
components. Optionally, the power supply 1603 may be logically connected to the processor 1601
by using a power management system, to implement functions such as charging, discharging, and
power consumption management by using the power management system. The power supply 1603
may further include one or more of a direct current or alternating current power supply, a
recharging system, a power failure detection circuit, a power converter or inverter, a power state

indicator, and any other components.
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[00209] The first node may further include the input unit 1604. The input unit 1604 may be
configured to receive input digit or character information, and generate a keyboard, mouse, joystick,

optical, or track ball signal input related to user setting and function control.

[00210] Although not shown, the first node may further include a display unit and the like,
which are not further described herein. Specifically, in this embodiment of this application, the
processor 1601 in the first node loads, into the memory 1602 according to the following instruction,
an executable file corresponding to a process of one or more computer programs, and the processor
1601 runs the computer program stored in the memory 1602, to implement various functions, such
as: obtaining attribute weights corresponding to nodes in a blockchain, and grouping the nodes in an
order of the attribute weights, to obtain a plurality of node groups; selecting a node group whose
attribute weight meets a preset condition from the plurality of node groups, to obtain a target node
group, and selecting a preset quantity of candidate consensus nodes from the target node group;
storing a non-candidate consensus node in the target node group into an initial node group, the
initial node group being a group other than the target node group in the plurality of node groups and
matching the target node group; using the initial node group as a target node group, and returning to
the operation of selecting a candidate consensus node from the target node group, until all of the
plurality of node groups are screened; broadcasting candidate consensus nodes to a second node in
the nodes for verification; and using the candidate consensus nodes as target consensus nodes of the
blockchain in response to verification success information for the candidate consensus nodes from

the second node being received within a preset time.

[00211] For specific implementations of the foregoing operations and corresponding
beneficial effects, refer to the detailed descriptions of the node selection method above. Details are

not described herein again.

[00212] A person of ordinary skill in the art may understand that, all or some steps in the
methods of the foregoing embodiments may be completed by a computer program, or by a
computer program controlling related hardware. The computer program may be stored in a

computer-readable storage medium, and loaded and executed by a processor.

[00213] To this end, an embodiment of this application provides a computer-readable storage
medium, storing a computer program. The computer program can be loaded by a processor to
perform steps in the node selection method according to the embodiments of this application. For

example, the computer program may perform the following steps:

obtaining attribute weights corresponding to nodes in a blockchain, and grouping the

nodes in an order of the attribute weights, to obtain a plurality of node groups;
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selecting a node group whose attribute weight meets a preset condition from the
plurality of node groups, to obtain a target node group, and selecting a preset quantity of candidate

consensus nodes from the target node group;

storing a non-candidate consensus node in the target node group into an initial node
group, the initial node group being a group other than the target node group in the plurality of node

groups and matching the target node group;

using the initial node group as a target node group, and returning to the operation of
selecting a candidate consensus node from the target node group, until all of the plurality of node

groups are screened;

broadcasting candidate consensus nodes to a second node in the nodes for

verification; and

using the candidate consensus nodes as target consensus nodes of the blockchain in
response to verification success information for the candidate consensus nodes from the second

node being received within a preset time.

[00214] For specific implementations of the foregoing operations and corresponding

beneficial effects, refer to the previous embodiments. Details are not described herein again.

[00215] The computer-readable storage medium may include a read-only memory (ROM), a
RAM, a magnetic disk, an optical disc, or the like.

[00216] The computer program stored in the computer-readable storage medium can perform
the steps in the node selection method according to the embodiments of this application, and
therefore can achieve beneficial effects that can be achieved by the node selection method
according to the embodiments of this application. For details, refer to the previous embodiments.

Details are not described herein again.

[00217] In addition, a computer program product or a computer program is provided. The
computer program product or the computer program includes a computer instruction, the computer
instruction being stored in a computer-readable storage medium. A processor of a computer device
reads the computer instruction from the computer-readable storage medium, and the processor
executes the computer instruction, to cause the computer device to execute the node selection

method.

[00218] The node selection method and apparatus, the first node, the storage medium, and the
program product according to the embodiments of this application are described in detail above.

Although the principles and implementations of this application are described by using specific
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examples in this specification, the foregoing descriptions of the embodiments are intended only to
help understand the method and the core idea of this application. In addition, a person skilled in the
art may make variations to the specific implementations and application range according to the idea
of this application. In conclusion, the content of the specification is not to be construed as a

limitation to this application.
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CLAIMS

What is claimed is:

1. A node selection method, applied to a first node in a blockchain, the method comprising:

obtaining attribute weights corresponding to nodes in the blockchain, and grouping the nodes

in an order of the attribute weights, to obtain a plurality of node groups;

selecting a node group, whose attribute weight meets a preset condition, from the plurality of
node groups, to obtain a target node group, and selecting a preset quantity of candidate consensus

nodes from the target node group;

storing a non-candidate consensus node in the target node group into an initial node group, the
initial node group being a group other than the target node group in the plurality of node groups and

matching the target node group;

using the initial node group as a target node group, and returning to the operation of selecting a
candidate consensus node from the target node group, until the operation of selecting is performed

on all of the plurality of node groups;
broadcasting candidate consensus nodes to a second node in the nodes for verification; and

using the candidate consensus nodes as target consensus nodes of the blockchain in response to
verification success information for the candidate consensus nodes from the second node being

received within a preset time.

2. The node selection method according to claim 1, wherein the grouping the nodes in an order

of the attribute weights, to obtain a plurality of node groups comprises:
sorting the nodes in an order of the attribute weights, to obtain a sorted queue; and
dividing the sorted queue into a plurality of node groups.

3. The node selection method according to claim 2, wherein the storing a non-candidate

consensus node in the target node group into an initial node group comprises:

selecting, from candidate node groups, a candidate node group that is adjacent to the target
node group and whose attribute weight is less than an attribute weight of the target node group as an
initial node group matching the target node group, the candidate node group being a node group

other than the target node group in the plurality of node groups; and
storing the non-candidate consensus node in the target node group into the initial node group.

4. The node selection method according to any one of claims 1 to 3, wherein the node group
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comprises a first preset quantity of nodes, and the selecting a preset quantity of candidate consensus

nodes from the target node group comprises:

determining, based on the first preset quantity and the preset quantity, a random number

corresponding to the target node group; and

selecting a preset quantity of candidate consensus nodes from the target node group based on

the random number.

5. The node selection method according to claim 4, wherein the determining, based on the first
preset quantity and the preset quantity, a random number corresponding to the target node group

comprises:

using the preset quantity as a target quantity of random numbers corresponding to the target

node group; and

generating, within the first preset quantity, a target quantity of random numbers corresponding

to the target node group.

6. The node selection method according to claim 5, wherein the selecting a preset quantity of

candidate consensus nodes from the target node group based on the random number comprises:
using the random number as a node sequence number in the target node group; and

using a node corresponding to the node sequence number as a candidate consensus node

corresponding to the target node group.

7. The node selection method according to any one of claims 1 to 6, wherein the broadcasting

candidate consensus nodes to a second node in the nodes for verification comprises:
calculating a merkle root of the candidate consensus nodes; and
broadcasting the merkle root to the second node in the nodes for verification.

8. The node selection method according to any one of claims 1 to 6, wherein the obtaining

attribute weights corresponding to nodes in the blockchain comprises:

obtaining a plurality of pieces of attribute information corresponding to each node in the

blockchain; and

determining, based on information weights corresponding to the attribute information, an

attribute weight corresponding to the node.

9. The node selection method according to claim 8, wherein the determining, based on

information weights corresponding to the attribute information, an attribute weight corresponding to
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the node comprises:

adding the information weights corresponding to the attribute information, to obtain the
attribute weight corresponding to the node; or obtaining an adjustment coefficient corresponding to
each information weight, adjusting the information weight based on the adjustment coefficient, to
obtain an adjusted information weight, and adding adjusted information weights, to obtain the

attribute weight corresponding to each node.

10. The node selection method according to claim 8, wherein the determining, based on
information weights corresponding to the attribute information, an attribute weight corresponding to

the node comprises:

obtaining the information weights corresponding to the attribute information, and obtaining an

adjustment coefficient corresponding to the information weights;

adjusting the information weights based on the adjustment coefficient, to obtain adjusted

information weights; and

determining, based on the adjusted information weights, the attribute weight corresponding to

the node.

11. The node selection method according to any one of claims 1 to 10, after the using the
candidate consensus nodes as target consensus nodes of the blockchain, the method further

comprising:

obtaining a to-be-verified block, and performing a consensus on the to-be-verified block by

using the target consensus nodes; and

storing the to-be-verified block into the blockchain in response to success of the consensus on

the to-be-verified block.

12. The node selection method according to claim 11, wherein the storing the to-be-verified
block into the blockchain in response to success of the consensus on the to-be-verified block

comprises:

broadcasting the to-be-verified block to a non-consensus node in the blockchain for

verification in response to success of the consensus on the to-be-verified block; and

storing the to-be-verified block into the blockchain in response to a quantity of non-consensus

nodes that succeed in verification on the to-be-verified block meeting a preset quantity requirement.

13. A node selection apparatus, comprising:
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an obtaining module, configured to obtain attribute weights corresponding to nodes in the
blockchain, and group the nodes in an order of the attribute weights, to obtain a plurality of node

groups;

a screening module, configured to select a node group, whose attribute weight meets a preset
condition, from the plurality of node groups, to obtain a target node group, and select a preset

quantity of candidate consensus nodes from the target node group;

a storage module, configured to store a non-candidate consensus node in the target node group
into an initial node group, the initial node group being a group other than the target node group in

the plurality of node groups and matching the target node group;

a return module, configured to use the initial node group as a target node group, and return to
the operation of selecting a candidate consensus node from the target node group, until the

operation of selecting is performed on all of the plurality of node groups;

a verification module, configured to broadcast candidate consensus nodes to a second node in

the nodes for verification; and

a use module, configured to use the candidate consensus nodes as target consensus nodes of
the blockchain in response to verification success information for the candidate consensus nodes

from the second node being received within a preset time.

14. A first node, comprising a processor and a memory, the memory storing a computer
program, and the processor being configured to run the computer program in the memory, to

perform the node selection method according to any one of claims 1 to 12.

15. A computer-readable storage medium, the computer-readable storage medium storing a
computer program, and the computer program being configured for loading by a processor, to

perform the node selection method according to any one of claims 1 to 12.

16. A computer program product, the computer program product storing a computer program,
and the computer program being configured for loading by a processor, to perform the node

selection method according to any one of claims 1 to 12.
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