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Internet, is through a network server, or proxy server, shared by a snall
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Field of the Invention

10 The present invention relates to telecommunications and Internet systems.
Specifically, the present invention is a method for controlling access to a
telecommunications or computer network, including the Internet, by first
determining a user’s identity, then, based on the user’s profile including access

criteria, allowing or denying access to the network.

15
Background of the Invention
The Internet is a worldwide collection of interconnected computer networks
that cooperatively form a seamless computer network. Users of the Internet access
the Internet through a server. One method of connecting to a server, most often used
20 by home users of the Internet, is connecting to an Internet service provider (“ISP”)

server via a telephone line using a modem. An alternate method of connecting to the
Internet, often used by business users of the Internet, is through a network server, or
proxy server, shared by a small group of people.

A problem with Internet connectivity in particular, and with

25 telecommunications in general, is the increasing demands on fixed bandwidth.



Bandwi dth is defined in the tel ecommunications and Internet art as the
nmeasure of the anmount of data that can be transmtted through a systemin
a fixed awountossbr time. In digital devices, bandw dth is poFasorem3én units

of bits per_secaond ("bps"). o ytes per second. 5 It is also acknow edged
in the tel eBe?ﬁcmﬁﬁbétdpﬁﬁ%d) e ie?ﬁcemﬁwwérlpn%%I,ntent?éea&géﬂetfﬂ%asgfﬁ d of an
el ectronic transmssion is fixed, the neasure of performance of a

t el ecommuni thataneust sfydatethabeanl i8Rranojttadtbough heysemmadifixgd smbunt®f such
t el econmuni cati ons systenms and | SPs, is bandw dth. Therefore, as the nunber

of users affhkoin UgtaPIRRE, tihdWiRh &f maashRldeR ARFGY KHBtjeP BzoRd (bpsgloRet
systemincreases, 10 the demand on the bandw dth avail abl e increases. Wile

t hi s probl eglnti s universal in nature, it is of particular inportance to
smal | 1SPs ahg P%ﬁgc‘?qﬁi‘undevel oped countries which often do not have the
financial nmeans tqQ invest in equipnment to increase bandw dth to maintain
pace With increalidtialge aekigwlederdin the telpeompapnipationpraed Idernet arigthatyysi nesses
to control enpl oyees' access to the Internet to conserve bandwi dth as 15
wel | as pr ebenatsethe spgeddfiah ieleetromic nansmbissom 8fxedsthe afeasure of perfsrmance |t can
be seen, therefore, that there is a need in the art for controlling users’

access 10 bl REQUIMNISGHLANG sRUPLEI® Al S hObGhABLity &1 8) g problem i s

that operating an | SP or tel econmunications system requires investnent in

[ i t. Ho , th tential . t 20 i t ai
inder the cRGBRPiGRIBE PRl 0T AR AR eI o -

service is provided and tracked and the user is billed for the access used.
Prepai d acusssaidionthe emoantief@se pha teldsemormidatiprprdntenes dystare #i9s5eases, t he
system has been advanced as a possible solution to this problem However,
t her @ohas hgieefeafanll ®n ReESandwidth available increases. While this problem is universal in
nature, it is of particular importance to small ISPs and ISPs in undeveloped countries
which often do not have the financial means to invest in equipment to increase
bandwidth to maintain pace with increased demand. Likewise, it can be important
for businesses to control employees’ access to the Internet to conserve bandwidth as
15 well as prevent non-productive or non-business use of the Internet. It can be seen,
therefore, that there is a need in the art for controlling users’ access to
telecommunications systems or the Internet.
A related problem is that operating an ISP or telecommunications system
requires investment in expensive equipment. However, the potential revenue stream
20 is uncertain under the currently used flat-rate or hourly billing schemes in which
service is provided and tracked and the user is billed for the access used. Prepaid

access in which a user pays before being granted access to the system has been

advanced as a possible solution to this problem. However, there has heretofore been



WO 01/ 055861 PCT/ US01/02836 no nethod for coupling prepaid access to a

met hod for controlling a user's access to a tel econmunications or |nternet
system |woftams586t her e has heret of ore been no nethod for ecracsvi/vm3erepaid
Internet access. For exanple, a traveler accessing the Internet currently
has to connecio fgtheddor epuphing prspaidpaceess fo & methaser Cartroliiiget usee s @ptrohie
system The drawback of this systemis that if the traveler's |ISP has

servi ce at thatdecamsherntaionponintenet systemt r avel er nust determ ne the

t el ephone nunber to dial up the |ocal server. Wrse yet, if the traveler

i's not a subscribefn a6, Mer&R4s RGP béeRlN M@hb@ itk leffedtiive HOPHIEGitéragr t O t he
user's home ISP will incur long distance charges. Thus, there is a need in
the art for a_neth for 10 selectively controlling access . .tq t |.nt er net
for a group o?ccﬁ?e&(sjor%%%éeo?ngﬁ X eroaiccesg}Bg ep#i’ e&‘é?tég?ﬁerﬁél By g%x}r}régt tto gltlsenabl e
the efficient utilization of bandwidth as well as enable a viable prepaid
I nt er nef acceewn d§R thepyghshamare) opmoteh telenhpae systam. 1 Bhendigmbaggoffthis system
controlling a user's access to a tel ecomruni cati ons network or conputer
net wor k, suchisaBattihtheltRivelerie ISP hg&ieRdcantithe Rawedets Ibeioasthe mgvelecimas to the
system In a tel ecomunications network, this may take the formof dialing
a tel ephone t t i ks e a
corput or 1 or oetanine teleRPhord kil sl e taP s, WSS TR ce
provider ("1SP") 20 server or attenpting to e blish a conpection through
a network ser Fdiot aspbseyibef tgan na h’é‘rtﬁq'?atl%éls][cg%nﬁ?fl"@?thgetroﬁﬁ?ﬂéﬁer Y ™Nave a
software driver enabling automatic connection to the |ISP. The user's
identity is dEPewill medr lang dstanse chargesf iThessthenedsla oeed ia thkaarabasenétboditsessed
based on the user's identity. The user's identity may be determ ned by the
user trnansm t §diagiveifedhirbNinBActdds & B IAtOMet S E @) F uds8bastdBA, one or

more predetermined criteria to enable the efficient utilization of bandwidth as well

as enable a viable prepaid Internet access system.

Summary of the Invention

15 A method for controlling a user’s access to a telecommunications network or
computer network, such as the Internet, begins with a user requesting access to the
system. In a telecommunications network, this may take the form of dialing a
telephone number. In an Internet system, this may take the form of a computer
terminal establishing a dial up connection to an Internet service provider (“ISP”)

20 server or attempting to establish a connection through a network server. In such an
embodiment, the computer terminal may have a software driver enabling automatic
connection to the ISP. The user’s identity is determined and a user profile stored on
a database is accessed based on the user’s identity. The user’s identity may be

determined by the user transmitting identifying information, such as a user name,



3 WD 01/055861 PCT/US01/ 02836 password, person identification nunber
("PIN'), or the like. Alternatively, the user may be identified using an
Aut omat i cwBwriosssel dentification ("ANI") that identifies toa/ussensbased on
the tel ephone nunber from which the user or conputer termnal is calling.
5 The user prB#SYerd Refser denthigation nymber €PN oy phthe diked dsrmatineligthe HeeTac cess
allowed to the tel ecommunications or Internet system For exanple, access
peri ods and/ may he cdamtifiethubihg ag AutdmoativalNuoberddentididagonu€ 2NE pthdetdentrfigse t he
access allowed to the tel ecommunications or Internet system In the

optional embogicABEbAMESE theREIEHITohe RERIEARoANWhIE Bt fsO ol 3t pARS 8Smisdlid eri a,
the tel ecommuni cations or Internet 10 system determ nes whet her the access

request has occurred during an allowable access period. Based on the tine
of the user’ scaﬁfi}&ﬁlest and, optionally, the state of the user's account,
access to the tel ecommuni cations or Internet systemis allowed or denied.
In an aPternative &p¢ besnarofdainsdides ane phmars cieriaclon dptermininaibe pecesssed f or
the 15 access criterion, the tel ecommunications or Internet system

det er m nes whalldweed thhke teliRBmnfunicacions br IatnicdsteB UFbt eladiple, atduss periceisedi t
to all ow access. Based on the status of the user's account at the tine of

t he request, UL aRt : i

al | oned or de%ﬁfe;ﬁéa%}i\&@l;tgp gﬂé FA (§§ ﬁ%r oviryglﬁ%gﬂeﬁﬁgd gj[)%e\}éer%ng{ ﬁgécﬁi%lﬁd&ég Stg
conputer term nal, 20 having a term nal co i cati ons deyi ce conmuni cati ng
with a gat enalfledeFeRMMURISILGNg 0 I EGStEB NG SR LSRR BET ARG 1 ¢ ot
data structure. The first data structure stores a database of user
profiles and mrcegsrpenoingreiused farché anesssdritety thegelecommunications or Internet

10 system determines whether the access request has occurred during an allowable
access period. Based on the time of the user’s request and, optionally, the state of
the user’s account, access to the telecommunications or Internet system is allowed or
denied.

In an alternative optional embodiment in which account status is used for the

15 access criterion, the telecommunications or Internet system determines whether the
user’s account contains sufficient time or credit to allow access. Based on the status
of the user’s account at the time of the request, access to the telecommunications or
Internet system is allowed or denied.

A system for providing the above method includes a computer terminal

20 having a terminal communications device communicating with a gateway server
having a server communications device and a first data structure. The first data
structure stores a database of user profiles and programming instructions directing
the method above. Specifically, the programming instructions include identifying a

user or computer terminal in response to receiving a request for access; accessing a



t he net hod above. Specifically, the programm ng instructions include
identifying a wuser or conputer termnal in response to receiving a request
for acceswpoaos®ssi ng a 4 WO 01/ 055861 PCT/ US01/ 02836 pr eCirlesovasstai ni ng
at | east one ac%?ss criteria at the database; determning whether the
access crit er PEfi&caniaingag lpastong ageass ailisha at tha datpbang: deterayning ydwthepn

whet her the «criteria is satisfied or not satisfied, respectively. The

syst em nmay f uthelaecess nxiterides sapishet; andahowingstr denying ascessdtesert edwhetherdtbe
conputer termnal storing the tel ephone 5 nunber of the gateway server and
i nformation igeRfib {daNsnid G i sdtRfie® rddgebiivdly CPRL St 2 SurtiRr idtguddy st em

It is an object of the present invention to provide a nethod for allocating
bandwi dt h anong users of a tel ecomunicati ons or |nternet. system,b

control | ing  PRERTane ngfieSa GEOTHL BF SOBRMARICAITbHS S Tt Pde
system 10 Brief Description of the Drawings FIG 1 is a_flow chart of an
enbodi mént of nemeerplithpgrtevensalyargngd informeatiopridersifying mpsefilie o alley grepaidi s g
fl ow chart of an enbodi nent of the nethod according to the 15 present
invention foractesltodlpe dyRtepi.net access; FIG 3 is a block diagram of an
enbodi nent of the apparatus according to the present invention for dial-up
I nternet access; F 4 1. f . L hod
according to the %)tr%e%réﬂ%ﬁ ftﬂo\fedrllfwg%&? E)ﬁveﬁﬁ?@@r@wa@lg%gﬁégﬁ Ovd:]égr gﬁﬁgg%at ed

| nt er net conngc}{ﬂ#’ on'h 20 FI G 5fi s .a bl ock di agr ain of an enmhodi msnh. of the
appar at us accg? V\Helt tagong users of a telecommunications or Internet system by controlling

the users’ access to the telecommunications or Internet system.

10

Brief Description of the Drawings

FIG. 1 is a flow chart of an embodiment of the method according to the
present invention;
FIG. 2 is a flow chart of an embodiment of the method according to the
15 present invention for dial-up Internet access;
FIG. 3 is a block diagram of an embodiment of the apparatus according to
the present invention for dial-up Internet access;
FIG. 4 is a flow chart of an embodiment of the method according to the
present invention for Internet access via a dedicated Internet connection;
20 FIG. 5 is a block diagram of an embodiment of the apparatus according to

the present invention for Internet access via a dedicated Internet connection.



the present invention for Internet access via a dedicated |nternet
connection. 5 WD 01/055861 PCT/US01/ 02836 Description Reference is now
made to twe ofiogisses wherein |ike parts are referred to byPdriusel/msser al s

t hroughout. Wth reference to FIGS. 1-5, the present inventionis a method
for controlling access to a tel ecommur2es8Hpéels networ k or conputer network
5 60, such as the Internet. Each of the optional enbodi nents shown in the
figures are di scuBsfeterica id novn madé tdthedigares vaeerdin liké Gits dre befetrébtofryesent
invention could be used to control a conputer network's access to a
conputer net V‘Hl&é‘nﬁgeraﬁgﬁﬂu%h&ﬁ.l IWith Rferbllettb TGS, A, theSpréeht inkBRWA i B the
art, there are many ways for a user or a conputer termnal 51 to 10 connect
to the Internet 6Q.. For exanple, a c uter termnal 51 may use a podem to
establi sh a ARSI IOEGHEITA St 30 & LIFOTEHHIA OB CHSPR: Poempursr PEPIGE
service provider ("ISP") server 50 (shown in FIG 1), access a dedicated
connect Pon 7468,such pethednternest Eath afthoopfirnal enabegimrnts shayer inzthe fighisoare n

FIG 2), establish a connection via a cable nodem or DSL nodemto an | SP
server 50, ordishgséd waufmot 15 shown). The exanpl es gi ven bel ow shoul d,
therefore, not be considered limting because the nmethod described herein

shoul d be_under st ogdut ReapRIdto BN WihrElent hILRIAToy RUNIRES LPOm B1e

present nmethod is optionally practiced conput er softwar e residing on

an | SP server 50, on a network server 70, on a conputer terpinal 51, or
the |ike. 20 SRMBHEVRFIVATG agcess tog qompyter agw@éaﬁf 63sped C%lryetgs FRing e i on
begins with the software 58 at the gateway server awaiting a request 10
for access t oisarell kioovmmtthe art, there are many ways for a user or a computer terminal 51 to
10 connect to the Internet 60. For example, a computer terminal 51 may use a modem
to establish a dial-up connection over a telephone network to an Internet service
provider (“ISP”) server 50 (shown in FIG. 1), access a dedicated connection 74 to
the Internet 60 through a network server 70 (shown in FIG. 2), establish a
connection via a cable modem or DSL modem to an ISP server 50, or the like (not
15 shown). The examples given below should, therefore, not be considered limiting
because the method described herein should be understood to apply to any type of
Internet connection. The present method is optionally practiced by computer
software 58 residing on an ISP server 50, on a network server 70, on a computer
terminal 51, or the like.
20 As shown in FIG. 1, a first aspect of the present invention begins with the
software 58 at the gateway server awaiting a request 10 for access to an Internet
system 60. In an optional embodiment, a proxy server may reside between the

gateway server and the computer terminal 51. The proxy server intercepts

communications to the gateway server to filter requests and improve performance of



system 60. In an optional enbodi nent, a proxy server nay reside between the
gateway server and the conputer termnal 51. The proxy server intercepts
comuni cawDon®33861 t he gateway server to filter requests amdTiUgp1/a2886

per formance of, 6 WO 01/ 0558 PCT/ US01/ 02836 . t he gateway server. \Wen a
conput er t er miKAERY SERFE s Wheg acoawpuies termingl S|l fequesis pccess 5 wrAndpterngie
conputer termnal's identity is then determ ned by the gateway server

recei ving 14 sybtam 60ythagompfiter teaminali's fidentityt ik ¢henalepumaredtbgrthe gaewsylserver
conputer termnal 51 could be identified according the present nmethod in

many ways 5 i kMg Id@ﬁtiﬂyﬂigqﬂﬂﬁﬂﬁti&\’ﬂjéﬁ{thb'%&qpﬁt@r CAAMGEF31 LR cbhgufeySt em
using an automatic nunber "identification ("ANI") nunber 44, a unique or

group passwor a e ntered . usin ual, tone | ti-frequency ("DTM")
tones on a toge’élﬁ’yfaggg c?'élﬁgﬁﬁ%eﬁl ',ﬁeg(g?“%f&'@g It}f%%r?se?ﬂée&l(?%%fngpy twé‘y?’n' nal 's
identity is validated 16. If the conputer termnal 51 10 is not a valid
user, access nslusiing b telpphonpaumbapused o canngrtia thesysien whirgHMERMEF 20.
Once the conputer termnal's identity is validated 16, the present nethod
accesses 18 himabeddpntifenatide((TANEND hemperofd, b anfjue ar gauppasevosd,.a cbde conput er
termnal's profile nmay be unique to the conputer termnal 51 or may be
comon 10 3 JEfRdhingRAPISHE T OGS (FTMFIPIRATBYE BuchF5H8 ERbGhe,
profile includes one gr nore access riterra. For exanple, 1n one

opti onal enbodi %%%(,e access criteria include access periods defining the

days of the wek e. access days, and the tines of day, i.e. access
times, that the conﬁuter termnal 51 will be allowed access to the conputer
network 60, such adhehkemputerterminal’s rdeatityab validatedel Corlf dudiom potesiteramird il ment |

the access criteria may include the status of the conputer termnal's
accountiobal angseot a valid user, access is denied and the computer terminal 51 is disconnected 20.

Once the computer terminal’s identity is validated 16, the present method accesses
18 the computer terminal’s profile at a database 62. The computer terminal’s profile
may be unique to the computer terminal 51 or may be common to a group of
computer terminals 51. The computer terminal’s profile includes one or more access
15 criteria. For example, in one optional embodiment, access criteria include access
periods defining the days of the week, i.e. access days, and the times of day, i.e.
access times, that the computer terminal 51 will be allowed access to the computer
network 60, such as the Internet. In an alternate or additional embodiment, the
access criteria may include the status of the computer terminal’s account balance
20 such as time balance remaining. Time balance remaining could also be translated to
prepaid monetary account balance or credit account balance by simple arithmetic as
is well known in the art.
According to one optional embodiment shown in FIG. 1, the day of the week

and time of day at the time of the request is determined and compared 22 to the



20 such as time bal ance remai ning. Tinme bal ance remaining could al so be
translated to prepaid nonetary account bal ance or credit account bal ance
by sinpl evanidpkssetic as is well known in the art. Accor diPag/usSo1/as86
optional enbodi nent shown in FIG 1, the day of the week and tinme of day
at the time ofCqepedaysanésaecepstines defined duithersampytep tarminad’s prefilenin thewp

01/ 055861 PCT/ US01/ 02836 access days and access tinmes defined in the
conput er ter membbdisnent of FIG. 1, Fot éximpleg thealdly € ke vodekat the time d0the @quegtlie, t he
day of the week at the tine of the request is determ ned and conpared to

the access dayg.fffnkfsHd Eﬂﬂée{}@d %%@%é%el?ﬂ]éeﬁg%ﬁfaéh ke a&%@é%‘;dehgds infthd he

request has not occurred I ng one o redefi ned access days, 5 access

is denied and t c i s di sconnect ed .. 1 f, canversely, .the requested
hocoss 1o aur PiRileng the rEHE BASHI AU Biringne GE e Drodained AESe Sy of t he

request is determned, such as with a chrononeter conmmunicating with the
gat eway Sser vergcesnid deniep anaé thet calltih diseyweetsd 20.mes defined in the access
periods in the profile. Again, if the request has not occurred during one

10 of the predefingfl capeepsty, thdRGuesb@iCRo6ss isSditigiohe offiit fro¢ermad hedess
di sconnected 20. If, however, the conputer termnal 51 has requested

o alTowed acdBle WSt ol GG KBty W AFaRi AR 4 OGPt
i or mat  on’ magmBRGEBRB R b BUOBROITIS, ACEOBRATR e b BER S SEBELs s
granted. In such an enbodi nent, the account bal ance information nmay
i ncl ude a ti min thgwacdss pyridakliatteeprofitee ddaig ¢Liha néquiestiham oet, oqoueghdudingoomet ar y
account bal ance, or the
10 of the predefined access times, access is denied and the call is disconnected 20. If,
however, the computer terminal 51 has requested access during one of the
predefined access times, the computer terminal 51 is allowed access 26 to the
computer network 60, such as the Internet.
Additionally or alternatively, the computer network’s account balance
15 information may be stored in the profile and examined 24 before access is granted.
In such an embodiment, the account balance information may include a time
quantity balance, credit account balance, prepaid monetary account balance, or the
like, remaining in the computer network’s account. If the profile has time or credit
remaining, or if the profile includes a positive prepaid monetary account balance, the
20 computer terminal 51 is allowed access 26 to the Internet system 60. Conversely, if
the profile has no credit or time remaining, the computer network is denied access

and the call is disconnected 20 even if the request has occurred during one of the

predefined access periods.



i ke, remaining in the conputer network's account. If the profile has tine
or credit remaining, or if the profile includes a positive prepaid

nonet ary woamewsisebal ance, the 20 conputer term nal 51 is a@crawedomscess 26
to the Internet system 60. Conversely, if the profile has no credit or
time remaining, thOneeapnesied rnedsmkore of therflagdtime.cadaccauntistatye may|be | s

di sconnected 20 even if the request has occurred during one of the
predefined aceamaitofedr28psish a8 wivh DAHrOEB&Gdr, RCIHatkhe Ls&2A836be dvamneaehict ed,
one or nore of the day, tinme, and account status may be nonitored 28, such

as with a chrgaoiRl&liaceXftdididthe %%eﬂﬁ@cf a&r@s\é t#?ﬁes%'o%%ﬁ@fa&h‘ﬁgsdofn of n&tithekes

pl ace outside the predefined access tines or after exhaustion of the

time or credit rgal ni.n exampl e, in.on enbodi nrent, the
hccount 5 bal BhEETH SeRg Rz, ﬁrﬁxm@m&"ww BTGRP, SRR aeceos
is term nated when the account bal ance reaches zero. Qtherw se, the
connect Pon t obalhrcel incentimsously Jelited by0the gatean serverenid @acdss isttpreninaied when

di sconnects 34. In a further optional enbodi nent, the gateway server or

proxy server fRyacdéint balinée @a¢hes Bérof i0th&@visatREoectbh tethednteinef §dtenh t he
user's account. That is, the gateway 10 server or proxy server nay

i nt ercept I nt gé%e‘%laﬁlgamrqﬁﬂ}%q&e @2?@0(111?&8? ‘edet ermned criteria stored in
0

t he user's account once the connection e Internet system®60 is
establ i shed. Two Ogru ?n enbodi ments of the system of the present
i nvention are set &up furiger RPHYA eRBREMENG The83(¢aY SCRICr o1 BIOXREFFT MAYA¢ o
FIGS. 2 and 3, the present nethod 15 could be enbodied in programm ng
i nstructions 58a conteit fdter bafetlwarceiteriacstordd ngthatusd¢rfseacco B Thatvugrth&Qateway i s
reached through a dial-up connection between the user's
10 server or proxy server may intercept Internet transmissions based on predetermined
criteria stored in the user’s account once the connection to the Internet system 60 is
established.
Two optional embodiments of the system of the present invention are set out
with more specificity in FIGS. 2-5. Referring to FIGS. 2 and 3, the present method
15 could be embodied in programming instructions 58, such as software, residing at the
ISP server 50 that is reached through a dial-up connection between the user’s
computer and the modem 54 at the ISP server 50. In such an optional embodiment,
the ISP server 50 may act as the gateway server. The ISP server includes a first data
structure storing programming instructions 58 embodying the method of the present
20 invention. The first data structure may be any data storage know in the art including
RAM, ROM, EPROM, EAROM, magnetic storage media, optical storage media, or
the like.

As described above, the ISP server 50 and, in an optional embodiment an

associated proxy server, awaits 10 a dial-up call through a public switched telephone



conmputer and the nodem 54 at the | SP server 50. In such an optional

enbodi nent, the ISP server 50 nmay act as the gateway server. The | SP
server inwlbuwdesssalfirst data structure storing programr mgTIUSS1/02836 i ons 58
enbodyi ng the net t]gg f _the present 20 invention. The first data structure
may be any daReiwef %@N?hé%/ han prtiofat embrdimentaf thepiesenROVENIBREN  EAROV
magneti c storage nedia, optical storage nedia, or the like. As described
above, the | SPomputerterbihabhdincludesnserphd datalstrestimedsurhns tlencomrgmisawci at ed
proxy server, awaits 10 a dial-up call through a public sw tched tel ephone

9 WO 01/ 055867a5p16 Wil 4483 medeintindl FT3Ming prégrathiA® ifRhirRa!

enbodi nent of the present invention, the conputer termnal 51 includes a
second data structur suc s the co er .. readabl.e. i a.at.the conputer
Corninal 51 tHing s TpEHA R RS o b ee g h A Bing e
termnal 51 or, alternatively or additionally, directing the 5 operating
system &f t heoResnting wistemeelithp gpmputer teaingbébniheiecanddatystruptere souddebe any

data storage known in the art including RAM ROM EPROV] EAROM magnetic

st orage nedi aanyogdts statagstkdbwe én tReGirtincladingFeal, ROM GEPIROM, BAROKEE second
data structure may store programm ng instructions directing the conputer

terminal 51 LaeASESSSLIRCHa! SN SEENE el BTRT ke AGREGHES ind Qboldt er net

access to the gateway server, an ansmt infornmation 1dentifying the
conputer term.nal 51 to the ISP server. 50. For exanpl sel f_ cont ai ned

, a
execut abl e fi A2 AT 1B S{OTAHRYFABIMING Bisisuetions dffé%{ﬂ’%ﬁ"ec?fﬁﬂft‘ér tHEYngk

provided that contains a self contained executable file as well as the
address (e.g. 5t & sphosribe pataway serBontansniibanreqSest fariptermet acasst toRPho gaewhy

10 server, and transmit information identifying the computer terminal 51 to the ISP
server 50.

For example, a self contained executable file stored on a removable computer
readable media may be provided that contains a self contained executable file as well
as the address (e.g. telephone number, Domain Name Server, Internet Protocol

15 address, or the like) may be executed at the computer terminal 51 that causes the
operating system to access the ISP server 50, transmit a request for access, and
transmit a profile identifier in a single operation and without any installation. This
enables the present method to be embodied on a single use removable computer
media to be used for pre-paid telecommunications or computer network access,

20 including Internet access.

In one optional embodiment, for example, a compact disc could be provided
that, when played or auto-played, directs the computer terminal 51 to execute a set
of program instructions. In one optional embodiment, these program instructions are

not installed on the computer terminal 51 but utilize program modules standard in

10



15 address, or the like) may be executed at the conmputer term nal 51 that
causes the operating systemto access the ISP server 50, transmt a
request fwooawossss, and transmt a profile identifier inprPaTgiSoghm3e
operation and without any installation. This enables the present nethod to
be enbodi ed ofe&OWPHIGK Eeripdnal s SpPaRIias svvieNn t establish p gonnpchan befwgen Bie
pre-paid tel ecommuni cati ons or conmputer network access, 20 including

| nt er net accessnputer temeinalpdndahal SResdoeatiSoe it an bptiorak empbddimeat, tepagtamdi sc
could be provided that, when played or auto-played, directs the conputer

termnal 51 tQsRXGMS frad RBkionRly RLAN BECORAPhket ehhBAPs dbfAuR TRempt | Onal
enbodi nent, these programinstructions are not installed on the conputer

termnal 51 but utilize ogram nodul tandard  i.n 10 WO 01/ 055861

PCT/ US01/ 02838 FHe ot iief GpyimRLF R e Gt thh ProyRT dRAeBAT abl i sh a
connection between the conputer termnal and the |SP server 50. In an
opti onaP enboliterBeftaddreseongeche aennecticst is gsteblivhed. ndysughl @h emdadiment, pa¢ch t he
conputer termnal's default Internet browser and, in a further optional

enbodi ment, dpdié titetnBadteSWReSmEDpdRsib Reichuse tie donicnditc esldd Bspurchaedt he
connection is established. In such an enbodi nent, pre- paid Internet access

beconmes possify. %.sgg : %@%e&ff’ﬁ@ﬁ‘%low §§célfc%ﬁlp%tlbjcﬁs %)ﬁqu@éfsgociz{tg& withS et

anount. As descri el ow, each conpact SC CO e associated wmth an

account profile havin fixed period .of conputer network (e.g. . |nternet)
access time HVACPUMRIOtIEhaynge f?@é}ﬁ[}@@?&@?&?&%@ﬁ(ﬁﬁ- Eﬂt‘ifg?%ﬁﬁ’ﬁeﬁb

instructions direct the ISP server 50 to identify the user by collecting
14 identifyi ngmenfalaplt i on such as a profile identifier fromthe user
usi ng one of the nmethods described above using a nodem 54
10 Once a request is received 12, programming instructions direct the ISP server
50 to identify the user by collecting 14 identifying information such as a profile
identifier from the user using one of the methods described above using a modem 54
and a telephone line interface 56. For example, the ISP server 50 may validate 16
the user’s identity the user using an ANI number 44 received from the PSTN, a
15 password transmitted by the user, an access code transmitted using DTMF, an
account number and password stored on the compact disc described above and
transmitted by the computer terminal, or the like. Alternatively, the computer
terminal 51 may transmit a profile identifier to the server 50. In such an alternate
optional embodiment, the ISP server 50 may communicate with an associated
20 Remote Identification Dial In User Service (“RADIUS”) system to authenticate the
user’s identity using a username and password transmitted by the user.
Based on the user’s identity, the software 58 residing on the ISP server 50

accesses 18 a database 62 at the first data structure storing the user’s profile and

determines whether the access criteria are satisfied. It should be noted that the

11



and a tel ephone line interface 56. For exanple, the ISP server 50 may
validate 16 the user's identity the user using an ANl nunber 44 received
fromthe WODN05®61L5 password transnmtted by the user, an ®cTrdase1/0138€

transmtted usi ng DITM-, an_ . account nunber  and assword stored an the
conpact di sc MEETrIHE cayid inchidg ong prmors ffrtt@rdawi@h@hesmﬁépulﬂéaﬂvm or

the like. Alternatively, the conputer termnal 51 may transmt a profl | e
identifier toatyheiteds vseful3or cdmrodlinghcoarpuadrtnetwak accespincmdalg tanbofidayent , t he
| SP server 50 may communi cate with an associated 20 Renote Identification

Dial In User @g8rfiwél( tiffBldcb&Rint baAYSdeEBelR a@déhﬁ@ﬁﬂlé&@t&e%z{?@mo‘ﬂéﬁ s identity

usi ng a usernare and password transmtted by the user ased on the user's
identity, the soft e 58 r flgl ng on the ISP server 50 accesses 18 a

dat abase 62 a?'ccf’Wé a]ng? odéﬁea Sructure storing the user's profile and
determ nes whether the access criteria are satisfied. It should be noted

that thé 11 WO 01/ beseempiein theeptiopd zebodisrant of EYGS. &rand 3; thel I§Pisaeende one

or nore criteria and that the criteria could include any criteria useful

for controllicgngaeqnd te daghidtiheat easdial-uyctdlicionge predefire adeags peritalg of
week, time account bal ance, credit account bal ance, prepaid nonetary

account, bal angfreddh igieh | KForig s ko MANBLEs, Hh %A leﬁ%tc&qg@qw@m of

FIGS. 2 and 3 ser compar es nd ti t he

dial-up call to the redef| cess. perio stored in the user's .profile
as described D6AGESs Fhands! ﬂeen@%lawﬁh ?rierog‘tth%%aras%m Beriqdiethg HEEds days

and, if the day is within one of the user's access periods, the tine is
t hen conpar edthen comparad tetle accesesimed0 As di scussed above, additionally or
alternatively, the conputer termnal's
10 As discussed above, additionally or alternatively, the computer terminal’s
account balance may be examined 24. For example, in the embodiment of FIGS. 2
and 3, the software 58 allows access 26 to the Internet 60 via a remote access server
(“RAS”) 64 if the request has occurred during one of the predefined access periods
and also has credit or time remaining in the user’s account. Conversely, access may
15 be denied 20 and the computer terminal 51 disconnected if the request has not
occurred during an access period or if the user lacks sufficient time or credit in his
account. If connected, the computer terminal’s period of use is optionally timed 26
using a chronometer so that the time used may be continuously debited from the
computer terminal’s account balance. In an optional embodiment, the ISP server 50
20 transmits the account balance to the computer terminal 51.
Once connected, the time and day may optionally be monitored 28. If access
is maintained outside one of the predefined access periods 30, the user may be

disconnected 20. Likewise, the user’s account balance may be monitored 28 and

continuously debited or decremented during the period of access. This allows the

12



account bal ance may be exam ned 24. For exanple, in the enbodi nent of FIGS.
2 and 3, the software 58 allows access 26 to the Internet 60 via a renote
access sewoan/05386RAS") 64 if the request has occurred duripag/ume0msBet he
predefined access periods, and also has credit or tine renmihing in the
user's accountSP e5YRyePde disconficsbdd thewiserattep exhpwsticnpihe uey sime Fawesit er
termnal 51 disconnected if the request has not occurred during an access
period or if 8heOtmewiskahksometfiorcisendintaines uatil the ealildr discofmests 3dccount . | f
connected, the conputer termnal's period of use is optionally timed 26

using a chrononet egiysitarhyI#IGE Padd SRINESE AHBY1iSE] CRABbINIAY et Ry hed from
the conputer termnal's account bal ance. In an optional enbodi nent, the

| SP server 50 20 transnits e accqunt bal a {he c uter termnal 51.
Once connect e af‘ﬁtévc\r?W%rn@qﬂaﬁoﬁfr%e%ﬁwgﬁmi %W@g?%adle%?rilf access
is mai ntai ned outside one of the predefined access periods 30, the user may
be di séonnect@¥ADG) enviteapiest alsoreferred o as anciotsanat sywgrardeintlyicbdedientsd or ed
28 and continuously debited or decrenmented during the period of access.

This al |l ows t hsessdo\M2 IitérB&S8 povifed/ USO1/ 02836 | SP server 50 to disconnect
20 the user after exhaustion of the user's tine or credit 32. Oherw se,

the connection is flRL3LRGRHM Y tflggor%%{élegg o?h(?jx‘li%(rﬂgg?s%e% onthe metiobiar |y,

FIGS. 4 and 5 illustrate an optiona Iment ed for use on a
(TVAN') onvi T SO endast o argiay 1t hmervah s SRb ARG oRyetanT 48 B n whi ch
dedi cated access to the Internet is provided. In such an enbodi nent, the
sof tware 58 opttéroetzid. yTheewiftiase Dhawhies et mgunést teacesthgytemet ctWhersa a
gateway to the server's dedicated connection 74 to the
10 computer terminal 51 requests 12 access the Internet 60, the software 58 collects 14
identifying information about the computer terminal 51, such as with a password
transmitted from the computer terminal 51 to the network server 70. As above, the
software 58 validates 16 the computer terminal’s identity and accesses 18 a database
62 storing the computer terminal’s profile. The access criteria are examined and
15 access is denied if the access criteria are not met. Conversely, access is allowed if
the access criteria are met. For example, in the optional embodiment of FIG. 4, the
day and time are compared 22 to the computer terminal’s access periods and the
computer terminal 51 is allowed access to the dedicated connection 74 to the
Internet 60 if the day and time are within one of the computer terminal’s 51 access
20 periods.
The software 58 may optionally examine 24 the remaining account balance
available in the profile if access is to be restricted to a fixed amount. The computer

terminal 51 may be denied access 20 if the requested access 12 is outside the access

periods in the profile or if an insufficient account balance is available in the profile.

13



Internet 60. The software 58 awaits 10 a request to access the Internet 60.
When a 10 conputer termnal 51 requests 12 access the Internet 60, the
sof t war e W8 ocofIBect s 14 identifying information about thecrrmspuozsm
termnal 51, such as with a password transmtted fromth ut er
termnal 51 t ONFhECTHISERS R, he timsyandglay may-aphigaally bramonigare ?el HECEAIY dat es
16 the conputer termnal's identity and accesses 18 a database 62 storing

t he conput er mammined bwside ohe bEthe Phadefioedksxessrpetiods 20 ar teetlmnicnehtand 15
access is denied if the access criteria are not nmet. Conversely, access is

allowed if t Bﬁa@&%% %e&{ éﬁh%mt@d 83 GhdBImpUTe teAiARI Bmay Pe HREMABEEODG!
enbodi ment of FIG 4, the day and tinme are conpared 22 to the conputer

Lo e dedi cal T DR LB EPBCHa" FampRE e AEH IECOboler i) SRR o o

within one of the conputer termnal's 51 access 20 periods. The software
58 may Optiondtly exanine 24 the renmaining account bal ance available in
the profile if access is to be restricted to a fixed anount. The conputer
termnal 51 may bewidntefétenceae F3G20, ihfa sedvmdragppeest thd passemsiavehtionstheut si de
the access periods in the profile or if an insufficient account bal ance is

avai | abl e i n” e ol béusea i e p%@gﬁﬁ 1o RSTUROLL SR Bse QRS cPOECt o0

26, the tine an ay ‘may optiona no access Is
mai nt ai ned out si de one, of the pre d_.access .periods 30 or after, the
account bal affta® %zssuﬁléé?lmé‘ﬂ gﬁe fq{é‘sﬁréh‘ﬂﬁ%‘élg pf@ﬁmtﬁgph%% be

di sconnected 20. QO herw se, t he connection is maintained until the
conput er ter nimaichBh edibodonendcthe tel&codrnunivations syfstaneavaitst i) 4 iGeomingi n a
second aspect of the present invention, the
10 request. When a request is received 12, the software 58 identifies 14 a user such as
by receiving a unique number using DTMF from the caller or the like. The software
58 validates 16 the user’s identifying information, then accesses 18 a user profile.
Again, as with the embodiments described above, the user profile may be unique or,
optionally, be shared with a group. Based on the access criteria in the user’s profile,
15 the software either allows 26 or denies 20 access to the telecommunications system.
For example, the access criteria may optionally include access periods 22 and,
optionally, account balance 24. Thus, if the request is made during the user’s access
period as determined by comparing 22 the day to the access days and the time of day
to the access times and, optionally, time or credit remaining in the user’s account 24,
20 access is granted 26. If, conversely, the request is made outside the user’s access
period 22 or, optionally, no time or credit remains in the user’s account 24, access is
denied 20.

The day and time may optionally be monitored 28 such that the user may be

disconnected 20 if the user maintains the connection outside the access period 30.
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met hod may be used on a tel ecommuni cations systemto control user access.
For exanple, such control nay be desirable for users utilizing prepaid

t el ephonewoanmsssél | n such an enbodi ment, the tel ecommuni c®Cirars®1/6383¢ em
awaits 10 an jincom ng 10 request. Wien a request is received 12, the

sof tware 58 i HE®Yise Bis creditoruns rempining mayjoptiprallyi be mepitoremhyd sneh ks
using DTMF fromthe caller or the |like. The software 58 validates 16 the
user's i dent i fiser nmgyibrfdiscontécond, 2Q ifithe WwecmaswmnsitBe aonreetiopafidriekkaustidgiai n, as
wi th the enbodi nents descri bed above, the user profile nmay be uni que or,
optional ly, bgeSinad &ridit ByaAaBleBYP-OtBaSAE B2 dohfectith BSMaiatdilednindl the t he
user's profile, 15 the software either allows 26 or denies 20 access to the
t el econmuni cati ons s ste;h For exanple, the access criteria nmay optionally
i ncl ude accesgﬁﬁgpf%ﬁ§cﬁ and, optionally, account bal ance 24. Thus, if
the request is made during the user's access period as determ ned by
conpari fg 22 the d¥hileserthia embhodimeningisthe peesentanyeantian bavedagn shown prd access
times and, optionally, time or credit remaining in the user's account 24,
20 access is @¢sanb&tit 260 befundetdod st iy predent invent&sitis ssbjemdemany si de t he
user's access period 22 or, optionally, no time or credit remains in the
user's accoun [ | . ot i 1y be
o tor ed 28 maepRSR AR shinast Sl B Kby e TR P LR
mai nt ai ns the connecti on outside the access period 30. 14 WO 01/055861
PCT/ US01/ 0283BresiiteElre8: the credit or time remaining may optionally be
noni tored 28 such that the wuser nmay be disconnected 20 if the user

mai ntai ns the connection after exhausting the tinme or credit avail able 32.
O herw se, the connection is maintained until the wuser disconnects 34.
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5 While certain enbodi nents of the present invention have been shown and
described it is to be understood that the present invention is subject to
many nodwbiogasisens and changes w thout departing from thec3pisei/e28and scope
of the clains resented herein. 15 WD 01/055861 PCT/ US01/02836 | CLAI M
1. A nethod f :rolling access of a user to a tel econmunications
network via a gateway server having a server conmunications device and a
first data siruct Armetbodifori®nirgtling atdess gt esento &@lecommueiativnswetaonr of i | e
identifier; the gateway server accessing a profile stored in a database at
the first dat@a aSdatetedyiepy P Ba@flg QRelvBecIMMANitRiond @B¥ité AR a fifsh@athr Of i | €
containing at |east one access criterion; if all the access criteria are
satisfied, thetrl%ﬁ%ewa server allow ng the user 10 access to the

t el ecomuni cat CHRYREMRE and if any access criteria are not satisfied,

t he gateway server denying the user access to the tel ecomrunications
network? 2. The nethedatestaysenientereinkigraprafiletidensifier; one of said access
criterionis the 15 tine of day. 3. The nethod of claim 1 wherein at |east
one of said accesstherdatevayaanies addassirbpy profile dtbred e edataBddedt théifestrdatahod of
claiml wherein said profile additionally contains an account bal ance

avail abl e to LRgHEBhsAMh th Broil RUANE SCTLShofRRbhaMSINcALGERERL S Sai d

criterion;
if all the access criteria are satisfied, the gateway server allowing the user
10 access to the telecommunications network; and
if any access criteria are not satisfied, the gateway server denying the user

access to the telecommunications network.

2. The method of claim 1 wherein at least one of said access criterion is the

15 time of day.
3. The method of claim 1 wherein at least one of said access criterion is the day
of the week.

20 4. The method of claim 1 wherein said profile additionally contains an account

balance available to the user and the gateway server continuously decrements said
account balance by the time elapsed during access to the telecommunications

network.

16



account bal ance by the tine el apsed during access to the tel ecomrunications
network. 16 WO 01/055861 PCT/US01/02836 5. In the nethod of claim1l1 in

whi ch t hewo05386nmTuni cates to the gateway server via a pabltsel/e2ssé ched

t el ephone network, the step of receiving a profile identifier conprising
the gateway server I beaefhodolghionhin whigh theaser epspmpnicaigy toghe 24aVa f rom a
public switched tel ephone network identifying the tel ephone nunber 5 from
whi ch a user sesvaromne ptblicgswitched\talgthbaenétanri ol steg ofi receiaiagagsofilt a
conputer termnal having a term nal comrunications device connected to

t el ecommuni cajdeiier doffpfishn the g&l@@h‘}t SrvertEMIhE altbRafic HEhENA e BIHEIn havi ng

a first data structure and™a sérver” 10 comruni cati ons devi ce accessible via
t el ecommuni cations |ines. at . edet er m ned ddress, , c i Si ng:, providing
Computer 1 eaddtit BomuPin R EiRbaReh AR En AR R RS MBS Ao e
storing an address for accessing said gateway server; providing a database
at the Pirst Hamavkichaasseriecennseiingy at | east one profile 15 correlated to
a profile identifier, said profile including an access criterion; the

conputer term nal accessing said gateway server at the predeterm ned
address via said tel ecommuni cations |lines; the gateway server receiving a

DL OT1 T 9ent LT AShhRd 385 i SRV, BRARED Pty R0 B oV

recei ved, . . .. .
communications device connected to telecommunications lines to a computer

network via a gateway server having a first data structure and a server
10 communications device accessible via telecommunications lines at a predetermined
address, comprising;
providing computer readable media at said computer terminal, said readable
media storing an address for accessing said gateway server;
providing a database at the first data structure storing at least one profile
15 correlated to a profile identifier, said profile including an access criterion;
the computer terminal accessing said gateway server at the predetermined
address via said telecommunications lines;
the gateway server receiving a profile identifier at said server
communications device;
20 the gateway server accessing a profile associated with the profile identifier
received;

the gateway server determining whether the access criterion is satisfied;

17



t he gateway server determ ning whether the access criterion is satisfied,
17 WD 01/055861 PCT/ US01/02836 if all the access criterion in a profile
associ at edowiiobssal r equesti ng conmputer term nal are sati sf ipedjusbhesgat eway
server allow ng the requesting conmputer termnal _access to the conputer
network; and if théf akibesscesy ¢riteripnin 3 profilessrdisted with gdpaHesiingFanppuder
requesting conputer 5 termnal are not satisfied, the gateway server
denyi ng the r egunésdl kregsatisiigal tiergatdvesysenal alkociag she ieqlid3eing oompliter tereinalor k.
7. The method of claim®6 wherein at | east one of said access criterion is

the time of daw 1%%%80'5@@6%&%%%(1 claim6 wherein at |east one of said

access criterion 1st week. 9. The nethod of claim®6 wherein
said profile additijifo ally contains an g count mljS.Bal ance.available to the
conmput er terninal &8 AFRSSHHHENMRR NAERTOHIC ASERFHAELBIR By SIS s ai d
account bal ance by the tine el apsed during access to the conputer network.
10. I n he netdmdnadarecicdisatistief rthefgiatewanserverakenyingshofequésting epmpputer
terminals 20 communicates to the gateway server via a public swtched

t el ephone net v@fknal bb&ss ®LtBO cOhpliteEtvbg a profile identifier conprising
the gateway server receiving automatic nunber identification data froma

public switched tel ephone network identifying the telephone nunber from
whi ch a conmputer termnal is connecting. 18

7. The method of claim 6 wherein at least one of said access criterion is the
time of day.

10
8. The method of claim 6 wherein at least one of said access criterion is the day

of the week.

9. The method of claim 6 wherein said profile additionally contains an account
15 balance available to the computer terminal and the gateway server continuously
decrements said account balance by the time elapsed during access to the computer

network.

10.  In the method of claim 6 in which at least one of the computer terminals
20 communicates to the gateway server via a public switched telephone network, the

step of receiving a profile identifier comprising the gateway server receiving

automatic number identification data from a public switched telephone network

identifying the telephone number from which a computer terminal is connecting.
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WD 01/ 055861 PCT/US01/02836 11. A systemfor controlling access of a
plurality of conputer terminals to a conputer network, conprising: a

gat eway swoOMans3savi ng access to the conputer network, sai ®@cgatsewessiserver
havi ng a server communi cations devi ce accessi bl e via tel econmuni cations
lines at a 5!bred®tsypteinnion cemtmbrgaccassob gplralityraf camputer FEINS 1 2 er ni nal
conmuni cati ons device connected to said public conmunications |ines;
conput er readebhputererditeorkt cemapdsingnput er term nal, the conputer readable
media storing: 10 (a) an address for accessing said gateway server; and (b)

programm ng instr ug%&@a]ﬁy géro&q{&igr R8¢ t&&%}%gh@ge} REtWonElsa cgatemsz%lasv&ai d

gateway server at the stored a Ss Vi a sai ecomruni cati ons i nes;
and a first data structure at .the ? t eway server. storing: .15. aﬁ. a dat abase
Storing at | eAANERHSTEEORIBIRIGHIOBF APte 150NF BB T HURERORE ineal g
profile including an access criterion; (b) progranm ng instructions

di recti Ag t hepredeteimpmedaddiessiofile identifier at said server

comuni cations device; (c) programm ng instructions directing the accessing

of a profile 20 igeshbiteetriihabhdvingd hhlal totemuhichdns dedice BoREERAT NG
instructions determ ning whether said access criterion is satisfied;, (e)

progranm ng i 0izf Litfitd Qi @HisfRA0RRLL N9 the computer

computer readable media at said computer terminal, the computer readable
media storing:
10 (a) an address for accessing said gateway server; and
(b)  programming instructions directing said computer terminal to
access said gateway server at the stored address via said telecommunications
lines; and
a first data structure at the gateway server storing:
15 (a) a database storing at least one profile correlated to a profile
identifier, said profile including an access criterion;
(b)  programming instructions directing the receipt of a profile
identifier at said server communications device;
(c) programming instructions directing the accessing of a profile
20 identified by said profile identifier;
(d) programming instructions determining whether said access
criterion is satisfied;
(e) programming instructions disconnecting the computer

terminal if said access criterion is not satisfied; and
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termnal if said access criterion is not satisfied; and 19 WD 01/ 055861
PCT/ US01/ 02836 (f) programming instructions allow ng the conputer term nal
conput er wetomosigenccess if said access criterion is sati sfrcadiSol/@s3dhe
system of claim 11 wherein at |east one of said access criterion is the 5
time of day. 13. The sy€)em BrogEmynipginstiyctipes floxing tigcomprter rmingl d access
criterionis the day of the week. 10 14. The system of claim 11 wherein
said profile additcanpltérynetwotkadcnsss dfisabtaoestcritdvndmnsaisfiedi | abl e to the
user and the gateway server continuously decrenments said account bal ance
by the tinme el apsed during access to the conputer network. 15. In the
systemof claim14 in which said conputer term nal includes a display, 15
the system further.co i Si rogramm.ng .i nstructions stor.ed. at. the first
data Structule di TECHHG: Phead DIy LbrVERT prs S saioier draopdbMeent | ng
t he account balance to the conputer term nal for display thereat. 16. The
system &f cl atimePfdeherein sai d tel ecormunications lines include a 20
public switched tel ephone network and said profile identifier includes
automatic nunber identification data fromsaid public switched tel ephone
network identifying the telephone nunber fromwhich a conputer termnal is
connect i ng. 20; VO #44 Q5804 BT WSMERRBRAcast fne b IR DL PereRL 181 |1 N0
access of a computer term na haV|ng a termnal  comuni cations device

connected to 3e| efct m‘runli(cati ons lines to a conputer
ay of the week.

10 14.  The system of claim 11 wherein said profile additionally contains an account
balance available to the user and the gateway server continuously decrements said

account balance by the time elapsed during access to the computer network.

15.  In the system of claim 14 in which said computer terminal includes a display,
15 the system further comprising programming instructions stored at the first data
structure directing the gateway server to transmit data representing the account

balance to the computer terminal for display thereat.

16.  The system of claim 11 wherein said telecommunications lines include a
20 public switched telephone network and said profile identifier includes automatic
number identification data from said public switched telephone network identifying

the telephone number from which a computer terminal is connecting.
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network via a gateway server having a first data structure and a server
communi cati ons devi ce accessible via telecomunications |ines at a

pr edet er mvoed/osBeaddr ess, conpri sing: providi ng conput er Preadmbl/essedi a at
said computer termnal, said readable nedia storing an address for

accessi ng sai #7.gat duagthedfurcontrplingiegsasgoha epmpmaiiermainal hying 3 tefmigat a
structure storing at |least one profile correlated to a profile identifier,
said profile tommudicagoranieaize @ssndctedao pelédonthurifatiohe linesnputcempuer m nal
accessing said gateway server at the predetermined address via said

t el ecommuni cah&Rdgk Ha%?g%?te&é"n gﬂ%@ﬁ}i‘ﬁ}{g § HrM Qlata BGEIuYd AU Aspb@f 11 € i dentifier

at said server comuni<cati vice; providing a chrononeter at the
gateway server and determning the tine of 15 day of..the conputer. term nal
access! the. gHYBTICALTSAVISE RSl Vi foresP RO LA At GATHCERBIGT of | | o
identifier received; the gateway server determ ning whether the conputer

term naP accesddrisscomprisimg ed during the access tinme period; 20 if the
conputer term nal access has occurred during the access tine period in the

profile, the gatewsivsdihy esmphteOrwhdubld MediaRsEs tomputeopinal, sdidreddable
access to the conputer network; and 21 WO 01/ 055861 PCT/ US01/02836 if the

conputer ter nhr%gia S?‘%C‘@%za% m%sg?&r&gg&g%g%gﬁ%u% 8s5113/§r' access time period in

the profile, e ga y server nyi n equest 1 ig conputer term nal

providing a database at the first data structure storing at least one profile
correlated to a profile identifier, said profile including an access time period,
10 the computer terminal accessing said gateway server at the predetermined
address via said telecommunications lines;
the gateway server receiving a profile identifier at said server
communications device;
providing a chronometer at the gateway server and determining the time of
15 day of the computer terminal access;
the gateway server accessing a profile associated with the profile identifier
received,;
the gateway server determining whether the computer terminal access has
occurred during the access time period,;
20 if the computer terminal access has occurred during the access time period in
the profile, the gateway server allowing the requesting computer terminal access to

the computer network; and
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access to the conputer network. 5 18. In the nethod of claim17 in which at
| east one of the conputer termnals conmunicates to the gateway server via
a public woiotobssel t el ephone network, the step of receivi rRgTiUsHhDO288d | ON

identifying the coér}gut er termnal conprising the e(?at eway server receiving

aut omati c nunber i Hehe Fempier GHat accessdias BOtAsEYIred duifgtpagreteli®phone

network identifying the tel ephone nunber fromwhich a 10 conputer term nal
i s requesti ngperi® inAhsysifidenthogatewanyt sedvdridegyiag dessqustiag @dmpuwaén teymiohl
conputer termnals to a conputer network, conprising: a gateway server

havi ng accessa(gcgssttgqhé:%mwtgrné@@gwr k, said gateway server 15 having a
server communi cations devl ce accessible via tel ecomunications lines at a

predet ermi ned address; a chrononeter comunicating with said gateway
server; a conputer term nal having a term nal comruni cations device
connected to said public comunications |ines; 20 conputer readable nedia
at sai dSconpuf®r t & themagthod pleclaionpblinewhick atilgpst ene pbthegomputer tgminady an
address for accessing said gateway server; and 22 WO 01/055861

PCT/ US01/ 02836omindhicefed 85 tieTBattivaly R8ivetiiaiaqiubliclbwielednglesiing netovonkit the
termnal to access said gateway server at the stored address via said

t el ecommuni Caglje;? 3P reclef-vﬂlegsihfoqﬂl%ign Heﬁﬁf‘yiﬁjgaﬁ]% C&InEJHt%I' Hrhirfat cérﬂﬁnﬂﬁé fgay server

storing:

gateway server receiving automatic number identification data from a public
switched telephone network identifying the telephone number from which a

10 computer terminal is requesting.

19. A system for controlling access of a plurality of computer terminals to a
computer network, comprising:
a gateway server having access to the computer network, said gateway server
15 having a server communications device accessible via telecommunications lines at a
predetermined address;
a chronometer communicating with said gateway server,
a computer terminal having a terminal communications device connected to
said public communications lines;
20 computer readable media at said computer terminal, the computer readable
media storing;

(a) an address for accessing said gateway server; and
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5 (a) a database storing at |east one profile correlated to a profile
identifier, said profile including an access tinme period; (b) programm ng

i nstruct iwo9udsisecti ng the receipt of a profile identifi @CTASOFeA8G6 server
comuni cations device; (c) programm ng instructions diirecting conmupi cation
with said 10 chrononet @) t oPHBfaRHNgEN§tRIstipRsdiresting sajd pmpwer eHRwaL tor
termnal access; (d) programming instructions directing the accessing of a
profile identifi eacdess sanl ghtewaf seheer atlthatsiokedaddrdse yiapratige oo mgnications
instructions determ ning whether the profile identifier was received
during the access fjjdeperiod;, 15 (f) progranm ng instructions

di sconnecting the conputer terminal if conputer terminal access has
occurred during the.access, tine ri od; and progranm ng i nstructions
al | owi ng the corrpu?glfs(%?igﬁarﬁmﬁtiure%gﬁ%ﬁﬁgwaynm?’i?rlggcess if the conputer
term nal access has not occurred 20 during the access tinme period. 20. In
the sysfem of claim 19 @erehdatghisg stoenng@b%wmnemqfdﬁgomlh@é 1 meraide a
public switched tel ephone network and said profile identifier includes

automati c 23 WO OideRBHE&6Iai PpldlUShbifi2G34n acaesshigie pedid] i fi cati on data from
said public switched tel ephone network 1dentifying the tel ephone nunber

fromwhich a conputer tﬁﬁimngﬁlloﬁ%mﬁﬂ&gﬁ%mc{lgns (figecgé%fﬁaetrg%tfo?% Sfkrol I'ing

access of a conputer te avl ng erm na onmuni cati ons devi ce

connected to tel ecpdmmpi cati,gns lines to a.conputer
1dentifier at said server communications evice,

(c) programming instructions directing communication with said

10 chronometer to determine the time of day of the computer terminal access;

(d)  programming instructions directing the accessing of a profile
identified by said profile identifier;

(e) programming instructions determining whether the profile
identifier was received during the access time period,

15 63) programming instructions disconnecting the computer
terminal if computer terminal access has occurred during the access time
period; and

(2) programming instructions allowing the computer terminal
computer network access if the computer terminal access has not occurred

20 during the access time period.

20.  In the system of claim 19 wherein said telecommunications lines include a

public switched telephone network and said profile identifier includes automatic
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network via a gateway server having a first data structure and a server
communi cati ons devi ce accessible via tel econmunications lines at a

pr edet er rwoad/053ddr ess, conpri sing: providing conputer readallsel/nmsdé a at
said conputer termnal,_ said readable 10 media storing an address. for
accessi ng sai Bugheadentificanon data srosysaid peblic swdicherhtetephong priwprk identifying
structure storing at |least one profile correlated to a profile identifier,
said profile theaklephong rumbec fomnwhishlaaomputer beemirminpudoanedtiagm nal accessi ng
said gateway server at the predeterm ned address via said

tel econmuni cations lines; 15 the gateway server receiving a profile
identifier at said server comrunications device; the gateway server
accessing a profile associ.ated wi.th the ofile . identifier. received; the
gat evay servoP det SriemeA s arar g 2onss B R o wuninal Ravind el | n 20
the accessed profile; if an account bal ance remains in the profile, the
gat eway Jser vefommugigiaiienst deviceconnastadita deleepmpugrdeations nesdp azea@ytert o t he
conput er network; and if no account balance remains in the profile, the

gat eway ser Vvehetthenlyviat gdi@vay RekE Hhving a ERsMtastrutRFdMandad sepagess to the
conput er network. 24 WO 01/055861 PCT/US01/02836 22. In the nethod of

omput er et vork. 24 22. ] d of
Furt her conpr 181 Ry CALo BRI Feea b IF 1ot (oS BL E¥ed OIS 1o

term nal representing the account bal ance for display thereat.
P ac?c?ress, ccgmprlsemg: pray

providing computer readable media at said computer terminal, said readable
10 media storing an address for accessing said gateway server;
providing a database at the first data structure storing at least one profile
correlated to a profile identifier, said profile including an account balance;
the computer terminal accessing said gateway server at the predetermined
address via said telecommunications lines;
15 the gateway server receiving a profile identifier at said server
communications device;
the gateway server accessing a profile associated with the profile identifier
received;
the gateway server determining whether a balance remains in the account in
20 the accessed profile;
if an account balance remains in the profile, the gateway server allowing the
requesting computer terminal access to the computer network; and
if no account balance remains in the profile, the gateway server denying the

requesting computer terminal access to the computer network.
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5 23. In the nethod of claim21 in which at |east one of the conputer
termnals comunicates to the gateway server via a public sw tched

t el ephonewoatinssski the step of receiving information i demdrfusongessée
conputer term nal conprising the at eway server receiving automatic nunber
i denti ficati of?-dat B the gathodniinlaim Zlsigiwhitespid eorapreniermdalygedesfent i fyi ng
the tel ephone nunber fromwhich a 10 conputer termnal is requesting. 24.
The met hod of display,nth@ hefhodtfighercompristignie gdiewgadeevanyrananiteng dataiohet he
conput er network access and continuously decrenenting said account bal ance
by the time @drﬁﬁﬁ&qeﬂﬁ%?l%pﬁﬁé}ﬂﬁ thPadcBEntGATRE £ dMplaYAndreatl> 25. A system
for controlling access of a plurality of conputer termnals to a conputer
network, conprising: a gateway server having access to the conputer
networ k, said gateway server having a server comunications device
accessible via tel ecommunications lines at a 20 predeterm ned address; a
comput e? tern?hal hethe method efraldinmal 1 inovirichnktdeast engsoldtde cempetenteaminals t o

sai d public conmunications |ines; conputer readable nedia at said conputer
termnal, thecsiomphicses foche ghle®ay BBevis b @ubi@swikdhel 216086 b&6/brk, the

PCT/ US01/ 02836 (a) an address for accessing said gateway server; and (b)

programmi ng i L: drrect | } j ‘o ss said
Gat anay. sor ver bt VIR SREROT ek theBERoh el REMHR orh i e
gateway server receiving automatic number identification data from a public

switched telephone network identifying the telephone number from which a

10 computer terminal is requesting.

24.  The method of claim 21 further comprising the gateway server timing the
computer network access and continuously decrementing said account balance by

the time elapsed during access to the computer network.

15
25. A system for controlling access of a plurality of computer terminals to a
computer network, comprising:
a gateway server having access to the computer network, said gateway server
having a server communications device accessible via telecommunications lines at a
20 predetermined address;

a computer terminal having a terminal communications device connected to
said public communications lines;
computer readable media at said computer terminal, the computer readable

media storing:
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lines; and 5 a first data structure at the gateway server storing: (a) a
dat abase storing at |east one profile correlated to a profile identifier,
sai d profwbatiosssbudi ng an account bal ance; (b) programi n@CrTnspI/assé ons
directing the receipt of a profile identifier at said server

comuni cations device; {® (cpnpiddgrsdenpergssingstaidgatewnsseiareandi ng t he
accessing of a profile identified by said profile identifier; (d)

progranm ng instructiongb)det pragramimihgrihstiiveionadipatiagesid compaienterininat toe
account in the accessed profile; (e) progranmm ng instructions di sconnecting

the conputer 15 tgraiiglg %;Ite\%& SEFQ YN he R raD S firEsS T srﬁi%d tefidmbduhications

programm ng instructions alflow'ng the conputer term na conput er networ k
access if an accoupt bal ance remains. 26. In the systemof claim25 in
whi ch said conput el nal includes a display, 20 the system further
conprising programm ng instructions stored at the first data structure
directi Ag the gat eadiystslerastructure atrthergatewayisereerstgsingsent i ng t he account
bal ance to the conputer terminal for display thereat. 26 WO 01/ 055861

PCT/ US01/02836 27. In {d)e sysa@baseistdiingiailedbt dnd prétileoatlale@ash prife of the
conputer termnals comunicates to the gateway server via a public

switched tel ephoneid%g{i}?@]{’ E%ig&’np(?‘}%gﬁk%%q é‘l}%of.xﬁ}%tafa%é'i ons directing receipt

. . i .
of information a conputé co sing the gdteway server receiving

automatic nunber identification data from . . ,
(b)  programming instructions directing the receipt of a profile

identifier at said server communications device;
10 (©) programming instructions directing the accessing of a profile
identified by said profile identifier;
(d)  programming instructions determining whether a balance
remains in the account in the accessed profile;
(e) programming instructions disconnecting the computer
15 terminal if no account balance remains; and
® programming instructions allowing the computer terminal

computer network access if an account balance remains.

26. In the system of claim 25 in which said computer terminal includes a display,
20 the system further comprising programming instructions stored at the first data
structure directing the gateway server to transmit data representing the account

balance to the computer terminal for display thereat.
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5 the public switched tel ephone network identifying the tel ephone nunber
fromwhich the conputer termnal is requesting. 28. A nethod for

control | iwg oaossss of a conputer term nal, said conputer PCEUsINGIS36
operating under the direction of an operatlng syste havi ng a ternlnal 10
communi cat i ond’ devitbesyHpRaf slpimaSgnpthich %téPaéE@#ﬁﬁlf rihe seMBIer termialst o g
conputer network via a gateway server having a first data structure and a
server comuneomantaes tdethe@ateaayassieblia ayiublip sliteleditaeptomemetwarktthens
lines at a predeternined address, conprising: providing renpvable conputer

readabl e medi gritad@ing RAARYLRYE dir&tinl Pédei to%ﬁf@ﬁbgloh‘%%ﬂﬁ;u?er REdiiflst oring

an address for accessing said gateway server and a profile identifier;
providing a database at the first data.str re st.ori | ea
Drofi e corr EAbRINE fregaupiseRer tenvih pomais iR R Eiioh o
access criterion; progranmm ng instructions at the renovabl e conput er
readabl & nedi thegmblip sedehadgeleheonspstwark idensifsing theetelephenequimbet &rom whigh nal
to access said gateway server at the stored address via said
t el econmuni catHedsnputdr@srmihdliotdquéstiagi ng sai d  programmi ng instructions at
the conputer termnal; programm ng instructions at the renovabl e conputer
readable nedia directing the operating systemat the conputer termnal to
transmt the stored profile 27 WO 01/055861 PCT/US01/02836 identifier to
t he gat eway rver wWithoyt, storipg said programmng instrugtions at the
conput er ter nthal Atlﬁsthaﬁtf%rv@ytrgﬁm@ﬁcea&eég g?fﬂgutsr FBHAL S49 SOUEN%T ed i t h
the profile identlfler

terminal operating under the direction of an operating system, having a terminal

10 communications device connected to public telecommunications lines to a computer
network via a gateway server having a first data structure and a server
communications device accessible via public telecommunications lines at a
predetermined address, comprising:

providing removable computer readable media at said computer terminal,
15 said readable media storing an address for accessing said gateway server and a
profile identifier;
providing a database at the first data structure storing at least one profile
correlated to a profile identifier, said profile including an access criterion;
programming instructions at the removable computer readable media

20 directing the operating system at the computer terminal to access said gateway
server at the stored address via said telecommunications lines without storing said
programming instructions at the computer terminal,

programming instructions at the removable computer readable media

directing the operating system at the computer terminal to transmit the stored profile
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received; 5 the gateway server determ ning whether the access criterion in
the profile is satisfied; if said access criterion is not satisfied, the
gat eway swpwensisenyi ng the requesting conputer term nal RCTASS1/0233¢ he
Internet; if said_access criterion is satisfied, the gateway server

al | owi ng the r@au’@grttpﬁbe gatew R SREVRT SYithout $tPHBg sed pragganpingrastiuctiapnaithe and
nmonitoring said Internet access and di sconnecting said conputer termnal if
at any time dosmpget feeminat;er net access said access criterion is not
satisfied. 29. The nethod of claim 28 wherein the access criterion is the

account bal ance 1ﬁ1e$atév-bd§'?ser\%9 acc-EE%‘?ngT?FMe so&hidll WithGh PRI RehdigerPr of 1 1 €

further includes predefinéd content Triteria, the nethod further

conpri si ng m)peitori.ng the Internet access and intercepting any |nternet
transmissi ons G&FFed in the content criteria. 20 31. The nethod of claim
28 wherein said conputer termnal utilizes an Internet browser to receive
| nternef transm sstheraatewayeserwer Hetgrminingtiehetes s aosessgritesiongn dherprafle is
instructions at said renovabl e conputer readable nedia directing the 28 WO
01/ 055861 PCT4dusflgd;02836 | aunch of said Internet browser and directing the
Internet browser to a predetermned Internet address. 32. A systemfor

cont ol 11 ng & USer i(& A0RERS oiferloiSs hALBHARL, 1EQIRLS| B BurliiAhgnay ser ver
havi ng access to the Internet, said gateway’ server having a
requesting computer terminal access to the Internet;
if said access criterion is satisfied, the gateway server allowing the requesting
10 computer terminal access to the Internet; and

monitoring said Internet access and disconnecting said computer terminal if

at any time during the Internet access said access criterion is not satisfied.

29. The method of claim 28 wherein the access criterion is the account balance

15 of time.

30.  The method of claim 28 wherein the profile further includes predefined
content criteria, the method further comprising monitoring the Internet access and
intercepting any Internet transmissions defined in the content criteria.

20
31.  The method of claim 28 wherein said computer terminal utilizes an Internet
browser to receive Internet transmissions, the method further comprising

programming instructions at said removable computer readable media directing the
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server communi cations device accessible via public tel ecomunications |ines
at a predeterm ned address; a conputer term nal having a term na

comuni cawoan®siseri ce connected to said public tel ecomumcaatSooms3ss i nes,
said conputer term nal operating under_ the 10 direction of an operating
system renovispe oailinggrmetdsensar anddipeingrthe Hiternetdrpuses fo # gredeieamnined he
conputer readable nedia storing: (a) an address for accessing said gateway
server; (b) pIngneradidregs.i nstructions directing said operating systemto 15
access said gateway server at the stored address via said public

t el econmuni cations |ines without storing said programm ng instructions at
said conputer termnal; (c) a profile identifier; and (d) programm ng

instructions gdirecting the transm ssion, of said O profile.i.dentifier to
sai d gat enay g%r ve%‘x S\X/?tFﬂ’of‘?f C%?tbqﬁ{p%a Ui g aﬁ?eéwoamg?fﬁgleﬁr‘fg?lpﬂﬁlflg‘ons at said
conputer termnal; and a first data structure at said gateway server
storing® (a) a dat aBatswagsevemkpving dceess to thednisrnst,ispid gatway| sgivet havinga
profile identifier, said profile including an access criterion; 29 WO

01/ 055861 PCT4dpét bo@idfication] deViedicasssibigviapabli¢ildcomeuitidacions livgs ahe
receipt of a profile identifier at said server conmunications device and

t he access of px%d&%&fliinle&’ad&rgs%?“ fied by said profile identifier;

a computer terminal having a terminal communications device connected to
said public telecommunications lines, said computer terminal operating under the
10 direction of an operating system,
removable computer readable media at said computer terminal, the computer
readable media storing:
(a) an address for accessing said gateway server;
(b)  programming instructions directing said operating system to
15 access said gateway server at the stored address via said public
telecommunications lines without storing said programming instructions at
said computer terminal,
© a profile identifier; and
(d)  programming instructions directing the transmission of said
20 profile identifier to said gateway server without storing said programming
instructions at said computer terminal; and
a first data structure at said gateway server storing:
(a) a database storing at least one profile correlated to a profile

identifier, said profile including an access criterion,
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(c) programm ng instructions determ ning whether said access 5 criterion
is satisfied; (d) programm ng instructions di sconnecting said conputer

term nal wDasss6nccess criterion is not satisfied; (e) pragrEoNIsge
instructions allowi ng the conputer termnal, Internet access if said access
criterion is satisfied; &nd PrgammpizIgstaiiPRydiresting theeeflt ddmrelei ng said
I nternet access and disconnecting said conputer termnal if at any tine
duri ng the | nternetdentifiees saidaeyeacanmasnicatidns rdievice aisd thetacsas 0654 pwfile 33. The
system of claim 32 wherein the access criterion is the account bal ance of

15 tinme. 34. The syghfMe®by gdig.%mfﬁgid@ﬂgﬁ@ri. n the profile further includes
predefined content criteria, the systemfurther conprising progranm ng

instructions at the gateway server.di.recti.n e gate server to nonitor
the Internet access and 820 PHEIREHE lgﬁwaﬂgseé‘??%rf‘g?lpﬁ%hﬁF%ﬁgccﬁéﬁ‘i ned in
the content criteria. 35, The systemof claim 32 further conprising:

| nterne® browser atrigdpd icwHpiiedr term nal receiving | nternet

transm ssions; and 30 WD 01/ 055861 PCT/ US01/ 02836 progranm ng

instructions at said re@vabbgganpiiginstietdaddiscomeitmgdhidadipagrt he | aunch
of said Internet browser and directing the Internet browser to a

predet erm ned I nt efdglnAtlheFcakihlerdoliShShudkaess i s alloved by said

gat eway server.

(e) programming instructions allowing the computer terminal
Internet access if said access criterion is satisfied; and
10 63) programming instructions monitoring said Internet access and
disconnecting said computer terminal if at any time during the Internet

access said access criterion is not satisfied.

33.  The system of claim 32 wherein the access criterion is the account balance of

15 time.

34.  The system of claim 32 wherein the profile further includes predefined
content criteria, the system further comprising programming instructions at the
gateway server directing the gateway server to monitor the Internet access and

20 intercept any Internet transmissions defined in the content criteria.

35.  The system of claim 32 further comprising:
Internet browser at said computer terminal receiving Internet transmissions;

and
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programming instructions at said removable computer readable media
directing the launch of said Internet browser and directing the Internet browser to a
predetermined Internet address after Internet access is allowed by said gateway

server.
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