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LOCK MANAGEMENT METHOD IN CLUSTER, LOCK SERVER,

AND CLIENT

TECHNICAL FIELD

[0001] The present invention relates to the field of information technologies, and in particular,

to a lock management method in a cluster, a lock server, and a client.5

BACKGROUND

[0002] A cluster includes multiple clients, and in order to obtain a processing permission, such

as a write permission or a read permission, of a shared resource in the cluster, a client needs to

apply to a lock server in the cluster for a processing permission, which is generally referred to as

applying for a lock. Generally, the write permission is also referred to as a write lock or an10

exclusive lock, and the read permission is referred to as a read lock or a shared lock.

[0003] In the prior art, in a manner of applying for a write lock by a client, as shown in FIG. 1,

a cluster includes a lock server, a client A, and a client B. The client A writes an identifier of the

client A into a memory address of the lock server by using the Remote Direct Memory Access

(Remote Direct Memory Access, RDMA) protocol, for example, applying to the lock server for a15

write lock by using an atomic operation Compare-and-Swap in the RDMA protocol, that is, the

client A obtains a write lock by applying to the lock server, that is, the write lock is allocated to the

client A. The client B applies to the lock server for the write lock by using the Compare-and-Swap,

the lock server returns the identifier of the client A to the client B, and the client B applies to the

client A for the write lock by using the Compare-and-Swap and according to the identifier of the20

client A. Before the client A releases the write lock, the client B is in a write lock waiting state.

[0004] In an implementation solution of the prior art, when the client A is faulty, because the

lock server does not know that the client B is in a write lock waiting state, the client B cannot obtain

the write lock by means of application, and is constantly in the write lock waiting state. It can be

known from the foregoing description that, the lock server in the prior art can obtain a lock state of25

only one current client.
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SUMMARY

[0005] According to a first aspect, an embodiment of the present invention provides a lock

management method in a cluster, where the cluster includes multiple clients and a lock server, the

lock server includes an interface card and a memory, and the memory stores a write lock request

queue, a write lock allocation identifier, and a read lock allocation count; the write lock request5

queue is used to record identifiers of clients in the cluster, including an identifier of a client that is

in a write lock waiting state for a shared resource and an identifier of a client that obtains a write

lock for the same shared resource, the write lock allocation identifier is used to indicate whether the

write lock for the shared resource is allocated, and the read lock allocation count is used to indicate

a quantity of read locks allocated for the shared resource; and the lock management method10

includes: receiving, by the interface card, a first write lock request sent by a first client in the

multiple clients, where the first write lock request carries an identifier of the first client and a

memory address of a queue head of the write lock request queue; writing the identifier of the first

client into the memory address of the queue head of the write lock request queue; querying, by the

interface card, the read lock allocation count to determine whether a read lock has been allocated,15

and when the read lock is not allocated, setting the write lock allocation identifier to a write lock

allocated state; and sending a message to the first client, to indicate that the first client obtains the

write lock; and

when the read lock has been allocated, sending a second message to the first client,

where the second message indicates that the first client is in a write lock waiting state. In this20

embodiment of the present invention, by using the write lock request queue, the write lock

allocation identifier, and the read lock allocation count in the memory, the lock server can determine

that the client obtains the write lock and waits for the write lock.

[0006] With reference to the first aspect, in a first possible implementation manner, the cluster

further includes a second client, and the method further includes: receiving, by the interface card, a25

second write lock request sent by a second client in the multiple clients, where the second write

lock request carries an identifier of the second client and a first memory address in the write lock

request queue; and the first memory address is a memory address which is in a sequence from the

queue head to a queue tail and into which the identifier of the second client can be written, except

the memory address of the queue head of the write lock request queue; writing, by the interface card,30

the identifier of the second client into the first memory address in the write lock request queue; and

sending, by the interface card, a message to the second client to indicate that the second client is in

a write lock waiting state. Therefore, the lock server can determine, by using the write lock request

queue, a client that is in a write lock waiting state. Optionally, the first memory address is a first
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[0019] With reference to the second aspect, in a first possible implementation manner, the first

write lock request and the second write lock request further carry a lock lease, where the lock lease

is used to indicate a validity period of the write lock. The lock server may release an expired write

lock of the first client according to the lock lease, to prevent the first client from occupying the

write lock for a long time.5

[0020] With reference to the second aspect, in a second possible implementation manner, after

the first client obtains the write lock, the method further includes: sending, by the first client, a

write lock release request to the interface card, where the write lock release request carries the

memory address of the queue head of the write lock request queue.

[0021] With reference to the second possible implementation manner, in a third possible10

implementation manner, the method further includes: sending, by the first client, a write lock

request query message to the interface card, where the write lock request query message carries a

next memory address following the queue head of the write lock request queue, receiving a write

lock request query response message sent by the interface card, where the write lock request query

response message carries a client identifier stored in the next memory address following the queue15

head of the write lock request queue, and sending, by the first client according to the client

identifier carried in the write lock request query response message, a notification to a client

corresponding to the client identifier stored in the next memory address following the queue head of

the write lock request queue, to instruct the client to apply for the write lock.

[0022] With reference to the second possible implementation manner, in a fourth possible20

implementation manner, the method further includes: sending, by the first client, a write lock

request query message to the interface card, receiving a write lock request query response message

sent by the interface card, where the query response message carries an identifier and a write lock

priority, which are recorded in the write lock request queue, of a client in a write lock waiting state,

determining, by the first client, a client with a highest write lock priority according to the write lock25

request query response message, and sending, by the first client, a notification to the client with the

highest write lock priority, to instruct the client with the highest write lock priority to send a write

lock request to the interface card.

[0023] According to a third aspect, an embodiment of the present invention provides another

lock management method in a cluster, where the cluster includes a first client and a lock server, the30

lock server includes an interface card and a memory, and the memory stores a read lock request

queue and a write lock allocation identifier; the read lock request queue is used to record an

identifier of a client that is in the cluster and that is in a read lock waiting state or obtains a read

lock for a same shared resource, and the write lock allocation identifier is used to indicate whether a
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read lock request queue and into which the identifier of the first client can be written. The read lock

request queue in the memory of the lock server may record multiple clients; therefore, the lock

server may confirm a read lock status of multiple clients, that is, whether the multiple clients are in

a read lock waiting state or obtain a read lock. Optionally, the first memory address is a first

memory address which is in the sequence from the queue head to the queue tail of the read lock5

request queue and into which the identifier of the first client can be written.

[0028] With reference to the third aspect, in a fifth possible implementation manner, the first

read lock request further carries a lock lease, where the lock lease is used to indicate a validity

period of a read lock, and when the lock lease expires, the lock server may release the read lock in

time.10

[0029] With reference to the second possible implementation manner of the third aspect, in a

sixth possible implementation manner, the method further includes: receiving, by the interface card,

a read lock release request sent by the first client, where the read lock release request carries the

first memory address which is in the read lock request queue and in which the identifier of the first

client is stored;15

decreasing, by the interface card, the read lock allocation count in the memory according

to the quantity of read locks allocated to the first client; and

deleting, by the interface card, the identifier of the first client from the first memory

address in the read lock request queue. The first client releases the read lock, so that the lock server

may allocate the write lock. Optionally, the first client sends a read lock release request according to20

a notification of another client that applies for the write lock.

[0030] With reference to the second possible implementation manner of the third aspect, in a

seventh possible implementation manner, when the first client becomes faulty after obtaining the

read lock, the method further includes:

decreasing, by the interface card, the read lock allocation count in the memory according25

to the quantity of read locks allocated to the first client; and deleting, by the interface card, the

identifier of the first client from the first memory address in the read lock request queue. When the

first client becomes faulty after obtaining the read lock, the interface card of the lock server releases

the read lock of the first client, to prevent the faulty client from holding the read lock for a long

time. Optionally, the interface card may determine, according to a notification of another client, that30

the first client is faulty, and then release the read lock held by the first client.

[0031] According to a fourth aspect, an embodiment of the present invention provides another

lock management method in a cluster, where the cluster includes multiple clients and a lock server,

the lock server includes an interface card and a memory, and the memory stores a read lock request
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second client, the lock server includes an interface card and a memory, and the memory stores a

write lock request queue and a write lock allocation identifier; an identifier of the first client is

stored in a memory address of a queue head of the write lock request queue, the write lock request

queue further stores an identifier of the second client, the write lock allocation identifier indicates

that a write lock has been allocated, the first client obtains the write lock for a shared resource, and5

the second client is in a write lock waiting state for the shared resource; and the lock management

method includes: receiving, by the interface card, a write lock release request of the first client,

where the write lock release request carries the memory address of the queue head of the write lock

request queue; deleting, by the interface card, the identifier of the first client from the write lock

request queue according to the memory address of the queue head of the write lock request queue;10

receiving, by the interface card, a write lock request query message sent by the first client, where

the write lock request query message carries a memory address which is in the write lock request

queue and in which the identifier of the second client is stored; sending, by the interface card, a

write lock request query response message to the first client, where the write lock request query

response message carries the identifier of the second client; receiving, by the interface card, a write15

lock occupation request sent by the first client, where the write lock occupation request carries the

identifier of the second client and the memory address of the queue head of the write lock request

queue; and writing, by the interface card, the identifier of the second client into the memory address

of the queue head of the write lock request queue. In this embodiment of the present invention,

when the first client releases the write lock, the write lock is directly allocated to a client that is in a20

write lock waiting state and that is recorded in the write lock request queue.

[0038] With reference to the fifth aspect, in a first possible implementation manner, the memory

address which is in the write lock request queue and in which the identifier of the second client is

stored is a next memory address following the queue head of the write lock request queue.

Therefore, the client whose identifier is stored in the next memory address following the queue head25

of the write lock request queue preferentially obtains the write lock.

[0039] With reference to the fifth aspect, in a second possible implementation manner, the write

lock request queue further stores a write lock priority of the second client, where the write lock

priority of the second client is the highest among clients t

[0040] hat are in a write lock waiting state and that are recorded in the write lock request queue.30

Therefore, the client with the highest write lock priority among the clients that are in the write lock

waiting state and that are recorded in the write lock request queue preferentially obtains the write

lock.

[0041] According to a sixth aspect, an embodiment of the present invention provides another
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lock management method in a cluster, where the cluster includes a lock server, a first client, and a

second client, the lock server includes an interface card and a memory, and the memory stores a

write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; an identifier of the first client is stored in a memory address of a queue head of

the write lock request queue, the read lock request queue stores an identifier of the second client,5

the write lock allocation identifier indicates that a write lock has been allocated, the read lock

allocation count is 0, the first client obtains the write lock for a shared resource, and the second

client is in a read lock waiting state for the shared resource; and the lock management method

includes: receiving, by the interface card, a write lock release request sent by the first client, where

the write lock release request carries the memory address of the queue head of the write lock10

request queue; setting, by the interface card, the write lock allocation identifier to a write lock

unallocated state; deleting, by the interface card, the identifier of the first client from the write lock

request queue according to the memory address of the queue head of the write lock request queue;

receiving, by the interface card, a read lock request query message sent by the first client; sending,

by the interface card, a read lock request query response message to the first client, where the read15

lock request query response message carries the identifier of the second client; receiving, by the

interface card, a read lock allocation count modification request sent by the first client; and

increasing, by the interface card, the read lock allocation count in the memory according to the read

lock allocation count modification request. When the write lock of the first client is released, a read

lock is directly allocated to a client that is in a read lock waiting state and that is recorded in the20

read lock request queue.

[0042] According to a seventh aspect, an embodiment of the present invention provides another

lock management method in a cluster, where the cluster includes a lock server, a first client, and a

second client, the lock server includes an interface card and a memory, and the memory stores a

write lock request queue and a write lock allocation identifier; an identifier of the first client is25

stored in a memory address of a queue head of the write lock request queue, the write lock request

queue further stores an identifier of the second client, the write lock allocation identifier indicates

that a write lock has been allocated, the first client obtains the write lock for a shared resource, and

the second client is in a write lock waiting state for the shared resource; and the lock management

method includes: sending, by the first client, a write lock release request to the interface card, where30

the write lock release request carries the memory address of the queue head of the write lock

request queue; when the interface card deletes the identifier of the first client from the write lock

request queue according to the memory address of the queue head of the write lock request queue,

sending, by the first client, a write lock request query message to the interface card, where the write
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lock request query message carries a memory address which is in the write lock request queue and

in which the identifier of the second client is stored; receiving, by the first client, a write lock

request query response message sent by the interface card, where the write lock request query

response message carries the identifier of the second client; sending, by the first client, a write lock

occupation request to the interface card, where the write lock occupation request carries the5

identifier of the second client and the memory address of the queue head of the write lock request

queue; receiving, by the first client, a write lock occupation request response sent by the interface

card, indicating that the identifier of the second client is written into the memory address of the

queue head of the write lock request queue; and sending, by the first client, a notification to the

second client, where the notification indicates that the second client obtains the write lock. When10

the first client releases the write lock, the write lock is directly allocated to a client that is in a write

lock waiting state and that is recorded in the write lock request queue.

[0043] With reference to the seventh aspect, in a first possible implementation manner, the

memory address which is in the write lock request queue and in which the identifier of the second

client is stored is a next memory address following the queue head of the write lock request queue.15

Therefore, the client whose identifier is stored in the next memory address following the queue head

of the write lock request queue preferentially obtains the write lock.

[0044] With reference to the seventh aspect, in a second possible implementation manner, the

write lock request queue further stores a write lock priority of the second client, where the write

lock priority of the second client is the highest among clients that are in a write lock waiting state20

and that are recorded in the write lock request queue. Therefore, the client with the highest write

lock priority among the clients that are in the write lock waiting state and that are recorded in the

write lock request queue preferentially obtains the write lock.

[0045] According to an eighth aspect, an embodiment of the present invention provides another

lock management method in a cluster, where the cluster includes a lock server, a first client, and a25

second client, the lock server includes an interface card and a memory, and the memory stores a

write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; an identifier of the first client is stored in a memory address of a queue head of

the write lock request queue, the read lock request queue stores an identifier of the second client,

the write lock allocation identifier indicates that a write lock has been allocated, the read lock30

allocation count is 0, the first client obtains the write lock for a shared resource, and the second

client is in a read lock waiting state for the shared resource; and the lock management method

includes: sending, by the first client, a write lock release request to the interface card, where the

write lock release request carries the memory address of the queue head of the write lock request
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queue; when the interface card sets the write lock allocation identifier to a write lock unallocated

state and deletes the identifier of the first client from the write lock request queue according to the

memory address of the queue head of the write lock request queue, sending, by the first client, a

read lock request query message to the interface card; receiving, by the first client, a read lock

request query response message sent by the interface card, where the read lock request query5

response message carries the identifier of the second client; and sending, by the first client, a read lock

allocation count modification request to the interface card. When the first client releases the write lock,

a read lock is directly allocated to a client that is in a read lock waiting state and that is recorded in the

read lock request queue.

[0046] According to a ninth aspect, an embodiment of the present invention provides another10

lock management method in a cluster, where the cluster includes a lock server, a first client, and a

second client, the lock server includes an interface card and a memory, and the memory stores a

write lock request queue and a write lock allocation identifier; an identifier of the first client is

stored in a memory address of a queue head of the write lock request queue, the write lock request

queue further stores an identifier of the second client, the write lock allocation identifier indicates15

that a write lock has been allocated, the first client obtains the write lock for a shared resource, and

the second client is in a write lock waiting state for the shared resource; and the lock management

method includes: sending, by the first client, a write lock release request to the interface card, where

the write lock release request carries the memory address of the queue head of the write lock

request queue; when the interface card sets the write lock allocation identifier to a write lock20

unallocated state and deletes the identifier of the first client from the write lock request queue

according to the memory address of the queue head of the write lock request queue, sending, by the

first client, a write lock request query message to the interface card, where the write lock request

query message carries a memory address which is in the write lock request queue and in which the

identifier of the second client is stored; receiving, by the first client, a write lock request query25

response message sent by the interface card, where the write lock request query response message

carries the identifier of the second client; and sending, by the first client, a notification to the second

client according to the identifier of the second client, where the notification is used to instruct the

second client to send a write lock request to the interface card. When releasing the write lock, the

first client instructs a client in a write lock waiting state to send a write lock request.30

[0047] With reference to the ninth aspect, in a first possible implementation manner, the

memory address which is in the write lock request queue and in which the identifier of the second

client is stored is a next memory address following the queue head of the write lock request queue.

The client whose identifier is stored in the next memory address following the queue head of the

write lock request35
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allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,

the write lock allocation identifier indicates that a write lock is not allocated, the read lock

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read

lock for a shared resource, and the second client is in a write lock waiting state for the shared5

resource; and the lock management method includes: sending, by the first client, a read lock release

request to the interface card, where the read lock release request carries a memory address which is

in the read lock request queue and in which the identifier of the first client is stored; when the

interface card decreases the read lock allocation count to 0 and deletes the identifier of the first

client from the read lock request queue according to the memory address which is in the read lock10

request queue and in which the identifier of the first client is stored, sending, by the first client, a

write lock request query message to the interface card, where the write lock request query message

carries the memory address of the queue head of the write lock request queue; receiving, by the first

client, a write lock request query response message sent by the interface card, where the write lock

request query response message carries the identifier of the second client; and sending, by the first15

client, a notification to the second client according to the identifier of the second client, where the

notification is used to instruct the second client to apply for the write lock. When releasing the read

lock, the first client instructs the second client that is in a write lock waiting state and whose

identifier is recorded in the queue head of the write lock request queue to apply for the write lock,

the second client sends a write lock allocation identifier modification request to the interface card20

according to the notification, the interface card sets the write lock allocation identifier to a write

lock allocated state, and the second client obtains the write lock.

[0051] According to a twelfth aspect, an embodiment of the present invention provides another

lock management method in a cluster, where the cluster includes a lock server, a first client, and a

second client, the lock server includes an interface card and a memory, and the memory stores a25

write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,

the write lock allocation identifier indicates that a write lock is not allocated, the read lock

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read30

lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource; and the lock management method includes: sending, by the first client, a read lock release

request to the interface card, where the read lock release request carries a memory address which is

in the read lock request queue and in which the identifier of the first client is stored; when the
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interface card decreases the read lock allocation count in the memory to 0 and deletes the identifier

of the first client from the read lock request queue according to the memory address which is in the

read lock request queue and in which the identifier of the first client is stored, sending, by the first

client, a write lock request query message to the interface card, where the write lock request query

message carries the memory address of the queue head of the write lock request queue; receiving,5

by the first client, a write lock request query response message sent by the interface card, where the

write lock request query response message carries the identifier of the second client; sending, by the

first client, a write lock allocation identifier modification request to the interface card; and when the

interface card sets the write lock allocation identifier to a write lock allocated state according to the

write lock allocation identifier modification request, sending, by the first client, a notification to the10

second client according to the identifier of the second client, where the notification indicates that

the second client obtains the write lock. When the first client releases the read lock, the write lock is

directly allocated to the second client that is in a write lock waiting state and whose identifier is

recorded in the queue head of the write lock request queue.

[0052] According to a thirteenth aspect, an embodiment of the present invention provides15

another lock management method in a cluster, where the cluster includes a lock server, a first client,

and a second client, the lock server includes an interface card and a memory, and the memory stores

a write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,20

the write lock allocation identifier indicates that a write lock is not allocated, the read lock

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read

lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource; and the lock management method includes: receiving, by the interface card, a read lock

release request sent by the first client, where the read lock release request carries a memory address25

which is in the read lock request queue and in which the identifier of the first client is stored;

decreasing, by the interface card, the read lock allocation count to 0 and deleting the identifier of

the first client from the read lock request queue according to the memory address which is in the

read lock request queue and in which the identifier of the first client is stored; receiving, by the

interface card, a write lock request query message sent by the first client, where the write lock30

request query message carries the memory address of the queue head of the write lock request

queue; and sending, by the interface card, a write lock request query response message to the first

client, where the write lock request query response message carries the identifier of the second

client. When the read lock of the first client is released, the interface card queries for the second
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client that is in a write lock waiting state and whose identifier is recorded in the queue head of the

write lock request queue, to preferentially process the write lock.

[0053] According to a fourteenth aspect, an embodiment of the present invention provides

another lock management method in a cluster, where the cluster includes a lock server, a first client,

and a second client, the lock server includes an interface card and a memory, and the memory stores5

a write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,

the write lock allocation identifier indicates that a write lock is not allocated, the read lock

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read10

lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource; and the lock management method includes: receiving, by the interface card, a read lock

release request sent by the first client, where the read lock release request carries a memory address

which is in the read lock request queue and in which the identifier of the first client is stored;

decreasing, by the interface card, the read lock allocation count to 0 and deleting the identifier of15

the first client from the read lock request queue according to the memory address which is in the

read lock request queue and in which the identifier of the first client is stored; receiving, by the

interface card, a write lock request query message sent by the first client, where the write lock

request query message carries the memory address of the queue head of the write lock request

queue; sending, by the interface card, a write lock request query response message to the first client,20

where the write lock request query response message carries the identifier of the second client, and

receiving, by the interface card, a write lock allocation identifier modification request sent by the

first client; and setting, by the interface card, the write lock allocation identifier to a write lock

allocated state according to the write lock allocation identifier modification request. When the read

lock of the first client is released, the write lock is directly allocated to a client that is in a write lock25

waiting state and that is recorded in the queue head of the write lock request queue.

[0054] According to a fifteenth aspect, an embodiment of the present invention provides

another lock management method in a cluster, where the cluster includes a lock server, a first client,

and a second client, the lock server includes an interface card and a memory, and the memory stores

a write lock request queue and a write lock allocation identifier; an identifier of the first client is30

stored in a memory address of a queue head of the write lock request queue, an identifier of the

second client is further stored in a next memory address following the queue head of the write lock

request queue, the write lock allocation identifier indicates that a write lock has been allocated, the

first client obtains the write lock for a shared resource, and the second client is in a write lock
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and a second client, the lock server includes an interface card and a memory, the memory stores a

write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,

the write lock allocation identifier indicates that a write lock is not allocated, the read lock5

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read

lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource; and the lock management method includes: receiving, by the interface card, a read lock

release request sent by the first client, where the read lock release request carries a memory address

which is in the read lock request queue and in which the identifier of the first client is stored;10

decreasing, by the interface card, the read lock allocation count to 0 and deleting the identifier of

the first client from the read lock request queue according to the memory address which is in the

read lock request queue and in which the identifier of the first client is stored; querying, by the

interface card, the memory address of the queue head of the write lock request queue to determine

the identifier of the second client; and sending, by the interface card, a notification to the second15

client according to the identifier of the second client, to instruct the second client to apply to the

interface card for the write lock. When the read lock of the first client is released, the interface card

queries for the second client that is in a write lock waiting state and whose identifier is recorded in

the queue head of the write lock request queue, to preferentially process the write lock.

[0057] According to an eighteenth aspect, an embodiment of the present invention provides20

another lock management method in a cluster, where the cluster includes a lock server, a first client,

and a second client, the lock server includes an interface card and a memory, and the memory stores

a write lock request queue, a read lock request queue, a read lock allocation count, and a write lock

allocation identifier; the read lock request queue stores an identifier of the first client, an identifier

of the second client is stored in a memory address of a queue head of the write lock request queue,25

the write lock allocation identifier indicates that a write lock is not allocated, the read lock

allocation count is a quantity of read locks obtained by the first client, the first client obtains a read

lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource; and the lock management method includes: receiving, by the interface card, a read lock

release request sent by the first client, where the read lock release request carries a memory address30

which is in the read lock request queue and in which the identifier of the first client is stored;

decreasing, by the interface card, the read lock allocation count to 0 and deleting the identifier of

the first client from the read lock request queue according to the memory address which is in the

read lock request queue and in which the identifier of the first client is stored; querying, by the
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BRIEF DESCRIPTION OF DRAWINGS

[0062] FIG. 1 is a structural diagram of a cluster in the prior art;

[0063] FIG. 2 is a structural diagram of a cluster according to an embodiment of the present

invention;

[0064] FIG. 3 is a structural diagram of a lock server according to an embodiment of the present5

invention;

[0065] FIG. 4 is a schematic diagram of a memory of a lock server according to an embodiment

of the present invention;

[0066] FIG. 5 is a flowchart of requesting a write lock according to an embodiment of the

present invention;10

[0067] FIG. 6 is a schematic diagram of a memory of a lock server according to an embodiment

of the present invention;

[0068] FIG. 7 is a schematic diagram of a memory of a lock server according to an embodiment

of the present invention;

[0069] FIG. 8 is a flowchart of requesting a read lock according to an embodiment of the15

present invention;

[0070] FIG. 9 is a schematic diagram of a memory of a lock server according to an embodiment

of the present invention;

[0071] FIG. 10 is a schematic diagram of a memory of a lock server according to an

embodiment of the present invention; and20

[0072] FIG. 11 is a schematic structural diagram of a client according to an embodiment of the

present invention.

DESCRIPTION OF EMBODIMENTS

[0073] As shown in FIG. 2, a cluster in an embodiment of the present invention includes a lock

server, a client A, and a client B, and the client A and the client B separately communicate with the25

lock server by using the RDMA protocol, where a memory of the lock server stores a lock request

queue, a read lock allocation count, and a write lock allocation identifier. For details, reference may

be made to the following description.

[0074] As shown in FIG. 3, the lock server includes a memory 301 and an interface card 302,

where the interface card 302 may be a network interface card (Network Interface Card, NIC) that30

supports the Ethernet protocol (Ethernet), or an InfiniBand protocol-based interface card, or another

interface card capable of implementing a protocol that can implement direct remote access to a
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the read lock request queue each may be an array or another structure.

[0076] In this embodiment of the present invention, that an identifier of a client is stored in a

memory address in the write lock request queue and that an identifier of a client is recorded in the

write lock request queue have a same meaning. Likewise, that an identifier of a client is stored in a

memory address in the read lock request queue and that an identifier of a client is recorded in the5

read lock request queue have a same meaning. That the write lock allocation identifier is used to

identifier whether a write lock is allocated for a same shared resource and that the write lock

allocation identifier is used to indicate whether a write lock is allocated have a same meaning. In

this embodiment of the present invention, the cluster includes multiple clients, and a client in the

multiple clients has a same meaning as a client included in the multiple clients. For example, a10

second client in multiple clients has a same meaning as a second client included in multiple clients.

[0077] During a specific implementation, the lock server communicates with each client by

using the interface card 302, sends a memory address of a queue head of the write lock request

queue and length information of the write lock request queue to each client, and likewise, sends a

memory address of a queue head of the read lock request queue and length information of the read15

lock request queue to each client; and sends information about a memory address of the write lock

allocation identifier and information about a memory address of the read lock allocation count to

each client.

[0078] The client A and the client B communicate with the lock server by using the RDMA

protocol. The clients communicate with the lock server by using the RDMA protocol, and compared20

with performing communication by using the TCP/IP protocol, interactions between the clients and

the lock server are reduced.

[0079] As shown in FIG. 5, an embodiment of the present invention provides a process of

requesting a write lock by a client.

[0080] Step 501: An interface card 302 receives a write lock request of a client A.25

[0081] The client A sends the write lock request to a lock server, where the write lock request

carries an identifier of the client A and a memory address of a queue head of a write lock request

queue.

[0082] The write lock request queue in a memory 301 may be used to record identifiers of

clients, including an identifier of a client in a write lock waiting state and an identifier of a client30

that obtains a write lock, and the lock server may determine, according to the write lock request

queue, write lock application statuses of the clients in a cluster.

[0083] Step 502: The interface card 302 writes an identifier of the client A into a memory

address of a queue head of a write lock request queue.
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[0084] The interface card 302 of the lock server receives the write lock request, and writes the

identifier of the client A into the queue head of the write lock request queue according to the

memory address, which is carried in the write lock request, of the queue head of the write lock

request queue, as shown in FIG. 6.

[0085] If the identifier of the client A is written into the queue head of the write lock request5

queue successfully, it indicates that the lock server does not allocate the write lock to any client in

the cluster, and no client is waiting for the write lock. Optionally, the interface card 302 returns a

message to the client A, to indicate that the identifier of the client A is written into the memory

address of the queue head of the write lock request queue.

[0086] Optionally, if the interface card 302 fails in writing the identifier of the client A into the10

queue head of the write lock request queue, the interface card 302 sends a message to the client A,

to indicate that the identifier of the client A fails to be written into the queue head of the write lock

request queue. In this case, the client A may send a write lock request to the interface card 302 again,

where the write lock request carries the identifier of the client A and a next memory address

following the memory address of the queue head of the write lock request queue, and the interface15

card 302 writes the identifier of the client A into the next memory address in the write lock request

queue. When the identifier of the client A fails to be written into the next memory address in the

write lock request queue, the client A sequentially selects a third memory address starting from the

queue head of the write lock request queue, and repeats the foregoing operation. The client A sends

the write lock request to the interface card 302 again, where the write lock request carries the20

identifier of the client A and the third memory address in the write lock request queue, until the

identifier of the client A is written into a memory address in the write lock request queue

successfully, that is, the write lock request carries a memory address which is in the write lock

request queue and into which the identifier of the client A can be written. The client A may send a

write lock request at intervals of a fixed period, or may send a write lock request when receiving a25

message indicating that the identifier of the client A fails to be written into the write lock request

queue.

[0087] Optionally, if the interface card 302 fails in writing the identifier of the client A into the

queue head of the write lock request queue, the interface card 302 queries, starting from the queue

head of the write lock request queue, the write lock request queue sequentially for a memory30

address into which the identifier of the client A can be written, and writes the identifier of the client

A into the write lock request queue, and the interface card 302 sends a message to the client A to

indicate that the identifier of the client A is written into the memory address in the write lock

request queue. Optionally, the message may carry the memory address which is in the write lock
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unallocated state (where in this embodiment of the present invention, the write lock allocation

identifier is 0 in this case), the client A is in a write lock waiting state, and the interface card 302

sends a message to the client A to indicate that the client A is in the write lock waiting state.

Exemplarily, the message may carry the write lock allocation identifier and the read lock allocation

count, where the write lock allocation identifier is 0, and the read lock allocation count is not 0. The5

read lock allocation count being not 0 indicates that a read lock has been allocated.

[0093] In this embodiment of the present invention, the interface card 302 queries the read lock

allocation count and determines that the lock server does not allocate a read lock (the read lock

allocation count is 0), and the interface card 302 sets the write lock allocation identifier to 1.

[0094] In the cluster, when the lock server has allocated a read lock, that is, a shared resource10

that the client A needs to modify is being read by another client in the cluster, a write permission

cannot be allocated to the client A, that is, a write lock cannot be allocated. Therefore, when the

identifier of the client A is written into the queue head of the write lock request queue, whether the

lock server has allocated a read lock needs to be determined. When the interface card 302 obtains,

by querying, that the lock server does not allocate a read lock, a client in the queue head of the write15

lock request queue obtains the write lock, that is, the client A obtains the write lock. When the

interface card 302 obtains, by querying, that the lock server has allocated a read lock, the client A

waits for the write lock.

[0095] When the interface card 302 fails in writing the identifier of the client A into the queue

head of the write lock request queue according to the memory address, which is carried in the write20

lock request sent by the client A, of the queue head of the write lock request queue, the write lock

request queue is queried sequentially starting from the queue head of the write lock request queue,

to find a memory address into which the identifier of the client A can be written, and the identifier

of the client A is written into the write lock request queue. The queue head of the write lock request

queue records a client that applies for a write lock first, and one write lock can be allocated to only25

one client. Therefore, when the client of the queue head of the write lock request queue has

obtained the write lock or is waiting for the write lock, the identifier of the client A fails to be

written into the queue head of the write lock request queue.

[0096] In this embodiment of the present invention, an example is used, in which the identifier

of the client A is written into the queue head of the write lock request queue successfully, and the30

read lock allocation count in the memory 301 records that no read lock is allocated, that is, the

client A obtains the write lock. On this basis, in another embodiment, the interface card 302 of the

lock server receives a write lock request sent by the client B, where the write lock request sent by

the client B carries an identifier of the client B and the memory address of the queue head of the
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write lock request queue. Because the identifier of the client A has been written into the queue head

of the write lock request queue, the interface card 302 fails in writing the identifier of the client B

into the queue head of the write lock request queue. Optionally, the interface card 302 sends a

message to the client B to indicate that the identifier of the client B fails to be written into the queue

head of the write lock request queue. The interface card 302 writes the identifier of the client B into5

a next memory address following the queue head of the write lock request queue, that is, starting

from the queue head of the write lock request queue, the write lock request of the client B is in a

second place of the write lock request queue, as shown in FIG. 7. For a specific manner of writing

the identifier of the client B into the next memory address following the queue head of the write

lock request queue, reference may be made to the foregoing description of writing the identifier of10

the client A into the write lock request queue, and details are not described herein. Optionally, the

interface card 302 queries the write lock request queue for a memory address which is in a sequence

from the queue head to a queue tail of the write lock request queue and into which the identifier of

the client can be written, and sends a notification to the client B, to notify the client B of the

memory address into which the identifier of the client can be written. Optionally, the memory15

address into which the identifier of the client can be written may be a first memory address which is

in the sequence from the queue head to the queue tail of the write lock request queue and into which

the identifier of the client can be written.

[0097] In this case, the write lock allocation identifier in the memory 301 is set to a write lock

allocated state (set to 1 in this embodiment of the present invention), that is, the write lock is20

allocated to the client A in the queue head of the write lock request queue, and the client B is in a

write lock waiting state. The interface card 302 no longer modifies the write lock allocation

identifier in the memory 301. Optionally, the interface card 302 sends a message to the client B to

indicate that the client B is in a write lock waiting state. Specifically, the message may carry the

memory address which is in the write lock request queue and in which the identifier of the client B25

is stored. The client B determines, according to the memory address, that the client B is in the write

lock waiting state. Therefore, the lock server determines write lock request statuses of the clients in

the cluster in this case, that is, the write lock is allocated to the client A, and the client B is in the

write lock waiting state. That the write lock is allocated to the client A is also referred to as that the

client A holds the write lock, and the client A is a holder of the write lock. Optionally, the write lock30

request sent by the client to the lock server may further carry a write lock lease, that is, a valid time

of the write lock held by the client, and if the client has not updated the lease when the valid time

expires, the write lock becomes invalid automatically.

[0098] As shown in FIG. 8, an embodiment of the present invention further provides a process



28

of requesting a read lock by a client. In this embodiment of the present invention, a lock server

further includes a read lock request queue. For a description about a write lock request queue in this

embodiment of the present invention, reference may be made to the foregoing description. The read

lock request queue is used to store an identifier of a client that is in a read lock waiting state or

obtains a read lock; therefore, the lock server may determine, according to the read lock request5

queue, read lock application statuses of clients in a cluster. A quantity of read locks that have been

allocated may be determined according to a read lock allocation count.

[0099] Step 801: An interface card 302 receives a read lock request sent by a client C.

[00100] In this embodiment of the present invention, a memory 301 further includes a read lock

request queue, and a cluster further includes the client C. The interface card 302 of a lock server10

receives the read lock request sent by the client C, where the read lock request carries an identifier

of the client C and a memory address of a queue head of the read lock request queue.

[0100] Step 802: The interface card 302 writes an identifier of the client C into a read lock

request queue.

[0101] Specifically, the interface card 302 writes the identifier of the client C into the memory15

address of the queue head of the read lock request queue, and when no identifier of another client in

the cluster is written into the memory address of the queue head of the read lock request queue, the

identifier of the client C is successfully written into the memory address of the queue head of the

read lock request queue, as shown in FIG. 9. Optionally, the interface card 302 sends a message to a

client A to indicate that the identifier of the client C is written into the memory address of the queue20

head of the read lock request queue.

[0102] When an identifier of another client in the cluster is written into the memory address of

the queue head of the read lock request queue, the identifier of the client C fails to be written into

the memory address of the queue head of the read lock request queue. Optionally, the interface card

302 sends a message to the client C, to indicate that the identifier of the client C fails to be written25

into the queue head of the read lock request queue. In this case, the client C may send a read lock

request to the interface card 302 again, where the read lock request carries the identifier of the client

C and a next memory address following the queue head of the read lock request queue, and the

interface card 302 writes the identifier of the client C into the next memory address following the

queue head of the read lock request queue. When the identifier of the client C fails to be written into30

the next memory address following the queue head of the read lock request queue, the previous

operation is repeated, and the client C sends the read lock request to the interface card 302 again,

where the read lock request carries the identifier of the client C and a third memory address starting

from the queue head of the read lock request queue, until the identifier of the client C is
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written into a memory address in the read lock request queue successfully, that is, the read lock

request carries the memory address into which the identifier of the client C can be written. The

client C may send a read lock request periodically, or may send a read lock request when receiving

a message indicating that the identifier of the client C fails to be written into the read lock request

queue. Optionally, the interface card 302 queries the read lock request queue for a memory address5

which is in a sequence from the queue head to a queue tail of the read lock request queue and into

which the identifier of the client can be written, and sends a notification to a client C, to notify the

client C of the memory address into which the identifier of the client can be written. Optionally, the

memory address into which the identifier of the client can be written is a first memory address

which is in the sequence from the queue head to the queue tail of the read lock request queue and10

into which the identifier of the client can be written.

[0103] Optionally, if the interface card 302 fails in writing the identifier of the client C into the

queue head of the read lock request queue, the interface card 302 queries, starting from the queue

head of the read lock request queue, the read lock request queue sequentially for a memory address

into which the identifier of the client C can be written, and writes the identifier of the client C into15

the read lock request queue, and the interface card 302 sends a message to the client C to indicate

that the identifier of the client C is written into the memory address in the read lock request queue.

Optionally, the message may carry the memory address which is in the read lock request queue and

in which the identifier of the client C is stored.

[0104] A shared resource in the cluster may be read by multiple clients at the same time.20

Therefore, the read lock may be shared by the multiple clients, that is, the multiple clients may hold

the read lock at the same time. In this case, the multiple clients are holders of the read lock at the

same time. Therefore, in the read lock allocation count, a count may be used to indicate whether the

lock server has allocated a read lock. For example, when the read lock allocation count is 0, it

indicates that the lock server does not allocate a read lock. Each time the lock server allocates a read25

lock, the read lock allocation count is increased by 1. Therefore, in a case in which the lock server

does not allocate a write lock (in this embodiment of the present invention, a write lock allocation

identifier is 0), the client may obtain a read lock.

[0105] Step 803: Increase a read lock allocation count.

[0106] Optionally, when the interface card 302 writes the identifier of the client C into the read30

lock request queue, the interface card 302 increases the read lock allocation count by 1, and the

interface card 302 returns the write lock allocation identifier and the read lock allocation count to

the client C. Further, when the write lock allocation identifier is 1, the client C sends a read lock

allocation count modification request to the interface card 302, and the interface card 302 decreases
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the read lock allocation count by 1 according to the read lock allocation count modification request.

[0107] Optionally, when the interface card 302 writes the identifier of the client C into the read

lock request queue, and when the write lock allocation identifier is 1, the interface card 302 sends a

message to the client C to indicate that the client C is in a read lock waiting state. Specifically, the

message may carry the write lock allocation identifier, and the client C determines that the client C5

is in a read lock waiting state according to the write lock allocation identifier.

[0108] It can be known from the foregoing description that, no matter the message sent by the

interface card 302 to the client C indicates that the client C obtains the read lock or is in a read lock

waiting state, it indicates that the identifier of the client C is written into the memory address in the

read lock request queue.10

[0109] Optionally, when the interface card 302 writes the identifier of the client C into the read

lock request queue, and when the write lock allocation identifier is 0, the interface card 302

increases the read lock allocation count by 1. Further, the interface card 302 sends a message to the

client C to indicate that client C obtains the read lock. For example, the message carries the write

lock allocation identifier, where the write lock allocation identifier is 0. Optionally, in a case in15

which the lock server has allocated the write lock (the write lock allocation identifier is 1), the client

in the read lock request queue is in a read lock waiting state, and the read lock allocation count is

not increased. Further, the interface card 302 sends a message to the client C to indicate that the

client C is in a read lock waiting state. For example, the message carries the write lock allocation

identifier, where the write lock allocation identifier is 1.20

[0110] In this embodiment of the present invention, an example is used, in which the interface

card 302 writes the identifier of the client C into the memory address of the queue head of the read

lock request queue successfully. In this case, no client in the cluster obtains the read lock or is in a

read lock waiting state, and the write lock allocation identifier records that the write lock has been

allocated (the write lock allocation identifier is 1). In this case, the client C is in a read lock waiting25

state. Optionally, the read lock request sent by the client C to the lock server may further carry a

read lock lease, that is, a valid time of the read lock held by the client C, and if the client C has not

updated the lease when the valid time expires, the read lock becomes invalid automatically.

[0111] In this embodiment of the present invention, the cluster further includes a client D, and

the interface card 302 of the lock server receives a read lock request sent by the client D. The read30

lock request sent by the client D carries an identifier of the client D and the memory address of the

queue head of the read lock request queue. Because the identifier of the client C has been stored in

the memory address of the queue head of the read lock request queue, the interface card 302 writes

the identifier of the client D into a next memory address following the queue head of the read lock
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request queue, as shown in FIG. 10. For a specific solution, reference may be made to the

description of writing the identifier of the client C into the read lock request queue, and details are

not described herein. Because the client A holds the write lock (the write lock allocation identifier is

1), the client C is in a read lock waiting state, and the client D is also in a read lock waiting state.

[0112] In this embodiment of the present invention, a client sends a lock request to the interface5

card 302 of the lock server by using the RDMA protocol, and the memory 301 of the lock server

records lock statuses of clients in the cluster. The lock server records statuses of all locks, and the

lock server can determine a status of a client, such as a normal state or a faulty state; therefore,

when a client that holds a lock becomes faulty, the lock held by the faulty client may be released in

time. Optionally, that the lock server determines a status of a client includes: determining a status of10

a client by means of heartbeat detection between the lock server and the client. Optionally, heartbeat

detection is performed between clients to determine statuses of the clients, and a client in a normal

state reports information about a faulty client to the lock server. The lock server releases, according

to the information about the faulty client, a lock held by the faulty client. Optionally, when the

faulty client holds a write lock, the interface card 302 of the lock server sets the write lock15

allocation identifier in the memory 301 to 0, and deletes an identifier of the faulty client from the

queue head of the write lock request queue; and when the faulty client holds a read lock, the

interface card 302 of the lock server decreases the read lock allocation count in the memory 301 by

1, and deletes the identifier of the faulty client from the read lock request queue. Optionally, another

normal client may also execute the foregoing operation of the lock server, to release the lock held20

by the faulty client. For example, another normal client sends a lock release request to the interface

card 302, where the lock release request carries the identifier of the faulty client, and the interface

card 302 executes the foregoing lock release operation. Optionally, after the interface card 302 of

the lock server releases the write lock held by the faulty client, the interface card 302 sends a

notification to another client, where the notification indicates that the write lock held by the faulty25

client has been released. Likewise, after the interface card 302 of the lock server releases the read

lock held by the faulty client, the interface card 302 sends a notification to another client, where the

notification indicates that the read lock held by the faulty client has been released.

[0113] In this embodiment of the present invention, the client A holds the write lock, and an

operation of releasing the write lock is further included. The client A sends a write lock release30

request to the interface card 302, where the write lock release request carries the memory address of

the queue head of the write lock request queue. Optionally, the interface card 302 deletes the

identifier of the client A from the memory address of the queue head of the write lock request queue,

and the interface card 302 sets the write lock allocation identifier to a write lock unallocated state
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may be made to the foregoing description of sending a write lock request by a client, and details are

not described herein. Therefore, the write lock may be applied for according to a write lock priority

of a client in a write lock waiting state. Optionally, in the foregoing embodiment, the write lock

request sent by the client to the interface card 302 further carries the write lock priority of the client,

and the write lock request queue stores the identifier and the write lock priority of the client. After5

the client A releases the write lock, the interface card 302 of the lock server queries the write lock

priority, which is recorded in the write lock request queue, of the client in the write lock waiting

state, to determine a client with a highest write lock priority, for example, the client B. The interface

card 302 sends a notification to the client B, to instruct the client B to apply for the write lock, and

the client B sends a write lock request message to the interface card 302 according to the10

notification sent by the interface card 302.

[0116] Optionally, if the write lock request queue records that multiple clients are in a write

lock waiting state, when the client A releases the write lock, the method further includes: sending,

by the client A, a write lock request query message to the interface card 302; querying, by the

interface card 302, the write lock request queue to determine clients in a write lock waiting state;15

sending, by the interface card 302, a write lock request query response message to the client A,

where the write lock request query response message carries identifiers of the clients in the write

lock waiting state; and sending, by the client A, a notification to at least two clients in the clients in

the write lock waiting state according to the write lock request query response message, to instruct

the clients to send a write lock request to the interface card 302. Therefore, the clients in the write20

lock waiting state that are recorded in the write lock request queue have a same opportunity to

obtain the write lock. Optionally, when the client A releases the write lock, the method further

includes: querying, by the interface card 302, the write lock request queue to determine clients in a

write lock waiting state; and sending, by the interface card 302, a notification to at least two clients

in the clients in the write lock waiting state, to instruct the at least two clients to send a write lock25

request to the interface card 302.

[0117] Optionally, if the read lock request queue stores identifiers of the clients C and D, that is,

the clients C and D are in a read lock waiting state, when the client A releases the write lock, the

method further includes: sending, by the client A, a read lock request query message to the interface

card 302; querying, by the interface card 302, the read lock request queue to determine the clients C30

and D that are in the read lock waiting state; and sending, by the interface card 302, a read lock

request query response message to the client A, where the read lock request query response message

carries the identifiers of the clients C and D in the read lock waiting state. Optionally, the client A

sends a notification to the clients C and D in the read lock waiting state according to the read lock
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[0125] In the foregoing embodiments of the present invention, an example in which a client

applies for one read lock each time is used for description. During client read lock application,

when clients apply for multiple read locks, the interface card 302 increases the read lock allocation

count in the memory 301 according to a quantity of read locks that are applied for, and identifiers of

multiple clients are recorded in the read lock request queue. During read lock releasing, the read5

lock allocation count in the memory 301 is decreased according to the quantity of read locks that

are applied for, and the identifiers of the multiple clients are deleted from the read lock request

queue. A client may send a write lock request by using an atomic operation Compare-and-Swap in

the RDMA protocol, and the client may send a read lock request by using an atomic operation

Fetch-and-Add in the RDMA protocol.10

[0126] In this embodiment of the present invention, the client sends, to the interface card 302, a

query message such as a write lock request query message or a read lock request query message,

where the query message may carry multiple to-be-queried memory addresses at a time, such as

memory addresses in a write lock request queue or memory addresses in a read lock request queue,

or the query message may carry one to-be-queried memory address at a time, where query is15

completed by using multiple query messages.

[0127] According to the lock management solution in a cluster provided in the embodiments of

the present invention, a client 1100 is provided correspondingly. As shown in FIG. 11, the client

1100 is applied to a cluster and serves as a first client in multiple clients in the cluster. The cluster

further includes the lock server described in the embodiments of the present invention, the lock20

server includes an interface card 302 and a memory 301, and the memory 301 stores a write lock

request queue, a write lock allocation identifier, and a read lock allocation count. The write lock

request queue is used to record identifiers of clients in the cluster, including an identifier of a client

that is in a write lock waiting state for a shared resource and an identifier of a client that obtains a

write lock for the same shared resource, the write lock allocation identifier is used to indicate25

whether the write lock for the shared resource is allocated, and the read lock allocation count is used

to indicate a quantity of read locks allocated for the shared resource. The client 1100 includes a

sending unit 1101 and a receiving unit 1102. The sending unit 1101 is configured to send a first

write lock request to the interface card 302 of the lock server, where the first write lock request

carries an identifier of the client 1100 and a memory address of a queue head of the write lock30

request queue. The receiving unit 1102 is configured to receive a first message sent by the interface

card 302, where the first message indicates that the interface card 302 writes the identifier of the

client 1100 into the memory address of the queue head of the write lock request queue and indicates

that the client 1100 obtains the write lock or is in a write lock waiting state. The sending unit 1101
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unit 1101 is further configured to send a second read lock request to the interface card 302, where

the second read lock request carries the identifier of the client 1100 and the memory address of the

queue head of the read lock request queue. When the interface card 302 fails in writing the identifier

of the client 1100 into the memory address of the queue head of the read lock request queue, the

receiving unit 1102 is further configured to receive a second message sent by the interface card 302,5

where the second message indicates that the read lock request fails. Optionally, when the client

1100 obtains the read lock, the sending unit 1102 is further configured to send a read lock release

request to the interface card 302, where the read lock release request carries the memory address

which is in the read lock request queue and in which the identifier of the client 1100 is stored.

[0130] In another embodiment of the present invention, the client 1100 shown in FIG. 11 is10

applied to a cluster and serves as a first client, and the cluster further includes a lock server and a

second client. The lock server includes an interface card 302 and a memory 301, the memory 301

stores a write lock request queue and a write lock allocation identifier, an identifier of the client

1100 is stored in a memory address of a queue head of the write lock request queue, the write lock

request queue further stores an identifier of the second client, the write lock allocation identifier15

indicates that a write lock has been allocated, the client 1100 obtains the write lock for a shared

resource, and the second client is in a write lock waiting state for the shared resource. A sending

unit 1101 is configured to: send a write lock release request to the interface card 302, where the

write lock release request carries the memory address of the queue head of the write lock request

queue; and when the interface card 302 deletes the identifier of the client 1100 from the write lock20

request queue according to the memory address of the queue head of the write lock request queue,

send a write lock request query message to the interface card 302, where the write lock request

query message carries a memory address which is in the write lock request queue and in which the

identifier of the second client is stored. A receiving unit 1102 is configured to receive a write lock

request query response message sent by the interface card 302, where the write lock request query25

response message carries the identifier of the second client. The sending unit 1101 is configured to

send a write lock occupation request to the interface card 302, where the write lock occupation

request carries the identifier of the second client and the memory address of the queue head of the

write lock request queue. The receiving unit 1102 is further configured to receive a write lock

occupation request response sent by the interface card 302, where the write lock occupation request30

response indicates that the identifier of the second client is written into the memory address of the

queue head of the write lock request queue. The sending unit 1101 is further configured to send a

notification to the second client, where the notification indicates that the second client obtains the

write lock. Optionally, the memory address which is in the write lock request queue and in which
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a read lock for a shared resource, and the second client is in a write lock waiting state for the shared

resource. A sending unit 1101 is configured to: send a read lock release request to the interface card

302, where the read lock release request carries a memory address which is in the read lock request

queue and in which the identifier of the client 1100 is stored, and when the interface card 302

decreases the read lock allocation count to 0 and deletes the identifier of the client 1100 from the5

read lock request queue according to the memory address which is in the read lock request queue

and in which the identifier of the client 1100 is stored, send a write lock request query message to

the interface card 302, where the write lock request query message carries the memory address of

the queue head of the write lock request queue. A receiving unit 1102 receives a write lock request

query response message sent by the interface card 302, where the write lock request query response10

message carries the identifier of the second client. The sending unit 1101 is further configured to:

send a write lock allocation identifier modification request to the interface card 302, and when the

interface card 302 sets the write lock allocation identifier to a write lock allocated state according to

the write lock allocation identifier modification request, send a notification to the second client

according to the identifier of the second client, where the notification indicates that the second15

client obtains the write lock.

[0136] For functions implemented by the client 1100 provided in this embodiment of the

present invention, reference may be made to the description corresponding to the client A, the client

B, the client C, and the client D in the foregoing embodiments. For effects implemented by the

client 1100, reference may be made to the description in the foregoing embodiments.20

[0137] For the client 1100 shown in FIG. 11, an implementation manner is that the foregoing

units are installed on the client 1100, where the foregoing units may be loaded into a memory of the

client 1100, and a CPU of the client 1100 executes an instruction in the memory, to implement the

functions in the corresponding embodiments of the present invention. In another implementation,

the units included in the client 1100 may be implemented by hardware, or implemented by a25

combination of software and hardware. The foregoing units are also referred to as structural units.

[0138] This embodiment of the present invention further provides a non-volatile computer

readable storage medium and a computer program product. When a computer instruction included

in the non-volatile computer readable storage medium and the computer program product is loaded

into the memory of the client 1100 shown in FIG. 11, the CPU executes the computer instruction30

loaded in the memory, to implement the corresponding functions in the embodiments of the present

invention.

[0139] In the several embodiments provided in the present invention, it should be understood

that the disclosed apparatus and method may be implemented in other manners. For example, the
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CLAIMS 

What is claimed is: 

1. A lock management method in a cluster, wherein the cluster comprises multiple 

clients and a lock server, and the lock server comprises an interface card and a memory, 

wherein the memory stores a write lock request queue, a write lock allocation identifier, 

and a read lock allocation count; the write lock request queue is used to record 

identifiers of clients in the cluster, comprising an identifier of a client that is in a write 

lock waiting state for a shared resource and an identifier of a client that obtains a write 

lock for the same shared resource, the write lock allocation identifier is used to indicate 

whether the write lock for the shared resource is allocated, and the read lock allocation 

count is used to indicate a quantity of read locks allocated for the shared resource; and 

the method comprises: 

receiving, by the interface card, a first write lock request sent by a first client in 

the multiple clients, wherein the first write lock request carries an identifier of the first 

client and a memory address of a queue head of the write lock request queue; 

writing, by the interface card, the identifier of the first client into the memory 

address of the queue head of the write lock request queue, querying, by the interface 

card, the read lock allocation count to determine whether a read lock has been allocated, 

and when the read lock is not allocated, setting, by the interface card, the write lock 

allocation identifier to a write lock allocated state; and sending, by the interface card, a 

message to the first client, to indicate that the first client obtains the write lock; and 

when the read lock has been allocated, sending, by the interface card, a second 

message to the first client, wherein the second message indicates that the first client is 

in a write lock waiting state. 

2. The method according to claim 1, wherein the method further comprises: 

receiving, by the interface card, a second write lock request sent by a second client 

in the multiple clients, wherein the second write lock request carries an identifier of the 

second client and a first memory address in the write lock request queue; and the first 
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memory address is a memory address which is in a sequence from the queue head to a 

queue tail and into which the identifier of the second client can be written, except the 

memory address of the queue head of the write lock request queue; 

writing, by the interface card, the identifier of the second client into the first 

memory address in the write lock request queue; and 

sending, by the interface card, a message to the second client to indicate that the 

second client is in a write lock waiting state. 

3. The method according to claim 1, wherein the memory of the lock server further 

comprises a read lock request queue, and when the read lock allocation count indicates 

that the read lock has been allocated, the read lock request queue is used to record an 

identifier of a third client that is in the cluster and that obtains the read lock for the 

shared resource. 

4. The method according to claim 1, wherein the first write lock request further 

carries a lock lease, wherein the lock lease is used to indicate a validity period of the 

write lock. 

5. The method according to claim 2, wherein after the first client obtains the write 

lock, the method further comprises: 

receiving, by the interface card, a write lock release request sent by the first client, 

wherein the write lock release request carries the memory address of the queue head of 

the write lock request queue; 

setting, by the interface card, the write lock allocation identifier to a write lock 

unallocated state; and 

deleting, by the interface card, the identifier of the first client from the memory 

address of the queue head of the write lock request queue. 

6. The method according to claim 5, further comprising: 

querying, by the interface card, the write lock request queue to determine the 

second client in the write lock waiting state; and 

sending, by the interface card, a notification to the second client, to instruct the 

second client to apply to the interface card for the write lock. 

7. The method according to claim 1, wherein when the first client becomes faulty 
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after obtaining the write lock, the method further comprises: 

setting, by the interface card, the write lock allocation identifier to a write lock 

unallocated state; and 

deleting, by the interface card, the identifier of the first client from the memory 

address of the queue head of the write lock request queue. 

8. The method according to claim 7, further comprising: 

sending, by the interface card, a notification to a client in the cluster except the 

first client, wherein the notification indicates that the write lock held by the first client 

has been released. 

9. A lock management method in a cluster, wherein the cluster comprises multiple 

clients and a lock server, and the lock server comprises an interface card and a memory, 

wherein the memory stores a write lock request queue, a write lock allocation identifier, 

and a read lock allocation count; the write lock request queue is used to record 

identifiers of clients in the cluster, comprising an identifier of a client that is in a write 

lock waiting state for a shared resource and an identifier of a client that obtains a write 

lock for the same shared resource, the write lock allocation identifier is used to indicate 

whether the write lock for the shared resource is allocated, and the read lock allocation 

count is used to indicate a quantity of read locks allocated for the shared resource; and 

the method comprises: 

sending, by a first client in the multiple clients, a first write lock request to the 

interface card of the lock server, wherein the first write lock request carries an identifier 

of the first client and a memory address of a queue head of the write lock request queue; 

receiving, by the first client, a first message sent by the interface card, wherein the 

first message indicates that the interface card writes the identifier of the first client into 

the memory address of the queue head of the write lock request queue and indicates 

that the first client obtains the write lock or is in a write lock waiting state; and 

when the first message indicates that the interface card fails in writing the identifier 

of the first client into the memory address of the queue head of the write lock request 

queue, sending, by the first client, a second write lock request to the interface card, 

wherein the second write lock request carries the identifier of the first client and a first 



50 
 

memory address in the write lock request queue; and the first memory address is a 

memory address which is in a sequence from the queue head to a queue tail and into 

which the identifier of the first client can be written. 

10. The method according to claim 9, wherein the first write lock request and the 

second write lock request further carry a lock lease, wherein the lock lease is used to 

indicate a validity period of the write lock. 

11. The method according to claim 9, wherein after the first client obtains the write 

lock, the method further comprises: 

sending, by the first client, a write lock release request to the interface card, 

wherein the write lock release request carries the memory address of the queue head of 

the write lock request queue. 

12. A lock management method in a cluster, wherein the cluster comprises multiple 

clients and a lock server, and the lock server comprises an interface card and a memory, 

wherein the memory stores a read lock request queue and a write lock allocation 

identifier; the read lock request queue is used to record an identifier of a client that is 

in the cluster and that is in a read lock waiting state or obtains a read lock for a same 

shared resource, and the write lock allocation identifier is used to indicate whether a 

write lock for the shared resource is allocated; and the method comprises: 

receiving, by the interface card, a first read lock request sent by a first client in the 

multiple clients, wherein the first read lock request carries an identifier of the first client 

and a first memory address in the read lock request queue; 

writing, by the interface card, the identifier of the first client into the first memory 

address in the read lock request queue; and 

sending, by the interface card, a first message to the first client, wherein the first 

message carries the write lock allocation identifier. 

13. The method according to claim 12, wherein when the write lock allocation 

identifier indicates that the write lock has been allocated, the first message indicates 

that the first client is in a read lock waiting state. 

14. The method according to claim 12, wherein the memory further stores a read 

lock allocation count, wherein the read lock allocation count is used to indicate a 
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quantity of read locks allocated for the shared resource; and when the write lock 

allocation identifier indicates that the write lock is not allocated, the interface card 

increases the read lock allocation count according to a quantity of read locks allocated 

to the first client, and the first message indicates that the first client obtains a read lock. 

15. The method according to claim 13, wherein the multiple clients further 

comprise a second client, and the memory further stores a write lock request queue, 

wherein the write lock request queue is used to record identifiers of clients in the cluster, 

comprising an identifier of a client that is in a write lock waiting state for the shared 

resource and an identifier of a client that obtains the write lock for the shared resource; 

and when the write lock allocation identifier indicates that the write lock has been 

allocated, an identifier of the second client is stored in a memory address of a queue 

head of the write lock request queue. 

16. The method according to claim 12, wherein the multiple clients further 

comprise a third client, and an identifier of the third client is stored in a memory address 

of a queue head of the read lock request queue; and 

the first memory address, which is carried in the first read lock request, in the read 

lock request queue is a memory address which is in a sequence from the queue head to 

a queue tail of the read lock request queue and into which the identifier of the first client 

can be written. 

17. The method according to claim 12, wherein the first read lock request further 

carries a lock lease, wherein the lock lease is used to indicate a validity period of a read 

lock. 

18. The method according to claim 14, wherein when the first client obtains the 

read lock, the method further comprises: 

receiving, by the interface card, a read lock release request sent by the first client, 

wherein the read lock release request carries the first memory address which is in the 

read lock request queue and in which the identifier of the first client is stored; 

decreasing, by the interface card, the read lock allocation count in the memory 

according to the quantity of read locks allocated to the first client; and 

deleting, by the interface card, the identifier of the first client from the first 
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memory address in the read lock request queue. 

19. The method according to claim 14, wherein when the first client becomes 

faulty after obtaining the read lock, the method further comprises: 

decreasing, by the interface card, the read lock allocation count in the memory 

according to the quantity of read locks allocated to the first client; and 

deleting, by the interface card, the identifier of the first client from the first 

memory address in the read lock request queue. 

20. A lock management method in a cluster, wherein the cluster comprises multiple 

clients and a lock server, and the lock server comprises an interface card and a memory, 

wherein the memory stores a read lock request queue and a write lock allocation 

identifier; the read lock request queue is used to record an identifier of a client that is 

in the cluster and that is in a read lock waiting state or obtains a read lock for a same 

shared resource, and the write lock allocation identifier is used to indicate whether a 

write lock for the shared resource is allocated; and the method comprises: 

sending, by a first client in the multiple clients, a first read lock request to the 

interface card, wherein the first read lock request carries an identifier of the first client 

and a first memory address in the read lock request queue; and 

receiving, by the first client, a first message sent by the interface card, wherein the 

first message carries the write lock allocation identifier. 

21. The method according to claim 20, wherein when the write lock allocation 

identifier indicates that the write lock has been allocated, the first message indicates 

that the first client is in a read lock waiting state. 

22. The method according to claim 20, wherein when the write lock allocation 

identifier indicates that the write lock is not allocated, the first message indicates that 

the first client obtains a read lock. 

23. The method according to claim 20, wherein the multiple clients further 

comprise a second client, and an identifier of the second client is stored in a memory 

address of a queue head of the read lock request queue; and 

the first memory address, which is carried in the first read lock request, in the read 

lock request queue is a memory address which is in a sequence from the queue head to 



53 
 

a queue tail of the read lock request queue and into which the identifier of the first client 

can be written. 

24. The method according to claim 20, wherein the first read lock request further 

carries a lock lease, wherein the lock lease is used to indicate a validity period of a read 

lock. 

25. The method according to claim 22, wherein when the first client obtains the 

read lock, the method further comprises: 

sending, by the first client, a read lock release request to the interface card, wherein 

the read lock release request carries the memory address which is in the read lock 

request queue and in which the identifier of the first client is stored. 

26. A lock server, wherein the lock server is applied to a cluster, and the cluster 

further comprises multiple clients, wherein the lock server comprises an interface card 

and a memory, and the memory is configured to store a write lock request queue, a write 

lock allocation identifier, and a read lock allocation count; the write lock request queue 

is used to record identifiers of clients in the cluster, comprising an identifier of a client 

that is in a write lock waiting state for a shared resource and an identifier of a client that 

obtains a write lock for the same shared resource, the write lock allocation identifier is 

used to indicate whether the write lock for the shared resource is allocated, and the read 

lock allocation count is used to indicate a quantity of read locks allocated for the shared 

resource; 

the interface card is configured to receive a first write lock request sent by a first 

client in the multiple clients, wherein the first write lock request carries an identifier of 

the first client and a memory address of a queue head of the write lock request queue; 

the interface card is further configured to write the identifier of the first client into 

the memory address of the queue head of the write lock request queue, query the read 

lock allocation count to determine whether a read lock has been allocated, and when 

the read lock is not allocated, set the write lock allocation identifier to a write lock 

allocated state; and send a message to the first client, to indicate that the first client 

obtains the write lock; and 

when the read lock has been allocated, send a second message to the first client, 
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wherein the second message indicates that the first client is in a write lock waiting state. 

27. The lock server according to claim 26, wherein the interface card is further 

configured to receive a second write lock request sent by a second client in the multiple 

clients, wherein the second write lock request carries an identifier of the second client 

and a first memory address in the write lock request queue; and the first memory address 

is a memory address which is in a sequence from the queue head to a queue tail and 

into which the identifier of the second client can be written, except the memory address 

of the queue head of the write lock request queue; 

write the identifier of the second client into the first memory address in the write 

lock request queue; and 

send a message to the second client to indicate that the second client is in a write 

lock waiting state. 

28. The lock server according to claim 26, wherein the memory is further 

configured to store a read lock request queue, and when the read lock allocation count 

indicates that the read lock has been allocated, the read lock request queue is used to 

record an identifier of a third client that is in the cluster and that obtains the read lock 

for the shared resource. 

29 The lock server according to claim 26, wherein after the first client obtains the 

write lock, the interface card is further configured to: receive a write lock release 

request sent by the first client, wherein the write lock release request carries the memory 

address of the queue head of the write lock request queue, set the write lock allocation 

identifier to a write lock unallocated state, and delete the identifier of the first client 

from the memory address of the queue head of the write lock request queue. 

30. The lock server according to claim 26, wherein when the first client becomes 

faulty after obtaining the write lock, the interface card is further configured to: set the 

write lock allocation identifier to a write lock unallocated state, and delete the identifier 

of the first client from the memory address of the queue head of the write lock request 

queue. 

31. A client, wherein the client is applied to a first client in multiple clients in a 

cluster, the cluster further comprises a lock server, and the lock server comprises an 
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interface card and a memory, wherein the memory stores a write lock request queue, a 

write lock allocation identifier, and a read lock allocation count; the write lock request 

queue is used to record identifiers of clients in the cluster, comprising an identifier of a 

client that is in a write lock waiting state for a shared resource and an identifier of a 

client that obtains a write lock for the same shared resource, the write lock allocation 

identifier is used to indicate whether the write lock for the shared resource is allocated, 

and the read lock allocation count is used to indicate a quantity of read locks allocated 

for the shared resource; and the first client comprises: 

a sending unit, configured to send a first write lock request to the interface card of 

the lock server, wherein the first write lock request carries an identifier of the first client 

and a memory address of a queue head of the write lock request queue; and 

a receiving unit, configured to receive a first message sent by the interface card, 

wherein the first message indicates that the interface card writes the identifier of the 

first client into the memory address of the queue head of the write lock request queue 

and indicates that the first client obtains the write lock or is in a write lock waiting state, 

wherein 

the sending unit is further configured to: when the first message indicates that the 

interface card fails in writing the identifier of the first client into the memory address 

of the queue head of the write lock request queue, send a second write lock request to 

the interface card, wherein the second write lock request carries the identifier of the 

first client and a first memory address in the write lock request queue; and the first 

memory address is a memory address which is in a sequence from the queue head to a 

queue tail and into which the identifier of the first client can be written. 

32. The client according to claim 31, wherein the sending unit is further configured 

to: after the first client obtains the write lock, send a write lock release request to the 

interface card, wherein the write lock release request carries the memory address of the 

queue head of the write lock request queue. 

33. A lock server, wherein the lock server is applied to a cluster, and the cluster 

further comprises multiple clients, wherein the lock server comprises an interface card 

and a memory, and the memory is configured to store a read lock request queue and a 
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write lock allocation identifier, wherein the read lock request queue is used to record 

an identifier of a client that is in the cluster and that is in a read lock waiting state or 

obtains a read lock for a same shared resource, and the write lock allocation identifier 

is used to indicate whether a write lock for the shared resource is allocated; and 

the interface card is configured to: receive a first read lock request sent by a first 

client in the multiple clients, wherein the first read lock request carries an identifier of 

the first client and a first memory address in the read lock request queue, write the 

identifier of the first client into the first memory address in the read lock request queue, 

and send a first message to the first client, wherein the first message carries the write 

lock allocation identifier. 

34. The lock server according to claim 33, wherein when the write lock allocation 

identifier indicates that the write lock has been allocated, the first message indicates 

that the first client is in a read lock waiting state. 

35. The lock server according to claim 33, wherein the memory further stores a 

read lock allocation count, wherein the read lock allocation count is used to indicate a 

quantity of read locks allocated for the shared resource; and when the write lock 

allocation identifier indicates that the write lock is not allocated, the interface card is 

further configured to increase the read lock allocation count according to a quantity of 

read locks allocated to the first client, and the first message indicates that the first client 

obtains a read lock. 

36. The lock server according to claim 34, wherein the multiple clients further 

comprise a second client, and the memory is further configured to store a write lock 

request queue, wherein the write lock request queue is used to record identifiers of 

clients in the cluster, comprising an identifier of a client that is in a write lock waiting 

state for the shared resource and an identifier of a client that obtains the write lock for 

the shared resource; and when the write lock allocation identifier indicates that the write 

lock has been allocated, an identifier of the second client is stored in a memory address 

of a queue head of the write lock request queue. 

37. The lock server according to claim 33, wherein the multiple clients further 

comprise a third client, and an identifier of the third client is stored in a memory address 
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of a queue head of the read lock request queue; and 

the first memory address, which is carried in the first read lock request, in the read 

lock request queue is a memory address which is in a sequence from the queue head to 

a queue tail of the read lock request queue and into which the identifier of the first client 

can be written. 

38. The lock server according to claim 35, wherein when the first client obtains 

the read lock, the interface card is further configured to: receive a read lock release 

request sent by the first client, wherein the read lock release request carries the first 

memory address which is in the read lock request queue and in which the identifier of 

the first client is stored, decrease the read lock allocation count in the memory according 

to the quantity of read locks allocated to the first client, and delete the identifier of the 

first client from the first memory address in the read lock request queue. 

39. The lock server according to claim 35, wherein when the first client becomes 

faulty after obtaining the read lock, the interface card is configured to: decrease the read 

lock allocation count in the memory according to the quantity of read locks allocated 

to the first client, and delete the identifier of the first client from the first memory 

address in the read lock request queue. 

40. A client, wherein the client is applied to a cluster and serves as a first client in 

multiple clients, the cluster further comprises a lock server, and the lock server 

comprises an interface card and a memory, wherein the memory stores a read lock 

request queue and a write lock allocation identifier; the read lock request queue is used 

to record an identifier of a client that is in the cluster and that is in a read lock waiting 

state or obtains a read lock for a same shared resource, and the write lock allocation 

identifier is used to indicate whether a write lock for the shared resource is allocated; 

and the first client comprises: 

a sending unit, configured to send a first read lock request to the interface card, 

wherein the first read lock request carries an identifier of the first client and a first 

memory address in the read lock request queue; and 

a receiving unit, configured to receive a first message sent by the interface card, 

wherein the first message carries the write lock allocation identifier. 
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41. The client according to claim 40, wherein when the write lock allocation 

identifier indicates that the write lock has been allocated, the first message indicates 

that the first client is in a read lock waiting state. 

42. The client according to claim 40, wherein when the write lock allocation 

identifier indicates that the write lock is not allocated, the first message indicates that 

the first client obtains a read lock. 

43. The client according to claim 40, wherein the multiple clients further comprise 

a second client, and an identifier of the second client is stored in a memory address of 

a queue head of the read lock request queue; and 

the first memory address, which is carried in the first read lock request, in the read 

lock request queue is a memory address which is in a sequence from the queue head to 

a queue tail of the read lock request queue and into which the identifier of the first client 

can be written. 

44. The client according to claim 42, wherein the sending unit is further configured 

to send a read lock release request to the interface card, wherein the read lock release 

request carries a memory address which is in the read lock request queue and in which 

the identifier of the first client is stored. 

 


