WOR011/005644 PCT/US2010/040731

What is clfjmed is:
; thod of key agreement over an air link of a wireless communication system, the
rnetho \gomprising:

atW mobile station, receiving a first message from a base station, including

a random NYNCE wherein said random NONCE is a number or bit string used

only once in a¥nessage for a security purpose;
computing &permutation of a mobile station identification (MSID*);
sending a secqpd message including a mobile station random NONCE, the
base station random ONCE and a first integrity check value (ICV);
receiving at said Myobile station a third message including a mobile station
NONCE, the base station$andom NONCE and a second ICV;,
receiving at said mobijg station a third message including a mobile station
NONCE, the base station ranom NONCE and a second ICV if the base station
verified the first ICV;
verifying the second ICV; and§
sending a fourth message inclu§ing mobile station identification in a secure
link. \
2. The method of claim 1, wherein calculatiR . said permutation of said mobile station
identification comprises: |
computing said MSID* according to
MSID*=DOTI16KDF(MSID|BSID|NON CE_B %
wherein, | .
MSID is the mobile station identification (ID), |
BSID is the base station ID, \
NONCE_BS is the random NONCE of the base statiog and
DOT16KDF is a key derivation function to create a

the MSID, BSID and NONCE_BS.

d permutation from

3. The method of claim 2, comprising:
computing security keys according to: )
Security _keys=DOT16KDF(Parentkey, MSID*|XXX|YYY]|,size), wher %
Parentkey is the parent key from which the keys are derived; \
XXX is more parameters for a specific key such as, for example BSID;
YYY is a generic string which is defined per key;
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andWjize is the size of the key.

A metyod of key agreement over an air link of a wireless communication system, the
method & mprising:
at & base station, sending a first message to a mobile station, including a
first random YYONCE wherein said random NONCE is a number or bit string used
only once in a Rfetime cycle of a key for a security purpose;

receiving aWYsecond message including a mobile station permutated
identification (MSI i

NONCE and a first intggrity check value (ICV);

*), a mobile station random NONCE, the base station random

computing a pluraligy of security keys and verifying the first ICV,

sending a third messyge including said random NONCE of the base station,
a random NONCE of the m ile station and a second ICV;

receiving a fourth messa ¢ including a mobile station identification in a
secure link; and

comparing calculated MSID*"with the MSID* and establishing secure link

based on the comparison.
The method of claim 4, wherein computigg said plurality of security keys comprises:
Security_keys=DOTl6KDF(Parentkey,M D*XXX|YYY|,size), wherein,
Parentkey is the parent key from which the kQys are derived,;
XXX is more parameters for a specific key such \as, for example BSID;
YYY is a generic string which is defined per ke
and size is of the key.
The method of claim 4, comprising:

computing another permutation of the mobile statioRID (MSID**) according
to MSID**=DOTI6KDF(MSID|BSIDINONCE BS,48)

wherein,

MSID is the mobile station identification (ID),

BSID is the base station 1D,

NONCE_BS is the NONCE of the base station and
DOTI16KDF is a key derivation function to derive one or more

material from the MSID, BSID and NONCE_BS.

Ncurity keys
A mobile station comprising:
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ayeceiver to receive a first message from a base station, including a random

NONCE

a lifetime Qycle of a key for a security purpose;

Wwherein said random NONCE is a number or bit string used only once in

ting module to compute a permutation of a mobile station
RISID*); and

a transmitteNgo send a second message including a mobile station random
NONCE, the base syation random NONCE and a first integrity check value (ICV)

and to send a fourth

a comp

identification

cssage a mobile station identification in a secure link after
receiving a third messaj§e including a mobile station NONCE, the base station
random NONCE and a secynd ICV.
The mobile station of claim ® wherein the computing module is to compute said
MSID* according to MSID*=NOTI6KDF(MSID|BSID|NONCE._BS,48)
wherein,
MSID is the mobile station idemjfication (ID),
BSID is the base station ID, ‘
NONCE BS is the NONCE of the bjse station and
DOTI16KDF is a key derivation funct®n to derive one or more security
keys from the MSID, BSID and NONCE_B3,
The mobile station of claim 7, wherein the co
keys from MSID* and according to: Security_K s=DOT16KDF(Parentkey,
MSID*[XXX|YYYsizc) whercin, \
Parentkey is the parent key from which the keys are c

uting module is to compute security

ived,

XXX is more parameters for a specific key such as, for Sgample BSID;

YYY is a generic string which is defined per key;,
and size is of the key.

The mobile station of claim 7 comprising:

a multiple input multiple output (MIMO) transmitters §eceivers system
operably coupled to a plurality of antennas wherein said MIMQ transmitters
reccivers system includes at least said transmitter and at least saidyreceiver.

The mobile station of claim 7 comprising:

a modulator to modulate the first message and the third message ording
to an Orthogonal Frequency Division Multiple Access (OFDMA)
scheme; and
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The rnobi station of claim 7 comprising:
a modylator to modulate the first message and the third message according
to a single dgrrier frequency division multiple access (SC-FDMA) modulation
scheme; and
a demodulat8y to demodulate the second and the fourth message according
to an Orthogonal X equency Division Multiple Access (OFDMA) modulation
scheme.
A base station comprising:§
a transmitter to send W first message to a mobile station, including a first
random NONCE wherein said fgndom NONCE is a number or bit string used only
once in a lifetime of a key for & security purpose and to send a third message
including said random NONCE oRthe base station, a random NONCE of the
mobile station and a second ICV; |
a receiver to receive a second mess§ge including a mobile station permutated
identification (MSID¥), a mobile station ra§ydom NONCE, the base station random
NONCE and a first integrity check value (I) and a fourth message including a
mobile station identification in a secure link; \
a computing module to compute plurality N security keys and to verify the
first ICV of the second message; and 2 ,
a comparator to compare calculated MSID*¥, with the MSID* and to
establish said secure link based on the comparison.
The base station of claim 13 wherein the computing modwi¢ is to compute said
plurality of security keys from said MSID* according to \
Security_keys=DOT16KDF(Parentkey, MSID*[XXX|YYY/,s1z8), wherein,
Parentkey is the parent key from which the keys are derived,
XXX is more parameters for a specific key such as, for example BSYD;
YYY is a generic string which is defined per key; ’
and size is the key size.
The base station of claim 13 wherein the computing module is to comput \another
permutation of the mobile station ID (MSID**) according to
MSID**=DOTI16KDF(MSID|BSID|INONCE_BS,48)
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whiyein,
MSIB\is the mobile station identification (ID),
BSID isithe base station ID,
NONCE RS is the NONCE of the base station and
DOT16KDF 18 a key derivation functionto derive one or more security
keys materials from tilg MSID, BSID and NONCE_BS.
16.  The base station of - aim 13 comprising:

a multiple inp8¢ multiple output (MIMO) transmitters receivers system
operably coupled to §, plurality of antennas wherein said MIMO transmitters
receivers system includ? s at least said transmitter and at least said receiver.

17.  The base station of claim 13 mprising:

a modulator to modulat&he first message and the third message according
to an Orthogonal Frequency [yvision Multiple Access (OFDMA) modulation
scheme; and '

a demodulator to demodulate tNe second and the fourth message according
to said OFDMA modulation scheme \

18.  The base station of claim 13 comprising:

a modulator to modulate the first mesRage and the third message according
to an Orthogonal Frequency Division Multigle Access (OFDMA) modulation
scheme; and |

a demodulator to demodulate the second and \he fourth message according
to a single carrier frequency division multiple ac :
scheme.

19. A wireless communication system comprising:

including a mobile station random NONCE, the base station c
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NONCE and a first integrity check value (ICV) and to send a fourth
\ message, said fourth message including a mobile station identification,

a secure link after receiving a third message including a mobile

said mobil&station;
a recei to receive said second message said fourth message;
a computirgg module to compute a plurality of security keys and to
verify the first IC § of the second message; and
a comparator By compare calculated MSID** with thc MSID* and
to establish said secu ink based on the comparison.
20.  The wireless communication syst 1 of claim 19 wherein the computing module of
the mobile station is to calculate saidWISID* according to
MSID*=DOTI16KDF(MSID|BSID|NONRCE BS,48)
wherein, '
MSID is the mobile station identificatioy(ID),

BSID is the base station ID,

21.  The wireless communication system of claim 19 wherdjn the computing module of

XXX 1s more parameters for a specific key such as, for example§
YYY is a generic string which is defined per key;
and size is of the key. \
22, The wireless communication system of claim 19, the mobile station ful

comprising:

-15-



wO ‘ %11/005644 PCT/US2010/040731

a multiple input multiple output (MIMO) transmitters receivers system

23.
comprising: §
a modul§for to modulate the first message and the third message according
to an OrthogoRal Frequency Division Multiple Access (OFDMA) modulation
scheme; and
a demodulato ¥ demodulate the second and the fourth message according
to said OFDMA mod§lation scheme.
24.  The wireless communicatin system of claim 19, the mobile station further
comprising: |
a modulator to modulatQthe first message and the third message according
to a single carrier frequency dyision multiple access (SC-FDMA) modulation
scheme; and
a demodulator to demodulate tRe second and the fourth message according
to an Orthogonal Frequency DivisioR Multiple Access (OFDMA) modulation
scheme. |
25.  The wireless communication system of clain}
the base station is to compute said plurality of s§curity keys from said MSID*
according to Security keys=DOT16KDF(ParentRgy, MSID*[XXX|YYY],size),
wherein, | \
Parentkey is the parent key from which the keys are ‘
XXX is more parameters for a specific key such as, for ejample BSID;
YYY is a generic string which is defined per key; |
and size is of the key.
26.  The wireless communication system of claim 19 wherein the c@mputing module of
the base station to compute another of the mobile station ID (MSR**) according to
MSID**=DOTI16KDF(MSID|BSID|NONCE BS,48)
wherein,
MSID* is the mobile station identification (ID),
BSID is the base station ID,
NONCE_BS is the NONCE of the base station and
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DOT OKDF is a key derivation function to derive one or more security keys from

3RID and NONCE_BS.

The wircle§s communication system of claim 19, the base station comprising:

a muliple input multiple output (MIMO) transmitters receivers system

operably cogpled to a plurality of antennas wherein said MIMO transmitters

receivers syst@m includes at least said transmitter and at least said receiver.

The wireless com

a modulator to®

ynication system of claim 19, the base station comprising:

modulate the first message and the third message according

to an Orthogonal Fr&guency Division Multiple Access (OFDMA) modulation

scheme; and

a demodulator to de

to said OFDMA modulatioscheme.

\ dulate the second and the fourth message according

The wireless communication sysim of claim 19, the base station comprising:

a modulator to modulate the¥{irst message and the third message according

to an Orthogonal Frequency Divi$on Multiple Access (OFDMA) modulation

scheme; and

a demodulator to demodulate the s&

ond and the fourth message according

to a single carrier frequency division mu¥iple access (SC-FDMA) modulation

scheme.

A method of key agreement over an air link of a

method comprising:

sending in an unsecure mode a permutd

identification (MSID¥*);

establishing a secure link with a first set of

permutation of a mobile station identification (MSID*);

Wireless communication system, the
ion of a mobile station

{ys derived from said

sending over the ecstablished sccured link mobile stytion identification

(MSID).

The method of claim 30 comprising;:

deriving a second sct keys based on said MSID; and

communicating over the secure link using the second set of keys

The method of claim 30, wherein calculating said permutation of said mobile station

identification comprises:
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colgputing said MSID* according to
MSID*XQOTI6KDF(MSID|BSIDINONCE_BS,48)

33. The method of claim 2,

Security keys=DOT16KDF(Pardgtkey, MSID*|XXX|YYY]|,size), wherein,
Parentkey is the parent key frorf which the keys are derived,;
XXX is more parameters for a spdgific key such as, for example BSID;
YYY is a generic string which is a

and size is the size of the key.
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What is claimed is:

1. A method of key agreement over an air link of a wireless communication system, the

method comprising:

at a mobile station, receiving a first message from a base station, including a random

NONCE wherein said random NONCE is a number or bit string used only once in a message

for a security purpose;

computing a permutation of a mobile station identification (MSID*), wherein the

permutation is computed using said random NONCE;

computing security keys according to:
Security keys=DOT16KDF(Parentkey, MSID*|XXX]|Y YY|,size), wherein,
Parentkey is the parent key from which the keys are derived;
XXX is more parameters for a specific key such as, for example BSID;
YYY is a generic string which is defined per key;

and size is the size of the key;

sending a second message including a mobile station random NONCE, the base

station random NONCE and a first integrity check value (ICV);

receiving at said mobile station a third message including a mobile station NONCE,

the base station random NONCE and a second ICV if the base station verified the first ICV;

verifying the second ICV; and

sending a fourth message including mobile station identification in a secure link.

2. The method of claim 1, wherein computing said permutation of said mobile station

identification comprises:

computing said MSID* according to

MSID*=DOT16KDF(MSID|BSID|NONCE_BS,48) wherein,
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MSID is the mobile station identification (ID),
BSID is the base station ID,
NONCE_BS is the random NONCE of the base station and

DOT16KDEF is a key derivation function to create a hashed permutation from the MSID,
BSID and NONCE_BS.

3. A method of key agreement over an air link of a wireless communication system, the

method comprising:

at a base station, sending a first message to a mobile station, including a first random
NONCE wherein said random NONCE is a number or bit string used only once in a lifetime

cycle of a key for a security purpose;

receiving a second message including a mobile station permutated identification
(MSID¥*), a mobile station random NONCE, the base station random NONCE and a first
integrity check value (ICV) , wherein the permutation is computed using said first random

NONCE;

computing a plurality of security keys and verifying the first ICV, wherein computing

said plurality of security keys comprises: Security

keys=DOT16KDF(Parentkey, MSID* XXX|YYY],size), wherein,
Parentkey is the parent key from which the keys are derived;

XXX is more parameters for a specific key such as, for example BSID;
YYY is a generic string which is defined per key;

and size is of the key;

sending a third message including said random NONCE of the base station, a random

NONCE of the mobile station and a second ICV;

receiving a fourth message including a mobile station identification in a secure link;

and
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comparing calculated MSID** with the MSID* and establishing secure link based on

the comparison.

4. The method of claim 3, comprising:

computing another permutation of the mobile station ID (MSID**) according to

MSID**=DOT16KDF(MSID|BSIDNONCE_BS,48) wherein,
MSID is the mobile station identification (ID),

BSID is the base station ID,

NONCE BS is the NONCE of the base station and

DOTI16KDF is a key derivation function to derive one or more security keys material from

the MSID, BSID and NONCE_BS.

5. A mobile station comprising:

a receiver to receive a first message from a base station, including a random NONCE
wherein said random NONCE is a number or bit string used only once in a lifetime cycle of a

key for a security purpose;

a computing module to compute a permutation of a mobile station identification
(MSID*), wherein the permutation is computed using said random NONCE, and wherein the

computing module is to compute security keys from MSID* and according to:
Security Keys=DOT16KDF(Parentkey, MSID*|XXX]|YYY|size) wherein,
Parentkey is the parent key from which the keys are derived,;

XXX is more parameters for a specific key such as, for example BSID;

YYY is a generic string which is defined per key;

and size is of the key; and

a transmitter to send a second message including a mobile station random NONCE,
the base station random NONCE and a first integrity check value (ICV) and to send a fourth

message a mobile station identification in a secure link after receiving a third message
-12-




including a mobile station NONCE, the base station random NONCE and a second ICV.

6. The mobile station of claim 5, wherein the computing module is to compute said MSID *

according to
MSID*=DOT16KDF(MSID|BSIDNONCE_BS,48) wherein,
MSID is the mobile station identification (ID),

BSID is the base station ID,

NONCE _BS is the NONCE of the base station and

DOT16KDF is a key derivation function to derive one or more security keys from the MSID,
BSID and NONCE_BS.

7. The mobile station of claim 5 comprising:

a multiple input multiple output (MIMO) transmitters receivers system operably
coupled to a plurality of antennas wherein said MIMO transmitters receivers system includes

at least said transmitter and at least said receiver.

8. The mobile station of claim 5 comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to said

OFDMA modulation scheme.

9. The mobile station of claim 5 comprising:

a modulator to modulate the first message and the third message according to a single

carrier frequency division multiple access (SC-FDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme.
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10. A base station comprising:

a transmitter to send a first message to a mobile station, including a first random
NONCE wherein said random NONCE is a number or bit string used only once in a lifetime
of a key for a security purpose and to send a third message including said random NONCE of

the base station, a random NONCE of the mobile station and a second ICV;

a receiver to receive a second message including a mobile station permutated
identification (MSID*), wherein the mobile station permutated identification is computed
using said first random NONCE, a mobile station random NONCE, the base station random
NONCE and a first integrity check value (ICV) and a fourth message including a mobile

station identification in a secure link;

a computing module to compute plurality of security keys and to verify the first ICV
of the second message, wherein the computing module is to compute said plurality of security

keys from said MSID* according to:
Security keys=DOT16KDF(Parentkey, MSID*|XXX|YYY|,size), wherein,

Parentkey is the parent key from which the keys are derived;
XXX is more parameters for a specific key such as, for example BSID;
YYY is a generic string which is defined per key;

and size is the key size; and

a comparator to compare calculated MSID** with the MSID* and to establish said

secure link based on the comparison.

11. The base station of claim 10 wherein the computing module is to compute another
permutation of the mobile station ID (MSID**) according to

MSID**=DOT16KDF(MSID|BSID|NONCE_BS,48) wherein,
MSID is the mobile station identification (ID),
BSID is the base station ID,

NONCE_BS is the NONCE of the base station and
-14-




DOT16KDF is a key derivation function to derive one or more security keys materials from

the MSID, BSID and NONCE_BS.

12. The base station of claim 10 comprising:

a multiple input multiple output (MIMO) transmitters receivers system operably
coupled to a plurality of antennas wherein said MIMO transmitters receivers system includes

at least said transmitter and at least said receiver.

13. The base station of claim 10 comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to said

OFDMA modulation scheme.

14. The base station of claim 10 comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to a single

carrier frequency division multiple access (SC-FDMA) modulation scheme.

15. A wireless communication system comprising:
a mobile station and a base station wherein the mobile station comprises:

a receiver to receive a first message from a base station, said first message including a
random NONCE, wherein said random NONCE is a number or bit string used only once in a

lifetime cycle of a key for a security purpose;

a computing module to compute a permutation of a mobile station identification
(MSID*), wherein the permutation is computed using said random NONCE, and wherein the
computing module of the mobile station is to compute security keys from MSID* and
according to
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Security keys=DOT16KDF(Parentkey, MSID*|XXX|YY'Y|,size), wherein,
Parentkey is the parent key from which the keys are derived;

XXX is more parameters for a specific key such as, for example BSID;
YYY is a generic string which is defined per key;

and size is of the key; and

a transmitter to send a second message, said second message including a mobile
station random NONCE, the base station random NONCE and a first integrity check value
(ICV) and to send a fourth message, said fourth message including a mobile station
identification, in a secure link after receiving a third message including a mobile station

NONCE, the base station random NONCE and a second ICV; and
the base station comprises:
a transmitter to send said first message and the third message to said mobile station;
a receiver to receive said second message said fourth message;

a computing module to compute a plurality of security keys and to verify the first ICV

of the second message; and

a comparator to compare calculated MSID** with the MSID* and to establish said

secure link based on the comparison.

16. The wireless communication system of claim 15 wherein the computing module of the
mobile station is to calculate said MSID* according to

MSID*=DOT16KDF(MSIDBSID[NONCE BS,48) wherein,
MSID is the mobile station identification (ID),

BSID is the base station ID,

NONCE_BS is the NONCE of the base station and

DOTI16KDF is a key derivation function to derive one or more security keys materials from

the MSID, BSID and NONCE_BS.
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17. The wireless communication system of claim 15, the mobile station further comprising:

a multiple input multiple output (MIMO) transmitters receivers system operably
coupled to a plurality of antennas wherein said MIMO transmitters receivers system includes
at least said transmitter and at least said receiver.

18. The wireless communication system of claim 15, the mobile station further comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to said
OFDMA modulation scheme.
19. The wireless communication system of claim 15, the mobile station further comprising:

a modulator to modulate the first message and the third message according to a single

carrier frequency division multiple access (SC-FDMA) modulation scheme; and
a demodulator to demodulate the second and the fourth message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme.

20. The wireless communication system of claim 15 wherein the computing module of the
base station is to compute said plurality of security keys from said MSID* according to

Security keys=DOT16KDF(Parentkey, MSID*|XXX|YYY|,size), wherein,

Parentkey is the parent key from which the keys are derived,

XXX is more parameters for a specific key such as, for example BSID;

YYY is a generic string which is defined per key;

and size is of the key.

21. The wireless communication system of claim 15 wherein the computing module of the

base station to compute another of the mobile station ID (MSID**) according to

MSID**=DOT16KDF(MSID|BSIDNONCE BS,48) wherein,
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MSID* is the mobile station identification (ID),
BSID is the base station ID,
NONCE BS is the NONCE of the base station and

DOT16KDF is a key derivation function to derive one or more security keys from the MSID,
BSID and NONCE_BS.

22. The wireless communication system of claim 15, the base station comprising:

a multiple input muitiple output (MIMO) transmitters receivers system operably
coupled to a plurality of antennas wherein said MIMO transmitters receivers system includes

at least said transmitter and at least said receiver.

23. The wireless communication system of claim 15, the base station comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to said

OFDMA modulation scheme.

24. The wireless communication system of claim 15, the base station comprising:

a modulator to modulate the first message and the third message according to an

Orthogonal Frequency Division Multiple Access (OFDMA) modulation scheme; and

a demodulator to demodulate the second and the fourth message according to a single

carrier frequency division multiple access (SC-FDMA) modulation scheme.

25. A method of key agreement over an air link of a wireless communication system, the

method comprising:

sending from a mobile station to a remote station in an unsecure mode a permutation
of a mobile station identification (MSID*), wherein the permutation is computed using a

random NONCE;
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establishing a secure link between the mobile station and the remote station with a
first set of keys derived from said permutation of a mobile station identification (MSID*),

wherein the security keys are computed according to
Security keys=DOT16KDF(Parentkey, MSID*| XXX|YYY]|,size), wherein, Parentkey is the
parent key from which the keys are derived; XXX is more parameters for a specific key such

as, for example BSID; YYY is a generic string which is defined per key;

and size is the size of the key;

sending from the mobile station to the remote station over the established secured link

mobile station identification (MSID).

26. The method of claim 25 comprising:
deriving a second set keys based on said MSID; and

communicating over the secure link using the second set of keys.

27. The method of claim 25, wherein calculating said permutation of said mobile station

identification comprises:

computing said MSID* according to MSID*=DOT16KDF(MSIDBSID|NONCE BS,

48) wherein,

MSID is the mobile station identification (ID),

BSID is the base station ID,

NONCE _ BS is the random NONCE of the base station and

DOT16KDF is a key derivation function to create a hashed permutation from the MSID,
BSID and NONCE_BS.
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