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MULTI-SIGNATURE SECURITY ACCOUNT CONTROL SYSTEM 

 

Technical Field 

[1]  The present disclosure relates to a multi-

signature security account control system.  More 5 

specifically, the present disclosure relates to a m ulti-

signature security account control system for manag ing 

control and recovery of an account by controlling 

management authority for the account through a plur ality 

of account signatures and maintaining the security of 10 

the account in order to exercise management authori ty 

for a certain account if signature is performed for  a 

predetermined number of participating accounts or m ore, 

among at least three participating accounts having 

management authority for a certain account. 15 

  

Background Art 

[2]  Cryptocurrency is a type of electronic money that 

remains in the form of information in a computer or  the 

like, and is traded virtually only in cyberspace. 20 

[3]  Initially, cryptocurrency was called "digital 

currency" or "virtual currency" because it is not 

visible and is realized only in computers, but nowa days 

it is also referred to as "cryptocurrency" in the s ense 

of currency employing encryption technology. 25 

[4]  Cryptocurrency is able to significantly reduce 

transaction costs such as transfer costs and the li ke 

because production costs are not incurred when issu ing 

currency.  In addition, since cryptocurrency is net work-

type electronic money that is only traded in cybers pace 30 

without real objects, there is no limit as to the n umber 

of coins that may be held. 

[5]  In addition, cryptocurrency enables direct 

transactions because intermediate steps for transac tion 

are not required. 35 
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[6]  As examples of cryptocurrencies, there are 

"Bitcoin", which is the representative thereof, 

"Ethereum", "Eos", "Litecoin", "Neo", "Monero", "Da sh", 

and the like. 

[7]  Such cryptocurrency is driven in a block chain 5 

system, which is a decentralized ledger record data base 

technology for recording cryptocurrency transaction s. 

[8]  All cryptocurrencies are configured as a pair of 

keys in the form of a private key and a public key 

(address) at a user end. 10 

[9]  For example, the public key corresponds to a bank 

account number, and the private key corresponds to a 

password, which are a pair of keys that match each 

other. 

[10]  In general, a cryptocurrency QT program (personal 15 

user wallet program) encrypts a private key using a  user 

password and stores the same in a user terminal suc h as 

a member computer or the like. 

[11]  A cryptocurrency exchange encrypts the private key 

using a user password or salt in a server and then 20 

stores the same in an exchange server. 

[12]  However, the conventional configuration for 

storing user information has a potential problem in  

which the encrypted private key stored in the excha nge 

server may be decrypted by hacking or insiders rela ted 25 

to the security of the exchange who knows how to en crypt 

the key, thereby illegally transferring assets from  the 

user’s account. 

[13]  That is, since the conventional technology is 

configured to control whether or not to transfer as sets 30 

and the authority for the account using a single 

password, there is a problem in which the account c annot 

be used in the case of hacking. 

[14]  In addition, even if the user has a wallet, since 

the management authority for the user’s account rel ies 35 
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on the exchange, instead of being given to the user , 

hacking into the exchange may cause significant dam age. 

[15]  Further, if the user loses or damages the private 

key for a wallet, it is impossible to exercise 

management authority for the account or to recover the 5 

same so that valuable assets may be completely lost . 

 

Detailed Description of the Invention 

Technical Problem  

[16]  In order to solve the above problems, an objective 10 

of the present disclosure is to provide a multi-

signature security account control system for manag ing 

control and recovery of an account by controlling t he 

management authority for the account through a plur ality 

of account signatures and maintaining the security of 15 

the account in order to exercise management authori ty 

for a certain account if signature is performed for  a 

predetermined number of participating accounts or m ore, 

among at least three different accounts having 

management authority for a certain account. 20 

 

Technical Solution  

[17]  In order to attain the objective described above, 

an embodiment of the present disclosure provides a 

multi-signature security account control system 25 

including a multi-signature security account in whi ch at 

least three participating accounts have management 

authority, wherein the participating accounts inclu des a 

first participating account corresponding to a user  

terminal, a second participating account correspond ing 30 

to an HSM management server, and a third participat ing 

account corresponding to an exchange server. 

[18]  In addition, the multi-signature security account 

control system according to an embodiment of the pr esent 

disclosure causes the HSM management server to cont rol 35 
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authority for the multi-signature security account using 

signature information provided from a predetermined  

number of participating accounts or more. 

[19]  In addition, the authority of the multi-signature 

security account according to an embodiment of the 5 

present disclosure is at least one of transfer of 

assets, delegation of authority for transfer of ass ets 

and change of configuration/cancellation of delegat ion, 

producer voting, checking balances, displaying a 

transaction list, obtaining bid information, purcha se 10 

and sale of goods, permission control, 

submission/execution of proposals, and 

review/approval/rejection of proposals. 

[20]  In addition, in the multi-signature security 

account according to an embodiment of the present 15 

disclosure, each participating subject maintains 

ownership, and the shares of the multi-signature 

security account are determined through the weights  held 

by the participating subjects. 

[21]  In addition, the multi-signature security account 20 

according to an embodiment of the present disclosur e is 

configured to, if any one of a plurality of 

participating accounts is attacked, switch the auth ority 

of the attacked account to a new participating acco unt 

through authentication of the remaining participati ng 25 

accounts. 

[22]  In addition, the multi-signature security account 

system according to an embodiment of the present 

disclosure includes an offline HSM (hardware securi ty 

module) configured to generate a private key and a 30 

public key offline for the second participating acc ount 

of the multi-signature security account in which at  

least three participating accounts have management 

authority. 

[23]  In addition, the multi-signature security account 35 
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system according to an embodiment of the present 

disclosure includes an HSM management server config ured 

to receive the generated private key and public key  from 

the offline HSM, store the private key in the datab ase, 

generate a KeK (key encryption key) and data key (D K), 5 

encrypt the data key using the KeK (key encryption key), 

and store the same in the database. 

[24]  In addition, the HSM management server outputs and 

transmits signature information encrypted using the  data 

key to the user terminal or the exchange server. 10 

[25]  In addition, the multi-signature security account 

system according to an embodiment of the present 

disclosure includes a database configured to store the 

encrypted private key, the KeK, and the data key (D K), 

[26]  In addition, the HSM management server according 15 

to an embodiment of the present disclosure configur es a 

multi-signature security account in which the secon d 

participating account, the first participating acco unt 

of the user terminal 100 and the third participatin g 

account of the exchange server have management 20 

authority, and controls the authority of the multi-

signature security account through authentication o f 

multi-signature information. 

[27]  In addition, if any one of the first participating 

account or the third participating account is attac ked 25 

(or hacked), the HSM management server according to  an 

embodiment of the present disclosure performs contr ol so 

as to switch the authority of the attacked account to a 

new account through a predetermined verification 

process. 30 

 

Advantageous Effects  

[28]  According to the present disclosure, management 

authority for a certain account is able to be exerc ised 

by providing signatures for a predetermined number of 35 
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participating accounts or more, among at least thre e 

participating accounts having management authority for a 

certain account.  Therefore, it is possible to mana ge 

control and recovery of an account by controlling t he 

management authority for the account through a plur ality 5 

of account signatures, thereby improving the securi ty of 

the account. 

[29]  In addition, according to the present disclosure, 

even if some information on an account is leaked by  

hacking or the like, recovery of a security account  is 10 

able to be performed through multiple signatures, w hich 

may be applied to various cryptocurrency transactio ns. 

 

Brief Description of the Drawings 

[30]  FIG. 1 is a block diagram showing the 15 

configuration of a multi-signature security account  

control system according to an embodiment of the pr esent 

disclosure. 

[31]  FIG. 2 is a flowchart showing the operation of a 

multi-signature security account control system 20 

according to an embodiment of the present disclosur e. 

[32]  FIG. 3 is another flowchart showing the operation 

of a multi-signature security account control syste m 

according to an embodiment of the present disclosur e. 

[33]  FIG. 4 is a flowchart showing recovery of an 25 

account in a multi-signature security account contr ol 

system according to an embodiment of the present 

disclosure.  

 

Mode for Carrying Out the Invention 30 

[34]  FIG. 1 is a block diagram showing the 

configuration of a multi-signature security account  

control system according to an embodiment of the pr esent 

disclosure, FIG. 2 is a flowchart showing the opera tion 

of a multi-signature security account control syste m 35 
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according to an embodiment of the present disclosur e, 

FIG. 3 is another flowchart showing the operation o f a 

multi-signature security account control system 

according to an embodiment of the present disclosur e, 

and FIG. 4 is a flowchart showing recovery of an ac count 5 

in a multi-signature security account control syste m 

according to an embodiment of the present disclosur e. 

[35]  As shown in FIGS. 1 to 4, a multi-signature 

security account control system according to an 

embodiment of the present disclosure is configured to 10 

include a multi-signature security account in which  at 

least three participating accounts have management 

authority, and a user terminal 100, an HSM manageme nt 

server 200, and an exchange server 300, which have a 

participating account, respectively. 15 

[36]  Here, the "account" may indicate a "wallet" used 

to trade cryptocurrency.  Accordingly, the particip ating 

accounts of the user terminal 100, the HSM manageme nt 

server 200, and the exchange server 300 also have t heir 

own wallets for trading cryptocurrency, and the wal let 20 

is called a "participating account".  An account fo r 

cryptocurrency transactions in which each participa ting 

account has management authority for one certain ac count 

is called a "multi-signature security account". 

[37]  Here, the term "multi-signature security account" 25 

connotes that multi-signature technology for securi ty of 

an account is applied thereto.  The security of an 

account may encompass any process of protecting the  

account from being changed by an unauthorized perso n. 

[38]  "Multi-signature" indicates that a plurality of 30 

signatures, instead of a single signature, is used.   That 

is, it is assumed that there is a plurality of subj ects 

providing signatures, instead of a single subject.  

Accordingly, "multi-signature" means that signature s are 

provided by the respective subjects for a specific 35 
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authentication.  Therefore, each of the signature 

subjects has management authority for a certain acc ount.   

[39]  Accordingly, each of the user terminal 100, the 

HSM management server 200, and the exchange server 300 

may become a subject for signature, and may exercis e 5 

management authority for a certain account. 

[40]  The user terminal 100, the HSM management server 

200, and the exchange server 300 are referred to as  

"participating accounts" capable of exercising 

management authority in the sense that they partici pate 10 

in exercising management authority for a certain 

account. 

[41]  The share or weight with which each participating 

account is able to exercise management authority fo r a 

certain account may be appropriately determined by 15 

mutual agreement as necessary. 

[42]  In addition, a reference value is provided in 

exercising management authority for the account, an d if 

signature exceeding the reference value is performe d by 

each participating account, the management authorit y for 20 

the account may be exercised. 

[43]  In addition, the multi-signature security account 

control system causes the HSM management server 200  to 

control the authority for the multi-signature secur ity 

account using multi-signature information (e.g., a 25 

signature key) provided from at least two participa ting 

accounts. 

[44]  The authority for the multi-signature security 

account includes authority for at least one of tran sfer 

of assets, delegation of authority for transfer of 30 

assets and change of configuration/cancellation of 

delegation, producer voting, checking balances, 

displaying a transaction list, obtaining bid 

information, purchase and sale of goods, permission  

control, submission/execution of proposals, and 35 
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review/approval/rejection of proposals. 

[45]  The user terminal 100 is connected to the exchange 

server 300 through a network and manages a first 

participating account having management authority f or 

the multi-signature security account. 5 

[46]  In addition, the user terminal 100 may be 

configured as any of various terminals such as a de sktop 

PC, a notebook PC, a tablet PC, a palmtop, a person al 

digital assistant (PDA), a communication terminal d evice 

such as a smartphone capable of accessing to the 10 

Internet, a portable multimedia player (PMP), an ul tra-

mobile PC (UMPC), a mobile internet device (MID), a nd 

the like. 

[47]  In addition, the user terminal 100 may request 

tasks, such as transfer of assets stored in the mul ti-15 

signature security account, delegation of authority  for 

transfer of assets and change of 

configuration/cancellation of delegation, producer 

voting, checking balances, displaying a transaction  

list, obtaining bid information, purchase and sale of 20 

goods, permission control, submission/execution of 

proposals, review/approval/rejection of proposals, and 

the like, through the first participating account. 

[48]  In addition, if the first participating account is 

attacked (or hacked), the user terminal 100 request s the 25 

HSM management server 200 to switch the authority t o a 

new first participating account due to the attack. 

[49]  The HSM (hardware security module) management 

server 200 generates and manages a multi-signature 

security account in which at least three participat ing 30 

accounts have management authority, wherein the 

participating accounts include a first participatin g 

account generated by the user terminal 100, a secon d 

participating account corresponding to the HSM 

management server 200, and a third participating ac count 35 
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corresponding to the exchange server 300. 

[50]  That is, the multi-signature security account is 

an account in which a plurality of participating 

accounts has management authority in order to manag e an 

increase or reduction in assets for an account gene rated 5 

using a public key, and is an account that may be 

configured by dividing ownership according to the s hares 

of the participating accounts. 

[51]  In addition, the multi-signature security account 

may be used for control of corporate financial acco unts, 10 

control of financial accounts of clubs, NGOs, or th e 

like, P2P fund protection, sales protection trade, 

control of use of blockchain, and the like. 

[52]  In addition, in the multi-signature security 

account, the respective participating subjects, tha t is, 15 

the first participating account, the second 

participating account, and the third participating 

account, maintain ownership, and the shares of the 

multi-signature security account may be determined 

through the weights of the assets and the like, whi ch 20 

are held by the participating subjects of the first  

participating account, the second participating acc ount, 

and the third participating account. 

[53]  In addition, the multi-signature security account 

may be protected by insurance. 25 

[54]  The HSM management server 200 is configured to 

include an offline HSM (hardware security module) 2 10 

and a database 220. 

[55]  The offline HSM 210 generates a private key and a 

public key offline for the multi-signature security  30 

account including at least three participating acco unts 

generated by different users. 

[56]  The private key generated by the offline HSM 210 

is encrypted and stored in the database 220 of the HSM 

management server 200 or in an external database in  35 
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order to prevent leakage thereof to the outside, th ereby 

safely protecting and managing the same. 

[57]  The HSM management server 200 receives the private 

key and public key generated by the offline HSM 210  

through separate storage such as a USB memory or th e 5 

like, and the private key is encrypted and stored i n the 

database 220.  The public key is open and generated  as a 

multi-signature security account including at least  

three participating accounts by the HSM management 

server 200. 10 

[58]  In addition, the HSM management server 200 may 

manage an authentication encryption key management 

solution, cloud computing, networking, payment, 

security, and storage. 

[59]  In addition, the HSM management server 200 15 

generates a KeK (key encryption key) and a data key  

(DK), and the data key is encrypted using the KeK ( key 

encryption key) and is then stored in the database 220. 

[60]  In addition, the HSM management server 200 

generates a signature key by encrypting data includ ing 20 

signature information using a data key (DK). 

[61]  In addition, the HSM management server 200 

provides the signature key to, for example, the fir st 

participating account, the second participating acc ount, 

and the third participating account, which constitu te 25 

the multi-signature security account, so as to be u sed 

for transfer of assets, approval of change in autho rity, 

and the like, thereby preventing the private key st ored 

in the HSM management server 200 from being leaked to 

the outside. 30 

[62]  In addition, the HSM management server 200 allows 

the KeK to be protected inside the HSM based on the  HSM, 

and allows the KeK to be protected in the offline H SM 

210. 

[63]  In addition, the data key is generated in a 35 
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volatile memory of the HSM, and is used for encrypt ion 

of the private key. 

[64]  In addition, the data key is encrypted using the 

KeK public key and is then stored in the database 2 20 

for key recovery in an emergency, and the unencrypt ed 5 

data key resides only in the memory of the HSM. 

[65]  In addition, the HSM management server 200 

configures a multi-signature security account such that 

at least three different accounts, that is, the sec ond 

participating account of the HSM management server 200, 10 

the first participating account of the user termina l 

100, and the third participating account of the exc hange 

server 300, have management authority. 

[66]  In addition, the HSM management server 200 

performs a contract and registration process such a s 15 

securing confidentiality between the first particip ating 

account, the second participating account, and the third 

participating account, and performs use of an 

administrator API, exchange of a shared secret key,  and 

allocation of a GUID (global unique ID) to each use r of 20 

the account. 

[67]  In addition, the HSM management server 200 adds 

user information to the GUID for each user, and all ows 

the key mapped to the GUID for each user to be prot ected 

in the HSM or an application to which a security sy stem 25 

similar thereto is applied. 

[68]  In addition, the HSM management server 200 

controls the authority of the multi-signature secur ity 

account through multi-signature information on two or 

more of three accounts, that is, through authentica tion 30 

of a signature key. 

[69]  In the multi-signature security account, transfer 

of assets from the multi-signature security account  or 

change in the authority configured in the multi-

signature security account is not to be performed u sing 35 
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only authority having a sum of shares less than a 

predetermined threshold on the basis of the shares 

allocated to the first participating account, the s econd 

participating account, and the third participating 

account, and the sum of the shares of the respectiv e 5 

accounts. 

[70]  That is, in the case where a threshold for 

approving transfer of assets for the multi-signatur e 

security account (the sum of shares) is, for exampl e, 

"50", and where the share of the first participatin g 10 

account is "40", the share of the third participati ng 

account is "30", and the share of the second 

participating account is "30", if a signature key i s 

provided from at least two or more accounts for tra nsfer 

of assets from the multi-signature security account , and 15 

if the sum of shares exceeds "50", approval of the 

transfer of assets and transfer according to theret o may 

be performed. 

[71]  Meanwhile, although a description has been made on 

the basis of three participating accounts for 20 

convenience of explanation in the present embodimen t, 

the disclosure is not limited thereto, and more tha n 

three participating accounts may be configured as 

necessary.  For example, if five participating acco unts 

are configured, signature information must be input  from 25 

at least three participating accounts. 

[72]  In addition, the HSM management server 200 enables 

the multi-signature security account to be recovere d 

through multiple signatures in the case of a proble m 

such as an attack or hacking. 30 

[73]  That is, the HSM management server 200 uses the 

first participating account + the third participati ng 

account for general business, uses the first 

participating account + the second participating ac count 

when the third participating account is attacked (o r 35 
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hacked), and uses the third participating account +  the 

second participating account with two signatures wh en 

the first participating account is attacked (or hac ked). 

[74]  In addition, if any one of the first participating 

account or the third participating account is attac ked 5 

(or hacked), the HSM management server 200 switches  the 

authority from the attacked account to a new accoun t 

through a predetermined verification process using two 

signatures. 

[75]  Meanwhile, if the first participating account of 10 

the multi-signature security account is attacked, 

transfer of assets or tokens is impossible using a 

single account, and recovery of the first participa ting 

account may be requested through the third particip ating 

account or the second participating account. 15 

[76]  At this time, after identifying a user, the HSM 

management server 200 performs change into a new fi rst 

participating account and recovery of the authority  with 

respect to the new account through confirmation of a 

user’s intention by user authentication. 20 

[77]  The user identification process may include 

identification using a predetermined user's passpor t, 

bank account information, and the like, and 

identification using international financial transa ction 

restrictions and information on major politicians. 25 

[78]  In addition, the HSM management server 200 may 

execute user authentication in relation to the firs t 

participating account through session authenticatio n, 

authentication using SMS-MO/OTP/ARS, user identific ation 

(KYC) account authentication, and the like, instead  of 30 

managing a user's password therefor and the like, a nd 

may apply other authentication methods depending on  the 

security level. 

[79]  In addition, the HSM management server 200 may 

perform authentication in relation to the third 35 
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participating account through shared security key 

authentication, SMS-MO/ARS/Soft-OTP, or the like. 

[80]  In addition, the HSM management server 200 may 

perform verification using the remitter's account n umber 

and the one-time amount of money, and may identify 5 

user’s consent to the change of authority to a new 

account by requesting the user to remit the amount of 

money (e.g., KRW 1), which was remitted to the user  for 

verification, to a virtual account designated by an  

administrator.  10 

[81]  In addition, this configuration may be suitable 

for companies to which internal control is applied.  

[82]  The database 220 encrypts and stores the private 

key, the KeK, the data key (DK), and the like. 

[83]  The exchange server 300 may be connected to the 15 

user terminal 100 and the HSM management server 200  

through a network, thereby managing the third 

participating account of the multi-signature securi ty 

account, and may be configured as any of various ty pes 

of terminals such as desktop PCs, notebook PCs, ser ver 20 

systems, and the like, and may be configured to inc lude 

a database 310. 

[84]  In addition, the exchange server 300 transfers 

cryptocurrency between user accounts by performing 

transaction for cryptocurrency between a plurality of 25 

users. 

[85]  That is, the exchange server 300 receives multi-

signature information from the HSM management serve r 200 

and then performs transfer of assets in response to  a 

request for transfer of assets from the multi-signa ture 30 

security account, which is received from the user 

terminal 100. 

[86]  In addition, the exchange server 300 may request 

tasks such as transfer of assets stored in the mult i-

signature security account, delegation of authority  for 35 
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transfer of assets and change of 

configuration/cancellation of delegation, producer 

voting, checking balances, displaying a transaction  

list, obtaining bid information, purchase and sale of 

goods, permission control, submission/execution of 5 

proposals, review/approval/rejection of proposals, and 

the like through the third participating account.  

[87]  In addition, if the third participating account is 

attacked (or hacked), the exchange server 300 may 

request the HSM management server 200 to switch the  10 

authority to a new third participating account due to 

the attack. 

[88]  The following describes a process of using a 

multi-signature security account. 

[89]  First, if the user terminal 100 performs 15 

membership registration in the HSM management serve r 200 

(S100), the exchange server 300 performs authentica tion 

of user information (S120) using user information 

transmitted from the HSM management server 200 (S11 0), 

and assigns a GUID to each user (S130), thereby 20 

transmitting the same to the HSM management server 200 

and the user terminal 100 (S140). 

[90]  That is, after performing a contract and 

registration process such as confidentiality or the  like 

between the first participating account, the second  25 

participating account, and the third participating 

account, using the administrator API, exchanging a 

shared secret key, and assigning a GUID to each use r, 

user information is added. 

[91]  At this time, user information may be verified 30 

through a process including AML checking. 

[92]  The generated GUID for each user is protected in 

the HSM of the HSM management server 200, and the 

signature key is mapped to a multi-signature securi ty 

account. 35 
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[93]  Thereafter, if a request for transfer of assets is 

received from the user terminal 100 (S200), the HSM  

management server 200 generates a multi-signature f or a 

multi-signature security account (S210), and reques ts 

the user terminal 100 to confirm the multi-signatur e 5 

(S220).  If approval of the multi-signature is conf irmed 

(S230), the transfer of assets is executed (S240). 

[94]  Meanwhile, if a request for recovery of the 

account is received from the user terminal 100 when  the 

first participating account of the multi-signature 10 

security account is attacked (S300), the HSM manage ment 

server 200 identifies the user and then generates 

multiple signatures for switching to a new first 

participating account and recovery of authority for  the 

new account through confirmation of the user’s inte ntion 15 

by user authentication (S310). 

[95]  The generated multiple signatures are transmitted 

to the exchange server 300, thereby performing a 

confirmation process (S320). 

[96]  If the approval is confirmed by the exchange 20 

server 300 (S330), the HSM management server 200 

approves the recovery of the multi-signature securi ty 

account including the new first participating accou nt 

(S340), and transmits the result thereof to the use r 

terminal 100 (S350). 25 

[97]  Accordingly, it is possible to improve security by 

managing control and recovery of a security account  

through a plurality of account signatures for a mul ti-

signature security account including at least three  

different accounts. 30 

[98]  As described above, although the present 

disclosure has been described with reference to a 

preferred embodiment thereof, it will be understood  that 

the present disclosure may be variously modified an d 

changed by those skilled in the art without departi ng 35 
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from the spirit and scope of the present disclosure  

described in the following claims. 

[99]  In addition, reference numerals in the claims of 

the present disclosure are provided for clarity and  

convenience of description, and are not limiting.  In the 5 

course of describing the embodiments, the thickness es of 

lines, the sizes of components, and the like shown in 

the drawings may be exaggerated for clarity and 

convenience of description.  In addition, the terms  

described above are defined in consideration of 10 

functions in the present disclosure, and may vary 

according to the intention or custom of a user and an 

operator, so that the terms are to be interpreted o n the 

basis of the description throughout this specificat ion. 

[100]  Reference numerals 15 

[101]  100: User terminal 

[102]  200: HSM management server 

[103]  210: Offline HSM 

[104]  220: Database 

[105]  300: Exchange server 20 

[106]  310: Database 
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Claims 

 

 1. A multi-signature security account control 

system comprising a multi-signature security accoun t in 

which at least three participating accounts have 5 

management authority,  

 wherein the participating accounts comprise a 

first participating account corresponding to a user  

terminal (100), a second participating account 

corresponding to an HSM management server (200), an d a 10 

third participating account corresponding to an exc hange 

server (300), and 

 wherein the HSM management server (200) controls 

authority for the multi-signature security account using 

signature information provided from a predetermined  15 

number of participating accounts or more. 

 

 2. The multi-signature security account control 

system of claim 1, wherein authority of the multi-

signature security account is at least one of trans fer 20 

of assets, delegation of authority for transfer of 

assets and change of configuration/cancellation of 

delegation, producer votes, checking balances, 

displaying a transaction list, obtaining bid 

information, purchase and sale of goods, permission  25 

control, submission/execution of proposals, and 

review/approval/rejection of proposals. 

 

 3. The multi-signature security account control 

system of claim 1, wherein each participating subje ct of 30 

the multi-signature security account maintains 

ownership, and wherein the shares of the multi-sign ature 

security account are determined through the weights  held 

by the participating subjects. 
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 4. The multi-signature security account control 

system of claim 1, wherein the multi-signature secu rity 

account is configured to, if any one of a plurality  of 

participating accounts is attacked, switch authorit y of 

the attacked account to a new participating account  5 

through authentication of the remaining participati ng 

accounts. 

 

 5. The multi-signature security account control 

system of claim 1, further comprising: 10 

 an offline hardware security module (HSM) (210) 

configured to generate a private key and a public k ey 

offline for the second participating account of the  

multi-signature security account in which at least three 

participating accounts have management authority; 15 

 an HSM management server (200) configured to 

receive the generated private key and public key fr om 

the offline HSM (210), store the private key in the  

database (220), generate a KeK (key encryption key)  and 

a data key (DK), encrypt the data key using the KeK  (key 20 

encryption key) and store the same in the database 

(220), and output signature information encrypted u sing 

the data key; and 

 a database (220) configured to store the private 

key, the KeK, and the data key (DK), 25 

 wherein the HSM management server (200) configures  

a multi-signature security account in which the sec ond 

participating account, the first participating acco unt 

of the user terminal (100), and the third participa ting 

account of the exchange server (300) have managemen t 30 

authority, and controls authority of the multi-sign ature 

security account through authentication of multi-

signature information. 

 

 6. The multi-signature security account control 35 
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system of claim 5, wherein if any one of the first 

participating account or the third participating ac count 

is attacked (or hacked), the HSM management server (200) 

performs control so as to switch authority of the 

attacked account to a new account through a 5 

predetermined verification process. 

 

 


