1 Bl ock Ci pher Apparatus Using AuxiliaryTransformation 5 Technical Field
The present invention relates to a data transformati on apparatus, data
transformati on nethods, and storage nedia in which data transfornmation
nmet hods are recorded, for encryption, decryption, and data 10 diffusion in
order to protect digital information on information comunications.
Background Art Fig. 25 represents an encryption function which is used in
DES 15 described in "Gendai Ango R ron (Moddern Ci pher Theory)" (The
Institute of Electronics, Informati on and Communi cati on Engi neers,
publ i shed on Novenber 15, 1997, page 46). As shown in Fig. 25, eight
S-boxes are used. These eight S-boxes are nutually different tables. Each
tabl e outputs 4-bit data from®6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of
E2 - a 128-bit Block Opher" ( Ni p{) Tel egraph and Tel ephone Cor porati on,
publ i shed on Jun k Giphe up Psing Angiligroifransienations, each
S-function unit consists of ei ght S-boxes. Conventional encryption devices
use mubti pl e S— boxes. Since sone 2 ciphers are equipped with nutually
different taples, menory usage is
Technical Field g
The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data
10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15 described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10).

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



I ncreased as conpared to ones equi pped with one S-box. Since, on the other
hand, other ciphers use only one S-box, £he security of the cipher is
decreased. 5 As shown in Fig. 7, when a nornal data transformation unit
(FL) 250 is inserted in the encryption unit, it is required to provide an
I nverse data transformation unit (FL-'")'270 in a decryption unit to
decrypt the ciphertexts. Since, generally, the normal data transfornmation

unit (FL) 2&@hend drbeeqiipyed S@itatmute AN § QFARLhORaHNst KEho r
mutual ly different circuits, 10 causes ?pr obl em t ﬁat Sf he'aénncg}_’y|§ltg|9%§11 1tejé’ni t

and the decintpid@f d&ioknSA8A%L onlé_ﬁ%ﬁhg(g%%i‘%iﬂ?&?e 89k 9Wiald U the Ofr}ggd.ui - od

Furthernore, in generating extensio conpl ex opératioris are
in order to,gepepils Lo t i K aving.higher .secyrity. . There is
anot her pr ob%gir.lh in cas (??égg%:rd;{i?’ngﬂ(?hg%\é% gtr%lgi g%c’l}(léé’s Q?hg?é/tcr’@h% Runber
of bits of d%%%(e&%taa to be input as an initial value should be fixed. The

I on

present inven ains to provide systens in which circuits for encryption
uit ar.ea rogram _si ze and

and decryption arg the sanmeg, d.,n which ci . P

memory Usage whi &F oy rg,ggﬁ‘lg-gﬂ RS Pi%a’ra(it‘fﬂiﬁ&%mmeﬂonw%@ B 288 can

be reduced,. and fu%t hg nore, the extension keys can be_ _20 generated using

a sinpler dOMPPGUFALRIRe GHrcLypiden tmibsitigaepnited: iooproxidapa invenss datat i on

appar at us (%f tr}e resent i %fﬂtion_ is characterjzed by that in the data

t r ansf or mat'f & aﬁg‘éFlafll}guh g &) Hed deoryniiaceniditp dearint thercipheuiexisng key

data and pg_f orm ng at. | east one of 3 encryfpt i on of data and decryption of

dat a, mce, generally, the normal data transformation unit (FL) 250 and the
inverse data transformation unit (FL") 270 are mutually different circuits,

10 causes a problem that the encryption unit and the decryption unit cannot
provide the same configuration.

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security.
There is another problem in case of generating the extension keys that the

15  number of bits of key data to be input as an initial value should be fixed.

The present invention aims to provide systems in which circuits for
encryption and decryption are the same, and in which circuit area, program
size and memory usage which are used for non-linear transformation

computation can be reduced, and furthermore, the extension keys can be

20 generated using a simpler configuration.

Disclosure of the Invention
A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25  processing unit for inputting key data and performing at least one of



the data processing unit divides data to be transforned i.=zt:o first data
(L) and second data (R) and perforns a gata transformati on, and the data
processing unit includes: 5 a normal data transformation unit (FL) for
transformng the first data (L); and an inverse data transformation unit
(FL-") for transform ng the second data (R) by perform ng an inverse
transformation of a transformation by the normal data transformation unit
(FL). 10 The above ta processing unit includes a first input port, a
second i MPFYRBeR ,Oflgaffai g’%‘g%ﬁmprb&é?taand a second output port, the
above nor mal datﬁ transformation unit (FL) outputs transforned data to the
first input portheflataerrgsesping weissdivadeudata tanke Thandfermbdviets ietse
data transformation unit (FL-') transforns the data output fromthe second.
out put pordatafli aed saccndodateedianyl peiformsc daty putsfirmensdoramyl data. The
above data processing unit includes a first input port, a second 20 input
port, a first othedatmpprdcessing wniseadndesut put port, the normal data
transformation unit (FL) outputs transforned data to the second input port

of thebdata proaessinng daid trandofhetionvanse fort EARRERIRL |
(FL-") transfornms the data output fromthe g?]rg)tst out put por?@?et gkdata

processi ngatwil);and outputs 25 transformed data. 4 A daa transformation
apparatus of the present invention is

an inverse data transformation unit (FLY) for transforming the
second data (R) by performing an inverse transformation of a transformation
by the normal data transformation unit (FL).
10
The above data processing unit includes a first input port, a second
Input port, a first output port, and a second oufput port,
the above normal data transformation unit (FL) outputs transformed
data to the first input port of the data processing unit, and
15 the above inverse data transformation unif (FLY) transforms the
data output from the second output port of the data processing unit and

outputs transformed data.

The above data processing unit includes a first input port, a second
20 input port, a first output port, and a second output port,
~ the normal data transformation unit (FL) outputs transformed data
to the second input port of the data processing unit, and
the inverse data transformation unit (FL) transforms the data
output from the first output port of the data processing unit and outputs

25  transformed data.



characterized by that in the having a data processing unit for inputting
key data and perform ng at |east one of encryption of data and decryption
of 5 data, the data processing unit irfcludes a non-linear transformation
unit for performng a non-linear transformati on of data, the non-Ilinear
transformation unit includes: a first transformation unit (s) for
-inputting a part of data to be 10 transforned as first partial data,:
transformng the first partial data using a transformation table T, which
i nputs data, transforns a value of the data into another value and outputs
the data, and outputting transfornmed data; and a second transformation unit
(SO for |nputtLAgdatil&aﬂmﬁanmahem ppphratis off the @@b@nﬁolﬁﬁeﬁfaﬂsﬁ§rnﬁd
as second partial data, transform ng the second partial data by a

tr ansf or neltaienterszaigby hkat hethé devaid anidtaihecdsang Bt fHPEI
second part, and outputting transforned da?ia The gbove fi éﬁh’tﬁ% ]ﬁé}{

Ly ansf of radd0andpiribehid1By ISadiabde r A ion 20 LAY %@@#agge T1o

output data s,(y,) and outputs the data sj ata Z, nd t he
secon@tr@g@‘orrratlon unit (S2) inputs data Y2 to the transformation table
T to output data SI(Y2), performs rotational shift on SI(Y2) to CQutput

t (SI(Y2 t v? dataz2 = rot. 25
(5 (v2)) 5 The SovaibPeSbloui Achidle b idnihehs dohdeMatie duit

L Laner or B bR0roiflibg Lo Aia? oL QBRI YRS O Ut (59) Tor

the non-linear transformation unit includes:
a first transformation unit (s,) for inputting a part of data to be
10 transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
nto another value and outputs the data, and outputting transformed data;
and
a second transformation unit (s,) for inputting at least another part
15  of the data to be transformed as second partial data, transforming fhe second
partial data by a transformation using the transformation table T and an

operation for second part, and outputting transformed data.

The above first transformation unit (s)) inputs data y, to the

20  transformation table T to output data s,(y,) and outputs the data 8,(y,) as
data z, = s,(y,), and

the second transformation unit (s;) inputs data y, to the

transformation table T to output data s,(y,), performs rotational shift on

$;(y,) to output (rot (s,(y,)), and outputs the data (vot (s,(y2))) as data z, = rot

25 (sy(y2)).



inputting partial data which is different fromthe first partial data and
the 5 second partial data as third partial data and inputting partial data
which is different fromthe first partfal data, the second partial data,
and the third partial data as fourth partial data, transformng the third
partial data and the fourth partial data by the transformation using. the
transformation table T and an operation for third part and an operation
for fourth part, both of 10 which are different fromthe operation for
second part of the second transformation unit (s2), and outputting
transforned data. A data transformation apparatus of the present invention
is characteriz8thebyabtrat idata heproatssing ansfior nMabilen appAadédls shaviipg a
data 15 processing unit for inputting key data and perform ng at |east one

of encryptansfonhatishaisinds,jaadpidveth efarkdbmnatibs Wat ?sd};fd}ci%§§%&9véwi t

i ncludes: a subfield transformation unit for inputting tato

t r ansf or nédputtiss parng]l Hht dalich 3§ dafeRhRBohL Qe %}'ﬁt eﬁd‘qoﬁﬂ&%ﬁh eI ng the

data by an 20 inverse elenment circuit using a su and
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space G~(2)" on G-(2), provided at at |east ore
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N 2-bit eration uni equa
nunber) bi u / t dat nd |l oawer. N2 bit data Xa SO as to
be X :) X O'tf_?_é {%dr?é HPRF daga Nizl%he trans?forma 10n using the transformatlon table _

T and an operation for third part and an operation for fourth part, both of

10  which are different from the operation for second part of the second

transformation unit (s,), and outputting transformed data.

A data transformation apparatus of the present invention is
characterized by that in the dafna transformation apparatus having a data
15  processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
the data processing unit includes:
a subfield transformation unit for inputting data to be transformed,
assuming the data as an element of a field, transforming the data by an
20 inverse element circuit using a subfield of the field, and outputting
transformed data; and
an affine transformation unit for vector space GF2)y' on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit, for assuming data on GF(2)" to be transformed as an

25  element of GF(2)" which corresponds naturally.



5 (X0, X1: elenents of the subfield, (3 : an elenent of the field), and
obtaining data Y by respectively operating upper N 2-bit data Y1 and | ower
N 2-bit data Yo so as to be Y = Yo + 66Y1= 1/(X0 + !3X1) (where Y = 0,
when X = 0). A data transformation apparatus of the present invention is
10 characterized by that in the data transformati on apparatus having a data
processing unit for inputting key data and perform ng at | east one of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying
the key data to the data processing unit, 15 the data processing unit

i ncl udes a non- [Theeabovter sudsficddnmhhsforunition bavi- il 6asE adBApRIral al/orpynds,
each of the plural rounds inputs an extension key and per?orns a

non- | nealopbratiss arte foomaquially &ieidiaenesiil KthvikNI(RE didasudukey Sflk1 i ng
unit for inputting at |east one of the key data and data generated’ rom

the k d . ' . 1 NQ-: t.atj |
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shift by a predeterm ned nunber of bits Z r & eact
Lnteger, Bre 75 e{meguatt e Sbield, 0 Ran e bkrt SR B AR #4 Shlitinben o
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the rotational shift register 1 tinme on the
A data transformation apparatus of the present invention is
10 characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one .of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,
15 the data processing unit includes a non-linear transformation unit
having cascaded plural rounds, each of the plural rounds inputs an extension
key and performs a non-linear transformation,
the key generating unit includes a key shifting unit for inputting at
least one of the key data and data generated from the key data and
20 depending on the key data, performing a rotational shift by a predetermined
number of bits Z,, Z,, ..., Z,, (where each of1, j, k is one of 1 through m, 7, — Z;
= IX(Z,, — Zi) = IXB (I is an integer, B = Z,, — Z)), and generating an
extension key for the each of the plural rounds of the non-linear

transformation unit from the key data on which the rotational shift is

25 performed, and



5 key data, on which the rotational shift is perfornmed by Z; bits, to
‘performthe rotational shift by (Z,+, - Z;) bits (B bits), nmaking the
rotational shift register to generate7he key data which is performed the
rotational shift by Z;, bits, and operating the rotational shift register
time(s) on the key data, on 1.0 which the rotational shift is performed by
Z,*1 bits, to performthe rotational shift by I X (Zi .hl- Z;) bits (I X B
bits), and nmaking the rotational shift register to generate the key data
whi ch is perforthadkenehiftingtumdhanclaedit by Z; +2 bits. The above rotationa
shift register is a circuit which performs a 15 rotational shift of Zi+1 -

Z1 bits (B bits) royatiowdlodkficyeplisteoifonpeptmahs an@heivhal SHRRIHLEZ ! of
operating the rotational shift register. The above rotational shift circuit

i ncl udes 3) belse@ bitsf 8 osebpaldting; ap@ of Bl= 8 X J1 +1 (J1= an integer
greater than 0) bits and B2 = 8 X J2 1 (J2 = 20 an integer greater than 1,

there is no rel ﬁ%bﬁ&oﬂ%}%ﬁeg\é%tﬁ@ tHe ’roﬁ%ﬁﬁleﬂzslﬂﬂt regléted 1 ‘lflrflg to‘%&églbbi ts as

(Zi.+1-- Z;) bits (B bits). ata transtornati on apparatus 0 it esent
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pl ural rounds, each of the plural rounds inputs an extension‘key and

per f or s 4%on-1i near transfornation, :

operating the rotational shift register I time(s) on the key data, on
10  which the rotational shift is performed by Z,, bits, to perform the rotational
shift by 1X(Z,,, — Z;) bits (I XB bits), and making the rotational shift register

to generate the key data which is performed the rotational shift by Z,,, bits.

The above rotational shift register is a circuit which performs a
15  rotational shift of Z;,, — Z; bits (B bits) by 1 clock cycle of an operation clock

supplied for operating the rotational shift register.

The above rotational shift circuit includes a selector for selecting one
of B, = 8XJ, +1 (J, = an integer greater than 0) bits and B,=8XJ, 1 (J,=
20 an integer greater than 1, there is no relation between J, and J,, namely, J 1

J, or J, = J,) bits as (Z,,, — Z) bits (B bits).

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25 processing unit for inputting key data and performing at least one of



t he key generating unit includes a key shifting unit for rotationally
shifting key data by a predeterm ned nunber of bits (B bits) successively
on generating the extension key to be upplied to the each of the plural
rounds 10 of the non-linear transformation unit, and generating an
extension key used. for the each of the plural rounds of the non-Ilinear
transformation unit from key data, the key shifting unit does not generate
t he extension key by ignorin certain data anong the key data being

r ot at i onaengrygRidy @é deya Buisl decryiBisuafedsiay eind, aakey generaties idie for
extension key fromother remaining data. A data transformati on apparatus of

the presegenératang keydata tchanaed byithedldty proadssine the Sl Q??E*ﬁ'ﬁé gr&mtion
apparatus having a data processing unit for inputting key data and

per f or m ngentdateas thodetoprotesgimerypiti on of data and decryption of data,
and a key generating unit for generating key data to be used by the data

processi ng uni t lndafunRkyiRas it iﬂfﬁﬁd@@taan%r?liheﬁr SALARREESE It P! L

the key generating unit includes: a first Gbit key transfornation unit for
s A L T L TS A o
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I nput s shifting key data by a predetermined number of bits (B bits) successively on
generating the extension key to be supplied to the each of the plural rounds
10  of the non-linear transformation unit, and generating an extension key used .

for the each of the plural rounds of the non-linear transformation unit from

key data,

the key shifting unit does not generate the extension key by ignoring

_certain data among the key data being rotationally shifted by B bits

15  successively, and generates the extension key from other remaining data.

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one of

20 encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

the key generating unit includes:

a first G-bit key transformation unit for inputting G-bit key data

25  having G bits, transforming the G-bit key data, and outputting first G-bit



Gbit key data K, inputs the Gbit key data Kto the first Gbit key
transformation unit to transformand outputs G bit transforned key data K,
output fromthe first Gbit key transfdtmation unit as Gbit key data 10
transforned, and the key generating unit, in case that the key generating
unit inputs 2Gbit key data K, generates Gbit key data fromthe 2G bit
key data K, inputs the Gbit key data generated to the first Gbit key
transformation unit to transform and outputs first Gbit transforned key
data K,, ithputfermpé kes datadtav@agi® bitsansd or ned key data K, to the second
Gbit transformation unit to transform and outputs second G bit
transforned keyadat@nd? G-bitoneaisfnabesiohhanit Fot i@phitink’ ansfiosped.figy data
K, output fromthe first G bit key transformation unit and the second

G bit tratsfofortded eyddin KutpraUtost the ekt tep -5 o8 sfpf;mati on
unit, and outputs a 20 concatpi nated result as ?tregggﬁé%rgfg}?gt%?lt Lﬁ{écy dat a

(K, K2).t#hesfeheus the T-b@ Rif dkey aﬁ@%%ftgg%g%ggr &te.}bgé; hﬁ%ﬁngs%rﬁlg%ﬂl o

non-|inear transformation unit" having two per
transfor mib @Rtnadde Gbit key data; and 25 a logical operation unit for
performng a | ogical operation of a 10 halfway transforned G bit key data

Gbit key data Pone FRbPfahe bR B Tact W BER hs 1N AR oY WIIPWRe above
ey Senr B RID, Aot A BIERS B, et SRR, b AN LB en i 7
(G=Q:2G) gr%%s(f?loar%iatiign iu%?t“%o’ transform and outputs G-bit transformed key data K,
output from the first G-bit key transfor_mation unit as G-bit key data
10  transformed, and
the key generating unit, in case that the key generating unit mputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data K,
inputs the G-bit key data generated to the first G-bit key transformation unit
to transform, and outputs first G-bit transformed key data K, inputs the
15 first G-bit transformed key data K, to the second G-bit transformation unit
to transform, and outputs second G-bit transformed key data K,,
concatinates the first G-bit transformed key data K, output from the first G-
bit key transformation unit and the second G-bit transformed key data K,
output from the second G-bit transformation unit, and outputs a

20  concatinated result as transformed 2G-bit key data (K, K,).

The above first G-bit key transformation unit includes:
a non-linear transformation unit having two rounds for performing
non-linear transformation on the G-bit key data; and

25 a logical operation unit for performing a logical operation of a



A data transformati on apparatus of the present inventionis 10
characterized by that in a data transformati on apparatus having: a data
processing unit for inputting key datalfnd performing at |east one of
encryption of data and decryption of data; and, a key generating unit for
generating key data to be used by the data processing unit and supplying
the key data to the data processing unit, 15 the data transformation
apparatus including a non-linear function wunit (F) having: a key function

unit for pedfeantransdoimed €abitdpeyr dbtobutfutdibm & eebend koandfo@rtkBch@nd t he
key data; an S function unit for converting data to be transformed into

other 20 lowha tamasferBationciioandniHe Gatit Rey datarimgutd G fabt QRRE Fbion ..
anong pieces of data to be transforned, and the Key function unit 1s

pl aced betyweForhgtionfuigti on unit and the P function unit in the
non-linear function unit (F). 25 11 A data transformation apparatus of the
present invention is <characterized by that in a data transformation
apparatus having: a data processing unit for inputting key data and

B key Bener at i ngtani POV ?é¥e§é%§1?a§il?%g§ﬁ%§’?%%#§i? BEE e By rERHR 0
Phe data Frtierafitlon ShRL I Pa Rin R Hi R Anoie tRe 2P binEey gata tn
case that the Q-bit (G<Q<2Q) key data is input.

A data transformation apparatus of the present invention is
10  characterized by that in a data transformation apparatus having:
a data processing unit for inputting key data and performing at least
one of encryption of data and decryption of data; and,
a key generating unit for generating key data to be used by the data
processing unit and supplying the key data to the data processing unit,
15 | the data transformation apparatus including a non-linear function
unit (F) having:
a key function unit for performing a logical operation of data to be
transformed and the key data;
an S .function unit for converting data to be transformed into other
20 data; and
a P function unit for performing a logical operation among pieces of
data to be transformed, and
the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit (F).

25



unit (F) including: a key function unit for performng a |ogical operation
of data to be 10 transforned and the key data; an S function unit for
converting data to be transforned intoldther data; and a P function unit
for performng a |ogical operation anong pieces of data to be transforned,
and 15 the key function unit is placed one of before the S function unit
and the P function unit and after the S function unit and the P function
unit in the non-ljnear function unit (F). The above S function unit

i ncl udes: 20 a # rdatat teandformatioon apnaratey ¢hrthenmresénty iavpatibnofis dat a
to be transforned as first partial data, transforming the first partial
dat a usi ngharaatexined by thet onatisshdransfohnahionnpp sradas havidgansf orns a val ue
of the data into another value, and outputs the data, and outputting
transformed dat a,dsaagracesairmeanitdor Dapaftongiby datanind feformRly ATRYLE I ng at
| east another part 12 of the data to be transforned as second partial data,

transf or mong of kecegaentof Patd hall datRphynaftd-ARShAR @kgﬁ %eﬁéfe&gn% RSt
transformation table T and an operation for the second part, an

out put s neort ganeshehgacyda i o beuslat By thARALL DB ARRR AL Sudli e

present invention is characterized by that | transt

appar at us haykpdats W3R IMPERRBLAALUDLE fOr TnpuLting key data and

perform ng at 1east one o encryptfon of data and decryption of data, the
data transfor M ORaia transformation apparatus including a non-linear function

unit (F) including:
a key function unit for performing a logical operation of data to be
10  transformed and the key data;
an S function unit for converting data to be transformed into other
data; and
a P function unit for performing a logical operation among pleces of
data to be transformed, and
15 the key function unit is placed one of before the S functioﬁ unit and
the P function unit and after the S function unit and the P function unit in

the non-linear function unit (F).

The above S function unit includes:

20 a first transformation unit (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value, and outputs the data, and outputting transformed data;
and

25 a second transformation unit (s,) for inputting at least another part



apparatus includes 10 a non-linear function unit (F) including a P function
unit which perforns a |ogical operation anong pieces of data to be
transforned, and the P function unit inffputs eight pieces of 4n-bit data (n
is an integer greater than 1) z,, z2, ..., z8 and includes: a circuit for
perform ng an XOR operation of at |least two of the four 15 pieces of data
z1, z2, z3, z4 to obtain 4n-bit operation result Ul; a circuit for

perform ng.an XOR operation of at |least two of the four pieces of data z5,
26, z7, z8f ‘ﬁﬁ-’ dataiorbairapsoraisst aa sesandamrtial d2ta atreansforintingdhepetéad mi ng
an XOR operation of Uz and U2 to obtain 4n- bit operation result U3; 20 a
rot at i onaPagialcdata pyra pemisdermatjoa unngtthentlanstorit ation WablaMdaad Gy cui t
for perform ng an XOR operation of output fromthe rotational circuit and

U3 to obteperatmnbior thpeeediidparteanbtoutfuiiang tthesfdahadtdsaast or mati on
apparatus divides U3 and U4 into four pieces of data, respectively, and
out puts eight pieces of n-bit data z',, z'2, .. ., z'g_ 25 13 A data
transformati on nethod of the present invention is characterized by that in

a dat & transforgaidaesn f&%ﬁq@ﬂﬁlﬁaﬁ:ﬁoﬁxﬁﬁ#ﬂd}ﬂsa Oqlah?e E?@sceﬁs!iﬂgexgt;i&gefss for

i nputting key data and performing at |east one o encryption at'a and
transfor o reRavad By RO B FAa SR 00 RS A B AP Rt
tr a_”Sf or rﬁﬁtoicé’éhin@ngxlfth?old%ﬁuﬁfﬁ)é:q?eﬁj WA R" 25§ Sﬁelifglgrlnglgge %t least one of
encryption of data and decryption of data, the data tranéformation
apparatus includes
10 a non-linear function unit (F) including a P function .unit which
performs a logical operation among pieces of data to be transformed, and
the P function unit inputs eight pieces of 4n-bit data (n is an integer
greater than 1) z,, 2,, ..., z; and i#clué-lés:
a circuit for performing an XOR operation of at least two of the four
16  pieces of data z,, z,, 2, 2, to obtain 4n-bit operation result U,;
a circuit for performing an XOR operation of at least two of the four
pieces of data z;, zg, 2;, 7, to obtain 4n-bit operation result U,;
a circuit for performing an XOR operation of U, and U, to obtain 4n-
bit operation result Uy;
20 a rotational circuit for performing a rotational shift on U,; and
a circmit for performing an XOR operation of output from the
rotational circuit and U, to obtain 4n-bit operation result U,, and
the data transformation apparatus divides U, and U, into four pieces
of data, respectively, and outputs eight pieces of n-bit data 2y, Ty ooey T

25



a normal data transformation process (FL) for transformng the first data
(L); and 10 an inverse data transformatijgn process (FL-1) for transform ng
the second data (R) by performing an inverse transformation of a
transformation of the normal data transformation process (FL). A data
transformati on method of the present invention is 15 characterized by that
In a data transfornmation nmethod for executing a data processing process for

i nputting key data aagh PEGERQEFENRIH Leashdong Ghe es)séﬂy QA& tiﬁrg;?l‘sand

decryption of data, the data processing process I ncl non-T1

rans or MalhOhotBHRCE DS ik RO BREA 0 Folidkidad & L ADSLALNRLLON 40f ) dat a,

20 the non-lTrnear transformtion process in I on
process (s r.inputting a.part..of ;dat ob transf.orned._as first
parti al dagJ %?Jet%??rgs%?cr%sﬁgof ngﬁtﬂlﬁ ey g?ﬁﬂ a&ﬁr Be{épi’i’@nﬁ at leartrnarafi on
table T, which itgdoué]éd%at a,dar a_ns&grﬁqa val ue of the data into another
val ue and SBEREHWTR A3 GRFYBHeB A9 transformed data; 25 and 14 a
second transformatiqn process. (s,) for _jnputting at |east another art of
data t o®be tranrsT?lber aéﬁﬁgocé*é%‘&ﬁcprﬁﬁ?ﬁﬁ ‘é’l"l‘g‘%ﬁ eate toahe termsfopgedhato fwetond
partial data by transformation using the transformation table T and an
operation fiata sernd datad R eng panferans daiastramsierndatian, snd dat a

transformation nethod of the present invention is characterized by that in
a data transf or ntd datanprdsessing preseseunilnges dat a

a normal data transformation process (FL) for transforming the first

data (L,); and |
10 an inverse data transformation process (FL?) for transforming the
second data (R) by performing an inverse transformation of a transformation

of the normal data transformation process (FL).

A data transformation method of the present invention is

15 characterized by that in a data transformation method for executing a data

processing process for inputting key data and performing at least one of
gncryption of data and decryption of data,

the data processing process includes a non-linear transformation
process for performing a non-linear transformation of data,

20 the non-linear transformation process includes:

a first transformation process (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;

25 and



processi ng process for inputting key data and perform ng at | east one of
encryption of data and decryption of data, the data processing process 10
i ncludes: a subfield transformation prétess for inputting data to be
transforned, assum ng the data as an elenent of a field, transformng the
data by an inverse elenent circuit using a subfield of the field, and
outputting transformed data; and 15 an affine transformation process for
vector space GF(2)' on GF(2), provided at at |east one of a fornmer round
and a latter ro#an¥cenrdtrensfophption processfley)nfariioputting diolesas Amither dat a
on G-(2)" to be transfornmed as an elenment of GF(2)n which corresponds

nat ur al | ypaot Af dkta tor bastrensfermed et deedndf pattalpdess NiranRiRRt heNthes
characterized by that in a data transformati on nethod for executing a data

pr ocessi ngeqnocemsidflatatpdryf pankfgnaitide asin® ke of a M6y RtibARable f%ﬁl and
decryption of data, and a key generating process for generating key data to

be used byntdperaits® f@r @e688 pRGE, RIHRLESS ARt SHRRLYI A4 f5key data to the
25 data processing process, 15 the data processing process includes a

non- | ignear transformati on process having cascaded plural rounds, each of
the plural rounds inputs an extension key and perfornms a non-Iinear

transformation, gt hﬁtFeychﬁé}gfﬁ%ithgﬁl%g@%%aioq}cltﬁ eg)r'?%é(]g%i J(S%hv'e; liogjgngr ocess

for 5 inputting at [east one o ta an a r at ed
1o he e A0, R St bR RT AR LELAL! ol
I, kis %cggsiﬁg process for inputting key data and performing at least one of
encryption of data and decryption of data, the data processing process
10  includes:
a subfield transformation process for nputting data to be
transformed, assuming the data as an element of a field, transforming the
data by an inverse element circuit using a subfield of the field, and
outputting transformed data; and .
15 an affine transformation process for vector space GF(Z)“ on GF(2),
provided at at least one of a former round and a latter round of the subfield

transformation unit for assuming data on GF(2)" to be transformed as an

element of GF(2)" which corresponds naturally.

20 A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
processing process for performing at least one of encryption of data and
decryption of data, and a key generating process for generating key data to
be used by the data processing process and supplying the key data to the

25  data processing process,



through m Zk -- 4 =1 x (Z+1 - 4) =1 XB (|l is an integer, B = Zj+1 -
4)), and generating an extension key r the each of the plural round of
the non-linear 10 transformation proce fromthe key data on which the
rotational shift is perfornmed, and the key shifting process includes: a
rotational shifting process; and a control process for operating the
rotational shifting process 1 tinme 15 on the key data, on which the
rotational shift is perforned by Zi bits, to performthe rotational shift
by (Z1+1 - Z1) the slafB frotsssinggkioegss feclugieat 4 anal-linghr fltangfopmatiess t o
generate the key data which is perfornmed the rotational shift by 7~+1
bits, andpopessathagnghescatiedipinedl sdidds, ngadhr of €8s plutalnBsueds itgutskey
data, on which the rotational shift is perforned by Z+1 bits, to perform 20

t he rot at hanadtessiohtkdyyand petfoimb a nodHinéir SatikfornBtit,s), and meking the
rotational shifting process to generate the key data which is perforned

the rotational tighildy Bynéatthdiproceds dﬁbﬁldésa'asfl&&ﬁﬁhifﬁﬁgnﬁ"&%sofoﬂ he

present invention is 5 characterized by that in a data transformation

net hods f omp@EiY dikadt Bak df the MGCRRH! 418 BROS a8 ch s ?ﬂ@%&ﬂ%x’fﬁﬂqé’ ata
and perform ng at | east one of encryption of data and decryption of data,

and a keying@rRtatdodepasang diPthe $8PRIRL] POrfbaNi hfrg&gﬁgﬁ%m%@t By o he

data processing process and supplying the key dat _ ata processing
e B HBIE CHRRIA T 1% | ML RSP O AL gy e o
ext ensi oninyeRiPRf AL ZPLT @09z LER'B {f A% S8k OB = 21 - 2)), and
generating an extension key for the each of the plural round of the non-linear
10 transformation process from the key data on which the rotational shift is
performed, and
the key shifting process includes:
a rotational shifting process; and
a control process for operating the rotational shifting process 1 time
15 on the key data, on which the rotational shift is performed by Z; bits, to
perform the rotational shift by (Z;.1 — Zj) bits (B bits), making the rotational
shifting process to generate the key data which is performed the rotational
shift by Z1 bits, and operating the rotational shifting process I times on the
key data, on which the rotational shift is performed by Z, bits, to perform
20  the rotational shift by IX (Z;; ~ Z)) bits (IXB bits), and making the rotational
shifting process to generate the key data which is performed the rotational
shift by Zu. bits.

A data transformation method of the present invention is

25 characterized by that in a data transformation method for executing a data



the key generating process includes a key shifting process for

rotationally shifting key data by a predeterm ned nunber of bits (B bits)
10 successively on generating the ext eri on key to be supplied to the each
of the plural rounds of the non-Ilinear transformation process, and
generating an extension key used for the. each of the plural rounds of the
non-1linear transformation process fromkey data being rotationally
shifted, the key shifting process does not generate the extension key by

15 i gnor i MFOeSSIRg Rreeass wronguttiagkksy diata wed merforangoatlleystshhétad by B
bits successively, and generates the extension key from other renaining
data. . Aedgraptioransfletarandatecmpption offdathe apdeskay genveatting prosess for
characterized by that in a data transformati on nethod for executing a data
20 procesgengryiing ksy dboa to bputsedriy Keyddeat pravadsipenfiotdistn@bubpBihgone of
encryption of data and decryption of data, and a key generating process for

gener at i nghk &pydaita tb thbdaus @dodd¥sipepfireds,processi ng process and supplyi ng
the key data to the data processing process, the key generating process

includgs: 25 a the Hatle Prdeekargt ?ﬁ&é@fiﬁmﬁd}e@ R R -Zﬁle Qrtzja%%%d&%%or? bi t

key data 17 having G bits, transformng the Gbit y data, an putting

first G bigayidg anshasdpihise¥odata Jav qgghg.ﬂ%%ﬁgo%,ﬂﬁs%ﬁﬁf’s"%%sﬁ‘g%ﬁé% data

transformation process for I nputting t I'rs ans

QUL PO, {1 80y At AL ARGRBRARL gD P ocecs, o LraneTorng i

key generating prOoGess ’ge‘ﬁ@?ﬁiﬁgepﬁo%sge{]n% fAdY H{re?rcesﬁ?ft%nrgwﬁr%cess for

rotationally shifting key data by a predetermined number of bits (B bits)

10 successively on generating the extension key to be supplied to the each of the

plural rounds of the non-linear transformation process, and generating an

extension key used for the. each of the plural rounds of the non;linear
transformation process from key data being rotationally shifted,

the key shifting process does not generate the extension key by

15  ignoring certain data among the key data being rotationally shifted by B bits

successively, and generates the extension key from other remaining data.

- A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
20  processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating i)rocess for
generating key data to be used by the data processing process and supplying

the key data to the data processing process,

the key generating process includes:

25 a first G-bit key transformation process for inputting G-bit key data



Gbit key data K, inputs the Gbit key data Kto the first Gbit key
transformati on process, transforns the G bit key data K, and outputs G 10
bit transfornmed key data Kl out put froffthe first Gbit key transformation
process as Gbit key data transforned, and the key generating process, when
the key generating process inputs 2Gbit key data K, generates G bhit key
data fromthe 2G bit key data K, inputs the Gbit key data generated to
the first Gbit key transformation 15 process to transform and out puts the
first G bbavingafshiisrtranséymoiagathcl G-bitrigayt datdieand rattpGiting firsaisbitr med
key data KI to the second Gbit transformation process to transform and
out put s s&esiomBied key daha fhominglG kidy;, stlada K2, concatenates the first Gbit
transforned key data KI output from the first Gbit key transfornmation
unit and the sesdsgomirtbit trandformationOpioegss dom ik@uiting the firetnG-bit second
Gbit transformation unit, and outputs a concatenated result as

t r ansf or nB@Erpiad key dakr auiprd, fre) theAingh Gabitr keysfranafarinetiomepoedssf t he
present invention is characterized by that in a data transfornati on net hod
for executiamgiermgiagatlzsGpih deysiaig, prst evtpitsing serand Ggbieyansfosrredd
perform n% at | east one of 18 encryption of data and decryption of data,
and a key gléﬁléﬁfatﬁ% process for generating key data to be used by the
data processi ng process and supplying the key data to the data processing
process, the dathe kengereating Broaess hwiteni thel kel geperabing-piocess iMpaist | on
process ((F})0 including: 5 a key function process for performng a | ogical
oper at i onCoPitgker dafap& imuHst Baerda hibdkohalatayKdse stheafirs fGriit iksy

process for cqgnverting data to be transforned into other
transtormation process, transforms the G-bit key data K, and outputs G-

10  bit transformed key data K; output from the first G-bit key transformation
process as G-bit key data transformed, and

the key generating process, when the key generating process inputs

2G-bit key data K, generates G-bit key data from the 2G-bit key data K,

inputs the G-bit key data generated to the first G-bit key transformation

15  process to transform and outputs the first G-bit transformed key data K,

inputs the first G-bit transformed key data K: to the second G-bit

transformation process to transform and outputs second G-bit transformed

key data Ka, concatenates the first G-bit transformed key data Ki cutput from

the first G-bit key transformation unit and the second G-bit transformed

20  key data Ko output from the second G-bit transformation unit, and outputs

a concatenated result as transformed 2G-bit key data (Ki, Ka).

A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data

25  processing process for inputting key data and performing at least one of



data; and a P function process for perform ng a | ogical operation anong

pi eces 10 of data to be transformed, and the key function process is

pl aced between the S function process d8d the P function process in the
non-linear function process (F). A data transfornmation nethod of the
present invention is 15 characterized by that in a data transformation
nmet hod for executing a data processing process for inputting key data and
perform ng at | east one of encryption of data and decryption of data, and
a key genematypigorpobdess ahdrdecyppiontafrintheyndat hey geherating grucddiefogdat a
processi ng process and supplying the key data to the data processing

process, fighaetiaiag kegrstorobeiwRdipt tiaddas0 td&@béiﬁ?&ﬁ'oéedﬁo'%dl 'sﬁﬁﬁfyﬂlg'nc'[ ion
process (F) having: a key function process or perform ng a | ogical

oper ati onthé kdatduth Qo RBe datADebeisIB: pRthet et atdal ﬁnsﬁ?r@tidﬁ'ﬁ}étggg 5 5 P

process for converting data to be transformed into oth ta; an

function pﬁ&ggﬁ%;qlronpgﬁ%]ﬁrEg&g#oi%@?%%@g)qﬂgo@ghgn anong pieces 19 of data

to be transforned, and t s placed one of before

process and ¢ e B qﬁ%g%lﬁﬂﬂﬂr%?%éﬁgﬂ@?fo#%ﬂnﬁ SRR IRt PSR BRebde (p)
5 A data e :r%%r%%r%é{larﬁggp us of the present invention is

characteriz at ransf ormati on apparatus having a data

an S function process for converting data to be transformed into other
data; and
a P function process for performing a logical operation among pieces
10 of data to be transformed, and
the key function process is placed between the S function process and

the P function process in the non-linear function process (F).

A data transfon_nation method of the present invention is
15  characterized by that in a data transformation method for executing a dafa
processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying
the key data to the data proc_essing process, the data transformation method
20 including a non-linear function process (F) having:
a key function process for performing a logical operation of data to be
transformed and the key data;
an S function process for converting data to be transformed into other
data; and

25 a P function process for performing a logical operation among pieces



processing unit for inputting key data and perform ng at |east one of
encryption of data and decryption of data, 10 the data processing unit
includes: a first input port; a secondinput port; a first output port; a
second out put port; 15 a non-linear transformation unit for perform ng data
encryption and data decryption using sanme algorithm a first input nornmal
data transformation unit for transformng data input to the first input
port; and a second output inverse data transformation unit for inputting
data 20 ofidspla tof beotnankfremdpmddout put port and performing an inverse
transformation of a transformation by the first input normal data

transformation the key fibetiohqre aeis placed ohe afi bbRirdBhE Sfbtion opses an - |
algorithmthat 25 first input data and second out put data becone identi cal

and secongnd nfhet P2@uslaion aRecdskr shd OMtRH tHdaBaRRRE IR phdQRL! §8h {2 §ase of:

inputting first input data fromthe first input port, ™ inputting second

i nput dat Ay {ctRM e SERARE hdRULeRPY ﬁncﬂ@ﬁ%%cggsgg fion- | i near

transformations on the first input ata an 'second i nput data using
key data for encryption and generates first transforned data and second
transforned data, outputting the first transformed data fromthe first

output port, A data transformation apparatus of the present invention is

characterized by that in a data transformation apparatus having a data
processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
10 the data processing unit includes:
a first input port;
a second input port;
a first output port;
a second output port;
15 a non-linear transformation unit for performing data encryption and
data decryption using same algorithm;
a first input normal data transformation unit for transforming data
mput to the first input port; and |
a second output inverse data transformation unit for inputting data
20 output from the second output port and performing an inverse
transformation of a transformation by the first input normal data

transformation unit.

The above non-linear transformation unit includes an algorithm that

25  first input data and second output data become identical and second input



outputting the second transfornmed data fromthe second output port,
inputting the first transforned data fromthe second input port, 10
inputting the second transformed data ##omthe first input port,

perform ng non-linear transformations on the first transformed data. and
the second transforned data using key data for decryption, and generates
first output data and second output data, outputting the first output data
fromthe second output port, and 15 outputting the second output data from
the first date pod fpest putfined atadweodat ideptioabiscage ofii t further includes: a
second input normal data transformation unit for transform ng data input

to the second i putttigy fivst20Bpat Bhtsfronttipifirstgiigddat a transformtion
unit for inputting data output fromthe first output port and perform ng

an inverse transfpitiiig @on@inguf d2ASHERTRLd S4bobM RSt SREPNd i nput nor mal

data transformation unit. A data transformation apparatus ’of the present

invention is 2pedbhahacs %hzlﬁﬁjeaqy?fg?l@i‘orh{hﬂoﬁsato%em@ fsPrirqﬁﬁ t%gfﬁ%at us

having a data 21 processing unit I nputting y data an g at
anit ror U sePaR YBbRR TG, AR P Hath b Sokev BB pRiCeSutRlp et and
ni ) not iaaer i O R oo g B R B RE B o per form ng a non- i near
br ocasses the. By RerBe et bERRrER D afb romm of Bshpuimmaen uni t (F).
supplies a pr chgt%%gtiﬁg%hg%ggor}do trg%léﬁ)rg{]ed data from the second output port, -
inputting the first transformed data from the second input port,
10 inputting the second transformed data from the first input port,
performing non-linear transformations on the first transformed data
and the second transformed data using key data for decryption, and
generates first output data and second output data,

outputting the first output data from the second output port, and

15 outputting the second output data from the first output port.

The above data processing unit further includes:
a second input normal data transformation unit for transforming
data input to the second input port;
20 . a first output inverse data transformation unit for inputting data
output from the first output port and performing an inverse transformation

of a transformation by the second input normal data transformation unit.-

A data transformation apparatus of the present invention is

25  characterized by that in a data transformation apparatus having a data



operation with data to a part other than the non-linear function unit (F)
in 10 the data processing unit. A data_transformation nethod of the
present invention is characterized by 4hat in a data transformation method
for executing a data processing process of inputting key data and

perform ng at | east one of 15 encryption of data and decryption of data,
and a key generating process of generating key data which is used by the
data processing, process_and supplying the key data to the data processing
process, PRACEFSINE PHBE oL | H@Lﬁtwei@ﬁ d@tm@rﬁ/amﬁnmiimgealt Teast t oron gfr ocess
(F) for performng a non-linear transformation of data to be transforned,
and 20 t kackatigenedata rapg decerstion ofedastas ae akkyy dehardtinge usiipfoki ed to
the non-linear function process (F), supplies a processed key data to nake

cal cul at e genermting hepdata bt hernstidy theedatarprocasang huncin®BuppREREThEF) N
the data processing process. 25 A present invention is characterized by a

conput er - keadiabh ¢o shodage p2ecaedigimitor storing a program for having a
conput er performthe above data transformati on nethod. A present invention

i s chagacterizeghdWatn Pro@isaid nihavilided a Ros-HRUL %neﬁaﬁ%ﬁ%t@% _f?{)ove

data transformati on nethod. Brief Explanation of the Draw ngs shows

q ; \ ! ‘ :
a data trapsheniRs hq{bﬂlﬁh%_%é Elfa&ﬁ;@%&%ﬁﬁbﬂ %n%a%q)eatr&ﬂgfo?‘gfé;cﬁ%%sdo ;mat on

unit for decryption 400. ; ows not ati ons.

configuration ofyafeSRELYAIEQD braQs & v Eg}(; 4P 1% supplied to the

non-linear function unit (F), supplies a processed key data to make an
operation with data to a part other than the non-linear function unit (F) in

10  the data processing unit.

A data transformation method of the present mvention is
characterized by that in a data transformation method for executing a data
processing process of inputting key data and performing at least one of

15  encryption of data and decryption of data, and a key generating process of
ge.ﬁerating key data which is used by the data processing process and
supplying the key data to the data processing process,

the data processing process includes a non-linear function process (F)
for performing a non-linear transformation of data to be transformed, and

20 the key generating process processes the key data to be supplied to
the non-linear function proceés (F), supplies a processed key data to make
calculate data to a part other than the non-linear function process (F) in the

data processing process.

25 A present invention is characterized by a computer-readable storage



unit 500. Fig. 4 shows another configuration of the encryption unit 200 or
the decryption unit 500. 15 Fig. 5 shg*s a configuration of a normal data
transformation unit (FL) 251. Fig. 6 ows a configuration of an inverse
data transformation unit (FL-") 271. Fig. 7 shows a part of a conventi onal
encryption unit and a 20 conventional decryption unit. Fig. 8 shows a part
of the encryption unit 200 and the decryption unit 500. Fig. 9 shows the
normal data transformation unit (FL) 251 and the inverse data

t ransf or magdinmydor steting)a progrem dor shavipg s edngruteoi parfor2s thenaledvey. 23
Fig. 10 shows relation between the normal data transformation unit (FL)
251 and t deta tmasrdermdatiantmetisfdor mati on unit (FL") 271 which are placed at
point symmetry. Fig. 11 shows a non-linear function unit F. 5 Fig. 12 shows
a configuration of an S-box first transformation unit 13 and an S-box
second transformation unit 14. Fig. 13 shows a configuration of an S-box

transformation Anptestht irfviegitiohd is hbiagadieenblli Gyratpregran fod haedig a
transformation unit 85. Fig. 15 shows a configuration of a |linear

t ransf®r mebirputeniperOrm 4 fhevre dftastransforneaitfii gistabion of a key
generating unit 300 or a key
Brief Explanation of the Drawings
Fig. 1 shows a data {ransformation unit for encryption 100 and a
data transformation unit for decryption 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data transformation unit
(FL) 251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL-1) 271.
Fig. 7 shows a part of a conventional encryption unit and a
20 conventional decryption umnit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL!) 271 which are placed at point

25 symmetry.



generating unit 600. Fig. 17 explains operations of a bit |length
transformation unit 310. Fig. 18 shows,a configuration of a shift register
A 341. Fig. 19 shows a configuration of "a control table of a shift control
unit 15 345. Fig. 20 shows operations of the shift register A 341 and a
shift register B 342. Fig. 21 shows correspondence between the shift
register A 341, the shift register B 342 and extension keys. .20 Fig. 22

shows operati ons of e, shift, reqgisters 341 thr 344. Fi.g. 23 shows
cor r espondence bgtq%&: showgs §ﬁ]ialmt°%riegti“€ete@r eAnWaPHﬁF%gﬁ’d‘S%’%ﬁﬁtl%dﬂmt
ext ensi on odd 4. 24 shows a conputer which is equipped Wth the data
t r ansf or makfﬁ %{ﬁ %nfio eeh‘&‘feﬂﬁ?i‘gﬁalwnéﬁ?fnﬁmo%a}%@tt Qﬁnsf Sfhavlish ard t for
25 decrypti?n 400. 24 Fig. 25 shows a configuration of the encryption
function oPlesed atppynt sSEPMEMHRE a configuration of the non-linear function
of 128-bit bl ock_cislpher E2. Fi gl._ 27 shows anot her exanple of S-box
transformati on ufig-sll #homsya npg-likeawsfuaction-unibdar function unit F which is
equi pped with the first through fourth S-box transformation units. Fig. 29
shows ahot her noffig.ilPeshowam confoguratidn & am Sabéxchirst traneforamtiof uhita Key
function unit 25 is noved. Fig. 30 shows another non-linear function unit F
i n whi ch aahdcat Bdmx second transformation unit 14.
Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a linear transformation unit 85.
Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15 345.
Fig. 20 shows operations of the shift register A 341 and a shift
register B 342.
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
.20 Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data

transformation unit for encryption 100 and the data transformation unit for

25  decryption 400.



10 of the key function unit 25 is noved. Fig. 31 shows anot her
configuration of a P function unit 30. I g. 32 shows another configuration
of the P function unit 30. Fig. 33 shows configurations and operations of

Si through S4 of Fig. 31. 15 Fig. 34 shows a proof of non-existence of an
equi val ent keys. Fig. 35 shows a proof of non-existence of an equival ent
keys. Fig. 36 shows another configuration of the encryption unit 200 or the

decryption unit 0. ,Fig. 37 sh anot her _configurati.on of t cryption
ini 17500 0r "the D 2B fomd it ige olithg Shsionttarietnef DES.
configuration of l;t_he gn ryption Uf[11it 200 or the decryption unit 500. Fig
39 shows anot her f28nf g@?%ﬁ GncstigHatoncel pre sronganeanbmadion 198 128-bit

decryption unit 500. 25 Fig. 40 shows another configuration of the
encrypt i on klpek cipberdi2.t he 25 decryption unit 500. Fig. 41 shows anot her
configuration of the encryption unit 200 or the decryption unit 500. Fig.
42 shows a confi gliga27 shows amsithér exmmnphy ofsS-bbx Erapsf@@matidnRimits.40 5 are
conbi ned. Fig. 43 shows a configuration of the encryption unit 200 or the
decryptibon unit 3068, 28khewsiasnahtvwear furddtipn 3nitUdivbdgek Beeqidppbd veidh the
function unit F shown in Fig. 28. - :
first through fourth S-box transformation units.
Fig. 29 shows another non-linear function unit F in which a location
of the key function unit 25 is moved.
Fig. 30 shows another non-linear function unit F in which a location
10 of the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30.
Fig. 32 shows another configuration of the P function unit 30.
Fig. 33 shows configurations and operations of S1 through S4 of Fig.
31.-
15 Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the
20  decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
'Fig. 39 shows another configuration of the encryption unit 200 or the
decryption unit 500.

25 Fig. 40 shows another configuration of the encryption unit 200 or the



Fig. 44 shows a nodified configuration of Fig. 43 by using a non- 10 |linear
function unit F in which the the key fuanction unit 25 of the non-Iinear
function unit F is renoved. Fig. 45 sho a nodified configuration of Fig.
44 by nerging the whitening extension keys with the extension keys. Fig.
46 shows a nodified configuration in which the key function 15 unit 25 is
renoved fromthe non-linear function unit F and in which an extension key
k is supplied to an XOR circuit 298, when the non-linear function unit F

i s confi gHEEYPAOSUBIPOG Fig. 29. Fig. 47 shows a nodified configuration
in which the key function unit 25 is renoved fromthe linear function unit
F and in whi ch Eig #degdiaws another esfignragibref Bmeseneryptipn kinit 208uppitieed t o
the XOR circuit 298, when the non-linear function unit F is configured as
shown in #egryp8on Besb00Wbde for Carrying Qut the Invention Enbodinment 1.
25 Fig. 1 shows a data transformation unit for encryption 100 and a 26 data
transformati on Hig #2fshovwses cypfiguamtiédani whichi theamicdofEigt 39 el Bigl 40
transformation unit for encryption 100 is, for exanple, an encryption

devi cés whaohcambjrutd 128-bit ci phertexts from 128-bit input plaintexts.
The data transformation unit for decryption 400 is a decryption 5 device

whi ch out puts 1P#: bi3 shloisnbessnfiflimoke®f tine eneyptonP ekt @vosor e data
transformation unit for encryption 100 consists of "an encryption unit 200

and a keydgemetahi Rthit"600,3%hichihes eMgwPtiowighid, d8Mhd $he fHahainear
processing unit for encrypting plaintexts. The key generating unit 300
function unit F shown in Fig. 28.
Fig. 44 shows a modified configuration of Fig. 43 by using a non-
10 linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
Fig. 46 shows a modified configuration in which the key function
15 unit 25 is removed from the non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
function unit F is configured as shown in Fig. 29.
Fig. 47 shows a modified configuration in which the key function unit
25 is removed from the linear function unit F and in which a linearly

20 transformed extension key K’ is supplied to the XOR circuit 298, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Qut the Invention

Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



generates nultiple (n) 64-bit or 128-bit extension keys using constants Vi
lo from 128-bit, 192-bit or 256-bit inpyg key data, and supply themto the
encryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600- The
decryption unit 500 is a data processing unit for decrypting ciphertexts.
The key generating unit 600 is the sane as or simlar to the above key 15

generating Rt hYE | C ' anit 200 and the
decryption unlét 1%8%01(:61” Iﬁ)ﬁﬁ{‘{lﬁg&s%%ew%ﬁ%g?@ﬁ%{}%{%tg?%gjéﬂn‘%$h3-r e one circuit
or one program ugh, t cryption unikt 200 and ;{t?qde tion.unit 500
are illustrated ;Igl%ag%ﬁaeﬁ%ngﬂor 14 yppelor %WP&PP : %%ﬁégxﬁ’é‘rﬁ’é‘?aﬁ‘rﬂ ng
units 300 and 600 can.shar.e. pne cir.cui .. on rogra That i.s, .one
circuit or e?ﬁrlgﬁ;émbr%d?%ﬁn%lgﬁﬁbﬁuwﬁeﬂlb%'g’“i tfépeja‘g‘ttﬁxﬁsr iR oL 48l AnBRE t £ or
encryption 100 and t,@{% dat a trapsformati on unit for,deCééption 400. Fig. 2
shows neanPhgtbextsn ol trangormationeurid foy de sty rticguiee inp decryption
descriptions. In Fig. 3 and_the subsequent figures, a left half of data is
cal | ed 5| efdevicesvhigh-putpubm328cbih plaintezts fom d2BaDbit inpal ¢ipbertexttht Tt a M
Furthernore, the 27 data which are input to non-linear data transfornation
units 210, dapo trasgformatignoagit for eparymdon ilOputordatta’of 4hencrpEinandat a of
the non-linear data_ transformation units 210, 220, 230, and 240 are called
"intermedi 808 and & keyagenatatmgivuingth 380e Glepahciypdinit heih @00 inaadatat a
transformation units 5 210, 220, 230, and 240 are called "output data".
Fig.. 3 shpwsceasinexampl donkntiygténg plpirtontsuni Th Ayoehbeatihee oMt i3 uni t
500. _ .
generates multiple (n) 64-bit or 128-bit extension keys using constants V;

10 from 128-bit, 192-bit or 256-bit input key data, and supply them to the
encryption unit 200. 'The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data processing unit for decrypting é:iphertexts.

The key generating unit 600 is the same as or similar to the above key

15 generating unit 300. Furthermore, since the encryption unit 200 and the
decrypj;ion unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500
are 1llustrated separately in the figures. Similarly, the key generating units
300 and 600 can share one circuit or one program. That is, one circuit or

20  one program can be shared by the data transformation unit for encryption
100 and the data transformation unit for decryption 400.

Fig. 2 shows meanings of notations used for the following figures or
descriptions.

In Fig. 3 and the subsequent figures, a left half of data is called “left

25  data L” and a right half of data is called “right data R*. Furthermore, the



Fig. 3 shows a configuration in which 6-round non-linear data
transformati on unit 210, 6-round non-lingar data transformati on unit 220,
10 and 6-round non-linear data transformati on unit 230 are cascade. The
normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL'1) 271 are inserted between the 6-round non-|i near
data transformation unit 210 and the 6-round non-I|inear data

transformatiqn ugi%1 220. F?rtherrﬁre ah€ Forn?l dat a transé rmation 15
anit (FL) AP THORF 48 N8R4 AaFa PTG Ao: YOS, 450,020, 430,

i nserted bet qthe 6-round non-linear data transformtion unit 220 and
the 6-r ound”%%— 0i H&af Ig%{jallltpruén‘%‘%‘@r nﬁj{‘? drtemmal dede. off tee aenthues: datad

non-linear data transformation unit 210, 6 rounds of non-linear data

t r ansf or matttansigppabopunpy 84Pd240, 330, anddgleirexatled- intrrareatendaty”,
transformati on unit 280 consists of a non-linear function unit F and an XOR
(excl usi ve aom) deta gdiieh 298 output Hremwilye non-loese ddtartgnsSormBtionungss of
non- |inear data transformation units are provided in total. The non-linear

dat a tr ansfi0n@L0028Wnrind 24Darescalpd fpagunidaa™ first non-1inear data
transformation unit 280 and a second non-linear data 25 transfornmation

unit 281. For ar Mg raskowsanpxeessealf thepeicraation unitPoo brpké dé8raidn RO
and left input data Lo, the former performs the first non-I|inear

t ransf or matumdh500. t he | eft input data Lo using a first extension key ki,
outputs an XORed result of the output data of the first non-Ilinear

transformation af.t Beskéwdta i aRifigdat@nRen awhidle d-kéid | &d-1inaher gBg at e
data 5 Li, and outputs the |eft iﬁgput data Lo as the first r}gh%?

it P;ﬁg ][Yg? irrg%iﬁ%rﬁlgn?:hl%n fu;HritS? ?hlé:;?fxrouﬁﬁr HOh Mhah @138 s RARidt 1L At 220,

10 and 6-round non-linear data transformation unit 230 are cascade. The

normal data transformation wunit (FL) 251 and the inverse data

transformation unit (FL'Y) 271 are inserted between the 6-round non-linear

data transformation unit 210 and the 6-round non-linear data

transformation unit 220. Furthermore, the normal data transformation

15 umit (FL) 253 and the inverse data transformation unit (FL%) 273 are

mserted between the 6-round non-linear data transformation unit 220 and

the 6-round non-linear data transformation unit 230. Inside the 6-round

non-linear data transformation unit 210, 6 rounds of non-linear data

transformation units are provided. For example, a non-linear data

20  transformation unit 280 consists of a non-linear function unit F and an XOR

(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non-
linear data transformation units are provided in total.

The non-linear data transformation unit 210 is equipped with a first

non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For arbitrary two pieces of input data, right input



I nternmedi ate data Li using a second extension key k2, outputs an XORed
result of the output data of the secongSnon-I I near transformation and the
first right internediate data Rl as th&”second | eft internediate data L2,
and 10 outputs the first left intermediate data L1 as the second right
internediate data R2. The non-linear data transformation unit 210, in
which the first non-linear data transformation unit 280 through the sixth
non-linear data transformation unit 285 are cascade, outputs the final

ri ght int datedRaead kit Anpet aledathe Thef formtre paefdimsethon fizst Goaslihéar out put
data after 15 transformation. Fig. 4 shows a configuration in which a

nor mal dateansfarrsationaondine left inpit )da2850 asingwefiset datensiormrisdyokapt i on
unit (FL-1) 275, and a 6- round non-linear data transformation unit 240 are

added to bmtpetcrarpt XORedunesuR00f st@vnitpubi @ata3.of| thé ofiadt, ndatAnear
transformation is perfornmed by 24 20 rounds of non-linear data

t r ansf or mitarsformmation ahdgheSrighitomgnit hiath ®oad tilafigstt eanskematihendari t (FL)
251. Fig. 5 shows that the normal data transformation unit (FL) 251

di vi des i Mpuandaiapity the Wi RiReaatafLoda the hfdtirighttititedAbRakldaRdRr, | ght
I nput data 52, perforns |ogical operations for the both pieces of the

data, andTie BeRe’BHESTASAUscdBha h6RMrdRe trehsfoPaRidn B! A arantie he
right output data 29 61. The left input data 51 is ANDed with an extension

key 53 at j intel A&t ing@ad ’ L2 ondl
y iRrAlia dotl Ly wbing Acsdiem ckiBasfPREy 18! SutdulShh kP

shifted (also called cc circular shifted")

rot at i onakeglk fdrithg %ﬁt%taT&%é&J néAlEhdss %%@ﬁ]ﬁgﬁ%%ii Red gt

i nput data 52 at an circuit 56, 5 The output from circult 56
becormes 1 kg rigHt BierdRl® B HatdNe, 4S the second left intermediate data Ly, and

10  outputs the first left intermediate data L, as the second right intermediate
data Re. The non-linear data transformation unit 210, in which the first
non-linear data transformation unit 280 through the sixth non-linear data
transformation unit 285 are cascade, outputs the final right intermediate
data Re and the left intermediate data Ls as the output data after

15 transformation.

Fig. 4 shows a configuration in which a normal data transformation
unit (FL) 255, an inverse data transformation unit (FL-1) 275, and a 6-
round non-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24

20 rounds of non-linear data transformation units.

Fig. b shows the normal data transformation unit (FL) 251.

Fig. 5 shows that the normal data transformation unit (FL) 251
divides input data into two pieces of data, left input data 51 and right input
data 52, performs logical operations for the both pieces of the data, and

25 generates output data from the left output data 60 and the right output data



ORed with an extension key 57 at an OR circuit 58. Then, the ORed result
Is XORed with the |eft input data 51 at an XOR circuit 59 to generate |eft
out put data 60. Fig. 6 shows the inver82 data transformation unit (FL-")
271. 10 Fig. 6 shows that the inverse data transformation unit (FL") 271
di vides input data into two pieces of data, left input data 71 and right

I nput data 72, perforns |ogical operations for the both pieces of the
data, and generates output data fromleft output data 80 and ri ght output

data 81. ®he fMhghleft impuit dataasT 2s ANTORRGyithtdh aRteRi@NKe9BKaY af3afpan OR
15 circuit 74, and then, the ORed data is XORed with the left input data 71

at an XORreidtChd t ad@-thEhebhe tANDOAIRIth fF R Loe t78§HR1 dHiklht S
|l eft output data 80, and is ANDed with 1asn ext(}g%éi onlﬁée}{}%g %Yéoaggg\%ge

[ it 7 ; iy, ; g |t | |. i ft by 1

it ot a CEEH opifeRy bl o RO, T ERU b (A Bl 20 B <

XORed wit | . | : A : | it Th tput f

the XCR crr e 1Bt g RER R e finfl S58) B2AE An AR gl BB 1O

t f ' bte (EL), 2 hown..ip.kig. 5 d, ., the i dat a_ .

t ansf or maPP oA HNe Lt RDAS BB 56 Peomeegiaht pafait S50k bét at i ons
h ot hefyp -7 A di ngly, usi t t ' , .25 the i t dat

X of Fi g CReSaRTBCr BBt ien R S Pt B S0RUGH St qTheHbSO BRATIRRTbUL put

data Y of. Fi. T{f—‘%ebe ingu;?gata Y.of Fig. 6. The relationship in which the

i nput dat’asi&g’ With the deftperybdaised ataanXQButirenwit 59 tomenreatst lede uni t

by maki ng the output data fromthe one wunit be input data to the other is

called a ?‘éqpé‘ﬂtidgﬁ’?at%)c-meen nor mal and

‘Fig. 6 shows the inverse data transformatibn unit (FL*Y) 271.

10 Fig. 6 shows that the inverse data transformation unit (FLY) 271
divides input data into two pieces of data, left input data 71 and right mput
data 72, performs logical operations for the both pieces of the data, and
generates output data from left output dafa 80 and right output data 81.

The right input data 72 is ORed With an extension key 73 at an OR

15 circuit 74, and then, the ORed data is XORed with the left input data 71 at
an XOR circuit 75. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND circuit 77.
After that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left

‘rotational shifting unit 78, and the shifted data is XORed with the right

20 input data 72 at an XOR circuit 79. The output from the XOR circuit 79
becomes right output data 81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation unit (FL') 271 shown in Fig. 6 perform
opposite operations each other. Accordingly, using the same extension key,

25 the input data X of Fig. 5 can be obtained as output data X of Fig. 6 by



5 inverse transformati ons. The normal data transformation unit (FL) 251
and the inverse data transformation un%(ﬁ] (FL-") 271 are circuits which
realize such relation between nornal d inverse transformations. Both of
the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit |eft
rotational shifting unit 78 of Fig. 6 performleft shift, however, both can
10 execute right shift. Furthernore, the normal data transformation unit
(FL) 251 and the inverse data transformation unit (FL-') 271 can be one of
ot her cofalgugautpns daga YopfgFigs Stheeinmrtadatavicof Rig. Gl at i on bet ween nor nal
and inverse transformations. For exanple, the nunmber of shifts can be
changed. Mor eovEhe relatianship rcwihictniia nmy: datagerend vhit can bRobitaingdt wi t h
15 "not" operation, and/or an XOR circuit with "not" operation can be
added.  NafEIupub slats frospdhe oshenumit emaking dhe asttpuhdarabrom thaioneni t h
"not" operation, the ORcircuit with "not" operation, and the XOR circuit
with "notmibpperimpuwndatecty dbemidgryiy calledna, relefion bejweenxaermal and
respectively. x andn y : (not x) and y _20 x orn %: not x) or y x xorny
( not® x) IxErss teppsfopmationscplifieanerpab dada drans I@@%ﬁh@%ﬁbf(}-‘ma%ﬂ, "or",
and "xor" in¢cluding "not". These commands can be perforned at the sane
cost as @Bfdhe ingerse daty transfermaBonriugit FLshAid arecerrmtn Maigh realigeypt i on
unit 201 and a conventional 31 decryption unit 501. The conventi onal
encrypt i oRUGRTEIRSPN Q%t“&?@l poEBhRf myerssdraesformatiansy ansf or mati on units

FL. Thus, the decryp%ion unit shoul d be
Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit

left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10 execute right shift. Furthermore, the normal data transformation unit (FL)
251 and the inverse data transformation unit (FL-1} 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, the number of shifts can be
changed. Moreover, an AND circuit with “not” operation, an OR circuit with
15 “not” operation, and/or an XOR circuit with “not” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
operation, the OR circuit with “not” operation, and the XOR circuit with
“not” operation, represented by “andn”, “orn”, and “xorn”, respectively.
xandny: (notx}andy
20 xomy:(notx)ory
xxorny : (not x) xory
Some recent CPUs are provided with commands of “and”, “or”, and
- “xor” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “xor”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



equi pped with two inverse data transformation units FL" in order to perform
5 inverse operations. Therefore, since_the encryption unit generally has a
different configuration fromthe decry%%ion unit, the encryption unit and
the decryption unit cannot share the sanme circuit. On the other hand, as
shown in Fig. 8, in the present enbodinent, the norrmal data transformation
unit (FL) 251 and the inverse data 10 transformation unit (FL") 271 are

| ocat ed si.de by side in the encryption unit 200, so that the decryption
uni t havi Agciymionameit &8s i gurati on can perform decryption. For exanple,
the right data Ris transforned by the nornmal data transformation unit
(FL) 251 to get Thefdongentiohal enenyption Leftt 20hts equipped matis ftaoneorby] t he

i nverse data transformation unit (FL-') 271 to get right 15 data W In this
case, thedatghtradafornftivan etobFhi ne@huy, ithpudetngtide hefit sheald de tO
the inverse data transformation unit (FL-') 271, and the left data L can

be obt ai neguippedrpith ttivddnkBser d 4R ttrhadforMationt hieitd PTMedn G@ded to perform
transformation unit (FL) 251. As described above, the encryption unit 200

Lranstorr | ey Aneba Lol .
BE/erBS IpRraibhs. 2Pho@freaRine tHPILEPAS G DY ﬁ%ﬁ??gﬁyu%ﬁ %500 can

configuration, and the encryption unit 200 and the dec

Cr anst or ot et bonfighasibsE ot uf, day b UGS My Bhich iR ATl ™ °
(FL-") ZJ&Ighﬁoggﬁ%tﬁ Ig?ng@oa?%ttpg%t 1 Lo @Rt he non-1inear data

transformati 'S way, when the nornmal data
R OoTatLrn Ot the fnkr Aoh A sldifn SVRE, 9" R SRR aRRen], |
the normal data transformation unit (FL) 251 and the inverse data
10  transformation unit (FL?) 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the right data R is transformed by the normal
data transformati’qn unit (FL) 251 to get left data L, and the left data L is
transformed by the inverse da;ca transformation unit (FL') 271 to get right
15 data R. In this case, the right data R can be obtained by inputting the left
data L’ to the inverse data transformation unit (FL) 271, and the left data L
can be obtained by inputting the right data R’ to the normal data
transformation unit (FL) 251. |
As described above, the encryption unit 200 and the decryption unit
20 500 can be implemented by the same configuration, and the encryption unit
200 and the‘decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FLY

271 are located at point symmetry on the non-linear data transformation

25  umt 280.



symmetry on the non-linear data transformation unit 280, the encryption

and the decryption can be perforned using the sane configuration. 5 Fig. 10
shows correspondence between the data3gransformation wunit (FL) and the

i nverse data transformation unit (FL-1) placed at point symetry. As shown
in Fig. 10, in case of Fig. 3, the normal data transformation unit (FL)
251 and the inverse data transformation unit (FL-1) 10 271 are placed at
point symmetry on the 6-round non-linear data transformation unit 220. In

Figs. 3, 4, 8, Iﬁ@'u@wasrh%rﬂé@i thd heRnhpaRB tr%ﬁsfﬂﬁﬁatﬁd:ﬂhr@ﬁ‘ﬂ?ﬂ) %1 ARger se

dat a transformatlon unit (FL-1) can be replaced with each other. Besides,
in Figs. $e dnvésedbds? trhh@fdrh%iorﬂ%ﬁltR(ﬁD@) e | gkt laS’é%{téd'-aEaﬁox?ﬁ 15
repl aced with each other _Fig. shows a configuration 1 n which the

encrypt | T F;WZQH(S rou ir?ea?fdétﬁetréggﬂﬂﬂgaﬁtﬁ}{‘#rh{‘%b ARk B c&%@&?r mat i on

unit 210, non-11near data transfornmation unit nd the

R b b e L e
uni t 320, and e 6 QuadNAB-dNBRRCAAL abetg;e@gecryp taovragg%nﬁéﬁosre

circuits that ca ' be Jse ryp I'O0n an
non- i neatihaF i Bl hERLPITORR B nsorRubR I Fned nidged 35 BotR ™
transf or rgaytnllr%rét%r'u t (FL) 250, and the inverse data transformation unit (FL-

As shown in Fig. 10, in case of Fig. 3, the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL-1)

10 271 are placed at point symmetry on the 6-round non-linear data
transformation unit 220.

In Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the
inverse data transformation unit (FL-!) can be replaced with each other.
Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15 replaced with each other.

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-
linear data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of

25 the 6-round non-linear data transformation unit 210, and the normal data



271. The normal/inverse data transformation unit is a circuit that can be
used for both encryption and decryption. Nanely, the normal/inverse data
transformation unit is one normal/invefde transformation circuit in which
5 the input data to the unit can be obtained as the output data fromthe
other unit by making the output data fromthe unit be the input data to the
other wunit. A nornmallinverse data transformation unit 221 al so consi sts of
the 6- round non-linear data transformati on unit 220, and the nornml data
10 transf ranefoomation unfHEL)2H0, antlthdenvareedaea dasesibraasibanivti(Pn, uni t
(FL " 1) 273. In addition, a normal/inverse data transformation unit 231

consi sts o271.heTle normal/imeersd et txdaisforion arich QniRtd QRinittha3Qanaid t he
normal data transformation unit (FL) 253, and the inverse data '

transf or maké@foriboth éddeyptidh alld Aé&ryptifh. eNGAMRLS ' biseCQRfd gur ed
by cascadi ng t hese nor)rfrgllli nver se ggta transfor%g:{&iegglﬂ%%?gwgﬁsf 9%@1, and

231 And bhinsfodR@RoP o d Bt PH% SAMRE Al aSn dFadlEhYPhIEN Uni t

500. Besides, if a set of the 6-rou non-11 near ranstormation unit
20 21 t - ' ' iyt ., 220 h I
Gt o} ranDy S a e WL ot 86 TRE oBptitithed B LIS oo

it FL- i -] t t ti it
1910, "t heuhlt Y liSng YREBRE Ca0 BolF PRG WBRbe 188 Subhf BREA T e et can
be used fQr. encryption and decryption. Here, a nornallinverse data

’ transforn’éfl}tcm 25 unit 1211 consists of the non-linear data transformation

unit 1210, the .. . . ;
A normal/inverse data transformation unit 221 also consists of the 8-

round non-linear data transformation unit 220, and the normal data
10 transformation unit (FL) 251, and the inverse data transformation unit (FL’
Y 273.

In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inverse data transformation unit (FL’

15 Y 275.

The encryption unit 200 is configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

Besides, if a set of the 6-round non—lineér data transformation unit

20 210; the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL-
') 271 is assumed to be a non-linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for
encryption and decryption. Here, a normalfinverse data transformation

25 umit 1211 consists of the non-linear data transformation unit 1210, the



34 normal data transformation unit (FL) 250, and the inverse data
transformation unit (FL-') 273. Further, if a set of the 6-round non-Ilinear
data transformation unit 220, the 6-r&knd non-linear data transformation
unit 230, and the normal 5 data transformation unit (FL) 253, and the

I nverse data transformation unit (FL-') 273 is assuned to be a non-linear
data transformation unit 1220, a nornmal/inverse data transformation unit
1221 consists of the non-linear data transformation unit 1220, the nornmal
dat a transbommht idana unrangfEbha@bd, writ (Fhe i250er aaddagha tirdrReéor datd on
unit (FL-1) 275. 10 The normal/inverse data transformation units 1211 and

1221 can bensieetafion dnie(fdedryqd.ion unit. Further, if a set of the 6-round
non-linear data transformation units 210 through 230 is assuned to be a

non-|inear datapuranRsf g7 A8k eNtR Btro%%lionon—tlﬂﬁ‘aa@oc{hﬂa' (ﬂ%%%%n uﬁut

transformation unit 2210 is a circuit that can be use

encrypti ogzenanfi%gl; : R R8-11 15;5@ delt R &y RRBE om('aggn ggg)éng agg%ﬂhb?m pni t

2210, the normm a transfornation unit e T nVErse data

oo r > o TRELL ANl fiion SAR (FIDDAY ARAT WL B Bih A LA ST RO 1D

2211 norna I nver se ansforna |on antt
deorypt o am £ S dogRuneRcte ﬁ%% 35%51%9 ﬁm“%o%ﬁ%fwﬁ&% H‘ﬁver se
dat a transfor tion t rth in.t encr n unit 200 or the
decr ypt i oA rglézése Hﬁta Yanstorma 1011 untt {?2 congl g the non-linear data
transformation unit 1220, the normal data transformation unit (FL) 251, and
the inverse data transformation unit (FL') 275.
10 The normal/inverse data transformation units 1211 and 17221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 tlhrough 230 1s assumed to be a non-linear data transformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used for
15  both encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL
1) 275 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for
20  the decryption unit.
As described above, the encryption unit 200 or the decryption unit
500 can be configured by cascading multiple normal/inverse data
transformation units.

Further, in the encryption unit 200 or the decryption unit 500, the

25 normal/inverse data transformation unit can be formed hierarchically by



25 normal /inverse data transformation unit can be forned hierarchically by
35 nesting the normal/inverse data transformation unit within the

normal /i nverse data transformation uni 85 Fig. 37 shows a case in which the
encryption unit 200 and the decryption unit have the sane configuration

I ncluding the 6-round non- 5 linear data transformation unit 210. In Fig.
37, the 6-round non-linear data transformation unit 210 includes even
rounds of non-linear data transformation units 280 as shown in Figs.3 and
4. Data Anestihgangfeor medmiabinvalata databy teaddfehaiionut untar malithigat 8he
transformation unit 256, the data A' is input to a first input port 261,

:LO the dabemAVinversé dhtoerddigolhaEbnivitit port 261 is output froma first
output port 263 as data A '. Further, data B input froma second i nput

port 262 is outPyf $7fRcwSCeRsk H PRI bk gﬁé}]yaﬁoﬂahﬁi@zo TQﬁddaﬁ@bs’ .

output from the second output port 264 is transforned Into data B,

second oulplptibRY8hSe 3L ald ABSTOLSRALAML AL bndlfind TyIB.0AkA fon OULpuL

fromthe firS8t output port encryptti on ni O i's input to the

second5 [ ”HHFaf Hgﬁtl%%fd}%dﬁ%ﬁ?%ﬁ?”%i on unit 500 as the data A, '. The data

B,' output Tromthe Secon Imverse data transformation unit 279 is
I nput to the figstn.in ornal data transfqgrpation unit 256 as the data
B,', and out putfrésﬁvlgh%at?jf g?roé@%Tﬁgnﬁlblﬁ@Efri ﬁ@g?“i taﬁngfmﬁbﬂ?é?i uni t
210 inputs ﬁh data B a(?d out piuts z&f dat a g Furt her, the non:Ilinear
transf or MRFETRLATR 5945l pen-linear daty Kansiopmadian upitsi 30 aashorn The

second out put inver data jransformation unjt 279 inputs the data Al and
out put s tﬁgﬁlﬁ‘& 3 aypcf 2 ?)ata Ais trans%ormed mto data A’ by a E.‘)irst input normal

data transformation unit 256, the data A’ is input to a first input port 261,

10  the data A’ input from the first input port 261 is output from a first output
port 263 as data A;’. Further, data B input from a second input port 262 is
output from a second output port 264 aszdata B,. .The data B, output from
the second output port 264 is transformed into data B, by a second output
inverse data transformation unit 27 9.

15 The data A} output from the first output port 263 of the encryption
unit 200 is input to the second input port 262 of the decryption unit 500 as
the data A;. The data B, output from the second output inverse data
trgnsformation unit 279 is input to the first input normal data
transformation unit 256 as the data B;’, and output as the data B,.

20 The non-linear data transformation unit 210 inputs the data B, and
outputs the data B. Further, the non-linear transformation unit 210 inputs
the data A; and outputs the data A’. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-linear data transformation units 280.



In Fig. 38, the odd-round non-linear data transformation unit 219 25

I nclude' s odd rounds of non-linear data transformation units 280. 36
Accordingly, the data A" input fromtl3€ first input port 261 is output from
the second output port 264 as the data Ai'. Then the data Ai' is
transforned by the second output inverse data transformation unit 279, and
output as the data Al". Further, the data B input to the second input 5
port 262 is output fromthe first output port 263 as the data Bl. The data

Bi out putaddRiidgdle, fid ahtLut PRbin A8 fivbt hfffutepsiyIB1 o ht Q9 1
I nput to the sec%%d I nput po?%ﬁ%62 of the1 decryption unit g(l)1 as the data

Bl. The d@iea sAbon@ubhtpuil poft (281 Secame autdUA,’] NVEREGe el alathr ansfier mati on
unit 279 of the encryption unit 200 is input to the 10 decryption unit 500
as t he datran#gfoineadby nhiet s¢cricheutputis inverpe tdatartrahsfotatadicr amdf @79t i on
unit 256. In cases of Figs. 37 and 38, the encryption unit 200 and the

decr ypt i cmdieutpsas thealathdid arfurther, i tiperdatadd input tothe mgecendripptiton  and
decryption. 15 Fig. 39 shows a case in which the second i nput nornmal data

t r ansBor @It &H2is eutpstt fremghefirge @uiput perts2@dag thaglatagbrt 262, and the
first output inverse data transformation unit 278 is provided at the first
out put port 263 hedgta Bo capiak fere 4be firat gripwt PRE ?Fﬁf f thasmerypi@ se dat a
20 transformation unit 276 is provided at the first input port 261, and the
second oUHPHZMdisiPwaia the 865974 HFBPH ROTH 2E220fothesdepraptigngunit $HR
second Oua&spﬁrjl%e %%rtsg B21(.34"I‘he data A,” output from the second output inverse data
transformation unit 279 of the encryption unit 200 is input to the
10 decryption unit 500 as the data A;” and input to the first input normal
data transformation unit 256.
In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 have the same configuration, performing encryption
and decryption.
15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the
first output inverse data transformation unit 278 is provided at the first
output port 263.
Fig. 40 shows a case in which the first input inverse data
20 transformation unit 276 is provided at the first input port 261, and the
second output normal data transformation unit 259 is provided at the
second output port 264.
Fig. 41 shows a case in which the normal/inverse data
transformation units 256, 258 are provided at the left input/output ports
25 261, 263, and the inverse data transformation units 277, 279 are provided

at the right input/output ports 262, 264.



Fig. 41 shows a case in which the normal/inverse data transformation units
256, 258 are provided at the left input/output ports 25 261, 263, and the
i nverse data transformation units 27737279 are provided at the right

I nput/ out put ports 262, 264. 37 Fig. 42 shows a case in which Figs. 39 and
40 are conbi ned. Another case can be inplenented by conbining Figs. 37 and
39, which is not shown in the figure. Further, Figs. 38 and 39 can be

conbi ned. Further, the 6- round (even-round) non- Iinear data 5

: E}Zﬂ; ormat ) on a4 42 34 ent ol GRS e 9k pynbian | ”eiLgﬂﬁL?n
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non- | i near a trans OI’ITB.tIOI‘l uni he “non-%1 near unc ion unrt F
out put s <PRERon ot pulieha. i s ?fraﬁ%%lh”‘é RRFGHORD, B G 2 B e ng
B bi 18 Ei%ﬁéfér%ﬁﬁlo'argil%lﬁeg%ﬁgﬁﬁé%ﬁ w% R B o Key
I?Qﬁi#ﬁ%%éw%ﬁgf%&? bt oo diBanod PR %%@fe”" HRE A0 ap
function ynit 20 pieces of si xt een XOR

are
circuits &hF\&%%"ﬁSb.IP C%SePLﬂfgﬁig%ne’ngﬁﬁ‘t‘g]a f? BRHBBIME G the S

function unj t 20, four S-box
and the decryption unit can be implemented by the same configuration.

10 Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.
The non-linear function unit F inputs F function input data 10,
performs non-linear transformation, and outputs F function output data
15 40. The F function input data 10 having 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an S function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation units
14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



first transformation units 13 and four S-box second transformation units
14 are provided. Fig. 12 shows an inplenentation exanple of the S-box first
25 transformation unit 13 and the S boR8second transformation unit 14. 38
Inside the S-box first transformation unit 13, a transformation table T is
provi ded. The transformation table T previously stores values of 0 through
255 arbitrarily (at randon) corresponding to values of 0 through 255. The
transformation table T inﬁuts val ues of 0 through 255 and outputs the 5
val ue (val ue of Iusidatbeghbesfystctamefponatiiog wot é3ch tvabsfermBtionebedip! e,
when 1 is input, the transformation table T outputs 7. The transfornation
table T pdliopmevided- | Theatransforafaiomttable depesvibngy stedes vednss dgra@ti on
of security, e.g., checking if the function is bijective or not, the
maxi mum  dhideie?ss atbipraetialiht i4nddis) Mrégfsdmhgxo aRkds dT10 $Rbughhss0 on.
10 The S-box second transformation unit 14 includes the S-box first
t r ansf or nBhieOfFadBfotmbdiodnch | | i=ft ) ' in the
figure, "<<<" of "<<<1" sh(?\?e\/gjl':ﬁieﬂ%tlg?{éhrl%%g?iboﬂglﬁhﬁgﬁ555?#%0 gﬁl‘gtﬁ?%éshom
1 bit) i f [ I L f 1 Lt or | ef

5 VARiel(Rilbe be OttHI‘BPgh 2)3?32 co??égﬂo'n'agn%‘ Eg eél_%go‘)%q*lé. Fﬁf e?(a%qpc}ﬁmat on

rotational shitft by I bit an out put “from I'rs ran

It 13. ' ). ' t - ' t t f ti
ani ¢ 13 ottty 5 ity e piR b fohiBBle T olRomty 7l h eSO R s 14
If the S- frd ' - TRt i it 13 t he. S-.box, ' d ..
o oot B bR TS O5ARE BB Bk daR N g s S5t i

an effecty which is simlar t. he. case in ich two kinds of the
transf or nit FER2E £ & ec}ﬂﬁgé?ﬁi‘&/ﬁ% ,Ont’r‘?oﬁg?)&?‘fe % 195 the MRAFEUED have

two ki nds

dl%erential probability is sufficiently small or not, and so on.

10 The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” shows the left rotational left shift and “1” shows 1 bit).
The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box ﬁ;'st transformation unit- 13. For example,

15 when 1 is input, the S-box first transformation unit 13 outputs 7, and 1-bit
left rotational shifting unit 22 outputs 14.

If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
. effect, which is similar to the case in which two kinds of the transformation

20 tables T are provided, though it is not- required to have two kinds of

transformation tables T. By including only one transformation table T, the

memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.
Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting unit (">>>17 of the S-box third transformation unit 15 in Fig. 27) as



transformation tables T. By including only one transformation table T, the
menory usage required for storing the. transformation table T can be
decreased, and the circuit scale can b# reduced. Further, as shown in Fig.
27, by providing a 1-bit right rotational 25 shifting unit (">>>1" of the
S-box third transformation unit 15 in Fig. 27) as 39 well as, or, instead
of the 1-bit left rotational shifting unit 22, a simlar effect can be
obtained to a case in which a different transformation table T is further
provi ded. wiehl amorhastesayof the I-bitdefaropatiensl shifinpratis Ay asimflut effeta v
using the transformation table T after shifting the input data y by the
1-bit 5 | edtt heobbtainedhltosdichté g whidh (@' difdrensf trabefo?rbitxod QYPINT is
transformation unit 16 in Fig. 27) provided for the input data y.Fig. 27
shows casfsthér ptotided ( Yhardthes (v\‘/éf??t?ﬂ& algb yossible t(p’ﬁitar@mgpét(aﬁ%?l) :
SO app

s(y<<<l)<<<l, s(y<<<l)>>>1, s(y>>>1)<<<l, s(y>>>1)>>>1 are a | cabl e.

> % ) =y : ' bl
y meki NGy ushier (Y rhdfoR ARNNIN taHde I aftby g gl'grf?l% 191@;&9?3%? ?gﬁfsﬂh% £pie

perform faster 10 than cases of shifting bits i ncase’ that
CPUs, getc oDt Sk 2] - nthis.shifting

pr oce_s5‘s3 |}'sef€gdr(‘%gfr6%% S%i/ﬁlhﬁa?%\%régﬁgréﬁhﬂg%? F@‘;’%E&%fﬁb\;ﬁ%lﬁfito{mfmoﬁ Vﬁ]& it
Somet e BORORES ARSILIERY b TR A 5T a5 Mo e g o 1o
comst i mes SESaats USS b ¢ o200t aPHE atardd | 8F SPPSG} oSgroR el
di fferent Ki f_tables.. . Fi 28 _sh apn S functiqn ynit 20 using the
four S bo%gyflgrgi};%tﬂré gﬂ?)]f)éﬁ%ilhs(g’? ﬁﬁg}l\%ﬁrﬁlﬁ‘r%ﬁrﬁﬁ’rﬁﬂ 1cpple. 1 By mpking shown
in Fig. 21. %1 tt&er configuratijon of the P function_unit 30 is shown in
Fig. 31. the shifted amount .1 glt, it sometimes becomes possible to perform faster

10 than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have only 1-

bit shift command. Further, when this shifting process is performed by
hardware which performs only 1-bit shifting, it sometimes becomes possible
to perform faster. Further, the shifting is not imited to performed by 1 bit,
| but an arbitrary number of bits such as 2 bits, 3 bits can be used. By
15  shifting by an arbitrary number of bits, it sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27. |
Anothgr configuration of the P function unit 30 is shown in Fig. 31.
20 From 8-bit input data y,, v, ¥; ¥s. 32-bit data Z,, Z,, Zy, 7, are
obtained by referring to S1, S2, S3, S4, respectively, and they are XORed at a
circuit 913. From 8-bit input data y,, ye, ¥+, ¥s, 32-bit data Zy, Z, Z,, Zg are
- obtained by referring to S2, 83, S4, S1, respectively, and they are XORed at a
circuit 916. This XORed result U, and the former XORed result U, are

25  XORed at a circuit 917 to output z,’, z,, za’; z,. 'Then, the XORed result U,



20 From 8-bit input data yl1l, Y21 y3, y4, 32-bit data Z1, Z2, Z3, Z4 are
obtained by referring to S1, S2, S3, $4, respectively, and they are XORed
at a circuit 913. From8-bit input datd@d y5, y6, y7, y8, 32-bit data Z5,
Z6, Z7, Z8 are obtained by referring to S2, S3, S4, Sl1, respectively, and
they are XORed at a circuit 916. This XORed result U2 and the forner XORed
result U are 25 XORed at a circuit 917 to output zl', z2', z3', z4'. Then,
the XORed result Ul 40 fromthe circuit 913 is shifted to the left by |
byte (in Hrem e cireuit; 813, ispshiftash o 1theyiedt byt dt Pykaling Kig-t ,31not<<fl§it
rotational shiftéi at a circuit 918, The shifted res%& s XORed wi.th the
out put f r BYRIEREN Hhyite rg’r@;hqr@l@@gifgu{lot it rogationad-shifthat agcipenit @ i n
(a) throu (d)..of Fi 33, Si is_ configured using the S: box first
transfor Po‘gi’)l%ﬁ‘ﬁ gegalt lgi@Beémgtﬁﬁéﬂﬂwt hidesCispyits2bo g output
transformation upit, 14, S3 is configured using the S-box third

t ransf or nt 1 ©n 4ini#8- 15, S4 is configured using the S-box fourth

transformation unit 16. Th -bit t put. data fromeach transfornmation 10
unit i% copied #8§ ot (3 s g 3. B Pigarh, S hinicpupgwed usmahe Saa i s
masked to ou:ﬂg_ut only three pieces of the data (24- biip:g) . The 1-byte
r ot at i onaPoxHirst timnsfpanatipn ypitohd $3 iy eopdiguredmsingdiepy-box seeends b t
length (8 bits = 1 byte) which is processed by the S-box. Fig. 32 shows the
P functi oframsfarmaiieR aBiti duéb at$dnis s conliigurdntusing tther grboxy, third
i mpl ementation is different. From8-bit input data yi, y2, y3, y4, 32-bit
data zI, Eansfgmationr ainibbil s n&¢ bip reardigured twsing, the, ShoxsglowgHa t hey
are XORed at a circuit 933 to output an operation result A From 8-bit
i nput dat traysforydatigry unyig 16. The 8-bit output data from each transformation
10 unit is copied four times to make 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit).
The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a
unit of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent
15 to Fig. 31, but implementation is different.
From 8-bit input data y1, v2, y3, v4, 32-bit data Z,, Zp, Zs, Z4 are
obtained by referring to Sb, S6, 57, S8, and they are XORed at a circuit
933 to output an operation result A. From 8-bit input data ys, ys, y7, ys,
32-bit data Zs, Zs, Z7, Zg are obtained by referring to S9, SA, SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte)
which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit 938. This operation

25 result C is shifted rotationally to upper (left) by 1 byte at a circuit 939, and the



32-bit data Z5, Z6, Z7, Zs are obtained by referring to S9, SA SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result Bis shifted rotationdlly to the right by 1 byte (in Fig.
32, simlarly to Fig. 31, shifting is perforned by a unit of bit length (8
bits = 1 byte) which is processed by the S-box, not 1 bit) at a circuit
937 and the operation result B and the operation result A are XORed at a
circuit 938. This operation 25 result Cis shifted rotationally to upper
(left) by opebgtien zesult € isalse XORed arith the ogératpar adsudn Aratsutive@tissioal so
XORed with the operation result A at a circuit 940, This operation result

D i s shiftBdsropeattionabiylt b isiphéfte debtgtidnall by ugpat (Rft) Wy 8Wsite W1y and
the operation result Dis also XORed with the output from the-circuit 939

at a circuifcudd41, AN thPepatditth kesuk D &s ia3sSROBKHwatH %@bh&ém! k¥ tO the
right) by I byte at a circuit 943, and the operation result 'S

XORed WtFﬂhéh@lr@&hTtDQBQf{zertél?cxﬁtr%'ﬂzt 9141}15 % a&id %tsuﬁ“i’f 1so§¥1ﬁt'§d|: from

the circuit 944 is out put as z1' out put Trom

circuig 94 dt%rﬂibpﬁgrft )b§61 b¥ge7 Bg%émﬁ?t 9&@ &%@ﬁ é(%nfl reclil;!l sing

the S-box first |on uni and a’’l oglc d S9
Shift °”2,'7@'3$ndda§§5 R9RER 0l GRRAY rbhaRE! SRR O Ly s 00
transt or met By dnitb s BB Padite Btan BF 2 s e a?riqi U 9 ed o
or edot er 2_?#8391 %%30 Bl B dvasvni t outpur data. °?h§”I ng Ea? Shift is
seL 12 Mt toghe JeH . Obied 1SS IO e ) Se e oo
10 13 and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the 5-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shift.
| The logical shift is used for outputting 8-bit output data from each
15 transformation unit to a predetermined location within the 32-bit output
data. The logical shift is set to shift to the left by 0 byte in S5 and SA, 1 byte
in 56 and SB, 2 bytes:in S7 and SC, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20  [0,0,z,0} in S6 and SB, {0,2,0,0] in S7 and SC, [z,0,0,0] in S8 and S9.
It is possible to implement using substitution tables whose input is
8-bit and output is 32-bit, which is calculated for directly producing
predetermined output.
In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



assumng 8-bit output fromthe transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20 [0,0,z,Q in S6 and SB, [0 z,0,0] 42 S7 and SC, [z,0,0,0] in S8 and 9.
It is possible to inplenment using substitution tables whose input is 8-bit
and output is 32-bit, which is calculated for directly producing
predeterm ned output. in cases of Figs. 31 and 32, the apparatus can be
provi ded, which 25 perforns transformation at hi gher speed than the

t r ansf or ndtd conwagibrfairE2d 2ighee shomveitt iIRipak6Fandi fohtiersb@Which ffégble26, and
further on which flexible inplementation is possible. In Fig. 11, when the

S- boxes ofm%mené:hﬁammtjisqf@sgﬁmé, 20 are configured respectively by different
ki nds of S-boxes, eight transformation tables T are 5 required. On the

ot her hand, wh - X ' ' ' nmenor
efh Fe 13, KRSt §-16R84 baURE S ﬁﬁltcg%)?x\é\gnifrﬁdégge B‘i‘%?%%‘%?e ey

usage required for storing the transformation

t | t : el | 8-:hi ' t

i e di vi S BRa Ty e BRI A8 boRbs b R ERR AR E e ot s pox
t f. t ' 4 sh i, Fig. 12 that th .

convert | oaa S En OR T the Bud s RER e btk prareifalitet Sown i ¢ st

transformgti ﬂit 13 and the_ S-hox §econd. trﬁnifor tion unj tb 14, Fig.

13 Shows BRote PEAREPE Spaes Lo autes T SikinstRe dethtprmationogblesie

concrete con%égg ation i gﬁxé)ka' ned in detail in Matui, Sakurai, 15

"Gal oi s Fi%&} Hegdde %tﬁﬁe &Hd shared circuit for nultiplication and

di vision" (Ja ese Patent Registration No. 2641285 [May 2, 1997]).
( pabnurtﬁer, elgﬂt p;Recgs 0} S?blt data are input tlm[e-d%(risionally t]o)the

S-box first transformation unit 13 and the S-box second transformation unit
10 14 shown in Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 13 and the S-box second
transformation unit 14.
Fig. 13 shows another example of the S-box of the S fuﬁction unit 20.
The concrete configuration is. explained in detail in Matui, Sakurai,
15 “Galois Field division circuit and shared circuit for multiphication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997]).
8-bit data is input to the S-box transformation unit 21, and 8-bit data
1s output. The S-box transformation unit 21 is configured by an N-bit (here,r
N=8) linear transformation unit 17, a subfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2. The N-bit linear transformation unit 19 performs an operation of
8-bit data. - A Hnear transformation unit 85 of the N-bit linear

25  transformation unit 17 is a circuit which performs the linear transformation



8-bit data is input to the S-box transformation unit 21, and 8-bit data is
output. The S-box transformation unit 21 is configured by an N-bit (here,
N=8) linear transformation unit 17, a 48bfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 perforns operations of 8-bit data. The subfield transformation unit
18 perforns operations of only 4-bit data which are elenents of Galois
Field GF (24). The N-bit linear transformation unit 19 perforns an

oper at i onsk¢wngimKigdakd. A linganrtransiesmetion wHt Ui tisgg eircuiewkiigh ¢
linear 25 transformation unit 17 is a circuit_which perforns the |inear

t r ansf or nBerieAnadhedswgari thapsigrmedionsshowndn FigahSf ormation unit 87 is a
circuit which erforms the |jnear transformation shown in Fig. 15. The

|i near transf or Haeilincamitransiognatign pay fegapy bg seplaged bV HIQHEEf or s
an affine transformation (g | i near transformation can be 5 considered as

one styl eWsichmerfams ams trapafprmation (& flipeay Heansigemations §anobeat i on

unit 87 can be replaced by a circyit which perfor anqgf her affine
t r ansfr nE@RYHEreFh@s| PREPIIG 2k WPW%UWTt Sdksbivsts: beagat a

c1 brrent _ofFBSIQRER o] Uiody! Che W TepIakesh BV IR TOBITE PORFDS. bi |
Subf i ¢l 4 GPHIS FRDRG (SRRt Thet SREnITAROTERSREY ol 1 90 uni t
saii of | estPRBITIRE St slata s31 ot etk ke Fs ottaltied ARpE BG B i3 )
TR AEERE P G i Uy TREREOREAC
10 the lower 4-bit data (X, and X)) of data X’ are respectively assumed as
elements of the subfield Galois Field (24 and output to the subfield
transformation unit 18. Here, for example, let an element 8 of GF (28) be
an element which satisfies the irreducible polynomial X8+X6+X5+X3+1=0,
and a=8238, a base of the subfield GF (24 can be represented as
15 [1,a, a2, «?]. If the elements of GF (24), X,, X,, are represented using
this, the following relationship can be established as X’ =X+ B X, (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 [May 2, 1997]). The subfield transformation unit 18 is
20 configured only by operation units each of which performs operations of 4-
bit data.

Here, as an example of extracting “subfield”, the subfield GF (2m)
where n=2m can be considered for given GF (2n). In this example, n==8,
m=4.

25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



this, the followi ng relationship can be established as X =Xa+13X,. (For
details, refer to Matui, Sakurai, "Galois Field division circuit and shared
circuit for nultiplication and divisio# (Japanese Patent Registration No.
2641285 (May 2, 19971)). The subfield transformation unit 18 is 20
configured only by operation units each of which perforns operations of 4-
bit data. Here, as an exanple of extracting "subfield", the subfield G-
(2m where n=2m can be considered for given G- (2n). In this exanple, n=8,
ne4. 25 Tacyitbfanrd d shased f sinerit oferunmultiplicafiom e r dwisioaieMatent cui t
using the subfield constructed by the circuit shown in "Galois Field

di vi si on Registradionn Non26hE280 [MaycBi t19951). mils apl openation sesialdiofi diisn”
(Patent Registration No. 2641285 [May 2, 19971). As an operation result of
this invirveselelament cincuil, tuppgrpébid daita adud dowerd 4Hboitedata- [, tarsthiya, (Y,
and Y0), each of which can be assuned as an el enent of G- (24), are output
to the 5 eacleaf whishstzor betdssmmed tais8in &terfeht of G £, ale ohtpantdehassunmed
as an elenent of G- (28), where Y = Yo +,8 Y1. As expl ai ned above, this

i nver &  Bhearttansionation sandit &7 asiS-bftatatadyiwhichgean be Yasstiked as drd ( X0
+13X,). Further, there are sone ways of taking a "basis", such as a

" pol ynom elemditsof GR(2B) awhepe MRl= ¥asigY,. iAs egplesedtdiyel hbisciwngese of
"finite field" 10 (howto take a basis) in the inverse elenent circuit. A

131 casmsien ausee Ty combonny Lon 0405, 2y 0 010 1
wi dth (8 BurferOiththe ad@isamé Redys of thkihgnaHdsiearsudhaBsf o pBlyrmialanel y,
basis” and a “normal basis”, in representing the element of “finite field”
10 (how to take a basis} in the inverse element circuit.
A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data with a bit width (4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuif is characterized by performing operations of
15 only 4-bit data.
Although the computation speed may be decreased by performing
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.
20 Further, a second characteristic of the S-box transformation unit 21
is that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transforrnation unit 21 is

implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



the inverse elenent circuit is characterized by perform ng operations of

15 only 4-bit data. Al though the conputation speed nay be decreased by
performng only 4-bit operations. Thi45 case has an advantage in that a
scale of a whole circuit can be nuch smaller than a case of perform ng
operations of 8-bit data. 20 Further, a second characteristic of the S-box
transformation unit 21 is that the N-bit linear transformation unit 17 and
the NFbit linear transformation unit 19, where N = 8, are provided at both
si des of eorfigwakione| leeomaesf sinplerorogaparedsg. withert t fses- pploying a
transformation unit 21 is inplenented using the subfield transformation
unit 18, rhwestrigation 2abkedVasivtigng rardora valakes, shilehenvitis! eosirarysi thean be
reduced and the 45 configuration becones sinpler conpared with a case

enpl oyi ngsecurityamsfyoperdecmasedbl Acdorstinglynthe imdamtvansfesnativiniseorothe he
contrary, the security may be decreased. Accordingly, the linear

t r ansf or naffinen sransfommatmifs reret rEerffronedit abnbotr esjdesf @f méde asubdield si des
of the subfield 5 transformation unit 18, so that the reduction of the
secur sty tramsforhetidm uxiitrdlSs reenthang thus redguttien safbifieesetunignkfvel niute ton uni t
18 can be recovered. In Fig. 13, the linear transformati ons are perforned

at both sindglenedntime usithd tied subfieldstransfirheticnuhitl 88 chavisy sscovehed.| | near
transformation can be perfornmed only at one side. In another way, the

l'i near transf orpekigon 3, 1he taitabarpestbomakdnatarenserfoited anhoithesidéd bhe
transformati on can be perforned at the other side. Fig. 29 shows a case in
whi ch t heteeyubfilattransthiatdn GRAGMS, Rowever, the linear transformation can
be performed only at one side. In another way, the linear transformation
10 can be performed at one side, and the affine transformation can be
performed at the other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig. 11, that is, the key function unit 25 placed before the S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 and the P function unit 30.
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an effect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig.

26, two S functions are provided, in each of which first an operation with

25 the extension key is performed and then an operation of the S function is



Fig. 11, that is, the key function unit 25 placed before the S function
unit 20 and the P function unit 30, is now placed after the S function
unit 20 15 and the P function unit 3046Fig. 30 shows a case in Wich the
key function unit 25 is placed between the S function unit 25 and the P
function unit 30. By enploying the configuration shown in Fig. 29 or Fig.
30, one can have an effect that an inplenentation provides a higher-speed
operation 20 than the configuration shown in Fig. 11 does. Further, by
nodi fyi ngPeHergeder Qry Bie ePNEREY it His Ccase shpwn ih&Figad8 adipuiueretiome
obt ai ned usi_né; the confi%ation shown in Fig. 29 or M. 30 fromthe sane
i nput as whi 22 énplagadaat dae Snakistagelof the Fifwactiony el tlag gps€ shomat ivn uni t
shown in Fig. 26, two S functions are provided, in each of which first an
oper at i onFig. t30, 2bet ey Bxnelicn omik @p isspleeed dratweenridet hdhnghHonpenit20n of
the S function is 46 performed. On the contrary, in the case shown in Fig.
29, a keyahdrbeiB®bfuneiion upit 36. pl aced at the final stage of the F function.
In the case shown in Fig. 30, the key function unit 25 is placed between
the S5 uncti on Kig #32¢hownd case B Which itbe noni-dingar teamfgrmagionhenl B case
in which the non-linear transformation unit F shown in Fig. 28 is enpl oyed
i n the enshywniionFigi28 oemployddkin doe wmcryptionninit 200 en s desription 3.
Left data is input to the non-linear transformation unit F as F function

i nput dat wnit(h0@slowIf UnFig. &1 out put data 40 is output. The F 10 function
output data 40 is XORed with right data, and the XORed result becones |eft
data of the nexieft gipia. isvieput He KHa¢ inezdineps {rapgformatiore unit F as F

function input data 10, and F function output data 40 is output. The F
10 function output data 40 is XORed with right data, and the XORed result
becomes left data of the next round. When the left data is input to the
non-linear transformation unit F as the F function input data 10, at the
same time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-linear transformation unit F. An example case in which a higher-
speed processing can be achieved by distributing the operation load of the
non-linear transformation unit F will be explained below referring to the

20 figures.
Fig. 44 shows a case in which the non-linear transformation unit F’ is
used. The non-linear transformation unit F’ is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43.
The extension key k; is XORed with left data Lo at an XOR circuit 891.
25 Further, the extension key ks is XORed with right data Ro at an XOR circuit

297. The left data is input to the non-linear transformation unit F’ as the F



non-linear transformation unit F as the F function input data 10, at the
sane tinme, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operat4dns of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are perforned in the non-
|l inear transformation unit F, so the operation |oad becones |large within
the non-linear transformation unit F. An exanple case in which a higher-
speed processing can be achieved by distrjibuting the operation |oad of the
non- | i neafunGtigss e aien 1 Unapd trapsiormeddyy ae seinsdiawungs 20 andythe t he
20 figures. Fig. 44 shows a case_in which the non-linear_ transformation
unit F ik fuaggen yRE 3en-OuHaal o ibe KRk Fispuite” ands e ™ pestion ne key
function unit 25 is rempved fromthe non-linear transformation unit F

shown i n @gputsdata 44 are QR 3k apesOR cirquikGYtaptpiickft dafgalio at an
XOR circuit 89 1. 25 Further, the extension key k2 is XORed with right data
Y

Ro at an XOR ci®Buihe ottter hand, Hag keyagenaratingpunits :3QGe0AE eroraran
transformation unit F as _the F 47 function input data 10, and transforned
by thé S Xt opsktien tofihespytension keygrer ppd baiandeutput gie moshifiedhe XOR
circuit 297 and the F function output data 40 are XORed at an XOR circuit
290 to outpensicsr tkeyakatks. Thet putprthdt phrde FRkeycwidn8Pat hng thet s
300, 600 performan 5 XOR operation of the extension keys ki and k2 and
out put t hextepaiori bay kaxkerssedfORed &l aksXORheirouitp2®98 kb @itpuiiahixORght r cui t
891 and the extension key kl +k3 are XORed at an XOR circuit 298 to out put
t he ri ghtdatdat alhdkeyk ggnetingrimts 300 CADONoGHY thed efktertshen ditysnsd on
keys to generate and out put Kkl +k3, k2+k4, k3+k5, ..., k16+k18. The key
gener at i ngenerate and output ki+ks, ko+ka, kat+ks, ..., kistlis. The key generating
10 umits 300, 600 supply the modified extension keys to the processes other
than the non-linear function process (F) to operate with the data. As a
result, left data Lis and right data Ris become the same as the left data Lis
and the right data Rig in case of Fig. 43.
The modified extension keys are supplied to the processes other
15 than the non-linear function process (F) and operated with the data, and
consequently, the operations with the key data can be performed outside
the non-linear function unit ¥, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit ¥’. Therefore, the operations
20 of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation.
Fig. 45 shows a case in which operations of the whitening extension

key kw are performed as well as operations of the other extension keys in

25 the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



10 units 300, 600 supply the nodified extension keys to the processes ot her
than the non-linear function process (F) to operate with the data. As a
result, left data Lis and right data Rt8 becone the sane as the |left data
L18 and the right data R18 in case of Fig. 43. The nodified extension keys
are supplied to the processes other 15 than the non-linear function
process (F) and operated with the data, and consequently, the operations
with the key data can be perforned outside the non-linear function unit F,

namel y, agehB@atiiR it Gilevioddy Rtbra@Ban mReoﬁéﬁtﬂﬁﬁ%@B& Ici%&tt ﬁ(ﬁef the S

function unit 20 and the P function unit 30 are perforne

non- | i neagyitiEhb WX tehidibn ey Eﬁe : efa?fdehhé ﬁ?s@?ﬂﬁsﬁ&?%ﬁ%&%@a&ﬂ&yk% and

function unit 25-are el i m nated™®om t he non- [T near uni
t he | oad t -] i it :F i i styibuted, ..which bl
i gh. apoe ey Harehefiae B inddAES R tbiiteiGn vl KRFRIE A HEPED! the

whi t eni ng f 120N - KW e perforned as well as operations of the
ot her ext]é%sgullgﬁg }é%/?s(qiﬁ&rﬁgltt él‘confi guration shown in Fig. 44. Fig. 45

shows case in igh the.key.48 generating uniit preyiously perfornms an XOR
oper at?on of a Eggtﬁ@i“et (S0 \SHOPEN An RS fR N I@g‘;‘? GF hgenprafiane: Mat i r st

ext ensi on key k,. (napely, t key generating unit nodifies the extension
key) and B{Fﬁépv%lg R&Y r&aﬁeaa[f@# opegadion eloa et xfykhei whitprirgogxtensitme

figure also shows a _case in which the key generating unit previously
perforns B XORwopBidbeditcend gxprpaonkeyide (Hamealni the by gasexatingkanitkw | | |, |
and the second extension key k2 (nanmely, the key generating unit nodifies
" the ext enBiogifigeyhe srtensippikeyd and supplies itha opegationt esubie tK@Re XOR

circuit 297.

10 In thi_s way, the operation at the XOR circuit 293 shown in Fig. 44 can
be eliminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a part of the whitening extension key kw,,
and the extension key k,; (namely, the key generating unit modifies the
extension key) and supplies th_e operation result to the XOR circuit 299. Yet

15 further, the key generating unit performs an XOR operation of the other part
of the whitening extension key kwy,, and the extension key k,; (namely, the
key generating unit modifies the extension key) and supplies the operation
result to the XOR circuit 892.

In this way, the operation of the XOR circuit 296 shown in Fig. 44 is

20 eliminated.

Fig. 46 shows a case in which the key function unit 25 is removed
from the non-linear function unit F, and instead, the key generating unit
supplies the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



circuit 297. 10 In this way, the operation at the XOR circuit 293 shown in
Fig- 44 can be elimnated. Further, in a case shown in Fig. 45, the key
generating unit perforns an XOR opera#Pon of a part of the whitening
extension key kw,,,,,, and the extension key k,, (nanely, the key
generating unit nodifies the extension key) and supplies the operation
result to the XOR circuit 299. Yet 15 further, the key generating unit
performs an XOR operation of the other part of the whitening extension key

kVbi g) , oo tthe wosi-Eimeaefukesiol unit (Moaed Vinstdad, theykdepehatdids Uit
nodi fies the extension key) and supplies the operation result to the XOR

circuit 89dppliés ithe SnoeYinehFl§ ORA{FsIREd cﬁxtéﬁﬁofﬁ%ﬂwéppﬁ ag%%hmi n
e

Fig. 44 is 20 elimnated Fig. 46 shows a case in vihich ey function
unit 25 i gjy i =14 f i 5 ' i.nstead, the
OO L O I AR S ML SR ISHRG 11

key generating unit

when t he n- ki r t4 [ LS. conflagured as shown i n Fi.g. 29. 25
Fig. 47 sﬁgmh%n%%sga%éjn%ﬁh#% ﬁeh‘kefa%en%?f%%%%iats Qgrﬁ%ér%eélnﬁ e@%ﬂégf rom
t he non-||j rf ion.unit,.F nd_i nst ead, ,the ke ener ati ng. uni

suppl ié(;s e(%hoé)anhé ?l&gneeS r1sypf°’icfgﬁ§]fe§r ﬁgdﬁé%(t s ABHE kté’ygﬁg@iﬁgtﬁ) nPBg%rF?élr
circuit 298 en t ngn: | i ne function unjt F,is confiqured as shown in
f o 50 Bansfnined €y BRtan e the HoRdeRely bl Bey ok 6 Reepli 1 he P
5 function process is(ﬁﬁrformad on the key data to generate non-linearly

t r ansf or mkY Qgasses otRgr Hhan fBe nopnanear funchivermyoress WB\foraracessingippi i ed

to the prqcesses other than_the non-linear function process (F) for
processi néata to be operated with the data as the key data for processing data. In

both cases of Figs. 46 and 47, because the key function unit 25 is eliminated
10 from the non-linear function unit ¥, the operation load of the non-linear
function unit F is reduced, and the operation of the XOR circuit 298 located
outside the non-linear function unit F can be performed in parallel with the
operations performed by the non-linear function unit F, which enables a
| high-speed processing.
15
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the
key generating unit 600) shown in Fig. 1.
| The key generating unit 300 includes a bit length transformation
20 unit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key .
data having 128 bits, 192 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K, and 128-bit key data K,, and outputs plural
64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



data to be operated with the data as the key data for processing data. In
both cases of Figs. 46 and 47, because the key function unit 25 is
elimnated 10 fromthe non-linear funcPfon unit F, the operation |oad of
the non-linear function unit F is reduced, and the operation of the XOR
circuit 298 |located outside the non-linear function unit F can be
performed in parallel with the operations perforned by the non-Iinear
function unit F, which enables a high-speed- processing. 15 Enbodi nent 3.
Fig. 16 slig¥s becewmssifipedaeveanifothet key Idata denangtdiffgremi huder(afrbithes key
generating unit 600) shown in Fig. 1. The key generating unit 300 incl udes

a bit | enguput.r dmsftbenmtords thebitikirigthlidansfolinationGabitt 3 Ieyertdransf wgymat i on
unit 320, a second G bit key transformation unit 330, and a key shifting

uni t 340. datoSK, heof wpskr 19Bbitslaha aviag 9IRS bF fowerlBB Witk Snd bits,
t he key gener at ih?\hg unit 300 generates 128- blﬁ‘f key eollnata K, aﬁd fﬁéé%lt key

data K,, gielfauidrosthe! iveaG-bR4cdy ﬁraﬁéfoeraﬂt@(fhe hﬁ¥t3320TQﬁ%2L§ gﬁﬁgggfgi% be

transformation unit 310 converts 'the 25 bit ngth of t

out put Souhliatgddie DhhriER0UBEONalRE qut Bty dieYicSGilal BehesopRR,l ixgd even

I f the key data having different nunber o I'ts 1s inpu

(he o1 L) snahibubsanal SRR, SI0a0RRE AL ey mIBh. S ER 0L, UTEeT
(e 1 ALl LASRSHRRTRLL 0N R 320, 300 LA KB, SHLLELG, 5,0

transt or maL R iifkby 34416 KSYe 3Bb1 1 ng unit 340, Further, 128-bit key

Fig. 17 shows inside operations of the bit length transformation unit
10 310.

When the 128-bit key data is input to the bit length transformation
unit 310, the input key data is output as key data SKyign of the upper 128 bits
without any change. Further, key data SK,_, of the lower 128 bits is set to 0
and output.

15 When the 192-bit key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper.
- 128-bit key data SKy,, without any change. Further, the lower 128-bit key
data SK,, is generated by combining the lower 64 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the

20 lower 64-bit data of the input 192-bit key data,. and output.

When 256-bit key data is input, the upper 128-bit data of the input
key data is output as SK,, and the lower 128-bit data is output as SK, .-

An XOR data of the 128-bit key data SKy,;, and SK,,, is input to the

first G-bit key transformation unit 320 from the bit length transformation

25  unit 310, operated by two round non-linear transformations, XORed with the



data which is an XORed result of the fornmer and the latter is output to the
first Gbit key transformation unit 320. Fig. 17 shows inside operations of
the bit length transformation unit 10 810. Wen the 128-bit key data is
input to the bit length transformation wunit 310, the input key data is

out put as key data SKhigh of the upper 128 bits w thout any change.
Further, key data SK,,,,y of the |lower 128 bits is set to 0O and output. 15
When the 192-bit key data is input to the bit length transformation wunit
310, the upper 1283bii kexdaladia SBKife further desrated dyi swoutquid asnthgespper .
128-bit key data SKhigh w thout any change- Further, the |ower 128-bit key
dat a SKI . Whirsfgenetions iyl 2B bit iyn@atak, ivetp 4 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the

20 | ower 64-bitVidaha e tle@gstipuf ﬂl%;-péé;ﬁ kava datdut apd G4 PR lonYBEN
256-bit key data is input, the upper 128-bit data of the I nput ﬁe data is

out put as I |2 0ut . .1An XOR
dat o of o D A Bey R3] QAEHRS At the LR ML D e ftes UG i ¢

ko) RTSLRERPRY by el SOEMOED ke ARl 5,
(¥ anef or naersa et Ryl e Vha BEY RPED LTI iR W BRe TP deaaTor (ne
oy shi rd U S E5mbitar e 1 AR R b Rer by it ois HZ Bisan t ke
data out péj':I)G b{trs?ﬁ]u;[ r1158-fbiitr I?(—Ey STaPa{ 'c[)u#p%: from the first G-bit key transformation
unit 320 is furfher input to the second G-bit key transformation unit 330,
10 XORed with the lower 128-bit key data SK,,,, operated by two round non-
linear transformations, and 128-bit key data K, is output. Two pieces of
128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit
340. The key shifting unit 340 generates the extension key using the two
15  pieces of 128-bit key data and the key data originally input. |
The key shifting unit 340 includes a shift register A 341, a shift
register B 342, a shift register C 343, a shift register D 344, and a shift
control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations of the shift reéisters.
20 Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch signal to indicate to connect all the switches of the
selector A 347 at the same time to either of A side and B side. The figure

25 shows a case in which the group of switches of the selector A 347 has selected



transformation unit 320 and the key data originally input. Wen the |length
of the key data input to the bit length transformation unit 310 is 192 bits
or 256 bits, the 128-bit key data outptt fromthe first Gbit key
transformation wunit 320 is further input to the second Gbhit key
transformation unit 330, 10 XORed with the |ower 128-bit key data SK10W
operated by two round non- linear transformations, and 128-bit key data K2
is output. Two pieces of 128-bit key data, fromthe first Gbit key

transf or NAta8d YAithe 33MARSHA1E3465 @A BiP bhsk The b FR8E04 BABIRRFHS 330,
are output to the key shifting unit 340. The key shifting unit 340

gener at es, 4he tforla@ SR Ao IfF¥ 188 1R ?ﬁcest ‘Q’g;}lr orP WSt ?@b& §v&(rjfu odata

and the key data originally 1 npuat. shifting uni n es a
shift regjs , i negl [ i Legis C 343, a
shift regilssciogl?le@egﬁ,B’gtr}\lgsﬁaégi%tie?ée&crgé\]ﬁ?%&%ﬁﬁat%ﬁ%f Si’l‘#@tgﬁ? ﬁeeiigﬁt | unit
345 outp a $gl egt; .si I to,.each of the shift registers to control
t he oper géli%%nsrfg? ?ﬁﬁégéﬁ}qﬁ”a@g‘?@?@ 15 pgr i‘@’.eall@' g’ﬁ%ﬁgcg C¥E¥fi guration of
the shift regisfer A341. The,shift. register A 341 includes a se|ector A 347
havi ng’ a gr oups]&)}?e né’\?élkf‘irhg Shﬂ%mﬁzhltﬁ%g’ 333 ) qnég?g?%@mﬂf%%@ obbRy 128
bits. A select S}'gl?%ﬁl 46 includes_a switch signal to indicate to connect
al | the sWiogEst ghitting biteeanpgaprlisdy at the sane tine to either of A
side and B side. The figure 25 shows a case in which the group of sw tches
of the sel ect orfig 34 phaws & ppeicely captinl pabledtored ethaskidt centygnbiin®d46, and
-in this case, the register A 348 perforns a rotational shift to the left
by 17 bit345.Further, when the group of switches is connected to B, the
register A perforns the rotational shift to the left by 15 bits. The
15-bit shift orTheredritroktatie is o tobld etaring hywomengl itk thy cegister shifis

10 at each clock. For example, in the register A control table, at the first clock,
it is specified to shift by 15 bits. And, at the second clock, it is specified to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits.

15 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of
generating the extension key from the 128-bit key data.

The upper 128-bit key data SK, input from the bit length
transformation unit 310 is set in the shift register A 341. The 128-bit key

20 data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be

output. Data in the other columns are output as extension keys as shown in

25  Tig. 21.



5 The nunber of shifting bits (15, 17) is one of exanples, and other
nunber of shifting bits can be applied. Fig. 19 shows a part of a control
table stored in the shift control unit5345. The control table is a table
storing how many bits the register shifts 10 at each cl ock. For exanple,
in the register A control table, at the first clock, it is specified to
shift by 15 bits. And, at the second clock, it is specified to shift by
further 15 bits. Simlarly, at each of the third clock and the fourth
clock, it is spdigf2eshbwsshicbtrebporderiiet betwereahb vaflub e thief #dridtarough
the eighth clock, it is specified to shift by 17 bits. 15 Fig. 20 shows a
control reasd theundenisishikek. t he shift control unit 345 controls each shift
regi ster using the table shown in Fig. 19 in case of generating the

CxLere] o keI S p ke s SRESEch R by e, S
o0 ot gt e By, RS BB OB P
basea bn FEEoRFblot S6h b isiahtho B e BRbbLoA %ot Lu BEAEELT L
vl unas P L RIS B ulbioe B oo B Aty 91"
Shove ® SBEESSROICESE, QRLuSel e el be, 01 S LeRSLels, ameihe
15 bits aghown in the figure. * And according to the control table, by outputting the
select signal 346 including an output instruction signal to the shift register,
10 the extension key is output from each shift register by 64 bits.
Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit key data SKy,,, input from the bit length
trapsformation unit 310 1s set in fhe shift register A 341, the lower 128-bit
15  key data SK,,, is set in the shift register B 342, the 128-bit key data K,
output from the first G-bit key transformation unit 320 is set in the shift
register G 343, and the 128-bit key data K, output from the second G-bit key
tfansfcrmation unit 330 is set in the shift register D 344.
Data in a column having a slant shows keys not used for the
20 extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence

between the value of the register and the extension key shown in Fig. 23 are

25  stored in the control table located in the controller.



each clock, and fromthe fifth clock, shifts are performed by 17 bits at
each 5 clock. Decision to output or not to output the upper 64 bits and
the lower 64 bits fromthe shift regi sb&€r A 341 and the shift register B
342 as the extension key and its outputting order are specified in the
control table, which is not shown in the figure. ' And according to the
control table, by outputting the select signal 346 including an out put
i nstruction signal to the shift register, 10 the extension key is output

from each shiftAsefiostrein Byg 679 bilesshifi @nt2d ahdvB4R se@es the Whhbbr bhe
extension key is generated fromthe 192-bit or 256-bit key data. Nanely,

the upper pd&oPishiftip ¥Bé kepdutahsdtnRithd SRR HRGiRb: A 82! NN, tion
uni t 310 is set Sll}l tﬁ?lge shi f? reglsster A 341, trhgllowerg?38 b| ﬁ&%%{x dat a

SK, -, ﬂenbfblf §€fef Eeﬁéﬁ@t?d SRl B?%\l};\%ﬁiggfﬁe ¥ lﬁ]n ﬂfjet put

fromthe |rst G trans tlon set

register Gds,; m@&ﬁ&%%g%%bw daj 2 K2 Sgyl—%tb&gg@;ﬁ@bé%g% bi

key tran [ on uni i S sett regi ain a

qurmhal WS, ke us 0 20 .e nke s. Fig.
53 shoie oy s Sa iR dee DHk BREThe v dth o oV Bgnaberhiftdesite:

ext ensi on,ke he, keys not used for t he extension keys and the
correspon‘é&‘?\égr -{%ﬁ%een t he vaI ue of the register and the extension key
shown in Fig. Z,ﬁgare 25 st in the control table | ocated in the
controller. 54 ASeshéWHin® the g numbern ref coHufidngunibits34shecomess t he

nunber of bits for shift n the key data set in the shift reqgister A 341.
Nanel y, tﬁ@+15+15+15+17+17+1 +17 = 128, so that the 128-bit register performs the

128-bit rotational shift and the register returns to the initial status.

10 The reason why the sum of the number of shifting bits is made 128
bits (the number of bits of the register) to return to the initial status is thét
the next processing can be started at once if the next processing is assigned

" to the register of the initial status. Further, in case of performing an
inverse transformation (decryption), the process for generating the extension

15 key is started from the initial status, and accordingly, both of the
transformation(encryptidn) and the inverse transformation (decryption) can
be performed by setting the initial status. Further, the reason why the sum
of the number of shifting bits is not made greater than 128 bits (the number
of bits of the register) is to prevent the generation of identical values as the

20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example,
performing the rotational shift by 2 bits, which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 130 bits,
which is greater than 128 bits (the number of bits of the register), produce

25 the identical value. It i1s desirable to set such values in the register A



extensi on keys are generated sequentially by shifting the key data set in
the shift register A 341 by Zo O bit, Z =15 bits, Z2 = 45 bits, Z3 =
60 bits, z4 = 77 5 bits, Z5 = 94 bits,5%6 = 111 bits, and Z7 = 128 bits as
shown in the shift register A control table. The sumof the nunber of
shifting bits becones 15+15+15+15+17-+17+17+17 = 128, so that the 128-bit
regi ster perforns the 128-bit rotational shift and the register returns to
the initial status. 10 The reason why the sum of the nunber of shifting
bits is midetrobgableithet, ethgenfomiengdhebstiftsoff theerapésfies thyr yné ayelef tha t o
the initial status is that the next processing can be started at once if

the next puockessifidhpiftngbrs yaeits itregdiarlyapiretgh thé chBayc t | #owbadus.
Further, in case of performng an inverse transformation (decrypti on) t he

process f i ogdeetatadiltdtoetRxt@ifshamtin keyhd %h?ftaxfetg?é%ef rﬂ%tdb%a%e'?l' td @l
status, and accordingly, both of the transformation encryptlo and the

i nverse t gRiTs1er tRY fived GAeehPbf Bitk. C%er%r@eﬂiﬁ@r?ﬁ% 133(?% é@%e'ﬂhﬁl fting

initial status. Further, the reason why the sum o e nu
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bits, which isqgr ater t.han 8 ts(th unber, of _bits of the register),
produce 25 the %%: |]ée\?t19/‘élsﬂé% 1j szeiesf‘i’ng‘F o %t s@éhzval%es g(l)n t he

regi ster 55 tr Iethat rforping, the shifts of the register
bygone Cy@} ]g'hz 1) therefare, % pg 2(%1 gZ Further, as shown in J

10 the shift register B control table, set the relation so that Z; ~ Z, = 34 (here, Zi
— 2, = 2By), Zs— Z5 = 17 (namely, Z; — Z; = By), therefore, Z; — Z, = 2(Z, — Z,).
Namely, the differences between the numbers of shifting bits are made 15
bits and 30 bits, or 17 bits and- 34 bits, and the number of shifting bits (30
bits or 34 bits) is set to an integral multiple (2 times = I times) of the number

15  of bits (15 bits and 17 bits) for one time shifting.

In this way, as the diffe]lcences of the number of shifting bits are set to
either the number of shifting bits for one time or the multiple by the integer
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one

20 time or ‘ewo times (I times), it is possible to easily implement shift operations
of which the number of shifting bits stored in the control table. To operate
two times (I tirﬁes) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.

Here, on shifting I times-(two times), both the higher data and the

25 lower data of the shifted data up to T— 1 times (2 — 1 = 1 time) are ignored



nunber of shifting bits varies irregularly through the one cycle. However,
in order to facilitate the configuration of the shift register, it is
desired to shift by the fixed nunber 8 bits. Therefore, one register is
configured to 5 performtwo kinds of shifts by 15 bits and 17 bits (at one
clock), and the shift operation by different nunber of bits can be

I npl emented using the two kinds of shifts, according to the follow ng
procedure. Set the relation so that Z, - ZO = 15 (here, Z, - ZO = Bj), Z2 -
ZI = 30 andmekyotdsed fof, the eXt@dgiontdegr eFor exadible, ifilcasef£hifting from
Further, as shown in 10 the shift register B control table, set the

rel ati on go=ti%agold, = 484F-=34 4@97(Z he Aundéer ARDifti bItséft otre-timed £ (@panel y,
Z,, - 25 =8B,), therefore 4 = 2(26 - Z5)- nmely, the dlfferences

bet ween tm§)lﬂy@2r§n&fboﬁ*ﬂ%é HRghdY &étaaaﬁdrm%qo%r tfaso@z}g 20 1
bits and 34 bits, and the nunber of shifting bits Its or %Its) |s

set to anaftgf %gff@!ntgrf;" ? Itph 65 E‘f Y ﬂqgthm{ab alb 'i@? (ahaﬁ&]?tr@ HHPSE%%}& #fe bits

(15 bits an or one tine I ng

ahi {115 BRERy 51"E%>ﬂe e85 e I e %0%’;6@%&9 e B e By ea o
ShiTti ng BRESR e ﬁ%ﬁlﬁ'ﬁﬁ%ﬁﬁwéﬁ% igsohert Faymotersat 301 Be 20
ol réedr I %Fm“?fi%%°%§n§§$fﬁins P AURIRD ik
finishes Weltoﬁ‘ ?'ﬁg data after 1fte%‘tde§)esgﬁz tfllﬁ‘@sb‘&eqra&rediﬁeéll %fc@bes‘%ﬁﬁnﬁléé for

operatln%éhe shift register A 34 1, Here, on shlftlng tinmes (3two tlrres)
both the sghe’lF 1943 BRdsaemein ey gewliighashews Heesd b2k vad bayH3lmreo | -

times (2 - 1 =1tinme) are ignored 56
10 output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits; but also 30 (= 15X 2) bits, 34 (= 17X2)
bits (or 45 (= 15X 3) bits or 51 (= 17X 3) bits, etc.), which varies the number

'15  of shifts and further to improve fhe securitsr. And, the reason why the cases
are provided in which the shifted data is not used for the extension key is
also to improve the security.

It 1s desired to generate the data which is not used for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for

20 the extension keys) when, for example, the processing of the hardware or the
processing of the program is not consecutively performed. For comcrete
examples, in Fig. 3, it is desired to generate such data when the operations of
the normal data transformation wunit (FL) and the inverse data
transformation unit (FL") are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



and are not used for the extension key. For exanple, in case of shifting

from Z =15to Z, =45, | = (Z2 - Z/)/(the nunber of shifting bits at
one time) = (45 - 15)115 = 2, and bot h5The hi gher data and the | ower data
of the shifted data after shifting |l - 1 tinmes (2 -- 1=1 tine) are

I gnored and are not used for the 5 extension key. This can be seen in Fig.
20, in which the colums of key[8] and key[9] have slants, show ng that
t hese keys are not used for the extension keys. And either or both of the

hi gher dafimctivth th bpverprdgtamofa subeostihétedl, dt arpfifeirraPt fldMide tiMes
(2 tines) is or are used as the extension key. This can be seen iIn ?:

20, whichpsheews key[ 12] and key['13] are 10 output as the extension keys
The reasons why the shift operation based on nultiple by the integer

The. ahifting of orabnligMsaegof A8 Kob bl ARRY R0 g ihray al?J Fetiatffa o
ani ¢ éér%ﬁ*%lht%b%eﬁr#)&ﬁﬁé‘%ﬂ%:nﬁ%t@s AR b K2 e, 2 b
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exanpl es, | i s desired to generate such data when the

oper at i orFQu pl&tcﬁfé3 %?o%‘?rf@ﬁ%léhﬁr%fwm pia, which {mEpyoemithehseduriter se
data transformation unit ') are performed, or before or after such

oper at i orf§MIRIgH vgit |Iéﬁ-‘f§01tmlr¥£sﬂ@f shiftoerelysless even bitist shicaghiei oyerationpsfocesses

such 1%8 %,he extension key in the data processing unit is made by 8-bit unit, that 18,
even bits unit. And since the shifting amount can be set by
adding/subtracting 1 bit to/from the mﬁltiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift operation such as ahbove
performs a high-speed processing compared with shifting by 3 bits or 5 bits.

15  And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.

In the above description of the bit length transformation unit 310,
three kinds of bit widths of key data are input. Even when the key data
having Q bit length, in which Q is between 128 bits (G bits) and 256 bits (2G

20  bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is input, the bit length

transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



57 function call by a program a subroutine call, or an interrupt handling
process. The characteristics of the control table shown in Fig. 19 is that
the control table specifies the nunbeggof shifting bits of B, =8 X2 - 1
=15 (Bl =8 5 XJ, - 1, where J, is an integer greater than 1) and the
nunber of shifting bits of B2=2 8 X 2 + | = 17 (B2=8XJ2+ 1, where J, is an

i nteger greater than 0, il =J2 or J, =PJ2). To set the shifting anmount to
a 1 of the nultiple of 8 is to performthe shift by odd bits, which

i nproves the se t I

bits, since the%%grg??%gmaﬁ@é)%ﬁg OE%%;% 199]1?%61{(?] v{;ﬂl gt éx%i%olgesm ng

unit is P¥ it, that is, even bits un|t And since the shifting
anount cang%r gfto%‘;}& %.!i]ddl ng/subtractlng 1 bit to/fromthe mJItlpIe of 8,

for exanple, on |:;,;5|ft|n the shift
operation such gga%t %’\ﬁg%l’ﬁ%ﬂ{%%%a%bo 1—%[§’ged P %wg%gﬁée@ga@&&F% doRith
shifting by 3 bits ar.5 bits 5And th | L ft
operation usi ngH{eH”e ilésrﬁme ?H‘P‘&% ﬁr?ﬁ bltg‘ﬁyﬁqtaﬁlg P%e?%zésglcases
pOSSIb|e %@ ﬁ |gh groces ing..In the above description of
the bit n%R th tyapsiorpigtin kmﬁ%l§18f0%r’!ltwséiﬁﬁh6ﬁ‘ key
data are &p Even Wnen the keé data_ having Qbit length, in which Qis
bet ween 188157 (SKHG | Siklsh) fagra SI6E apic SKR628KBiF SKHEL ), fromeSKRt

| ength transformation unit 310 can extend the key data to the sane size of
the key dblesewhBHlithe bEputranskéy dnper Bd-hibpata of Bingnd GHLk(ird 1)
algorithm Nanely, when the key data having length of Q which is between
G bits anmeZGSttheéowelsﬁihledatatcbfeSKlt length transformation unit 310 can

convert the key data of Qbits into the key data
Assuming that XOR data of SKH1 and SKH2 is A A and XOR data of

10 SKLI and SKL2is AB, it can be said “at least AA¥0or AB#0” since SK1
#+SK2.

As shown In Fig.‘ 34, these AAand ABbecome AA+AD, AB+AC,

respectively, by receiving the two rounds of non-linear transformations.

This means that XOR data (AA| AB) of SK1,,, and SK2,,, becomes XOR

15 data (AA+AD|AB+AC) after performing the two rounds of non-linear

transformations to SK1,,, and the transformed data after performing the

two rounds of non-linear transformations to SK2,,,. Accordingly, when

these pieces of data after performing the two rounds of non-linear

transformations are XORed with SK1,,, and SK2,., respectively, at an XOR

20  arcuit 999, the XORed results of two pieces of data become (AD| AC). If

the non-linear transformation is a bijective function, inputting A X#0 always

causes to output AY#0, so that when “at least AAF0or AB#0”, it can be

said “atleast AC#0or AD#0”. Therefore, since it is impossible to output

the same data from SK1,, and SK2,;, through the two rounds of non-linear

25  transformations, non-existence of the equivalent key is proved.



25 of 2G bits. 58 Next, non-existence proof of an equivalent key will be
explained referring to Fig. 34. In the follow ng explanation of Fig. 34,
"+" denotes an XOR operation. Here, i89is assuned to input two 128-bit key
data SKI and SK2 (SKI 5 #SK2), and that the bit length transformati on unit
310 outputs SKIhigh = SKI = (SKH | SKL1) from SKI and SK2h;gh = SK2 =
(SKH2 I SKL2) from SK2. Here, SKH (i = 1,2) neans the upper 64-bit data
of SKi and SKLi (i = 1,2) neans the lower 64-bit data of SKi. Assuni ng

that XOR data oOrSKH: atltbrSKuRdi asAbhaws XORFHiat a5ofanokﬂe§@aéeaﬂﬂ15&%2 i s
AB, it can be said "at | east DA*0 or A B*0" since SKI . As shown |n

Fig. 34, thesidefbd ANHAE HRCMBAARD B ABlindal trafﬁ@gl Bolofe! xr

receiving the two rounds of non-linear transformations S neans hat
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transformations to SKl,, and the transformed data after performing. the

three rounds of non-linear transformations to SK2n. Accordingly, when
10 these pieces of data after receiving the three rounds of non-linear
transformations are XORed with SK1,,, and SK2,;.,. respectively, at the
XOR circuit 999, the XORed results of two pieces of data become (AB+AE]
AB+AD). Here, when it is assumed AB=AD:AE¢ 0, the following is
true: (AB+AE|AB+AD) = (0|0). That is, _when these pieces of data after
15  performing the three rounds of non-linear transformations are XQRed with
SKlye, and SK2,.,. respectively, the operation results are the same.
Namely, SK1y, and SK2,,, output the same data, so that the equivalent
keys exist, which are troublesome in respect of the security.
Not only the above-mentioned case of three-round non-linear
20 transformation, a general non-linear transformation may output the
equivalent K, from different SK1 and SK2, that means an equivalent key
may exist. However, it is possible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to
the present embodiment is employed.

25 Further, there may be another case in which the non-existence of the



the sane data from SKlh, gh and SK2hi gh through the two rounds of non-Ilinear
25 transformati ons, non-exi stence of the equivalent key is proved. 59 On
the other hand, as shown in Fig. 35, ampther case will be considered, in
whi ch the three rounds of non-linear transformations are perforned instead
of two rounds of non-linear transformations. Since it can be said "at

| east A A$ 0O or AB* 0", there may be a case such that either A5 Aor AB
can be 0. If AA=0, AC=0, and in the same nmanner as discussed above,

the XOR daiqui¢Reht RoPls Brovaildihgh crRd tRERM q@uﬁa PRnbAF iR dRLRLA BT A

EI AD after performng the three roun near I ons
to SKI hi ghandihbeot & ¢ rfor three rounds of
non-1i near tran ?or m}%ﬁ@%@eﬁ%ﬁﬁcﬁnﬂé& Aglc?gf egjﬁqraltf}etq?egﬁ ﬁgéces of
data after heth unds o nonI| ear ansformations are
Sored i ¢ 1SR A e el Bﬂs%é%}% e of S panpleroRfFRtaiionsn. ¢ he
XORed results,.of  t eces of data bec (A.B+ A A B+ AD). Here,. when
it is assqfEAtAn éQ\eﬁe %E dé“@n GXIFRCE %flo ‘ir%/ﬁ%"ﬁl@nt (AB+ AE| AB+ A
D _ (010). Tha V\ﬂen t hese pieces. of data after 15 perfor m ng the
t hree Pounds of %n24 Phews at‘i"é’h@f@ff et inviallipetheotetn Wansforskatiogmmind
SK2hgh, pectively, the qperation results are the sane. Nanely, SKl high
and SK2hi g‘ﬁ” %ﬁrﬁﬂﬁoph]é)os‘ahﬂled%@ tr@@SfOBimattqﬂieuemfovdbemptlcimy@Oex| st, which
are troubl esone in respect of the security. Not only the above-nenti oned
case of three-r diddaien transermationt naitsforr emtriyptionalgénendlor ndie- Haggar
transformation may output the equivalent K fromdifferent SKI and SK2,
that mean$ransfexuation entit ey decraptioni 400 idHoowweted ité the pesas bl grib@edr ove
t he non-exi stence of the
ctrcuit board. This printed circuit board is provided with a CPU, a memory,
10 and a logical circuit element, and encrypts plaintexts supplied from the CPU
into ciphertexts using the above-mentioned operation and returns the data
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns
the plaintexts to the CPU.
In this way, the data transformation unit for encryption 100 or the
16 data transformation unit for decryption 400 can be implemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a
20  flexible disk drive. In another way, the above operation can be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the above operation by a

distributed system such as a server and a client, or a host computer and a

25  terminal computer, though this is not shown in the figure.



equi val ent key when the two-round non-linear transformation according to
the present enbodi nent is enployed. 25 Further, there may be anot her case
in which the non-existence of the 60 eqii val ent key is proved other than
the two-round non-linear transformation according to the present

enbodi ment, however, it is preferable to use the two-round non-Ilinear
transformati on because of a sinple configuration in addition to the proved
non- exi stence of the equival ent key. Fig. 24 shows a conputer for

installing the datthetforipohes Padd. ANtHHBukh 40REAGOHPERARs 2 A REiohver at a

transformation unit for decryption 400. The data transftormation unit for

! _ . . . 00 |
encrypt i onypk@RiandlRy, atrmatlg@}i%uréé ?1'&%&19% RRE 'agg?‘gnéfﬁhg)@rc%qﬁgé‘%agﬁ% .%? dhe IS

connected fo the bus as a printed circuit b rn i
board is Ry @¥i VRN J 7 i nd a logical circyit el enent,
and encrypts p?%?snt ex?glggﬁrgrﬁgg@rggm%%% i'Ht'ﬁI%Eiglﬁ%W?éQtL‘!’be@%ONS t he
above- nent} . 0 tion,and returns . the data, tq the CPU, O jt decrypts
ci phert exiblslgggbafﬁg(;}na% F%%btehgep&’f?%ﬁ’dﬂf‘ et'urfiEP Che  plRICREExt & ttBat hBecpu.
In thi the data transformation uni.t for encryption 100 or the 15
data t PanShAFTART SR A FOTRteTedons APpERtiondlomehases PrpesEm ipwshatie
har dwar e. gurther, Eihe dat a transforrga}ﬁili on unit for encryption 100 or the
dat a t r anSPEFHRE i dgia tramsformation methodoo can be al so inpl enented by t he
software as the daﬁa transformation nethod. Nanely, the above operation
can be perfor mel &8¢ fregpangpmhpdiments: adasa in whighel3%bidipdkindextscand a 20
flexible disk drive. In another way, the above operation can be inplenented
by conbi nFHerkREthattnarsedahas t beers ofxplained, thwiughet Hata icoonbe 8B6Witi n t he
plaintexts and ciphertexts, or plaintexts and ciphertexts having another
10  number of bits.
Further, in the foregoing embodiments, a case in which 128-bit, 192-
bit, 256-bit key data and 64-bit extension keys are used, but the key data can
have another number of bits.
If the bit length o_f the plaintexts and the ciphertexts, the key data
15  and the extension key are changed, of course, the bit length to be processed

by each unit, each step, or each process is changed according to the bit

length.

Industrial Availability

20 According to the embodiment of the present invention, the normal
data transformation unit (FL) 251 and the inverse data transformation unit
(FL) are provided for implementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the, decryption unit
500 can share the circuit.

25 Further, according to the embodiment of the present invention, the



figure. Further, it is not required to inplenent all the above operation
usi ng one conputer, but it is possible to inplenent the above operation by
a distributed systemsuch as a serveréand a client, or a host conputer and .
a 25 termnal conputer, though this is not shown in the figure. 61 In the
foregoing Figs. 1 through 47, an arrow shows a direction of the operation
flow, and the figures having the arrow are bl ock di agrans of the data
transformation unit and also flowharts. " - - - unit shown in the above

bl ock di agraankoresatibe thBRl RGeh:hartd by the SLEGK fl?ét transfOARS SR unit S t hat
the 5 diagrans can be considered as operation flowharts or program

fl owchar t gnd WS« Hgodat ﬁ'ahéﬁ?@r fcﬂ?tu!n?ﬂq 19ELH Qﬂgt '{hel %ﬁlfiéﬁﬁq{%)lnn% used

enbodi ments, a case in which 128 aintexts an Cl phe ts ar
has been §ﬁﬁﬂﬁﬁ» Hed, but the data can be 256-bit plaintexts and
‘ci phertexts,” or plalntexts and C|phertexts havi ng anot her 10 nunber of

bits. Further oregoi n nt s se in |ch 128-bit, 192-
bit, 256-Dbit keyalattht%g %Cr%‘ t Zilgb tﬁb %ﬁ’gﬁ f%&?ﬁgf-’éﬂﬁé IRyRNHeR they dat a
can ave e er .of bit. f. the bit ng he pI ai ntexts and
the el phe ‘%a”g%l@ £r[aﬁ1§ QWAL aum SIAaH%I Y554 e‘ﬁ]{‘@g’s%@ﬁ‘ ﬁr@ ndhEHgtien of

cour se, Ht;ﬂ | e %@Q@to be processed by each_unit, each step, or each
process |P§ gaéH{l PR gapsior e tipn un}t&%@% the dimsar itaanslomnationl i ty 20
Accor di ng to t he enbodj nent of the present invention, the normal data

t r ansf or nERitH axe prepdedose thay tbﬁéeﬁﬁmé}’slé itpnraved @vehointite ombfielidt

transformation unit 18 is used.
Further, according to the embodiment of the present invention, the
10 shift control unit 345 can make the shift register operate integer number of
times to perform the shifting of the key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such ag
only 15 bits or 17 bits, and impro_v._és' the security.

Further, according to the embodiment of the present invention, a caée

15  1is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security.

Further, according to the embodiment of the present mvention, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20 enables to operate a flexible key generation.

Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



(FL-") are provided for inplenenting the encryption and the decryption
using the sane algorithm so that the encryption unit 200 and the.
decryption unit 500 can share the ciré8it. 25 Further, according to the
enbodi ment of the present invention, the 62 transformation table T is
shared by the S-box first transformation unit 13 and the S-box second
transformation unit 14, so that the configuration is sinplified. Further,
according to the enbodi nent of the present invention, the 5 subfield
transf or middaoionuef tthd8kes fifRAionMI5C ks nEk@®dl WehieBnbhableat hoRiglikppder, and
the Iinear transformation unit 85 and the linear transformation unit 87
are provi geshessidigt hat the security is inproved even if the subfield
transformation unit 18 is used. Further, according to the enbodi ment of the
present invention, the 10 shift control unit 345 can make the shift

regi ster operate integer nunber of tines to performthe shifting of the
key data with the nunber of shifting bits (for exanple, 30 bits or 34
bits) which is not a fixed nunber of bits such as only 15 bits or 17 bits,
and inproves the security. Further, according to the enbodi nent of the
present invention, a case 15 is provided in which the shifted data in the
shift register is not used for the extension key, which further inproves
the security. Further, according to the enbodi mrent of the present '
invention, even if the key data having different nunber of bits is input,
the bit length transformation unit 310 changes to the key data with a
fixed length, which 20 enables to operate a flexible key generation.



Further, according to the enbodi nent of the present invention, the
two-round non-linear transformation is used in the first Gbit key
transformati on unit 320, so that non-eghstence of the key being equival ent
to K1 can be proved, which inproves the security. 25 Further, according to
t he enbodi nent of the present invention, the 63 |ocation of the key
function 25 is altered, which enables a high-speed processing. 64 CLAl M5

1. A data transformation apparatus Eﬁ%%@@ﬁ? data processing unit for

I nputting key data and perform ng at one of encryption of data and

voea by thaaf e AR AR T M O, SRR AW
e g, 60 AT Y5, 0 e
be s tppr TR A RIE AREa Y, BEREER e ol el AREERET < BalElp B8 it

to make t

Funct on S B9 fiq Rk Gedife it AR yBbliing 1Y He?fedﬁ‘%?%é HBE et hod
for execufing Ssmﬁ{nehtprocesm ng process of inputting key data and

perform ﬁ% ohe of encryption of data and decryption of data, and

a key generati Qg epacese dita 35RRIRIN vty comprises a non-linear function

unit for performing a non-linear transformation on data to be transformed,

and

wherein the key generating unit processes the key data to be
supplied to the non-linear function unit, supplies a processed key data to
make an operation with data to a part other than the non-linear function
unit in the data processing unit.
2. A data transformation method for executing a data processing
process of inputting key data and performing at least one of encryption of
data and decryption of data, and a key generating process of generating key
data which is used by the data processing process and supplying the key data
to the data processing process,

wherein the data processing process comprises a non-linear function
process for performing a non-linear transformation of data to be transformed,
and

wherein the key generating process processes the key data to be
supplied to the non-linear function process, supplies a processed key data to
make an operation with data to a part other than the non-linear function

process in the data processing process.



data which is used by the data processing process and supplying the key
data to the data processing process, wherein the data processing process
conprises a non-linear function prOCﬁgg for performng a non-Ilinear
transformati on of data to be transfor , and wherein the key generating
process processes the key data to be supplied to the non-linear function
process, supplies a processed key data to nake an operation with data to a
part other than the non-linear function process in the data processing
process. 85 3. AAppogmmnfoirohaviag agcempuibgruperfoper tloe rdath eratdfarmation
transformation  mnmethod of claim2 or a conPuter-readabIe st orage nedi um for
storing tmethed ofrelaim 2 or a computer-readable storage medium for storing the

program.



