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woherpnesent

TI TLE OF THE | NVENTI ON AUTHENTI CATI NG AN APPLI CATI ON
BACKGROUND OF THE I NVENTION: Field of the Invention:
invention relates to authentica tPomFR0n7/000073
particul ar, the present invention relates to novel and
I mproved net hods , conputer prograns and no bile
termnal for authenticating a client application.
Descrlpt|on of _the ¢ated Art: The current

P oRRAY R %Iy nobi | e conputing and

b evol ution of various
g@%@@éb#ggﬁﬁgﬁ%gégggaﬁ #é##fﬁgo provide the users with
access to the Internet when they are out side their
own honme network. So far, the use of the Internet has
kﬁﬁ#KQRMWﬂBt@E BYE pEN STt N trachi ne com nuni cat i ons,

informati on services. The evol ution towards the
S%F%%@I%% Fh?rﬁnﬁ%hE+%?ron (3G wirel ess networks
brlngs al onge nplriekentulitdveed ioorc oneliatea  tricoressthwritcihca-

D7 fedth RRETAR A Ttd rRpeeee STk FESpirBlatgs, o
Sm@ggét@ﬁd(ﬂwﬁFOVeﬁfﬂﬁﬁhﬁﬂﬁde@omyutﬁé @yogﬁ@mgr@nd “ro-

Geres at &oR: Fa1t BSF Sk bnERel 88t 143FEPr1ichit egpatestion.
nobi | e voi ce communi cations with Internet technolo

gies, allowng |IP-based nultinedia services to be

ilized in_m n e new nul ti medi a
Ca%%%?%pE%BF|89 éﬁ%1%%¥g£% Pnedla phones) provide
an open deVonpwewenmiﬁéﬁﬁkﬁﬁmﬁn@pEPW@aﬂSoﬁruly mobile
ﬁ;{»@@fﬁa aa'dl %t%ﬂm%oefwnbraeehtcaw the evolution

opers to desig % ierv|ces |cat|onf
ffat YRELAUFt PREGES CRYTPONREAES 1T e the
tweersdwmﬂhxﬁtdéﬁsnEM/apphﬂnﬁennetlwhemltheyt@ndunut—

teC ni Cﬁﬁgfspg%hs 1@%}?, on E‘t&g-’gﬂ]T h%?zg%r Eh?égggt fo the

GEneereeBobEst regsst ndemirdt €@ colr & LERm)- ttqraftaqhslqsaar@om—
ohuhhea 888kl c 1 Adt, h@ﬁtfbeaht%nArsréwﬁ;@sﬂ e A Avoltion

9§Q$£§as gheréonggfiegf %Erd generation (3G) wireless
networks brings along mobile multimedia communica-
tions, which will also change the way IP-based ser-
vices are utilized in public mobile networks. The IP
Multimedia Subsystem (IMS), as specified by the by the
3'Y Generation Partnership Project (3GPP), integrates
mobile wvoice communications with Internet technolo-
gies, allowing IP-based multimedia services to be
utilized in mobile networks.

The new multimedia capable mobile terminals
(multimedia phones) provide an open development plat-
form for application developers, allowing independent
application developers to design new services and ap-
plications for the multimedia environment. The users
may, in turn, download the new applications/services
to their mobile terminals and use them therein.

For example, technical specification 3GPP TS
33.220 discloses the Generic Bootstrapping Architec-
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wOULR)7/11d468 2 Boot st rappi ng Server

is disclosed in Figure 1 . The nodel disclosed in Fig
ure 1 includes four different entities: User Equipnent

Net wor k Application Function (NAF) 16 and a Hone Sub
scriber System (HSS) 10. Figure 1 also discloses the
interfaces between the entities. Figure 2 is a diagram
that illustrates the bootstrap ingeprocedure in the

e WIBPIUEEDBD hEnE84to Gint REE hCa ANAR TG 3t on
&I&mﬂé?cﬁiuxtéﬁe dxoo) . SA r gepengl pnetwdukembseneededhe GBA
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(@3 e, Camls ol ﬁn&BﬁeH-vQ'Sf: FOEMILich SEBLENAS2, a

one Aut hentication Vect or

YO |20+ FRF Lo ef URABLPBY éN@Fée ]ﬁ%l Ht Zﬁl #{Pg‘ﬁw Fub-
HIS 204 JneneMSHEZRY for. watdsrehd RAND addsAUdBeso the

UE200in e401 wi thout the CK, 1K and
Xﬁﬁ_ﬁrf.a (?tw?%n d%ﬁn%g%{ﬁ;%%% to authenticate
itself u&‘mor@héckSS(M)dmwmotmﬁ fylinatrahes the

Cé ?%é@d@%hﬁhl zed r@morwheIUEuﬁOQoal s@nts
calc Iates wll result

K RES
klégfslﬁkeéﬁatcmtﬁl g%t NABsF aZb%Sthld XY B00LRUE 586 ot -
sentgo ) ppnotbaurdTIR memdext,, Tonshahingitdse Diggestrm
AKA 1 on RE S
PR ererR %@ﬁ#h@%ﬁ&g%ggﬁ Fher; T Bttt aPing
AR n@s§®ﬁ§§dandJ%eﬁ@PatS@é”ld(527 h) rrﬁ‘éltefﬁT %yrR§u6§t to-
CRsad epat | ng2 CKeapdobK. rét@l&f@svalz@e shad lcdiplalso set

ted. BSF 202 d
ToE ) GBingiadio BETRBLCYo SOECI06% (TR HPEaciHiRntLcation

suecess o, heAﬁut#eRﬂN@dtl AOAN ||| XR&ESEdi |{OKdr IK)n oher20the

keyfr%séﬁ%e E§Et2% shalh gupR yileE' Tﬂ@ntbgﬁ Ofpot heyr-

Ks 1s @g@enerate In
coeds efhe ﬁ@h@m ARIN 5P h UBE 2D JalﬁdtBSF%Z ngwigoe
uses  hewkshbardenev ey, he_uk%mclﬁszgm . KshiAFskaldo bemand

36 06" £ 3°GHELAA L NS LoTRLRIGE RY Yoo 8E HA dow
to verify that the challenge is from an authorized
network. UE 200 also calculates CK, IK and RES. This
will result in session keys IK and CK in both BSF 202
and UE 200. UE 200 sends (25) another HTTP reguest,
containing the Digest AKA response (calculated using
RES), to BSF 202. BSF 202 authenticates (26) UE 200 by
verifying the Digest AKA response and generates (27) a
master key Ks by concatenating CK and IK. A B-TID
value shall be also generated. BSF 202 sends (28) a
200 OK message, including the B-TID, to UE 200 to in-
dicate the success of the authentication. In addition,
in the 200 OK message, BSF 202 shall supply the life-
time of the key Ks. The key Ks is generated in UE 200
by concatenating CK and IK. Both UE 200 and BSF 202
shall use the Ks to derive the key Ks_NAF. Ks_ NAF

Functi on ( BSFpC1Z12087/000073
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Ks_NAF is computed as Ks_NAF = KDF (Ks, key derivation
paraneters) , where KDF is a suitable key derivation

wouomiiewss and the key derivation paraneters ceqpFizde7/000073

the user's private identity, the NAF Id and RAND. KDF
for the GBA is defined in 3GP TS 33.220, Annex B .
The NAF_Id consists of the full DNS nane of the NAF

rotocql _securit |dent|f| er KDF shal | be
LR REOhRR g M e ra cenere it e (ses
appbicatlbn in the terminal wants to authenticate t? a
net wor k appli e] NS t _qgb Speci |c
shar ed sec?éfﬁ%; N%\F ?ﬁ}r{@{ﬁt%a agAF}’{ I\t}%er e%@ & key
t FEEL AT APP |P@a?téiﬂtﬁ$qnﬁ)t,heWh@rm FDE The argstiedble key

apptication Bsestiba, abeve @@%éyp%ﬂ% %ﬁﬁeters
p dur es t h the, Boot St r appl Server ct
é&gﬁ? %?vg M %e hePRoVR o I}Vé:&bhethNéﬁe@ldf jand

sﬁ%lﬁ]éd EBEr e&orKsthF GBPhei NABegehedt hitm shared seci®iano,
fRAnERI § Chh%n%wﬁthﬂcégthsQ¥ %ﬁﬁqulcgg%ﬁggﬁ%;%ﬁﬁéaof

BSF. A service provid may want
aﬁlﬁ?l HAF | and H@v@F@ﬁ@&Oén@Wé@waWw VIiKRF mhell

vbeetsp bartlen 1isd al h egh& Mmab MBI Leui ghahpal to access
his servi To_achi eve thi.s goal e could, for

i nst ance, C@?ﬁ%eﬁﬁ EFP zﬁ’?t&rﬁ]ﬁi i ht FR% ERTPABAADBIERES to
t ¥t el cater yot iarengtworkespd iaetass tHerserVi 6. ob-

T@mmahm}? hayever ; - wauld requi 1,68 kgthA%eft ugh,, an
b EPVEHY

Secur i oci ation between the Servi Ceprovi
e%\lgﬁ ‘?e@ycép)ﬁ%%sﬁ?ﬁe appl i eation. ivaitiieaitdmginal .

tTitmsetJtMlgecﬁ eappBLcHtiby a889Cikabl aBSvVERYIAYY-ibed boot -
of the erV|ce rovi der.

Gap t h t

egéjh T\LEKK%CS%‘% |goa’%§th ek BAYE tHePR iR o F QUNET
(Equt%ﬁgwﬁﬁﬁg)s@@tvérclnthhegnatwnay be d@hﬂ@%ﬁdkhyNAF
tébhdﬂﬂhd(%ﬂéﬁé&rﬁécP¥trﬁ§tﬁA§t'@Heaﬁﬁgsﬁekg i %a

only those a jcations that are trusted
sseer% v.p S FiientesfPPeEraRira ﬁ@s ﬁoﬁm@nlfcatthelg

ol H etlteerBﬁEnaI pI at f orm hardwar e andsoftware has the
follomﬁng]§qggg¢ é%Fgf@@{éér ma§1%ant to prevent client
applications developed and owned by other service pro-
viders and installed in a mobile terminal to access
his service. To achieve this goal he could, for in-
stance, authenticate an application in the mobile ter-
minal every time it tries to access the service. This
method, however, would require a long-term security
association between the service provider and each de-
ployed copy of the application. Maintaining those
long-term security associations may add significantly
to the costs of the service provider.

Since the NAF specific key, 1.e. Ks_NAF, is
indeed NAF (i.e. service) specific, the goal may be
achieved by the mobile terminal by restricting access
to Ks_NAF to only those applications that are trusted
by the NAF service provider. This restriction is poOs-
sible if the mobile terminal platform hardware and
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processes can authenticate each other and (2) one
process cannot access the data of another process .

woher7mobicge term nal, however, has to be confi garam00i/400073

needs to know which applications are all owed access to
what NAF specific credentialgs (i.e., NAF specific
keys) . There are at least two options to confi gure
access perm ssiaons to GBA credentials (i.

NS FEs | PesSkeyS TR Lt idishi F@CFEFEVna‘PrOFF-fFIFEJteSt he(jL
e d s ey mdfaaal Hlajthgm:lbb&eCOEaf:hguo’althﬁn gtada (@)t hone
perm ssi ons r NAF p on rn
S5 Pl SLASMYTRBPRLER brogRol Al pRoReLE e
cmkﬁllgeur &eronndat a bowevety orh@tst st bd sowmegwrrli s it

g ity m&ke&ﬁf@h Qfﬁﬁl@@éﬁhéﬁbo%et 8136688S a@Bhss to

credenti al s coul ivered to the ME to ther Wlt
oty QMR | gﬁﬂeﬁ%f&ﬁ d&medfi g Ls de(v'H & 'ma e
fuapemork (e.g., OVA Device I\/anagemsnt pro cedures)

t hat i”D' n S %983%_ ﬂ%éégase 0T¥11§§CHB|%%ﬁ¥lgure

confi gura COU m net

CICCRE D pemywm cter ﬁﬁpog?l%@i@ntrﬁrﬂ}% bbtﬁéon gafsle of

%@ﬁ ShsG; i d h@ég}sm@xwé r&ﬁ&bﬁﬁé' €&rBRapeTent
framewor k. _ For exanp the nobile tfrm nal nmay
t

confi gur e Yetlor et P? |H£Okd’elle? vEFEYLER ﬁ@yerﬁ)eﬁsgge con-
ef Jgutratide fachowythy dereninmnidract fioer aldr NAF tdpgplica-

ShoP.Ly LR, a8l ket Qhaihe iphid e ferfhial cagll e ithee-
erm nal re end user, perm ssions
coel vedetheti thed avaigiunationy. daitéhec%%ﬁﬂ ETPBr @ rfaus-

V\t%\%v%?ﬁrdr:r% ﬁealg&mgg Eﬁt@@@?&:@u m&me@eg% {pﬂl%lons
1 ONn I11e term
9 FApaTT ORe GLSBFRFLe 5l Couls bE gElgeetes 1 (gte bE

bebyrethén wonhi githert hearp"exrgtimmrs @alt@rrasmgl lay Gavice

@é&b@?m%ﬁéSfPéﬁewgyktﬁér reomd RRLA! ?ﬁﬂyégﬂgﬁ¥1pro—

tion Is that "the source o
c@ﬁdwg@%u Shefat@PHeeSe tFRRTLATBFUAF FIEREG: cdle se-
PEQYL ger 6£ beogaugerhtigaf Haes thelpend $siseds dorl jaldym-

ﬁﬁg rfg lb%aon 2) asymmetric cryptography. This option
can be used also without an external device management
framework. For example, the mobile terminal may be
configured before it is delivered to the end user,
e.g. in the factory by the manufacturer, or in the
shop by the seller of the mobile terminal. After the
mobile terminal has reached its end user, permissions
could be modified manually: e.g., the mobile terminal
will ask its owner to configure each new permission.
However, manual configuration of the mobile terminal
may impair the usability of service usage, so it 1is
better to configure the permissions automatically as
much as possible. Furthermore, a potential disadvan-
tage of this option is that the source of configura-
tion data must be trusted by all service providers be-
cause it defines the permissions for all NAF applica-
tions.
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tions .Second, the access rights for each app lica
tion can be configured in the term nal one by one

woas@d1ows conmuni cati on with external source. AQDF®O7/000073

method to configure the access rights individually for
each application is to use tshe Public Key
Infrastructure (PKI) and signed applications. Ty

pically, the signature of a si a i cation can_he
verified tSP%n PPl iASHSTh gbggF?Pngg??%m gaplica-

tdifdrcatan |be”&30rﬁﬁgtd1ﬁdtlﬁlﬁ Phe systremnssedoha by one
SRlAd Yo andRLL [ aR0l el oliee Laieh 1des, g posST bl |1ty

ervice, or ServViCes hi'S™appli cation
is all omeoF\thi:fmeIs@tlmd eto c@nﬁmg@ﬁemnesst@@essc rights

CrRE&M dd A 5, t A8 apph cgﬁp@ﬂc’ae%ﬁcgssgor LBt $hO)Public
This in _formation may_be encofed in Ilcatlon

&ay i FREpeetreskrre cSPKBé Dt IR 5?518?-51- hed ¥y~
aprdlilgat ths. sIgﬂaCakbypﬂfﬁSsi@ﬁ@dnappbmcabmbﬂ can be

conS| f E nt|f| rs, t Is e
eerm |%C9CP§A gnt |%I a&)l}l3 ue &aé%hggégtg&%rxct a(gf?i\@ﬁ cer
d@rﬁlm%t i 8 wavh h@&h@mhﬁl @H@eﬁvst@%a@%@doﬁot T -

féﬁf tiﬁ@ %Qﬁlﬁ@Faﬂﬁﬁlégglﬂﬁg'Eﬁc&@ﬁ@bn§|p%@@ﬁ%lﬂm%y to

% Two mai n nmet hods to inp g?
siom t08 SSEvICR | ¢ apezy s hoh ePghogabyon is
@QIWWédth@nactesan(beetru3beWht@hg®mFas@@$aﬂmmfhnaden—

gg&ﬁﬁ%a@égnl%égwg%§%#§J§%? 9 Qg Fﬁ@ in-

appélgl ca rove once e ter m na t hat
|ﬁomw§orp<smmF bq hercPfledad thethe usprdicatyen s@zdssdi-

t@nf Mt UEgei AST QBC%% Fartthad £ NAke' ﬁeea@adgnbtfalt&e Wes i -

client ap Ilca re inst IIe
o PREE 1N o HEEh S5 0STRbEEn W h e PO REePE
tHA R aﬁphmaﬁuems aﬁdna EﬂénNEfyemaﬂh(NA% spehéfic cre-

t 5 dls on that perforns the bootstrap ping
ﬁgoééd%%ggﬁ% BSF) installed in the nobile

term nal iFhe h|S§Cal|§|§Ithaﬂf ofOR&ARLErES g8t AR sEBR 9y~
keysri® Reyacqdi egeldr R thee GAdcMELEget Vehe Mowewelid the

mobile terminal share the key Ks_NAF. Two main methods
to implement this alternative are: (1) If an applica-
tion signed by Ks_NAF, then it can be trusted to get
access to future instances of that NAF’s credentials,
and (2) if an application can prove once to the mobile
terminal that it knows Ks_NAF, then it can be trusted
to get access to future instances of that NAF’'s cre-
dentials.

When client applications are installed on a
mobile terminal, there is a need to establish a trust
between this application and a GAA_ME server (i.e.,
the trusted application that performs the bootstrap-
ping procedure with the BSF) installed in the mobile
terminal if this application wants to get NAF specific
keys to be acquired from the GAA_ME server. However,
there is way to sign the application using a NAF spe-
cific digital certificate and to use the signature to
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there is way to sign the application using a NAF spe
cific digital certificate and to use the signature

woOaewtiabieg8 sh trust the application in the ternPaaiF12007/000073

For exanple this is being used in Synbian term nals.
How ever, GAAJYEE server woy d not know whet her out of
all the installed applications (trusted) , which only
are shoul d be provided with NAF specific keys . The
Aranerh ohsuSpr dhienieRbl Betionved pyrAddrrlieshe FOT

eé!s&a[m%m encer tisf :b’éfﬂr@ t@éd nfgnt B%imbilans t@gﬁ%m@&tsl .OHow-
ne icatio pro ed wit
g%%a%ﬁ FF% &F. &° ggh eEJ&ﬁr gt R
aﬁq@l iﬂdtﬁﬂ@ﬂfﬂ%ﬂxﬁmms t cétaumbladl)e twitidh nahly are
ABRILENO N oy THES HOLYLRR dsfﬁ?ﬁé’f'fJ%@”Eei}ECham sm

ween server an

latform.(wi th t
form securTR§) afOrEHSIELRRCE PR +eR-t S erF t ﬁ@lgﬁa by
eé&dﬁ@@' E6akl Qs BF etbnat hﬁaxﬁﬁcﬂfﬂdﬂ’de/ devi trgl itketa this

lit- .t whi ch
P D 2 GRASTIE s ar e LS, FED LeAItoh Bigshas 28 EYo-
tviddy thhnGMrreﬁuenBase@abnltLhef a(bovBe At ecrgdentials
pEAS! ege l; €M%y 'f} '@AA%é sotytions thaloieed dmi -

be so or, exanp whi ch applications in a mbil
tea b AR Life tdion) omeﬂahsa%cégéutté%dﬁem EPBge RTGIARL oM

alﬂél%xlb@é\ht@hﬁOGA%J o t%ﬁtrkrlei* aFdf tehhey maa;fcamot herth plat-
emils W au e n a t
G REoEE it n b AR S, A SPRLEED. iila Gt o1~

IM/ENﬁmﬂllq@dIﬂ@mﬁ ngreo l@netla%p@é‘pxafﬂltthfe devepei ddke a

tf%@oﬁs 1(%@‘@@%1%1‘?%1*‘%@ cagbhentw&aéﬂ n@aﬂﬂs apRl iuse
cation. The nethod conprises perforn ng,

a
tFRet eBRSBRVEr SBH-Eat S6KYBaot Srfghbtrﬂo%dd?@e omes
bet nern tbelmpmétnedtserver applicati on and a boot

strapping ser 4o ohungll Qo Aetind 00 A& h{’é&&&fy%lbéﬁf&ns

on at |eas agreed on wit tra |Eg

semvErlbUn@IIto@WSdm%qq@@ Bootiag Eﬁg or ex-
péﬁ{_ﬁEQUf f8iand sppreiarnibnapphi “aatmcﬂﬂlféms‘éﬁMal are al-
I?S&‘rteéi Ia(fe:rcess to what NAF credentials and how to con-
figure this. Furthermore, another problem is how to
authenticate an application to a GAA_ME server in a

mobile terminal.

SUMMARY OF THE INVENTION:

According to one aspect of the invention,
there is provided a method of authenticating an appli-
cation. The method comprises performing, with a
trusted server application, bootstrapping procedures
between the trusted server application and a boot-
strapping server function; deriving a shared key based
on at least a key agreed on with the bootstrapping
server function server during the bootstrapping proce-
dures and a network application function identifier;
providing an application with a bootstrapping transac-

tion identifier, the bootstrapping transaction identi-



10

15

20

25

30

35

providing an application with a bootstrapping transac
tion identifier, the bootstrapping transaction

woOdertiiéd68r bei ng recei ved fromthe boot strappPa®mFI2007/000073

server function server during the bootstrapping
procedures; receiving a response fromthe application;
and authen ticating the application by validating the
response with the shared key. According to another
dsiict RFifthe H9RANTEGN, B £HS RARRSIERRPRE hdtPTofer
aﬂirlh_ﬂd’h'tdrpats'emge&n @Eﬁiﬁgcaﬂﬂeonb&\bt@tﬁalbpﬂﬁ@e@ﬁem&rres;
a ication, t.ho IS ecei ving, W B
pre i 1PeRPEer fe sy TR asan e, gl b hen
| seeatindodhst rappl hgatiansdet | yalidentint ekheopm@snapse
L catdong ko Wi th a network application
function server; providing the network application
functi on SREVRFAWRYhtat 2PERBET REDEES it &BIA rigivention,

tEpasacid oprodeataf hemethadt be d&@mﬁ@.@gt@ﬁld idiK;appli-
recel vi ng, N response._to providing the boots appl
AT ToHD] donb T RFBED ACEVas (0P HCEHa: | PO pie pod
ImwmmWiSQmp!reeeimhnGunpwibh senveappé@@ation, from a
S RELA Cald:RR,! epBRRLLERbROMKL DY 1R6RY dhNbddis trapping
trusted server appfication with at |east the response,
reERISARE ¥ mideE Stk @BRTIREL ifonCPURERLBATtIERY erink
AgTEr ghggleitaro&ﬂkoh té@‘%lwd erdn Ofuhh’eibigve@hdv@i"_ V@H,; tmﬁ{(xeidimg
pr.ovi ded a et hod.o erlylng,an_authentica.tl.on \/
Y R R ornr Bee b R B et § S o i st
arheappbptatirenpingcdinansgcticom identappl ¢caviion the com-

| R@$t c2c DO SLEARPI AL I RNSACt han 4elandidd ekoVigrdd®iing
conmuni cation link; sending a request .tQ a

bt s PPRPFItAGPEe Fer E¥ RIS BHOR et (R MG 1fEcei Yo 43St 2
shagesh &eyfrohethequestvoectmappdiing tdtonl eastc i boatver;
S PRI ction.identifqer; ehyj n rQm L h
Ot SRR AR C e o Fra L0 . "B v Tl e
| Breespdnservert BEuldgadsion dekilvi ag depespdise TsFREANSE

| ASc@tvigagtohhenahatedokRrYapandcsendhnguatth 8astetber .,
response to the gggllcatlon Each of th
n

af or enent i DAL AEPECES ARY THELI AFP&ETENdy the invention,

there is provided a method of deriving an authentica-
tion key. The method comprises opening a communication
link with an application; receiving, from the applica-
tion, at least a bootstrapping transaction identifier
via the communication 1link; sending a request to a
bootstrapping server function server to receive a
shared key, the request comprising at least the boot-
strapping transaction identifier; receiving, from the
bootstrapping transaction identifier, the shared key
in response to the request; deriving a response by us-
ing at least the shared key; and sending at least the
response to the application.

Each of the aforementioned aspects may be im-
plemented as a computer program that may be embodied

on a computer-readable medium.
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wohod7heod6gvent i on,

as a conputer programthat nay be enbodied on a
conput er- readabl e nedi um Accordi ng to anot her aspect
there is provided a nobil e permi20e1/000073
for authenticating an application. The nobile term nal
conprises a trusted server gpplication configured to
per f orm boot strappi ng procedures between the trusted

server appli catjon and a bootstrappi ng server, )
function; AUV BOsREPERCKeFSBRSE Odn thte |igreaniion,
keyerr@t £¢ i gt oveded vadmbbaiet herbdobdt rfagpidigisariietating

function- sery duri t t st i Ng- pra ur
0 PRt orkCaBol | GAE of 0Nt | oRCreREH | GTEyERe
priows ted apenppt | eaPl oAl oh gobdoosredppiongperform boot-

tg iwr%fg@@aﬁfé@rbemeeﬁoehét ;3R SRISRD JdraRSAGIHON -
identiftier being received fromthe bgotstrappin

SEA VT £ BREL PoP QBT VP RRIIh S ERESHobE RS ERQBpi g derive
pd oslesltie@ Skey obagedi va atr éspense fkegmmadterial received

application; an I\% i h cEA'i ti v(ﬁ{'-
GEF P thke o RO FRLS e iR SR T RRRY Riding
| tvenboohs haarBewegr RFosgURAREgesdove Nt ¥ iawp kgation
SPI!II?&’(IZP(Bﬁl' i&@l{l}f&fﬁ!érépwd %ﬁ%d\?ﬂ?e Oéneaﬁﬁlﬁgﬁt:it&hlr &ith a
par appliications can r.eques or, GAA credenti al s
oo T HEARRINE [SErRAC T 1t abPEA LA LRBbi | EREqU =20~
ﬁims ttxiam;eaccm(i_cmjt héghitd:ﬁti_ert doaj'gm hsléiéeziméége:cfimm ahe
.nst .

h t-
PRBL el Sty (bpRuetas wedt edvar REriAS, ey oo
| PLERRD DRI pPEPICEES TS0l TR | BRCEHVEed vECIPARAPedrom the
S&EHEL chel ¥ enaAdCAALNEnseryeE and ADARRIHGRIH Oy, Ak B -
p(aOXl mt%hterm nal . The ﬁogﬁ tlgn di,scl osed in the
| AYEHET o ey S BRI 8dVH b St ABATFCatF¥g the
proxi mty Epel peaskeon tiowerdsi drheh@AAskiEeserlvexdvantages
HoVEN Lot JL$ o TBY r?%ﬁ?&%o&u@@t NoN&fi& S &b or
trusted cohputing Fp atformsecurity) in the prommtg
deVeRedBY WL Midol PP HHEA TN FBR BREVISEEs fidte CAA
Oﬁﬁf@eﬁ@iélﬁnfﬁbw anel G@;AQ_\;PIEI @@lx{v@rgiiiiﬁﬂamlteﬁi theitobile
a ica tions,. Operators 0 rea ave
ug&?}ﬁlﬁﬁgéagn%%? d%ﬁey can aut%en%lc%lte O some NAF and
derive a shared secret (i.e. KS_NAF_ install) to be
used for registration to the GAA_ME server.

Furthermore, the invention provides a solu-
tion to derive a shared secret between a GAA_ME server
and an application on a proximity terminal. The solu-
tion disclosed in the invention may be used for au-
thenticating the proximity application towards the
GAA_ME server. However, this.may require that there is
some kind of trusted computing (platform security) in
the proximity device as well.

Moreover, the invention provides the opera-
tors an attractive option to distribute their applica-
tions. Operators who already have username-password
based authentication (or some other authentication
mechanism) already, the solution disclosed in the in-
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based aut hentication (or sone other authentication
mechani sm already, the solution disclosed in the

wonventiows nakes it easier to nove towards thePGNKI2007/000073

based credential usage. Furthernore, the invention can
al so be used so that two devgces generate a group
shared key that is then used for a group communi cation

and m ght be distributed further to other users e. %ﬁﬂ
Yﬁ%%lgge@akésséﬁlﬁﬁ%ﬁﬁﬁn%PtﬂﬁH%I§°W§Fﬂ€eﬁhﬁhéﬁ¥h sed
toreaehange ceageficates to set up Virtual Private

Net wor ks ( betmeen them or t to set u :

Tr anspor t %g%%P ?rtQﬂf%Lgyv%%ﬁﬁg%nc?ﬂ%n?f?% be used
qenet@att&wos@ewi¢©m deselresed d ngtrdiegp | ghaeertli Geyhayhat
bes usedf Oﬁsécﬁ‘sg%&' 9&'8908{» R %nc'?;ﬁ& mlght be

a(gllcatlons some trust et ween
+

§Frh7@u56ﬁpéﬁéﬁhean&0t r%th?éw VSRSt 8+ Fed t@o#ﬁoﬁe‘?ﬁd to

BRLEF L@ESQBbEI"r'b(N:&Ené}E @%Wd&(ﬁs tHbee amd)nnanyemange
urt

h | f
AP Tcaral €8 M (S HEFERST H2REE R (vem
dbethesnsm@ﬂWIQth@ﬂt thl w1t atle Embodpreht S.agfert hgecu-

'PYEQt'@ﬂ gngeggggﬁhgﬁemﬁth the description help to
explain tﬁe principles of the invention. In the

dr awi ngs: ﬁlgge@ezais shel s udilegr shSqUasad 8 righe in-
PreAtisht makCHd aegddd efoF &hst@mau@n%@t FPARdYWY spe-

Architect A) , Fi . [
PEbStr BEPIG B pPTer T BobIatiEpprR BrOCEAIE e n
FeguseiBgi sompbhesk dndgthm nkelviiyt iastadledr component.

el enents in accordance with one enbodi nent of the
nventi on nal i ng di agram

nd Fiqure 4 is_a_si

| PRESF, BBerBTEREOR 8 FREPRABENERE ot | catl ng an

2DD! o2l OB L0 MR R TR A RLLE L T PO s e
FEgurer&7ide aasifgrditiay dihdgratentiogt ref i ige invention
and constitute a part of this specification, illus-
trate embodiments of the invention and together with
the description help to explain the principles of the
invention. In the drawings:

Figure 1 is a Dblock diagram illustrating a
prior art architecture of the Generic Bootstrapping
Architecture (GBA),

Figure 2 is a signaling diagram illustrating
a prior art bootstrapping procedure,

Figure 3 is a block diagram illustrating
various elements in accordance with one embodiment of
the invention, and

Figure 4 is a signaling diagram illustrating
one embodiment for authenticating an application to-
wards a server application in mobile equipment in ac-
cordance with the present invention.

Figure 5 is a signaling diagram illustrating
another embodiment for authenticating an application
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wequi7anrenss i n accordance with the present

anot her enbodi ment for authenticating an

applicationtowards a server application in nobile

i NVeRCTaR07/000073

DETAI LED DESCRI PTI ON OP THE PREFERRED EMBODI MENTS:

Reference will now be nade ijp detail to the

enbodi ments of the present invention, exanples of

which are illustrated in the accqnpanyi ng draw ng

FrguRreds ot sEPEYES @Rﬂ]dtﬂ@td]t%r &mh tlﬁ@?lf‘P Iel%ltlpgleé@ in

vacteudagkbenpith that pragehakenpahntion.t he sol ution

di sclosed in the invention at hand. Figure 3 discloses

five different entities: Mbile Equi prent (Mg) 300, a

BRBTALLEPp PR§CBEPFEONFQE c THEN PREEERRED? EMBORIMEYITIS

Appl i cation Function (NAF) 306, a Hone Sub scri ber

Syst em ( HSBELSTAN&Rd Wi 1dompeiw ePe3omderhenbiscridi dgr afhe

Oémﬁb@ﬂfnérl%st atses tHéO ﬁfé@eﬁ@coﬂﬁ?eﬁgﬁl@hl tt@kamsaés of
situatign a

ion. g I%g % nal
a %FF aPt Gn3285FE8] 88318 gh ﬁcf:ﬂglp@%ﬁl?efir@@%ng?he
| ocal appl Fa@uren 3 sd::smh@sesdat &hocGAAdB/Egsemveihaof il-

mRLL e eyl gxﬁe&@éhg@ 3%§k§”g>a§t in the
con ween

proximty no act ua ection

n‘éBiLP’éléawdﬁ#@H{O @1?4 lahdtlwel%ﬁﬁeit@rl 348 Hagidyc Figure 3

Zgﬁmbwbég _GfgveVlc'l&:ﬂe{Héﬁﬁ nle&]ytllttllrés eM@bleueﬂ?@iﬁment
IS a (cllient) a | catl 1S

et bP R et 200 e VPH phe 59 D027 a

afptwoaki chpphicdel amstFahcedosi t B8RF] n 396bi | @ Home Sub-

eguippBRt shisieel f H%Fs, | %o@ oY eéor&%?téﬁaé%é‘a%ﬁe block

| gcal connécti on nD equi pnent
afleRPFERt e %%%‘\‘ﬁ%e% 55%@ tld'ltq%n%}sﬁt ECEOYR4r &y split-

seerntnhet V@Eﬂu@@:bdnh.e gaui pesyl 300 el ide N&Eu&@ﬁon a
TEi a_sLecr sed \/34}t ever. . b| | e equil pmstE] mouter
wan en F%ateto tha™ E 3067 " The applel ca? L) E

i aoﬂoblﬂrhae eé}appﬂmrﬂpp;(;@:atew USE Mqaamagiad ok o SlaM) GAA_ME

ccedeBtl als Fn@b%ér Béq%libm@% booi Stvrl%P P BEAl Oodule 318
gener at e NAF, speci f keys,.  The capability to acquire

SRy @réﬂ”é?ﬁ%%%yfm%‘?ﬁlc%e“c%t ML BFo AGF Yot ?ﬁ%‘?%?‘é’d?% be-
bewsatdemabdillakicgitbmealt] 3tilHe zapplilcat¢ansuter 308 is ac-

complished e.g. via a proximity link, e.g. Bluetooth.
APP_ME 310 is a (client) application that is installed
in mobile equipment 300. In other words, the applica-

tion may be installed either in mobile equipment it-
self or in a computer 308 that has a local connection
to mobile equipment 300.

The GAA architecture provides a way to gener-
ate a shared secret between mobile equipment 300 and
the NAF 306. This secret 1is used whenever mobile
equipment 300 wants to authenticate to the NAF 306.
The applications in mobile equipment 300 need USIM (or
ISIM or SIM) credentials to carry out GAA bootstrap-
ping to generate NAF specific keys. The capability to
acquire USIM credentials from the USIM should not
preferably be made available to all the applications
in mobile equipment 300 because of a security threat.
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in nobil e equi prent 300 because of a security
threat. Hence, a trusted GAA ME server 314 may be

woned7alidsel i n nobi |l e equi prent 300 during prodBCT/IFI007T600073

| ater, which has the capability to acquire USIM
credentials fromthe USIM and hence the capability to
do the bootstrapping to generate NAF credenti al s.

Then, a client ap plication (APP 1#% woul d use the
SBERTResaof THRE CEARARENE FRETeS1 3 Itdo Pyt hdelmppelled in

sm@biieCquegmehltabﬂo auae:hg%ﬁ&ﬁu@uwﬂ cappia@ém Qﬁhlch
ar e an e t he r Qvi

b B PRt Rar A Rt A T L P e g
pthefBSﬁM(sydbh&npexmheuqmmabikﬁnyeﬂqzQOUMMQrbwewﬁtrap—
A%iﬁ%%ﬁgéﬁé@éﬂ;@t B8P SuchiaRRliicat 'ff’ﬂ‘eﬁ egLstarns o ap-

server during its first tine run.
vBbiFat &gt pARRP-HBY aﬂﬂu%ﬁe wetwoFReappPTEREEEn Of the

:‘j @thEnsaeeegay 1l4n(t|§u@%tﬁ HRITIAR lQ!pé@I@{d: gérécﬂl@fﬁ_tlals
SC Lgure at al so_1nclkLu a

OB b Cofit S bl IBReTRY A3 rEBERPER Bng magk-
c@uged by atlvat HAPr euessidey -urfuclpesppl isadtiohedst sigmed
ofs{hg st a&gl%falt @%.gn'&\(:%'fte' Qi cH 108 @ R 0@@@% h, o,

unit may al So inclu rrermr%/ or a_nmenory
chAFed: t HEVEW U whi CRIFESEERET udBIERE cfé??pu%@t%%atlon
gsadh ( Gipyidrdd toirort heegbtrewBi cdo Whee exeguted3qd tderver

d@égéﬂéggﬁgskngs%n%&mgerﬁgrns at | east sone of the

e 1 nvention I'gure 4 is a signaling
di agram i | Yabi L et eayionensnBodi medt o m@gv@;ﬂeramllca—

SoPRIMBILTA DO P e b Retary ooy rmorics
| i [ [

ERBob S ATRIn TR of 1 G 4 BPEc MEsesatRpedfolide a
dcbn‘npueet pobtrees (oa B@mtt&bmapmemoie)r vethiinothean exe-

aSehLver ' tq
(ﬁﬁi% sgévgrd%%%'gﬁﬁk%%gﬁﬁé qU| %ﬂ q%%4%&%%%i?%9e
eqﬁu prient sepsi nef udds aleveehionp heatiesa APPOQESsing
4@§1@nﬂa§m qrs\tﬁrummdé:aﬁé:@cskﬁ%nl\/& {Hé&l oAk Ry be asso-
[

PR ehe e, kRt ey o bl e pro-

gram (or portion thereof) which when executed on the
data proce381ng' unit performs at least some of the
steps of the invention.

Figure 4 is a signaling diagram illustrating
one embodiment for registering and authenticating an
application to a server application in mobile equip-
ment in accordance with the present invention. Figure
4 discloses three different entities: a Bootstrapping
Server Function (BSF) server 400, a Network Applica-
tion Function (NAF) server 402 and Mobile Equipment
(ME) 404. Mobile equipment 404 includes a client ap-
plication APP_ME 406 and a server application GAA_ME
408 already disclosed in Figure 3. In another embodi-
ment, the client application APP_ME may reside outside
mobile equipment 404, that is, e.g. in an external de-
vice connected to mobile equipment 404.
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wentrdilmest of Figure 4

nobi | e equi pnent 404, that is, e.g. in an external de
vi ce connected to nobile equi pnent 404.1n the

t he APP_NME 406 sendsPar/F12007/000073
regi stration request (410) to the GAA ME server 408.
The request indicates to thg,GAA ME server 408 that
the APP_ME wants to authentlcate itself to the GAA ME

408 server. The request, ng& al so .contain a NAF
i dent i fi er TAnEREr SRROGAPRIECToF idhtcarfoe e AP MEr406
Thenapp! 4catéphspravidpr mayubave h@l@iyco\@l@d the Gaa ME

RRHEE BBy L ehnir®en PRS0 R e
i dedt |tfha¢r tlne p &S METHea1Go\ VB s@mtﬂ@enuﬂsa’car ditesldutto
(éﬂg) cAn3fERP 4b@otstARp nﬂn@r%&&eét 59'. tatl%oBQFo&“ﬁpaQ,r} a

boot Strappi ng protocol 1s disclose n nore detai
eN@F iLResghbiesc iﬁﬂdc/é?r sPRcPPPEAEREACBGHMSTIE I Jbgenti-

Viidr( {RB80aph2} cabibhn@riohe deaotsly appidthdhe- sffedVEhe
seryver 4 § ﬁecelyfs a% | e sg a BTI D (Boo%strggg a4 e
Transact ron I&%htl?ler) and°Phe QE?VI??% i &itﬁ%
BSRe4UBFandlgrasfeey 4a4) bhel eppilirhsiBT Drisduinde iden-
APPsME-49R. pPhge the GAA ME server 408 is able to
derive naterlal Ks and knows the NAF identifier, it is

able to defife G ey SRIVRAF GRPCHFETHEIhadd d84Ret 2
becmeenbd$ks&¥&pﬁih§enyﬁwtdﬁﬂm.amdxﬂhetNéF #@2. Zbe. The

%Ae%tf\ﬁéﬁ%r 4% &:oi hen d éa(s42 )1%n #Ilgf%%‘alclletall

usi ng opti onal
appmcam thPﬁsttaﬁﬂimlcaﬁe]nt Spﬁéﬂfﬁ@ﬂtllQﬁecB%%PI Ter 33.220

ugy ng @nx z@@@t@@rl atzﬁlﬁq{dnoghe Atyb@&st%ggv_h@g drhe &4 Qs
server 408,

fromthe
CBRAGRT o ATt TECAR RS haFhe- T G2 BTFHe (S50(stapping
corausacai onnIbenk ifdyere et utled keynﬂt@@ﬂﬂqufﬂnmﬂﬁhe

| t att S [ r
TR0 PR 8 s s Gl S o
APPBrMENAP Ot helpPR IVE%@@AaMEh@ﬁrV(%t g 4%)abl%e¢cv de-
t i themNAEr462 Q§inﬂnank@@ﬂ%oHﬂkﬂtﬁA@U&Béﬂkh%aékon1t is

able to derive the key Ks_NAF which is a shared secret
between the GAA_ME server 408 and the NAF 402. The
GAA_ME server 408 will then derive (422) an install
key KS_NAF_install using KS_NAF and optionally the ap-
plication instance identifier mentioned earlier using
any appropriate method.

After receiving the BTID from the GAA_ME
server 408, the APP_ME 406 opens a communication link
with the NAF 402. The communication link may be se-
cured to mitigate possible man-in-the-middle attacks
by using e.g. the Secure Socket Layer (SSL) or any
other appropriate method.

After that the APP_ME 406 authenticates (416)
itself to the NAF 402 using an appropriate authentica-
tion procedure. There exists several applicable au-
thentication methods in the prior art that can be
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procedure. There exists several applicable au
thentication nmethods in the prior art that can beused.

woher7autdsent i cati on procedure may include one BETFID07/000073

following: - One tine password hard-coded to the app
l'i cation. In this case it y5 preferable that the
application's code is obfuscated so that it is very

hard to retrieve Eassmprd |y exam ning the
ctRd - -The epHERBNSAE2HAS éP S S butnetugangne of
(dnh&ergodwiatgvi sits a shop) . - Registering to the

NAF on-1ine g t he de [ F her , -
authenticafié %Hﬁbd ﬁ%§se%%rﬁ%€d eé'I %aﬁngEEE f&%ﬁé
NAF speci fi ccaghaned IeytITsS ¢mge al solBergsderipleaddat

of shared segpgt Sapﬁﬁeatﬁgﬂl? Dl &5l ai’éh%ﬂﬂtfééat%ﬁ so

met hods are well used,for authentjcation . ,Once t

APP_NE 406 h&8efedrt abi® héfﬁtrhfcétaéiﬂit%otﬁetmevﬁo?asﬂ‘f@rd
NAF 402 wi | | biebehp(4l@kantie iNaF thee ceidd.c key KS_NAF
fromthe BSF_400 ng _the T d ( )

KS NAF i nst aplseféll rﬁnlel girmfop AVPOPCEZ QSu},]_ﬁSd éﬁ@ of band
transfers (4234)1keSpRAE ﬂﬁswmﬂltﬁoatﬁ@QmPP ME 406. That

transfer shogld;preterablyo bengoRfairdestimine I\@gv, gkhe the
APP_ME 406 may aut henticate (426) itself to the

GAA_ME_Ser vefT£8874<ed§ -KS NAF install as a shared
secret Idefﬁhéﬁﬁ&E@ticemécnadﬁhentxmﬁxﬁdnn mdtehod and

8)\qt t t
I%Seitlr US§ éﬁ p%I | ca OnSng(été @&%ﬁﬁ@@iff@ ‘s?lﬁre%] Q{ey
CBh$ | gay aeien. ?heﬁ@‘d)rﬂen cRep QQSShﬁVGéﬂ §@Oc¥é3t§n Also,

opttengtcEdePauthehie cARRlICahdOiodS bRet RRlY Usked for
pllcatjons |ist, whenever in the future the APP_ME

ADBCHERESCR 1 W¥uest for NAF keys, the GAA ME server
408 boot stomps waind pPoyMBed 06h@aNABdesy sugtiartt imst ethyto

agflL LiRRak o2t BALT #aL! 90 If(gﬁgmlt g%t%}f (492)- it b8 spe-
cific key KS_NAF from the BSF 400 using the BTID and
derive (420) KS_NAF install (similar to step 422).
Then it transfers (424) KS_NAF_install to the APP_ME
406. That transfer should preferably be confidential.

Now, the APP ME 406 may authenticate (426)
itgself to the GAA ME_Server 408 wusing KS_NAF_install
as a shared secret. If the authentication is success-
ful the GAA_ME server 408 may add (428) the applica-
tion into its trusted applications list depending on
its local configuration. Therefore, step 428 may also
be an optional step. If the application is in the
trusted applications list, whenever in the future the
APP_ME 406 makes a request for NAF keys, the GAA _ME
server 408 bootstraps and provides the NAF keys with-
out any additional authorization from the NAF 402.

In the embodiment disclosed in Figure 4, the
two install key derive boxes (420, 422) are placed in
the same level. However, each one can be moved up or
down depending on the reguirement. The derivation of
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wdaw7t/idewendi ng on the requirenent.

two install key derive boxes (420, 422) are placed in
the sane | evel. However, each one can be noved up or
The deri vaPCoOM12007/000073
ofthe install key may be done using e.g. hashing using
KS_(ext) _NAF and the applicatj on instance identifier

or just use KS_ (ext ) _NAF |tself as KS_NAF i nst al

The shared secret used to initially authenticate the
APPENVENEFE ldn i eh eMMAF L0 LGRS BF$BIbE - & -ofwshiimg using

passwt@ﬁc@)tiﬁh@ ml Were r@pphbﬁcéﬂ@i@:;eqﬂ@:]tahl% NAfeO2f 1 er
once er e a. SNes r_.us C |en
EeP@@r é?xgheﬁéhaFgﬁ échét AR dgs @i&e
rlved basemhenshawedwsbdneueusndmﬂo(ﬁnutﬂarﬁysautbentl—
F e r t h r t he
ABRERECIR Ser N8, AWEIGR SHe AhPrADGRy MM, | done-
%Fmekwm@mdheﬁ%hebéﬁfo‘iwcb‘?@t@@m be Gedetiele adutHis NAF

t Loat lq@ﬁ:e{'laﬂzé)g?@rrﬁiﬂﬁ@l bB@a%hB@@gOftx‘él%(}g W ith t&t';ﬁ?lent s
c catl on_pe an on
ogmghm@qrvﬁové% %Q? TS AT T s eBi¥ét @ n?)é.og.%e de-
usevednioaawtl passwongd) mnebised testmmed kelyaddSarosoics.
CPLrtRcone 8, ! AA! Lienabl; 08 PO IBN . Of Yellficen | the

i nvention, when server as success

DPROHEL Lt he REPE 4605 SEd b Gf (6 LaRBE qi1 the
thel @Anwﬁns %ru\t&?fen‘tQ&alﬁi)brg r]@ﬂ&tb@@l APPoNEeaGaRS Sa@tﬂﬂlé!n—

to.the.fu st an es of F that bel on
LEEARARH! i BeBhASSRaY Y FREhRE, BT gREuRAfo] e
ac@@@gnbbetlpn artwhen &rhodE gt aﬁdtNRF|4ﬁ&HmayHbeaone

fa!fl BeLege1is ]&{cﬁmﬁéthgdtshe PP NEsﬁé)lﬁed' s@crdtl £aNg.
et KS NAF ke ys of anﬁ NAF. Furthernore, in one

eHﬁSHPﬁ@ﬁtaGﬁ-ﬁﬁ§% t1onusady i RGERE o St eproto-
nubnlmbeoﬁs HAEekﬁaslﬁay be used to grant access to

R £ Bh e kb 87 SR B Phpen e
aGPRoMEZ eiﬁrt‘@lﬁo‘l 89) hasanguepes NAEL 102 adlé:ﬁ'nam@sfcated the
Mbbi ke 48%, N 1ins tal éef@&f'n aﬂﬂFS erds dhemA0 ddeserver
APE magrfograyéetﬁe APP %&%6 acc}/ess eonnil.ryEe gco the future in-
stances of key Ks_NAF that belong to same NAF id, and
other NAF specific keys would not be accessible. In
another embodiment of the invention, a full access is
granted to the APP_ME 406, i.e., it can get KS_NAF ke-
vs of any NAF.

Furthermore, in one embodiment of the inven-
tion, during the procedure, multiple Ks_NAF keys may
be used to grant access to multiple keys, i.e., the
NAF 402 fetches multiple Ks_NAF keys from the BSF 400
(provided that it is authofized to do so), and the NAF
402 derives mnmultiple Ks_NAF install keys and sends
them to the APP_ME 406. The APP_ME 406 may then regis-
ter them with the GAA_ME server 408. This way the
APP_ME 406 would gain access to more than one NAF spe-
cific key.
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anot her enbodi ment for registering and authorizing an
application to a server appljgation in nobile equip

ment in accordance with the present invention. Figure

5 discloses three different entities: a Bootstrapping
Server Funétidsi e BSH s sar wéiormsda N Nedglrk Applstrating

t ban thefC tdnasbd Mt Sﬁéﬂekeé@gtéﬁi@n@‘b@ﬂ& ERMOPEMng an
Mobi | e eqw%ment | ncgudes .a client a

CFPbASEAHLER WE BaB e SOrLLrShhoR: da by NEiD-
508ndl riendycddsddmsedwi hhFictper @resedin ameddiel orenmbpdiure

BNl SN 0k 40P GALEGR AR NE (T, £ShISe OuLaLgen

ui p 8 an ext erna
vﬁ@é‘f%n%b@%@% *BEF) e Seqviqmer€0 604, Nertwddk Applica-
eﬁb@ﬂlmﬂﬂﬁcﬂiaﬁlgmmﬁﬁ5 sef@@rA@R&WEé§@6bﬁﬁﬁQ§aaEgglpment

BT Loty REPLE setb s’ Gof R UeR Bog e ap-
t b 1APRINVE WeRR SME 0586t kord z2 beseklr tapdlhiecBAANYEEAA_ME
5@%85%ﬁw%%dfnﬁi§é§553ﬁ FﬁyFﬁbﬁQeC%nt%ﬂjéhéﬁﬁ%r embodl—

dentifier and/or an cation i nstance |

Tﬁl@ngpmtrh@atq oy w%qﬁwm%ﬂﬁ dRp deds t e @ptsme
phbballeoR @A prienit! 508 ,S GifR: thals ccmfg g Rdah Ockeeend Nede-
NAE |d nt|f| r an% tgg ?Lppl ication Z)tance identifier

i ) 15PaC8 RS SEaACOVECRS ?eF%@“@élr $-out (512) a
3GPP boot sﬂmﬁ@m@@m&wmt va it rFthhereBSF, 500 APR_ME 506
bg@hatsr aapl PEgRERLAEobn Srgt;aehese(éshg LoES sd%é'z | GAA_ME

% gPP techni cal speC| I cation

V? fvﬁr(§ §5- )¢ TSPISRF tlissiat reppriy ¢ MhsseEver
sebgercttzi8 teeeRPPSMAL WeeRAst o BJhDthQ@éstlrt%@mfng:o the
Teisaet sop 9enUA L cel, 0A0E B LI AL Lo
kégleRrs L5Rerk riowd’ atheaNAEPDd éaBicfiionr ,mstarg:@bicéemm feer.
rrne i kiea teaNAbrovide r Wiia6h hsv@ 8A2EEH 86T §thdPeap—
plication or in it is some way configured to have the
NAF identifier and the application instance identifier
in place.

The GAA_ME server 508 carries out (512) a
3GPP Dbootstrapping protocol with the BSF 500. The
bootstrapping protocol is disclosed in more detail
e.g. in 3GPP technical specification 3GPP TS 33.220
V7.2.0 (2005-12). During the bootstrapping the GAA_ME’
server 508 receives at least a BTID (Bootstrapping
Transaction Identifier) and the key lifetime from the
BSF 500. Since the GAA _ME server 508 is able to derive
key Ks and knows the NAF identifier, it is able to de-
rive the key Ks_NAF (514) which is a shared secret be-
tween the GAA ME server 508 and the NAF 502. The
GAA_ME server 508 will also generate (514) a random
challenge for the APP_ME (506). After this the GAA ME
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tween the GAA ME server 508 and the NAF 502. The
GAA ME server 508 will also generate (514) a random
. After this PO®FI2007/000073
GAA MEserver 508 passes (514) at least the BTID and

the challenge to the APP_ME 506. After receiving the
BTID and the challenge fromthe GAA ME server 508, the
APP_ME 506 opens a comTunl catlon link with the NAF
582TV&hd ?)%%sé?s(%) (Bhé&) B-at DLeFfd t RBecRITRngES othe
t BBaNAENGO2 toTheeC apPMuE G@ki.on | i nk may be secur ed to

1 ti t bl T th t
NAE 00571 PRERSR (el vhia it Bl i, A0S\l anpe
t ieoBSFEDOGAS NF t hrer BT D5&R d@hevéS”P(_MZ)SQG opens a
r %%Hﬂﬂﬁ@cta@lbﬁe Ghad lenge @ﬂe umﬂg 569 N g Et@sses (518)

response nay be_cal cul ated e. using a one-
h&8R ﬁuﬁ'&ﬁ'oﬁ"@ P]%‘?eahﬁ%\%ﬁn%s§ﬁg§h§ut ntﬁ%tlr%e com-
cadeicHVACh whetle Whe i BPulscpara@et €6 S niindldide apossible

I t.th E.and . the.chal |l enge. The NAF 502 nmay
ﬁggl %Fgﬁhgfa%ﬁl\lédlehattttgcﬂEE ‘NAF. The data may i ncl ude

one or nor Ehkashied S02appetcaes onS2Mat tiNAF1BEF2 epecific

t izegfl ZeSNhe Havs aereSed addandWly S&?&I érrfn k&x& derives
(Ks_NAFS) . One of these hashes may be the hash of the

APPZRE FppISSPRESeh (S 061® tHat 1&%59%&% PHERG ?F%QN%% The

t hespEnEB04)apadd ecalttilsbedl c he. nbyedué:hr&_tr Iaasdan@iway

tﬂgsﬁpp}f{; %:18% '8rnef<§%¥goﬂ§sﬁosﬁeg %% ﬁ@{eﬁf_ gétion
ece O ornmat i on , a Sul e C alr a

zépfi@n ofMARe awlper@atttm P e m@mertﬁr%dmfslade at

h@éastFG;rhé nﬁgam@, drfdtbﬁea@@lla.'lq_%h'g%n rsd dRar 5@EN may
er devi ce i.s.connected to the user's term nal

09 POl g™ n%"?\_z\i‘)r PR, e S SAERN or TBPUEEEGE iy hepclude
t beechar antveei zatdtes odft beppdppkitdahnisontingmy Nart D2 au-

n@hg@&%egdd{zgsshgg thgcggé/%cq:o Alt%%! A& pg?%h?'ﬁﬁc keys

characterization Ication 1 n an externa

vilBE_NaYsh -e O¥ee %%r¢]&¢5¢luh@%]ﬁe%f mﬁﬁaﬂoedé\hazélaﬂ\l’br@f the
oy&@p_m@h%@ﬁﬁd:@t@o@harsmt)ertﬁ@& | o Wopkdn be rateantent in

S'&:ggi N p(Lng)C ke3¥11 urtP ldi %eor%leotee otdrilal?nl'gas%'fx of
the application is merely one possibility. Any other
piece of information, that is, a suitable characteri-
zation of the application may be used instead of a
hash. For instance, if the application resides in an-
other device that is connected to the user’s terminal
over local mnetwork, such as WLAN' ' or Bluetooth, then
the characterization of the application may be the
network address of the device. Also, one possible
characterization of an application in an external de-
vice may be the serial number of that device. More-
over, one possible characterization would be a content
signing public key. Furthermore, in one embodiment of
the invention, the request (518) to the NAF 502 may
include some characterization of the platform (e.g.
"Nokia device running Series 60 v3.1") which then
helps the NAF 502 to send back the correct acceptable
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hel ps the NAF 502 to send back the correct

accept abl echaracterization of5the application. Then

the NAF 502 (524) transfers the response and the

possi bly the signed data to the APP_ME 506. The signed
debarpererd zatgont & okpe efPPALgaEAORRaTSHe NXF B8R 502

zct@mtl):o tﬁgnwéﬁagﬁthéhaieé@x&é@n%dwsit@ﬁ _b%{)ots{?s%bly the
S . . is y e rver can verify e
sﬁﬁﬁﬁ?&réagﬁ g%igiﬁifﬁgéggfé%gnd be sure that it comes
froma truShed sbgned, diixhrdeferws thegKs INMAF.sddew, extra
t PR M5 5 u ri 528) .S th :
G%%E%Etéerye?ﬁgggwgi E??néigﬁé ?gsﬁgﬁieﬁééaggﬁé gﬁgﬁédls
d&LENEPf UEREJalivhdHS dE5-ORE s Bhict aday f ke GABR ME server

reaaorm@fif%nd éil%gnél@ﬁﬁt@fets ibg Si:ﬂ?;gd Bty ?ﬁ@ta and be

correct (S server con nues W .

S OURET PR G prBteR B Tad T ShEs HITRe 1 (b penows

5@bet st NeFKs_NAF. Additionally, the GAA ME server 508

may al so ¢ I t hash t Al , cy
ﬁf!o%z‘% alig t Rephagh Afs the, ggfr.g{!érﬁ%@at ). it

check if this hash is In the S|gned .
0fE16f GhetBRe AP AFOVELTEBUELES SNl UERBIGIAVEr esponse

sahmertglif)&jr@ée@d@i%ﬁ&&rft !t@xealﬁﬁiﬂlrftﬂ:tiiz(é]{t:ﬂdﬂ Ot §uc?fess—
tr.uste | st epending on.its |ocal configuration.

(EeTappiica IEPTETn ThE PRISRGHTFI SF, Whensh@redpdata
t heef Gomrectthe ARP_GEALYB sekesra S08questtfroreNAFLth au-
kevsrithe: GAAME SehME, 208 %ﬁiﬁa&& £5 %sﬁﬁgg 506

the NAF keys w thout, any add aut hori zation_from
t 8@ NAE KPed@ifhl HdiifPang addls GRA-IE | FeEVeFsS08 may
t lsbeddlisilegieveshéhtapbssifhi tlhé yARRVEE" Gt idd check

grants' _a Sfull . " he fir case, the
Shartaigsila U 802"y Wl s P LUBe cme ot
attirordhastkisonepees pdss swrces Yhed daeaGaA_NE: Heforr 508

eagh rpadiuesbehoreks _NAGI i8hthBnt N&12LCOPd QSR ADE 1ist
APP ME woul d get. a pernanent grant and woul d not have j
tgesgpdlng on” its local configuration. If the applica
tion is in the trusted list, whenever in the future
the APP_ME 506 makes a request for NAF keys, the
GAA_ME server 508 bootstraps and provides the NAF keys
without any additional authorization from the NAF.

Possible adding the application into its
trusted 1list gives the possibility have '"one-time
grants" and "full grants". In the first case the
APP_ME would always have to get the extra authoriza-
tion (response or signed data or both) for each re-
gquest for Ks_NAF, or in the second case the APP_ME
would get a permanent grant and would not have to get
the extra authorization in the future requests for
Ks_NAF.

Finally, 1f the verifications made above have
been successful, the GAA_ME server 508 (530) indicates
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Ks NAF . Finally, if the verifications nade above have
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i ndi catesto the APP__ME that procedure was successful,
and pos sibly includes Ks_NAgto this nessage. |In one
enbodi nent of the invention, when the GAA ME server

508 has successful ly aut hentl cated the APP_ME 506, the
GAR NS ARRAME 0B ARy PEPSROUAS 486 GHGFeZF e, and pos-
SRE®ll dnNARdse ®sf | myk@o rﬁsumlﬁletg@@tgé/\as used duri ng

t he proced and_ot her i C ke woul d

be accessi gfle 1'Jf:esper(&hf ‘?W‘? :%&? tlcoié'e 1 & the
sicghedFdatarvers OB dJuas fsucmaslséuNAE %ﬁ:hemuimted the
GM.PNE{ESE‘SUGH 398 thpaugh ASPL&%SQ%“B | s n%txl?a‘?{t (fSgess

mbodi nent _of the | nvent 1 on access 1S gra

LGP APEINE SRRCLTle. NAFt Seerigdc Kav Jesdiar cthat was

Kssl&@dem)g m?wdwdmoohm%twérwml B¥eBLFeB, keys
t | S ey, Q Secur

gr;%&g%gonmoxtm]?%a “6R 8 Cj‘l% #a‘ﬁé’d \#‘%ﬁ &ﬁéfe?be the
deviseesl fnhs tdned gﬂataomalsamiarwembr firGBAthey NAF 502 to

g%ﬁ%r AP < ELGUESHNRY GRRAR | Aiﬂpaﬂma%'oe; This pRgther
eé?“% [ rrent can. be used to secure conmuni cat i on

FE 9 &HONEPERGEEBRMeAt ﬂ}athaff%ﬁfgﬁs is granted
| e cahabukmwn:ie\acx&s ar.et.qg set- s pRItsoral VBNssible
(go vate network) . Furthernore, in one

odi rrent of the inven tion, NAF ID can be sent to
fromthe ARR_ @@U@exoemb@dmnm sfer the 508 @itimr, | ohe

skep (218 ) aﬁA@ei%rbgﬁﬁlQﬂ9W§ ol 184EP 98 Secure a group
Fur t her nor on ﬁﬁdl nent .of the inven tion

e nE et o FL R cSRaTFARREDS e bedguages
t ehgrcantmiagoessoto haﬂetlahg Keys, GBR. kevheyd¥d+HHPon or

(ST RSN, R ol B, gon o
NASES0 X AWML €3 FOTPLpLeakéspoRdas t Otrhee}efhwle in a
home environment with many low-capability devices or
to set-up a personal VPN (Virtual private network).

Furthermore, in one embodiment of the inven-

tion, NAF_ID can be sent to from the APP_ME 506 to the
GAA_ME server 508 either in step 510 as described

above or in step 526.

Furthermore, in one embodiment of the inven-

tion, during the procedure, multiple Ks_NAF

keys may be used to grant access to multiple

keys, 1i.e., the NAF 502 fetches multiple

Ks_NAF keys from the BSF 500 (provided that

it 1s authorized to do so), and the NAF 502
calculates multiple responses to the chal-

lenge using these Ks_NAF keys, and also op-

tionally signs the data using all or subset

of the Ks_NAF keys, and sends them to the

APP_ME 506. The APP_ME 506 may then register

them with the GAA_ME server 508. This way the
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then register themw th the GAA_ME server 508. This

way theAPP_ME 506 woul d gai mqccess to nore than one

NAF specific key. Furthermore, this method can be
applied in rraeéql:r‘?t her use cases, in which the term nal
equi prment A SPUIS TS ACERTVi ke BPEe| ABAn one

(e.g. an emﬁp@p@cﬂfawﬁ@qﬁ urer or by a netvvork

oper at or) t erp nal nt and the the
service pr %Elir&znﬁréﬁ%t%ﬁér Vg, H(l)? Li%cgcﬂez?@fle Gn,2ppiied in
shanyd Kaer V@@a@@SGEScnnb&quh dgtani teimw;xalf eguhpwent
apRl i eahEPPurad RPVerhart he ts%&@'ﬂ&%l %P@\trléiér' S(e.g. an

trusted by a said service provid It can

mE R Pty SRP L AP ot aPF eHYoﬁ‘ trr@:vwé? @?E@Wﬁhl and
That tiveoaferinsi reds ednoipriion 2ogecioéd the keyvsbar pdovider

b nt term.n and the service provider. For
i %s}gg%ce lbal“ﬁes’t ead ?'Jfa ppPT cat Pon td BgaF fgt zﬁﬂyed%?’% have
tﬁ@stcéflﬂﬂm@al int ietaicbulhbvbe afperi pier alapgdiiceion can

QIR 6T HHRAl £ diinfn T Xt Vi PEEWOrk (& 88 by a said
Bl uet qot h, or V\LAN network) that wants to con néct to

USEFVS Ce R RatAeThENBR 0 ddd F AR oPet Madikesst BB FSHRh tand
| é.ntsltetlé.m al sthé nuﬁhﬁsg casasnal3CPRHEBA po®nei §f based

ri e hared ke adestabllsh rust
vveen t%&ﬁer r(#na qn% ?he&éaelf%ﬂic SHPET adr ofRepinal
vvéyléi tae BervdsCebrevigernel | . For instance, with

public key ipht astdtieiek e (BE=aldn Hf aﬁ_%glpl%falﬂlgﬁr ti &Spe
woul cates of their

véﬁ%ﬁggﬁng’? ”st'@fs‘ilwltfur%h%% %%ﬁ%elaetfa} 8@Fi19€e§a1

shavddekepr Qunodlsean wdhetnakanpl ea aph:c’»lstgmtlelym network

h l. b h
netwgdk oper at ot??ofg?hg&f erlnee%v%&]g ¥ %mwg%ts yt‘% 80n‘

m na urer
oB@CEUS X MR ér SEFsiall edihe @W%&ﬂlﬂre of trust estab—

lishment is the same also in those cases.

3GPP GBA 1is one of the ways to derive the
shared key and establish trust between the terminal
and the service provider. Other ways can be conceived
as well. For instance, with public key infrastructure
(PKI) in place, both parties would exchange certifi-
cates of their public keys, verify each other's signa-
ture and proceed to derive a shared key. Or, as an-
other example, a long-term shared key can be pre-
installed in the terminal by the network operator or
the terminal manufacturer.

It is obvious to a person skilled in the art
that with the advancement of technology, the basic
idea of the invention may be implemented in wvarious
ways. The invention and its embodiments are thus not
limited to the examples described above, instead they
may vary within the scope of the claims.



that wth the advancenent of technol ogy, the basic

i dea of the invention may be inplenented in various
woayE/110468e i nvention and its enbodi nents are POUAI2001000073

limted to the exanpl es descri bed above, instead they

may vary within the scope ofzdhe claims .CLAIMS : 1 .

A nmet hod of authenticating an application, the nethod

conprising: performng, with a server application,

bgggﬁiﬁappi ng procedures between the server

application and a bootstrapping server function; .

deriving alshdr E@Hef (9fs I Flak1Y ek egPPbication,

ceheefletho® thapkoetay:appi ng server function server

during _t boot strappi n rocedures .and .a networ k
ool | ESE ISR, AR R B e R R A nesbSts tra-
5 apphocaiaredunds abbbeestr &yl Rprvansappilanation and a

igsekgE&sbpih%ese99g§tEaaekaankransaction i dentifier
bei ng _regei,ved fromthe bootstrapping server function

g
ser veHCHUVLRE ChSFRSS thAppPIRLPr BRedlir d€ast xSy nge-
aceesdesﬁ:cﬁm olfrhtgheaoa;m@dtiIf:az:ptp'i@fg'h sadvayt eptdtGain Rgerver
t icati al idating t response with t
S B S R B Db REEP 3R A eI ap-
10 wadierhirhe fanchénni ddenngfétrihe application _
CO”DV%§8§id§theEthaébﬁﬂi&&@iéﬁp|WQEE'OQ b%oﬁ@ﬁ@?ébﬁﬂng
tge shar ed key,%\%th the response. 3 . The nethod )
atEBRAPAGLPE AT 1e% yr Eher RAFHTSIRI NG eheratd aion
aidbakliénge; pradgli ngeddivadpl feai orchw t hbbb€strapping
Cc 0e; rein. t t ' L.ng. st ep. _
coasrERo el BT Ry St e S0ty proce
15 vdrrgsaring the response with the chall enge and the

shar edekeyYvifg aThespBhbadragmordingphd iehaibhd and
furt her (RIPLESLIg, TSes' ubng oLgned dafa Wil ihe,
respo )
response with the shared key.
2. The method according to claim 1, wherein
20 the authenticating of the application comprises:
authenticating the application by comparing the
shared key with the response.
3. The method according to claim 1, further
comprising:
25 generating a challenge;
providing the application with the challenge; and
wherein the authenticating step comprises authen-
ticating the application by validating the response
with the challenge and the shared key.
30 4. The method according to claim 3, further
comprising:
receiving signed data with the response; and
wherein the authenticating step further comprises
verifying the signed data with the shared key.
35 5. The method according to claim 1, further
comprising:



wherein the authenticating step further conprises
verifying the signed data with the shared key. 5 . The
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conprising:receiving a register request fromthe
appl i cation, the request corg)jgi sing at | east one of
the network ap plication function identifier and an

application in stance identifier before providing the

appl | ERGH G 1P tFROBTS 17 ePpRTy £¥eRsabei epplication,
| dert ifdfiestd conlhiel St arsps i Bfet 8£CtAEMAtwork ap-

furt.her .conpri si a re ster request from,
t P L5t %Bﬂcgg‘éﬁ“ gieﬁl:ﬁ&\r}l e FHppiRRa FH W t AR
tm&ammmishﬁkpﬂhﬁb&ﬂxah&domeonpmdenﬁuh@erthé . affp@ication

mef; hed t‘fi‘f‘ec‘?fdaﬂ!agcrtag)#rg B8 harg] 14 rigle.n]ft er

request cor%rl ses ication instancei ifier .
The met odm‘é%c@?ﬁ]ﬂ‘hg BECOrSiRSG Bp Tlaiferki nfuhgher
dej'omﬁml@fgthe shar ed key conpri ses: deri Vi ng t he

shared key hased aon the key recelveg Eh
boot Sﬁﬁg&é VAGSs &t VeI i oTsEt ve r%r g ?Hgllcatlon'
b &stfomeappt oyl Ping e dinvee sspp hiscaet owor kwiappl tleat bootstrap-

f [ f pplication instance
gﬁ%@ %an%%eldlﬁe R hgﬂ& A

ntifier according to claim1 ,
f urther conpriBiShgreHBP®| ﬁ&cpﬁélél@pl featciledmast t r ybesdin

Ithkh&éyﬂéﬁﬁrtﬁéquéSH1¢dm§ﬂiéé§séﬂ|apé@lcihﬁoﬁﬁiﬁgéance
@02}% r}fq to claim9 , further conprising: providing
ation with the shared key. 11. The nethod
accor di ng t8o Ak nmethoflur aheordonpri songelaseeisvi og 7,

f emddhe R 'd%ﬁil'vqrﬁga orfe(ﬂ:%%stsh da prlses

appl i cati,on function ; and sen to
appl i %FllgﬁWhé%t%%ﬁW%p]ﬁ?Ycﬁﬁﬁéﬁl ﬁﬁhcﬁlﬂ%nk‘ﬁléyr?ﬁelved
r €xponsiehé o bole stegp@shg server function server during

the bootstrapping procedures, the network application
function identifier and the application instance iden-
tifier.
9. The method according to claim 1, further
comprising:
marking the application as trusted if the authen-
tication is successful.
10. The method according to claim 9, further
comprising:
providing the application with the shared key.
11. The method according to claim 9, further
comprising:
receiving from the application a request for a
network application function key; and
sending to the application the network application
function key in response to the request.
12. A method of authenticating an application
with a server application, the method comprising:



12 . A nethod of authenticating an application with a
server application, the nmethod conprising:receiving,
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| east a bootstrapping transaction identi fier; opening
a comuni cation link with a, getmork application
function server; providing the network application
function server with at | east the bootstrapping
transwmaexunnqkalthethelappﬁécégﬁﬁﬂnléépmoﬁI$Qﬂyer ap-

%féé’ﬁ_ﬂg’l 4 188080NgEe LR LR VLSRG therkeits dd apjEmg -

nsaction rdentifier, at |east a response fromthe
net®®.r k application functi on server; and

aut hespd:ieaid ng themapptacadhonibk pricoi i e tvier Y evoudri -

application mnth st the response received from
ﬁ%th%?m£vﬁc% ¥%o% function server. 13. The

met hmmm n@hﬁ’—o ng tankl 2arphbEaFROD TGOS g7

TLOPLLDE s8L¥er tARPIH AR g@imgoruma@pmm D@ertefier
boot strappi ng transaction enti fier and a chall enge;
andet hee pr e arhgeEdORhE A& wor k appl i cation function

servefe@@ﬂ@imgeslpr@@B@bngetm@lnﬁqmmd@nqmﬁh@ab¢Q#StraP‘
unction_ser strap t ransagdde £
|8éﬂ?|$FSPS§ﬁ§lO hﬁgpﬁgﬁgg;V|%8t Saggnﬁbnlcatlon o
| thk. neuwoiﬂqeangiih@ata@@oefunﬁglpa EEEVRLI3 2N her e in:

the reGehyhbgche oyt hﬁh@etawlkl@mcbxc atdyonpforedihgn the
conpri ses rece|V|n nse .and sign

 RETHEE A8PRIAGAIE O%r FORH imch SARE ot RS poBl &beiea
ait-bentheahengoak abelapptuoatﬁ@m0¢0wprﬁ§€§EGTOV|d|ng

t he server gpp&h%atl ?tﬂ%&h the-sespopse @nd tthaim 12,
si gned data received fromthe network application

f whetrrieén:server. 15. The net hod according to claim 12,
furthehe receiving from the server application com-

prises receiving the bootstrapping transaction identi-
fier and a challenge; and
the providing to the network application function
server comprises providing the network application
function server with the Dbootstrapping transaction
identifier and the challenge via the communication
link.
14. The method according to claim 13, where-
in:
the receiving from the network application func-
tion comprises receiving the response and signed data
from the network application function; and
the authenticating of the application comprises
providing the server application with the response and
the signed data received from the network application
function server.
15. The method according to claim 12, further
comprising:
receiving a shared key from the server application

after successful authentication.
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conprising: receiving a shared key fromthe server
application after successful authentication.16. The
further conpri sSPayFI2007/000073
after authentication, sending to the server appl

cation a request for a netwoyk application function

key ; and receiving the network application function

key fromthe server application in response to the re
quest. 17 16A RBehogtdoderdaayiyiren wutdbninchi ofiurther
kewmpt-he ipgt.hod conprising: opening a comuni cation

[ink wi_th an plicatiqn; receiving, fraomthe )
appl i B&FPENAY Bep§&§9§&QRMnS%H4%ﬁ%ﬂ?% thansaEYPHnappli-
| dantiohi e vieguebe coomur cattworki ripplsediirg afunction
request to a boot st rappi ng server func tion server to

r

recei've a shared key, the request comprising at |east
t he bsecsivapgi ngher anshwpicsn bdphicatien; Fepekipng, key

f EQIt hendoQlestianphpg1 L EARSBAT i) idepbhbiel ot NBe re-
shared key in response to the request; deriving a
r &'58hse by using at |east the shared key :;: and

sendi ng at 17eaat hbehodspofiseldrd tihey appl | gathentid8tion
Then EﬂgdngBBEd'B%gggsgg .m 17, wherein: the
g romtne app

receiving, plicati on, conprises re ceiving
t he bOBEBLREPPI AGMIHARASASLOON lilg&npiithepnapgpd ication;

chal | eageiviagt hereamawd cabhoncht Dkn, agd the derd Va8t -
of .the response conprises. der,jvin response

t he b .
LSFRGERE TP AT ATERE "Er PRy ShRF TR CHBf | SgBun gation
Thénket hod according to claim 17 or 18, wherein:

sending a request to a bootstrapping server func-
tion server to receive a shared key, the reguest com-
prising at least the bootstrapping transaction identi-
fier;

receiving, from the Dbootstrapping transaction
identifier, the shared key in response to the request;

deriving a response by using at least the shared
key; and

sending at least the response to the application.

18. The method according to claim 17,

wherein:

the receiving, from the application, comprises re-
ceiving the bootstrapping transaction identifier and
a challenge via the communication link; and

the deriving of the response comprises deriving
the response by using at least the shared key and the
challenge.

19. The method according to claim 17 or 18,

wherein:

the sending of the at least one response comprises
sending the response and signed data signed with the
shared key to the application.



the sending of the at | east one response conprises
sendi ng the response and signed data signed with the

weher7adod4éey to the application.20. A conputer PCOGI201/000073
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of authenticating an application, the computer program
conprising code adapted to pgfformthe follow ng steps
when executed on a data-processing device: performng

boot st rappi ng grocedures wi th a boot strapping server
function; d8ri¢i MPEPLEHRF @Sy Fasell Gnthentagsting an

keyple ceelivad I ﬁ@l@bt hﬂ)ﬁ?ﬁﬁéﬂ r m%ﬁerd&ﬁpf%@ﬁﬁé ONcode
ser,ver ur,l n 00 Ia roceqgur es n a
nSFﬁBFE%aﬁﬁ?g%Eff% Tt i%ﬁﬂi@kﬁkgfﬁ F?SpW§V?Hiﬁﬁeﬁﬂted

appl ecdeitenpwotksaibgotisvriaepi ng transaction

| dent pEi-ebyntRg %%E%ﬁ%ﬁg@%@%&%@ ing% | 8ot -

bei ng recelved fromthe ppi Ng server nction
s8LVePPanri f§TVRE BYBESLPAGpI ng procedures; receiving

ahr esg@lﬁr;eiﬁgoe{l Em@r@aal ! |R&@tb§§%daﬁﬂ aut il%%tsitcﬁi ilﬁ@y re-
the.appl icatiop by.validating the response wth the

sﬁ%% é’%%ke%orﬁlgh?hgo&q‘ﬁgiﬁa& %g?gﬁvgfcoﬁ%&%% Server
c BairAng0,theh dra e trepmnd eprocatlings ofnthe network ap-

apph LG24 baN rARLRELS $8entaiRent i cating the
applicatiogn,by conparing the shared key with the

r espoREEV1IESNT TRE 162 5By r i e c ot di PP EotERap g

Zﬁrahuatlnebngdamrﬁﬁ_ tfjicedﬂo,er themydea Fraldpidg stePSaction
. xecut ed,on _sai at a- processi ng .devi ce: .

\é\gﬁgpgtl ?%éra C eéqgenglce?c%}%%ﬁﬁdi §°'ne tgloepl i%%??%?ﬁr%)?hng

t Rervkal Ifengéioand ewvereidunting athéd dmeo st Tap ig theoce-

appkkeation conprises authenticating the application

by validating the response with the challenge and the

shar eHeEgﬂergg a FREPEBAFuLEPMP LG 8RPALEBFAPRG BBD

cl ai mm22hefiut thetngdagiiedabplpestaom the kallidwiigg the

sgggﬁogggnwgéﬁcEhgdsﬂgrzgiﬁe§gta-processing devi ce:
21. The computer program according to claim
20, wherein the authenticating of the application com-
prises:
authenticating the application by comparing the
shared key with the response.
22. The computer program according%to claim
20, further adapted to perform the following steps
when executed on said data-processing device:
generating a challenge;
providing the application with the challenge; and
wherein the authenticating of the application
comprises authenticating the application by wvalidating
the response with the challenge and the shared key.
23. The computer program according to claim
22, further adapted to perform the following steps
when executed on said data-processing device:
receiving signed data with the response; and
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receiving signed data with the response; andwherein
the authenticating of the application fur ther
woaopriiess verifying the signed data with the BOoamen07/000073
key. 24. The conputer program according to claim 20,
further adapted to performghe follow ng steps when
executed on sai d data-processSing device: receiving a
register request fromthe application, the request
conprvlseregmt tm@a@utl@@@twagh@gn@ﬁméhﬁ apPpfiicedtiosn fur-
f i ey dentdd | ¢ferand 2y appli CaLgaRdi ngdeacerith the
identifier before providing the application with the
boeRBsed apY ng transaction identifier. 25. The conputer

program acgol ding tomplaien 20rofuanherccaalmed to claim
performthe foll.ow st gp When,.executeds 9N i 4 t
d%{;a- e esﬁnﬁdgg\t}lgge:&?e el Vi nﬁéﬁ(a%%gigfger req%essi e
fwinem t Geeapped coni onld e brePPPEFFaiRg €REIERPI i cati on

?%th %gge?ggﬁétgageggggegrgg@@@kko%ﬁqkﬂﬂﬂéiaypliﬁhtion,
e conputer program according to clai _
t Beer E§HYEEF F@E}gﬁéﬁlegnﬁﬁ %ggs Oéjﬁplol@c a%eoyeﬁ{rg%ﬂa% cEfl
i?@ﬂbéﬁheh.ﬁﬁhcfﬂmncb@@mtéfiprogwmh1a@cap@ﬂﬁ@aﬁéon in-
claim?24 or 2 rej Lyl f B key.
c%ﬁ?ﬁ??se%d?ng%F¥€?ng$$EéP§hggégytgg?%aégggon the key o
retehvetef bontehcappanat EAppPAGLIePV&FAREAELFEN server

during theoBootskr aRRiio: & Opedyi-asm ddeontingrko claim
application function identifier dt ' i
i ] : when
BB, nf chtEn SRR 5 DORSIIbR oo b oS
aegerdiced ba ekaidmi2@a-buctkesiadagieydces performthe
foll OPeld ok \é(h%g%.)%eﬁ%lit el ASAl f- iRt @ndr 688stagion,
devi ce: “mar I%éhthe application as trus%ed | f thet rap-
abeffionet iReeVoh 1S §G€cé§ﬂ%ﬂqa§KPnTWét orfptft gpootstrap
PLeGLARRCGRIHie taealaifme28, further adapted to
perforn]th%6tm%ﬁ2Méghgéggrmg%%gram according to claim
25, wherein the register request comprises an applica-
tion instance identifier.
27. The computer program according to claim
24 or 26, wherein the deriving of the shared key com-
prises:
deriving the shared key based on the key received
from the bootstrapping server function server during
the bootstrapping procedures, the network application
function identifier and the application instance iden-
tifier.
28. The computer program according to claim
20, further adapted to perform the following step when
executed on said data-processing device:
marking the application as trusted if the authen-
tication is successful.
29. The computer program according to claim
28, further adapted to perform the following step when
executed on said data-processing device:
providing the application with the shared key.
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execut ed on sai d data-processing device: providing the
application wwth the shared key.30 . The conputer
further adapt e#Cr®12007/000073
performthe foll ow ng steps when executed on said

dat a- processi ng device: recejying fromthe application

a request for a network application function key; and
sending to_the appllcatlon the network application
function ké{-i & etelp DFOFEfuedecosdinghdo claim

ceaputm?ﬁm@:gr &{ﬂat’:{%‘e&i diteg Her8s¥mofried aifFl 14%ing30steps
el n e.C ut er ramils e Qal e
cgﬁﬁﬂtggnggg ngg'ﬁgﬁ%u%1t§2prﬂcggﬁﬁaﬁé%EBP6ﬁ?an1of

aut heneceaving afrappltlsat Bppluwcelianseaverequest for a
aaekweﬁklegpla@ataeﬁﬁ%hgkteeagk@g}C%ﬁﬁrISIng code

adapted to performt ['ow i ng 'steps when execut ed

on a 88PEipPoEes SRy hfy aRpliicat st eihg e Frerk acliet yertion
apphteabhoRegt mea%tsp@nkg@ott@t rt@l@phcwutersa;nsact ion

denti f t
networ k apiti R QP TRGE] OFF GErVhr 2CBPBU iing A Y OF

netabmi Q@Mﬂ(&ﬁA(whdnﬂwnluhesnnm@utawtwr@gramas$ ¢thisod-
b@@HSBBaBPbB&phE%QS%%%HQ%lbd%%B;Eh@r via the

communi cation |ink; receiving, in response to
provi di ng BRe BoofSMREpehi ROCFaRs@F i G ihgaiticritdmg an

aapbaaashtaoneappme ar 9artrlag NSO e, A | ca;hleoncomputer

' I nd at t.he at i
é%gﬁgég %553%‘r pﬁ iC §¥ﬁ:ﬁia$% :ﬁgggsfh?h 51 Ps-
ré@ﬁoﬂ§§pﬁewhe@e@XEﬁ@ﬁedh@nnetwath applcesstingn device:

functfeae%w@r £36m- alN8eEQBPUL &5 DI OFE AR ACROT didg: 4
to ¢ erein: the receiving fromthe server

aj m
aBBPLEEFFBHlEgnF5@P§@§tF88eFQ@Hﬁlﬁﬁérbootstrapp|ng
transapendngi demtomriuindicaaidna 1dha veinge;a afsktwdek appli-

PLQVE hngu%gt&gﬁ netywatk application server conprises

provi et work “application function
prov1d1ng the network application function server

with at least the bootstrapping transaction identifier
via the communication link;

receiving, in response to providing the bootstrap-
ping transaction identifier, at least a response from
the network application function server; and

authenticating the application by providing the
server application with at least the response received
from the network application function server.

33. The computer program according to claim

32, wherein:

the receiving from the server application com-
prises receiving the bootstrapping transaction identi-
fier and a challenge; and

the providing to the network application server
comprises providing the network application function
server with the bootstrapping transaction identifier
and the challenge via the communication link.



server with the bootstrapping transaction identifier
and the challenge via the communication |ink.34. The

woaogutiesss pr ogr am accordi ng to cl ai m 33, wher ePaT/Fi2067/000073
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receiving fromnetwork application function conprises
receiving the response and signed data from network
application function; and t%e aut henticating of the
application conprises providing the server_applicati on
with the rdspiise a@edEriersiGRed-amt &IVl FPoflalm

fBe net WoL ., appl i cation function server 35. The
conput er progr.am accaordi ng to cl further

adapt'&f t & S5EIM t E%IF%Wﬂﬁgst ek

S@cbxﬂb:?fé@s precessing dé ceesparenei amcﬂugssgghelr &g ey rom

fromthe serve ftgrgsuccessful

AT HER ql‘caa??%néagggn ﬁﬁﬁ&@f ﬁt e%ﬁpr ogr am accordi n

cl ai ntl32, duihentlcataired Ao pBEf o@@@%h%a%wovﬁ?{%)rlses

D e e aor yor. apl L
|

CHEF O P8BS 1G7Ca TR WBT R BB GBI ity bepion

keynctepl segeeving the network application function

key from tgg S%ger %@gé‘@t OBy ESRANSQi RS the as:@alm

quest . pr ofram accordj ng o an
cBaj nﬁuszherS@da\WI*iéﬁdeltn? e I e R OPERY s ?i%o en

nggggﬁ]éggegggb%- G%Qabkft@ﬁ@@d?nm déeqcé Gorrput er

ivin i.C t| on

conput8FeprafFam ngﬁﬁrqd?fﬁa’ :}t pt e Qﬁpllcatlon
t b€ ckel Isawn@gs§u&pamm@nte)ced:uped on a dat a processi ng
devi ce: Op%%lngTﬂaCQQHH@$&§tb9% rbﬁk Netbraing 11) claim

application; ‘receivi romthé applicat] at
a3Boot ’_flsrtlfagpi rRAaR a0 olﬂeFEI%WPl f‘?ké?r VO gqf)ﬁ” hg ®82bps
CcomeUunigabheRrd ik ;said data-processing device:

after authentication, sending to the server appli-
cation a request for a network application function

u%ftlon

key; and

receiving the network application function key
from the server application in response to the re-
quest.

37. The computer program according to any of
claims 32 - 36, wherein the computer program is embod-
ied on a computer-readable medium.

38. A computer program of deriving an authen-
tication key, the computer program comprising code
adapted to perform the following steps when executed
on a data-processing device:

opening a communication link with an application;

receiving, from the application, at least a boot-
strapping transaction identifier via the communication
link;

sending a request to a bootstrapping server func-

tion server to receive a shared key, the request com-



sending a request to a bootstrapping server func tion
server to receive a shared key, the request conprising

wabkod7aasssst he boot strappi ng transaction i denti PETAI2007/000073
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recei ving, fromthe bootstrapping transaction
identifier, the shared key 44 response to the request;
deriving a response by using at |east the shared key ;
and sending at |east the response to the application. .
3901 Shhey cgnpleast prlogr BAPEEEBRAPHRY brapgpmtdgn tdenti-

wherein @ the receiving conprises receiving the
bootstrap ping transaction identifjer and a I

via tHRE i catT SR | it?ﬂ?, %%O%%%r%@}%gng%%%#ﬁ%%ggn
detditi Nl dhe ties prirseedykalsi 1y wespesse thethareduRey;
and the .chal | enge. <ol N8, CQUPHL 1 o DO 4N 86e0rHaiedd
to cl §%V§§%rg3g’es%1&s§ %tﬁgpsgngi ng of at | east

tlhey r espbnse conprises sendi ng the response and si gned
dat a si.oedy Wi h dder shirs eedeonde thecmppipoat canion.

41. The conputer program according ta f_ ¢l aj
00, aner Sn e SRS roorann s g thn wHtn
cogputiesreadabl e nedium 42 . A nobile termnal for

aut hen | _C%EEQQV?H a édp‘ia.tée@’ré‘@é@&iﬁ@ Nghed SEFV&ftrap-
appll%a‘?lon con |8U[e to _perform boot strapping . th
ppDe@ d rresseettiesn LAensefver a?ﬁﬁiiéat?ftﬁ%]a%gg% via tne
boghstkh 8eRENEnSEENRF EdAction; to derive a shared key
based on |.east a key recei V&Qr{{—}? thee -

boot sER8pHSTg &Y e FHACEIon Server duri n& FRgponse by
baeisyrapplegspr bbedahesednies astwehr applieagFon

func tion jgentihi €lomd o & Opir-deran anitbdEhON LW tdl&im
boot st raEpl ng transaction identifier, the bootstrap
pBAgotr ARsaviPERiPdentifi er being received fromthe

boot sthapps &g sef VeIt f eBctlemsiserrsr desppgsehecomprises
b‘s’%%%tﬁkgp@h”eg response and signed data signed with the
shared key to the application.

41. The computer program according to any of
claims 38 - 40, wherein the computer program is embod-
ied on a computer-readable medium.

42 . A mobile terminal for authenticating an
application, comprising:

a server application configured to perform boot-
strapping procedures between the server application
and a Dbootstrapping server function; to derive a
shared key based on at least a key received from the
bootstrapping server function server during the boot-
strapping procedures and a network application func-
tion identifier; to provide an application with a
bootstrapping transaction identifier, the Dbootstrap-
ping transaction identifier being received from the
bootstrapping server function server during the boot-
strapping procedures; to receive a response from the
application; and authenticate the application by vali-
dating the response with the shared key.



procedures; to receive a response fromthe
application; and authenticate the application by val

wdavingodeke response with the shared key. 43 . POEFI2007/000073
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nobil e term nal according to claim42, wherein the
server application is configyred to authenticate the
application by conparing the shared key with the
response. 44. The nobile term nal according to claim |,
42, wher ei 43 t Hheemadrilgppltieeaines | 8Ceorfiigdr efot golaim

g ner ghe a;ehalhengerie p%ﬁ%ﬂﬁ@atb@naﬁﬂi i ahF@guWeEh to
a

e challenge; and to vali e the response with the
chaFrengEcare the IRRELREPD 4%’?—\’ THERHH S Fé?m%%ﬁred
akEPIHivg e ctasporde. wherein the server application
'S conflgU£Ed #%Frq& ﬁfésqgﬁﬁgrgg;a?@bbgdggg. to claim

response; and authen ticate step further conprises
vé?i f piheyaime shgneeryam #PPhicAEISRarky KEPLigETrefnto

Mobhbeater ol RalaceR N, Larsbahe 42e ignaldadit: with
sérver application is confi receive a register
rébae§@aﬂﬁ@ﬁ9@heE%H%IFEaW@&ﬂ%éﬁﬁ%'a%ﬁu5§5p88ﬁﬁrwgf%b the
athheashgengnaf théeshatedr kegppl i cation function

| dent i fier jandaQ aff?c%ifﬁt Q- N8 ANER dodeiid | 86 claim
before providing the application w.th the .

b8at stwhensing ERanSRITSH PEBALCACEPD 475  CPRELEESe O
tgég&@@%_@g@g@@jQg¥k9‘ﬁigh?tﬂ8,r@B@bﬁb@;thﬁu?e&deauthen—
application’is configured to.receive_a_regis .
 64GBSE 176W L HOHHT c &IOSt oF S pESITE ng Ehesioned
apakiecatitanthket bhalhedb&etlst r appi ng transacti on

| denti fier,g48m,Ihey gpbiLe tohmina eUrdiing t @ccl alain
47, wherein the register request caqnprises an ap Ii%f c
tden iWREERER CHENtTPITERT APPIHTETHON | &5t é%orﬂfﬁaﬁpure ©

a%%%%gV%Jéorébﬁéﬂéﬁ6ﬂ@Qd€§tVf@@ﬁiﬁhbh&m@ﬂiﬂﬁtion, the
CORLLERL) Onak S0 G Ol 8080l 18 L Y.
seatdionf Ueidtdons drdesrt idirémgndiean application instance
identifier before providing the'application with the

bootstrapping transaction identifier.
47. The mobile terminal according to claim

42, wherein the server application is configured to
receive a register request from the application, be-
fore providing the application with the bootstrapping

transaction identifier.
48. The mobile terminal according to claim

47, wherein the register request comprises an applica-
tion instance identifier.

49. The mobile terminal according to claim 46
or 48, wherein the server application is configured to
derive the shared key based on the key received from
the bootstrapping server function server during the
bootstrapping procedures, the network application
function identifier and the application instance iden-

tifier.



boot st rappi ng procedures, the network application
function identifier and the application instance iden

wO0i2007e1n04680. The nobil e term nal accordi ng to eC&iFmod2900073
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wherein the server application is configured to mark

the application as trusted ifythe authentication is
successful. 51. The nobile term nal according to claim
50, wherein the server application is configured to

provi de t hebppiitafiotd Wi t KerRdnghar @dckeging? to Thgaim

nofg | ewherginaltlaecoeaiveg (o] BEat DOy WheTr8bAribered to
serv%i ﬂggllcaﬁLon LS configured to, receive fromthe
atFonaBP

appti BHBESPYY &S et vRA k1 Gpphecatithentication
f urctdwrcdemfuland to send to the applica tion the

p:t \S’g;i( app1i Cai LN foyiGtd ORKRY HLR rgggggéfnéo ghe craim
, wherein the server application is configured to
provide the application with the shared key.
52. The mobile terminal according to claim
50, wherein the server application is configured to
receive from the application a request for a network
application function key; and to send to the applica-
tion the network application function key in response
to the request.



