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METHOD 5 Technical Field The present invention relates to an authentication
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funds by utilizing money cards are popularly performed. A new
payment settlement service by using debit cards has recently begun as
well.

In using such cards, whether a user is the proper owner of the
card needs to be confirmed. This confirmation generally is called
user authentication; for instaunce, authentication methods such as to
use signature and secret identification number are well known. In
other words, as a user signs on a specified form when a credit card is
used, a clerk confirms if the user is the proper owner by matching this
signature with a signature signed beforehand on the backside of the
card. Also, as a user inputs a secret identification number into an
ATM (Automated Tellers Machine) terminal when a bank card is
utilized, whether the user is the proper owner is confirmed by
matching this secret identification number with a secret identification
number pre-registered at the ATM terminal beforehand.

However, there is a problem of imposing quite a burden on a.
user in adopting any of above mentioned authentication methods.
For instance, with regard to the authentication method by signature, a
signature has to be signed whenever credit is utilized, and this is a
very troublesome operation for a user. Also, even with regard to the
authentication method by secret identification number, its input

operation is troublesome other than the fact that a4 user must memorize
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card. Also, as a user inputs a secret
ATM (Aut omat ed Tel | ers Machi ne) term nal
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the secret identification nunber. Al so, these authentication nethods do not
necessarily provide an ensured prevention of false utilization of a card.
For instance, when soneone happens to obtain a card fal sely ang [

formby 5 F#62&98%g the handwriting of the proper owner, a cler ﬂ%ﬂf 20
recogni ze the false signature as a proper one. Also, since a user often
uses nunbers indicating the birthday of oneself or nobnotonous consecutive
nunbers as a secret identification nunber, it would be a relatively easy
task for even a false owner to guess a secret identification 10 nunber.

Di scl osur ehgfsaargendeptifitsiwbjpeatbef. the present invention is to provide
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r(equqsa, alghfe@r obtaining fromsaid second | ocation nmenory storage device
a location of a 30 nobile comunication term nal which a user who
transmtted this transaction request should possess, and matchi ng each of
said |ocat] : aut hentication device for determining a validity of
sai d trangté%:cﬂpgﬁr?ggu@swtenghos’éd_ upon a match result obtained by said

authentication system and method which both minimize inconvenience

15 and maximize efficiency for a user. The present invention also has
as its object the provision of an aunthentication system and method
which are able to carry out highly precise and effective authentication
for a nser.

According to one of the embodiments of the present invention,

20 - an.authentication system comprising a.plurality of receiving terminals

( for receiving a transaction request from a user; a mobile
communication network for serving a plurality of mobile
communication terminals; a first location memory storage device for
storing a location of each receiving terminal; a second location

25 memory storage device for obtaining and storing a location of each
mobile communication terminal; a matching device for obtaining from

-said first location memory.storage device a location of a receiving
terminal which has received a transaction request, and for obtaining
from said second location memory storage device a location of a

30 mobile communication terminal which a user who transmitted this
transaction request should possess, and matching each of said
locations; and an authentication device for determining a validity of

said transaction request based upon a match result obtained by said



In the present invention, it is preferable that a nobile comunication
termnal which a user uses to transmt the transaction request is
identified by way of identification information contained in 5 said
transacti opyIemeest . Accordi ng to anot her enbodi nent of the prﬁs,er;,tp.? Qﬂ@]’f

invention, an authentication systemconprising a plurality of¥rleseilv
termnals for receiving transaction requests by reading, from an
identification card storing identification information of a user,
identification 10 information of the user; a first |ocation storing device

for storingatafiaki ®vilcRtf QE;B%iv?&‘e(P” each receiving termnal in
correspondence wi'th identification information on said each receiving
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said mat chhAp deMigE: il i . ing. to a further enhodi ment of
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aut helfl i cinfprofation odndacuseom request of a user who possesses a mobile

comuni cat,i term.nal . served b mobi l.e communi cati on network, and
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FO362/ 308deict #hich s€9R4 fbcation information on 2 mobile communication

15 terminal of each user in correspondence with identification
information on said each user; location information on said receiving
terminal which is read out based upon identification information on a
receiving terminal which received said transaction request from said
first location memory storage device as a key, location information on

20 a mobile communication terminal..which is read out based upon
( identification information on the wuser who transmitted said
transaction request from said second location memory storage device

as a key, a matching device for matching these; an authentication

device which determines authenticity of said user based upon a match

25  result by said matching device; is provided.

According to a further embodiment of the present invention, an
.authentication method which determines authenticity of a transaction
request of a user who possesses a mobile communication terminal
served by a mobile communication network, and comprising a step

30  which receives a transaction request of a user at each receiving
terminal; a first location finding step for finding a location of a
receiving terminal which received said transaction request, a second

location finding step for finding a location of a mobile communication



termnal fromwhich a user transmtted said transaction request; a

mat ching step for matching a |l ocation of said receiving termnal found by
said first location finding step with a | ocation of said m)bilegj gl 2004
communi cat FOIOXHBAi nal found by said second | ocation finding step; an
aut hentication step for determ ning authenticity of a transaction request
based upon a result of said match; is provided. According to an further
enbodi ment of the present invention, an authentication nethod for

determ ning authenticity of a transactibn request of a user who possesses
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with a | ocagiiest basead mpbinomremﬁaéﬂssﬁpmitlgg?iigéip@gvi&gg_m nal; a step for

reading out location informati on on a nobile 20 conmunication termn nal
whi ch this user i&‘}&ﬂiﬂaﬂ@dgs@ssf%&@dcuﬁmdlmmmf fthe gidesnnt nho&fBildnoN on a

user who hhaNskehti ' t} I. est ..as a ke rominformation
whi ch is ident ?‘F?E%?f%ﬁi ﬁlﬁ?féra?rasl??odnéméﬂngg’yc%%&é‘é‘?“‘éf’&ryg BefdREHARBN N
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ter mpnal ; fo ching 25.1ocation information on _said receiVing
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step . forn.f detterm' ni\r}l?c[; aut hert]ticity of sai d user basedlupon a result of
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present iiMeridadion o aPERY ANRMY 804 1AP (RPLRENE.1 £81d 0P, Progr.am f or
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FO36253084 cQ%1lfi2dQ8n information on a receiving terminal which received said
transaction request as a key from information which is identification
information on each receiving terminal stored beforehand in
correspondence with a location information on said each receiving
terminal; a step for reading out location information on a mobile

- 20 communication terminal which this user should possess based upon
( identification information on a user who transmitted said transaction
request as a key from information which is identification information
on each user stored beforehand in corresponding to a location
information on a mobile communication terminal; a step for matching
25 location information on said receiving terminal which was read out
with location information on said mobile communication terminal
~which was read. out; an .authentication step . for  determining
authenticity of said user based upon a result of said matching; is

provided.

30 According to yet another embodiment of the present invention,
a program which is an authentication program for determining
authenticity of a transaction request of a user who possesses a mobile

communication terminal served in a mobile communication network



5 and pronpts a conputer to execute a first location finding process for
obtaining a location of said each receiving term nal which received said

transacti on request when each receiving termnal received a trags,ﬁg{,i.go%m
request ofF(3688684 a second | ocation finding process for 5 obtai®Hi el £

| ocation of a nobile communication term nal which a user who transmtted
sai d transaction request shoul d possess; a matching process for matching a
| ocation of said receiving term nal obtained by said first |ocation
finding process with a |ocation of said nobile comnication terninal
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minal served a mobile communication terminal
and prompts a computer to execute; when each receiving terminal
received a transaction request from a user, a process of obtaining
identification information on said each receiving terminal and said
user, and reading out location information on this receiving terminal
20 based upon identification information on this receiving .terminal
( which received said transaction request as a key from information
which is identification information on each receiving terminal stored
beforehand in correspondence with location information on said each
receiving terminal; a process of reading out location information on a
25 mobile communication terminal which this user should possess based
upon identification information on a user who transmitted said
transaction request.as a key from .information which is identification
information on each user stored beforehand in correspondence with
location information on a mobile communication terminal; a process
30  of matching location information on said receiving terminal which
was read out with location information on said mobile communication
terminal which was read out; an authentication process for

determining authenticity of said user based upon a result of said



6 matching; is provided. Brief Description of Drawings Fig. | is a block

di agram showi ng a configuration of the entire 5 systemof a first

enbodi ment of the present invention. Fig. 2 is a block di agrar‘ru Qym."ﬁQ}Uﬁ%
&

confi gur atFO3626084 credit server of the first enbodi nent. Fig¥ Blis!

format di agram show ng an exanple of nenory contents stored in a user

dat abase of the first enbodinent. 10 Fig. 4 is a bl ock di agram showi ng a
configuration of a location matching server of the first enbodi nent. Fig.
5is contents stored a format diagrambshowi ng an exanple of nenory in a
nobi | e st atahih® dapabapfeof the first 15 Fig. 6 is a format diagram m
enbodi nent. contents stored enbodinent. g s owi ng an exanple or nenory

in a location registration database of the first Fig. 7 is a format di agram

show ng am ex I f, . r contents stored in a shop |ocation database
of the fi rsrt 2%3 f%élréwrg} ﬁ-ﬁ%w".lgs Fig. 8 is a format di agram show ng an.

exanpl e of a | oEfg.ell is zobko cladda ¢ @th & hefwitnhea fdonst uﬁfm%jﬁ T8N, PLOY: ded with
a switchi gg center. Fig. 9is a seguence iagram% OW Nng an opg?H{Fon of
the ertirdYSEPLOER Birst g@bgdimentpbdhamreseRbimventidd. i s a bl ock di agram
show ng a configuy abi; f ey:.l tipn _matchin erver in an application
of the first enb%g:jiﬁnéﬁtn? C’”EFS.%???I éﬂ%’dﬂénwogﬁfz@%ﬂﬂ%d}/ﬁ AgeEadlit

oper at i ons®fver o dret firet systehimdentan application of the first enbodi nent.

Fig. 12 is a black diagram show ng a configuration of a
9 Ipig. 9 9% Yo rmat c?l%gram sho%ving an example of memory

contents stored in a user database of the first embodiment.

o 10 Fig. 4 is a block diagram showing a configuration of a location
matching server of the first embodiment.

Fig. 5 is a format diagram showing an example of memory
contents stored in a mobile station ID database of the first
embodiment.

15 Fig. 6 is a format diagram showing an example of memory
contents stored in a location registration database of the first
embodiment.

Fig. 7 is a format diagram showing an example of memory
contents stored in a shop location database of the first embodiment.

- --20. - Fig. 8 is a format diagram showing an example of a located
, zone data table of the first embodiment provided with a switching
{ center.

Fig. 9 is a sequence diagram showing an operation of the entire
system of the first embodiment.

25 Fig. 10 is a block diagram showing a configuration of the
location matching server in an application of the first embodiment.

Fig. 11 is a sequence diagram showing an operation of the
entire system in an application of the first embodiment.

Fig. 12 is a block diagram showing a configuration of a

30 location matching server of a second embodiment of the present
invention.

Fig. 13 is a sequence diagram showing an operation of an

entire system of the second embodiment.



30 location matching server of a second enbodi nent of the present

i nvention. Fig. 13 is a sequence di agram show ng an operation of an entire
system of the second enbodi nent. F0362/3084 01 oct 2004 7 Fig. 14 is a

bl ock di aghF@e2868a ng a configuration of a nobile station of a;%fiﬁgv ¢
enbodi nent of the present invention. Fig. 15 is a format diagr shb%ﬁﬂ@ an
exanpl e of nmenory contents stored in a shop |ocation database of the third
enbodinment. 5 Fig. 16 is a sequence di agram showi ng an operation of the
entire systemof the third enbodinment. /Fig. 17 is a bl ock di agram showi ng a

configuration offign lenisi 4 ®106Y i 8P} £h ﬁlJ»@Hné h &9 h%ﬁ‘éflogof 53&&@?“ o
Y ion

I nventi on. Fi.ﬁ. ]f8 Is.a block diagram show a configu
termnal Of2HAB ¢lodthdapdwdimnant ¢f ghe pocsisnmimaquense di agram showi ng an

operation of ang;gntjisr f,the fourth enbodinent. Fig. 20 is a block
di agr am showi ng étgconf ?sgza)r/gﬁ)ﬁglﬁ?oqla%ag‘n#‘?@”“ﬁy%f‘ e amphe 19 mhe mobgdi ment

of the pr&sementsmtontd an.a $hopilocalibn dadatseCks e | 1%, &
confi gur at i on oh. a nopbi.le station of t?le fisf th ?ﬁgfﬁfﬁeﬁﬁ%\%ﬁﬁgﬂe% is a
bl ock di agr am shbni Hg 55 AritysraEi Bagmam showeing ser wgreratidmenff ithth

embodi mentntilrt Gys28mi &f ehd P 1FAt e AbAYS how ng an exanple of nenory 20
contents storedyi n a user dat ab%se.%%é tn‘r%ué fifth enbodinent. Fig. 24 is a

sequence di agr afigshbliing ke ckpéragraonshowihg a Eﬁlﬁfirf‘hrﬁyi%tnem Qh LRgLITLD
enmbodi meng, wh l.e i C ey i i gsued. Fig. 25 is a sequence diagram
showi ng anyopg?g?iaoﬁé%ﬁﬂt%%%gé%gﬁiiqijet BiYpnbflapgaLFGIN.t h enbodi ment when
el ectroni c nondyig.sl8 utid ibdedk dhia@ragbshswanb! QGG M. Showi

confi raj i_on o[ . the —entire system when tﬂg fi ftrﬁhgg{)agg;:)?mér}?ai §%§Spl i ed
to E @J erminal of the fourth embodiment.

Fig. 19 is a sequence diagram showing an operation of an
entire system of the fourth embodiment.

Fig. 20 is a block diagram showing a configuration of an entire

system of a fifth embodiment of the present invention.

15 Fig. 21 is a block diagram showing a configuration of a mobile
station of the fifth embodiment.

Fig. 22 is a block diagram showing a configuration of a money
server of the fifth embodiment.

Fig. 23 is a format diagram showing an example of memory

- 20 contents stored in a user database of the fifth embodiment..

Fig. 24 is a sequence diagram showing an operation of the

\ entire system of the fifth embodiment when electronic money is
issued.

Fig. 25 is a sequence diagram showing an operation of the
25  entire system of the fifth embodiment when electronic money is

utilized.

Fig. 26 is a block diagram. showing .a. configuration of the

entire system when the fifth embodiment is applied to ETC.

30

Best Mode of Carrying out the Invention

[1}] Embodiment Configuration



30 Best Mbde of Carrying out the Invention [I] Enbodi nent Configuration

F0362/3084 e 1 0 LC T 20D 8 [1.1] First Enbodi mnent The first enbodi ment of

the present invention will now be described. [1.1.11 First Enbodi nent

Conf i gur ati0362/3684 1) Configuration of Entire SystemFig. | is a block

di agram show ng a configuration of an entire system according to[ﬂcggg%#fm“
‘e

enbodi nent of the present invention. As shown in the figure, the*
conprises a credit card 10, a CAT

S

(Credit Authorization Terminal) termn nal

20, a credit server 30, a 10 CAMS (Cre§it and Fi nance Information Systemn

networ k 4Q,]. 5 mbhidteEmbloalt mentS0, a nobil e tel ephone network 60, and a
| ocation matchin server 70. Credit card 10 is a typical credit card. On

the front surfa

e firscupbedimsat of diier PAesAIdr inerptiost vohl dxew &ed ot her

rel evant dg&m&gr_ mation is inscribed; and on the back surface, a nagnetic

stripe is provi

sal es
credit

ed for storing a credit nunber. The card is presented to
cl ¢l kk ] flarsekartp dmdmr CoadigGATidrermnal 20 is installed in

a

affiliat shop, a is. connected to CAFIS network 40. CAT
term rial ﬂ); Q{ﬁgg%’é"ﬁ%ﬂ OggEPrHéﬁestOX%eF’eader-. ..for reading data stored in

the magnetic stpipe;qk £6e6kE GakeadOshdw HRMUN

data comunication with credit server 30 via CAM5 network 40;
menory f ofYSiedR i angordeng ithi e iforsti afrdradimeart ¢ fitiheh pire$ o tmaw v ontiios: .

referred t p: . " hereafter) f i dent.ifying.a sh in '
oA 1 e i £ B OROie Figund LBR Rkl CGmpf s KeR o3RGtk ETAS
amount of (@rediedAttharidaticanJaatmion! prieampayne2®, aethedit fefdrnBer, aunit

for prjnting- t a. t tion. slip; trol unit f _
cont fdl 11 gk RCee it andk PIR Rt in Fsamd iR m ¥ode mons Beer k49, & mxakile

transacti giti®@HWBta mobile telephone network 60, and a location matching
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server 70.

Credit card 10 is a typical credit card. On the front surface, a
user's name, credit number, expiration date and other relevant
information is inscribed; and on the back surface, a magnetic stripe is
provided for storing a credit number. The card is presented to sales
clerks, for example, for use.

CAT terminal 20 is installed in a credit affiliated shop, and is

connected to CAFIS network 40. CAT terminal 20 comprises a

i uni ks fQr rformn
FAENO WA b7 b ggﬁlrtﬁ g

h 25
an

card

magnetic reader..-for reading data stored in the magnetic stripe of.

credit card 10; a communication unit for performing data
communication with credit server 30 via CAFIS network 40: an ID
memory for storing identification information (which information is
referred to as "shop-ID" hereafter) for identifying a shop in which
CAT terminal 20 itself is installed; an operation unit for inputting an
amount of a credit card transaction or a payment method; a printer
unit for printing. out a. transaction- slip; and a control unit for
controlling each of these element.

CAT terminal 20 receives a credit card transaction request
from a user, forwards it to credit server 30, and receives an approval
notice from credit server 30 in response to this transaction request, as
appropriate.

CAFIS network 40 is a network system for interconnecting a



30 froma user, forwards it to credit server 30, and receives an approval
notice fromcredit server 30 in response to this transaction request, as
appropriate. CAMS network 40 is a network system for interconnect%ﬁgozcr 2004
F0362/ 3084F@P02/388% 2004 9 credit conpany, a distribution store, "ard
financial institution, and relaying data comunicati on between them

Credit server 30 is installed in the credit conpany and is connected to
CAFI S network 40. Credit server 30 collgcts data on 5 contract details of
credit cards and credit card transaction histories, and determ nes fromthe
data whet Hgedihgompant, &4kigtribuHoacsids. anslyaetinancank instisetipPnemIGAT

t erm nal 2&@@2&1 QapaecﬁﬂﬂﬁQX?&ti%&th%@HSmeﬁ: to CAT term nal 20 an

approval noti as appropriate. € station 50 is a portable tel ephone
of, for exanpl eCrediflGeRPReEr (FPormoriaktdilgdt al wBel lcykait) coypeanpngnd is
conmuni cat es by r‘?di o] A%'gfét)ugh a ﬂD?Q' e tel ephone network 60 with base
stati on 6Dk iSr i AFOLS MsEMOgKs#Rt i dnrasbitiserdani HheP HFets datadn o

i nput / gut R tedd et d EQNi1 Y QIFCE RGMMIARY € Al O R e @ ¢F AU 14 stach Y rhggl:(?rie
communi cation with base stations of nobile tel ephone networ ,; a is

di spl ay urind cletpymengsg faom dbeddety svhketipameheocredig take; tramsapeioat i on

unit for i | : L c£.0, comut er . fqr ntrolling each o
t hese uni trgaHk/%)ﬂbi?%en g%%f?(gﬁqg& rEa}sﬁwwtl ™ nleétldﬁe%csﬁllaoug@ hgrggf’f ?3’i s‘"ﬂied for
aut hent i caramgnasyserC ATi @entinky 26hen dppeousemouidd,i zeappeepiitate Thus, 20

the user is-requireq to carry. mpbile station 50 in addition. to credit
card 10. Mbbile %!F‘jf)h%tﬁél%%ﬂk 36(5’066%7’1“1' telephone efafpgnexsmplesm, a

swi t chpng mEv et (Peredal aDd g HAMMERLGALE O ybkNesnd Ao ARINIRCLESY §Pepdiand is
connected to FI S netvyor% 40 via a gateway device gnot 25 shown in the
figures). tBERMEIf2 haabile atalepBossanahyoskb6Porishanase ndtatienalb Ir afi o
CELL onSgRRERLES 0 0 MR SO So0R, BRI i LTS
pluralityinputfasépst atnionfo6vaicando®biynigadion; a radio unit for radio
communication with base stations of mobile telephone network 60; a
15 display unit comprising a liquid crystal panel or the like; an operation
unit for inputting data; and a micro computer for controlling each of
these units.
Mobile station 50, as will be described hereafter, is used for
authenticating a user’s identity when the user utilizes credit. Thus,
20  the user is.required to carry mobile station 50 in addition.to credit
card 10.
( Mobile telephone network 60 comprises base stations 61a, 61b,
a switching station 62, and communication lines for connecting them;
and is connected to CAFIS network 40 via a gateway device (not
25 shown in the figures). Each of base stations 6ia and 61b forms an
individual radio cell, and enables radio communication to be
conducted.with mobile station 20 located in the cell zone. .Switching .
station 62 serves a plurality of base stations 6la, and 61b, and
performs switching of the communication lines. Switching station
30 62 contains a zone data table, described below, and refers to the table
to perform switching of the communication lines.

Location matching server 70 is connected to mobile telephone

network 60, and performs data communication with credit server 30



perfornms switching of the comunication |ines. Swtching station 30 62
contains a zone data table, described below, and refers to the table to
perform sw tching of the conmunication |ines. Location nmatching server 70

i s connect B@BG208vbI | e tel ephone network 60, and perfornms datafi 1 CCT 2004
comuni cation with credit server 30 F0362/3084 0 1 OPIT 2004 10 through
network 60 and CAFIS network 40. Location matching server 70 conprises
means for detecting a |ocation of nobile station 50, and nmeans for storing
| ocation information on shops where CA1U0 ternminal 20 is installed. In this

way, a | ocirbophohetWbik €60t ahilo RRIS GaryBe: deber i ped, el abiv&,to a
| ocation of such a shop (referred to as "t?%sggtig}ﬁgﬁghlgg'" Rate ger)

where a uséfVer 7foppmdrates muens0fdrs detdading taol qrarti on ro famertadé ts t § 66

transacti t i gn_of nobil.e station 50 and the |ocation of the
transact i gjrp-’s%%% rﬂga%%ﬁghaqgﬁfngoég%agf’ﬁt’i" RTBG LY O &hPPa%ABES SRAT10 shop

are det er nenminals2@xissinisogtlad. dilhf @ieWay,08abie@NSn bP WEHAE WAFdS, skt 1S
determ'éned that the user at the transaction-shop is carrying credit card
t

10 but °not“2fodf HEteimttshre@tyg epagiasgition of sush dshepnimeddrtedtato ke user

s not an  gatRactizedspyper [ d nversely, if t |.ocati ons
of mobile station SOSaarﬁ]\g t%%feta?gﬁgagvth%g% ?Lépss 1op dglorpéf% ,tahoq éfer ni ned

that the @beptite merfpyinng csodht careditansearidnl0 and nobil e station 50, and

is therefore th hori.zed owner . of credit card 10. As descri bed above,
in the enbodi rregft q}c{)% %Cé&bqrésogtnml?ﬁeeﬁ?i“&ﬂ 53’sé|“datﬁl't‘?néﬁ’t°iaé’dﬂ oif itke

per f or med timnsac hieeks Rgp et niatcBO Haaeaki @b Pfsgmabkid ?héttgiﬁ?ﬁ'cég mat ches
t hat (2). Configuration of Credit Server 4 Next ,

clto)i a Eransaot'on-shop. . C ! (

tthe fi §BPRt Roh Gtteemdnet 8&r ¢Eistome vay (differerpl kiamigns.Fi dn 2thera bl ock
di agr am sha#deg itthes co@pfd aiinall QR4 pf ' 5 ryer . As shown in the

figure, credi t_gslervsé( 30 rcorl%pri ses atkg%%%i g?ﬂt f}geﬁ eljrﬁflfsgg&l?nésigﬂt fdl unit

32, a usef2yyiBbagedascard ¢hekit noganebisest3doanita basc3Ain@ly, it is

:RE g;?ggg&f%irﬂﬂnteﬁemat'%mrcﬁtrilgpaHnaiu}th%%iz%o Evinse?'so c(r:gcliqiqegz}rldoln();
Conversely, if the locations of mobile station 50 and the transaction-
15 shop do match, it is determined that the user is carrying both credit
card 10 and mobile station 50, and is therefore the authorized owner
of credit card 10.
As described above, in the embodiment of the present
invention, user authentication is performed by, checking whether a

20 - location of mobile station 50 matches that of a transaction-shop. . .

L (2) Configuration of Credit Server 30
Next, the configuration of credit server 30 will be explained.
Fig. 2 is a block diagram showing the configuration of credit
25 server 30. As shown in the figure, credit server 30 comprises a
communication unit 31, a control unit 32, a user database 33, a credit
database 34 and a bus 35 for interconnecting them.
Communication unit 31 comprises a connection interface to
CAFIS network 40 and a communication control circuit.
30 Communication unit 31 performs data communication with CAT
terminal 20 via CAFIS network 40, and it also performs data
communication with location matching server 70 via CAFIS 40 and

mobile telephone network 60.



CARS network 40 and a comuni cation control circuit. 30 Communication unit
31 perfornms data communi cation with CAT term nal 20 via CAMS network 40,

and it also perfornms data comunication with |ocation matching server 70
vi a CAFI S Fag6243084 nobil e tel ephone network 60. | F0362/ 3084 01 DC 12004 11

Control part 32 conprises a CPU (Central Processing Unit), gt ggﬁ
Menory), and RAM (Random Access Menory); and it controls the entire cr
server 30. User database 33 stores each user's credit nunber and 5
authentication ID, as shown in Fig.3. Additionally, various kinds of user

attribute mfor@cnmtmnlqml’m 3B GoMPe[ses Baﬂ‘?’,U ¢d | d..annual
i ncome are%QtN?o storéd Aut hent i cgt ion IDiIs gitarnggg 1%‘3@ § a[? é@rver 30
0

and the | dR et OnilnMegraran ., ?@deHMdémandgmgcaesms&emmgp)@ dmgation
an

s 1o be dbedkierhlsShrcenifala. 1os a credit 10 nunber
authentication IDin the user database are not particul arIy utili zed in

t he present enbdbiemertatahasd uBBhesrtodEescléhphl Qter™ | brd® MR r}%q
credity car%hggtg(% E)olg%requgl i S t ansmtted from CAT termnal to
credit server g rdé °§‘b‘b\’/% ignd- t hhdditiasabyi onridits keqdesdf i s
transm tt edebytspecicl M fogmaifo £ 86h tasy o re Control wunit
32 refers to user database 33 as it arsecg?glress Iﬁ g”%‘?&é’t Iaéﬁr%ﬁﬂé‘éit and,

after it PBCEAVEBCPRE a0¢ hdipi saredn | Bu/vhentncad:m“rr dEpdRddatao ulsk@ ppeci f i ed

credit nugbgdit <k S ch| ng. server to performa | ocation
mat chi ng pr%%léssg?gglggp %/4"?1)3%218)@%]’ gifttﬁgf’ﬂg éﬁfY%gp or N@)&Ufl’m @r ed| t

limt and"ﬁhléWdTrOédlltOClandn rato e bhstlosd. @Qhegsggﬁgleggcbp 62N £L &
numberg ar g, ?]]t%regm nacur§ leat ab 34 shown in Fi nt rof un|t 32
refers to Lhis cradi i &?é‘%ﬂ adBd tGEoHSFhedRé%Paml 0313 i ar¢ haoer edi t

nunber gi pertitylarheuGNzabi ek &iprake 20 id h unt
request ed fﬂghcred CopYpil :zatlgg s bgyor?gﬁﬁ]éeﬁtgb\gndﬁ{ﬁﬁérh gcglnﬁb%r,’ in

this enbodi
A credit card transaction request is transmitted from CAT

terminal 20 to credit server 30 as described above, and the transaction
15 request is transmitted by specifying the credit number of credit card
10.  Control unit 32 refers to user database 33 as it receives the
transaction request and, after it receives the authentication ID which
corresponds to the specified credit number, requests location
matching server 70 to perform a location matching process specifying

- 20  this authentication ID. .

Next, the credit limit and the credit utilization history
corresponding to each credit number are stored in credit database 34
shown in Fig.2. Control unit 32 refers to this credit database 34
based upon the key which is the credit number given by the CAT

25 terminal 20 to confirm whether the amount requested for credit
utilization is beyond the credit limit. Since, in this embodiment, the
data stored within credit database 34 is used simply.for conventional
purposes, description of such purposes will be omitted,

(3) Configuration of the Location Matching Server 70

30 Next, the configuration of location matching server 70 will be

described.

Fig.4 is a block diagram showing the configuration of the

location matching server 70. As shown in the figure, location



data stored wthin credit database 34 is used. sinply. for conventional
pur poses, description of such purposes will be omtted. (3) Configuration
of the Loc%b'é@:h tching Server 70 30 Next, the configuration of |ocation

mat ching s will be described. Fig.4 is a block diagr arﬂjsp%‘;n? Qpe
configuration of the |ocation matching server 70. As shown in the fi'g ﬂ ,

| ocati on F0362/ 3084 2004 12 matching server 70 conprises: a conmunication
unit 71; a control unit 72; a nobile ation I D database 73; a l|location
regi stration database 74:. a shop |ocation database 75, and a bus 76 for

i nt er conneBYatRRING ﬁ%‘rﬁ3f57Q£ﬁﬁ1MF%€a?t3iaoﬁomtmlﬁlatwnpmiitséé; a oormed tuingh

I nterface wt ' .60 .a_comruni cati on, control
circuit, az%’ Hp@@?‘ﬁn@%&ﬁﬁ%@%ﬁﬁ%ﬁpa W ?ﬁﬂésgdqetglggrlaglec}n %@tfﬁ?%‘hgh
network 604amdshbphleuiticnidagabhsdt i DH; GAdoh babwWpe kfdB0.inGrrbn@ectitid 72
conpri ses { CPU, ROM and RAM and controls 10 the entire |ocation matching
server 70. “authentication ID and the identification information

(refersed to as OBRithenfdAldPRniP7NCESR TS s 9f c R diSostiRtd | ch
the users who correspond to this partic Irar SI Dcare sttg?idﬁ\if\%l?ﬁfgowmi |l e
station | DnQhilgvtedephrgnagedunskdd pnd@ gommuhiagiowbbheralscistati amd D

conpri ses t | ] Y/ S o) by t.he tele n nunber of nobile
station Ség}gg%ﬁ%ng%tgngggﬁl elclz}sle(lrIl g‘éﬁgt "e‘ﬁ"d{%g sefuth itE’éﬂlf NEHWQEKE] 122"
is utilizioandewihbs wetcdiiagisontid@ 62erfohsedydyk 60bil e station ID

"MS09011111111" _in F'H_‘.S o and thus the _telephone nunber of this nmobile
station 50 is "de®Rte] oy 72 compaisesy tRY, RAM and BéMi and coatrlsi | e

stati 90 . ltRevWtitefe 160Ut S8 RRNERIAP seheeputghentication I D specified by credit
server 30 by referring to this nobile station |ID database 73. Next, nobile

station ID and it pethenticationf dPredndnthe edgdeniifipathen | oetaimation _
regi stratiopredrea (¥ B pies &2t 7 ﬂplt@alf?ergzéf Ho¥i1 AP SSWLGARY this

ID (referred to as location registration are
the users who correspond to this particular ID are stored within

mobile station ID database 73 as denoted in Fig.5. This mobile
15  station ID comprises the letter line "MS" followed by the telephone
number of mobile station 50. For instance, the user denoted by
authentication ID "CTF1122" is utilizing the mobile station 50
denoted by mobile station ID "MS09011111111" in Fig.5, and thus the
telephone number of this mobile station 50 is "090-1111-1111. "

20 - Control unit 72 obtains the mobile station .ID which
| corresponds to the authentication ID specified by credit server 30 by
( referring to this mobile station ID database 73.

Next, mobile station ID and identification information
regarding the location registration area within the zone of mobile

25 station 50 denoted by this ID (referred to as location registration area

ID hereafter) are stored as corresponding to each other in location
registration database 74, as is shown.in Fig.6. Hereafter, this mobile
station ID and the data based upon location registration area ID will
be referred to as location registry data.

30 This location registration area is an area formed by radio cells

of a plurality of base stations 6la plus 61b which are served in one
switching station 62, and mobile telephone network 60 simultaneously

calls mobile station 50 with this location registration area being one



| D hereafter) are stored as corresponding to each other in |ocation

regi stration database 74,. as is shown. in Fig.6. Here_afte.r,.,this
nobile. station ID and the data based upon |ocation registration area ID
will be rE9¥23¥84to as location registry data. 30 This |ocation
registration area is an area fornmed by radio cells of a pl ur.&_li t@{;‘gbfzg@pse
stations 6la plus 61b which are served in one swtching station 62, "and
nobi | e tel ephone network 60 simnul tane0l1|§l y calls nobile station 50 with
this |ocation registration area being one F0362/3084 | G ~rf-i 2394 13
unit. In RRte, ImoFig-Astfandestamis. modike 5ioni G0 Sdedon etk dp ynowitiide [ID

"MS090 111 exhsts.within the | i on.regist b
[ ocati on roureepy ‘AR Potiehnuidin BREIOCRORToBh 05 50 HERRIH Y ¢
nobi | e st atoican onOrefdsntyedrddy IDS ARE 200Ue” nobi | e station ID exists in any

| ocation registration area_as nentioned hy referring to this |ocation
regi stration dataPade! Ppihiileran giptsr mwiRg LhdBP PHesstationh SODdanpeed denot es

t he obgect;nhaf ¥ : | i : (A I abase
o Noop e atf ORRINIRE S AR TIPY xi SOl hRP 168 IR {5 SEALY O B TRLAD
terni nal 20endonpdtly referamg itdetitis fliocatioonr¢ gifsoratedn atatababaskt aftet i on 61

whi ch cont ai,ns .t he | qcati qn,.of e_present sho ithinits, o radi o cell
(referred q%éa%&mﬁagéoq)sl %tﬁQSHOI“DTIﬂeP‘QEF eafnggespé}g% rcgtéjﬁ(fﬁd‘i)ﬁga ﬁgcé&‘@ﬁ‘ ot her
as shown imatchgb ¥.referrihpbanedile thriosopddannised7dy the shop ID
"SHOPOOA " exists within the radio cell 15 which the base station ID
"BS0001 " forns N§Ktk rdhamABCciighr databaser 4P unres thecapopetldri ehifhi ch

shop 1§ | aeated -Wihll 4 e idsagiiedcehd mfen%e%iBﬁSﬁlf%&mt%nG&f B se
referring to this shop |ocation database /5. (4) Configuration of the Area
Dat a Tabl stafiosw I oriiieh Spatdion 2 bocaexe oft thee @resentashopaplithinnstsal | ed.

I n switchi S ] on Ioned abpye.i s e ai ned.- Fi,q. 8 s f or mat
di agram sﬁgg\nn nggélfr? e%gﬁplggg%ﬂrtgﬁqur e‘:cle)léldab ge iég ran aDseh%trg ﬁ?ﬁl 33
denoti ng eactespaswlisgatol eaclh btard avobhben s dtigon. | D dfombibs dae cet ahieon 50

existing Wihip tNed &R GHop 25 *$UDP0001" exists within the radio cell
15  which the base station ID "BS0001" forms in the same figure.

Control unit 72 can determine which shop is located within the
radio cell of which base station 61 by referring to this shop location
database 75.

(4) Configuration of the Area Data Table of Switching Station 62
- 20 Next, the area data table installed in switching station 62
mentioned above is explained.

Fig.8 is a format diagram showing an example of the area data
table. Base station ID denoting each base station 61 and mobile
station ID of mobile station 50 existing within the radio cell of this

25 particnlar base station 61 are checked on the area data table as
Adenoted in the same figure. The data formed by this base station ID
and the mobile station ID i1s called the area.data in this embodiment.

For instance, three mobile station 50s denoted by the mobile
IDs "MS09011111111", "MS090111122" and "MS09011111130" exist

30 in the radio cell of the base station ID "BS0001" denoted in the same
figure.

When mobile station 50 moves among the radio cells of each

base station 61, a switching process is executed for the particular



25 particul ar base station 61 are checked on the area data table as
denoted in the sane figure. The data formed by this base station ID -and
t he nmobil e (ﬁﬁg}l% IDis called the area; data in this enbodi nent, For

I nstance, F 20/bbi | e station 50s denot ed by the nobile 1Ds
"MB09011111111", "MS090111122" and "MS09011111130" exi st a&rg It ge%#
radio cell of the base station ID "BSOOO " denoted in the s Gf“l‘g re.
Wien nobile station 50 noves anong thejgsadio cells of each base station
61, a switchi n% process is ex cugled for the particular F0362/3084 0 1 D [-'
"o 2 lu ~ PEPUNMEHIR cBapaR! cAhnfathobasachiaitene €l abesvesn pephekn

mobile  sthiien 50 #pd SR NG @2 O%d AR LAG AR dAlfeO e tadle
menti oned above is renewed by This process timng. nce, ich "nobil e
st ati on 50nexiisnsdi abohe.isr achowedl byothishpchcdsaseimimg i dhedde carhizhbe

det erm ned_aggor di tp.the base stati,on ID by referring to.thi area data
RS L SRR LR S T S e
the fifst bendetd e dOhctbAIingORS ithier Bk O (HERL PDEHyahawe rafL t6Xphai ned.

10 Fig.9 is a sequence diagram show ng the operationS of the  entire system
of the firRseadmpdrhbint. Hereafter, an exanple is explained by referring

to the cref(ii_f 2{]1;]{2192 agl(}%%gf%@%%g%ngggﬁh%%t credit card 10 which the

user owns -and p shop where the user executes
credit shoppi ngN«g, Thheusepetaicng heofcl ek dirstheemmbofikeaw obft hae

intentionctofuse credit t%eﬁ%e enting credi.t &ﬂa)trd 10. The clerk inputs
sone det a P& EU AN AMBR B8OLHAH a8 * R1e&%ount to be spent by credit

and 110mp- sun i Fegal ligeat sdyi ey aibgPahnihowdhe Chilke (e dTatin2Gb Afther
reading the credit nunber "1234 5678 1234 5678" on the magnetic stripe by
20 sl i di n§MKFs P8R cOf athec st smebedunpagndlsreafeddern of xa@mmie. tiér ni nal

20 after E%Pﬁ(i%ﬁ%&*ﬂ@gégg{%&;ﬁ hfeQRebA hﬁﬁﬁj&eﬁ%ﬁﬁﬁkﬁst ['$3.4 SH¥g f lgur e

each begin [ike this, ‘ term nal 20 accepts the input operations by
cl erk desérsdedagdovewhicbpheaqser)owns and the shop ID "SHOP0001"of the

shop where the user executes credit shopping.

15 The user lets the clerk at the shop know of the intention to use
credit by presenting credit card 10. The clerk inputs some details of
payment methods such as the amount to be spent by credit and lump-
sum/installment by operation unit of CAT terminal 20 after reading
the credit number "1234 5678 1234 5678" on the magnetic stripe by

20 . sliding this.particular card into the magnetic reader of CAT terminal

_ 20 after receiving the card. The operations denoted in the same figure

k each begin like this, and CAT terminal 20 accepts the input operations
by clerk described above (Step Sa 1).

Then CAT terminal 20 transmits the credit number read from

25 the magnetic stripe of credit card 10 and the data the clerk inputs to
credit server 30 as the credit utilization request signal along with the
shop ID "SHOPOO001" read from ID memory (Step Sa 2).

Credit server 30, after receiving the credit utilization request
signal from CAT terminal 20, abstracts the credit number, the amount

30 to be spent, the payment method and the shop ID which are contained
in this. Then credit server 30 confirms if the content of the credit
utilization request accords with the content of the credit contract by

referring to




Then CAT termnal 20 transmts the credit nunber read from 25 the nmagnetic
stripe of credit card 10 and the data the clerk inputs to credit server 30
as the cregbiégg%)ig i zation request signal along with the shop ID.

" SHOPO001" " from I D menory (Step Sa 2). Credit server 30, after
receiving the credit utilization request signal from CAT terrbﬂaﬂ\zozﬂﬂ&
abstracts the credit nunber, the anmount 30 to be spent, the paynent nethod
and the shop ID vvhi ch are contained injghis. Then credit server 30 confirns

if the conte t the credit LHIzatl n rrequest accords with the content
of the creli ﬂf?tétacste 33 r B dPHY MR Y0l 90388684 Itoaahbe dobermenedr edi t
dat abase %he“fbrtmcscl/@d’l»t Jd}ftrh@tshﬁgceexpﬁ'édc?ﬁab@re%ﬁ il tn?sdexwggﬁgﬁr the
credit contract has expired; if a credit imt is excee on
(Step Sa 3And Aptaar ($trps8achnfirmations are nade, credit server 30 | ooks up
5 the abstracted Lt nunb "1234 5678 1234 5678" as the Kk | n user

dat abase 33 deno%gtg?qhesﬁ' IEmatasaf s Bade ’aﬁ’fﬂﬁgﬁtseé‘é’f‘f grq f‘éDi‘S"”CPI'Fllzz"
whi ch sorrtﬁ%mh”sdsadtedtd”ﬂeaxtpﬁﬁtnm| W234 66178 MRS 7ESt AP RR kS y HEAs & edi t
server 30 frapnsmts_ the locatjon_match request 10 signal |nclyud| ng the

obt ai ned #AAARALG cid i BRNPISdinth tFig-3namd hiadns vERE {2 btheaaicatépni A8 20 to

l'ocation ngifhi ) SefY_Mh ZQrI(e% SRdsSth Phis Ip%?ﬁtchf’;ﬂ @Pé(f Cﬁl?xg% g‘%aﬁp and

abstracts the authentication contained’in this par

the shop 192 4dter receiving the 15 Iocatlon match request si gnal vvh| chis
transmtted froq\ credi %dxsters\éere t F al matchl %% server

obtai ns the corresponé Fobf] e sté?flﬁwl D o191 1 ppee 5§/q118§)tk| ng up

the abBtr acgesl 1aUIlf‘dimtgl aam @rmm dC'Ei-_tﬂthBilhca&lEoﬂ hED keydi ehéoPhbp gpation

| D dat abase .73 d not e(éj hn ( @}ﬁ 20 - Then | ocation matching
server 70 8‘6?%945 6 lnt;(5 tootofataRn (Bafchipgt $iY ear 28 (S3ePAREA
0001" by Isokj.ng up the obtained nobile ID "MS09011111111" as the key in

| ocati on regi stration
Location matching server 70 abstracts the authentication ID

contained in this particular signal and the shop ID after receiving the
15 location match request signal which is transmitted from credit server
30. Then location matching server 70 obtains the corresponding
mobile station ID "MS09011111111" by looking up the abstracted
authentication ID "CTF1122" as the key in mobile station ID database
73 denoted in Fig.5 (Step Sa 6).
20 : Then location matching server 70 obtains the corresponding
location registration area ID "AREA 0001" by looking up the obtained
(. mobile ID "MSO09011111111" as the key in location registration
database 74 denoted in Fig.6 (Step Sa 7). In other words, mobile
station 50 denoted by the mobile station ID "MS09011111111" exists
25  within the location registration area denoted in the location
registration area ID "AREA0001.
Then location matching server 70 searches for the base station. .
ID of base station 61 which forms the radio cell where mobile station
50 exists by designating the mobile station ID "MS09011111111" by
30 accessing into mobile station 62 which corresponds to the obtained
location registration area ID "AREAQ001" (Step Sa 8).
Switching station 62 responds to this inquiry and obtains the

corresponding base station ID "BS0001" by looking up the mobile



dat abase 74 denoted in Fig.6 (Step Sa 7). In other words, nobile station
50 denoted by the nobile station I D "M509011111111" exists 25 within th

| ocation registration area denoted in the location registrati ol 4r 841 ﬂ]ﬂ'k
" AREA0001 F0362/668% | ocati on matching server 70 searches for the base
stati-on. |1D of base station 61 which fornms the radio cell where nobile
station 50 exists by designating the nobile station ID "MS09011111111" by
30 accessing into nobile station 62 vvhigh corresponds to the obtained

| ocation registration area | D "AREA000 (Step Sa 8). Switching station 62
r esponds taiatilwinsIDnd\{IiSrOﬁOelrld 1061 &r rtbasﬁgﬂatalbrbryemﬂdamgnba*s}ﬁngt atiwoexr | D

" BSO001" h b 4 FQ362/3084 16 station ID
"MB090111 A islt nfg’eéﬂ?éhafaéggﬂiﬂtﬁotéﬁ?% £€Hmn 1%@ P58 %)Z tt?WIéIOEey in
the area datdchatl §tAeMP620ra s mit O Bgrtflﬁleﬁab%e std188hn I@"%& ¢9LRg o3t at i on

62 transmts the obtained base station ID to | ocation I ng server 70,
t hen | ocatm®WhTEg@l¢|rngr 36r then 10cadoni mesching Stopr B BacdB)es ith@relpocat i on
mat chi B9 sgf X 70 obtains the corresponding base station ID "BS0001 by
| ooki ng up 4 né shop I D "SHOPOOA " received fromcredit server 30 in Step

Sa 5 as the key THemshepalieaahaohimiatsahase 7P cﬂﬁﬁ@ﬁﬁdhbncgf&spon(cﬁh%p Sa
11). 10 Then |l ocati on_mat chi n(ﬁ server 70 matches the base station |

"BS0001" DASEettAtP T o 'En QRN ng stlarkeme 62p vibeh shre BRséSEQAPPEA LD
"BS000! " rpbt Alaest oy clre.@h' G vEP 3i0Ni SRR Isac Ly 4s%hs Oggﬁtjﬁ%glr?ﬁégéﬁen Sa

12). In this case, both base station IDs are out cone
of the nademabase 25 atambied 1115Fil'g’1én(3t@@a$adri)natch| ng server 70 transmits

t he cphcl usi on t |on rratch accord to _credit
sler veﬂ?BO (St eptxgl% hé‘l)ﬂa“?ﬁ! Chl%%v V50 ef‘?a&;ﬁg 3@&5'% ﬁé?ltt‘PBa{lﬁ
based uporiBSO00 Iresddetived faonmwlhtc\ldmgfsm/aﬁmr egel inddtHeSbape Seatidh. Iber e,

t he user gst the-utilization of credit is. recognized as a proper
user, andgsﬁg) i tobﬁa%nﬁg REdgosing &R fe Sc!'d%?cll‘ll%f}téﬂ“cﬁattaﬁéSPo‘b%t(lSéﬁPnat ch

i's Sa 12). In this case, both base station IDs are "BS0001", and the
outcome of the match is "accord. "
15 Then location matching server 70 transmits the conclusion that
this location match has ended up in accord to credit server 30 (Step Sa
13).
Credit server 30 performs user authentication based upon the
result of a match which was received (Step Sa 14). Here, the user
- 20 requesting the ntilization of credit is. recognized as a proper user, and
credit can be used since the conclusion of the location match is
accord.
Then credit server 30 notifies CAT terminal 20 that credit can
be used (Step Sa 153). CAT terminal 20 shows this on the display to the.
25  clerk after receiving the notice (Step Sa 16), then the process
terminates.
{1.1.3] Modification Examples of the First Embodiment
In the first embodiment mentioned above, a cellular telephone
like a PDC was used as mobile station 50. However, it is not so
30 limited, and a simplified portable telephone such as a PHS (Personal
Handyphone System) can be used too.
The case in which a simplified portable telephone network is

used as mobile telephone network 60 by utilizing a simplified cellular



accord. Then credit server 30 notifies CAT termnal 20 that credit can be
used (Step Sa 15). CAT term nal 20 shows this on the display to the. 25
clerk after receiving the notice (Step Sa 16), then the process

t er mi nat esFO36R/3083] Modi fication. Exanples ..of the First EnbggpinBgi P304t he

first enbodi ment nentioned above, a cellular tel ephone I|ike a PDC was used
as nobile station 50. However, it is not so 30 limted, and a sinplified
portabl e tel ephone such as a PHS (Per sonal Handyphone System can be used

too. The case in which a sinplified poﬂ?abl e tel ephone network is wused as

nobi | e t el epbphenoaiswablikOstitisn 501 & Bgp PaisdPhédclagekcel | ul ar FO0362/ 3084
01 OL,6 20 17 telephone as nobile station 50 is explained hereafter. Base

station 61 of th%a%fF rﬁﬁﬂilpmeélc@fItbleaiﬂméllémibw@lhléﬂWIkeph@mmfawwd( ocel |

which is s | eII f IIuI eph e

nenti oned a ove ang??ﬁgﬂs% CH e ] fglrl\%t ethSHS nd'ia ?e‘:?ﬂ a%% Eﬁ?ﬁlon of
its own Orteﬂdfqeh@mmsteanmrhaSDSme@mdﬂm:l ablohver, mchrahmm‘sl trmélshigmwﬁi l'ul ar
telepkr:gnec . brates the electrlc field strenth of the signals which are
transnPt t SBAFER B Bassl stapIon ofsits 8oy tBés‘é’%ﬁtaﬂé’rﬁlﬁl &ha dtores

the el ect rdmefﬂmﬂdsmersq 19ficdt BB AR R HIRAR (ot d&@ﬁeb@&%é{]@t'on

| D contained in these 10 rticular signals as correspon to each other.
Her eaf t er ,fiekkstrength rqfcthfel glghads r\?éhg:tfhawdrfmﬂenhas@ fsmmtaqxiurﬁllsyomﬁd li ke

this int r ele nevm eref rrned to a ctric
field st Sglrrlr %@antgabggf Sal cr)lga |on rﬁ’lsn 8\P df1 égni)trrf’ggiha? alD
dat abase thbe E7gadist eadenfcdl agat i thie rbeglestsltzambﬁnmlatﬁhﬂsmadﬂr im thdsk 4 as
denot base station ID of two of base stations 61 which

10 ..
ate f&steﬂalr&‘& %&tSIEBa A& SORETSBHY INge tar gaCh DP e heHgrealties, tdeween

t hese twoe@a@ﬁlét@élldoaﬁc%tﬁrﬁnémé qphs%ssfaqifs&sr@)@%f& ik eLoely oh el
within this area |ID database 77. Also, the shop ID each shop an 20the

area | D ofsimpdifipéaceHelarditaleniiend ovslli ba o¢farned ptarzta clkatrishfield
' strength data.

Also, location matching server 70 comprises area ID database
15 77 instead of location registration database 74 in Fig.4 as denoted in
Fig.10. The base station ID of two of base stations 61 which are
installed next to each othér and the area ID of the area in between
these two base stations 61 are stored as corresponding to each other
within this area ID database 77. Also, the shop ID of each shop and
20 ..the.area ID of the area including the location of this particular .shop
are stored as corresponding to each other within shop location
database 75 denoted in the same figure.
Next, the operations are explained referring to the sequence
denoted in Fig. 11.
25 This figure is different from Fig.9 in that Steps Sb 7~Sb 12 are
executed in addition to Steps Sa 7~Sa 12.

In other words, .location matching . server. 70 . calls the
simplified cellular telephone whose location is to be checked by
utilizing the control channel in Step Sb 7 and transmits the request

30 signal to request electric field strength data stored in this simplified
cellular telephone.
To call the simplified cellular telephone, a telephone number

of this particular telephone is necessary for location matching server

-



are stored as corresponding to each other within shop |ocation database 75
denoted in the sane figure. Next, the operations are explained referring to
t he sequence denoted in Fig. 11. 25 This figure is different fromFig-9 in
that StepF(S62/70&b 12 are executed in addition to Steps Sa 7-Sa{l2 v 2004
other words, . location matching -.server . 70 ..calls the sinplifi'ed

cel lul ar tel ephone whose |ocation is to be checked by wutilizing the
control channel in Step Sb 7 and transm’tts the request 30 signal to request

electric field strength data stored in"this sinplified cellular telephone.
To cal |l ty® ganplg fiiedpalelss] but tthiephanes datt ahbphbby refieheing ob thei s
particul ar tel ephone is necessary_for |ocation natching server. F0362/3084 (
-1 -, f--pumber jfolbpwing WS duff ngt hmotilocatadionyd D HenAspehe

det erm n.e(Qiﬂ%ﬁfl]i;f?é@F:%]{l\??% g%f{bgod}umgsefl%lcla(?mm 1d®e Phetpeqobile station

| D denoti ng Si | ul ar tel ephone whose location is to be
checked. Then t Aéepr dbesproowsss moves e Shtep8,Stand, tamal gheplsimipdaficd

cellular telephone refers to its.stored electric.field strength data after
recei v ng cf’hé‘l?"r“é EPHOLE aftlgr?ré%tlfsoﬁé eélb%ﬁa‘é",mﬁn{ie?a‘gé?rreé{:gtt@ ‘?@\B” A% ctric
field strepgdivifigt nd rafuidie sigmuigesénebaetr iagokviee! snst nBRGR ts Oty 0Of

this. Then the sinplified cellular tel ephone transmts tw sets of 10 the

abst r act eglegtetn ficddf sispagth dadatfisoanthetYropsasy sleaiatchisld seewath 70 in
Step Sb Q,.Lgcghlon matching server 70 abstracts two base station IDs
contained in two sets of the electric field strength data received from
the sinplified Tdlehutlne sielpphedecalldlobital apshdrite tcarsmegpordingety @d 15 | D
se, 77.in Ste

b Io(léin it up as the key in area |D datab Sb 10 Next ,
ocatiOn fat ek g tled dlpc e ol FEepett AR aboaRA IR BARATRB 45 Y0k ng
up the shgp inDSteHEBOPOV received fromcredit server 30 as the key in
shop |l ocation database 75 in Step Sb 11. ‘
Location matching server 70 abstracts two base station IDs
contained in two sets of the electric field strength data received from
the simplified cellular telephone and obtains the corresponding area
15 ID by looking it up as the key in area ID database 77 in Step Sb 10.
Next, location matching server 70 obtains the corresponding
area ID by looking up the shop ID "SHOPOOO1" received from credit
server 30 as the key in shop location database 75 in Step Sb 11.
Then in Step Sb 12, location matching server 70 matches the
. 20 area ID denoting the location of the simplified cellular telephone

which was obtained in Step Sb 10 with the area ID denoting the shop

P

location which was obtained in Step Sb 11.
Authentication is executed by detecting the location of mobile
station 50 possessed by the user and matching the location of this
25 mobile station 50 with the shop location where credit is used. Thus,
according to the first embodiment of the present invention, an
“authentication . process can -be carried .out without 1mposing. any
burden on the user.
Also, in regard to the process of detecting the location of
30 mobile station 50, the network does this independently without the
user being aware; therefore, even in the case that a third person
fraudulently obtains credit card 10 and uses it, authentication can be

carried out without the person being aware.



Then in Step Sb 12, l|ocation matching server 70 matches the 20 area ID
denoting the, location of the sinplified cellular tel ephone which was

obtained in Steg Sb 10 with the area ID denoting the shop |ocation which
was obt ai f@d0¥30& ep Sb It. Authentication is executed by det fe i A ‘-tﬂfm
| ocation of nobile station 50 possessed by the user and matchi ni; ‘f’ﬁ]a

| ocation of this 25 nobile station 50 with the shop | ocation where credit
is used. Thus, according to the first odi nent of the present invention,
an authentication. process can be carried out wthout inposing . any
burden on [dh&] Sseend Ambodimengégard to the process of detecting the

| ocation of 30 Ile stati 5 Kk e IS In ndent |y
wi t hout the usé\;@@éi ﬁbﬁ "%V\é/é)?lerb; %Hgﬁ)gﬁgﬁg&v@\%eﬁ ?nﬁf%ste%nca gggﬁgltona ¥hird

person freagdsinat|y obtains credit card 10 and uses it, authentication can
be carried out _w.thout the tperson bei ng aware. F0362/3084 19 01 O LT 2004

[1.21 Second Enﬁﬁ&iih%nt“’r%xt irtthe eélél&‘?)ﬁll’d“%%odpnemhléf‘ t Hélepr B&éWTk
| nventy Onihée?&a@érﬁug%@mml elhkeelémiéﬁ;ﬁttﬁ%mﬂﬁ{ﬁg%d&m ffe sBEongt wor k

5 i ndependently detetts the location o e nobi station, 1n the second

enbodi ment ot ilooeet (o ledatnobidfensttal ¢ enas0ni §0 detdateete b yaauseet’s

operation which is the i.nitiati.ve in detecting t l,ocat.i on. }n other
oo de. | CnePPEtapnowhift ibihe ettt B 8T el OFe d SERT AR nlf SRE o
awar e of iord}0 thtrietagbnabt méthigdepstatiipbe @f dtacatd ophiet aad ngeriig the

second enbodinent is explained. Mbile station 50 transmits the |ocation
det ect i on2P@dGexft 1t- sj gnal which requests | ocation detection to |ocation

{(gtcwmg server gidQ yhia¢f ﬁ@b?ﬁﬁlﬁyﬁé%@%{:i@@ﬁ|(?et%E?itoixPTn|the sBcbRgpoNse

the 15 specified operations carried out by a user. This location

det ect i onembeligwintsisgreplaised ecei ved at base station 61 first after being
transmtted frogy moRL! ¢t ' 96 BhnsHRIS SAAUIQA o TPLMREDY NG uest

signal which requests location detection to location matching server
70 which contains its own mobile station ID, in response to the
15 specified operations carried out by a user. This location detection
request signal is received at base station 61 first after being
transmitted from mobile station 50. Base station 61 forwards the
received location detection request signal after adding the base
station ID of its own to location matching server 70 during this
20 . process.
In addition to the mobile station ID of mobile station 50, the
location detection request signal ends up containing the base station
ID of base station 61 which forms the radio cell in which this
particular mobile station 50 exists. Consequently, location matching
25 server 70 can determine which mobile station 50 exists in which radio
cell of base station 61, by referring to the mobile station ID and the
base station ID contained .in the received location detection request .
signal, and location detection for mobile station 50 is thus executed.
Next, the configuration of the second embodiment is
30 explained.
Fig.12 is the block diagram showing the configuration of
location matching server 70 in the second embodiment. In the same

figure, explanations regarding the identical structure elements to



received | ocation detection request signal after adding the base station
ID of its own to location matching server 70 during this 20 process. In
addition to the nobile station ID of nobile station 50, the |ocation

det ect i on FB8§&48984 si gnal ends up containing the base station W azm;e
station 61 which forns the radio cell in which this particular r'f
station 50 exists. Consequently, location matching 25 server 70 can

determ ne which nobile station 50 exi sﬁ& in which radio cell of base
station 61, by referring to the nobile“station ID and the base station ID
cont ai ned Ipnatihe méehv@wmfat7©nnd@1€eétrsbr¢mb@¢1msnt dengned ,inafdgl4ocati on
detectlonf m)bll ati Olsthsexc Nex t confi ation
of the secd Cr’rt?t%’] Freeq:’it 31@”1 gf) e)?ﬁrf%ﬂ Red ! 'F 5 ‘?‘i”o sdtgjﬁelﬂﬁi oék’r’ag%’t[ﬁ

show ng t hgeaonf Fggmati on of | ocation matching server 70 in the second

enbodi ment. In the sane fiqure, explanations regard| ng the identical
structure el emerilis $er EOBeaTEm Ot @n‘UerOUkl 2917 b"cétﬁféhelﬂrhfminn@eserver

70 11 §he e i slmBRBARETEN %?golta@qn il B 4y N kqﬁ?%&@a LAY 1808 dke

el enents w1l noted by ITke s e second

enbodi mentregestodtédni dathbgsd 274 .s mmﬁejsehecdumnlbhetmﬁ fdagistraepbodiamnt in
Fig.14 in.that it is not eq ed with Jon e z)ratlon dat ase 74.
This s bitAiascrstan SiRceihelpaetion AbHoDHIE thkiteabary derpee

| ocation @ftiliPkig enstRica®ib dAUeiscidBheed fee Y sighall Waiigd meriﬂﬁ%ﬁh@@
detection request signal which is transmtted fromnobile station 50 as

ment i oned fE@BVIBOLAE Madipn pEbrs sentaeneh adOVet t he second enbodi nent is
diffefgnt fromyy Es fnmtxeesrmfa%n?@tof thd Qéé%ﬁﬁ'eexﬁbﬁﬁﬁﬁggg%%f?é JJRoi | e

station 50, which s not shown, generates t Iocat i on detection Tequest
si gnal by frovrthe o pslr emibod i mand xnhéaprtbgnamrpsoaqmqapexf mbutaaszmms this

Lo, acet 190, TN TR Sa1Y ShaF HRalFibe, BPELAATE Aot by ote
signal by user’s operation, and the program 1s equipped to transmits
this to location matching server 70.
15 | Next, operations of the second embodiment are explained
referring to the sequence denoted in Fig.13.

The second embodiment denoted in Fig.13 is different from the
first embodiment denoted in Fig.9 in that Steps Sc 6~Sc 8 are
performed as the new processes, and Step Sc 9 is performed instead of

- 20  Steps Sa 6~9 of the first embodiment.

Mobile station 50 accepts the input operation for location
detection by user at Step Sc 6 denoted in Fig.13. This operation can
be executed, for instance, by having the user press numeric pads
equipped on the operation unit of mobile station 50 to input the

25 specified numbers which stand for the command for location detection
or equipping the exclusive key for location detection which the user
presses on the operation unit.

Once the operations mentioned above are accepted, the process
moves to Step Sc 7, and mobile station 50 transmits the location

30 detection request signal which contains the mobile station ID of its
own and requests location detection to location matching server 70.
Then location matching server 70 receives this request signal with the

base station ID of base station 61 which relayed this location



The second enbodi nent denoted in Fig.13 is different fromthe first
enbodi nent denoted in Fig.9 in that Steps Sc 6-Sc 8 are perforned as the
new processes, and Step Sc 9 is perfornmed instead of 20 Steps Sa 6-9 of

the first mmgodogent. Mbile station 50 accepts the input opeﬁatrpnﬁ ﬁﬂ
| ocation detection by user at Step Sc 6 denoted in Fig.13. TRi & ©pér f'on

can be executed, for instance, by having the user press nuneric pads
equi pped on the operation unit of nobile station 50 to input the 25
speci fi ed nunbers which stand for the ébmuand f or Iocation detection or

equi PPi NG ddiEcAYR! Hxjuesy keyndDhrcehll 99 MERRBLLAM MY eh the user  presses

on the operation he operations nenti one ove are accepted,
the process novigsen rboateanmquhmrgdscmtnrl @0 sitbastt t a0t s A et martd e tssatiloa

| ocation Ode nre S h cont.ains.the nobi]e station ID
of its OM tél? g’taes Iggaa&‘?’&niﬁe?’é% tEFq‘Hé{&H SACKEPBNdsCEEOTer 70.
Then | ocatrbqraegratsqghmg SR \Webrd thesel W@ﬁntnh'[ﬁerEGM%%tatéﬁgﬂ?éa W £ hplehe
base station ID of "base station 61 which rel ayed t | ocat1 on F0362/ 3084

21 debecthomorpgulkab & gﬂaldealtoﬁa@rﬁéoﬁtc@ssﬁe‘?m i oned above Then | ocati on
mat chi ng server t he .base stgtion | D

fromthe recei vedtq g?g%ﬁﬁ gtfrm(ggSLfv%LzétregF%%ﬁ ?]?i%clogflblrpé‘sqaﬁe

wi thin theegesigppted ar (SaepfSthE i pregeeys Woi Shep SO0k, dpaoiind riseStep Sc
8. After location matching server 70 receives the Iocatron mat ch request

signal at S&tepndd stored rir“o&}e"e Qs Sipiseed faghion h‘é Bk oWt at 188 1 D
stored inphhe scwmse mrrtelaensﬁit fle%mri’@ea Sforrerﬁgtc?ﬂﬁlgn d?@%%c%ftﬂrd ¥t ID

read out is utilized f mat ching wt | ocati
tf ansdtt i dme $roppagticat ébﬂseatlitcrsﬁépllsc 8 has al ready been execut ed when

P otions TsYep S0SMAOGRILNY FBLEN NG AEH WBh o5 (0 8L1ES malifedp0at ! on

mat ch request rom ¢r edi server was"” exec

mat chi ng “Elﬂ:rm/hcrcaIOomenaatrCMmgckeh-her I7@ca:tdeomwfthﬂulolchercﬁ1t atatol &yupstt his.

15 Hovvever tqefporxgcg?csdiltSsgr%tcrngﬁeasaasr Ielx)écreli(ee u Ilgcétt;:)rsl g{adt%rhmlgn
server 70 determined the location of mobile station 50 by this.

15 However, the process i5s not necessarily executed in this order. In
other words, the processes of Steps Sc 6~Sc 8 are event processes
corresponding to the user’s operation; therefore, there could be a case
when the processes Sc 6~Sc 8 are executed after the process of Step
Sc 5 has been executed. In this case, location matching server 70

20  waits until the location detection request signal is stored .at Step Sc 8
after receiving the location match request signal and storing it at Step

(- Sc 5. In any case, location matching server 70 proceeds to the
process of the next Step Sc 9 as the processes of both Step Sc 6~Sc 8
and Step Sc 5 have been executed.

25 In the second embodiment, the location detection processes are
executed by a user’s operation to request location detection. Hence,
location information regarding the user will not be notified. to. the
network without the user’s intent.

[{1.3]Third Embodiment

30 Next, the third embodiment of the present invention will be
explained.

Mobile station 50 detects the location of its own utilizing GPS

(Global Positioning System) in the third embodiment.



ot her words, the processes of Steps Sc 6-Sc 8 are event processes
corresponding to the user's operation; therefore, there could be a case
when the processes Sc 6-Sc 8 are executed after the process of Step Sc 5
has been eXB6dB8 In this case, |ocation matching server 70 20 m@in Eptil
the |l ocation detection request signal is stored-at S-tep Sc ) tafltielr 0
receiving the location match request signal and storing it at Step Sc 5.
In any case, |ocation matching server %9 proceeds to the process of the

next Step Sc 9 as the processes of both“Step Sc 6-Sc 8 and Step Sc 5 have
been executed. Z5glhdtibe bbodndizgizodisiewing hee lcondigwntiat eftmobile

processes are executed by user's operation to request |ocation
det ect i on.St#eR8e ‘P&gﬁttl%dﬁ‘?ieﬁ’iﬁb?ﬁlr’d?? h regarding the user will not be

notified to, therpdehWRr Kmodigintt §6n SR 115 thi¥ § ure[ils_%HfEE'&ﬁei di ment
30 Next, the third enbodi nent of the present 1nvention w e explained.

Mobi | e st dhkeofir50 edebedimenhanl dbat i GRSofrec¢ptaawd Oft rhidztimger G £:@ oball
Posi ti gni ) S?;st(gnbli n,the third enbodi nent, F0362/ 308& 01: vT2004 22
Fi g- 14%1 s HBPREE A4 AR5 LRAWPTASRETE dHRESAPRL P o11O6F S idbii e MEMRTYon 50

in the thiwiicanfaoglbaehotddevithin tnierbedmpantr dted in this figure is
different from the first enbodinent in that GPS receptor 50f and tiner 50g

are 5 equi pped ORd d§CPBLY: ? OhcrBNUF Fhan ATUGRAM AN 3tTsceation £ itnory
which is ngy ﬁetﬁéqv%tt?hﬂsmﬁéacﬂwt@ﬁﬁ el FAS WECHPILhorHe I ses

an antenna an reception circurt, and radio waves transmtte rom GPS
satel |l iteanhirebeivedot denoted are received. 10 Locati on neasuring program

_.t»oref in the nory.is trée §{noggramto caltculﬁlte the | atitude and,the
llongi t0de whi ch LGN $he™ RS REME PTOE #Bbi 11878 at P o RS 0MARYY ulfortEhe dat a
cont ai ned pirogidie to 2dil Gu My e ewha i hu dPSIndeekption Hhide eeRicleShow the

M croconputer 50b _detects the laocation of nobile station 50 hy activating
this | ocat?eaiion of mobile station 50 based upon the data contained’ in the
radio waves which GPS receptor 50f receives. Microcomputer 50b
detects the location of mobile station 50 by activating this location
15 measuring program after receiving radio waves from GPS satellite by
activating GPS receptor 50f. 1In this case, timer 50g is utilized to
keep track of the time when radio waves are received by GPS receptor
50f.
Also, location matching server 70 in the third embodiment is
- 20. ..not equipped with location registration database .74 as the second
embodiment denoted in Fig.10 because the location registration data
( is unnecessary since mobile station 50 detects the location of its own
by GPS as mentioned above.
Also, shop location database 75 of location matching server 70
25 stores the latitude and longitude data which corresponds to the shop
ID to indicate the shop location denoted by this particular shop ID as
. ...denoted in Fig.15 because the location calculated by mobile station 50
is expressed in latitude and longitude as mentioned above, and the
identical expressions need to be utilized to match the location of this
30 mobile station 50 with the location of the shop.
Next, the operations of the third embodiment will be explained
referring to the sequence denoted in Fig.16.

The third embodiment denoted in Fig.16 is different from the



15 nmeasuring program after receiving radio waves from GPS satellite by
activating GPS receptor 50f. In this case, tinmer 50g is utilized to keep
track of the tine when radi o waves are received by GPS receptﬂt?“r3 50f. Al so,

| ocat i on nEO3AAIG4server 70 in the third enbodi ment is 20.- thdt 0&€dulflhed
with location registration database-.74 as the second enbodi nent denoted in
Fig.10 because the location registration data is unnecessary since nobile
station 50 detects the location of its_own by GPS as nentioned above.

Al so, shop | ocation database 75 of Iocé’(gi on matching server 70 25 stores

the |atit uflestaradnbedignénde aattadwin CRiLOr i esppndsStepst Ba Fhap 1D 4
I ndi cate the shop | ocat ié)n denoted by this particular shop ID as .-denoted
in Fig. 15 PYLeEmEd instead ofa1ieps 2al’cWaaldd by nobile station. 5.0 is

expressed in |atgtudgrand 1.,@a¢ . ' Ve ] . tical
expr essi ons needFtro be ut’i i ze tfo?ﬁrtrglﬁlclﬁeg#e@gg%??gﬁ %’P%f%i éﬁ?ﬁ‘b" ile
station 5Gpeictifiedhdyl oceditoseofert B8 blgoptilidxt, théecopabatdisndl ahkle third
enbodi pent, Wi || . ai ne referring to the sequeni:e denoted in Fig. 16.

be expl d
The t hPr d 'SHiH Horf CddAGAEAN FG4U)SHETR | Eo@HF3tor URAAI & bin (TR EU36AR3084 A
| D C 120Q4cd8onli rai carhadi ARmildpaisd S0 Mo Qon! Matbiih oSt EPFe S8 7 - Sd
a

11 are performed instead of Steps Sa 7-Sa  12. First of all, location

mat chi ng SEilaes 7 tedsphonppiyabst 2 srobiespeation ed0pybudr st cser ber 30 by
utilizing d ' | GR,@6quj Sk tion
request si%ﬁngfﬁ?@)éég uggt%}jt}ﬁﬁeg Iatg)célg?o&nqrﬁﬁﬁﬂcg?ﬁ %lirpoqﬁﬁfge ygt [ %tstéﬁ,

| ocati on maokHenstasianmyéP @Onotingl mmds i@ stali ephdhe whicheis tfe mbhete oFt ati on

0, b this can be determned by referring to the nunmeral part follow ng
?I\/S g@ tngca%ﬁicﬁj%teg?’é’t“i'on | D denoting nobile station 50, which is the

obj ect of 10 | guadi efbiies eciiion. 5Thede Ny t£&1i%t MaveR BAnkRGAIUEE JAdi O
waves transmtted from_at |east three GPS satellites by activating GPS

recept or B0f1&Afd tRfERe R 2sSatgelitet Y i dngatGDR oecarspr| 80§t ardon 50

based upoORenerates the location information on mobile station 50 based upon
the above mentioned radio wave by activating location measuring
15 program at Step Sd 8. More specifically, the identification
information on each GPS satellite and the time when these particular
radio waves were transmitted are contained in the radio waves
transmitted from GPS satellite. Mobile station 50 keeps track of the
time when these radio waves were received by utilizing timer 50g and
20 calculates the distance between GPS satellite which transmitted these
particular radio waves and mobile station 50 from the difference
- between the time when these particular radio waves were transmitted
and the time of their reception. Processes like these are executed for
radio waves transmitted from at least 3 GPS satellites, and the
25 distance between these GPS satellites and the radio waves which were
transmitted is calculated by this. On the other hand, the location
- information is .taken into .account by calculating the latitude and
longitude of the location apart by each calculated distance from the
existing locations of each GPS satellite since the existing locations of

30 each GPS location are already known.
The process moves to Step Sd 9 after the location information
on mobile station 50 was generated, and mobile station 50 transmits

the generated location information to location matching server 70.



t he above nentioned radi o wave by activating |ocation nmeasuring 15 program
at Step Sd 8. Mre specifically, the identification information on each
GPS satellite and the time when these particular radio vvavegme,— 2004
transm tt dfd362/80&ontained in the radio waves transmitted fr '
satellite. Mbile station 50 keeps track of the tinme when these radio
waves were received by utilizing timer 50g and 20 cal cul ates the distance
bet ween GPS satellite which transm tteﬂbt hese particular radio waves and

nmobil e station 50 fromthe difference etween the time when these
particul ar radi @matesoMrsrehandnsotatiod mandhimg seirwer 0f0 1beks dpcd i on.
Processes |i ke these are executed for radio waves transnmtted from at

| east 3 GPBORARWhichshag heamgeoni vaids fraqB L sdi huserY ehédeatpBeske 61 t es
and the rgﬂbph%wmwma\aﬁge 79 apg totbffgm gl cUbts g,o@mlhg' Sdaf@ the

ot her hand, e location ormation is. en |nto account
cal cul ati mggalfdengatﬁ'uetladetualwdandl dogeiudie of Stthle Jdda&ti on apart by each

cal cul at ed di st cefromthe isting locatigps of ach atellite
since The existi rli’ﬁ | LAY 8‘?3 Eb“%aéﬁ"ffds ?@ca‘flr"‘ tci‘ir 269 Rown.

The procesgfdfavAsoh e xPrepsSd i fdiardd had o6akit@ael aiftﬂwatvla@nremveﬁbl le
station 50 was generated, and npbile station 50 transmits the generated

| ocati on EH¥Br#@adisnstas19mc ekt hnkatitidegand  \aargitnde pirdeopbtygacdibyocT
2004 24 ﬁ&;%ﬁlggeebhﬁf '@12 ?LHSi}td;& bARE 07y B Sst%r V§E1 10 '%F%ry&r E'aﬂ shop

| D whi ch n"receil romecre |t server e key in
| ocation database 7S foltPdl walibhretioar deslprmdhmgpdast%s rtegaeﬂomag thhe

atit nd | e at St d 10. 5 The ocat t chi n ver

(ot oS B i el 68 e e R, Bibadln ReCBEhile 3 iRBas0a e o fhtge whi cn
was recei veshtidd de wolhihetisd abierabdd anirbh rlaatgkat; ude yaate Ire@grdmeasdaha

obt ai ned by | ooking up in shop |location database 75 in Step Sd 11. An

error canit r as a result of GPS calibration during this process;

therefore, if 19pube gl %ir%@?ﬁolﬂeél’\@%ah% 4 0GR AN 1ﬁfpﬂmlé's||§3ec§at@sté Q% S0 and
the shop location is within the tolerable error range, they are regarded
as in ac@drydin the third embodiment, and the precision of user authentication

15 improves as well since the precision of location match improves by

this.
[1.4] Fourth Embodiment

Next, the fourth embodiment of the present invention will be
explained.

20 : Portable CAT terminal 21 which can be carried by clerk or
loaded onto a business vehicle is utilized in the fourth embodiment
without utilizing CAT terminal 20 which is installed in the shop on a
fixed basts. In other words, location matching server 70 detects not
only the location of mobile station 50 carried by the user but also the

25 location of portable CAT terminal 21 then matches with the locations
of each other.

First of ali, the configuration.of the.fourth embodiment will be
explained.
Fig.17 is a block diagram showing the configuration of the

30 entire system of the fourth embodiment.

The fourth embodiment denoted in this figure is different from
the first embodiment denoted in Fig.1l in that CAT terminal 21 1is

stored within mobile telephone network 60. CAT terminal 21 is



Thus, the precision of |ocation detection inproves because of GPS in the
third enbodi ment, and the precision of user authentication 15 inproves as
wel | since the precision of location match inproves by this. [1.4] Fourth
Enbodi mentFORE¥B084 he fourth enbodi ment of the present inventi dh{wQli Bellé
expl ai ned. 20 Portable CAT term nal 21 which can be carried by clerk or

| oaded onto a business vehicle is utilized in the fourth enbodi nent

wi thout utilizing CAT termnal 20 which.is installed in the shop on a
fixed basis. In other words, |ocation tching server 70 detects not only
t he | ocat iegquippedrobithea staali d oro B waEckhtwh Hyn¢henyusesr whilkt bal exoptdieeds

I ti f t abl Tt 1 nal 21 then .match, ith the | ' f
cach ot nenah 1441 GfePrms; B G GIHUERLR for ke cTth A BiodOrane wi ||

be expl aippeslile FieJepHoné Snét wil1RC60dh AAT @MFAIROWeRE ok Re4 0 VY IflHF8FM@RgOf the
30 entire systemof the fourth enbodi nent. The fourth enbodi nent denoted in

this figuradicscapfmenatign ormthibas of stagtorefibodi nent denoted in Fig.1 in

o AT L B RO DR SRR AP P, S

communi cateanifalnziion, as will be explained I|ater, and perforns data
communi cation with credi.t server nobi.l e teleﬁgﬁﬁe network 60 and

30 vyi.a
CAFI S network 464y 1§5ErH8p -ang_dcpaa?% 1o fithinf & Eol? rpasdrefatfEn 61. 5
Fig. 18 i$idt bérﬁslsdthemqmﬁﬂ @gawepapr@nﬂg;i][saéqerbgéd %Iteéda][(ﬁ‘ Rk 21.

CAT term nal 21 denoted in this figure is differéent fromthe first
enbodi mencommuniatiemi pagarconnett¢d wiih ppA&F ISnaedwdréf 4hdy cormheni cati on

bart ST ESabd L TRk 0ds S b T PP R e
net work 661 of cellular telephone network 60.

Also, ID memory 213 stores identification information
(referred to as terminal ID hereinafter) to specify each CAT terminal
21 instead of the shop ID. This terminal ID is utilized to detect the

15 location of CAT terminal 21.

Location matching server 70 in the fourth embodiment is not
equipped with shop location database 75 as the first embodiment
because what location matching server 70 detects is not a shop whose
location is fixed but the location of mobile CAT terminal 21; therefore,

-20. shop location database 75 is unnecessary.

The mechanism of location matching server 70 for detecting
the location of CAT terminal 21 is as follows.

Cat terminal 21 transmits the credit utilization request signal
containing the terminal ID of its own to credit server 30 after

25 accepting the credit utilization request by user. This credit
utilization request signal is received by base station 61 first after
being transmitted from.mobile station 50, but base station 61 forwards
the received credit utilization request signal after adding the base
station ID of its own to credit server 30 during this process. The

30 base station ID of base station 61 which forms the radio cell in which
this terminal 21 exists will be contained in the credit utilization

request signal in addition to the terminal ID of CAT terminal 21 by
this.



Al'so, ID nmenory 213 stores identification information (referred to as

termnal ID hereinafter) to specify each CAT termnal 21 instead of the

shop ID. T |Sg’é§%{n nal IDis utilized to detect the 15 location of CAT
[

t erm nal on matching server 70 in the fourth enbodi

equi pped with shop | ocation database 75 as the first enbodi nent* b@eéug@‘
what | ocation matching server 70 detects is not a shop whose location is
fixed but the | ocation of nobile CAT tefm nal 21; therefore, 20. shop

| ocati on database 75 is unnecessary. The nmechani sm of | ocation matching

server 70 for ddildétteaminghdD) ééﬁt'ih(?nbéﬂéﬁﬁﬂﬁérlr@n&i; will ibe desesiieds. Cat
term nal ?f%)zérf AR Tol wat 8€d Goeclac it H&%gbﬁgfse?%ﬁgg ﬁiogm'redﬁogh%é‘} ng the

t er m nal its own to credit server ter accepting fhe Credit
utilizati &d. reHwﬂsb Hycasien. nldtchicg edirvent 70 i zat idenermouesth sl lgnalAT s

recei ved b bas ation 61 'Lrs after being transmtted from bile
art ondsthempna PhotnSts orishin theatddioacolit AE whRS Fabe ctation i M a i on
requess SIrgfaln@g tgrepRAdi NG niikal tm@ andt BhsORtARoAl IDES ATt & ShEdhE
server 30 during this grocess The 30 base station ID of base station 61

whi ch for g dw@rnaap@t & byi exediitehg thei eontgphipiar@m. exi sts will be

contained in th ed u ' LONn _¢r e n in- i,tion.to,the
termnal 1D of @&?ﬁt erl]éﬁ: ngbg%ﬁl%g kfn Zﬂg gék}g r%o%bb(?rai&%%ﬁ-ngqNbfG Thi s
ternm nal kRpanidedhey baﬁe&rsﬁgtbahelﬁqmm déndleddmsmg ed | Ther foar

forwarded tqQ | pcation, matc ver_. 70 from dit server 30. Hence,
| ocation frift RpMerdigots cl n @éﬁerfhgwéc whi ¢ feat etl;fﬁfrhaf hey 53t s

(i t hi 1o t heitRsliign Al he%téf&ﬂllﬁth@elﬁt@taltosu@k lg)é 5~5ef gr iid @ Lk fR@se
termnal | Ds and base station I|Ds. T terminal 21 determ nes this by

execut i ngiRyi€28dHt $ AP Brolyr 2 Sm@RtSe i Ad sopercartpdriastgad pé Stepra 11.
embodi ment s wi |y bEyy EXALBEAC e §E£GPRNG ! Gitdie rBEOHRACnEEN L e N Fl 0.
(6] enot e

19. The fourth di ment in this figure. fferent Tfromthe
first 10 endotithemtredonst sdgral EigeroCAT tthemistle@d Sen3ngeés 4har eredecut ed

utilization request signal to credit server 30. This credit utilization
15 request signal contains the terminal ID of CAT terminal 21 as
mentioned above.
Then base station 61 adds the base station ID stored within
itself to the received credit utilization request signal in Step Se 3.
Then base station 61 transmits the credit utilization request
20 signal to which the base station ID was added to the credit server 30
via mobile telephone network 60 and CAFIS network 40, then credit
server 30 receives this in Step Se 4.
Also, though credit server 30 transmits the location match
request signal to location matching server 70, the location match
25 request signal is transmitted along with the terminal ID contained in
the credit utilization request signal received in Step Se 4 and the base
. .station ID during this process.in Step Se 7..
On the other hand, once location matching server 70 receives
the location match- request signal, it abstracts the terminal ID
30 contained in the location match request signal and the base station ID,
and stores these as corresponding to each other in the memory which
is not denoted in Step Se 8. The terminal ID and the base station ID

stored during this process are read out by location matching server 70



instead of Step Sa 2, and Step Se 14 is executed instead of Step Sa 11. In
ot her words, base station 61 first receives this credit utilization request
signal after CAT terminal 21 transmts the credit wutilization ry egFT 2004
si gnal to Bi3di308%erver 30. This credit utilization 15 request 5
contains the termnal 1D of CAT termnal 21 as nentioned above. Then base
station 61 adds the base station ID stored within itself to the received
credit utilization request signal in p Se 3. Then base station 61
transmts the credit utilization reque 20 signal to which the base
station | Dmbhmadiled wiohtthe baedistatsenvid dadotisig thelioketibel ephrobileet wor k
60 and CAFI S .networ k 40, hen credit server 30 receives this in Step Se 4.
Al so, thoudRtop {nHfPe?edd transmits the Iocation match request si gnal
to location mat CI"Hé“%éﬁﬁMﬁrcz?xp be BBt QcalE POy TRICAT 2orhBAHESY RiGRal 1S
transmtted along wwth the terminal 1D contained in the credlt utilization
request siagnahdrigcehg dduirph Stmhodumangnlienbe, base awhenitiontidr dami bg t hi s
proc. e s Se..7. On.the o hand, e l.ocati t chi server
Pecei v dhs b §AarTikn A Ao BT, I 7 Eng B BT i el T 0
30 cont a| mads] FiftAeE meodti@ncmat ch request si gnal and the base station |ID,
and stores these_as corresponding to each other in the nenory which 1is not
denoted i n Step NSt thenbifthr pinhadimpnief the PE&EIdt HiVedHi19D witloped
during thigs ﬁ)éﬂl% gss are read out by location matching server 70 F0362/ 3084
al OCT 2DIE / and matched with the base station ID denoting the |ocation
of m)bl l e stat iTdre mrpnsSt@b t8e ffth Thmbbdcmteindnisc arsebeauldhteatiettieuen if

mn oy roy in fourth enbodi hence,
the |caaheon B3 Ee g ﬂlécsoy fecet\é T6n HREEH: oﬁnafmcer“nﬁcﬁalmf‘%cénd
mobi | e st ghiroha$el. by[uhlSlmFg fci[dft:tEGbDﬁlrr[t&[ﬁy Next, the fifth enbodi nent of
the present i nvgg,lgl on w || expl ai nel(?lze‘léh gur ose of the fifth

embodi ment is u e'él‘}llﬁ%tﬁf’?‘é%ﬁ yisu ner must be specified.
For instance, the owner of electronic money is specified by storing the

identification information of electronic money and its owner as a pair
15 within mobile station 50.

However, if-a third person with fraudulent intent obtains the
identification information of the proper owner and the balance of the
electronic money which that proper owner has, there is a possibility of
that person being able to utilize the electronic money by pretending to

20 be the proper owner. User authentication. is executed.so as to

prevent this type of misuse beforehand in the fifth embodiment.

Ko

First of all, the configuration of the fifth embodiment will be
explained.
Fig.20 is the block diagram showing the configuration of the
25 entire system of the fifth embodiment. With regard to the identical
configuration elements to the first embodiment in this figure,
explanations will.be omitted by putting the same marks as Fig.1.
The fifth embodiment denoted in this figure 1s different from
the first embodiment in that electronic money receiving terminal 80 is
30 equipped instead of CAT terminal 20, and money server 90 is equipped
instead of credit server 30. Also, the user utilizes electronic money
which is stored within mobile station 50; hence, he does not have to

possess credit card 10 as in the first embodiment.



10 when nobile 50 stores el ectronic noney, and the user nmakes purchases by
utilizing electronic noney. Wien electronic noney is utilized, its owner
nmust be specified. For instance, the owner of electronic noney is

speci fi edfygsiqaui ng the identification information of electronic noney

and its owner as a pair 15 within nobile station 50. However, {i{- %r;rgmm
person with fraudulent intent obtains the identification infornatlon of

t he proper owner and the. bal ance of the electronlc noney whi ch t hat
proper owner has, there is a p033|b|I|%@' that person being able to

utilize the el eEﬂémbﬁlm&%mc?yr@é@tveﬂgl l‘tgnimaIOS@elst e coprmpeicanioar. User
authentication. is executed . so as to prevent this type of &sxgﬁ
bef or ehandedminahev high hs enbiadlerbin eagihy %h%faﬂéh IS CoRRECSS M3Lh Sof the

fifth embodi ”Enl%n ofﬂlts eqecg@qlé'[ﬂ?)ﬂe ﬁ’e%e?@n#gsttﬁ?ﬁlf f?ﬁkc@'r@&h@@; $hew ”ﬁ

the confi Bu k14l entire yst emo enbodi nent .
regard tochhgnifintiedl unitondi garﬁurmondedaen:@mmlnum(mathenf iwigh étmt)vdonent in

this figure, explanations w.lL mtted by, . put es nme, mar ks as.
Fig.l.5. mat?h@l&.&%fﬁﬂén@@divﬁ%np’g&% REW R Qg ‘i;u?lgb‘ AAFEPERE from
the first enbopi BRNtiHe 1Dh e BbLF W RIUIC s (OX8Y HEGRbYI I éﬁ&ﬁbﬂﬂio;ﬁ@nls 30
equi pped |nstead of CAT term nal” 20, and noney server 90 is equj pped

i nst ead ofwhirhdittissirseeted0.thal eperathen uydt 193 iC2eEK &P eRRFBHF Cltmbhey

which is stored wt. enge, L have kg

possess c?&ﬂﬂ? céVleg as |H??h Q%IrstﬁgﬁﬁgdpﬁEﬁ? Fg%§2/ 84 01 ¢ 1'Cc1

2 0 0 4 28omkth@fidadiv unidnéyr ewﬁwnrrgmcarem data 80 biestransmuithgdi caendn
termnal WhIChIS staIIe n each onn ted JAFELS

het wor& ’1’ﬁ|r§°§l ’(’)‘Hi“cm A SF%&%?% 83’ é‘lc rlsé u['ﬁel’

conmuni cagbRiroiiNithesO. PErfHY NtHdka m[mumecagbeﬂsvmbtyh b@ﬁﬂtrnalflgS thaitchi ng

server 70 via CAFIS network 40 and nobile tel gghone network 60, the ID

menory whelietsemicesmPREYsHEEeI BN ERBIBRL S Y nhagnREFeRed Shien RIAPELY, t he
operation, yn tn & efe i hx&rﬁa}DP@{ fi e gotodstn%m dhSpi18Ystdbidn 50. denot e

sever al types of nessages, I nfrared
Money server 31 is the server which is installed in the bank

15 where the user has the account and is equipped with the function to
keep track of the account balance and the balance of the electronic
money stored within mobile station 50.

Next, the configuration of mobile station 50 in the fifth
embodiment will be explained by referring to Fig.21.

20. : The fifth embodiment in this figure is different. from the first
embodiment in that it comprises SRAM (Static Random Access
Memory) 50h which stores electronic money by receiving electric
supply from the back up electric current source which is not denoted
and infrared transceiver 50i which transmits and receives infrared

25 signals corresponding to data denoting electronic money.

The electronic money stored in SRAM 50h, as will be
.described later on, is transmitted from location matching server 70 via

mobile telephone network 60.
The purpose of infrared tramsceiver 50i is to perform radio

30 communication with electronic money receiving terminal 80
mentioned above in accordance with, for instance, IrDA, Home RF

(Home Radio Frequency), Blue Tooth (registered trademark) and so

forth.



comuni cation unit for electronic noney data to be transmtted to and 10 be
received fromnobile station 50 by infrared and the control unit to
control these. The clerk sells the goods by confirmng that electronic
nmoney recegigdgNgodser m nal 80 has accepted the proper anount eheetgm@
noney for the goods from nobile station 50. Mney server 31 is'the’s er
which is installed in the bank 15 where the user has the account and is
equi pped with the function to keep track of the account bal ance and the
bal ance of the electronic nmoney store? within nobile station 50. Next, the

configuration ofyJmbihe é&@ﬁlgaﬂaégnl @f thendy fsehve®igodiinept avplaiked

expl ai ned by referring to Fig. . -20-- The fifth enbodinent in this
figure isbdi fdferemtg- for &ng tQRe f| rst enmbodi nent in that | t corrprl ses SRAM
(Static Random Access | ch stores n

recei ving eIectP&%“egdBHW§rf?@n??ﬁ@r55ékCBB”3P85?4t gnsg%?gﬁﬂmhlch

i's not dengtied? apge  AhtAAE Hrianneebuer 950k hidh Cﬂiltéfcﬁd’lﬁrmdts éngher agei ves
infrared 25 si gnal s corresponding to data denoting el ectronic noney. The

el ect roni clemotey isttbiedigureSRAM 50h, as will be ..de.scrib.ed . later on,
s Lransm tted (o) 36aban TSl Bl NGRS rtzgoxbanemg{eg?;@afseeone

Biban R

network 60. The pose furaredtran cel ve Is to ormradio 30
comuni catwioh @\AFmseifﬂmdr&M@ amingye ceasnuhivptien womatol80ircment i ditdd above
in accordance with, for ins anguency)

B o oot hofainitisien 1hlcehapsstoRty dath rrpm g abms guaf, fcd S8HE "5

Next, the conbigyrsdtion7of a iONAYLSRY VEIiGP 50 bia A BXS! wétweskk kY srfierring
-0 Flg 22. Money server 90 conprises conmunication unit 91, control wunit

2; ub@r d@@bﬁaéehaﬂuaﬁunBUEOQQGWhlch i nterconnects these as 5 denoted in
this figure. d&fﬁh?ﬁg%ﬂ&& ﬁl%n‘eweﬁdpneaﬁarm%' ngd BbatiAce wth

CAFI S netvvork4 e communl tion control circuit. This
the cntlre money server 90

Each user’s "name", "mobile station ID" of mobile station 50

possessed by one particular user, "balance of electronic money"” stored

15 in that mobile station 50 and "account balance"” of that user are stored
as corresponding to each other in user database 93 as denoted in the
format diagram in Fig.23.

Control unit 92 keeps track of the balance of electronic money
corresponding to each vser and the account balance by referring to

20 this user database 93.

Next, the operations of the fifth embodiment of the above
mentioned configuration will be explained in order of (1) Issue of
Electronic Money and (2) Utilization of Electronic Money.

(1) Issue of Electronic Money
25 The operation will be explained by example of issuing
electronic money of ¥1,000 to mobile station 50 corresponding to the
_mobile station ID "MS09011111111" by referring to the sequence.
denoted in Fig.24 hereafter.

First of all, the user performs the key operations to request the

30 issue of electronic money of ¥1,000 by utilizing operation unit 50e of
mobile station 50. For instance, operation unit 50e 1s equipped with
the exclusive key to prompt the issue of electronic money, and the

user inputs the number "1,000" by pressing numeric pads after



communi cation unit 91 perfornms data communi cation with |ocation matching
server 70 and nobile station 50 via CAFIS network 40 and 10 nobile

t el ephone network 60. Control unit 92 conprises CPU, ROM and RAM and
controls FK0i3628084 re noney server 90 Each user's "nane", "nobile %tﬁtfj,,o@

| D' of nobile station 50 possessed by one particul ar user, "bal amck ofi 2004
el ectroni c noney" stored 15 in that nobile station 50 and "account

bal ance" of that user are stored as cogéespondi ng to each other in user

dat abase 93 as denoted in the fornmat agramin Fig.23. Control unit 92
keeps traqkeetinghehbalexdasdie degct r Mulsilaonayiorc F0 espends Nthd aaach user
and the account balance by referring to 20 this user database 93. Next,
the oper atNeRbo8edikiy PPEEMIBABJIA TRSPOSE tonhiada\EP $bAvi oned

configuration wieds bl ddtdn! 30 eaﬁ§rm?§£§§%)erb§§9® £ld (REshiAN e Mney

and (2) Utilization ectroni c Money. ' ssue of Electronic ney 25
The oper atriegnewi Isigioel éaplthienessuzy odxalqpiteooic mesnd ng Stepedfrdni ¢ Thomney of

x1,000_.to nobile st.ati . L ndi ng .t o e bile station LD

" MB09031. 149 11813.‘1E1°Gyﬁ3e$8§ﬁgﬂdﬁg?tlﬂz %Jdash@&.str%bmsgdav tHiegdata

her eaf t er .deniotflg OfhedlrequebedisahoRnat f 6F NEsule flsey e RAFahi ONw oln@ y esuest
the 30 issue of electronic nnneg of x1,000 by utilizing operation unit 50e

of nobil e¥:@@P oAaTETONtRING 1R AREeredPhettatigdal unit 50e is equi pped with

t he exclusive k t r S f e Il , d user

I nputs the nunbg%ln "ﬁ’,"'go"gﬂ%yhg?‘elés‘?‘lr‘?g” ur?e%?%t p%gsgg{?ggysm@ngégghle 30

pressi ng tshitosxdD UM E@ Si0ay.1 1Ml I' easd athicone e sded epineutnteo Abeyee fuent i oned
stati,on 50

SR ST e ORI T
el ectroni geg®rey (h¥ RRueSfeqdlest Bignab fopkiléarshid indond P (SMPHFL3411111"  of
nobi |l e station 50 and the data dengting.the requested anount of 1ssue for
el ectroni c none money server 90 looks up the abstracted mobile ID
"MS09011111111" as the key in user database 93 and determines
whether electronic money can be issued or not by confirming if the
15 account balance corresponding to this particular ID is equal to or
above the requested amount of issue for electronic money (Step Sf 4).
In this case, the account balancé corresponding to the mobile station
ID "MS09011111111" is "¥10,000", and since it is above "¥1,000"
which is the requested amount of issue for electronic money, it is
20. determined that electronic money can be issued.
Then while money server 90 subtracts "¥1,000" which is the
requested amount of issue for electronic money from "¥10,000" which
is the account balance, it adds this "¥1,000" to the electronic money
balance (Step Sf 5). The account balance in user database 93
25 denoted in Fig.23 is changed from "¥1,0000" to "¥9,000", and the
electronic money balance is changed from "¥0" to "¥1,000" by this.
Then..money. server.. 90 transmits the electronic money
registration notice regarding the electronic money of "¥1,000" which
was registered with the mobile station 50 denoted by mobile station
30 ID "MS09011111111" to location matching server 70 (Step Sf 6).
Location matching server 70 transmits the data denoting the

electronic money of "¥1,000" to the mobile station 50 denoted by

mobile station ID "MS0S011111111" as it receives the electronic



"Y1, 000" are contained in this request signal. On the other hand, noney
server 90 abstracts the nobile station ID "MsS0901.1111111" and the
request ed anount of issue for 10 electronic noney of "Y1,000" fromthis
request sikfisal/3884er it has received the issue request signal for%.i 0oT 9
el ectronic noney (Step Sf 3). Then noney server 90 |ooks up th i 2004
abstracted nobile ID "MS09011111111" as the key in user database 93 and
determ nes whether el ectronic noney cgp be issued or not by confirmng if

the 15 account bal ance corresponding to this particular IDis equal to or
above t he megepstedstaanontnofice Suep fSfr 7l ectronic noney (Step Sf 4), In

this case, the count. bal ance correspanding to th bile station_ ID
"MB09011111111" THE gy, ﬁea?]‘&tbqfﬁég)dir?g?’s"%‘_{)dgéng#ﬁ d53OURRI &P i s the
request ed 4EPYBLiOTmbRSYE f 0% 1 DEPL I ANE G rAON@Y dhta ijf SRAMISHE! Nitagd t hat
el ectronic noney can be’ issued. Then while noney server 90 subtracts

"Y1, 000" whedgiroicgss liermimafgést ed anount of issue for electronic noney from
"Y10, 0Q0" which, i h l.apce, it.a is "Y1,000" to,t.he

el ectronic rmne}t '%5% acﬁ%%?%%ﬁgé @\‘%t g&ctﬁ"lﬁgémaglg%ﬁ%? ‘g%lfl;én?% ?%Suu%derm

dat abase HIepBfdenat gk hbote @xAples Mhraifgrd sf dorarmfhe@0QAt dlect®hiR00",
and the electronic npney balance is cpanéggd from"YO to "'Y1l 000" hy
this. ThéRehBhépnnot b isspedodys 4pdark0h Hendy BQAnShs e %isnd) Hregdfiasr at i on

notice regapgiiBgstatitfn 5CREL P GoRPOMoREy Jin POO'h MG a, VBiPe f 8FeSt €1 ed
with the nobile station 50 denoted by nobilé station 30 ID™"M09011111111"

to | ocati @ropeschémgisdever 70 (Step Sf 6). Location matching server 70

Q,'ran_sga'r}]t géﬁg%Sf}%gt%}e}lﬂQ%ﬂg?Ffr%%icEl‘\ldg(ﬁte oni ¢ noney of "Y1,000" to the nobile

stati eno e statron tD "MS09011111111" as it receives
the el ectroni c Fi382/BO&pevatio@s oF pufhasibpobdlb ynapreeningd¥ OO atuton
notice (Step

Genot | ng HGhecF BEEFUTIS ey P61 IvR0BOGIOFFY 18 BOGAT REvtianas v eHam soh,
then the pRrogAssné®bY reXle@hin gbtd th¥asqdehes Mdivdctihat Feg @Gt roni c noney
could be issued_in )

First of all, the user performs the key operation to spend

15 electronic money by utilizing operation unit 50¢ of mobile station 50
at the shop corresponding to the shop ID "SHOPOO1." For instance,
operation unit 50e is equipped with the exclusive key to prompt the
utilization of electronic money, and the user presses this exclusive
key. Mobile station 50 accepts the key operation of the user in

20 response to this (Step Sg 1).

Then mobile station 50 transmits the request signal for
electronic money utilization from infrared transceiver 50i to
electronic money receiving terminal 80 (Step Sg 2). This request
signal for electronic money utilization contains the mobile station ID

25 "MS09011111111" of mobile station 50 and the data denoting the
electronic money balance "¥1,000" which is stored in SRAM 50h.

Electronic money receiving terminal 80 abstracts the mobile .
station ID "MS09011111111" and the electronic money balance
"¥1,000" from the received request signal for electronic money

30 utilization (Step Sg 3).

Then as the requested amount "¥100" for electronic money

utilization is fed into electronic money receiving terminal 80 by the

clerk, electronic money receiving terminal 80 accepts this input



Step Sf 4 in the above exanple, but if it is determned that electronic
noney cannot be issued due to |ack of fund, noney server 90 notifies
nobi | e stglt&%g/gg that el ectronic noney cannot be issued, then the process

t erm nat est Utilization of Electronic Money Next, the o 1a®iq)n§g(§8f
pur chasi ng goods by spending Yl OO out of the electronlc noney of "Y1 "
stored in nobile station 50 will be explained by referring to the sequence
denoted in Fig.25. First of all, the ggser perforns the key operation to

spend 15 el ectronic_noney by utilizing operation
SPation SOPSIALe SEOF CORILaHI AECED PRdCtmopal B0 ek pem WheshEr

I nstance, thepﬁétﬂtéﬁedumou%@efms eEIQHterF?ﬁQ wotnftyt heilgxsliBal Ye B%w O pr onpt
the wutilizati of el ectroni c noney, he user presses this exclusive

key. Mbbi legusd oi tdw: SI@ caroEst B omigy tkegpn@pedtartmerth@s precesséBtem S2d).

h h h
T anal Tor el octghi B CRbRay ST TOat T T kR aFEd § FARBsbiser bl o

el ect reni GuIRBEY chERR Fd steyignablto &R qudsephe SutRE ntithition equdst ussi gnal
for electronic noney utilization contains the mybile station ID 25
"MS090111Fthq 18 weh%ﬁp|l@1%taﬁ16ﬁtreelam0t%tadPaaH@ﬁoﬂaﬁaht%“éY%t roni ¢

money bal anregidy, @go 2 Zhlé Sa@ﬂh%'h@?cdt?ols%ﬂtﬁafm signal con'-%h?&§rﬂﬂéc

noney. recel Vi ng te abstracts the nobll st'ation
" V5090111 1dbile statignt H2 "ME6PLdMILE1 bhe ynldaﬂh@n@l@ctmnm_c m@@my‘f balandre

Then a5t g Irdeatachnbihe “GSheRH &, TR En RecoalS YAE, ROEDIRS, O

Then as th es tH ontc honey tion is
fed ingo elseropPonilc gottey I Demeinvi 1g term naI 80 by the clerk, electronic

noney receiving,termnal 80. ac ts t ut F0362/3084 0 1f 29 0
4 32 operation. Ui dequsiied nﬁﬂ’é’@”ﬁ'teég’lrw L"g"p HRPH nZOnsd c‘b‘h'ﬂ??g’s"%& her
the requegisgdaaiRung ftl@é £l @it A fo AORRY gt | biggalli @aridg baliowppscenqual to
the electronic m)neé ‘a ance during this process (Ste Sg 4). Then

g

el ectroni desBrey reBethamgther FEAUPSBO! t PAHEM T sTehe lecirdnic” money

utilization is below or equal to the electronic money balance or not

15 should be confirmed by location matching server 70. Although this
has already been confirmed by electronic money receiving terminal 80
in the above mentioned Step Sg 4, another confirmation is requested
from location matching server 70 to make certain that the electronic
money on the mobile station 50 side is not rewritten falsely.

20 Location matching server 70 matches the location of mobile
station 50 with the location of the transaction-shop based upon the
mobile station ID "MS09011111111" and the shop ID "SHOPOO1" like
in the first embodiment after receiving the authentication request
signal (Step Sg 6).

25 Specifically, location matching server 70 obtains the
corresponding location registration area ID by abstracting the mobile

_.station ID "MSO09011111111" from the authentication request signal
and looking up this one as the key in location registration database 74.
Furthermore, location matching server 70 obtains the base station ID

30 of base station 61 which forms the radio cell in which mobile station
50 corresponding to the mobile station ID "MS09011111111" exists by
accessing into switching station 62 corresponding to the obtained

location registration area [D. Location matching server 70 obtains



5 aut hentication request signal to request the authentication of the user
who is wishing to utilize electronic noney to |ocation matching server 70
(Step Sg 5). This authentication request signal contains the nobile
station | DFO3BG®841 111111 " and the el ectronic noney bal ance "Y1, 000"

whi ch were abstracted in Step Sg 3, and the shop ID 10 " SHOBOPIOT 2(5¢

| D nenory. The requested anount for electronic noney utilization is
contained in the authentication requesﬁgsignal during this process because

whet her the requested anmount for electronic noney wutilization is below or
equal to tthe elcgeespmidingniEascadt@nom ofDndty Iwadtiogl dipeticonshoped by

| ocation n; i server, 70. Al though this as_al ready been confirmed by
el ect r oni m&ggﬁ}lec | ?li’mdstcé’r“rli?ﬂhelcp% tﬂi‘:rfl'{tﬂ_‘é”%&%" _ﬁﬂFBﬁbal%‘E‘élpaég 4,
anot her comki k&dRtinoghé s 16€aHORt 88tatiase b 0adhisoni MR RFoselyer TReh O mMake
certain that the electronic noney on the nobile station 50 side Is not

rewitten lpgpeginymapohingcsgives HhnHichgs S8ehss €70 apinc FRsreded vEdcfavimon of

nobi | e statd on. 5 it e laocat i f t tione based upon the
mobi | 655t o niey * b P21y 85 Re 838 s hBu I O RF L bR ARG ¥R The.
first enmbddismyp laddonrdaebyiand st heAauhheploiagtitonirespiesgarde@nal id St ep
Sg 6). 25 Specificglg%j l,ocation matching server 70 obtains the

cor r espondiSR§TH dat POPHlegi Sty AR% GASEr @t DByt 4BQERERY t he nobil e

station ID. " '\/Sqtegjfﬁélc;ﬂ{#%n;esf b®MolcARi A herhi g8l 1J 84U tmat oAl and

-l ooking up this one as the key in |ocation registration database 74.
Furt her noserveincali detemmurasngvhethar the oisgaicated hempagd stHA®Gh for 30 of

base spati v?i [ TH ; ?ﬁ i -kgbi ' jJ.e _station 50
or etBanding s nisae tRiERehCE PefThte gl it B3 B ssfp i B lises
accessi ng danawasi9Bchif myost pticame S DT dStes ndi)ng §petifecoliyaiioedtidmocat i on
regi stration ﬁtea | D. Lg@g@ion natchbn?bser¥er 70 3@%sins F0362/3084 0 1 U
U 20« 3EACHINE SETESE AN G TBULES JPAT PARCT RRP MOBIERRG thE THRE LERRIF 1 D
" SHOPOOI " myé ¢ Ibal $n €0 BbAleRpdniding 16 1dut hanticaddd DD iseealtSbgdovds the
key in shog | ocati on dat abase 75 along with this process. Then .
the requested amount of utilization or not by looking up the mobile
15 station ID "MS09011111111" as the key in user database 93 denoted in
Fig.23. At this point, the electronic money balance is "¥1,000"
which is above the requested amount "¥100" for utilization as denoted
in Fig.23; therefore, it is regarded as feasible.
. Then location matching server 70 transmits the authentication
20 notice that the user authentication has been executed to electronic
0 money receiving terminal 80 (Step Sg 8).
This authentication notice contains the data denoting mobile station
ID "09011111111" and the requested amount "¥100" for utilization.
On the other hand, as electronic money receiving terminal 80

25 receives the authentication notice, it denotes that matter on the

display unit (Step Sg 9). The clerk sells goods by referring to this

display unit and executes the operation to display the end. of the.. .. .

transaction.
In response to this, electronic money receiving terminal 80
30 transmits the transaction termination notice to location matching
server 70 (Step Sg 10). The transaction termination notice contains
data denoting the mobile station ID "09011111111" and the utilized

amount "¥100."



| ocation matching server 70 matches the base station ID received fromb5
swtching station 62 with the base station ID obtained by looking it up in
shop | ocation database 75. At this point, it will be regarded as in accord
by "BS001"F#$23634 he case in the first enbodi ment. As the out {p \ﬁg fnn

| ocation match accord, |ocation matching server 70 determ nes % e‘FU
request ed anmount "x100" for 10 electronic noney utilization is feasible or
not by accessing into user database 93?2f noney server 90 (Step Sg 7).

Specifically, location matching server 70 determ nes this based upon :
whet her the el edtoaation mmaeghbe ascevenr rfdspdodwagdd o thhi strparsaiceidmar 1D
I's equal to or above the re]%uested ano i1 ' '

?f utilization or not by | ooking
Up the moBerRinERgh o B B MBSO £t Bt @ lerrackiv g, Tt S IasoS 2iat Abace 03
denoted in Fi g.2ferAndd¥ys seeiét 90 h‘éc@l\?&drt‘%' ¢rdmAYi el i@ P nhsio a<1 000"

whi ch is above the requested anobunt "Y100" for utilization as enote I n
Fi g. 23; tatédearié rene wsstheegan tbads asofehsn biser dﬁhebnﬂeo@&unamsunmm (1)

2t hondi cAPFonER” Sebnt Brecat BT Bl ATE. ortd) FASAER FHGM o nal 80

(Step Sg @lecitbinsc aui&r&rylll@@ltaln@ﬂ a1, 000CoRbat ek drftengdata dﬁeotmaglr@bl le
station |ID "09011111111" and_the requested anount "kI100" for wutilization.

On the ot BéRtigaNdP "9 0 ddidddh Vithhe s cdriabiget 23 wematedomEigetdi ves

t he aut he fdanat [ t
(Step Sg g;ﬁ&g{]ee&g?lgﬁ@cy i)aoods gént ?té’r“% P Hﬂ:h igssg al;?}\huzplt and

execut es. "0B811bpei bt aon Cth@naledpﬂan%ég%@" end. of. the transaction. In
respopge to this, el elﬁgnggt gcmr}e)é rege Vi n[%BttErnéﬂlgn Ov@%%f%ra&erg%lt th he

trans Ction terminati OR ROtice to oca
10) . The twlairkachaloss t &r pequadstomno nohangecwhbalcmectrdatca @enely ngalaie enobil e
station I D "09011 11111" gnd the utili.zed a%éj‘ﬁ)]r ‘#100.," FO0362/3084 0 1 O

L" 1 2 Ulfog)rc‘fpgg et ithR mepds Sipdep iR 4"t e TR HHAdei on
term nati @acA19bh GRatchimRNEMveerAe(S D Bfst e8) recei vi ng it (Step Sg I 1).

Location matching server 70 transmits the data denoting the

15 electronic money of "¥900" to mobile station 50 as it receives the
change request signal (Step Sg 14).

Mobile station 50 rewrites the electronic money data of
"¥1,000" stored in SRAM 50h to "¥900" and terminates the process
after denoting this matter on display unit 50d (Step Sg 15).

20 . The case when the outcome of location match accorded in Step
Sg 6 was explained in the above example, but if they do not accord,
location matching server 70 transmits a notice that the client might be
false to electronic money receiving terminal 80, then the process
terminates.

25 The case that electronic money utilization was feasible in Step
Sg 7 was explained in the above example, but if it is determined that
electronic. money utilization is impossible for .the lack .of .the
electronic money balance, money server 90 notifies to electronic
money receiving terminal 80 that electronic money cannot be utilized,

30 then the process terminates.

User authentication is executed by detecting the location of
mobile station 50 in which electronic money is stored and matching

the location of this mobile station 50 with the location of the



After noney server 90 received the transaction term nation notice, it
renews the contents stored in user database 93 in response to 5 this (Step
Sg 12). Specifically, "Y100" is subtracted fromthe electronic noney
bal ance " YEQIQEDZgorresponding to the nobile station ID "090#1#{1111"

e

W thin user database 93 denoted in Fig.23. The electronic no Hal afidé

corresponding to the nobile station ID "09011111111" is changed to "Y900".
10 Then noney server 90 transm ts" the _change request signal which nakes a
request to change the electronic m)ney35al ance corresponding to the nobile

station | DraR99dildd shlolp tike" tWRQOthé @ fok@Cailti @annafeChix¥@ used VeFitHBut St ep
Sg 13). Location matching server 70 transmts the data denoting the 15

el ect r oni clmpREygod burdegorn the Wssfi e ~ station 50. as it receives the

change request sj L, (St 4) .- Mabi atjqn rew .t e
el ectronic mne?%gggoof EPE‘\P?Q%%%& fé%rée}g%io?\itl%%ﬂ %%g bteo%b(glga'Eghgor
t er m nat esintshen qur,0oedsstroafit etotenailie@idhi S ygedmer(rofierdedpliay asni ETE0d

(Step Sg 15). .20 - The case when the outcone of |ocation nmatch accorded in
Step 8g &'&t&af&khi ained in the above exanple, but if they do not accord,

| ocation mat chi ng SEEVAS 27814 &@NET &§masﬂgwiﬁgométc&mﬁﬁkmah Broffe Pe

false to electroni'c noney receiving tern nal , then the process
ter m nat esentp® Iysseongeharmhat ivhpptiednic Eddhey utilization was feasible in

Step Sg 7 was gxpl.ained:.in,the. above, e | ut 1.f 1t is. . determ ned
That ebect ron &S RsReRERptRi0T; i) Infy SURR ciptise mb PSR RA'EE
el ect r oni csOyomepibaltalegthonneyws ek vED, Sicatdd hfmasciiingekect40Ti0G EWaney

e pi BoodupRA riek a5 1a0isel 15k A EacE ForC ogebe ot saAEEiiace fhy ( ne

| ocation ofar, TOPC! e1Stedt 1 20 RO KeBpWMYatlk 8k egle @D &trBRIEYmbie§t PAEFhANd

matching the location of this m)glle station 50 with the location of the

F0362/ 3084to00# 135makidpsHetion-dhop TG kantering: 1dRefer dhesei plenrEBE

executed WLBOWY 100 which stores ETC module 130 and ETC server 120, then
the fee is paid by spending electronic money stored within mobile

15 station 50 by radio communication between ETC antenna 110 and ETC
module 130.

In other words, ETC network 100 is utilized in this system
instead of CAFIS network 40 denoted in Fig.20, ETC antenna 110 is
utilized instead of electronic money receiving terminal 80 and ETC

20 . .server 120 is utilized instead of money server 90.

Furthermore, ETC module 130 is ntilized in Fig.26 instead of
infrared transceiver 50i of mobile station 50 denoted in Fig.21.
Communication between mobile station 50 denoted in Fig.26 and ETC
module 130 can be performed by either cable or radio.

25 Authentication is executed in this type of configuration by
matching the location of mobile station 50 with the location of ETC
antenna 110 at the.toligate where the car loaded with mobile station.
50 and ETC module 130 passed through.

[1.6] Modifications

30 (1) The Relationship between the Conventional Art and Embodiments

The authentication system by matching the location of mobile
station 50 with the shop location (or CAT terminal 20) was adopted in

the above mentioned first~fifth embodiments instead of the



I mposi ng a burden on the user. The above nentioned fifth enbodi nent can be
applied to, for instance, electronic toll collection system(referred to

as ETC 5 hereafter). Fig.26 is a block diagram show ng the configuration

of the enF03@/¥gstem when it is applied to ETC. As denoted i §§ ﬂ({(@? gzmqre,
this system conprises nobile station 50, nobile tel ephone networ éLa :

| ocati on matching server 70, ETC 10 antenna 110 installed in a toll gate,

ETC nodul e 130 | oaded onto the car, ETgpserver 120 to keep track of the

el ectroni ¢ noney bal ance stored in noBPle station 50, ETC antenna 110 for

t hese pl usc&lnthensbr kauk@@nwhiacivrst aryese mTChwdwigniffreandndTC sgireer 120,
then the fee ifs pai d by spending_el ectronic noney stored within nobile 15
station 50'd5RtHAGRBCBonMRMDPEAL i on Y54t idenatdit1ant eithathao iy Evt@onabdul e

130. In ot . L Siptd:Liz i tihi ' ead of
CFI S net v Bt o PEmE e, Ut bRt Y o TR ma R P20
of el ectrodliso cwmeye reaaeiod noptt es nwadl. 8Dn antdieET@o0rdO, sbeveseA20hosis

utilized instead of ney server 90, Furthernore, ETC nodule 130 is.

Ut 11280 TFOEgtisg o NLATATURT SRISarta H anaBE; SEEnBORe of RioERE et at i on
50 denot ednimberia@. @dual, GANMEINtE8EmoRe batvean HoRiikgridhatd erReeRtdenpted in
Fig.26 and ETC nodule 130 can bgsé)erformed by either cable or radi'o. 25

Aut hent i cattibaing teieBintade iskakiAp type of configuration by matching the
ocaton, O, o0 etk Sh Wl o e il IR kA Rt e
passed t hraugtentidna] aMhainfti ceiowsys8On(like Thes.Rel at i onshi p bet ween t he
focat £ a0 opiedt Qi AP oGt SR IHAHE OGP Focat | on {or CAT torm nal 20)
was adopted in Wha abeventieafibaneché reakef wheh £rreditmenis iknsiqndyof the
F0362/3084 _0_1 CIL 12004 36 i . )

CAT terminal 20 at the shop in the above mentioned first~fourth
embodiments was explained, but this is not so limited, and can also be
applied, for instance, to user authentication for cashing service by

15 utilizing CD (Cash Dispenser). Furthermore, it can be applied to
user authentication of valuable cards or identification cards such as
cash cards and debit cards besides credit cards.

Also, this is not necessarily limited to user authentication of a
transaction by utilizing cards,.but in short, the present invention can

20 be adopted when user aunthentication is necessary in connection with
the transaction request by user. For example, the present invention
can be adopted even when cash is withdrawn at a bank window by
bringing a bankbook. In this case, the operation terminal installed in
the bank window is used instead of the above mentioned CAT terminal

25 20, the centralized computer to administer the fund shifting process
within the above mentioned bank is utilized instead of credit server 30,

. and the business network to. connect the above mentioned operation
terminal and the above mentioned centralized computer are used
instead of CAFIS network 40. User authentication becomes possible

30 by matching the location of mobile station 50 possessed by depositor
with the location of the above mentioned operation terminal by this.

The depositor no longer needs bring an identification seal; therefore,

the chance of losing the seal which is an important item decreases.



conventional authentication systemby signature and secret identification
nunber. Yet in addition to the conventional authentication system the
aut henticati on systemby |ocation nmatch also can be carried ou? s.wel | .
In other wWi383/308he user who is 5 requesting a transaction need ?oorﬁpﬂwi
the signature and the pin nunber as usual, but furthernore, user
authentication is executed by wutilizing this nobile station 50. The
preci sion of authentication inproves \r:g:ﬁe by utilizing the conventional

2

aut hentication systemlike this. 10 Content of Transaction Request by
User User @Gt kenteetivinoModet o CAFESwWAehwarkr 4di andaMphisde uEele phona€AT
term nal %Qe@go{){u?oshop in the above nentioned first-fourth enbodinents
was explainéed, but this is not so limted, and can also be applied, for

i nstance, to usdlomuiheirkiiat i oonfioctioastbong ezar vieliby sébvatt i 30 ziangi CD
(Cash Dispenser). Furthernore, it_can be appljed to wuser authentication of
val uabl e dRFAGOB MACMIPE] GTVER Ldr deSs Ut S481E cBknCEARASTIAR] GO car ds

besi deg crdivlorkads  arfl SRhotild Std1gpAoheNGEeFDRkI 160 1idM frRd {iPs USEF:
authentication of a transaction by utilizing cards, but in short, the
present ireehedioncrtsn ZOt hbeatlopradinmenodsesamiehefnri tegttaoaej slinectessary

in connectjion with the transactj r equlest user. FEaor examle, t
bresant 1 rooietbieh b bERTISRAN SO SN PYotR b0 (¥ pAIEReEr e W
w ndow by bybekapisige dibanbheoalk.isl Bot Biosliatised, ahd opfred icom nleet &i Nvila

installed ipn the bank wi pdow_is used |nstead of the above nentioned CAT
termnal 2hepnefywar %ﬁtﬂﬁ&4%@&%&@69%Pﬂfdﬁf‘é&fﬁrﬂﬁss%ﬂnwa%nd shifting

process With Mot HQoaLSY EuRIONEE RANKefwe Ut i | i zed instead of credit
server 30, "and.- the. business network to. connect the.. above .nmentioned.

operation terniGradiangenves afbvendndacrbnad memhialg zeerveanpil ewerce used
| nst ead Ofeﬁg‘i\%:lln%dngg ol r%?ebi+§e\ﬂ"ce§ufrh%ﬂgbﬁ%f%&?ﬁoﬁﬁgﬁ?ﬁ%ﬂ%e bglpt. by

mat chi ng t ocation no station possessed epositol " with the
| ocati on o¢hey kanabowaitwhts amedcopéigarationt.er mi nal by this. The depositor
no | onger needs bri nﬁ an identification seal; ther e%)r t he chagge of

| osi ng the seal WAi LRSfeResy Orgﬁ(gﬂrhnrlnaﬁ%lrﬂgdésglréﬁges. EB%GE?%E?S‘E faT

2004 15 functions of credit server 30 in the fourth embodiment. Since the
entire location matching server 70 which contains the functions of
mobile station 50, CAT terminal 21 and credit server 30 will be served
in mobile telephone network 60 in this case, each of these devices can
perform data communication via mobile telephone network 60.

20 Therefore, CAFIS network 40 is unnecessary in this case. Also,
instéad of having mobile station ID database 73, location registration
database 74 and shop location database 75 installed inside of location
matching server 70, the configuration of having these installed
outside of location matching server 70 is feasible too.

25 Also, allocation of function for money server 90 and location
matching server 70 in the fifth embodiment can be chosen accordingly
likewise. ..

(5) Main Unit to Retain the Area Data
Switching station 62 retained the area data in the first

30 embodiment, but it is not so limited, and a specific node within the
network also can retain this. For instance, base station 61 can retain
this, and location matching server 70 can inquire of every base station

61 contained within the location registration area in which mobile



37 (3) Connection Mde of CAFTS Network 40 and Mobile Tel ephone Network
60 Commruni cati on connection between credit server 30 and | ocation matching
server 70 was possible by connecting CAFIS 5 network 40 and nobile

t el ephone HeIOZGOR460 in the first-fifth enmbodi ments. Yet the conpection
node can be, for instance, direct connection between credit se ér@S@ am@
| ocati on matching server 70 by exclusive line, but it is not so limted,
and can be connected via other netmor?g such as fixed tel ephone networks

or internet. 10 (4) Allocation of Function to Each Server Credit server 30
and | ocat i Yativat ehiaxgssertheeargpdatze expl ai ned as separate devices in the

first-fourth enbqdi nents, but, they can.be.uni.ted as one caonfiguration. For
instance, |ocati _OWattélnsi WdHS%F\;EF S?ﬁn%éﬂe[g(grft'gﬁhcl’ﬁ’é)d}fg’f”ftunct i ons of
credit serqgrvaQationt be foxatidh ©HrediidRnéf PoritAet QAT FotmiLal 2gation
mat chi ng server 70 which contains the functions of nobile station 50, CAT

term nal 21 and thedpeatdepvel CIT wermingl dérway detactesbby euti Hizép B ohe

t 6Q.J.n thj , i > ner f t a.
Communfcatiin ThIRBETP, FEFMAL IR SRS S5 B BB 0ot or
40 i s unngcessaityed froim €AdasermAlddl]l innbtdadrdi ehebodignembiicewstvation 1D

dat abase 73, location registration datapase 74 and shop | ocati on database
75 i nst al HEdsi RS 48 BMITELanndnaPRAr es%%rm?e%urt&nésc@rﬁﬁaa?apfnon of

havi ng thefRetiishabt abb bt fadR Pl 0! AEahboNriBLANNS IS didtedQ t& theasible
too. 25 Also, allocation of function for noney server 90 and | ocation

mat chi ng deegepn7deteqtioneof (GAR terpdaphedtischesyblenogsen accordingly

Ckewi 56, (5 : : { ai A . . . i
et ai b2 the. ar dntdiianed (¥ febybhe B3R aRttd G ISl ERE
limted, afdCaTspeoihiat 2iosiemidiat onthtchee t wietlwin ideat stdn g ath er leftcaitio 4 lifs.  For

nstance, 85e A A 57 SR ot m s AT AR BT e 7
registratilgpa@baamialbcvihicCBe it 76 FI36@d 3084 ocation registration data of
' CAT terminal 21, and if switching station 62 retains the area data of
15 CAT terminal 21, the location of CAT terminal 21 can be detected by
this. Also, if CAT terminal 21 is served in the simplified cellular
telephone network, and communication takes place via this network,
location detection by utilizing the electric field strength of the signal
transmitted from base station 61 like the second embodiment is
.- 20 = possible as well..

Also, mobile station 50 includes location measuring function
utilized by GPS as in the third embodiment, and likewise, including
this measuring function by GPS in CAT terminal 21, and using this
function to detect locations are similarly possible.

25 The CAT terminal served within mobile telephone network 60
does not necessarily have to be portable, but the CAT terminal which
-is installed on the fixed basis can have the radio function by which
data communication takes place via mobile telephone network 60.
(7) Variation of Location Detection by GPS

30 Also, mobile station 50 executed location detection by GPS in
response to the location match request signal from location matching
server 70 in the third embodiment. Yet 1t 1s not so limited, and

mobile station 50 also can detect the location of its own by operating



38 01LILO,- 2004 station 50 exists the area data. Now, this will be the
sane in the fifth enbodinent. (6) Variation of Location Detection of
Portabl e CAT Term nal 21 The location of CAT term nal 21 was detected by
utilizing Fiss2/388pase station ID attached to the credit utilization request
signal transmtted from CAT termnal 21 in the fourth enbodi rrept'moyvezﬁe‘,
it is not so limted, and applying the sanme neasure as the | oca iI) LW
detection of nobile station 50 in the first-third enbodi ments to the

| ocati on detection of CAT terminal 21 P8 possible too. 10 For instance, the

networ k cappsnirtt &b rdgHeciq o he¢ho [ Iy €THY fm | ar

to the network i n@%et ecting jtheS%}(ng:sat it%nﬂgéf @ryobﬁ%rggoaisfoﬂr? g%gfinzn]atrﬁde first
enmbodi nenttransmalishidvis erlgsatign matchoegatseonendfdakag feeivstanze, riet tias t he

| ocati on rs%gi ?lér tgggidagl of CAT termnal 21, and if switching station 62
retains the area BF"15 CAT terninal 21, the location of CAT ternminal

21 can be det ectedohymobhiesstAioR, S0 falcAT &esdiitaal 1xhtién SR kedidm thyhe
sinplified_ cellular telephone network, and comuni cation takes place via

this netwdfkS in shatthard gabedimpnby Yot iitisi ngt speliaridedy jand ilecdtistr engt h
of the si trangm o] tiad | 61 | i t second. .enpodi ment
is 20 pogfs?:?hftéhgseag} %ﬁﬁgl Bs%,gkn%%?ﬁgss@atlegé éB icﬁc pl.?ggg %oc\g?tlhonnﬁw
measur i ng spentfiic arodest witihiednbyil@PSaason 130t dved toho b id e arbeplh oratne tang k

| i kewi se, jnclyding. this asyrin unction, by S in CAT term nal 21, and
usi ng t hi $0% éf?oﬁaklé’“dég‘e?@ﬂgl%%%“?’éﬁg HAof £ ATy IR ABEE} £aldeThe CAT

term nal seeves mgst&igpgmbjd goligl ephone network 60 does not necessarily
Eave to be portable, but the CAT termnal which is installed on the fixed

asi sl@an have &9 madancs.ubetq katipg. 6 Wik crauipped €dbnGil S adironctiges
by aps 30 “ATS s Fichey PRCERE RE R ROR: vl KR GRL B Btk S fp BT "
response by mienk afabi 6 Svmthahe meohidststaiigmad O fis gguippati withbod chiing
Server 70die'?cétri1§ntrpxgggur%rgbglgcihn%%t GPYSetre.clt":p{.osr 98%3&’ lloicrzptlioend’mgz?sduring
program. In other words, as mobile station 50 transmits the
15 measured value of GPS of its own to base station 61, GPS correction
unit of base station 61 corrects the received measured value of GPS
based upon the GPS calibration error of its own and transmits it to
location matching server 70. The precision of location detection
improves by correcting the measured value of GPS by D-GPS like this.
20 Also, mobile station 50 only is equipped with the function to
receive radio waves transmitied from GPS satellite, and the
calculation process to determine the location based upon the received
radio waves can be executed by the network. In other words, mobile
station 50 abstracts the data contained in these particular radio waves,
25 namely the identification information of GPS satellite and the time
when the radio waves were transmitted as it receives the radio waves
transmitted from GPS satellite and forwards this to base station 61
after adding the time when these particular radio waves were received.
Base station 61 determines the location of this mobile station 50
30 based upon the data received form the mobile station 50. The burden
of processes upon mobile station 50 can be decreased by this.

The above mentioned GPS variation of course can be adopted

when GPS is loaded onto CAT terminal 21 in the fourth embodiment.



nobil e station 50 al so can detect the location of its own by operating
F0362/3084 0 1 0 L- 1 2L G; 39 GPS receptor 50f in response to the key

oper ati ons b%/ user and transmts this to |ocation matching server 70 like,
for instanf@36¥¥H8the second enmbodi ment. Also, nobile station 50 al one
executed |l ocation detection by 5 GPS in the third enbodi nent. ﬁgbg@'g' 17804
not so limted, and | ocation detection can also be executed by Sin
cooperation with the specific nodes Wi4 hin nobile station 50 and nobile

t el ephone network 60. Base station 61°and switching station 62, for

i nstance, ¢3niBe Cats€drmeniliacStwrspeci fi c nodes. 10 For instance, base

station 61 is equi ppe i.th GP rrecti,o unit whi.ch carrects the,
measured val ue oﬁo_éﬁégawye%b'ilﬁeggt%(toirf)ﬂ_Sgﬁ’pE § !«\gSBP?b shggi j»

mobi | e st aftieOireP- ihgr@WthBEEANYLTY) hRE AR IHIEtHELd AR ABASUHRS sSHdy as GPS
receptor 50 and | ocation neasuring program In other words, as nobile

stati on 50key dashiarsht fer the deggtioad of aCad ofrncral 236. i tHenom, ohdmse
tati 6 i uni : ' 1 ts th i ved
oasur B yaluraticy O icekt| QmiAd R DEOBAGEN R BheCRhRS R ely TR

and transmerminkld 80 dtoeattheoridentichi ngopeIver 70. The precision of |ocation
detection inproves by correcting, the _neasured value of GPS by D GPS

like this. 20 AIEBYasE: 1EeAdt A85BIRSH0 28nIcpn; stesguispsestini tHrm el JRtion to
recel ve 1 agh@inaps LIanyghhleA 108 offiRisAelihi e (300y! Bip ddkedhat i on

process to determne the |ocation based upon the receive waves can
be execut ethdyletard thet sakion af G A€rienorias] 200y ueilising this BGtabdtafact s

trhe data nt ai.ned icn senparticul.ar di ves, 2 anely the

i(dent ?PI ca?’i‘%ﬁe){a’%f Srfnﬁﬁpgn?%f &S‘Lﬂlsfgt Ce%ilael’t goga??llég{'hgwtﬁlcﬁéng Y nd Y adio
waves wer eetaiassthiet teedhtisn iihforeceiivescdirespenldin gvay @a cht teansmial tigd f rom GPS
satellite and. forwards thi.s taq_.base station 6 1 ter adding the tine
when these part iI(E’u?VE?”r b 639\&}@5‘:%‘?%1?&&‘&1%89 C% s"é”é"tl&taih# ghores

det er mi nejukhehh@€atd OBe Otk hide AWHiichei o afdrePmaRicid Pasede4pPep tdgrdata
received formthe nobile station 50. The burden of processes upon nobile

station 50CEmMNYe28der deiesy iby lepatdon, and it does not matter whether it is
15 specific to the shop or the CAT terminal.

Now, this is the same with the electronic money receiving
terminal 80 in the fifth embodiment.
(9) Communication Modes between Mobile Stations and Electronic
Money Receiving Terminal
20 Radio communication took place between mobile station 50
and electronic money receiving terminal 80 by utilizing infrared in
the fifth embodiment, but it is not so limited, and cable
communication is possible too. For instance, although mobile
station 50 is equipped with a connector for 16 pins for input/output of
25 serial signals in general, data communication can be performed by
installing the same thing as this in electronic money receiving
terminal 80 and interconnecting these connectors by cable.
(10) Variation of Location Detection in the Fifth Embodiment
Location match in the fifth embodiment was executed in the
30 same way as the first embodiment, but it is not so limited, and
location match also can be carried out in the same way as the
second~-third embodiments. Also, electronic money receiving

terminal 80 can be portable; in which case, location match is executed



The above nentioned GPS variation of course can be adopted when GPS is
| oaded onto CAT termnal 21 in the fourth enbodi nent. F0362/3084 40 0 1
(8) IDs Cat Terminals Stores Now, Cat term nal 20 stored shop IDs to
identify tFRES6330p4in the first-third enbodi nents, and these III’s t‘\@ge
used as the. search key to search for the location of CAT term nLI b, 2004
Hence, when a 5 plurality of CAT termnals 20 are installed in one shop,
these CAT termnals 20 store the identical shop ID. However, CAT term nal
20 can store specific termnal |IDs wi fhin each CAT terninal 21 as

ment i oned 1inntlieh£arheu\lvhljl antpdifsent eabddidgieect the | ocation of CAT terninal
20 by utiljzing this instead of 10 this type of shop ID. In this case,
| ocation rdtled? G SEeRedr ivMobHeadtidiame( prsbe di‘lfihqfénm{ilmnﬂéorrespondl ng

to each term nal Apexalr{g%@ﬁgtsi,t en% ?f’eed?%b]fd {#Ipé} 'u?fr% tlg&ﬁé%n 5toer m nal

20 stores just have to Icatron i'n ion t'o CAT
term nal 20at expbtieet iint chd bidelt iearhodimdent, tdaes ivatotn®s Lgnitsketaher fof i S

15 specifi.c to the shop ar the CAT tSrm nal . Now, this is the same with the
el ectr gnl SOHARSY > SEREMG ﬁb" NEEFHATY I8 19 UtHAZS icrediteifb B hidatstation

Comuni Catj(pﬁln(&/QQQ§ aRhYRER MY he 1ot Q}HAQ&S@HH\ ﬁh%cltsrﬁ){@d:ar %%¥1l?%cei ving

Term nal 20 Radi o conmuni cati on took pl ace between nobile station 50 and
el ectroni @sm¥ply recei ving termnal 80 by utilizing infrared in the fifth.

enbodi ment, but |t NOfs SO conmmun tion is OSSI bl e
t0o. For inst anég dé % ho""luSe o a'|rpl éFgfsetdgt]?’o rggﬁehs%ﬁ‘iﬁ pﬁg Wi tH° [a cS’nnect or
for 16 pi rme‘ftmommpmdqubpwnaf b%therp@dsmleglﬁérsnlznngeﬂeltalbc dptat.

conmmu cat can be d. b stal the sane thing as this in
ectf@nlé 28 FEGBF e ‘i‘/‘?ﬁg r?%frtﬁ%/aﬁﬁ 6*%H8r}gl%?"e9r@§rﬁln@8tl ng these
connect ors by c@hlegy pAddesdabifald i haEAHingn BBl &CYIORRE It Q%dF'sfoth

Enmbodi ment Location match in the fifth enbodinent was executed in th 30
sane way aSrttheciedidisesipbdiOnehis. 1 pund pe fosthetmeney isgirver 90atldig.20)

and ETC server 120 (Fig.26) which is used in the present invention
can be the program to be executed on a computer, and every program
15 can be recorded on data recording media from which the computer can.

read.

(2] Effects of Embodiment
Authentication is executed by detecting the location of the
20  receiving terminal which the transaction request was accepted plus
the location of the mobile communication terminal the client
possesses and matching these, authentication without imposing a
burden on the customer can be carried out.
Also, the present invention can be adopted in addition to the
25 conventional authentication, and the precision of authentication can

thereby be improved.

30



| ocation match al so can be carried out in the sane way as the second-third
enbodi nents. Al so, electronic noney receiving termnal 80 can be portable;
in which case, location match is executed F0362/3084 2134 41 in the same
way as the fourth enbodinent. (11) Data Stored in Mbile Station 50 in the
Fifth Enbodi nent An exanple of storingelectronic noney in nobile station
50 was explained in the fifth enbodinent, but it is not so Iiniqgg,oﬁqdzmu
for 5 instance, storing the necessary data to utilize credit in brire
station 50 and user authentication as the object when this is used are
possible as well. In this case, what stored in noney server 90 is not the
el ectroni c noney bal ance but the possible credit anpbunt to be spent. 10
(12) ProgremmMnd the Software Media It |'s Recorded on Every process of

| ocati on matching server 70 (Fig.1 and so forth), credit server 30 (Fig.1
and so forth), noney server 90 (G g.20) and ETC server 120 (Fig. 26)

whi ch is used i . sent, jnvention. can be the programto be executed
on a conplt et %@ggvgégogrs%aﬁ%%@glp{w%e recorded on data recording nedia

fromwhich th I‘ﬁ?’ﬂ’ﬁ'%e o i : f f L ent

Aut he\riy?i cati o% Il?’s ex cg% gg&ﬂyll{&gt?éggﬁl%ﬂgs [ﬁéﬁpg@g |go%r{%?]g‘?ﬁ§0n 38996 vi ng
term nal odntainitgedéntifcassn dmforettiRatomasisagcept ed plus the Iocation of

t he nobile commnication termnal the client possesses and matching these,
aut henti cati od hirsthlnaatiomstirage adeviae den starinpelamasivaneifogantiba earri ed

out. Also, the Eresent I nvention can b adop%ﬁeFd in addition to the 25
convent i SRS KGERERE; teamy ,”hﬁ&"leﬁlémﬁfﬁégi@i el caiione mfoomation ean

thereby gl BREPYEiviheSRrAfinGA VB

10 a second location storage device for storing location information on a
mobile communication terminal of each user in corresponding to
identification information on said each user;

a matching device for matching location information on said
receiving terminal stored in said first location storage device specified by

15 identification information on a receiving terminal which receives said
transaction request, to location information on a mobile communication
terminal stored in said second location storage device specified by
identification information on a user who transmits said transaction request;

.and
20 an authentication device for determining authenticity of said user on

the basis of 2 matching result by said matching device.

2. An authentication system according to Claim 1,
wherein said receiving terminal produces said transaction request by

25  reading identification information on a user from a credit card.

3. An authentication system according to Claim 1,
whercin said mobile communication network is a cellular network

including a plurality of base stations; and



1. An authentication systemconprising: 5 a plurality of receiving
.termnals for producing a transaction request containing identification
informati on on a user, a first location storage device for storing |location
i nformati on on each receiving termnal in corresponding to identification
information on said each receiving teraninal; 10 a second | ocatifrj $or agggﬁ
device for storing location information on a nobile comunication term na
of each user in corresponding to identification information on said each

user; a matchi nﬂ_ devi ce. for iﬁ(’:hi ng | ocati gn information on said

recei vi ng t er t¥REICT Satd gecond JoGhlyany sforagsn deviss stersisan foansisincel spieci f i ed
by 15 id i | | r | n recejving term nal, which receives

sai d t ran@?&l lueo%%{erﬁﬁg %%%Pg%‘%&i}‘glﬁfo%qﬁwgr h%t ‘i’%ﬁcmg asar%bbarsé E@Hni cat i on
termnal Ricgiciinidt &l insEAOIBMAGRIAMARAAA devi ce speci i ed by
identification information on a user o transmits said transaction
request; and 20 an authentication device for determ ning authenticity of
said user on the basis of a matching result by said matching device. 2. An
aut herit i cht i oAsgsthentisetiondiystern acGbading to Glaandi,n sai d recei ving terninal

produces said trﬁnsact e reqLcllest hy 25 reading identification information
on a user from¥gERsAIGIF@NdlocAHOR Hetage ideaigeosiossisa donatiomontisaid t o

Claim1, [ ' i e .comuni cation network is a cell.ular network

i ncl udi ngﬂs{gggﬁu? 813}%?9“@%6’ ség@@tﬁpo&@f‘lﬁd %1 b%t%%éf)t\cl\ﬁ%‘%‘é‘i WaV£Sd second
| ocati on gimAREIEYHt 8 satdlies a | ocation of said nobile conmunication
term nal obtained by detecting said base station |ocated near said nobile
comuni cation termnal. 5 4. An authentication systemaccording to Claim]1,
wherei n said second |.ocation storage device stores a |location of said

mobi 138 ¢ ncatingnticabian sastesp aasorsing to (Heith dsorsd of radi o waves
transmtted froma satellite aut henti.cation system according to

.. 10 5.
Claim3 or 4, F&Th tife %IPB'rnigng"HﬁSéﬁﬁ i 66 &r 1gcatipm: Phnsa dBpbilevbi | e

communication terminal by said second location storage device is initiated

when said user operates said mobile communication terminal.

15 6. An z_authcntication system according to any one of Claims 1 to 4,
wherein said receiving terminal is a communication terminal
belonging to another communication network connected to said mobile
communication network; and
wherein, said matching device is ipstalled in said mobile
20 communication network, and said authentication device is installed in said

another communication nctwork.

7. An authentication system according to any one of Claims 1 to 4,
wherein said receiving terminal is a second mobile communication
25  terminal belonging to a mobile communication network; and
wherein said first location storage device stores a location of said
recciving terminal obtained by detecting a base station located near said

receiving tenminal,



comuni cation term nal by said second | ocation storage device is initiated
when said user operates said nobile comunication termnal. 15 6. An

“aut hentication systemaccording to any one of Clains Ito 4, wherein said
receiving termnal is a conmunication term nal belonging to another

communi cati on network connected to sakd nobile comunication dkﬂm@ﬂ@;?ﬁnd
wherein, said matching device is installed in said nobile 20 comrunication
networ k, and said authentication device is installed in said another
conmmuni cati on network, 25 7. An authentication system according to any one
of C ains8] #n authamiication Sstemmasserdingdotamnomeabf (ams édody nobi | e
conmuni cati on tegninal belonging to a gfbile comuni cati on network; and

wherein said fiVSFrNBSHG 65F Fmg&b‘-'éﬂaé Eod $CpoRd MObilR soMunuaicationd
receiving ﬁ-m’ m;[ | t I.ng: a base station.|located near said
recei vi ngt ternm na lpﬁgif?ézg:gg rgé‘bli _°§ﬁfﬁﬂﬂﬁﬁﬁa&gﬂ%%wg§t@m according to any
one of O ai e LhiRif Tsaideisei 1Beado GBI [BGce L EbANR! Iobsridn SHEQRY obi I e
comuni cation termnal belonging to a i 'e communi cation network; and
wher eish smceivingsermaeatobiaineidooagiee daviscef Sidis esavies! e 2fedofr osiad

recei ving terf_- ni nal obtained on the basis of radio waves transmtted froma
satel | it esatellitan aut henti cati on system according to Caiml further

conprising: a database for storing anount data show ng an anount said user
can o spend in corresponding to identification information on said user,

wherein sqid j AT, ' ] | sl g, * nmenmory. for storing
I dentifi c%t i Og?:?il %’?Lg%ﬁat | olr)ll(;%%b%gﬂl égé‘gggﬁé éﬁgﬁg{q’l IiT@gthe&ﬁ:m%'g&'on
interface for @ﬂé@bﬂ%@ﬁ)ﬂﬂﬂﬁh@éﬁbhﬁﬂdaﬂﬂsﬂbwﬁg'm £h8661 ¥4iB%sel @afi nal . 15
wherein said rcceiving termnal conprises a second communi cation

i nt erfacespead ivetdroespongling ddiidentofrnatnore i foomatviohhors said ser st

communi cation interface of saidnobil e communication termnal; wherein Said
mobi | e communi BRCTHR 134 MoRile compmunication;tarminal comprising:

a memory for storing identification information on said user; and
a first communication interface for performing communication with
said recelving terminal,

15 wherein said receiving terminal comprises a second communication
interface  for performing radio communication with said first
communication interface of said mobile communication terminal;

wherein said mobile communication terminal transmits said
identification information read from said memory via said first

20 communication interface;

. wherein said receiving terminal receives said identification
information via said second communication interface and transmits to said
authentication device; and

whercin said authentication device determines authenticity of said

25 user by refeming to a transaction amount rcquired for said transaction
rcquest and amount data stored in corresponding to said received
identification information in said database in addition to a matching result

by said matching device.



Identification information read fromsaid nenory via said first 2o
communi cation interface; wherein said receiving termnal receives said
identification information via said second conmuni cation interface and
transmts to said authentication device; and wherein said aut h?ii ﬁatrim,'
device deternines autherticity of said 28 -user by referring t v
transaction amount required for said transaction Tcquest and anount data
stored in corresponding to said received identi-fication information in
sai d database in addition to a matching result by said matching device. 45
0 1 OCT 2004 H: anthemlidationi systémmcespsdiemtaadaingiong to claim9, wherein
said nobile co nicatiqn termnal stores anount data denoting an anount
avail abl e for rsn‘é(THQTQJSefraldri@DbﬂI&‘ngmmsuma'atioantamminaiasmrest agesibgr dadat h sai d
identific&ti n i nformation r.?glg g{.lt fromsaid nenory via 5 said first
comuni cat P R&ABFLLERNL AV YL JOr 3l Usegand transaiitsaid ramoiey data

aut henti c .$atd..t - frd.ng -0 a transaction. anount required
for said %0 ﬁ%'géc‘?ﬁg%#‘%g%%@%&‘%"‘{]@f@f’ﬂgéﬁ%ﬁFafﬁjQPg?E%ﬁ%\ﬁamﬁéawmm sai d
nobi | & cogaid firgatbfimiusicatiBalinterfadel an@n aut hentication system according to
claim9, wherein said first communi éation interface and said second

conmuni cat i on isai@rfeaesvingr ferhitahdetecoimey nhvRkhBity| 81 A qucpegi,i cation
system accqrding to Claim1, 15 wherein said nobile Tonmuni cation term nal
is a cel |gfemngte s Hsarsaction amount hequired fopsaidetranshdtian refuesiAing

authenticity of a ransacti.on request of g user who pgossesses a nobile
comuni ca&af%ﬁm‘mtrﬁ%ﬁaﬁr@éw%ﬁégoqwaad Yecomnmamicaion dermisahor k, t he
met hod 20 conprising: a step of receiving at each receiving termnal a
transaction request containing identification information on a user; a

step 1bor rleadi ntn authdmivationnsyseEArdRbrARpQD &g of ecei ving terninal from
i nformation in which identification i nfor[ﬁvati on on’each 25 receiving

terminal is stoveachef saidhafiti cononuaiptiodi rigtdrfadeocatd osmidnfseesmd i on on

sai d each receivi r{P termpal wiith identification jinformation
communication interface pertorm radio communication.

12. An authentication system according to Claim 1,

15 wherein said mobiJe communication terminal is a cellular telephone.

13. An authentication mcthod for determining authenticity of a
transaction request of a user who possesses a mobile communication
terminal belonging to a mobile communication network, the method
20 comprising:
a step of receiving at each receiving terminal a transaction request
containing identification information on a user;
a step for reading out location information on said recciving
terminal from information in which identification information on each
25 receiving terminal is stored beforehand in corresponding to location
information on said each receiving terminal with identification information
on a receiving terminal which receives said transaction request as a key;
a step for reading out location information on a mobile

communication terminal said uscr should possess from information in



on a receiving tcrmnal which receives said transaction request as a key; a
'step for reading out location information on a nobile conmunicatfloh {07 2004
term nal said user should possess frominformation in 01 01"1 2004 46 which
identification information on each user is stored beforehand in
corresponding to location informati on A a nobile conmunication terninal
with identification informati on on a user who transmts said transaction
request as a key; 5 a step for matching location information. on said

receiving term.nal . _which is read out to |location information on said
mobi | e co dEERBHCAlIN InAGIMARPR hon seacdadiseuitis sivdcdrbeforelnd dat i on

step for detennining authentici of. said user,on the basis of an outcone
of “Rai o rtrERGRg IR DbHERipR A & RIS ComiEEERaRAY tUnEa m 13,
wherein ' FaVA t ' .nr , ctli regquest by reading
et 111 o JeRaRACaBSn BIBKAAIOR. G4 1Bef WG IRRREY sk dRisallipn

aut hent i qeqhggte{geg ngsi- according to Claim13 further conprising:. a step for
storing anmount data showi ng an anount said user can spend beforehand in
cor respondi ng ostepor intatchin g todanionr idbirnation desald reselving teFANgli ssi on
step for sajd nobile communicatign termnal to 20 transmt to said

recei vi ngvhishnisnggad guhte flpeation informajinmonoseidrmebild commurdcatorpt i on

step for ,said receiyi.ng terninal,to receive said identification

i nf or mat i18ﬂnmlé’ﬁcﬁ4°é ‘FS‘%@H?’}@@ wherein said authentication step
determ nes aut wthk \ : | . |44 on to an
out cone of sai gﬁ %t@h?ﬁé&ﬁ?%%géh ?%ﬁggtccﬁﬁé%ﬂggéﬁ%%gﬁﬁ{@r(ggg%“peldscfro?nsai d

t ransact ithe basguscin oambm@b@sajmmg}ﬁﬁga stored in corresponding to
identification information which said réceiving termnal receives. 16, The

aut hdfiti cati on nmethod according to claim 13, 01 oct 2004 47 wherein said
nobi | e cqmunigation network is.a cellular ne rk

_ 97! & aiithenticahon metho accord1ang to (tlmm 13,

wherein said receiving terminal produces a transaction request by

reading identification information on a user from a credit card.

15 15. Anauthentication method according to Claim 13 firther comprising:
a step for storing amount data showing an amount said user can
spend beforehand in corresponding to identification information on said
user;
a transmission step for said mobile communication terminal to
20  transmit to said recelving terminal identification information on said user;
a reception step for said receiving terminal to receive sald
identification information which is transmitted,
wherein said authentication step determines authenticity of said user
by referming, in addition to an outcome of said matching, to a transaction
25 amount required for said transaction request, and said amount data stored in
corresponding to identification information which said receiving terminal

TECeIVES.

16. The authentication method according to claim 13,



in which a plurality of base stations are placed; and said second | ocation
finding step finds a |location of said nobile communication termnal b
"detecting said base station. |ocated near said 5 nobile cormuniegft | ‘pﬁ
termnal. 17. An authentication programfor determ ning authenti t@m
transaction request of a user who pos4§esses a nobil e comuni cation
termnal belonging to a nobile communi cation network, causing a to
conputer to execute: a process for obtaining identification information on
said each receiving termnal and identification information on said user
when each receilieneint saidi mabileecahvamicatisrameasbilons aestORIAr REAUMA USer,
and reading ,qQut locatjon information on said receiving termnal from

i nf or mat i Bhwhich 8 plrality ekbases stationsare plasedpandn on each recei vi ng
termnal is stor ea bef %:Tfhand [ Eﬁcorrespo ing to location information on
sai d each recei ARECIBEGRATOR HRding FeT ifowlsi arloration mft said mobidle

recei vi ng Lnal - whi receives saj-d transactign.request as a. key; a
process f%é&?@é@i%ﬁa\ggufe%]dggfFj%a?tﬁf:bpgmscai‘ ﬁaagﬁ Sga%gﬂpgategongqynﬁ@ cation
term nal ' @@(Pgh i ipossess frominformation in which

I dentifi cﬁw{:})tﬂ& In orﬁrr&gt%?tcj)ﬁﬂgghggc " user is stored beforehand in
corresponding to location information on a nobile conmunication term nal
with identification information on a user who transmits said transaction
request ak’7a kéyn asthentcatioss programat dbi ndeteaininingc ahithenticibyr Gdt izon on a
receiving_termnal which i.s read oyt, to said |location information on a
mobile ¢ Ry FEAUEEr A nal LIRS $¥RQ POSERIICHLA ; Mabilcaromumiiaicatioat i on

process f ernmini hentjciht-y of said.user on _ the basis of an
out come ot%hggﬁ%ll rr%p@hgﬁ]dfu%l %%’4 S A YO Ke 2t HRE r 8cor di ng
medi a5t ofdriputdiqori@ei@en claimed in daim17. 5

a process for obtaining identification information on said each

y
1204

receiving terminal and identification information on said user when each
recelving terminal receives a transaction request from a user, and reading
out location information on said receiving terminal from information in

15 which identification information on cach receiving terminal is stored
beforehand in corresponding to location information on said each receiving
terminal with identification information on a receiving terminal which
receives said transaction request as a key;

a process for reading out location information on a mobile

20 communication terminal which said uscr should possess from information
in which identification information on each user is stored beforehand in
corresponding to location information on a mobile communication terminal
with identification information on a user who transmits said transaction
request as a key;

25 a process for matching said iocation information on a receiving
terminal which is read out, to said location information on a mobile
communication terminal which 1s read out; and

an authentication process for determining authenticity of said user on

the basis of an outcome of said matching,.
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18. A computer-readable recording media storing the program claimed
in Claim 17.






