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URL ATTACK DETECTION METHOD AND APPARATUS, 

AND ELECTRONIC DEVICE 

TECHNICAL FIELD 

[0001] The present specification relates to the field of computer applications, and 

in particular, to a URL attack detection method and apparatus, and an electronic 5 

device. 

BACKGROUND 

[0002] In the Internet application scenario, a large quantity of URL access requests 

are generated daily. Among the large quantity of URL access requests, there are also 

URL attacks that lawbreakers attempt to initiate by using illegal URL access requests. 10 

For example, common URL attacks include Trojan horse attacks, SQL injection 

attacks, cross site scripting (XSS) attacks, etc. This type of illegal URL access request 

usually differs from an ordinary URL access request to a certain extent. Therefore, it 

is important to quickly identify and detect URL attacks initiated by illegal users while 

constructing an online system. 15 

SUMMARY 

[0003] The present specification provides a URL attack detection method, 

including: extracting features of multiple dimensions from information included in a 

URL access request; entering the extracted features to a predetermined URL attack 

detection model for prediction calculation to obtain a risk score of the URL access 20 

request, where the URL attack detection model is a machine learning model obtained 

through training based on the Isolation Forest machine learning algorithm; and 

determining whether the URL access request is a URL attack request based on the risk 

score. 

[0004] Optionally, the method further includes: separately extracting features of 25 

multiple dimensions from information included in multiple URL access request 

samples, where none of the multiple URL access request samples are labeled with a 

sample label; constructing multiple training samples based on the extracted features; 
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and training using the multiple training samples based on the Isolation Forest machine 

learning algorithm to obtain the URL attack detection model. 

[0005] Optionally, the URL attack detection model includes M random binary trees 

obtained through training based on the Isolation Forest machine learning algorithm; 

and the training using the multiple training samples based on the Isolation Forest 5 

machine learning algorithm to obtain the URL attack detection model includes: 

constructing M training sample subsets based on training samples uniformly sampled 

from the multiple training samples; randomly selecting a classification feature for 

each training sample subset from the features of the multiple dimensions as a root 

node, and randomly selecting a classification threshold value for each training sample 10 

subset from a value range between the maximum value and the minimum value of the 

classification feature; separately classifying training samples whose values of the 

classification feature are greater than the classification threshold value and training 

samples whose values of the classification feature are less than the classification 

threshold value in each training sample set under leaf nodes of the root node; and 15 

using training samples in each leaf node as a new training sample subset to iteratively 

execute the above classification process until training samples in each obtained leaf 

node are no longer classifiable. 

[0006] Optionally, the entering the extracted features to a predetermined URL 

attack detection model for prediction calculation to obtain a risk score of the URL 20 

access request includes: constructing a prediction sample based on the extracted 

features; traversing each random binary tree from a root node based on a value of each 

feature in the prediction sample to find a leaf node corresponding to the prediction 

sample; and calculating an average value of path depths of found leaf nodes in all the 

random binary trees, and normalizing the average value to obtain the risk score of the 25 

URL access request. 

[0007] Optionally, the information includes domain name information and/or a 

URL parameter; and the features of the multiple dimensions include features extracted 

from the domain name information included in the URL access request and/or features 

extracted from the URL parameter included in the URL access request. 30 

[0008] Optionally, the features include a combination of multiple of the following 

features: a total quantity of characters, a total quantity of letters, a total quantity of 

numbers, a total quantity of symbols, a quantity of different characters, a quantity of 
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different letters, a quantity of different numbers, and a quantity of different symbols. 

[0009] The present specification further provides a URL attack detection apparatus, 

including: a first extraction module, configured to extract features of multiple 

dimensions from information included in a URL access request; a calculation module, 

configured to enter the extracted features to a predetermined URL attack detection 5 

model for prediction calculation to obtain a risk score of the URL access request, 

where the URL attack detection model is a machine learning model obtained through 

training based on the Isolation Forest machine learning algorithm; and a determining 

module, configured to determine whether the URL access request is a URL attack 

request based on the risk score. 10 

[0010] Optionally, the apparatus further includes: a second extraction module, 

configured to separately extract features of multiple dimensions from information 

included in multiple URL access request samples, where none of the multiple URL 

access request samples are labeled with a sample label; a construction module, 

configured to construct multiple training samples based on the extracted features; and 15 

a training module, configured to train using the multiple training samples based on the 

Isolation Forest machine learning algorithm to obtain the URL attack detection model. 

[0011] Optionally, the URL attack detection model includes M random binary trees 

obtained through training based on the Isolation Forest machine learning algorithm; 

and the training module is configured to: construct M training sample subsets based 20 

on training samples uniformly sampled from the multiple training samples; randomly 

select a classification feature for each training sample subset from the features of the 

multiple dimensions as a root node, and randomly select a classification threshold 

value for each training sample subset from a value range between the maximum value 

and the minimum value of the classification feature; separately classify training 25 

samples whose values of the classification feature are greater than the classification 

threshold value and training samples whose values of the classification feature are less 

than the classification threshold value in each training sample set under leaf nodes of 

the root node; and use training samples in each leaf node as a new training sample 

subset to iteratively execute the above classification process until training samples in 30 

each obtained leaf node are no longer classifiable. 

[0012] Optionally, the calculation module is configured to: construct a prediction 

sample based on the extracted features; traverse each random binary tree from a root 
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node based on a value of each feature in the prediction sample to find a leaf node 

corresponding to the prediction sample; and calculate an average value of path depths 

of found leaf nodes in all the random binary trees, and normalize the average value to 

obtain the risk score of the URL access request. 

[0013] Optionally, the information includes domain name information and/or a 5 

URL parameter; and the features of the multiple dimensions include features extracted 

from the domain name information included in the URL access request and/or features 

extracted from the URL parameter included in the URL access request. 

[0014] Optionally, the features include a combination of multiple of the following 

features: a total quantity of characters, a total quantity of letters, a total quantity of 10 

numbers, a total quantity of symbols, a quantity of different characters, a quantity of 

different letters, a quantity of different numbers, and a quantity of different symbols. 

[0015] The present specification further provides an electronic device, including: a 

processor; and a memory, configured to store a machine executable instruction, where 

by reading and executing a machine executable instruction that corresponds to control 15 

logic of URL attack detection and that is stored in the memory, the processor is 

prompted to: extract features of multiple dimensions from information included in a 

URL access request; enter the extracted features to a predetermined URL attack 

detection model for prediction calculation to obtain a risk score of the URL access 

request, where the URL attack detection model is a machine learning model obtained 20 

through training based on the Isolation Forest machine learning algorithm; and 

determine whether the URL access request is a URL attack request based on the risk 

score. 

[0016] According to the technical solutions provided in the implementations of the 

present specification, the features extracted from the URL access request are entered 25 

to the URL attack detection model obtained through training based on the Isolation 

Forest machine learning algorithm for prediction calculation, to perform attack 

detection on the URL access request. Therefore, a potential URL attack can be found 

in advance, thereby helping perform security protection in time for a potential 

abnormal URL access. 30 

BRIEF DESCRIPTION OF DRAWINGS 

[0017] FIG. 1 is a flowchart illustrating a URL attack detection method, according 
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to an implementation of the present specification; 

[0018] FIG. 2 is a diagram illustrating a process of constructing a training sample 

set to obtain an Isolation Forest model through training, according to an 

implementation of the present specification; 

[0019] FIG. 3 is a diagram illustrating a hardware structure of an electronic device 5 

including a URL attack detection apparatus, according to an implementation of the 

present specification; and 

[0020] FIG. 4 is a logical block diagram illustrating a URL attack detection 

apparatus, according to an implementation of the present specification. 

DESCRIPTION OF IMPLEMENTATIONS 10 

[0021] The present specification aims to provide the following technical solutions: 

Based on the Isolation Forest machine learning algorithm, machine leaning training is 

performed on URL access request samples none of which are labeled with a risk label, 

to construct a URL attack detection model, and attack detection is performed on a 

normal URL access request by using the URL attack detection model, to find a 15 

potential URL attack. 

[0022] During implementation, multiple URL access request samples can be 

prepared in advance, and none of the URL access request samples are labeled with a 

risk label. Then, data segmentation can be performed on the URL access request 

samples, and features of multiple dimensions can be extracted from information 20 

included in the URL access request samples. 

[0023] For example, in practice, the information can specifically include domain 

name information and URL parameters. In this case, data segmentation can be 

performed on the URL access request samples to extract the domain name information 

(such as primary domain names and corresponding domain name suffixes) and the 25 

URL parameters (such as URL parameter names and corresponding parameter values) 

included in the URL access request samples, and then the features of the multiple 

dimensions can be extracted from the extracted domain name information and URL 

parameters. 

[0024] Further, when the features of the multiple dimensions are separately 30 

extracted from the URL access request samples, the features can be normalized, and 

then normalized features can be used as modeling features to construct training 
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samples. 

[0025] After the training samples are constructed, the training samples can be 

trained based on the Isolation Forest machine learning algorithm, to construct a URL 

attack detection model. For example, binary tree classification can be performed on 

the training samples by using the Isolation Forest machine learning algorithm, to 5 

construct multiple random binary trees. 

[0026] Finally, after the URL attack detection model is obtained through training, 

according to the same method, features of multiple dimensions can be separately 

extracted from information included in a URL access request that needs attack 

detection, a prediction sample can be constructed based on the extracted features, and 10 

the constructed prediction sample can be entered to the URL attack detection model 

for prediction calculation to obtain a risk score of the URL access request, and 

whether the URL access request is a URL attack request can be determined based on 

the risk score. 

[0027] In the above technical solutions, the features extracted from the URL access 15 

request are entered to the URL attack detection model obtained through training based 

on the Isolation Forest machine learning algorithm for prediction calculation, to 

perform attack detection on the URL access request. Therefore, a potential URL attack 

can be found in advance, thereby helping perform security protection in time for a 

potential abnormal URL access. 20 

[0028] The following describes the present specification by using specific 

implementations and with reference to specific application scenarios. 

[0029] FIG. 1 shows a URL attack detection method, according to an 

implementation of the present specification. The following steps are performed:  

[0030] Step 102: Extract features of multiple dimensions from information 25 

included in a URL access request. 

[0031] Step 104: Enter the extracted features to a predetermined URL attack 

detection model for prediction calculation to obtain a risk score of the URL access 

request, where the URL attack detection model is a machine learning model obtained 

through training based on the Isolation Forest machine learning algorithm. 30 

[0032] Step 106: Determine whether the URL access request is a URL attack 

request based on the risk score. 

[0033] In the present specification, a modeler can collect a large quantity of 
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unlabeled URL access requests as unlabeled samples in advance, construct a training 

sample set based on the collected unlabeled samples, and perform unsupervised 

machine learning training on the training sample set based on the Isolation Forest 

machine learning algorithm, to construct the URL attack detection model. 

[0034] FIG. 2 is a diagram illustrating a process of constructing a training sample 5 

set to obtain an Isolation Forest model through training, according to the present 

specification. 

[0035] As shown in FIG. 2, data segmentation can be first separately performed on 

collected and unlabeled original URL access request samples to extract information 

included in the URL access request samples. 10 

[0036] The information included in the URL access requests is feature information 

that can be extracted from the URL access requests and can reflect whether the URL 

access requests are risky. 

[0037] In a shown implementation, the information can specifically include URL 

parameters and domain name information included in the URL access requests. The 15 

URL parameters can include URL parameter names (ParamName) and corresponding 

parameter values (ParamValue). The domain name information can include primary 

domain names and domain name suffixes corresponding to the primary domain 

names. 

[0038] For example, the information is the URL parameters included in the URL 20 

access requests. In this case, data segmentation can be performed on the original URL 

access request samples to extract the URL parameter names (ParamName) and the 

corresponding parameter values (ParamValue) included in the URL access request 

samples. 

[0039] For another example, the information is the information included in the 25 

URL access requests. In this case, data segmentation can be performed on the original 

URL access request samples to extract the primary domain names and the domain 

name suffixes corresponding to the primary domain names included in the URL 

access requests. After the information included in the URL access request samples is 

extracted, a more common part of information in known URL attack requests can be 30 

selected from the information to construct the machine learning model. That is, 

information that can best represent features of the URL attack request can be selected 

from the information to participate in modeling. 
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[0040] For example, the information is the URL parameters included in the URL 

access requests. In this case, for a special URL parameter that appears only in an 

individual URL access request, the URL parameter can be filtered out because the 

URL parameter cannot really reflect a feature of the URL attack request. 

[0041] For another example, the information is the information included in the 5 

URL access requests. In this case, for special information that appears only in an 

individual URL access request, the information can be filtered out because the 

information cannot really reflect a feature of the URL attack request and interferes 

with a modeling result when the information participates in modeling. 

[0042] Further, for the selected information, features of multiple dimensions can be 10 

separately extracted from the information as modeling features. 

[0043] It is worthwhile to note that, during modeling, the information extracted by 

the modeler from the URL access request samples can be specifically one of the 

domain name information and the URL parameters included in the URL access 

request samples, or both the domain name information and the URL parameters. 15 

[0044] Therefore, in this case, the features extracted by the modeler from the 

information can be described in the following three cases: 

[0045] In a first case, if the modeler uses the domain name information included in 

the URL access request samples as the information, the finally extracted features can 

include only features of multiple dimensions extracted from the domain name 20 

information included in the URL access request samples. 

[0046] In a second case, if the modeler uses the URL parameters included in the 

URL access request samples as the information, the finally extracted features can 

include only features of multiple dimensions extracted from the URL parameters 

included in the URL access request samples. 25 

[0047] In a third case, if the modeler uses both the URL parameters and the domain 

name information included in the URL access request samples as the information, and 

both the URL parameters and the domain name information participate in modeling in 

this case, the finally extracted features can include both features of multiple 

dimensions extracted from the URL parameters included in the URL access request 30 

samples and features of multiple dimensions extracted from the domain name 

information included in the URL access request samples. The features extracted from 

the information are not specially limited in the present specification. In practice, any 
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form of feature that can represent information included in the URL attack request and 

a regular feature can be selected as modeling features. 

[0048] For example, in practice, a person skilled in the art who participates in 

modeling can extract features of multiple dimensions from the information based on 

experience, and then attempt to construct a model based on the features, and evaluate 5 

a modeling result to select features of multiple dimensions that make the highest 

contribution to the model from the features as modeling features. 

[0049] In a shown implementation, the features extracted from the information can 

include eight dimensions: a total quantity of characters of the information, a total 

quantity of letters of the information, a total quantity of numbers of the information, a 10 

total quantity of symbols of the information, a quantity of different characters of the 

information, a quantity of different letters of the information, a quantity of different 

numbers of the information, and a quantity of different symbols of the information. 

[0050] For example, if the modeler uses the domain name information included in 

the URL access request samples as the information, the finally extracted features can 15 

include eight dimensions: a total quantity of characters of the domain name 

information, a total quantity of letters of the domain name information, a total 

quantity of numbers of the domain name information, a total quantity of symbols of 

the domain name information, a quantity of different characters of the domain name 

information, a quantity of different letters of the domain name information, a quantity 20 

of different numbers of the domain name information, and a quantity of different 

symbols of the domain name information. 

[0051] If the modeler uses the URL parameters included in the URL access request 

samples as the information, the finally extracted features can include eight dimensions: 

a total quantity of characters of the URL parameter, a total quantity of letters of the 25 

URL parameter, a total quantity of numbers of the URL parameter, a total quantity of 

symbols of the URL parameter, a quantity of different characters of the URL 

parameter, a quantity of different letters of the URL parameter, a quantity of different 

numbers of the URL parameter, and a quantity of different symbols of the URL 

parameter. 30 

[0052] If the modeler uses both the URL parameters and the domain name 

information included in the URL access request samples as the information, the 

finally extracted features can include 16 dimensions: a total quantity of characters of 
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the URL parameter, a total quantity of letters of the URL parameter, a total quantity of 

numbers of the URL parameter, a total quantity of symbols of the URL parameter, a 

quantity of different characters of the URL parameter, a quantity of different letters of 

the URL parameter, a quantity of different numbers of the URL parameter, a quantity 

of different symbols of the URL parameter, a total quantity of characters of the 5 

domain name information, a total quantity of letters of the domain name information, 

a total quantity of numbers of the domain name information, a total quantity of 

symbols of the domain name information, a quantity of different characters of the 

domain name information, a quantity of different letters of the domain name 

information, a quantity of different numbers of the domain name information, and a 10 

quantity of different symbols of the domain name information. 

[0053] It is worthwhile to note that in practice, a person skilled in the art may use a 

combination of the above eight basic dimensions as a modeling feature, or further 

select multiple dimensions from the above eight basic dimensions for combination as 

a modeling feature. Implementations are not specially limited in the present 15 

specification. 

[0054] Certainly, the eight dimensions shown above are merely examples. 

Obviously, in practice, a person skilled in the art can also extract features of 

dimensions other than the eight dimensions from the information as modeling features. 

The other dimensions are not listed one by one in the present specification. 20 

[0055] Still referring to FIG. 2, after the features of the multiple dimensions are 

separately extracted from the selected information, because value ranges of different 

features may be different, the features of the dimensions can be further normalized, 

and value ranges of different features are normalized to a uniform value range, to 

eliminate impact of different feature value ranges on modeling accuracy. 25 

[0056] After the extracted features are normalized, a corresponding feature vector 

can be constructed for each URL access request sample as a training sample based on 

features extracted from information included in the URL access request sample. 

Dimensions of the constructed feature vector are the same as the dimensions of the 

extracted features. 30 

[0057] After the corresponding feature vector is constructed for each URL access 

request sample, a target matrix can be constructed based on the feature vector 

constructed for each URL access request sample. For example, assume that a total of 
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N URL access request samples are collected and features of M dimensions are 

extracted from each URL access request sample, the target matrix can be specifically 

an N*M-dimensional target matrix. 

[0058] In this case, the constructed target matrix is a training sample set that finally 

participates in training for the machine learning model. 5 

[0059] Still referring to FIG. 2, after the training sample set is trained, the training 

samples can be trained based on the Isolation Forest machine learning algorithm, to 

construct the URL attack detection model. The Isolation Forest algorithm is an 

algorithm of mining an abnormal data sample from an original data set by 

constructing multiple random binary trees. The random binary tree is constructed 10 

based on a randomly generated classification feature and a randomly generated 

classification threshold value corresponding to a value of the classification feature. 

That is, during construction of the random binary tree, both the used classification 

feature and the used classification threshold value corresponding to the value of the 

classification feature are randomly generated. 15 

[0060] A process of training the constructed training sample set based on the 

Isolation Forest algorithm to construct the URL anomaly detection model is a process 

of classifying the training samples in the training sample set based on the Isolation 

Forest algorithm to construct M random binary trees. 

[0061] In an initial state, before training the training sample set based on the 20 

Isolation Forest algorithm, the modeler needs to perform parameter configuration for 

the Isolation Forest algorithm, to configure the quantity M of random binary trees that 

need to be constructed and a quantity N of training samples that need to be sampled 

from the training sample set during construction of a single random binary tree for the 

Isolation Forest algorithm. 25 

[0062] Values of M and N can be engineering experience values, or can be 

self-defined based on an actual demand of the modeler. For example, by default, for 

the Isolation Forest algorithm, 100 random binary trees need to be constructed and 

256 training samples need to be sampled for each random binary tree. 

[0063] After the modeler completes the parameter configuration for the Isolation 30 

Forest algorithm, the modeler can run the Isolation Forest algorithm on a set-up 

computing platform (for example, a server cluster) to train the constructed training 

sample set, to construct the final URL anomaly detection model. 
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[0064] The following describes in detail the process of classifying the training 

samples in the training sample set based on the Isolation Forest algorithm to construct 

the random binary trees. 

[0065] First, the training sample set can be uniformly sampled M times based on 

the N value configured by the modeler. The "uniformly sampled" means that the same 5 

quantity of training samples are sampled from the training sample set each time 

during the M times of sampling. 

[0066] After the uniform training sample sampling, M training sample subsets can 

be constructed based on sampled training samples, and then training samples in each 

training sample subset are classified, to construct the M random binary trees. 10 

[0067] Further, when training samples in a training sample subset are classified to 

construct a random binary tree, first, a feature can be randomly selected as a 

classification feature for the training sample subset from the features of the multiple 

dimensions that constitute the training sample, and the classification feature can be 

used as a root node; and the maximum value and the minimum value of the 15 

classification feature in the current training sample subset can be determined, and then 

a classification threshold value can be randomly selected for the training sample 

subset from a value range between the maximum value and the minimum value. 

[0068] After the classification feature used as the root node and the classification 

threshold value are selected, first-level classification can be performed for the training 20 

sample subset, that is, values of the classification feature of the training samples in the 

training sample subset are separately compared with the classification threshold value; 

and then based on a comparison result, the training samples in the training sample 

subset are classified into two types: training samples whose values of the 

classification feature are greater than the classification threshold value and training 25 

samples whose values of the classification feature are less than the classification 

threshold value, and the two types of training samples obtained through classification 

are separately used as leaf nodes of the root node. 

[0069] For example, during implementation, the training samples whose values of 

the classification feature are less than the classification threshold value in the training 30 

sample subset can be classified under a left tree branch of the binary tree, and this 

type of training samples can be used as a left leaf node of the root node in the binary 

tree; and the training samples whose values of the classification feature are greater 
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than the classification threshold value in the training sample subset can be classified 

under a right tree branch of the binary tree, and this type of training samples can be 

used as a right leaf node of the root node in the binary tree. 

[0070] In this case, the first-level classification for the training sample subset is 

completed. 5 

[0071] Further, after the first-level classification, second-level classification for the 

training sample subset can be continued. 

[0072] In this case, the training samples in the two leaf nodes obtained through 

classification can be separately used as new training sample subsets, and then the 

above classification process is iteratively executed for the new training sample subsets 10 

until training samples in each obtained leaf node are no longer classifiable. 

[0073] For example, still according to the same method, a classification feature and 

a classification threshold value can be randomly selected for each new training sample 

subset; and then training samples in each new training sample subset can be classified 

into two types: training samples whose values of the classification feature are greater 15 

than the classification threshold value and training samples whose values of the 

classification feature are less than the classification threshold value, and the two types 

of training samples obtained through classification can be separately used as 

lower-level leaf nodes of the upper-level leaf nodes. By analogy, the classification 

continues until training samples in a lower-level leaf node obtained after certain-level 20 

classification are no longer classifiable. For example, when only one training sample 

is left in the leaf node, or the training samples in the leaf node are identical, it 

indicates that the training samples in the obtained leaf node are no longer classifiable. 

[0074] It is worthwhile to note that, different classification features need to be 

randomly selected for the root node and sub-nodes of various levels. For example, in 25 

an implementation, after a certain feature is selected as a classification feature of a 

certain node in the random binary tree, the feature can be removed, and subsequently, 

when a classification feature is selected for another node, the classification feature can 

be randomly selected from features other than the feature. 

[0075] In addition, a stopping condition of the above shown iterative classification 30 

of the Isolation Forest algorithm can be, by default, that the training samples in the 

obtained leaf node are no longer classifiable. In practice, the modeler can also 

configure the maximum binary tree depth (the maximum quantity of layers of nodes 
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from the root node) for the obtained random binary tree when configuring algorithm 

parameters for the Isolation Forest algorithm. In this case, the stopping condition can 

be as follows: The algorithm can be immediately stopped when a depth of the random 

binary tree obtained through the iterative classification process reaches the maximum 

binary tree depth configured for the algorithm (training samples in each leaf node 5 

obtained in this case may still be classifiable). 

[0076] The above shows a process of iteratively classifying training samples in one 

of the training sample subsets to construct a single random binary tree. 

[0077] Similarly, the above classification process can be repeated for each training 

sample subset. Finally, the M random binary trees can be constructed based on the M 10 

training sample subsets. In this case, training for the training sample set is completed, 

and the obtained M random binary trees are the finally constructed URL anomaly 

detection model. 

[0078] In the present specification, after the URL attack detection model is 

obtained through training, according to the same feature extraction method shown in 15 

FIG. 2, information can be extracted from a URL access request that needs attack 

detection, information can be selected from the extracted information, features of 

multiple dimensions (consistent with the features in the model training stage) can be 

extracted from the selected information, a prediction sample can be constructed based 

on the extracted features, and the prediction sample can be entered to the URL attack 20 

detection model for prediction calculation to obtain a risk score of the URL access 

request. 

[0079] The following describes in detail a process of obtaining a risk score of a 

URL access request by using the URL attack detection model obtained through 

training. 25 

[0080] When a risk score of a constructed prediction sample is calculated, a path 

depth h(x) of the prediction sample in each random binary tree first needs to be 

estimated. 

[0081] Specifically, starting from a root node of each random binary tree, the entire 

random binary tree can be traversed from top to bottom based on a value of each 30 

feature in the prediction sample to find a leaf node corresponding to the prediction 

sample in the random binary tree. 

[0082] For example, a value corresponding to a classification feature of the root 
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node in the prediction sample can be first determined, and then a first-level leaf node 

that the prediction sample belongs to can be found based on the value. After the 

first-level leaf node is found, a value corresponding to a classification feature of the 

first-level leaf node in the prediction sample can be further determined, and then a 

second-level leaf node that the prediction sample belongs to can be found based on 5 

the value. By analogy, level-by-level traversal continues until the leaf node 

corresponding to the prediction sample is found. 

[0083] After the leaf node corresponding to the prediction sample is found, a 

quantity e of edges that have passed through from the root node to the found leaf node 

in a process of traversing the random binary tree and a quantity n of training samples 10 

in the leaf node corresponding to the prediction sample can be recorded. 

[0084] In this case, the finally obtained path depth h(x) can be represented by using 

the following equation: 

h(x) +C(n), where 

C(n) is a modified value and can be represented by the following equation: 15 

C(n) , where 

H(n-1) can be estimated by using ln(n-1)+0.5772156649, and the constant here is 

Euler-Mascheroni constant. 

[0085] After the path depth h(x) of the prediction sample in each random binary 

tree is estimated by using the above equation, an average value of path depths of the 20 

prediction sample in all the random binary trees can be further calculated, and then the 

obtained average value is normalized to quantify the calculation result between 0 and 

1, to obtain the risk score of the URL access request. 

[0086] The finally obtained risk score can be represented by using the following 

equation: 25 

Score(x)=2  

[0087] Score(x) represents a final risk score of prediction sample X, E{h(x)} 

represents a path depth h(x) of the prediction sample in each random binary 

tree, represents a quantity of training samples of a single random binary tree, and 

C( ) represents an average path length of binary trees each constructed by 30 

using training samples and is used to normalize a calculation result in the above 
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equation. 

[0088] After the risk score of the URL access request is predicted by using the 

URL attack detection model, whether the URL access request is a URL attack request 

can be further determined based on the URL risk score. 

[0089] For example, in an implementation, the risk score can be compared with a 5 

predetermined risk threshold to determine a specific type of the URL access request. 

If the risk score is greater than or equal to the predetermined risk threshold, it 

indicates that the URL access request is a URL attack request. On the contrary, if the 

risk score is less than the predetermined risk threshold, it indicates that the URL 

access request is a normal URL access request. 10 

[0090] It can be learned from the above implementations that, in the present 

specification, the features extracted from the URL access request are entered to the 

URL attack detection model obtained through training based on the Isolation Forest 

machine learning algorithm for prediction calculation, to perform attack detection on 

the URL access request. 15 

[0091] As such, a potential URL attack can be found in advance, thereby helping 

perform security protection in time for a potential abnormal URL access. 

[0092] In addition, because the Isolation Forest algorithm is an unsupervised 

machine learning algorithm and training samples needed during model training can no 

longer need to be labeled with sample labels, large manpower costs caused by 20 

labeling the training samples can be saved for the modeler. 

[0093] Corresponding to the above method implementation, the present 

specification further provides an implementation of a URL attack detection apparatus. 

The implementation of the URL attack detection device of the present specification is 

applicable to an electronic device. The apparatus implementation can be implemented 25 

by using software, hardware, or a combination of software and hardware. Software 

implementation is used as an example. As a logical apparatus, the apparatus is formed 

by reading a corresponding computer program instruction from a non-volatile 

memory to a memory by a processor of an electronic device where the apparatus is 

located. In terms of hardware, FIG. 3 is a diagram illustrating a hardware structure of 30 

the electronic device where the URL attack detection apparatus is located, according 

to the present specification. In addition to a processor, a memory, a network interface, 

and a non-volatile memory that are shown in FIG. 3, the electronic device where the 
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apparatus is located in the implementation can usually further include other hardware 

based on actual functions of the electronic device. Details are omitted. 

[0094] FIG. 4 is a block diagram illustrating a URL attack detection apparatus, 

according to an example implementation of the present specification. 

[0095] Referring to FIG. 4, URL attack detection apparatus 40 is applicable to the 5 

electronic device shown in FIG. 3, and includes first extraction module 401, 

calculation module 402, and determining module 403. 

[0096] First extraction module 401 is configured to extract features of multiple 

dimensions from information included in a URL access request. 

[0097] Calculation module 402 is configured to enter the extracted features to a 10 

predetermined URL attack detection model for prediction calculation to obtain a risk 

score of the URL access request, where the URL attack detection model is a machine 

learning model obtained through training based on the Isolation Forest machine 

learning algorithm. 

[0098] Determining module 403 is configured to determine whether the URL 15 

access request is a URL attack request based on the risk score. 

[0099] In this implementation, apparatus 40 further includes: second extraction 

module 404 (not shown in FIG. 4), configured to separately extract features of 

multiple dimensions from information included in multiple URL access request 

samples, where none of the multiple URL access request samples are labeled with a 20 

sample label; construction module 405 (not shown in FIG. 4), configured to construct 

multiple training samples based on the extracted features; and training module 406 

(not shown in FIG. 4), configured to train using the multiple training samples based on 

the Isolation Forest machine learning algorithm to obtain the URL attack detection 

model. 25 

[0100] In this implementation, the URL attack detection model includes M random 

binary trees obtained through training based on the Isolation Forest machine learning 

algorithm; and training module 406 is configured to: construct M training sample 

subsets based on training samples uniformly sampled from the multiple training 

samples; randomly select a classification feature for each training sample subset from 30 

the features of the multiple dimensions as a root node, and randomly select a 

classification threshold value for each training sample subset from a value range 

between the maximum value and the minimum value of the classification feature; 



18 

 

separately classify training samples whose values of the classification feature are 

greater than the classification threshold value and training samples whose values of 

the classification feature are less than the classification threshold value in each 

training sample set under leaf nodes of the root node; and use training samples in each 

leaf node as a new training sample subset to iteratively execute the above 5 

classification process until training samples in each obtained leaf node are no longer 

classifiable. 

[0101] In this implementation, calculation module 402 is configured to: construct a 

prediction sample based on the extracted features; traverse each random binary tree 

from a root node based on a value of each feature in the prediction sample to find a 10 

leaf node corresponding to the prediction sample; and calculate an average value of 

path depths of found leaf nodes in all the random binary trees, and normalize the 

average value to obtain the risk score of the URL access request. 

[0102] In this implementation, the information includes domain name information 

and/or a URL parameter; and the features of the multiple dimensions include features 15 

extracted from the domain name information included in the URL access request 

and/or features extracted from the URL parameter included in the URL access request. 

[0103] In this implementation, the features include a combination of multiple of the 

following features: a total quantity of characters, a total quantity of letters, a total 

quantity of numbers, a total quantity of symbols, a quantity of different characters, a 20 

quantity of different letters, a quantity of different numbers, and a quantity of different 

symbols. 

[0104] For a specific implementation process of a function of each module in the 

apparatus, references can be made to an implementation process of a corresponding 

step in the above method. Details are omitted here. 25 

[0105] Because an apparatus implementation basically corresponds to a method 

implementation, for a related part, references can be made to some descriptions in the 

method implementation. The above described apparatus implementation is merely an 

example. The units described as separate parts may or may not be physically separate, 

and parts displayed as units may or may not be physical units, that is, may be located 30 

in one position, or may be distributed on multiple network units. Some or all of the 

modules can be selected based on an actual demand to achieve the objectives of the 

solutions of the present specification. A person of ordinary skill in the art can 



19 

 

understand and implement the implementations of the present application without 

creative efforts. 

[0106] The system, apparatus, module, or unit illustrated in the above 

implementations can be specifically implemented by using a computer chip or an 

entity, or can be implemented by using a product having a certain function. A typical 5 

implementation device is a computer, and a specific form of the computer can be a 

personal computer, a laptop computer, a cellular phone, a camera phone, a smartphone, 

a personal digital assistant, a media player, a navigation device, an email 

sending/receiving device, a game console, a tablet computer, a wearable device, or 

any combination of these devices. 10 

[0107] Corresponding to the above method implementation, the present 

specification further provides an implementation of an electronic device. The 

electronic device includes a processor and a memory configured to store a machine 

executable instruction. The processor and the memory are usually connected to each 

other by using an internal bus. In another possible implementation, the device may 15 

further include an external interface, so that the device can communicate with other 

devices or components. 

[0108] In this implementation, by reading and executing a machine executable 

instruction that corresponds to control logic of URL attack detection and that is stored 

in the memory, the processor is prompted to: extract features of multiple dimensions 20 

from information included in a URL access request; enter the extracted features to a 

predetermined URL attack detection model for prediction calculation to obtain a risk 

score of the URL access request, where the URL attack detection model is a machine 

learning model obtained through training based on the Isolation Forest machine 

learning algorithm; and determine whether the URL access request is a URL attack 25 

request based on the risk score. 

[0109] In this implementation, by reading and executing the machine executable 

instruction that corresponds to the control logic of URL attack detection and that is 

stored in the memory, the processor is further prompted to: separately extract features 

of multiple dimensions from information included in multiple URL access request 30 

samples, where none of the multiple URL access request samples are labeled with a 

sample label; construct multiple training samples based on the extracted features; and 

train using the multiple training samples based on the Isolation Forest machine 
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learning algorithm to obtain the URL attack detection model. 

[0110] In this implementation, the URL attack detection model includes M random 

binary trees obtained through training based on the Isolation Forest machine learning 

algorithm; and by reading and executing the machine executable instruction that 

corresponds to the control logic of URL attack detection and that is stored in the 5 

memory, the processor is further prompted to: construct M training sample subsets 

based on training samples uniformly sampled from the multiple training samples; 

randomly select a classification feature for each training sample subset from the 

features of the multiple dimensions as a root node, and randomly select a 

classification threshold value for each training sample subset from a value range 10 

between the maximum value and the minimum value of the classification feature; 

separately classify training samples whose values of the classification feature are 

greater than the classification threshold value and training samples whose values of 

the classification feature are less than the classification threshold value in each 

training sample set under leaf nodes of the root node; and use training samples in each 15 

leaf node as a new training sample subset to iteratively execute the above 

classification process until training samples in each obtained leaf node are no longer 

classifiable. 

[0111] In this implementation, by reading and executing the machine executable 

instruction that corresponds to the control logic of URL attack detection and that is 20 

stored in the memory, the processor is further prompted to: construct a prediction 

sample based on the extracted features; traverse each random binary tree from a root 

node based on a value of each feature in the prediction sample to find a leaf node 

corresponding to the prediction sample; and calculate an average value of path depths 

of found leaf nodes in all the random binary trees, and normalize the average value to 25 

obtain the risk score of the URL access request. 

[0112] In this implementation, the information includes domain name information 

and/or a URL parameter; and the features of the multiple dimensions include features 

extracted from the domain name information included in the URL access request 

and/or features extracted from the URL parameter included in the URL access request. 30 

[0113] In this implementation, the extracted features of the multiple dimensions 

include a combination of multiple of the following features: a total quantity of 

characters of the information, a total quantity of letters of the information, a total 
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quantity of numbers of the information, a total quantity of symbols of the information, 

a quantity of different characters of the information, a quantity of different letters of 

the information, a quantity of different numbers of the information, and a quantity of 

different symbols of the information. 

[0114] A person skilled in the art can easily figure out other implementations of the 5 

present specification after thinking over the present specification and practicing the 

invention disclosed here. The present specification is intended to cover any variations, 

uses, or adaptations of the present specification, and these variations, uses, or 

adaptations follow the general principles of the present specification and include 

common knowledge or conventional techniques in this technical field that are not 10 

disclosed in the present specification. The present specification and the 

implementations are merely considered as examples, and the actual scope and the 

spirit of the present specification are pointed out by the following claims. 

[0115] It should be understood that the present specification is not limited to the 

precise structures that have been described above and shown in the accompanying 15 

drawings, and various modifications and changes can be made without departing from 

the scope of the present specification. The scope of the present specification is limited 

only by the appended claims. 

[0116] The above descriptions are merely preferred implementations of the present 

specification, but are not intended to limit the present specification. Any modification, 20 

equivalent replacement, improvement, etc. made without departing from the spirit and 

principle of the present specification shall fall within the protection scope of the 

present specification. 
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CLAIMS 

What is claimed is: 

1. A URL attack detection method, wherein the method comprises: 

extracting features of multiple dimensions from information comprised in a URL 

access request; 5 

entering the extracted features to a predetermined URL attack detection model 

for prediction calculation to obtain a risk score of the URL access request, wherein the 

URL attack detection model is a machine learning model obtained through training 

based on the Isolation Forest machine learning algorithm; and 

determining whether the URL access request is a URL attack request based on 10 

the risk score. 

2. The method according to claim 1, wherein the method further comprises: 

separately extracting features of multiple dimensions from information 

comprised in multiple URL access request samples, wherein none of the multiple 

URL access request samples are labeled with a sample label; 15 

constructing multiple training samples based on the extracted features; and 

training using the multiple training samples based on the Isolation Forest 

machine learning algorithm to obtain the URL attack detection model. 

3. The method according to claim 2, wherein the URL attack detection model 

comprises M random binary trees obtained through training based on the Isolation 20 

Forest machine learning algorithm; and 

the training using the multiple training samples based on the Isolation Forest 

machine learning algorithm to obtain the URL attack detection model comprises: 

constructing M training sample subsets based on training samples uniformly 

sampled from the multiple training samples; 25 

randomly selecting a classification feature for each training sample subset 

from the features of the multiple dimensions as a root node, and randomly selecting a 

classification threshold value for each training sample subset from a value range 

between the maximum value and the minimum value of the classification feature; 

separately classifying training samples whose values of the classification 30 

feature are greater than or equal to the classification threshold value and training 

samples whose values of the classification feature are less than the classification 
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threshold value in each training sample set under leaf nodes of the root node; and 

using training samples in each leaf node as a new training sample subset to 

iteratively execute the above classification process until training samples in each 

obtained leaf node are no longer classifiable.  

4. The method according to claim 3, wherein the entering the extracted features 5 

to a predetermined URL attack detection model for prediction calculation to obtain a 

risk score of the URL access request comprises: 

constructing a prediction sample based on the extracted features; 

traversing each random binary tree from a root node based on a value of 

each feature in the prediction sample to find a leaf node corresponding to the 10 

prediction sample; and 

calculating an average value of path depths of found leaf nodes in all the 

random binary trees, and normalizing the average value to obtain the risk score of the 

URL access request. 

5. The method according to claim 1, wherein the information comprises domain 15 

name information and/or a URL parameter; and the features of the multiple 

dimensions comprise features extracted from the domain name information comprised 

in the URL access request and/or features extracted from the URL parameter 

comprised in the URL access request. 

6. The method according to claim 5, wherein the features comprise a 20 

combination of multiple of the following features: a total quantity of characters, a 

total quantity of letters, a total quantity of numbers, a total quantity of symbols, a 

quantity of different characters, a quantity of different letters, a quantity of different 

numbers, and a quantity of different symbols. 

7. A URL attack detection apparatus, wherein the apparatus comprises: 25 

a first extraction module, configured to extract features of multiple dimensions 

from information comprised in a URL access request; 

a calculation module, configured to enter the extracted features to a 

predetermined URL attack detection model for prediction calculation to obtain a risk 

score of the URL access request, wherein the URL attack detection model is a 30 

machine learning model obtained through training based on the Isolation Forest 

machine learning algorithm; and 

a determining module, configured to determine whether the URL access request 
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is a URL attack request based on the risk score. 

8. The apparatus according to claim 7, wherein the apparatus further comprises: 

a second extraction module, configured to separately extract features of multiple 

dimensions from information comprised in multiple URL access request samples, 

wherein none of the multiple URL access request samples are labeled with a sample 5 

label; 

a construction module, configured to construct multiple training samples based 

on the extracted features; and 

a training module, configured to train using the multiple training samples based 

on the Isolation Forest machine learning algorithm to obtain the URL attack detection 10 

model. 

9. The apparatus according to claim 8, wherein the URL attack detection model 

comprises M random binary trees obtained through training based on the Isolation 

Forest machine learning algorithm; and 

the training module is configured to: 15 

construct M training sample subsets based on training samples uniformly 

sampled from the multiple training samples; 

randomly select a classification feature for each training sample subset from the 

features of the multiple dimensions as a root node, and randomly select a 

classification threshold value for each training sample subset from a value range 20 

between the maximum value and the minimum value of the classification feature; 

separately classify training samples whose values of the classification feature are 

greater than the classification threshold value and training samples whose values of 

the classification feature are less than the classification threshold value in each 

training sample set under leaf nodes of the root node; and 25 

use training samples in each leaf node as a new training sample subset to 

iteratively execute the above classification process until training samples in each 

obtained leaf node are no longer classifiable. 

10. The apparatus according to claim 9, wherein the calculation module is 

configured to: 30 

construct a prediction sample based on the extracted features; 

traverse each random binary tree from a root node based on a value of each 

feature in the prediction sample to find a leaf node corresponding to the prediction 
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sample; and 

calculate an average value of path depths of found leaf nodes in all the random 

binary trees, and normalize the average value to obtain the risk score of the URL 

access request. 

11. The apparatus according to claim 7, wherein the information comprises 5 

domain name information and/or a URL parameter; and the features of the multiple 

dimensions comprise features extracted from the domain name information comprised 

in the URL access request and/or features extracted from the URL parameter 

comprised in the URL access request. 

12. The apparatus according to claim 11, wherein the features comprise a 10 

combination of multiple of the following features: a total quantity of characters, a 

total quantity of letters, a total quantity of numbers, a total quantity of symbols, a 

quantity of different characters, a quantity of different letters, a quantity of different 

numbers, and a quantity of different symbols. 

13. An electronic device, comprising: 15 

a processor; and 

a memory, configured to store a machine executable instruction, wherein 

by reading and executing a machine executable instruction that corresponds to 

control logic of URL attack detection and that is stored in the memory, the processor 

is prompted to: 20 

extract features of multiple dimensions from information comprised in a URL 

access request; 

enter the extracted features to a predetermined URL attack detection model for 

prediction calculation to obtain a risk score of the URL access request, wherein the 

URL attack detection model is a machine learning model obtained through training 25 

based on the Isolation Forest machine learning algorithm; and 

determine whether the URL access request is a URL attack request based on the 

risk score. 


