; e3eZVWDX.  Y( is known that m croprocessors, mcroconputers
or smart int egamﬂ@mmmmmm“ms sequentially execute the instructions of a
program stored In a _nenory, in sync with one or nore tinmng si I
referenced to cl ocEGogqoﬁnal s supplied to the mcroprocessor, m r?a‘égmer
or integrated circuit either internally or externally. A smart integrated
circuit neans an integrat edMARTUNTEGCRATED CgRERAQI fic circuits limted to
t he execution of a limted nunber of instructions or functionalities for

whi ch they have been specifically devel oped. It has proven possible to

trace the vari.ous phases.of the execution of this Qgr a ver .time since
Lho  execut | off ISRIQR Hah By aRPPERER oot S huisrs ot s SRR G 08 L Thoa
process s@jRARdIRdxefiad tH)initRictioRy OO Rogragefeieadlin ¥ memody,N6 syid With Bee 6 ock

signals that normally tine the processor. |In essence, any programinvol ves
a sequemtse Bmingsgralrefaenced fiaelogksienalsriunplipd tathe MiewRArasgssebssi vel y in an
order kno i . r i e LASL L UCti bein

oreci soPyOReipReY ANfRerh R R el eflly ol iRl 2R Slak TRCLHAI ARRE) N0
pr ocess maheih intepratsdeifdist dogirSthgnadific ofrcidRAinyitddso tiwexevitidn sfapitgedal | ed

a recogni zabl e "signature.," |t is known that this signature of the process
can, fonumpeigdiisstrustorsnrrdipeipnaiitianfer whighshaydwye hesnspeefliedly dry@lopedonsunmed

by the vario lectri i,rcuits . i i
2 qusocs ot e PR Buh B O P R FpHEF s B SRR IS Bty o
t 0o knowtihlessinvatihd exeofitidhes the fiistrictione dcar s sepestidliydh atridicO Yithegautess i n

the processing unit of the processor at a_g};tven nonent. si nce the program
that i sPradetsried &y sy eraeramgenerplly i syng mathethe flork signals that peranally time the

i nstruct] ' re i ' ' means
to det eﬁ’?ﬂ%ﬁ%"&h\wgﬁﬁﬁ‘g&f ? %@5&4 ﬁlg frvt%c F%%%?%é%fgﬁﬁgfcgé%cth&‘g{ﬁggﬂg as the
dat a usesgledmyedtsnceessinal inia okler kndwrsincelpaie| tht gtaefandend ginasloé edah observe the

details of the execution of a programin a _m cropfocesspr or, m crocomnputer
is a najRtueHAPRARKDRRAISHY KRPWN §in6F B3F Brasuisd in eqcorﬁ[ae%wﬁﬁﬂ@dqr@%féed in
hi gh- securi | d j : LG [NaYe TRV : t hus
earn’ t AcEtsuER b A iGaed hefiRSNng o8 IERWHRL AU ot PR Al Roert e
| earn césipmitiresdnisiknowa thatshik signatiird oftthe prakess peu, do1 exampld, he iobtatrmddaimvabl e,
S g S oSt ot 2 S S PO LES S B
verificaldopist oseRudice o?fnsﬁgﬁfo‘nggﬁéc'u?e!d. It'?stﬁxél%ﬁsre o 1By PELsibIdY® know
decryption of a nessage, or the integrity checking of certain infornmation.
Dependi nige mature lo€ therissteustion sequaret thatris being exevuled ifi the mreasping uatof te t he
processor, or obtain the val.ue of certain registers thr.ou% physi cal
anal ysi $TO65058t & PVehngpgnt sineg tg‘e Brograin SHis INRIRE & GARSHGHT Y t %e result or
on the %%feie%meh%l: AR SMhstAlcibhE WHAEOSi BRhRNs k@ i n the case of
cryptographi c cal culations on the secret encryption key used. There are
known devi cedt is passitie dwroegh such imesns fordstarméresmbich panticelaeinsedctiongs beiogput er s
by equi pping themw th cifycui hat generate random cl ock pul ses. This
way, thggﬁ%gﬁ%gsege%%g‘ei#{ap%ﬁ}S’Y:Ehl%ﬁnls ?‘gioflfi cult to observe events, since
thei r synchr qmiszzaphisiitydsfiteltlgyabRere @B vé el 6 Heexafifliohtf agrsdthmaenge of
an event becones nore difficult to predict. However, this type of solution
has manynigioaldsassRs or migreqomyfutes|is a majns dgavshagh waien ghis mieroprogessar ¢1s
particul arl elicate and.l.abori.ous because it is i ssibl.e..to sinulate a
P andom Foebp SRer RlehBthies SEh Bl RS Tl csend, “RARTMS B QiR
even nofgusdedrh ittdluccdssive ttes ol BRereddssoiiahd udf theinfor@eist iodBarnReft@h NS Of
their scranbl ed behavior. A random sequence of clock pulses is, in fact,
very di fensitiNetresudts of interagleoresationhe t esting of these circuits, but it is
even nore di ff.i : cont 1 Vi or . 2ql L LCcuit
assenbly of tI 1('3%%1'}%(1:\%@15%?6,} e%%{gg@; a H;El (yglr?lgﬁbon?cﬁgldg%cwﬁidﬁfg?&gﬁ tg#%snaglas in
t he i nt damaion bl grassudist d givémgrotee@d Sheraton, Bueh & the verifiddtien of agyeee devi ce
that introduces a new architecture based on the use of a dumyy nenory that
may be ¢eelidesfialigiernal ipfopyationethsidseryphionelsmessage. 81 theyinteaty ghsclkang ot e v
non-syn I a 3 AN Thi e
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processor, or obtain the value of certain registers through physical analysis, so as to obtain
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However, the use of a random clock or a dummy nenory, although it provides
sone advant'ageous i nprovenents, does not change the basic behavior of the
m croprocessor, which is still sequential, even if the instruc®i7ofisN ©2boat
foll ow one anot her belong to different processes. Therefore, it is still
theoretically possible to "filter out 2 the-bad instructions and save onl y
t he goothfomesionandhd¢ fewslt gaomthacosSdential ¢dneent nf the nmfoiroati cyraveat innlge ¢asoof t he
m croprocessor . ., Anot her drav%?ck resides in the fact that the execution
cont ext §ry8f°gfari’@“p"}ag‘¢’1|i‘aé’r?§59ﬂf Seeist gErRiog kTP equences must be saved and
restored, Whirg&eSaYikdvd &Aies Bt gfbbﬁamlls@im&s@ﬁaﬁt ECHRWcERS. One of the
objects of the invention is to equip the smart integrated circuit with
means t hAtropomputdstbyteljeippingehoh vathalinesits thdeganeratecinddro\cick putsesiiihas
generally prevent any interpretat]. f the signals.issuyi.ng fromthe

r ocess SRYhe BRAYSea AP doBsisHiasy diticultio PEser e, sincedit SynghtoRization o
"MIM C" (;MiftH . ] Sﬁp‘bﬂ. i | i g t hr ough
t he facﬂﬁlﬁgtﬁegﬁg&ilﬁgf@ﬁcﬁ?lggﬁaﬁg Cl regllr(j% to f rgés‘%gp?r%c?ﬁ{es 'm;()rgﬁi}ﬁ%i{ sz(~ 3
processeredaond an operating system executing a main programfor constituting

a main taskpesform rocess, . at | east one secondary processor capable of
concurrent | y?@"&‘fﬁﬁ’ ﬂﬁ@g’ﬁ? Ofgi‘étﬂf’fbl??é r%f’é‘é(cﬂ’iﬂgl?a;‘fﬁi‘)r ogram for constituting at
| east one taFgStRﬁfailﬁ){h'g‘d@QgﬂBpﬁﬁﬁ%ircﬁﬁ%?aﬁféﬁﬁhy d6licatdihrldSlab R Beldust e

processors and neans for ensuring that the secondary process or processes
Wi th si isimposgiblate siandatel a fransoanfuncipey thtdughowiagpistil ee somplex execut ed

concurrently with the main process. by continuously or Jintermttent .
ndue! ngrerYprE RS, B Ve PR L i s R S et Py Pt
super i "pQaRe1eabehNISE AYanddif sERIeRcd VRIS K PuR@s &S i Ach) LAYERIcARTS SiRtPHS Or
intermttent scranbling. According to another charactefistic, the main or
secondafor the ms@resafitbesgregrcuisg butit prayer otoeeldiffianbiorcovtrslsadl the belwvaare oHumput er .
According.ta anot her, .characteristic, t ctivatian,of these nmeans is
CrF goer M PSPPI Pueb i sSpeall g 1t biedie SRR B e e
i nt egr ay,Rekngl tusilstand $PtHeRBgistbRe addi tional security created by the above
means depends only on a decision resulting fromthe main processor's
runni ng of t Abemspearttherdknoysidenice that mireduces amepl architecture based nn dypruscofla
circuit ilrrrllzflnccessi bltgatf rQ c_’ths% ou}l(')stiude A corid}On Lo anof Qver tch%re%glteﬁ)r,i stic,
the smaf P HEGPADHEPICRS teASE S Rl Y TEBIFPPIRSGT oL e A MR E SHif
pr ocessapn-sERRtdizddelati ietodRE EAEInADerBY®heht. ThRimdkeafie sHR&vREdH ofdvehtse
menory inaccessible fromthe outside and accessible by at |east one of the
two proéedsierajures partigulgdy dienly: nenory respectively dedicated to the
secondary pr ss.. According t.0o another characterist.i he s t
Thtegrat od’ neearen BER S A bt R RS alFovd "EpBE B e (e 1
respect hvantiReBls iffHrévetheats, 164Ul Otnge theakie WehavidiCsTBhéini@oproca&sa her
characteristic, the smart integrated circuit is formed by logic circuits
di sper s&didhis stil sequeatial agven df the instruetians shat follaye pneanealier bkong thaifisrapsi cal
| ayout t C hiS L i i g i |gabl e
ot 1 oRtT P e RSt el BERRING M o8N PR ORI o e
| ogi cal soregmiby thatgood onddc amt thus gaih acasotolthe infbranatioh emantirg, frohehesecondar y
processor, executes tasks of the secondary process that mnimze or cancel
out the"BPEPEXFHRE"si gnatures of the main processor. According to another
characteri st 'q(hotlfepﬁra%%ﬂpf@f& i tﬁ&?a%%ﬂ{at B RE AN CaRERts gif B}{eﬁﬁﬂ%&ﬁl@?‘dar y
process correlated to those of the main process executed by 't mai n
pr ocess atterrupted by dwhmg sequentdsatudt be saved endechtatd whidcesdighgquiesul t s never
appear during the process. According to another characteristic, the
secondaﬁ‘;’sﬁ“gélr‘&ﬁmﬂ’é’e@s%r%ﬁr king space smaller than that of the main _
program 2 Ohebf M Ao AndinyBRiRSHs Wb &ED tHfsniddGinteBiRld difMit Wit RestRke 1t
so that the main procéss can only run if

that prohibit the type of analysis described above, and more generally prevent any

interpretation of the signals issuing from the processor or central processing unit. This type of
circuit is called a "MUMIC" (Multi Untraceable MICrocomputer).

This object is achieved through the fact that the smart integrated circuit has a main



the secondary process is operational. This second object is achieved
through the fact that the smart integrated circuit has communi cation means
between the main processor and the secondary processor. Accor @hgulkons
anot her characteristic, the comruni cati on nmeans between the two processors
all ow the main processor to know whet he¥ or not the secondary processor is
oper at i progkssoAaciandipeepting sastanleaecuting mandie pragram fort doastitatingianzat {asky means

bet ween the two processors allow {he main rproc ssqr to perform an
aut hent PEAYTYRAS BWC?%eatiéaéb%FaW@eﬁa&g@g?ﬁS? 9&_@&@?8 FRpCPBeRINOTIRENLINg at
char act Gl Geed R b HEH! of 8RRk APREL B ARIncHBhInAGralsd BwEeCOndary

processor i s per ring the précessing by the mai R procesSsor.
Accor di sgpplpciaguits kemneinap ot @otastors and neamefansnsuong deit theaecoglatyh@osmsondar y

processor is controlled by the ' rocessor.and its nmain program by an
"t e r upE PESESETUE simlpr ROwerand difFreBlanraiipe s eame it Privish CORGIIHIEe. A

third oRji@Ghe flaid cés@}?ﬁ Rbhtholsly rof’id?&hﬁﬁérﬁlyﬁﬁdﬂcﬂ?gt, irl k@ pOREPERRLY Process

i npl ements a programthat is totally differént fromthe main program This
t hi rd objredts, pevachstenbeuces iiiad agrsupérempeset! on hilzdse ol thesraio pdaveys rasdessor

executes tasks of the secondar cFrobﬁess that have no correlation to those
of the Hﬁ?dHC?)?%’élélguse‘?{éE‘iﬁf@’(ﬁteBgs PO M n processor. According to another

characteristi ndary
e REOREAN PARAE R IRR RSNl B 000

process that mnimze or cance e nmain
pr ocessprotected mioroprocdsp@atr notroctveputanent i on is for the secondary programto

use o prouramahess SORTLL spsee 1 Selt Sl Lerent L omhest, st  no
that thgpaae@Ndaicon O 8 LA hioREBEENY 8f the smart integrated circuit, so that the
additional security created by the above means depends only on a decision resulting from the
main processor's running of the operating system, located at a place in the integrated circuit
inaccessible from the outside.

According to another characteristic, the smart integrated circuit has a main memory
dedicated to the main processor, containing the operating system in at least one part of the
memory inaccessible from the outside and accessible by at least one of the two processors,
and a secondary memory respectively dedicated to the secondary process.

According to another characteristic, the smart integrated has at least one
communication bus between the processors, their respective memories and an input/output
circuit.

According to another characteristic, the smart integrated circuit is formed by logic
circuits dispersed on the substrate or substrates in such a way that the physical layout of the
two processors is achieved without any easily recognizable functional blocks, for example by
physical interleaving but with a separate logical organization.

According to another characteristic, the secondary processor executes tasks of the
secondary process that minimize or cancel out the operating signatures of the main processor.

According to another characteristic, the secondary processor executes tasks of the
secondary process correlated to those of the main process executed by the main processor in
such a way that the intermediate processing results never appear during the process.

According to another characteristic, the secondary program uses a working space

smaller than that of the main program.



a process correlated to the main process in such a way that the conbi nation
of the two processes provides an operating signature of the secondary
processor which hides that of the main processor. According towgghe{ﬂﬁ
characteristic, the secondary processor executes tasks correlated to ose
of the main processor, in such a way tRat the intermediate processing

resul t s neved sapplanbjettiof thg inveatipr tsde seake A Joj thatthejacproedss careonlpvemnifi on i s

to prodﬂ%e an .original. archi.t etﬁture using validated circuits, wthout
havi ng H6 SRRy PROGTSIISORRABMluct or t echnol ogy or new manuf act uri ng

processes.  TRisEechnl ob)jedPRAcRicTE dirdughlihe @B B&thé Smag Migyedd thequady t he

fact that the secondary processor can substitute for the main processor and
vi ce veswamupiceidondinpanstbgtvegentthemainipiocessasand thessecardarysproessderr y processor
executes tasks correl at to those.of, the mai.n processor. b chroni zi ng
the pr ocesseE‘C%\%_gmgg%%(ﬁﬁ?{g&ﬁﬁgevatﬁg%e C@f“‘?%cadgpéman@grﬁtm%? %38’8 i ssui ng
from t heroc@SPRGIIbWEhPMABGESSEdss@XE kHbWehettes of RSINBE §dc¥RddRy Picadtbr IRCcor di ng
to another characteristic, the secondary processor executes tasks

corr el appagatiapat-hose of the main processor by |ogically deducing the
cecondaLy, Bt ARLAFL TS Rl ARSI B e v
processors allow the main processor to perform an authentication of the secondary processor.

According to another characteristic, the authentication or operational testing of the
secondary processor is performed during the processing by the main processor.

According to another characteristic, the means for activating the secondary processor
is controlled by the main processor and its main program, by an interrupt system, or by a
timer, or even by a combination of the three.

A third object of the invention is to make it so that the secondary process implements
a program that is totally different from the main program.

This third object is achieved through the fact that the secondary processor executes
tasks of the secondary process that have no correlation to those of the main process executed
by the main processor.

According to another characteristic, the secondary processor executes tasks of the
secondary process that minimize or cancel out the operating signatures of the main processor.

A fourth object of the invention is for the secondary program to use a program whose
signature causes effects different from those emanating from the main processor.

This fourth object is achieved through the fact that the secondary program implements
a process correlated to the main process in such a way that the combination of the two
processes provides an operating signature of the secondary processor which hides that of the
main processor.

According to another characteristic, the secondary processor executes tasks correlated
to those of the main processor, in such a way that the intermediate processing results never
appear during the process.

A fifth object of the invention is to produce an original architecture using validated
circuits, without having to create a new semiconductor technology or new manufacturing

processes.



processors, and each of the processors has a respective bus to which the
RAMs and ROV for each processor and the nonvolatile menory for the main
processor are connected. According to another characteristic, 2heJUNB2003
integrated circuit conprises a pluraligy of processors, each of which is
connected to one and the sane nmultipl exed communi cati on bus between the
processors aftlisdiftrdljedRiMichittred dmyadlathe et thanthesesondaty processgtcanl to this
bus, the caontentions for access,to this common bus bei ng handl ed by an

ar bi t r aBYRSHIWES fog fhe maiRJ¥eseasn gnd §ic§¥6HAer characteristic, the secondary

Processor exaeHi @y 3 Hﬁ&ﬁ?ﬁ%‘éﬁc%ri@ﬂ@! thdlseRONaPY FikessEi SaEhie IO YRIAOPL are

correl ated or proglgam; W any correlation to those executed by the
mai n pr ecthesoof thé€maar probassardiyesyneliroigingribe prdeess¢ssagdsconfpatihg thermabres iobn wi | |
energe nore clearly in_light of the foll owi ng descriptian, given in

Fof er antEo fge eleaneatsy s@ﬁééﬁ%mgafﬁwrﬂ&geﬁewmv%wpg@sm Feclingd TR o | ogi o
di agrarrkﬁ;‘ 4 enbodi ment of the integrated circuit of the invention with
two pro esgsors, each with its bus; - Fig. 2a represents an exenplary
enbodi nent ofAceordmgrtuanathei dharacteristic, thdetcomdany prooegsonoeswos wmske cortetated
circuit; - Fi 2b represents the structure of a frame used in the,
conmuni ihPEOTRE WelHPTORSRR 153!5@@@@%}1%@% %?&mﬁamﬁosr,am Prrrmgthe gain
represep}@rﬁnqi agram of an exenpl ary enbodi ment of the integrated circuit
of the invention with two processors, with only one bus; - Fig. 4
represent s aAdcadimgno ahother chaecrriatig, therhoalt mtegrated ciacyir cwingriscoat least two

synchroni zi ng fanddco ring two val ues of .data el nts jssuing fr n}each
pr ocess BFOCESSOLS; g @CHBEF@SI@?I‘E%S%S WFW?V%&‘%&T& ttthRfiMa a9 R&S\ﬁ? Yrenory
accessi b & JrhteQuRnd tie dondoldMiedBémory for the main processor are connected.

According to another characteristic, the smart integrated circuit comprises a plurality
of processors, each of which is connected to one and the same multiplexed communication
bus between the processors and a RAM, ROM and nonvolatile memory array connected to
this bus, the contentions for access to this common bus being handled by an arbitration
circuit.

According to another characteristic, the secondary processor executes, successively
and in any order, either programs that are correlated or programs without any correlation to
those executed by the main processor.

Other characteristics and advantages of the invention will emerge more clearly in light
of the following description, given in reference to the attached drawings in which:

- Fig. 1 represents a logic diagram of an embodiment of the integrated circuit of the
invention with two processors, each with its bus;

- Fig. 2a represents an exemplary embodiment of a communication circuit between
two processors of the circuit;

- Fig. 2b represents the structure of a frame used in the communication between the
two processors of the circuit;

- Fig. 3 represents a diagram of an exemplary embodiment of the integrated circuit of
the invention with two processors, with only one bus;

- Fig. 4 represents a diagram of an exemplary embodiment of a protection by
synchronizing and comparing two values of data elements issuing from each processor;

- Fig. 5 represents a exemplary embodiment of a dual-port memory accessible through



6 each port by a processor of the circuit; - Fig. 6 schematically
represents a physical |ayout of the elenents of the circuit according to
the invention; - Fig. 7 represents a conventional |ayout of thR7eJuNremss of
a two-processor circuit. The smart ingegrated circuit that is the subject
of the invention is called a MM C (Mufti Untraceable M Croconputer), and a
first eeeh aprt bjranr@@ssroogf&mcn@bﬁfr guration will be explained in connection
with Fig. 1. i i pr esent ye. of.. t he

physi cal confErTguéf% hrglglﬁﬁgalrnﬁgg ﬁa]%}ggﬁflf lﬁ%&ﬁ f{h% eleq“fnt%% th%(g,hc%el ow. This
smart iattedimgttedhcinientidn; i s constrtut ed by a rrar n processor ( 1) and a
secondary processor (2), each of the processors beln% connected by its
respective ccfrrﬁuhfe@&SF@ﬁaGWé%al lpygutofthe clewsnisof J BAPre@ssap pirewt.
respective ng{oy; t [ ) and

t he secondary pr[%agt?lg eg%%% &?cultéﬁatéig%u? ngtg&tﬂg]% *0% Egﬁ%éi}p’ﬂéléfl\fﬂ\j% mai n
(1) andMwdd ohﬂlacgaerZMIGrcmom@amr)s andamﬂrswoaxkanm of teWighhbeshfigutdfioasvillber

exanpl e, |Ie RANVE (1 21) e .menorjes connected to the secondary
processeo‘er maarrrryﬂowré Figd rrﬁmqeawal CRRHERER! I DARIROMSORFIVaitht al | ow

t he se W jqon those
of thecﬁr}rg?lgélpcro §§ ? 1@1310;;0 W%ﬁﬁ? gts }ﬁg%gﬁ‘ts%h?n%m? eﬂﬁggﬁn%ﬁnm %tgessor IS,
for exaipb#,is mmrsﬁtantadd:y amam macrdsscmf(l)ahﬂ al%lsbr(dki})pmmsmf(gglebémﬂthom t he

out si de, but accessible B&Mtsgl east one of th processors. Each

pr ocesSBPCEEIOrS bying gannecte %?ﬁ’ﬁ%th"@é?rom(‘mﬁgca“% (ﬁérﬁé% Dafeeanghcontrgld bus

i nt egr aie i t

i nput/i(tai‘f)})utt(?3 risrblr:'%:thre%&% ng%nfr?eg?):c ngh‘éﬁ? e on?h%&é&gﬁp%%ﬁ?hg@bus of the
Mai N prssc@E|nr prog@m (tPrietccberwcuted by eadhaxfi tb&jrearmorzdmagl t10 and semondany (2)i t h
several busses nd to the outside rid, for exanpl ntacts or a
cont actfr8EESqP ﬁr?ad@f B¢ registers Juch) e for teoa‘PBJGeYQ}%t)ag%@F Elylf’ ﬁg}n ®termnal. A
set of haAbSdsofnéRdlio tﬁ@sec%da)r%ﬁﬂféesﬁﬂr étr@t"@l!irﬁh'l ﬁmmgp&mmwkr be added
to the processor, which needs themto inplenment one of the vari‘ants of

oper at i mmdﬂuewoﬂ%ghfhmh allvwitheaserorsfare phedssoe () tdesenteltesksbidtaw.  The
three el enents gPhﬁxe) are conneglt ﬁ to an.interru egenerati nsg
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main processor (1) is the only one in the case of a nmaster main

pr oces sase¢ssibia/y aideasholar of the tueprooessotar Eachtpregedsar §1,d%) dpopeowi sequicacdROM (12)

e pr odeclFebelnTE, TR HREEHRH bue LEReRRERIRE It oy At e same
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access the ghtuibis pabedied acqrdiag da e varimt véth seerelssascandde ten ppidemerld,
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et 36 B LECOURLS o PR AL Lk G0 AR 20

case whemginiloAest @ﬂr@gr@t&ﬁd’(émgmi RB) dnid dnfiftevrapi @ﬂhthiS)Qﬁhoelaﬂ@éaitoQﬁe Fig. 2a.
The main progratrln gP is contained in the nonvol atile nmenory (13) and the
L\
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French i e 7 Ki ng
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| east tinerppogesmang civéuit (16), s ck 1slcbh@@lt@lttedhf£mte®wpt inplts oﬁ‘@ﬁﬂ'prﬁce&&&ﬁ(m t he
two ty ES of nori es éﬁcﬁiumry and other) are used during the sane periods,
even i ft 1S158S%tiE Man BROCERSPYy nul ti pl exed. The integrated circuit al so
conpri ses anTHe’UﬂéFe{tﬁgtSPéﬁm o@?@&ﬁﬁ?r&@%?@f)qgtﬂe%nﬂl or{eeiﬂgtlrle 2 opé‘ﬁlaﬁtfer t he
integrated circuit, which interface can be ‘either "parallel-to-parall
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2t %t he B AHAFpORaTo Wl TEb RS (Pahhy B ek e 0T ORe F chagge
represegfel da ée@orfd gperémg-r@%ﬁ AR sa%c&ne%&@ s§stdrh cgrq-bé ?ﬁ%%aor?ce%%’b[%é i(?gheaddr ess

regi sters ( to'receive the dress”signal s and to
al I ow a&cc@r’siermocdseornﬁxrqumnle)thrangh seamagsaight (Ken prdvegsand a cleskiegiof vel y.

These al so use first, pair of data
oo ot N8 B3 Heb{P Tt anc itk e s g5iedl ao e ub Lkl abammatl (o)
processor respectively. The outputs of the data registers are connected to
anplifiers ( 113, 213), which deliver the data signals (DO, D1 ). Finally,
t hese dual -port RAMs ( 11-21 ) also use a second pair ( 112, 212) of data
registers to allow data wite access by the main ( 1 ) and secondary (2)
processors, respectively. This type of dual-port nenory architecture is
avarlable fronrvendors such as thorola or Texas Instrunents Synchronous

o o o oy o o v



2?3 UN 2003 9 Furthernore, the two processors can conmuni cate, either
t hrough a specific link, or through a set (50, 51, Fig. 2a) of

communi cation registers connected to the bus (3, 4), or by cy2aJUN Qmsi ng
t hrough the bus of the other processor, or even through an ar bltrati on

logic, in the case of a hus shared between the two processors,

repr esefif¥ cap bepddedo epghyprogessordhptdisedy ane fppthe gqlgaiynast piay, ﬁklcwgﬂhgl t wo
registe of RS | p of detection
i Pt £ e e hagole GREERHNER b MSLEHR o TSR o B DB B 0 Vot ot er
(S) with a pTlﬁHmamIprsgranﬂ(@ﬂ)isccohia&tedmsed donvelhiile marnety,(13).add,thé n whi ch the
mai N progessor { is the master. In the exenpl ary enbodi nent accordi ng

to Fig.uttliatigne ﬁhgtdum@@i me@pripsePTespnds i that desciibediingls hisash paientous (3) of
t he rral ile a
second oA ARERARisharucPRE slBLe fith 185 JEP AR RE R oRLRRERB etk ©, P
respect ¢ané3efeu<eattlo(15ﬁj1uleamdlt$ betoren §tdagst tveqpsicesssrsiof tlm:gmq:tpmbgmtedlciacuit.
respectjve first (B 1 ) and.second 2) sto e.tog noves to the
active DtS4FRka Gpent wp@er@s 8f MeROgE w%ww%otggéﬁrem%sﬁ Ui e e

cor r espRdOGvES HitAE Bls is AbRa@pkRMipl@leat he first toggle (B 1) is connected
to the interrupt system of the secondary processor (2), while that of the
second t oggl "éhe( iBRgrated comwitediosmnprisehan 1npt1mutpq1tmtsgfs¢ee]mnéct¢d1m atrbdast
processoralglI .The SI e of the re |sters IS e erou}gh eff cont@| n the

r equest Qe of & 8W§@§e Gl teWRIGh dpicHace cap be sit ?5 rallel-to-pypllel gpparalicle s ¢ he
struct t I on

el d e L e L et Oy LFOTufE i BREER ),
an ac kn@\)ﬁwd@merged iwtithctke (lbinorykR AM (ZédhhnBAMmufctﬂm feeomdasy paoedser 2) ensni tt ed

i n both.di rectl 0 The header can e first
gi vi ng PHB U%TpoftH’éeIB?%’c?(S rgﬂﬁs?rﬁeéﬁggﬁ%r%% c*)“éh@‘\?,\’ﬁRl}\yM%ﬁ laﬁlgluﬁfék is
post ed a?alr b@a&dkésﬁegmws $tey, 2(@% redel@ thO8dtr&ssRIAEMGRADV, sslmngj arldRgt is
interpreted as an interrupt I T1 by the secondary processor t hus

al | ow n@lqw aqcossdﬁe' theymaatl(1p aad segondasy éﬂj@r@mwésr@wcuwly tThege @waéspem in the

f Th 2 h
bl ook b AMEHAT A7 Ehe vk ABR PR B AEDRT AR HraitPls G R SRS BRI ege
the r ecmhmt(lpindst&eoMa @)\ptdchss@fl I %aiwlyedm@%@htsbifwﬁé@a(t@fﬁwieré\hrepost ed in

the second register ( address?g) to the main processor ) with the

sanme nuédsaecte a:mmirfm%@sl 3i 3 pawkick delaver thadatawignads 10, &)+ Hsalbh#hese ng of

this i ounppRRAR LN s B Atbs SRR 2 AES GRS bR 9 FeS TRt e
be di vi 4RessityitRe indih QFbhdsecSndu@T) Prodebdrd] r@psctﬁve@afralsftyﬁé sf.dudbgorgont r ol

field allows the main processor to send instructions to the secondary
pr ocesswemoporchitestise is avajlathe frem vepderss such asdMpiosela o fexas Iagtaimanés. f ol | owi ng

Fecer vesy sy ERus A fhuOfh AN mBb e bR LSRR AL S,
recei pt meﬁlot)f‘acﬁlr@@mmlﬁkough hvmpaxal@mahmgdmeynhreblse«t,kn @b)zltmular/%ao cpisdled in

t he second 2 7 J UN 2003 to register and prfpé_gsses the command in
quest i oWnﬁl@PB%tl?berPF??@e%bW%fﬁ’dW@éeP%a‘F ﬁ@ster@&&m use g Bt EMORY Phe
form of g el t

acknova ge bgﬁ’%“ﬁgfsﬁéag‘?&é%@%gﬁ ﬂa}ﬂﬁ &SCJS&gﬁbg%: cgésvatgé Iglggrr%)nt (?l%c

post ed fwp mhq)ehticrstt(adch:gﬁs shédatgbapnancither ynchrohaushuorzsynahgormiuslyhandbl ocks
makes it SSI &{h at orI trarlsrritted or received data bl ocks.

Nat ur al ?‘VS G S %’Fi’él HNRYSYnf or mati on bet ween the main
processor anﬂhé%ﬁ%@éé@&%(y z?rtﬂ&%ﬁges f(@m%ﬁdm%exﬂoﬁ&ea@ppmat@ 2
direction. The two prograns are 'respectively executed in the main
(1) aadfstbocmamyn pa\)verpmmp_kyssmusS (o isoclar @ redycettheadifferance hettveerc theons ar e

execut ed si rrulta eous i s.al so possible to.,phas. hift the cl ock that
A mCr o1 BoHeses s pyotssot sabiuf oy RO R at posiTe U Beimremtavel ca”do not
exact | YS&IﬂEérﬁﬁl%P%chﬁm@é@b iofs nb%cﬂfaﬁ?%%%léto ﬂih%nsti% iatn§eé}ﬁ";5‘ v SO be made

vari abl e and random whi ch gﬂro uces superinpositions of equally variable
i nst r ucpioggsserp thas occupyenty & v mancand tberegbﬁbtﬂmaélcﬁcagommllysélqbl@ﬁ@bmooz0) of

consi st DR RS ERe frahd brosiir RMEIGFIES, Sof i GRA IRl ST |

"dunmy” nenory of the secondary processor (2) In essence, since this
menory does not play any real functional role, its addressabl e space can be
limted so that it takes up a m ni mum anount of space on the chip. This
space can correspond, for exanple, to sinply adding one or nore |lines of
RAMto the RAM matri x, this space having its own address and data
regi sters. The secondary processor (2) can be allowed to run continuously,




To do this, it is possible to use this type of operation in the interrupt
node. When the interrupt is generated, for exanple, by the abnormalit
detected at the level of the main processor ( 1), a dialog i s2dsdWh12M8hed
bet ween the two processors in order to performan authentication controlled
by the main processor (1%. This aut hehtication consi sts, for exanple, of
havi ng YHach@Erhosupieddydhe RAMS anshrpgismmablpanenvelagieapempriee@ \oM) dt isey
stored j r ' .

connect el oRS il WL TTIsE NABKNE S hErERERplbctskrs (M)

el ementsingle swhiinitpoe ddsinstetecknistausyd (¥ @aendlg pone(sR)licdhin cheglt Whe heotmmintat i on
channel , and the secondary processor. decrypts i(ti,P t hen returnidége resul t

to the MRIROESEIEER Hie spmg spbstipts wWith By RdaMs gad peagrammalle pravladeypt i on to
t he dat ) i , i can
Cont | B RoREE: toffo e S5t ¢uGRE bEHe fulckBRTR: RePbLEEYPRimin dooh,

aut hentandab complyThigls therrimgihg cosstmrings. & hisnvoowld dead hila toatopas erdhitgctpeeranidcul ar

probl em for one skilled in the art_ . The in ocessor (1) ca | so test an
Bt vi LY @iFréftsé‘Fh‘?rﬁo E%?“edﬁwntmmwaw%awf% 3e (5% TeESSess Gty _
pr ocessepUtare ﬂ{b@nfé@tcﬁfsgk@gn%mttm,rth& Bioe lis BRse R%h&'Bldc¥ssoRafged with

( k Eﬁ&iiﬁ(ﬁf}
each test. It this register has not changed, the main processor can suspend
i ts actpeviphgral ¢ircaiiteflA) sonstitating tbe irpat/putpute diranajsoadacehntoghe processors, ard i s

possi bl e .to,use.a copy.  of any rt of . the,mai.n_ program 1.) .,as the

Do onaany® SHBGH KRevRD ey e Rhienl ebts i 1 RePal s B ARG b stile dRenides

and/ or QR¥eRRSM8 thdhefitiod @ tethickRRIdircult Ohd Htaér &éméﬁi@cdfﬁiifhtiﬂ?fﬁw RAMsThi s
will ensure fhat the program executes instructions that are plausible but

f unct i dddlang 2Lk &QMs (12 and22) and progessarnahle NVAVIs 6h3g arerdisppsedargund itpPa essor

(2) exegute, a program correl ated.t he..0 that i s.executed by the main
pr ocessoraciefist SHba ThaRloReedi@hic' fn fulf ndlfhcoBi BuBEic Bhetiors Kever
appear Wil hd¥fie thrdDf@kdHoh Rire InRirmibedAFiIBHGR anbBier 8ATRIVRI oft thakates of S
necessary to hide the result of an operation F by having each of the

pr oces sdementayselds, iso dhay theghysicd losasioniof peeldhelonging ta dfunctipn gamgpot e of F,

chosen |n suc% e resu ﬁ@n he. obt ai

a_wa hat t Lt of. F ed a function g
Chat co LR Al UBR s R Brisity b Byiot R0 PR bR Beafonis 2°
(1, f2)represehtedbiNsqR@iek of 2ectangles deFigt 6. Ehesd eleinbhts @i IBtatled amsd bthto t he
code and/or the data of the card, and also nmaking it possible to perform
at t ackseloRentheepesseyed by girglay andssaaptituting theplackirgiis peid hypxgpongl elements
suggest elsdllithg iileablibal B SF ATh anfl REEATRIPECHERS Bbhithurinbhe plpguct | on
of errors 1s caused; 1 n-particular, by 1nstantaneous nodi i catrons of the
power sdifeplty, oaficdaldy amitea edmitsikatignonfahidse lelrtdeng, ad epesented in Rife6.@hanpl e bel ow
(a hypothetical co nication progran), the attacker tries to nodify the
behavi dyaicaklReow ghiecioRss ofﬂhwq PloREsSp inpdpnaeREhaR ce@ Iuﬁlﬁéctjfei . in
order t i i : d Vg nswer
addr ss 37 BEELHRIFRL AU PLAH6|dk) Sl %o hoRe BRI pyRiclt b ARRor T 3" ¢
(a == logot a5 i8 ndrmdllyaths nase. $udh)a tOpolbgpis ukedind€imte Arrdy" gotuits,3n8vhich These
"fault-in olfrﬁnt" prograns (i.e., capable of de ecting,faultﬁz for chip
cards, yhaet Phihe matin SRAEPArUCnHE dhthe cxeqiion ph pRoRTURFONL JBIS W e thefWione
proces { oAt b oa j Lapn"
R s s G R R TS R T
physi cad degred thafi teml adizsemtttemsismss caslHelang taritizdr ont of theprreagssoroer theirt he

transfer type. (."s " "read-nodify-wite own i.n the pri.gr.ar he
o coneliEo e eV BhThia At aREblobthe kel BRSRouf <o R whheld of
verifi eglidddprbl@sdFehrisREIRRS A8& rof impdie BiELpceRanaNcel ift téiRRDf dRICR Sydlys. THE
processor that perfornmed the verification as a sign of an attack. The

i nt r oduleyéusef Bfe cércpiss is therefore ¢pecialiiecandueive tcensuripg thy seeitepf hecones nuch
nmore conpl i cat as a,result .of these.verifications. |In.the above.exanple,
Che  at cesenis Ee sl vedmonufh af PR bR A P o i RS ok
an i denfiGalin BR¥r todHsER preRIBoRIn O kiedidnald HAQSSIrSI oF thé AREastAlGade). | n
practice, it is desirable to protect the integrity of the "critical" data
of the ywidstptend th@tcghe eonsumatipaitiahe funkiienap blockeare parfecily ipierlaatsdendd by
duplicaéoin(l)r]etieP JEapry. Each processor (CPU) then has its own copies of the
vari abl €' A°qUBEtTon, which are stored in a truly functional nenory and
not a dummy nenory. In our hypothetical exanple, the decrenent of the
variable "a" (loop counter) can be protected by the instruction sequence
bel ow, which is



13 executed by each of the processors: 6 a=a- 1 6 SYNCHRON ZATI ON OF THE
PROCESSORS 6" if (a'!=a) goto attack 2 r a a ~ 2o00c3 Were "a"' is a copy
'of the variable "a" used by the second processor, and in the 2dséUNu2808e "a"
is different from"a"' the programjugps to the so-called "attack"” handling
routine, which takes the necessary neasures to protect the card. For

exanpl e, f ol Furthierrgorehthe dero prdcessarsofangamanunigake, ettheritkrough a spagific link, ohe
"attack, | apel det Tattack™ handling.routine will execute,the

appr opr Pisv g se GP o & 2AL b SmHBCHsb IR B oRSechld h B BTN RS anai or
the er %&,t&iing BRok@yihe bis QHBQbﬂWEMc@S_SBQ_@Y@sti\xtthi&gﬁﬁﬂ'ﬁfbﬁratfdhrlpgi&,aiﬂp| e of
the E2P type. It will be noted that it is also possible to directly

pr ot ectthe pasefof eyus sharedbetweerethe tvp prosessgrsessrepresenied ivligram The prot ect ed

critical dat enment in hat case.is the ordinal r of..the processors
(or anot her Jectiebrosd Sovidemel ik o s % R Bl Rr 1 Ebedtvane e "t ne

pr ocessi@fesrupl RolOvitBXRChElp BPdétERiohaireuitPE@r) B2Nbuelt ieasdpdssididlioctisenal or
uncondi tional) junp that needs to be protected, the redundant tasks nust

conpar eduafracqes igeiver (Drivitha prasocgll pigdlar enthphusaiicehip kerds.dspde thich the unps

h b L0yt het i cal | ' . i 1 |
T 1 R PEgssa (i S WAL R E BrosBS TR odlnkéiR BR3P, SEAHH, O
or di nal regietent ) pesviddsah€ ik BaReadihe Gus (¥)@f e heiR précebdon €E) shdand (B) ofThe

exchange and conpari son operations can be perforned either via software
neans (e SeCORAProsesHor &%), while & eecond ragisieri(dh) mrevidenibe ligk in te ofless diregfian.

above), i r. N .t.h i n..Fi 4,

whi ch i%&éé’ﬁ@a‘?%g@@g §‘5gf5§’2§?‘? reézgrlﬁ@ﬁg@%&#%@lﬂ@fﬁgﬂ{%ﬁeﬁ e{&lt%%]ﬁgsﬁer ation
and del (Bi¢ardisdcond {B2)\stdragarbp€le, Whip inov8io. thd haivearaaviieds pleBe ofll SO
receives through its other_ inputs (81, 82) the signals representing the

val ues Bformaionhas hesn peethindhe comespomsting registert Tae WPl haishioggle By

Secondat ofihiclio AR5 biky8RAFoahe BkbAtly plREHALHNGAS, AXMAUELANI 8).

usi ng the signal (attack errupt roug s out put ( triggers

t he pr coeglsi(BY) istommrecicdite thelipterruphsystent dfehe panf moosssari(¢). djp streoif dtee

oper ati ons thrgugh the interru mechani sm of thg m cr opr.ocessors (exanpl e:
a1t fonp FREboT

{
Reset |TieiICFi/sigrEe @félghit@ﬁfentﬂe%efemw&ﬁ TESRPNEGIATe ARECHAFFSSME: ar e
st m ! arpib O RerSaRY ARt Peirdthd At AMmeRIAM AIE b AdLARBE AGEIRAT

system But the nechanisns of the invention are very rent: * The two
pr ocessfild. Bach ffaget dayt cbhstitstagitheriandnformationblocid@iodkd) of an aghndWwkdyanemus 2
T JU~ 200D, 14 instant anequs, consunpti ons of WO processors and their

of th
associ ableek Gleckuth sachaigyhiethblogls qap o5 tapsraiitet bebah dureBiansc Db EadS R o, -
The s MBIy B oy Fd @R R Dubibel HEn® BRARGRN heREAGRRIENAA
|yl ng e e ? t f the

capabl e of concea ect o e signatures o i nstructions
execut eWhematheknnpost@t incks Sot registéFl{£0)p thepogale pfodutes asegnahthatis programi s

to execute functions th e different fromthe nai togram but that hide
those. dTHEtHar A BREBILIT T P teceameanmeitire 2 B floPiirt B Rettmedy y

pr ocessthhf e R4S séPRIGBisWrésBRh tRONrsERIpIsRIr 284)0Mhd Scbhd@riTBiodeddbP Pam or
even incoherent tasks, or conversely, to have it performtasks parallel to

t he mai ¢angheselvssacanire therdodkoby whding theraontents afdhe Brst reister(H@®, ferpose of
" G 5P VAR TSR S 1B SRl 10

second register (51) addressed to the main processor (1) with the same number. This process

is particularly known to allow the chaining of the blocks, although this is not absolutely

necessary in the context of this invention. In each information block, the information field

may itself be divided into two parts, a control field and a data field. The control field allows

the main processor to send instructions to the secondary processor. For example, without

limiting the list, there are the following commands: read, write, data check, authentication.

When a command is received by the secondary processor (2), the latter acknowledges the

receipt of this command with an acknowledgement block (block A) posted in the second



* The main processor will only execute a programthat is sensitive in terns
of security if the secondary processor is authenticated and/or if it is
active. * The content of the "dummy” RAMis of no functional i onAn8
since it is used only to scranble theipraces of the power consunption in
the menory array. * It is not necessary to save and restore the contexts of
the secBTTO DI PERGESSR AMSSRRENY (P eAn WO ROBHIEAIREROTSR A (hg srpond

pr ocess@lgidierksl), Ao ¥iPSE ﬁﬂf&ﬁfaﬁ&%l&kkab&u s!h TK@:@c&PHﬁﬁist&YodT@éns of the

random generator (RI) or fromthe content of the programmbl e nonvol atil e
menory @cKi®wledgrgl by The maiprpogpeasomrg b \eitinamgakinawiddgementd gck(pos@) it the fast ual |y
contain_a.unigue nunber difi,ed w ch use. Wen.the tiner (R3) runs
Ut at | ERSE TS AR 136 e et e SRS el BErsitio i REN S00L) fe. 1
trigger grafdmigtd BeRLEiGad 1R bRfckd. Mt SEER RGP HtR6PR? SR Hangid) i¥rhitfon T8I N
processor (1). In another variant of ‘enbodi nent, the regrster (R2), after
havi ng betaveeh dwdeanpredessoarnd thelsecondafyqroeesiassay bonsedxatis eppositd ng from a
menory qr fromthe randomgenerator (R 1)), can be used to trigger an

i nt er r uftrecHoR- anot her variant of enbodiment, a random generator (Rl) is
connect ed t 0 ThB@wd PEREIMPIP 15 P3f 8B dspdiveB exbiRed i the Haf APaRESRSRdary 1 ) inN
order to generate interrupts that are irregular and conpletely

non- synéhrpsedessads inedugh pweaytthatitive irsteiinisgne efectied sipnwtpneonsly. it is Alsomai n
processqr 1), cours § in r tem 0 not be

askcani Sostpls e B 1 Bogh BRLABBl AlkeePHERT BT ) BB Bl P e

i nt er r UpistrustidPSARY donBee iRy Bbrir&Pom infdach B the PRdksdos. TRB kiR icamalke bé N t he
si ngl e-processor node, but as soon as the current main program (P 1 ) wants
t o prot &wde vasadil¢ andrandem, whish prducesswipenmposittonsiof eguallyorariable ingiiugtion

i nt t i ch i th hent | ti ti i f th
soconaaPyiss dhERshiftsigf e ebiitay b A e el toB) ¢t AE Mo RddT prctesshl B
enbodi ment  WONR adv&R4EEBNs MdSecdhadhRGoRBoNRBHsifE of @Aed a toMnMy'ORANSOr s, for
exanpl e n processors, each processor ( 1 a, 1 b, ...1n, Fig. 3) i

connect édumBAM 2éhek vary small aizp forthg | dwnmp gnemen)ofiihe sagprdary prpsesser (S2I)-i Ines, a
first b || i third b
ol 11 g richE HGE; e Membitides o TEF ANRHEDAITA 11 s bl fasaBRUpRAM B, 21°)

and bus¥in{ifd ko diae itrtaleR @pta nidinudcinsdunt of gdcdyn theShipg Thislspae: @ammon to al |

t he processors, while the |last type, polling (33), is an individual |jne
(33a, 38prespondfon example énsigiply #ding opesrdnars lijeg ofRAM tp the RAM magyix, this | of
the pro . shar e t i bus (3 ) the RAM the ROM the
progr an%é%?glgﬁgggtglogltnialrag%gr%%ho&r@ﬁ? %gé,rgand the input/output circuit (1/0.
A processor (hegesxaddplpeockssd) (2)tah bealbwed © raa qomtiriolisle, Hug st i§ prefdrtlble ¢at es
this desire through the bus request line (31 ). The arbiter (8)

i nt er r 0§88 deormENiGatiy chappel bstygen the tiwogprocessors thapyan gilvaptageapsiyde uspd o a

I . . . e . e
by oo (B PR SRS MRS AP EncR UG o LSBT 0! 119
i nt er r ogadoadarp pomessHo issopefdt@nili andtor iacielly pafirmdagks OCiesmocessdrathadeadexded it

acquires the bus and act i_vahes t he bﬂ% busg line (32). Th% arbiter 58) only
r esunes "'YRERISAT VS RIPEHY o HR APl Hie acty® plate copasnonds 1y the FXCGYHER AHR” of
the si gRaduchéABiiFdrtEshekHoRY HRdLRCInR R RESY cdrl RSeriRRled By Whi focdGhatve State
to the inactive state.” It I s understood that the processors are connected

t 0 one dnes ndieostaimmny wperation.\ieqlastage frophanestae temwthsy takespladd viagi on

[ tiplexi th . O L 1t i t nbi th
Tt ect s COMTTHIE BT L BT TSR hERTLSCasto- FoT PRV ThereluBpisr et ne
scr anbl iyfgh diParPBadl R EHARFYPHOMSE0F by SBAENg WG MntERENITHR the RASHHASE (P 1 )

executes functions that aré not senSitive in terns of security, the

scr anbl iemdpogmmay thatiugsythe heiiviativr meckamisea thdpropesders ieachehave teitbertaniyterrupt
intermttently reverting tq single-processor operatio for ex ein

o dor "t 378 Bt Eletatege pfhef RYEERE PEE kB T BE PULher TN BHELEY o
even t o (Bsike HaGakRLE HoHPIE aBfvatdiestdth iRthe (BRhivaled SRR daANdANAANES ator. As
soon as a protected function is inplenmented, the main program (P 1 )

aut hor i resntainéngopreseitsignal seht totthe processdnthgt phgidesisantiveRy ana obsutpressing it
"scranbl e" the operation. .In fagt e security.no longer..results fromthe
fact o narep B pPEREnVEs 10 Pheffhatsd Mo HR e eGP iR ifant o
produced by the sinultaneous execution of two prograns (P 1, P2) with
different signatures by two processors (1, 2) fed by the sane power
sources. The organi zation of the prograns executed by the main processor (
1) can be done in such a way that the operation of the main processor is
controlled by a truly secure operating system which decides on the type of
scranbling to be used based on the type of program executed by the machine.

o o o o o, o o, Y " o S



handl es the various control signals fromthe secondary processor (2) as it
sees fit. It is also clear that the secondary program (P2) can be used to
perform functions useful to the main program (P 1 ), includi ndTop8 a8 ons
that can accelerate the gl obal processjpng time. These operations can be
constituted, for exanple, by preparations of_ calculations perfornmed by the
secondafiit ey pasPI9gesser ojmaeahs othsefromythe ptiviied stas iogha deachvated statey
course, ,lfvi.sv&Asy to generalize the mechanisns of the invention when the
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that it has at |east one_comﬂd&i catign bys (3, 4) between the processors,
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circuits dispersed on the substrate or” substrates in such a way that the
physi calhd engdbat is executed by the main processor, in such a way that the intermediate processing
results never appear during the execution. Let us assume, for example, that it is necessary to
hide the result of an operation F by having each of the processors respectively execute two
different functions f1 and f2 of F, chosen in such a way that the result of F can be obtained by

a function g that combines these two different functions in such a way that F = g (f1,£2).
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(1) and the secondary processor (2). 11. Smart integrated circuit
accor di i ordsT td 1gPeiva data episidgdhestprage afea npraall mavid Averapddpsseans (50,
51, Bi,aﬁghﬂbﬁ%pﬁin the two processors allow the main processor (1) to know
whet her "of no ' secondary processor (2) is operational. 12. Snart
i ntegrated cilrcui tb -aagswedi dddrds® cl ai m 10, characterized in that the
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) to performZan a@hamweedesgdh of the secondary processor (2). 13. Smart
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aut henti cati on or operati naﬁ testing of the secondary processor (2) is
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by a tinmer (R3), or even by a conbination of the
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These "fault-intolerant" programs (i.e., capable of detecting faults) for chip cards, by
definition have redundant tasks, which are executed in the processors (CPU) of a
multiprocessor card.

At certain "synchronization" points formed by a hardware or software "lock," such as
a decremented physical or logical counter, as well as an atomic instruction of the transfer type

nan

("swap," "read-modify-write," known in the prior art), the agreement of the redundant tasks in
the execution of the program is verified by the main processor(s).

A discrepancy is considered by the processor that performed the verification as a sign
of an attack. The introduction of errors into the code of the card by a hacker becomes much
more complicated as a result of these verifications. In the above example, the attacker must
succeed in modifying the behavior of two or more tasks in an identical way, which seems
practically impossible (impracticable).

In practice, it is desirable to protect the integrity of the "critical”" data of the program.
For the variables, this protection can be achieved by duplication in memory. Each processor
(CPU) then has its own copies of the variables in question, which are stored in a truly

functional memory and not a dummy memory. In our hypothetical example, the decrement of

the variable "a" (loop counter) can be protected by the instruction sequence below, which is
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characterized in that the secondary processor (2) executes tasks of the
secondary process with no correlation to those of the main procepunxgmyt ed
by the main processor (1 ). 16. Smart i3ntegrated circuit according to claim
10, characterized in that the secondary processor (2) executes tasks of the
secondaryeqpteddwsach phthe proviesiore or cancel out the operating signatures of
the main processor (1). 17. Smart. integrat %(:L cifcuit according to claim 10,
characterized in that the secondary program (2132; I npl ements a process

correlated to the mai n proc@sSYNOMRONIZ ATNRY OFNEHE PROCESSDREt i on of the
two processes provides an operating signature of the secondary processor
(2) which hides that of"theilhf@iTRpobcd®skr (1). 18. Smart integrated
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the process. 19. Smart integrated circuit according to claim10)
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processors are not executing the same code). After each (conditional or unconditional) jump
that needs to be protected, the redundant tasks must compare the information in the direction
in which the respective jumps have been made. In the hypothetical example given above, the
conditional jump in line 3 can then be protected by exchanging and comparing the ordinal
counter or the corresponding information in lines 4 and 8.

The exchange and comparison operations can be performed either via software means
(in a way similar to the instruction sequence 6 - 6" described above), or via hardware means
by a comparator (8) like that in Fig. 4, which is activated by a signal resulting from the
synchronization operation and delivered to its validation input (80). The comparator (8) also
receives through its other inputs (81, 82) the signals representing the values of the ordinal
counters (PC, PC") related to each main (1) and secondary (2) processor

In case of attack, the hardware comparator (8), using the signal (attack interrupt) sent
through its output (83), triggers the processing of an interrupt, which then performs the
appropriate operations through the interrupt mechanism of the microprocessors (example:
Reset interrupt).

One might be tempted to say that these mechanisms are similar to the conventional
execution of programs in a two-processor system, but the mechanisms of the invention are
very different:

* The two processors are fed by the same circuits, in order to mix up the various



the RAMs and ROV for each processor and the nonvol atile nenory for the

mai n processor ‘are connected. 23. Smart integrated circuit according to
claim1, characte~~zed in that it conprises a plurality of pro2@ssiN 9a3each
of which is connected to one and the ganme nultipl exed communi cation bus

bet ween the processors and a RAM ROM and nonvol atile nmenory array
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e/ 1070 * It is not necessary to save and restore the contexts of the secondary programs.
In another variant of embodiment, the main processor (1) activates a timer (R3)
initialized either by means of the random generator (R1) or from the content of the
programmable nonvolatile memory (13, NVM). This programmable nonvolatile memory (13)
can actually contain a unique number modified with each use. When the timer (R3) runs out
at the end of a period that cannot be predicted from the outside, it triggers an authentication of
the secondary processor (2) by the main processor (1).
In another variant of embodiment, the register (R2), after having been loaded with
particular information (for example coming from a memory or from the random generator
(R1)), can be used to trigger an interrupt.
In another variant of embodiment, a random generator (R1) is connected to the
interrupt system (15) of the main microprocessor (1) in order to generate interrupts that are
irregular and completely non-synchronized relative to the execution of the programs in the
main processor (1). Of course, the interrupt system may or may not be maskable, depending
on the process in question. In this case, if the interrupt is masked, the operation of the
assembly is conventional, in the single-processor mode, but as soon as the current main

program (P1) wants to protect itself against possible observation, it authorizes this interrupt,

which triggers the authentication and activation of the secondary processor (2).
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the processors, while the last type, polling (33), is an individual line (33a, 33b, ...33n) to each
of the n processors (la, 1b, ...1n). All of the processors share through the single bus (3) the
RAM, the ROM, the programmable nonvolatile memory (NVM), and the input/output circuit
1/0).

A processor (for example 1a) that wants to acquire the bus (3) indicates this desire
through the bus request line (31). The arbiter (8) interrogates the other processors (1b, ..., In)
in accordance with a properly determined algorithm (example, cyclic interrogation, bus
polling) through the polling type lines (33b, ..., 33n) corresponding to the interrogated
processors. The first interrogated processor that demanded it acquires the bus and activates
the bus busy line (32). The arbiter (8) only resumes the interrogation once the bus (3) is
released by the passage of the signal transmitted through the bus busy line (32) from the
active state to the inactive state. It is understood that the processors are connected to one and
the same bus, to which they share access by time division multiplexing these accesses.

Of course, it is possible to combine the effects of the preceding embodiments, and it is
not necessary for the scrambling to be done continuously.

Thus, when the main program (P1) executes functions that are not sensitive in terms
of security, the scrambling produced by the invention can be made intermittent by
intermittently reverting to single-processor operation, for example in order to deliver results
to the outside world, for testing purposes, or even to mask the interrupts of the timer (R3) or
the random generator. As soon as a protected function is implemented, the main program (P1)
authorizes the operation of the secondary processor (2) in order to "scramble" the operation.

In fact, the security no longer results from the fact that the processor is randomly
timed as in the prior art, but is produced by the simultaneous execution of two programs (P1,
P2) with different signatures by two processors (1, 2) fed by the same power sources.

The organization of the programs executed by the main processor (1) can be done in
such a way that the operation of the main processor is controlled by a truly secure operating
system, which decides on the type of scrambling to be used based on the type of program

executed by the machine. In this case, it is the operating system of the main processor (1) that
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programs.

The random generator and the timer seen above do not pose any particular production
problems and are known to one skilled in the art when they are used separately for other uses
that are not tied to the invention.

In another variant, it is possible to embody the invention in such a way that the two
processors can alternately play the role of main processor and secondary processor. This
assumes that a priority token is exchanged between the two processors in order to confer the
role of master on either of the two processors at a given time.

Other modifications are also part of the spirit of the invention. The variants described
with an embodiment limited to two processors can also apply to embodiments with several
processors and are part of the invention. Thus, at any point in the specification the term ROM
should be understood to be a ROM, but could also be replaced by a PROM, EPROM,
EEPROM or any other type of programmable nonvolatile memory, ROM or RAM.
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1. A smart integrated circuit, comprising a main processor (1) and an operating system
executing a main program (P1) for constituting a main process, at least one secondary processor
(2) capable of concurrently executing at least one secondary program (P2) for constituting at least
one secondary process, the processors being connected to the same power supply circuits (6), and
means allowing to ensure that the secondary process or processes with similar energy and different
operating signatures are executed concurrently with the main process by continuously or
intermittently inducing in the power supply circuits, power disturbances that are superimposed on
those of the process so as to produce a continuous or intermittent scrambling.

2. Smart integrated circuit according to claim 1, characterized in that the main or
secondary processors are each a protected microprocessor or microcomputer.

3. Smart integrated circuit according to claim 1, characterized in that the activation of
these means is triggered by the operating system of the main processor (1) of the smart integrated
circuit, so that the additional security created by the above means depends only on a decision
resulting from the main processor’s running of the operating system located at a place in the
integrated circuit inaccessible from the outside.

4, Smart integrated circuit according to claim 1, characterized in that it has a main
memory (12, 13) dedicated to the main processor (1), containing the operating system in at least one
part of the memory inaccessible from the outside and accessible by at least one of the two
processors (1, 2) and a secondary memory (21, 22) respectively dedicated to the secondary
processor (2).

5. Smart integrated circuit according to claim 4, characterized in that it has at least one
communication bus (3, 4) between the processors, their respective memories, and an input/output
circuit.

6. Smart integrated circuit according to claim 5, characterized in that it is formed

by logic circuits dispersed on the substrate or substrates in such a way that the physical layout
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0 7. Smart integrated circuit according to claim 5, characterized in that the secondary
processor (2) executes tasks of the secondary process that minimize or cancel out the operating

signhatures of the main processor (1).

8. Smart integrated circuit according to claim 5, characterized in that the secondary
processor (2) executes tasks of the secondary process correlated to those of the main process
executed by the main processor (1) in such a way that the intermediate processing results never
appear during the process.

9. Smart integrated circuit according to claim 5, characterized in that the secondary
program (P2) uses a working space smaller than that of the main program (P 1).

10. Smart integrated circuit according to claim 1, characterized in that it has
communication means between the main processor (1) and the secondary processor (2).

1. Smart integrated circuit according to claim 10, characterized in that the
communication means (50, 51, Bi, B2) between the two processors allow the main processor (1) to
know whether or not the secondary processor (2) is operational.

12. Smart integrated circuit according to claim 10, characterized in that the
communication means between the two processors allow the main processor (1) to perform an
authentication of the secondary processor (2).

13. Smart integrated circuit according to claim 12, characterized in that the
authentication or operational testing of the secondary processor (2) is performed during the
processing by the main processor (1).

14. Smart integrated circuit according to claim 10, characterized in that the means for
activating the secondary processor (2) is controlled by the main processor (1) and its main program
(P 1), by an interrupt system (15) or by a timer (R3), or even by a combination of the
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secondary processor (2) executes tasks of the secondary process with no correlation to those of the
main process executed by the main processor (1).

16. Smart integrated circuit according to claim 10, characterized in that the
secondary processor (2) executes tasks of the secondary process that minimize or cancel out the
operating signatures of the main processor (1).

17. Smart integrated circuit according to claim 10, characterized in that the secondary
program (P2) implements a process correlated to the main process, in such a way that the
combination of the two processes provides an operating signature of the secondary processor (2)
which hides that of the main processor (1).

18. Smart integrated circuit according to claim 10, characterized in that the
secondary processor (2) executes tasks correlated to those of the main processor (1) in such a way
that the intermediate processing results never appear during the process.

19. Smart integrated circuit according to claim 10, characterized in that the
secondary processor (2) can substitute for the main processor (1) and vice versa.

20. Smart integrated circuit according to claim 10, characterized in that the secondary
processor (2) executes tasks correlated to those of the main processor (1) by synchronizing the
processes and comparing the values of two data elements, each issuing from the respective
processor executing its respective program.

21, Smart integrated circuit according to claim 10, characterized in that the
secondary processor (2) executes tasks correlated to those of the main processor (1) by logically
deducing the secondary program (P2) from the main program (P 1).

22, Smart integrated circuit according to claim 1, characterized in that it comprises at
least two processors, and each of the processors (1, 2) has a respective bus (3, 4) to which
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23. Smart integrated circuit according to claim 1, characterized in that it comprises a
plurality of processors, each of which is connected to one and the same multiplexed communication
bus between the processors and a RAM, ROM and nonvolatile memory array connected to this bus,
the contentions for access to this common bus being managed by an arbitration circuit (8).

24, Smart integrated circuit according to claims 8, 15, 18, 20 and 21 characterized in
that the secondary processor (2) executes, successively and in any order, either programs that are
correlated or programs without any correlation to those executed by the main processor (1).



