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VOLUME MAPPI NG FOR SHARED STORAGE VOLUMES IN A NULTI-HCST,@@%@%%*”&
ENVI RONWEBNT/2M7ELD OF THE | NVENTI ON Thi s invention pertain%C to
conput er systens and networks having twe or ' nore host conputers and at

| east one shared data storage device. Mre particularly, the ingdniANoI0é
pertains to structure and nethod for controlling access to 5 shared storage
in conputer systens and networks having a plurality of host conputers that
may create data integrity issues for the shared data storage, particularly
in a Storage Area Network (SAN). BACKGROUND 10 Conventional operating
systens may typically assune that any storage volune or device is "private"
and not shared anong different host conputers. In a distributed conputing
system such as a network server system a disk drive, a storage volune, a
| ogi cal volune, or other storage device may be shared and represent comon
storage. When a controller responsible for controlling read, wite, 15 or

ot her access to the storage device, such as a hard disk array controller
(for exanple a RAID controller) is attached to the plurality of host
conputers, such as through a SCSI Bus, Fibre Channel Loop, or other

storage devi ogkaieof ARCAweTAERP-GRTHGRY \AS! GREIFABHARG FOR SHARETS of { hose

plurality of uters may overwite or otherw se corrupt information
needed for thGTORAGEVGIIMES N A MULTHHIORET COMPUTINGENVIRANMEN L hput er
system WO 01/20470 PCT[ USOQO 20312 .2 3 0 JAN 2004 This problemis
particularly preval ent when the plurality of host conputers is forned from
a heterogeneous m xture or collection of different host conputers having
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' This invention pertains generally to computer systems and networks having
two or more host computers and at least one shared data storage device. More
particularly, the inverﬁion pertains to structure and method for controlling access to
5 shared storage in computer systems and networks having a plurality of host
computers that may create data integrity issues for the shared data slorage,

particularly in a Storage Area Network (SAN).

BACKGROUND

10 Conventional operating syStems' may typically assume that any storage
volume or device is "private” and not shared among different host computers. Ina
distributed computing sysiem, such as a network server system, a disk drive, a
storage volume, a logical volume, or other storage device may be shared and
represent common storage. When a controller responsible for controlling read, write,

15 or other access to the storage device, such as a hard disk array controiler (for
example a RAID controller) is attached 1o the plurality of host computers, such as
through a SCSt Bus, Fibre Channel Loop, or other storage device interface,
problems may arise because one or more 6f these pluréliiy of host computers may
overwrite or otherwise corrupt information needed for the correct operation of another

20 different host computer system. -



In one exenplary situation, one type of operating system (such as for

exanpl e, wueodes» operating system of a conputer made by Surpdyinggooaystens)
requires special information at specific agddresses on the storage device,

while a different type of operating system (such as for exanpl el (BJAN %IH
conmputer utilizing the 10 Wndows NT operating system made by M crosof 9

may require that _att.ache t orage have .special identifyl ' ga;ion
witten to the Saﬁ'@%’r%lpr%ﬁerg\}grp!a _ﬁﬁ?!arﬁ@ prg\ga\é?netss e(smnt.%ﬁpéur @H@fﬁpgg%dggugéevi'ce.

The second t y¥g@nddH i Betbibgerkbblis ANENHNTdr CBllectiBg of BifeFfaMhoQEoRPRERE nBIng he
first type (Unix) of conputéer, and fromthe perspective of the Unix

conput er, t haliffdronageeraiind systemor butpthisaprdblenmusiab leistsl for Aoprogkhesassnixtiaes on
can al so frequently arise when the host. system 101 has simlar or the sane
har dwar e and of Isellefdifras epbeHCOMPUS/HYSieMS hat is, for honbgeneous

conbi nati ons of host systens. For exanple, the Mcrosoft INIT 4.0

oper at i5ng system coul d represent such as probl emon either honbgeneous or

20 het er ogeneous r r o ele) t (&0 ut.eriaB)
11 e e specialtt firentehy, SRRHEORY!Gbe (ORI & SRE TATRULE D)
array. Wi chexempie;onputieik dperétirey bpstémt of swdohputer e diysBumMisiosystems)

storage array will be the "winner' as its "tag" or "signature" wll remain
i ntact after reqdrasaspedigliiniermpiomet speciimaddresses parthe geiaviceamhile and

be treated like, they hgve never seen the stoyage array ar 25 neppers,of
the array befbRehals S fod iRl sEeR [eifhabacl adkle s BhmarsT REfns 1
conputygr B a'v@i%d§w95r@ﬂ%§@¥éti)ﬁgfé¥s{@ﬁ ?nécféeb?MTBro_gb@kmaG}QH&HFeefhaﬁaﬁyfa@thWéd and
data is now corrupt. This latt'er scenario i s i ndependent of sinmlarities
or dispariti etorage thhee dpesitl dlenpiyingt infamatist enitten 36 thiasiang o ab iocverdabpire

M crosoft Wndows NT operating system we note that while exenplary
embodi ment s GAfasE AMNEHANH SIPEREE PRYIER- dhecsSacanhnnEARKIntaws D) will gygrwrite

mvent 1 on 1 & PP TRDE gepdety b B, AEEGpBRSE oyl nS o PR RO RE e

particul ar opefrailmg cBlpLET BREtEragawWill be berruptahb@hussble.appl i cable to a
broad range of conputer systens, server systens, information storage and
retridval systens, and the like,' and to various operating systens, and

A problem situation can also frequently arise when the host system 101 has
similar or the same hardware and the same operating system, that is, for
homogeneous combinations of host systems. For example, the Microsoft NT 4.0
operating system could represent such as problem on either homogeneous or

20 heterogeneous hardware. Each host computer (cormnputer A and computer B) will
write a special identifying “tag” to each disk of the shared storage array. Whichever
computer is the last to write to the disk or shared storage array will be the “winner” as
its "tag” or "signature" will remain intact after the last write operation, and the other
hosts will act, and be treated iike, they have never séen the storage array or

25 members of the array before. Also, if computer A formats a disk, then another
computer B also subsequently formats the same disk, computer A’s format and data
is now corrupt. This latter scenario is independent of similarities or disparities in the

host's operating systems.

30 Having mentioned the Microsoft Windows NT operating system, we note that

while exemplary embodiments of the invention make reference to Windows NT, Unix,



5 nore generally is applicable to any conputer and/or information
storage/retrieval system Wth respect to FIG 1, we now desgﬁogﬁguan
exenpl WO 0dR8A78i but ed conputing system 100 having first ,PE'EQ;’ ,and third
Host conputers 101 (101-1, 101-2, 101-3p -10 coupled to an arrayyy%gh}eer
104 which in turn is coupled to a storage subsystem 108 forned fr0 or
nore | ogical volunmes, here shown as an array of |ogical disk drive storage
vol umes ( 188d MNovéDBy dayldd&xample the ih@ntidn.is hat liyeitet tol thet\Wisslows A1, dH1ix.

vol umes 108 may correspond to physical hard disk drive devices, aﬂrﬁﬁtg
groups of Neweh ghysiarl olgr doaliaard ppealioe gysiesn qr}’f"?'ﬁ‘"i”?”ten%%df t* the
three host computers 15 101-1, 101-2. and -3 a t

control | er ag@lﬂsa\t)iea 9 & ?eédlfﬁ%é’ﬂ cegwﬁ?erlé%}%rﬁﬂnéﬁvgg'{é ?%tﬁgisbﬁrgﬁwéﬁnand
the | ogical g%élgﬁg régévgfsc}&%sﬁtéhﬁatﬁg IIRE DSt Paricis o fePstitges)stemnd, ldar r ay
controller T vila an appropriate channel 122, such as for exanple either
a Fi Bre Chajyiel gdriepaliyCienapplicablei tonsnyc bampeter @ndior prafoeha tein siosige/retrieval
comuni cati ons channel. For the Fibre Channel Loop, SCSI protocols are
frequent| ysg&teased in addition to the Fi bre Channel physical |ayer and

rel ated protocols and standards. Fibre Channel Loop 120 is advant ageous
for interconnections of the host conputers because of the flexibility and

extensibility ofyhhi. ?r}ey;{){% tl@._elr, (RGRW Bedtriba =BG xeMipEIE disibutes toraputipgt er s
c

and al so, with respe to the inventive structure and nethod, for the
exi sting supsiert 100 hiing drsty skeohtindmelr thifd Wbt dodputérs i16at1@h1, P&-2n!Pohput i ng

system 100, array controller 104 divides the stora into a nunbe f
| ogitfal volcoupledTtogan ey EONEYIGREQ4 W%@é@%@&%ﬂ%ﬁd@@ slo[aggi ngy{‘ﬁg

Nunber (LU ddressing sche -' Ny 44 01 958 ofsses arkor age
syst ens, in9P38FH§3§E§?°”&§V§§Bﬁ%%%§e"§ Ei El’gé%h%%?gl Loop %Jhg/siagal layer 30
confi gur at iR stdiRel Wil 681 £168-2,0108-B0Qi, cl@B-Nini tin gendrelyithasle loaicaine, or
in the context of "a SCSI protocol based device or system tq a

. SCSI
| ogi cal univolwnesSAss rudy oorresprnd tPEhySisaChard sk 4rive geviees. A532 9 oSl
vol unme. Those workers having ordjnary ski.ll in tg_{);e AN hédse t hat
the nunberSush Wﬁé’?@%\?rgd%'%{dra'ﬁ({%?e%a’{) lﬁb“a ephed ?‘Pé'a‘é[sa }Wg% h&???%rﬁ@nt from
the {gmber 1.1 lﬁgl'-f,aénddfd1\-’:?§ré)éoubfé9't6%I’ray%r‘}tfmléi1¢K)V$§\é€FibrefG:tﬁarfnbEL®ake of
sinplicity and ‘clarrty of
120 communications channel, and the logical volumes 108 of the storage subsystem
are coupled to the array controller 104 via an appropriate channel 122, such as for
example either a Fibre Channel Loop communications channel or a parallel SCSI
communications channel. For the Fibre Channel Loop, SCSI protocols are frequently
20 used in addition to the Fibre Channe! physical layer and related protocois and
standards. Fibre Channel Loop 120 is advantageous for interconnections of the host
computers because of the flexibility and extensibility of this type interface to a large
number of host computers and also, with respect to the inventive structure and

method, for the existing support of World Wide Number (WWN) identification.

25
In computing system 100, array controller 104 divides the storage into a
number of logical volumes 108. These volumes are accessed through a Logical Unit
Number (LUN) addressing scheme as is common in SCSI protocol based storage
systems, including SCS! protoco! based Fibre Channei Loop physical layer
30 configurations. The term LUN refers to a logical unit or logical yolume. or in the

context of a SCSI protocol based device or system, to a SCS! logical unit or SCSI



description here we use these terns interchangeably, focusing primarily on
| ogi cal 5 vol umes as conpared to physical disk drives. The manner in_ which
physi cal WOMIIE8&0 are generical |y assigned, grouped, or mapP&dUS8%#BYf cal
volumes is known in the art and not descwri-bed further here Eagg‘@gzmge
host conputers 101 of the system 100 has an operating system

known in the art. The operating system such as Wndows NT, on any single

host wi |l at {Rjt vbRNTED UTHose! workérs thaeingagticaty skilonale axavillsppreb@se thatthe t
detects are physically connected when host 101 boots, such as during host
syst em power aupiber of peysigal disk diveeaaytbe thewametas, oh difeyers iwnafihe pEmPBHPE al

| , d b h ' it ' .
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storage alre eto ost, unless constralned, the operating
syst emg (i ncl ygliuhstdxecoMputendo Pysicad dBp aripés. Mhessahas) inwitith paydiciadviosd | y
wite an identifying signature to these new storage device(s). 20 This

i denti fyi ng sreygenarioally ppsigeed, groupedudemappgdiontagicehvalwaes &8 Kegwn inHbe art
particul ar operating s%st§?1(sgch as Wndows NT) to uniquely identify the
storage devPBe (el desaiged iR NEI%Y content of such signatures are not

i mportant to the invention except that they exist, are usually established
by the vendor of the particular operating system (e.g. Mcrosoft

Cor poration for Wmdevws the hostdtinputers2f1kafane sistetrht0hds ahiepermtingsystem
specific content and | ocation of these signatures are not described
furthed her easlsadwy jn thepattt Thaloperating sysiem ssehrasgdingews T an ek eingley

f th ' t . t .the inpl tati ' ific t |

operating oy BPEREIAPIRIE ot L i lpareah oo anoe RECRet hRls 28mon
t _ _ h | :

cxaml e, e P BT I e ool H B s Y B b

PCT/ USOQt 2(Bréket5A3 Dreddl AG0dhta be ang pse oh trenidgical vawines 868 cinthiecacopesest i ng

system and the like, may differ fromhost to hosi. Signifjcantly, one
operating sy8Ydhe RPErHingcystehpdp tsiiHetiong: Wherk B&wv éj&“é‘astoﬁ?ﬂgrrﬁ 'OP%IS]BQ’\?@H

for oyper re F bt raf {nag iSESIBILAE to'h Aol bf WheRta user
[ nsta};1 ation (E)Igﬂﬁal)la{g' agjgrgrg tégsyr;{aéh ﬁgss%sthgml l%’herle ore, al tﬁiough an area may
be attempts to configure the storage already available to the host, unless constrained,

the operating system (including the Windows NT 4.0 operating sysiem) will

automatically write an identifying signature to these new storage device(s).

20 This identifying signature typically includes information that allows the
particular operating system (such as Windows NT} to uniquely identify the storage
device(s). The format and content of such signatL{res are not important to the
invention except that they exist, are usually established by the vendor of the
particular operating system (e.g. Microsoft Corporation for Windows NT), and are

25 known in the art. Hence the specific content and location of these signatures are not

described further here.

Usually, a particular area on a storage device is reserved for the signature,
but the implementation is specific to particular operating systems and installations.
30 Hence, even for hosts having common operating systems, different host installations

may cause problems. For example, the size of the storage, the operating system,



5 reserved for Wndows NT, it is unfortunately problematic that another
Wndows NT systemw ||l wite a separate signature in the o For a
gi ven hd& 0 @are and operating systeminstallation, the location of the
signature is usually fixed. In general?the operating system VS"W}NN 004
exerci ses considerable control as to the |Ilocation at which the“signhature
Is witten but since all of these operating systens 10 assune they solely
own the st dnagersicnandéorgevisionohtheoperalinasystesa.and thedike.qapndifignfrem heat
overwitten. This compounds the problemw th traditiona pRt.oach d
UG0St 5. ¢ HAMOR. VMR Anes SR Eh STHE TakPeic: Mpromals, By ored
preserve data__j | L Veni : yist h as
B Cyat om i REBTBLY Bl BrEPresiPny s diferCl SRRMIRY o e SR e

st orage | 0GadthtiohOofMhat RafmBeopragiaysydem. Sihgnerbis, edithoudis am ateaemagabd i er

t he subsequently witten Unix signature will corrupt the earlier signature
and o8 her deseveddort Windemse\T.tihis wifgenatele predemptiendijatansdhes Windpys
overwitten by data from another host conputer duri a _nor nal .t
operation. 98 e@/é’l"WT“@i%Beﬂ?é?feﬁéqyﬁgﬁeéﬁ ﬂ?fnﬁf'”f'? frEee. bﬁ‘?f ?@'Vﬁﬂg%s} %‘ngﬂyreduri ng
a format or_injitiali | : Sthel t AN V, el iel d.hat the
I nformati onans(,jt %ééégl"ﬁ%%@ﬂdﬂ%%gﬁ gjgvlpggi&naﬁf{jthgrg oagt?i:éalls l\s%‘? {I}ﬁgie\:m Il be
corrupted. ddneta, theiopbaitiag Nyelnenehiicr ehedcises toraitidraliaatorsyttasnto 180 each
host conput'er 25 101 has conplete access to all of the Logical Vol unes
108, and ndosdtioncatuwkichthe signatite ds wsittan iut siice alopl these rorerating eSS to a
particul ar |ogical volu by, a arti.cul.ar host 8 S '
Ther&ore tqfég@eéh?%ﬁ‘%'e&%wgéae F}Sff)a%% e T8 gfﬁgraﬁgaﬁéﬁg? ?I%F tlﬁ'%?%?av\ggn% hi s
30 shared eSverRfifeh.e My @hidovhedtthy Jresieh vitntradifibhal agppr@aches and
aut horizati©®n to access a storage Vol une, |ogical volune, or storage device
on the arr aguggestsrtobl emdre genspesolution WiRtGibes0an el PC/ASomresdse A3t JAN
2004 set of host conputers and limting access only to authorized hosts, so
that neit haptegghyigicaligd orf or mati on nor data generally will be overwitten
or otherw se corrupted. SUMVARY 5 The invention provides structure and
nmet hod for controlling access to a

15 As another host system, such as a system incorporating & Unix operating

system, may store data in the storage location to which the Windows NT "signature”
was written earlier, the subsequently written Unix signature will corrupt the earlier
sighature and other data. Furthermore, the signature itself may subsequently be
overwritten by data from another host computer during a normal write operation.
20 Overwriting can happen at any time, but is most likely during a format or initialization
process. In either event, it is clear that the information stored on the physical device

and or logical volume will be corrupted.

It is therefore problematic that in traditional systems 100 each host computer
25 101 has complete access to all of the Logical Volumes 108, and no structure or
procedure is available for restricting access to a particular logical volume by a

particular host or group of hosts.

Therefore there exists a need for structure and method that resolves this
30 shared access problem by efficiently testing and validating authorization to access a

storage volume, logical volume, or storage device on the array controller to a specific



shared storage device, such as a disk drive storage array, in conputer
systens %8 %Hg“t?@mks having a plurality of host conputers. Pk‘i‘n%ﬁ/ﬁ@ﬁ?ech
0 rov a

the inventi ides such a method for controlling access to ar dwar e
device in a conputer system having a plafdlity of conputers ankldaN(@ést

one hardware device connected to the 10 plurality of conputers. The nethod
conpri ses associating a locally unique identifier w.th each the plurality

of conput er ssetdifiost sgmputess angtlimiing pecess AvisBrYorizrchbestsi sy thakfedher
ticul f _the.. f b d he | ocall i i i.fi
e ' or ant ed_GuEaSGTE RS PRLOE R ErRY ileS Bl PiEh ot ptRLPIE oSl o ™

determne if a requesting one of the conputers should be granted access to
t he hardware device. 15 In one enbodi nent, the procedure for defining the
data structuspMMARENOry includes defining a host conmputer ID map data
structure in the nmenory; defining a port mapping table data structure
conpri&ing a pl urihi‘tiVV@ﬁt'OﬁoPlOVréEﬁtwt@fﬁbﬁ@jjé?&tgpﬁsfor iCRNAENGERGRSS 10 @

defining a host identifier. |ist, dat r i . y i.ni a 20
e o Sk SFlpt ek, Sl 0B UiFabahas AR plier Skt 2
nunber tabl e, dabasShavied ¥ pRirkRty b RoSEIRRpUtersN 19 BRe R3pEd CiileaRvEHTIBA GirSdYs,
the nmenory 1s a nenory of a nenory controller controlling the hardware
devi ce, -and $iluh a msetdoarer centiclimgi Zccass ¢y acedrdwaleudevice inaa stomaygter system
subsystem 25 The invention also provides an inventive controller

|
structure, abRvig acMBRiBrof ¢rraRiam #pbaLIeest onn Bardwere gevine congeried trthe

th WD 01/ 20470, P 312, 7 h LEON:EE THE
Draw s FI POt Eoonis, e heuigh chriloneR asiddatiid Slocdligle iddiuter |
conputing syfh egrhad Moraftydilboalputers Odefih@ia 6aaTtEIURe MOY Aledtbry emtifyingr ay

of logical storage 5 volunes though a Fiber Channel Loop and an a disk
array cont r owhigh paRic@lardnes ddithe computess basedsiotiierecalin vsiavedrertifier Y dee

e Sl e P s A0 R 1 B SR bt v e
e, HSHLRL AR PR SR ERRld oL ohe 1 desavarbashes! onc
15
In one embodiment, the procedure for defining the data structure in memory
includes defining a host computer ID map data structure in the memory; defining a
port mapping table data structure comprising a plurality of port mapping table entries
in the memory; defining a host identifier list data structure in the memory; defining a
20 volume permission table data structure in the memory; and defining a volume
number table data structure in the memory. In one particutar embodiment, the

memory is a memory of a memory controlier controliing the hardware device, and the

hardware device is a logical volume of a storage subsystem.

25 The invention also provides an inventive controller structure, and a computer

program product implementing the inventive method.



DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON The invention includes
nmet hod, system and conputer program product f IngH,NQg
OB PET/RS 2

control | o storage volune(s) on an inventive storage syste
controller, such as a hard disk drive atfay controller 106. The |nvent|ve
structure, method, and conputer program product, |nclud|ng<unﬁﬁghmgm4106
and storage subsysten1108 havi ng access controls, further solves the
access and security problem of conventional systenms and net hods by

control et 48R bﬁﬁéﬂéﬂ%%@m&? Computers 101, a5 i dentified by

a uni que i dentif kpe { fogn GARBliS LRGWHATAflemPbaid e o YhbubTcossaRp at od

with the host conputer 1 viaits ne I nterface or by using other

i denti fyi ngsyseanhavig & phaality df st colapitefsyéngpleenan israyuofi iqgiealasiwage t he
I nt erconnected devices. The invention also provides limted security
contrdl of Wawmes imungs akibesSharnealhoep Al en B&lisk #HAYeePTBi08hi el ded from

Ohis task wth aFtGiisran MeiasBr shPvin shndHl RN Y RILARERERISAECS
per f or manc eMgH@ﬂéa&.‘i’l@HLﬁé‘ incfR e v%t&%rdétﬁ WhraduRAStsdicfr MG irRentiiRr fructure

I nterfaces t controller, “including for exanple a host having nultiple
host bus adafi metheglach having a unique 1D, access may advantageously be -
“further controlled based on the interface ID 30 instead of ﬁldltlon

Lo, the host 1D FIfb D/ 2eavwrPOm AR Sl atEn Shgs oo FEBea ol
! nve hive SL«E(F%%"EOS‘\U%?Qn Er&qwﬂrﬁ'og&‘ru"é? ?rr-lc)ét ‘?Ufu"rﬂeb*ﬂ%géﬁg g?e}[ ihépt i ons

vvher one or tas orage array con lers are att o multiple
host conputers (or to a si ngle host having nultiple interfaces) with a
controller that will request data transactions with the _storage devi ces,

such as for DETANER Df-@ﬂ@d’@ﬂéh’f EME%'WNT%%WEJJNVEHT&N(RAI D) storage

device array. As_alread cribed, the t

hormogeneous and ﬁg?éf‘ 'HBd Udes, FSHHES: PBﬁé’%ms %@?hﬁoﬁrpgu %”Paﬁ%fa' e and
host comput g, dggﬁo?bl'd%hﬁ%’éérﬁfﬁled AB&Iachedr8gd ObIRRRISTH &Y invehidlesstéragei t her
differences in dware type or operating system Usually heterogeneity of
t he har dwar systemnedntelier, gruchiasaat hard siisk, daee atray dostrolerr €&ol Viéd IﬂYﬁf‘@mgh t he

standards that define SCSI and Fi bre channel er ation. genei of
The- oper at | REVEYE: aTERES. AR G RERy PRSERIT: PPAUR oI e Bargler 100 and

storage subsystem 108 having access controls, further solves the access and
security problem of conventional systems and methods by limiting access to a
volume of storage 108 on, or controlled by, the array controller 106 1o a specific set
20 of host computers 101, as identified by a unique identifier (for example the World
Wide Name (WWN) 107 associated with the host computer 101 via its network
interface or by using other identifying means, so long as that identifying means is
unique among the interconnected devices. The invention also provides limited
security control of data, where access to data must be limited or shielded from other
25 users of the system. Further, the inventive method accomplishes this task with a
minimal number of searches and overhead, and with minimal performance
degradation. Where a particular host has two or more interfaces to the controller,
including for example a host having multiple host bus adapters each having a unique
ID, access may advantageously be further controlied based on the interface 1D

30 instead of, or in addition to, the host 1D.



In one aspect the inventive structure Host-to-Volune Mapping (HVM feature

restrictswagkeesard o any particular configured Logical Vol uwgm,gbgga
single host or 15 group of hosts. This prqvides access and secLur,;ﬁ %N%ﬁ?”m
of data for the storage array, and is particularly advantageo f’

mai ntai ning data integrity in a Storage Area Network (SAN) environnent,

where nultiple ho re con trolle u

external controll Zrth% %tngtg‘}g%eei(r&éetgr%l\éﬁcﬁ?%ﬁ?@ qﬁé—p%‘lj%' % %u?a&ﬁeci?rl g %t'8ﬂs of
one or nore heghe GRBPYE Mdte ddtacidtgd Cbr?ayceémmepﬁgke Qlta ey ?fg?n@@pie host
resources. The Host-to-Volunme Mapping (HVM feature is desirably

i mpl enent ed asmpatesofomtr 8 sangl bestfhavingamaltiptenpteréacepy ogh ancantadeac that will
executing in a processor or CPUw thin the controller 106 and utilize data
structures dERGYRSH §3HaalrABTARSLQNS d@‘gbcthﬁt garager Hevigas.psudestorfof @xamplg 3 he

oper at i.on of t all 106. of _the i

may i Pt or 1 FoaCedalcARey i miShetEaR B, BN0h Gl s AV /A &b GHrmy
al so be usedgukébeaonyRn d;br@ﬂ@'m C%tsolfbrerboiw heRlogeRBsls! | i t ReteRigRYEEGs t he
characteristics described herein. For exanple, thé inventive conputer

program pr odoombinafiohe of thwse coapdtee Xerdvae and dmst rcotripates dperating aysteimse
channel host interface and ap pr é){l’l ate nmenpry for defining and storing the

i nventive dabRer&heifcheierRaensireiers tlf’c?r'thé&ﬁ'ﬁﬂeé‘ce§ e hagvase Wp‘b’r%‘%qré'l‘f‘g
DACSF, DACFF
01/ 20470 PCTF@%%/ 2%%1@9?;&85%\#2‘3 tﬁ‘gi?'sf"pec rlé’efé g%ns?é'rﬁa”? {ééﬁo 2 ﬁ{'é s

- certailp exenpdsulvedVIHrONgIiCan® Ostaridapds thatndéfiel SC‘Slaélﬁi G561 EHpthel fﬂ;pbi‘h@mDACSX
/ DACSF | DACFL | DACFF OEM System Reference Manual Firmware Version 5.0 -

Myl ex Cor por bietesagersity alitheheperatnplnsieny maywperedikelyrrpaultiniconrupfedrmiatamont |
California and Boul der, Col orado), and herein incorporated by reference.
SCSI -3 Primary Commands, such as commands that are applicable to fibre

channel connect edggyMé Sh SSHb- RraeRd eI
Primary Commands, T?O/ gggD&r e‘?/?gl on 1&’;211% 28 I\/taf‘tcdﬁvS Sﬂluh%?ﬁg}rﬂ%b e’

| ncor por at edregyricte Becaessde .anyPaBicular icbnfzyuned ngacalrhkﬂmhes/enﬂyl\rb'la sagla hbsgorcal
Vol une_108 nmay be configured to be visible to a single one of host

conpuf®rs 109 ouﬁgrhﬁ%nﬂhés POVIIES 2ceess. andh sequrity sentrgl of dalp dek the $PHES or
set of host SQOPULG & bEREENF RV EGediRShP itz data integrity in a Storage

Area Network (SAN) environment, where multiple hosts are connected to a
controlier, frequently to an external controller. Storage Area Network (SAN) refers to
a collection of one or more host computers attached to a common pool of storage
20 resources. The Host-to-Volume Mapping (HVM]} feature is desirably implemented as
a software and/or ﬁrmwaré computer program product executing in a processor or
CPU within the controller 106 and utilize data structures defined in a memory
associated with the processor to alter the operation of the controller. In general
controller 106 of the invention may differ from conventional controller 104; however,
25 the invention may also be used with conventional controlier suitably modified to
provide the characteristics described herein. For example, the inventive computer
program product may be stored and executed in controllers having a fibre channel
host interface and appropriate memory for deﬁning‘ and storing the inventive data
structures, such as for example, the Mylex Corporation DACSF, DACFF, and

30 DACFFX controllers, as well as other controliers.



101-2.0only.) Referring to the hardware configuration of FIG 1, one sinple

HVM configuration would all ow host conputer 101-1 access | Vol une
108-1 oMPY12840host conputer 101-2 access to | ogical vol u]?r{:aﬂfh%g?nly, and
host conputer 101-3 access to | ogical-%olunme 108-3 only; everg{gbw%ﬁ al |
hosts 101 and all logical volunes 108 are physically connected to é
controller. As described in greater detail herein, controller_ 106 uyses
novel data 20 Atpacts wiesostrallen ¢rsign famsersincexgsiany Wed Yaeak@ie

00 o S s B R AT S S,
' ' ' . Iti 106.
(A 1<t of e MR RO Rrfa IR 0 pe e O B ree N eken

| ogi cal VOT%Q-@PW%B?idorﬁ&hﬁ@s@pnrﬂmmt,vwmomimmaasmméron‘mlldrydds)eapd ovi ded
to external configurators, to provide a Ig;r_aphi cal user interface ta assi st
i n cenfi gunéred inberpomted by Ireference. H4PDFEDAR GOMEards. FNAN 5 BTEPHSL a

de | |l ectiqp of h . Node Nage

Gener ai 1y TebpE SRR ANABTFLR BN o Bene T T BT Ses SaTEPags e o
neray . . Sy . . ,

node. Port g'e\gcf;qggarj I seeftr igﬁmékﬂggrwﬁgsgdg, e1/0bbBre@sivACT B £XB Makdh T0gTor t

for exanpl t or a logical volunme couples to

control | er okBGerdt) iRddrBoraTl tGEISARY 20312 -10 3 0 JAN 2004 The inventive
HVM structure, nmethod, and conputer program product provides a solution to
the afore described shared access problemby utilizing a unique host

el > | agcess. | . . ; . t
b 1Br ocedut os- BY anpahe Eal Y babTL 60BN RiMhEN0Y hdy B tehnakey L oS
use of a 5;hpst;iRde BIMBIE ESHRNGM HosEEorhSutbIPTIT, ok ekamblectodyzat a01-@ronbf) t he

I nvention, and as Wrld "Wde Nanes (WANs) are an exi sti ng usef ul tége of
host node mane d selatiefigroup paset dutast Icpmpatersiior @xamalenta hegsp! %ohABEt ed

hosts and .controllers, we briefl describe sone | byt fore
proceedi ng 1Al thodly o RefeEpa itp gt&? é@%d&af'?)tcp’bf?g”r%tfonﬁhﬁqoﬂl\ﬁeen%[' #e! Vi
conmuni cat i on | | doRtBhul? S108- 1186k e b 1AL 53¥al SRINIMeHbEM onkR6 (s a
Fi ber Chanﬁgpﬁil%%@ént}g!%%ﬁﬁg%ﬁﬂ\gmaﬁ?ﬂﬁﬁe "Fi bre &annelﬁ%hysi cal and
15 host computer 101-2 access 1o iogical volume 108-2 only, and host computer 101-3
access to logical volume 108-3 only; even though all hosts 101 and all logical

volumes 108 are physically connected to the controlier.

As described in greater detail herein, controller 106 uses novel data

20 structures and a node name, such as the World Wide Name (WWN), associated with
each fibre channel loop 120 device, including a Fibre Channel Host Bus Adapter

installed in each host computer 101, to uniquely identify the host computers that

have logged into controller 106. (A list of valid host computers that have been

granted access to each logical volume, and their corresponding WWNs, may

25 optionally be provided to external configurators, 1o provide a graphical user interface
to assist in configuring the controller 106 and to configure ihe HVM.) Note that a

node is one or a collection of more than one port and that a Node Name generally

refers to a Wold Wide Name (WWN) identifier associated with a hode. Port Name is

a World Wide Name identifier associated with a port, for example a port at which a

30 host or a logical volume couples to controlier 106.



Signaling Interface" ( (FCGPH) Rev. 4.3, X3T11l, June 1, 1994 standard,
Anmeri can wWeabi/maad Standards for Infornmation Systens), whi chpstagetarodia s
hereby incorporated 15 by reference, eachdevice on the |oop 12g i ncl udi ng
each host 101 by virtue of a Fiber Channel Host Bus Adapter ha UaJAUr?ﬂ[Hue
identifier, referred to as its World Wde Nanme (WW) 107. WA 107 are

known in the art, t:] ALl Mt I eyl

descri be in detai I-ﬁﬁegﬁ}elg stlg%f H'E‘/hﬁe) s‘}\%ﬁn{rﬁ.aﬁﬁ?ﬁg&uggguFbrﬁﬁ@teLﬁﬂg?PS%?naﬁﬂ#ﬁ%dt he
structure angropessilai oslutbn thehé niferet testribed shavéd ladclsdpromm HyWiMizk7h i s
a 64-bit identifier (8-byte), with a 60-bit value preceded by a 4-bit

Net wor k Addr emiuechdsdidanjifiedewst hode ngmeiientifier dal comjunelionguithl gthetsinedtngs
devi ces, nodes,, or ports, including for exanglj‘e a Ei)gst Bys Adapt er EHEA),
for connecti RGOPAGRAUES IRERMTO! 26EE5E 40 §I0FRY5 €N BRsh RgICab iR AsiPBHES PhBp

25 120 g Thi s h\@g\% Z?é o8 a’ﬂ@r ifs%'lggffgrﬁ}ﬁé f[trp% ﬁpé:rgﬁ&p& thg‘?ﬁ(jeﬁ;\ﬁon Usiald Wohd

the formof a seri nuanb e manufacturer registers wth

the appropri ayige NbaedapAiBNNFFet @ xidihguatiiiNgper sicksst rirfe ReWeadentifear t
of the Fibre Channel standards specification. It is unique to each fibre

channel conn@ettictariyctor hibreifGhanoele dooF-cronpretap| kostheandi bentrallaesanwe briefly

interface card or host buys adap HBA) in each host has I que , VWAN.
Wi Le ther o SscihasprPe efigadigant el AroceteiRimuna mioce Bptaled AarisBrictum
string, fromgpgastandpoint of the invention, many of WO 01/20470

PCTI US00/ 20312 -" 30JAN2004 the fields and subfields are irrelevant, and
for th® purposes of the invention the WAN is conveniently thought of as a

uni que serial nunber for the fibre channel device. Detail of the format
and content of théVhgmthe eom@ypicatien shanpele! 20gquplnghasindP1 toplray eantreligh

Signaling | f EC PH . 43 : LJune o1 :
e e an e 195", £ orFBY ol ool ey L0 e SRR e
i ncor por at ed signalirgfictepace” ( The-PANNREND 4.8 sxgrer Jubelni 1og| standtRa! Aferieas h

host conputer 101 connected to the Fibre Channel |oop 120, or nore
speci fi cal | y Natiohallsnd@ds faninfeatien Sysiems).cuebiph istapdeideisfhepely ioperpatiedus

120 togt e, PLSeeRagte I IEIRLY o tat B o ey DRR! SSTRM o el 01
that host comyd: @harhbl HEA ERistANR NG s @55 RGIAbBAtIM [ lBfrfed to as its World Wide
Name (WWN) 107. WWN 107 are known in the art, particularly for Fibre Channel
devices, and we only describe in detail aspects of the WWN that are useful in
understanding the structure and operation of the invention.
20
A World Wide Name (WWN 107} is a 64-bit identifier (8-byte), with a 60-bit
value preceded by a 4-bit Network Address Authority Identifier (NAAI), used to
uniquely identify devices, nodes, or ports, including for example a Host Bus Adapter
{HBA\), for connecting a host computer 101 to a Fibre Channel communications icop
25 120. This WWN 107 is unique for each fibre channel device, usually in the form of a
number {serial number) that the manufacturer registers with the appropriate
standards committee through the process defined as a part of the Fibre Channel
standards specification. It is unique to each fibre channel connect device
manufactured. For example the fiber channel interface card or host bus adapior
30 (HBA) in each host has a unique WWN. While there are many fieids and subfields in

this character or number WWN string, from the standpoint of the invention, many of



and it will be possible to identify not only which host, but also which HBA
of the host the comunication was sent fromor should bep%h%w&]io in a
respons®O0 W20 15 WANs are universal and currently exist, an aspect of
the invention lies in the use of WWs -t'd-all ow access to a v3I0whAY 2004
storage based on the WM 107. Furthernore, at |east some enbodi mnents of
the invention nmay be inplenented in existing hardware, whil e other

enbodi ment shb¢isief iahdfsubfields arecirelevents peeidrithe puRPse Pidhe IyaPERRING WO

provided in conventional controllers. 20 Jt is noted that | | .descri be
t he i nvent iiscopyenianty ropghiaef %at‘ﬁ"qﬂeﬁ%"a‘ EH@H%%&B%&@%%”&%&%%‘ VAN
107 associ ated, wi t,h EiQr t i Welo = idnnki M ted
to such Fi ﬁtﬁ%@ﬁ\ﬁtm%#&%égbgoc%nf%%meg@ﬂ haéreon ycnhges!?ﬁ]%n%(rj':elb?dgntifier,
and can be pisRftabhi SHiah§ Mtk (FOTRR) Gali 913, JB3anMicliuse nat 89 eendgdand
protocols and/or wth different host node identifiers, such as for exanple
for saral | Rinefd Netienah Standands BCHMommationabysteng KANES 'W%%PSH'"HB’tpoﬁaé‘iﬁfesent
a preferred configuration due to the Iimted nunber of SCSI addresses (15)
and the |inP¥ @PrepsRsi cal di stance (usual ly about 6 meters) between the
SCSI devices, neither of which limtations are present in a Fibre Channel

| npl ement ati on. For exanple, 30 various conputing node identifiers may be

envi si oned for coRPUARYR SO iSt 0s@Ddo umihuetesidentfer eanim dose doopeter t HE
Internet or world wide web. WO 01/20470 PCT/USOQ 20312 -12 30 JAN 2004
Wth ref er eommettedFicGthe Filwe Gbantrlideer Hi20aer sRBEdsReHEcaly 438 PAYERLS ve

Whi cHioa. pl ubarREy (dpAhSatrREE € g Buigled b e SREEREPd B of "
or nore 5 eﬁgﬁ%ﬁ% gﬁetdﬁ%sagﬁmg@lér.cﬁlﬁf ff Wert QM (A fiseSchaRaelciByag inetalled in a

"controller plurality of magnetic hard di sk drives configured
as a pl ural sihgledost eghpater Vo1, tnathos0sropulpt witl have twh WWhis@sspiatpd wih it

conf i gur at | an 1 aLbe eRpbIEds erl SR enswEENBEFY BCaR? PRTITALE Mo ln o
Cypes ore WA AnLEAMED VARRSIEROTLY ioHdLe ibenaqu duipiot 2oy 10
usi ngs ei t hgywhk e uRlanaehnd\thiréntiytexibt Looaspe20of tbe imteation e initbe gae of o
$upport t heVp\fl\J!me{o allow access to a volume of storage based on the WWN 107.
Furthermore, at least some embodiments of the invention may be implemented in
existing hardware, while other embodiments benefit from or require specific controller
hardware not provided in conventional controllers.
20
" It is noted that while we describe the invention primarily relative to Fibre
channel loops 120 and the WWN 107 associated with such Fibre channel loops, the
invention is not limited to such Fibre-channel loops or to WWNSs as the only host
node identifier, and can be used with alternative communication channel strategies
25 and protocols and/or with different host node identifiers, such as for example for
parallel SCSI1 channels and SCSi IDs, although this would not represent a preferred
configuration due to the limited number of SCSI addresses (15) and the limited
physical distance (usually about 6 meters) between the SCSI devices, neither of
which limitations are present in a Fibre Channe! implementation. For example,

30 various computing node identifiers may be envisioned for computers and storage .

volumes interconnecied over the Internet or world wide web.



of units and the cable length Iimtations, via parallel SCSI chain.” Logical"
vol umes WS iReYsebe configured as RAID or other storage subgygimaashzare
known in the art. 15 Furthernore, while r’rpgnetlc di sk drives are
specifically described here, it will be “feadi | y appreci ated tB8tjAtogr
forms of data and information storage may be used, such as, but not
limted to, hard magnetic disk drives, nagneto-optical drives, optical
drives, CD-ROM DVD, optical di sks, renovabl e nedia such as lonega ZI P

di sks, 20 | d t d
i sks onega ﬁ@%n Ligkshcel BRAGIR! \ﬁ%smov'?%'e‘s%;b% ﬁrﬁperrﬁ)toﬁf ﬁiqnémm@@

ot her data and ITB.tIOI’l storage’ devi ces I na the structure and

met hod may bejcappidigfle MapEny (vaaétmmrd\hﬁfdemmrm b gygtens ERfgdratiom n
devi ce by another device is desired, hence while we describe controlling

access to t hwhichga gabrality o dgst oohpuiess 1081by01-8ach 1Wds attaehupeonet & more
preserve data jntegri nventive method

controPling 5&%’%’%‘1 Sﬁﬂaéﬁﬂteg't%ﬁ@”a&ﬁ?ﬁﬁ?'@’s ?'Ba@f poatéq){e\é“ Ee 25":%5]' {ﬂqﬁét °
reason. For 8%@{3@589(: RSEHSK a&ﬁeoéo% el S mﬁng Podrd VORI el éd:es

may be restri fom particular co nput érs ary payments

use of the E@'tﬁéiMﬁitr}bll@%p@%hﬁ%rﬁ@cﬁmlﬁeqnemw upétﬁrtalmmﬁnmtamfng@adﬁea or
for security reasons to nane but a few situations where controlling

access nmay bélemf@r‘kr(&f\N SGDWUT&?Wdéé@ﬁ‘t|Q9€1Falﬁﬁf§rﬂ@dcﬁfﬁeﬁtacbﬂdttﬁéiqnﬁvléﬁft1Qfe
Access Contr 2047 / U 30, J 4.Val i dation
o ocodur e ( ARUPYORad it G LRSS BopAZO coRTnotghE HIds Fichifedy’)
FI G sho o 10 I [ ,,’JSQ};JQ and
| ogi ca? vol mg%% kit fu%ﬂ&q \{‘%@Pﬁ%ﬂgg rgéftggpcaé@ééaoﬁlt ?ﬁ@@gi ?gﬁ of the

data struct eitles Fiefe Gadnmen AxMRAE URDpoI22, bewhem: sufficient. to BuBpor lthes hawmber

additional detail of 5 the data structure. The phrase "data transaction" as
used here rePbrEity @nddheGeRle IEAT IRiRLIPRS, sV’%é’?O@QhSQSl'}GQ?'“lolio%‘Fﬂ!l veles r ay

Gara Lo the 407 a0 BREEHAGEeS HERALPLE Bher SRR RRYsRRE B QI Ind i el 1 10

initiated byaa. host conputer 101 when it issues a data t ransf er comrand
(typi (isal ly read or wite request) over the fibre channel bus 120.
Furthermore, while magnetic disk drives are specifically described here, it will
be readily appreciated thal other forms of data and information storage may be used,
such as, but not limited to, hard magnetic disk drives, magneto-optical drives, optical
drives, CD-ROM, DVD, optical disks, removable media such as lomega ZIP disks,
20 lomega JAZ disks, tape drives, solid state storage devices, and other data and
information storage devices. Finally, the HVM structure and method may be applied
to any situation where controlling access to one device by another device is desired,
hence while we describe controlling access to the logical storage volumes 108 by
each host computer to preserve data integrity, the inventive method may readily be
25 applied to controlling access to any other cpmputer peripherai devices for any other
reason. For example, access to color printers and CD-ROM recording devices may
be restricted from particular computers where monetary payments for use of the
relatively expensive computer peripheral has not been made, or for security reasons,
to name but a few situations where controlling access may be desired.
30

We now describe an embodiment of the inventive Access Control and



10 Each | ogical volune 108 in the storage array is assigned or associated
with a volume data structure 140, one el enent of which is a Vol une WW
Tabl e (WiDi20480. These VNT tables (130-1, 130-2, ..., 130CTHUSy0BL

t hought of as separate snmall tables orizas a single | arger tabl 3 Oﬁﬁmn
any event provide a VNT data structure 15 used in subsequent se rU J
query operations. (W wll later expand the description of the concept of

the Vol ure Qﬁ&:—ﬁoﬁ HiB LT I0P AfifehesTto tRelcBhsutdins eadhe2ai6m. ) For
exanpl e, Log| cal’ Vol une 1 i's associated with VNT 130-1, Logical Volune

108-2 is apm®C2. apmdzmgﬁommwemmmmgnedmmmpumboamwe@ Wsi at ed
with VNT 13,0-N. This or these VNT tables are stored art %
control | er lopie! cemsmgsr 118, ornch fvahest Bckding, aat% V\%I" rFB ﬁV RIFRAM)

182 of. confroller, 108 an | il of
associ at ed® {M"?tHretsh%ﬁ 'negbrhltqyﬂ?ﬂe gél)h%hgffl‘ﬁwg&?gn |gura c‘)’}r\lsaé quythln(%a "o
referred 1§,a5.8 t&ﬂrb%@bh:@@a@&bt@ltsﬁsactbﬁ% ueal hefe %Tén%stsedfo(matldm en
and read) by vends uni que direct conmands which pernit the storage vol une

array 108 tenbferd betweshlayhasdnDil guddtle amdy coniraleoriOb gmdddcludep sughelypigalar v .
These Vendor Uni que comrands are described els

speci fi cat mgarahga% ﬁSW%aww'%ﬂ)%ta1‘9(5"%%%33&0‘?’?‘?9"?Ea1ﬁ%r&g?taotfa"éﬁ?tﬁnes at
any given %gﬁe@ P SR0N BY o105t BARRLEY A0S DAkn iSRRI bAdrdii Coftarid S

associ at ed S '€ the size or er of entries

in any one tg‘ﬁ re‘%’%rﬁﬂﬁéﬂequle@@o»érthbrrbieecrﬁnnamugzoen tl nme, the finite
nunber correésponding to the nunber of fibre WO 01/20470 PCTI US00/ 20312 - -14

3 0 1AN 2004 channel devices (hosts or HBAs) that are permitted to access

t he vol une, the size of i S _not i e
expanded when n 'Qg’flait"@n‘é?ﬁl%ém‘z?lavvgc\’%%e ?%aya' 5’%’88% g %@gg?lp%d
number of fJBffe 99@1 LotGeVi e RBLdIEREnt of WHich 86l 20MbNmieNNaVRI Retid paliTisense
by the nmenory avarlable to store the entries. In one 5 enbodiment, if all
of the entrizgs ThedcheNVNEbles {080-df d80-E t.h 130eN) mglydzﬂ thoogbnef as eeparalen, t he

zero value serves as an indication that all host hav Ta(%(% 8 %g t hat
parti cul ar Srorjl tehles v REFSinglg largrs tabla, jut i any eMan p[0r "oeE

Corrp,H.)t er 1Oulse e3| rs'u%?ecﬁu.%n?%%%?& r query operations. (We wxll later expand the
description of the concept of the Volume data Structure to encompass a Volume
Permission Table 160.) For example, Logical Volume 108-1 is associated with VNT
130-1, Logica! Volume 108-2 is associated with VNT 130-2 and Logical volume 108-
N is associated with VNT 130-N. This or these VNT tables are stored as a part of

20 controller 106 configuration data stored in a non-volatile memory (NVRAM) 182 of
controller 106 and desirably on the disks (logical volumes) associated with that
controller 106. This configuration, typically referred to as a "Configuration on Disk"
(COD) can be accessed (written and read) by vendor unigue direct commands which
permit the storage volume array 108 to be initially configured and/or reconfigured as

25 " necessary. These Vendor Uniqgue commands are described elsewhere in this

specification.

Each Volume WWN Table 130 has a finite number of entries at any given
time, one entry for each WWN that is permitted to access its associated logical
30 volume 108. But, while the size or number of entries in any one Volume WWN Table

130 is finite at any given time, the finite number corresponding to the number of fibre



10 | ogical volunme 108 controlled by controller 106 nust |ogin or otherw se
identify its access request. Host 101 first logs in to the |ogical volune
storage aMY@913W3via controller 106, then makes requests t ®CTAHKEY30H2
specific logical volume. Aspects of this 1ogin are a conventional part of
the fibre channel arbitrated |oop protocol and not described JBd&N 2004
detail. (See Fibre Channel Arbitrated Loop Protocol Standard and 15 Fibre
Channel Physidahnenitvidiegriabsta @r H ) fifeat @re pbirited e abesssi the vbiuated teadiesloby
reference.) As a part of this login transaction, the array controller. 106
is notified tth@tVohgned¥WN Jebiesis 1ot &xpd ieAd cas e Areandedowbere npergiseat to any

vol une(s) 108.and the, uni gue 07 and lLoop .l D corresponding to the
requesting hodi® 1B raﬁéanBMaégor@ﬁw% r\ﬁ?’f%rt#@'}qﬁ%s‘i}"a% ydgvice” entries,
conmuni cat ed j ; cgy?,‘gg : J:
procedure corptniﬂtr?ggg],lg g%%lp?%cluléglr 10 rb?&@%tl |%'¥2381’33H%3? tﬁ\tggﬂ‘t&kﬁh&igf ?ngr
that hast basstbaimehs iff icei wededtdepin BelBRT ddvoeReecwindhéRiYical VbRl

I ndex 151 is generated by the controll er sequentially based on the order of

t he host's 2Fes.tteaFera yalugdienvasoas aringticationahatall posts. mayhbavé pscesisdotthato
attenpt a Io%ir?n.wi | 1, be r}%1%'5}{shi(_g];‘;ned H =0, the second host will receive Hl=1,

and so on. OHEEICYRIdeaIGR)

i npl ement ed- The Host I ndex 151 functions or operates as a pointer to'
allow sinplified access to information stored in the Host WW List 153 as
wel | as indirectl yAt thectatef Yolaiadrari¥iittibapb dmst Yorhputed 0l Cendesithg\iel attess a
Perm ssion Tables (VPT) 194 as described in %eater detail below. In one

embodi Went , tPEIcRioQume JOR esrsiled Sy groniroligre 506 guist agin &f otharwiseligentify its
diff t h 1/ [ USO0I1 20312, - 3 0 JAN 2004 .
i quel y | domCETTolPoUaR | R0l AGY TS e B epaisiodd s1aeé it pa

bits and perdsntroergrosatian mﬁnébefeqlﬁaéstm@ta&cés% Hepsaisliegical Velamel fA@f@ctsVé#

note that prior to this attenpted login, a first list of WWs 107 of host
5 conput ers 10§ legiagreavwenpertionglgary ol thgdibte channel aitrated laop Mol colsanst ot ed

D2 HOoL VU oo PR 148 e EREA i B PGS g
oot VN 107 aners paeh 4 sico S Sl ing MR RRE fich aré TRre Ao o)
exanpl e, t he relerencecorAses peridi this logirHrar@action, the array controller 106 is notified that
a host 101 is attempting to connect to the logical volume(s) 108 and the unique
WWN 107 and Loop ID 152 corresponding to the requesting host 101 (or HBA 103
associated with the host 101) is communicated in the form of a command packet

20 108.

As the login procedure continues, controller 106 identifies a Host Index (HI)

151 for that host based on the received Loop 1D 152. In one embodiment, the Host

index 151 is generated by the controller sequentially based on the order of the host's

25 attempt to login to a Fibre Channel port. The first host to attempt a login will be
assigned Hi=0, the second host will receive HI=1, and so on. Other host computer to

HI assignment rules may alternatively be implemented. The Host Index 151 functions

or operates as a pointer to allow simplified access to information stored in the Host

WWN List 153 as well as indirectly inlo the Volume WWN Tables (VNT) 130 and

30 Volume Permission Tables (VPT) 184 as described in greater detail below. In one

embodiment, the Host Index consists of 4 bits, so that at least 16 different hosts can

to H assignnment rules may alternatively be



10 showi ng "20.00. 00. EO. 8B. 00. 00. 07" hexadeci nal) are exenplary and do not
necessarily bear any relationship with past, present, or future

associ awed1n47h nmanuf act ured devi ces. Storage | ocations i R L| st
153 that are enpty are indicated by "FF.-FF. FF. FF. FF. FF. FF. FF". 15 A second
or Host ID Map List 155 data structure storing a |ist of Host | rfdda% 200451
al so defined in nenory (NVRAM 182 of controller 106 is indexed by Fi ber

Channel Lagp,hiBLdid3dentines, Wikl oth& &apodiirehtslisrbvida zslaages mubtep of bit46Rdt 0 a
Host Index 151 as illustrated in FIG 2b. In one enbodiment, the Loop I|Ds

152 in copseii greatersrumber of bosigio bouaigieiidentitedonsecut i ve numbers (the
pointer), while 20 the Host Index 151 val ues are not consecutive and are
represented by two-byte hexadecinal values. The Host ID Map list 155 is

queried by the g‘%ﬁ 2@%{ éﬁorlézth[%g%t rﬁﬁtﬁd Il&i)lt\h?flrsﬁﬁﬁf@f viieRi ra7eer hast Fl G

2b, the Host Lo sSocCl a articular 25 received comand

109 s the yabhuer2301 tathavBgrefiousy RygEesn as cantpalientlb ipstaradéx a florto Host
p Tabfe 155 to select entry Loop | D nunber 23 (act ual I@&h g§4 entry
r1

begl nni ng W tEstt153 deda GDTUdﬁFetfﬂﬂf ineddn memam PNYBAM) i8S of con ¢ ry
nunber 23 contains the Host Oi nter
or index iindexeghby a 'VW‘E‘?’%W‘% E‘?' e@mpé%t'xﬁéwéfmhzgé%:?g lu\?Aeteh t hat
Host | ndex |n hjs.ca f r mgmv(gnt}@c,ata (eazer o,
here the WHRdeX® ‘%6{"6%9903’?6@’ 95%0&9%%% Eal %1%0470 PCT/ US00/ 20312 - 16
3 0 JAN 2004 | Thé hevneutepticteit theflisEl(Br aaamamtthe)larmy aoespangiraitadisAl y one

Host WAN List 153 for all host ports 114, 184; and even for the casq of
nul tiopl e cenowiopl 82&.0006,E0.8B08. 0§t0r7 chenasdesimplhaie e GHPBPRNY o t4F THe

si npl est representation of t e f| C ne negct i oWWR that
a parti cul Qgc?ﬁf’?f"yc ALt P ge‘a_%o s H\ah ?E«t‘) %ggémr e%alfﬂgr% ﬁéemségrre

regardl ess 0l Gikigq Qti?thtméﬁufgameweb@és t Bpragsiochtiorsdmtosi BAVNgsBBatOnce
t he Host List 153 and Host ID Map list 155 have been established as

the host cempemptysaredndicated by HeF. EFrFeEnyi;BﬁtﬁFdTﬁ BF".106, and the Volume 10 WW
Table 130 is generated by the array controller as a result of these |ogins,
t he

15 | A second or Host ID Map List 155 data structure storing a list of Host indices
151 also defined in memory (NVRAM) 182 of controller 106 is indexed by Fiber
Channe! Loop ID 152. This Host ID Map List 155 maps each Loop /D 152 to a Host
Index 151 as illustrated in FIG. 2b. In one embodiment, the Loop iDs 152 in
consecutive memory storage locations are consecutive numbers (the pointer), while

20 the Host Index 151 values are not consecutive and are represented by two-byte

hexadecimal values.

The Host ID Map list 155 is queried by the Host Loop 1D 152 pointer. In the

example depicted in FIG. 2b, the Host Loop ID 152 associated with a particular

25 received command 109 is the value "23", and therefore serves as a pointer or index
into Host ID Map Table 155 to select entry Loop ID number 23 (actually the 24™ entry
beginning from entry zero) of the Host {D Map 135. Host 1D Map 155 entry number

23 contains the Host index "01h" which in turn serves as a pointer or index into Host

WWN List 153 to select the WWN 107 associated with that Host Index, in this case

‘30 the second entry starting from location zero, here the WWN

"20.00.08.00.09.00.34.12".



procedure is able to validate or alternatively deny access to a host

att enpt i ngotdiResde0gi N. V& now descri be an exenpl ary LUN-t o- Lpgf/pghodeiune
Mappi ng (Vol une 15 Mapping) Structure ang.procedure. "Vol unme Mapping" (VM

is a process where a controller 106 nmaps a particular Fibre Channel (as

identified by the |/ O processor on which the command is receivedy},) FANGI06
Channel Loop ID, and SCSI LUNto a particular Logical Volunme. A SCSI LUN
is a path to a | ogical volunme of storage. "Host-to-Volunme Mapping (HVYM"

cxtends e concen g bedmatsioyelbisy ol 30c VRSB0 9B MIN

allowing a particul ar Host ntifre

- Loop I D, andiSCH3 tdddi Haat potiogi4,ad 84y ahtimen idithe kase bo rriliphy torit@llel3oDs,
access control to volumes while VM does not. According to fibre channel

convent i ons, thishetrhokre cantb ntapedutso pllows ifor Ak isympigsbaswasenaticn ghdhe fibre
software, or _negoti ated settings, t ot her, assi gnnent rul.es

S er ok et ol chdimalewatiaaton SR riee B RBUIRUR PRe AR e oS PaR (1L 18
nmet hod. The H@% i ' I ' L LARt he
form of a P%)é?'béi@ifopl ng Qg%qaga%g%sg@? %@%rﬁpﬁgygfggﬁopogg b@%f-ﬁ?cl%}'ﬁ? ieNﬂh

Channel 1/0O Processor 184, and Logical Volume 108 conbi nations. This
allows a specific Logical 30 Volune to appear as a different LUN on each

host port 114. Thé&nsendiye diosd WWiNalist y1S3oandhobesipdpt Map 1lstated Haneebeen
Channel 1/0 Processars 184 for eac rt nd each hos 1/2Q47

PCT/ USo0) 205899618ped S Mo oS GamPlr{ Rt 1B ATBOLEPTIRIS (U SBAADY dglme
contrqgler 1%ﬁrﬂ°a%§ 19BYs g@ﬁ\%?éd by Bfe MJ} b&#t?olleh%ta eQP i fleSe HdirChrd to
the controller host port of ports by virtue of the characteristics of the
Fi br e Channeprdcedyreois dthie tpaakddielor SEEingtively azolysaceesd ¢to a tsgst @ttémpting thes.
Al'l owi ng a sPepific | ogi cal volune to appear as a different LUN on 5 each
host port is'C8dvant ageous because it permits great flexibility in allow ng

host access to the |ogical volunme, and for a HVM environnment described in
greater detail hereinafter, this feature is particularly advantageous

because the perm W&o asédribei a1y exainbRinp LN IRDSiIVA UsBmMEBRBPSigg t(Voame
het er ogeneous col |l ection of host conputers with heterogeneous operating
syst etd. EacMappingh&Seuciyreandspraredureayyolipec Meipeingd wﬁm AdTRGRSS Where @

Mappi ng stor age, did 186 GRS 8L edat PBRS cRE & (S kel PP ine 110 processor on
- which the command is received), Fibre Channel Loop ID, and SCS] LUN to a

particutar Logical Volume. A SCSI LUN is a path to a logical volume of storage.
“Host-to-Volume Mapping (HVM)" extends the concept, method, and structure of

20 Volume Mapping (VM) by allowing a particular Host (identified by the Fibre Channel,

Fibre Channel Loop ID, and SCS! LUN) to a logical volume. HVM therefore permits

host access control to volumes while VM does not. According to fibre channel

conventions, the host computer loop ID is assigned based on hardware, software, or

negotiated settings, but other assignment rules may alternatively be used in

25 conjunction with the invention structure and method.

The Volume Mapping feature maintains a Volume Mapping Table in the form

of a Port Mapping Table 180 for contrbller 106, port 114, Fibre Channel /O
Processor 184, and Logical Volume 108 combinations. This allows a specific Logical

30 Volume to appear as a different LUN on each host port 114. There may be a plurality

- of host ports 114 and Fibre Channe! I/O Processors 184 for each port, and each host

o



mappi ng requi renments advantageously relies on the ability to map storage in
a variety of different ways. The idea of Vol ume Mapping pgrhRefi@®K up the
storagewge't'ﬂfgl?ﬁ"?y of the 15 physical disc drives connected to the array
control ler into "Logical Volunes", theh'to control the host conput &0 $AN 2004
access to these | ogical volunmes by assigning an access path to each

| ogi cal volume and checking to verify that an attenpted accef}qpat REJI S
valid. Typpaald assotiatedavitete pritieulaoprntolier HH6. aT I8 MAYSNGRINRE TVBSr ¢ 114

i.e., which Host I/OP 184 th Il i ’ I f
Che Host  PhecauBPUIEEs Soagetn o ergief RERpe et Jorty BV uhgeror e O
command. Tgﬁaaége{fbaﬁ@pm Tahkeckahfd 8god Br #RNpataNGdSHSI Hirdtotbie &alidr

Mappi ng Ta are advantageously instantiated for each controller 106,
each host ghaimetiond4 Alloaing eapbeiliodogicdl voblmato apgeaisas aldifarentt ddNiod FI G
2b, and defines how each host 25 port 114 and, host port 110 c?nt.rolh#ﬁr 184
connect s t bacubhstaperajs advantegaoss DEIBUSS It REIEHS XAt BIRY (haTAWBI "PRle Por t

Mappi ng Table 190 contains a pluralit . LG rd 191,
one entry ﬁ@GESééenh%@%Wgr'?'BP‘%m%?f%%t*e'f"} %&8@%@2@‘?{&%@% grn tI_rodéjaiﬁ}(?al
Vol une 108, combinat - ' L& bepiuse the berrnittet Udeibilin
8-bit (1- b?g'ge)w#%?’gﬂg%%ﬁ)%% gﬁ%ﬂ%ﬁ%@ﬁﬁoop | D of t#gr Logi cal Vol une
30 on this P&k stordgeSvdirhe (agpirgetp A hiledc@@neaust callactinp afhosLeNNPIIAISINf o
the logical volune on this port to which the conmand is d%recte SO

d
referred tbetesogénsovar eparaligy GYsier70 Feefy GECRPFRFYSIems ¢l 5 A 4 | oop
ID), a 32-byte Vol ume Pernissi | . LA 95
(82 b1°cas) & c@}(ﬁqeﬁgerg%r %&égg}qslggoéﬂ%%@g n&'ga‘}:’ccfﬁ%d%hﬁ afledd ldifldtent’ sRrdge

cators. e flag' bits have specific
functions. ghdofng Yehuimerta@alBitbgédushys rallesasn tiferabaity to ndpstaage én @r ant ed
access to the logical volunme. If the "Valid" flag bit (bit 6) is set "1"
and t he VolvarietyRddiffeseitoyayfabl e is al so all zeros, then no hosts will have
access to the logical volunme. The Vol une Permnission Table 194 is an array
of one bit flags that go frombit 10 position O to bit position 255. Mre

or fewer bits naYhé’?dé%rQP’ VARFL ARSI G WP BRedkhep Nhetsidragé aipacivesf the
supported. If one of these bits is non-zero, then the Logical Vol une 108
may fe accesyedabyist Devésosinnioedvptthe atiay Wwrdlguinge Hiogigak Volumes®, then 1o
control the host computer’s access to these logical volumes by assigning an access
path fo each logical volume and checking to verify that an attempted access path is
valid. Typically, the access path consists of a host-to-controller Port 114 (i.e., which
Host /O Processor 184), the SCSI ID (or fibre loop ID) of the Host Processor 184,

20 and the SCSI LUN Number of the read or write command.

The Port Mapping Table Entries 191 contained within the Port Mapping Table

190 are advantageously instantiated for each controller 106, each host channel 184,

and each logical volume 108 as illustrated in FIG. 2b, and defines how each host

25 | port 114 and host port I/O controller 184 connects through array controller 106 to
each logical volume 108. The Port Mapping Table 190 contains a plurality of Port
Mapping Table entries 181, one entry for each controller 106, Host /O processor

184, and Logical Volume 108 combination. Each Port Mapping Table entry 191

includes an 8-bit {1-byte) Target i3 192 containing the loop 1D of the Log_ical Volume

30 on this port, an 8-bit (1-byte) LUN 193 containing the LUN number for the logical

volume on this port to which the command is directed (also referred to as the target



correspondi ng Host Index position in the Volune WW Tabl e 130. For ‘exanpl e,

i f positywgnrpoksd the Vol ume Perm ssion Table is set to a 03%1%%0}'2}1312
Vol une WAN Tabl e 15 130 is exam ned at po§'tion 5 (H1-5) and the WW

- -

contained at that location is read or queried. The host with thi SéWWﬂm
be granted access to this |ogical volunme. The Port Mapping Table Entries

191 are advantageously instantiated for the  caontroller 106 i I ngl.e
control ler, E’pr I@S %%ﬁbﬂ%‘&?‘iﬂq? e/ ‘i”f‘?sf%e?‘%{ggggf and ﬁu'f 189 %Zb@%ﬁteéo(llg%étﬁ)
(e.g. duplex; LAlibSe fadPBRicheE ation, for each host channel, and for each
| ogi cal vol u?r@% r\{lgs! l?rsr\s\aaril tﬁat there is a Port Mapping Table 190 that
defines how each host port (the Host Conputer Fiber Channel i/0O Processors

184 in controller 106) connects to each |ogical volume. 25 Once the
Logi cal Vol unes 108edlag kitmhavgusrasifictfiactionst rtba|"Welid gegniit fi)ds sieas thepodllme

Perm ssion Table 194 in iits processor. ry 1 f each Logl cal. . Vol une
Cont Bl Bl ng anpsEEs CramiRe 2ords 1R e Bojsar novves Tne et Jao pibiR mret

vol ume. This | L | . ed
hococs t o caznl MY PobNELmETon TER (P alchif AR iRIhER2 wiPhadl fecdted
based on t heth&bgicalvohtimeontrol | er 106 nmay typically have a plurality of

host ports 114 and disk drive ports 115 and associated 110 processors 184,
185 at each port. The I/O processors such WD 01/ 20470 PCT/US00/ 20312 - 19 -

3 0 JAN 2044 as hast ,/,0 proc or Fi . Channel 1/0Q cesso 84, .185
can be the sam  (DBYOHIE AeER T P EnCa Hh et Rl P el GaOiny
communhcat | OgoyﬂiérhOttB%ith;Sb%‘itionCﬁH?UMSFé ofewdr Blis RN Be pRRidelOfefeMRdNbSRL | ON
with the disks.) 5 I'n one enbodi nent of the invention, an intelligént SCSI

Processor (| 5@ nahber of devicesdsupportéd.bifeon€hafrthede bitsOsProvesss othen1iBe | 04i85l.
The ISP processor chip is manufactured by QL c Corporation and is

avai | abl b f r YA JOBCMEY Bor RGPy  t8450HAT Rbrwilh vhe WYY afowed 2t the

92626. Sever l.AL.l b f Le it he
ISP pr oduct CYEHeDAG S e crediil AE S W aiie 1 3Y. P bBBhRl

t he host andpddifor dentid Yolie Péeniter Tille a0t tolal dfe POt vdildhe WA fablel84,
185) at which the command was received, both of which are produced by the

| SP witeh coni@is examited at pesiioniiidinS) ard)iheaVVip conteiner @t s tlogation js/iead t o
access. The 8P C?Lrleanteldp r:'I'h%]c ho'gi \l:)v:rtﬁ u%‘ WWEJ'MR Bgtg(r)acncfclad access to this logical volume.

The Port Mapping Table Entries 191 are advantageously instantiated for the

controller 106 in a single controller, or for each controller in the case of a multi-

20 controlter (e.g. duplex-controller} configuration, for each host channei, and for each
logical volume. This means that there is a Port Mapping Table 190 that defines how

each host port {the Host Computer Fiber Channel 1/O Processors 184 in controller

108) connects to each logical volume.

25 Once the Logical Volumes 108 are configured, the controlier 106 maintains a
Volume Permission Table 194 in its processor memory 182 for each Logical Volume
containing a list of WWNSs. for hosts permitted access to the logical volume. This
table identifies which of the host computers 101 are granted access to each
particular Logical Volume 108 coupled to the controller based on the WWNs. A

30 controller 106 may typically have a plurality of host ports 114 and disk drive ports

115 and associated I/O processors 184, 185 at each port. The I/O processors such



15 chi,ps, such as ISP, is known in the art and not described in further
detail here. Controller 106 uses the Vol une W/NN Tabl e 132%‘5‘%189@51%5% ne

al | oneawerd204I0sal | oned access to a specific logical volu y any

particul ar host conputer. If a host cofputer 101 sends a new com‘rapg JAS 2004
controller 106, the controller validates 20 the WA, controller port, and
LUN against data in the table 130 prior to servicing the host command. |If
the W, LLNhogndohsrstesdsors ofibreoChanngddiQr provessorat 18 @becarnpe dhe £8Met he
Logi cal Vol une, the command requested by the h&st i s _conpl.et eth}%mt'y-
However, i fypehbulikise BuNsegiraatRedRIOtNOSERRRY 684 EPT FIPMUREREPH &Y on” are not

valid for the laogical volu t he : Q.S not conpl et ed
normal |y afemguter) rd’gs'ﬁ %Org%{gseﬁf?[ﬁ?é‘ﬁﬁwgﬁﬂé’gﬁf'ﬁ’é hé%?(st)he particul ar | ogical

volume is not supported. (However, three exceptions occur and are

described below.) In one particular enbodi ment of the invention, program
code g npl ement e ae fisdiment 3 thepnventbes an teteligett@ES! Resressd (KT Pannot
be validated is conpleted with a "Check Conditi gn" stqégs Wit Igr dhheisense
key set toi¢ bbédden FireeeannebR) ProsresarndSder8e bR 'SEt PRSP CHS ®al® Uni t

30 Not Supported (250" . V0. 01/ PCT/ - iS C¥rpkhbliced Ve
now focus mﬁr‘gﬂqéérgg:‘%t9&9{%&3’%%’?%%”93%{)‘5??{8&%&%?’% %[e}zllg?%}ent irve Il—|ost
Vol ume MappisRg AN BRd, Usdsts Mexad amidnens. | Sevehdlsvatiatibestof 45Kl chigpsadicof t he
various data structures, lists, bit maps, and the |ike present on the

control | er MéfufactivesitbylD1 ogariol theo S B #roduet f@mily™. 108 al ong with their
rel ati onships to each other are 5 illustrated in FIG 2b. The existence of
the WW 107 for each Fiber Channel |oop 120 coupl ed host conputer 101

provi des an oppogjun | h AEnDANNE h ik stdieby ihauist e et ety ob
establish a sepa(?é{lti@"[%% é;u%gétg{elig’v\h}ed V\Y/\Ns,dqtr?e Vo); umre WAN Tabl e 130 for
each | 0gi Cahe VihsiitcdMfolleAqRes $14,0 1@B0br &8st i166) at Whigh che camTABd WP i s

permtted by disk array controller 106 only when the of nticul ar
host 10 computiged,rhatfuekwhich aiapteducedPy e éﬁ?’i“&ﬁ?@”q\%gf%a?égﬁpg%ﬁéf& is
contained in the , Volu SSAL] i S el Srataol

| ogi cal vol kRQécaTUg!“"ﬁ%&% %ﬁsﬁﬁﬂgqﬁéa%g?%sﬁﬁ t?&r??%f?g %fgﬁ%ﬁg?m i l? it is

presept a“dcﬁi;gﬁf;‘ (105 bis S, i& REEAFINARE @rt dnb@ohdesyibedin furthecHelek hefe. t he Vol ume
Perm ssion Table is further required to validate access. For an array of N
| ogi cal vol unes, N Volune WMW Tables 130 (130-1, 130

Controlier 106 uses the Volume WWN Table 130 to determine aliowed and

disallowed access to a specific logical volume by any particular host computer. If a

host computer 101 sends a new command to controller 106, the controller validates

20 the WWN., controller port, and LUN against.data in the table 130 prior to servicing the
host command. If the WWN, LUN, and host-to-controlier port information are valid

for the Logical Volume, the command requested by the host is completed normally.
However, if the WWN, LUN, and host-to-controller pori combination are not valid for

the togical volume, the requested command is not completed normally and a status is

25 returned indicating that the particular logical volume is not supported. (However,
three exceptions occur and are described below.) In one particular embodiment of

the invention, program code implemented as firmware 301 provides that a host
command that cannot be validated is completed with a "Check' Condition” status, with

the sense key set to "lllegal Request (05h)" and the sense code set to "Logical Unit

30 Not Supporied (25h)".



15 2, 130-3, ..., 130-N) are provided in the system If all volunmes may be
accessed b the identical set of host conmputers, each of the N Vol une WW
Tabl es w%@&%’&i n the sane list of host WANs; however, thRCEYSNEME of
the N Vol une WAN Tables 130 for the |ogi-cal- volunmes will generally differ
when different volumes are avail able for access by different ho:‘tﬁ. '??ﬂﬁﬁt
this point array controller 106 searches all of the Volunme WAN T é%

associ ated with eawk nogiforls gl deseriplidvatoward abERSodidiEnt of 130 irkentive Host
130-N) to determne which, if any, of the |ogical volunes the requesting

host has per ﬁdcéwn@)dwa@pmgdﬁé@é) Stpqu@taw imethed.e lpeihm ewitext 2 gliagramsef te
| | | wh hat th

W Fabl o 13058 Gl SinliRl. Bl Bt oG BB bkl 108
permi ssion tqy oRF 167 Sar g%ag%%ésum% &.h@&néapgﬁ?tgpsmgm ARG Bre

does not appear in ar ay contr ntrol's access.

30 The svol umeiiReatedsiai FiG. 2obl Fhel Odistehse oeter Vel 19 foheadeRibeh Ohapasiaddpand
is kept as a part of the Port l\/apgqng Tabl e 190. The Vol une Perm ssion
Tabl e 194 WO @9/ ZoniEd bosta9suoier08AD pravides an @pRARUEY0L utitize dor YVWN in the

per m ssion Indicat or hat I cat es e ul ar St

has per ni ssi oW ep V%&%‘Egd &%?%ta%lﬁgﬁ]gewam f)]%\)%fl %’H’é’egw{g}é\gﬁ ‘)ég’ aW&I
illustrated i C

151) have pew;é%@sgooﬁ#te%egédgg?pgﬁﬁemachm%%‘s’%ut)é Qéé{eﬁlarﬂt glhl% ar cﬁomrﬁg%e
Vol ume WAN Tabbpesniitdd hyr disieaday chetraller 108 orﬂemaskh@rwmbethwﬂarﬁmlaryhdsnr
the particular host (as identified by that host's H) will be set to

ei thert®tr ue'CD("@dﬂﬁil regestinggtata frarrs@e particidar logice) velemendBrig contaings iuhe ome
of the sear | rE ni%'b 156 ng%gh% Wg}ﬁ%@%lri?gli:% ggrﬁel%ﬁghgp €s

that a host 1 §3088sE V0 a P

(when t hat h%WI\SmW@NbeWE& the thble, M ¥iEs %eﬁaah@trﬂé’:ﬁo%%@%%&%mt h

that volune), the Volunme Perm ssion Tabl e 194 ent ry (Perm ssion ag 195)
for that hos tthf( aray,dmiit #cheek ¢fithe Melumé Pemmnissiond agletis further reguiredrio valigate

R o R e oA kel PhAE: oS8 i O

15 2, 130-3, ..., 130-N) are provided in the system. If all volumes may be accessed by
the identical set of host computers, each of the N Volume WWN Tables will contain
the same list of host WWNs; however, the contents of the N Volume WWN Tables
130 for the logical volumes will generally differ when different volumes are available

for access by different hosts.

| 20

At this point array controller 106 searches all of the Volume WWN Tables 130
associated with each logical volume (that is Tables 130-1, 130-2, ..., f30-—N) to
determine which, if any, of the logical volumes the requesting host has permission to
access. A host will have permission to access a logical volume when that host's
25 world wide name appears in the Volume WWN Table 130 associated with that logical
volume and will not have permission to access a logical volume when that hosf‘s
world wide name does not appear in the table. Thus the array controller controls

access.

30 The Volume Permission Table 194, is generated as the search proceeds and

is kept as a part of the Port Mapping Table 190. The Volume Permission Table 194



15 appear, the Vol unme Perm ssion Table 194 entry (Perm ssion Flag 195) for

that host (as identified by the H) will be set to "fal sg" "Q) . When

t he hosvoonppaber 101 attenpts to read or wite a | ogi calpqdﬁ%%@(aiﬁ& t he
H 151 for the requesting host is deterari-ned by controller 1063@;@&@9@
that 20 host's Fibre channel Loop ID 152 which is returned by the Fibre
channel /O processor 184 along with detailed information that ful lérﬁ

defines th th M hissibm Fa@idra obhBatlibbichtes uetter threpartadaohoshmith

request isﬁgﬁgrggegs%ég&slsg the request is not a Vendor Unj gcuge commnpl (whi ch
m ght i ndi a4 @efissiohetpacdess aiatd ioguthe logicak BelBfiei gliReseaY | t¥fe25n@Pequire
special handling), the array controller 106, 25 exam (o}

Per i ssi onillfsipdted 19 F1Go btk 'dFl’t'f&r’f'H“"F'bPo?th%as?‘gﬁpcr}hgq‘\?/ooﬁtt Eﬁn%ex H | the

perm ssion indicator_as ' ] that H is true ("1"), the request is
execut ed HBVW&?'P??O?%%%Q%@? iﬁéwééego; wite, or other access request is
exec%ted using the normal procedure for reading or witing data to or from

the I'ogical volume. On the other hand, if the pernission ing'hc or
associ ated wi t h Ashatie Hdearhd of dhet MelumegiVdaN J@bies) d3¢ RB°&A% JRe t KRYPEquest

is addressed is false ("0"), then the . read_or ' . | SR} @t ed

back to th&emﬁﬁb@o?ﬁﬂ’ﬁg &p4 %?MQMET%Haﬁt'F&%QO%é%% id\tﬁﬁ% a?:s er@?g&;ﬁ\?\éﬁ%?}? |20470

PCTI USCQ 2 312'[&0[ %ﬁ-.eerr;%tél?e";]('ﬁw.ué?@‘}) BP‘?Qéé"i (gaual%)g Héberritnydhrt thersitaamieso! when
n , a

t he request®®i%§ quiry’ comman endor Uni que" command, or
a "Report LINss eq P skambie Siethe Moiane W\RINET dbley 3@ sedrcly idesdtrs heka hepl h

determ ning the configuration or characteristic of t S e Wt h
conf i@ur i nghooldr bz @ilewed reicaesst %aSW‘%roPQE@LﬁBEHEWt E“(?qer?e?%%% t&tssuc as the
control ler 106. W descr,ibe o ; SR hABERASS the Valuemt er
detai | el s@RRERE 'Pntﬂ?ﬁ\?‘g”@ﬁmééﬁeo{n@t or%lot Eer than Inquiry, Vendor

Uni que, ands, Benas Thiis dayaeryqPermisen Fidg 295)dquttst host (eadtentijehbh8r f or
a |l ogical volune and 10 the | ogical volume does not have perm, ssi

si gn. for
t hat host, mlzevimrbreagetctormnum loer thiindicatingsteat thenhastr s BerfsP P d ataﬁg'cafe)ny
access. If the host has perm ssign and the c | b Hegi ry,
nor a Vensiurog cf@ié,thﬁeﬁ"eé hga oﬁghiﬂﬂgwc'gﬁ%@%g%%hgéc@n’?émfagéocessed
normally. 18, Nor NRL RGAE BRAGsRh Thblefsh ERRTRRSHTRESAISFIBG A0 othatineskl pt
of a'tead U _

(as identified by the Hi) will be set to “false” or "0".

When the host computer 101 attempts to read or write a logical volume 108,

the Hl 151 for the requesting host is determined by controlier 106 based on that

20 host's Fibre channel Loop ID 152 which is retumed by the Fibre channel /O
processor 184 along with detailed information that fully defines the operation,
including ihe LUN to which the read or write request is addressed. if the request is

not a Vendor Unigque command (which might indicate an attempt to configure or
reconfigure a volume and .require special handling), the array controller 106

25 examines the Volume Permission Tabié 194 for that HI and for that logical volume. If
the permission indicator associated with that HI is frue (“17), the request is executed
normally. That is, the read, write, or other access request is executed using the

normal procedure for reading or writing data to or from the logical volume. On the

other hand, if the permission indicator associated with that Hi and for the logical

30 volume to which the request is addressed is false (“0™), then the read or write

command is rejected back to the host computer from which it was sent with an error



the array controller will read the data fromthe attached disk drive or

drives (I vol umes) and return this data to the host. Mfﬁg 0®65hpt  of
awite corman(? -{Ohe array controller will _store the data sen ydthe host
to the attached disk drive or drives. 20 A addition to these ﬁ&m
steps the controller 106 should also verify that the | ogical |

mapped to the controller port on which the conmand was recelved As there
can be nul ti FPBIKBRt -t o-control l er ports 114, 184; and a logical vol une
can be mapped to any single one of the ports, to any selected plurality of
the port, or to none of the ports; the controller 106 should assure that

the | ogical vol uwes;?e%laqadanamoa@e%ﬁﬁﬁeﬁhﬁ@l@iﬂ:e&he diRef bR Uiy’ command, a
host-to-controller port on which the command was received. e controller

shoul d al so veehfiyr Uhigtzet bemhagidcat avélepod LldVstempoedand Thhee cogintaids @né t
Nunber (LUN) of the command. Since each port can have many |ogical unlts as
defined i n t lggnsEdy %ﬁﬁ?cﬁt%ﬁ evith dRieEMining: dhe icoafigyation (i §h%'?F'@\WB“COHé h&or t

h [, | f
S 250 val i d WelErar St SR oS BB MG Sy R Rolfiiohets eshae
PCT/ US00/ 203%g thg%onQ}err]%B Y04 deddideCaddeGOsUheSe Shec donfindRdd inlgtéarnd

read and wite data when access is permtted, and to identify that a
| ogi cal vol undetdiD8lsewhereegetits spedifitatians &gr atier ithan Irguirgoivieodombnigyet and 100

and mapped tq that Logical Unit Nunber oes not allowthe data
on that |ogi CHPAMNE RS weeeesgédeaHastg%WéH?.balalRPS&W&'@@*%\@HJ%& gess

I's not 40P €T m tlf‘ngsogtl JIQIY)'IL%Q PﬂQve g}'mlggf)n tf&ethlapﬁéstsﬁ'?et 5{?5# %ohﬂl@@r'@;lh’

t he. . presence 0 dto a pafticu Logical Unit

Nurrber S d%ﬁ;lséﬂléh%rhﬁ(b@ﬁ&ﬂoﬁaﬁd aém aycggsth SCSI standar ds is desirable
and it is required by the SCSI protocol to allow any host conputer to
determ ne what storage is available, and what the par aneters of that

storage all (size,, tyansf aci t 10 Fr t .
configuration of thd&/P§ h@fb EFBFIS%’P( ‘F!L%GC?@”?P %bthgr aﬁk\ﬁg%lryalnor a
reserved areaséguot URidlleS hdr atﬁyp'énlmwseé&ﬁﬁeﬁdttﬂe%mn@ﬂf is Pbiss 88 nBFndlys k"
(COD). This permts nore efficient array controller 106 configuration when
an arrty corNorolal erocessingplf acedd Csmotandsméans tbatunmingeegiptof aressntanuhang
fail . Th

ailure) ethe array controller will read the data from the attached disk drive or drives (logical

volumes) and retum this data to the host. Upon receipt of a write command the array

controlier will store the data sent by the host to the attached disk drive or drives.

20 In addition to these procedura!l steps the controller 106 should also verify that
the ilogical volume is mapped to the controller port on which the command was
received. As there can be multiple host-to-controller ports 114, 184; and a logical
volume can be mapped to any single one of the ports, to any selected plurality of the
port, or 1o none of the ports; the controller 106 ehould assure that the logical volume

25 can be accessed through the particular host-to-controller port on which the command
was received. The controller should also verify that the logical volume is mapped to -
the Logical Unit Number (LUN) of the command. Since each poﬁ can have many
logical units as defined in the SCSI and Fibre Channel specifications, this allows one
port to access many devices. Finally, the controller should verify that the WWN is

30 valid for this logical volume, as already described.



15 repl acenent controller can retrieve the original configuration fromthe
disk and automatically restore it rather than having to £/ Its
confi gM@RVEH7Q nformation during a separate and tine COH&E%P%@H@?&
reconfiguration procedure. Wiere Confrguration on Di'sk (COD) spagﬁjhﬁﬂma
limted, the maxi mum nunber of connected hosts may be limted, f ,
exanpl e, to sone nunber of hosts, such as to sixteen 20 hosts. |In other
enbodi ment s wherrese@Pocedunes allawrihedwst 1hbandsgasgiancnvits&lata v er GR%tt'ad

host t b t t 25 [ t | fIici
nunber " of ‘RemTiieds ane o e aba A aomsope 7 Pate) e Bt PR RERE b o
channel  spech fSLLOR, 169 LB rRABEOthat Pobitd Vol IRoUHLRabben dét not

firmvare i er uses the"Host I D Map 155 to translate

froma hosy GORUGAR' ¢h {Hdbiehichanste toobe actesstB2andopdthutiairaliesed VoPTime WAN
Tabl e 130 entry. This allaws hosts 101 to change their garti.cul{s\fgxt | bre
chanpel | capetDisl bt petrhittad. Bfdvising agcapabilityolonthe WARE $XHE® 10 KighY st ID

Map 155 is nmintained for each fibre chanpgl _port r 30
106, The raresenii ALISAPOG TIPS HARARTEH 57 PO WiR-a, YRR M e o be
accommodat ed . i s, set alJ; YathQEHPd idsirhbe Srig®& riqubed by 255.
WO 01/ 204 RFH Fu%‘%ﬁ?ﬁ“gﬁg’?gf"%'@y'tﬂ\ég%éhs&%\l 200%1@%% first tine a control | er
106 i s booggsdé |t drofdcomerdiiowcamyttaishtaropitbetotddiermiieamhatstofage iswvalRDithe
first Loop Initialization Primtive (LIP) which resets the Fibre Channel,
the firmased eketineipagamaterhef thatstpene af (90% taaster E9RACTYhEIC o gi n
information 5 fromall hosts 101 on the loop 120. Fromthe | ogin
infdPmation, the firmvare constructs the Volune WW Table 130 as well as

the Host ID Map 1}5%he cIRBEtloHLIt B &fayi BoritRIERS) PO deoretient Br nwar e
the capability tf:gé‘@loeﬁ ct eyctransl ate the loop ID 152 enbedded in g new

command fr gpedidierckehied sreatattie diskn this. ig.refesRd tohapjCopiguRionoe? Nifidex
151, which in turn identifies a host 101 with ecific, y/
Er T ect i vel JGODhET NGBS Tope cfigerhBati ORI IRE | G Co R 5 g 2 =Y ¢ st
mappi ng the logp | Ly 'r“%?&fn Slanand ChhtolleRemillveppi Myet he
Host | ndexcoﬁ%@%fogt %gﬁﬁéegt t‘%@ﬂ%@?." Thi's %pproach i s advant ageous because
onl yga smalkdpladdrheritnbeitraneean retrieve ahe herigiran ccanbgyations dresm dhe digeddd to
determine if a particular host should be grant ed access t9 a.If&g‘j‘qgh
vol une. automaticaliy restore it rather than having to figure out its configuration In ali
during a separate and time consuming reconfiguration procedure. Where
Configuration on Disk (COD) space is limited, the maximum number of connected
hosts may be limited, for example, to some number of hosts, such as o sixteen
20 hosts. In other embodiments where COD is not limited, the maximum number of
connected hosts parameter may be set to 256 entries so as to allow a sufficient

number of entries for a fully populated loop in accordance with the fibre channel

specification.

25 In addition to the Volume WWN Table 130, firmware in array controller 106
uses the Host 1D Map 155 to translate from a host computer's fibre channel loop ID
152 to the correct Volume WWHN Table 130 entry. This allows hosts 101 to change
their particular fibre channel loop 1D 152 without affecting the Volume WWN Table
130. A Host ID Map 155 is maintained for each fibre channet port on array controller
30 106. The maximum number of fibre channel host node (WWN) names that can be

accommodated is set to 256 to allow any loop ID in the range of O to 255.



15 We hi ghlight an enbodi nent of the inventive procedure 300 reI ative to
the flowwhaikodbagramof FIG 3 (FIG 3a and FIG 3b) and iy ,z 1?5
with a determnation as to whether there has been an attenpt by a host to
login (Step 302). Wen a host login atterﬁ?t' is detected (Step 302), the
Control |l er 106 searches for the 20 WAN 107 of the host attenpti ng[}m*gﬁ in
In the Host WAN List 153 (Step 305). If the WW of the controll er
attenpting the login is found (Step 306), the position of the host's WW

107 in the Host Vwa 'flfstlh t&r?esa'ébnttgtaﬁem% Ig Pﬁgt)épj\}?&h fi mwél%d(éWmn?; tﬂg HVM

found, the WAN 107 o e host ting oginis he “end of

the Host \W\Nebiupd, fbiidwingttRe fﬁﬁmoo%nﬁ'l_lﬂé]@éudwpl'lh"l:t% 1:)$ )tﬂﬁlcﬁor%etlsrlﬁgmﬂrél
The Host Index 25 151 is then placed into the Host Map 155 at the

posi tion i ndiGCkdaree!, bige fimewhesexesuting br theCGlaumotér L@ﬁ)mim@ekahe(l&‘gmmfaﬁwttoﬂhe

controller 106 then collects the following_ information fromthe Fibre
Channel5 | / O PreeedsHpsteshll OfetColfOPol #@r romegheddgin ipfeematirr theotiwrwde on

which the re t the Lo al f or

t he command Q'%Z‘éf"ééf[%?{‘ g@?ﬁﬁgp@@wgyﬁﬁgﬂ y@i‘ Qg, EPFLW ngn%%p

i nf or mat i on "ﬁwés)éﬂbv%ﬁbbl)és%ﬂtaqidémt&o@i*a@ tﬁéwrFmﬁa}@fheprW cﬂwgéﬁémets
the Fibre Channel |/0O Processors 184, and therefore i s escri bed here
in detail.) 'Ithe5!;00\;!)!201529mb9dmrh%ﬁéwmmﬁand5ronﬂrﬁﬁmﬂké |prtﬁtocasm:hux)(re @llsPws
the controller 106 to identify the correct Port Map Table 191 (S 312),
whi ch cont ai fiRHe t%mﬁh'”ﬁ@‘ ﬂ?%sWB‘ﬁhT‘&&“"@ 'qeﬁffﬁéra hagail Of dﬂihc‘%ﬁp%ﬂ?‘-‘uwbio&

The SNt o 107t ety i 167 1b'Ps i WERALAT HPhee RYRSRRCLEL B gh'

t hat N to termnel oSt  at

access that |nagbmed tHe Mobtmrﬂsz%tr(e&ti@ﬂ |6c1e3<)151l fand (ﬁﬂhéﬁh%d’f@ﬂhe%t fHéxi s
found in the Volune Nane Table 130 for that Iog| cal volunme 108, the

~control | er 1087sketigethnst \W)WNréobeﬂ" msSemmnachmba@amage@ns rqecptwmpebl 3 emilj
ound for {ndiBricnubbd ghdastes e Bumbibiors aRoattled ¢ Relrund et
o Do o) LB SIO% i bW siucd i o, (0 (5 31

recei vied. On receipt of a host access request (for exarrpl e, aread or wite

We highlight an embodiment of the inventive procedure 300 relative to the

flow chart diagram of FIG. 3 (FIG. 3a and FIG. 3b) and which begins with a

determination as to whether there has been an attempt by a host to login (Step 302).

When_a host login attempt is detected (Step 302), the Controller 106 searches for the

20 WWN 107 of the host attempting the login in the Host WWN List 153 (Step 305). If

the WWN of the controller attempting the login is found (Step 306), the position of the

host's WWN 107 in the Host WWN List 153 is the Host Index 151. if the WWN is not

found, the WWN 107 of the host attempting the login is added to the end of the Host

WWN List 153 (Step 307) and that position is the Host Index 151..The Host Index

25 151 is then placed into the Host ID Map 155 at the position indicated by the host's

Fibre Channel Loop ID 152 (Step 308). The controller 106 then collects the following

information from the Fibre Channel I/O Processor 184: the controller'(Step 309), the

I/0 Processor on which the request was made (Step 310), and the Logical volume for

which the command was targeted (Step 311). (The process of collecting this

30 information is typically unique to the particular hardware that implements the Fibre

Channel 1/O Processors 184, and therefore is not described here in detail.) This



command, or an Inquiry or Vendor Uni que conmand), controller 106 determ nes

the comand type (Step 302). Once a command is received, controller 106

~ det er m WS0II®4TIte type of conmmand to be an 1/ 0 command (s RGFE00H,q
Command or a Wite Command), or a Vendas Uni que Conmand or |nqujr Mmand

(Step 303). If the request is an I/O Command (for exanple, a R&éﬂgﬂ)’ nd,

a Wite command, or an lInquiry conmand), controller 106 determ nes the

identity ofinfdh@aléh sV Bl ntrollenviecth ididvtify (rengonechast MapeTatsel 10 5(¥pP317) ,
the host port of the command (Step 318), and the LUN and (_:orrespon%ii ng
| ogi cal vol24®, whichitontainshihe \awmeriermissien i able d@4(fst dpt ol volaestGher

P Mappi Table is | d based h I h . ol

ot ocessor  ThRICPBERIER108 e Eearar e, NS00 UM T oo 30 FRRpine, MR e
| D IS i t,if] - in & icdl) .
control 1 or g8 ProefendaE nal o bl RyERRAEL ALY 1ok I IGRITR Shogss IR0

posi ton pojdited 108 (Btep BE3)HAS matdng BEsttWRYN a0TRNfbuRO i eeevaiume Néme he
position stores a "1" bit (true) or a "0" bit (false) (Step 322). If the
Per mi ssi on Tasle a30der that logical wiymad 08albessontroliert 198 setsgihediolyae megnission

itted and troll 106 th ] | :
T br ocese TeberiSdmmncPaaiea l ot e (Soep 1908 g 91 iEpa B8 62
o menaaC o FRtdind ARyhag Bt kg BTl Bl BRAT 66 dne EORTAIRE 166 sEBne

responds wi TR rror conditron (St , such as an error condition

i ndi cating {/BRima\BLRIitAod TEHPFILEBRY padtd@to by2B! to "Balsk"DARD"28D 3t4)r age

space is not available for that |ogical volune, and the process conpl etes
and 1peturns (Step 326). If the request is not an I/ O conmand but i nstead

either an Inquir Co nd. or .a Vendor Uni que t he e se

depends on the tg:;ﬁ’é‘"BFga&[gﬁnma.fOffa ?'ﬂ@t ?Eg?féssfe%uggﬂag%ﬂ‘ngoérb n?a&eﬁggrgmand,

controller éé%@i\férdo S,E(E)eitjp%f D %megsgqéa@ésm&ra%m@byranssea(cﬁ'roepm&@@ :
€s St -

As al r eady cribed, t o- Vol umre Mappi ng ( i s an enhancenent and
ext ensi on otofheandobuar Iiduirpion yepud) UnigpelsrimandyfcontrellexriOfydetesminesi ther

al ready described' ,. and nmaintains a port ping data stru re, on. a_per
| ogi cal vol GREMENIYBEE é.SteBﬁo‘?R)eQ”‘Feo@icgﬁﬁmﬁgﬁﬁceﬁé?ﬁ gont\g\glehﬁ‘gﬁ df"’ﬁé'?"nt%ﬁe
port ppi ng dat tr [ | pat | . ISAhnd/ 8F HWritel N
t he M enh ec@ﬁgnoff cﬁ@%%&?c% ?‘?12%%&*21%\%\%9;5%% ﬁé ?%er a’?:cess p:al?h
qual i fier. Tman@Nbi ¥ YeptaaaigueCafthans advquilyLreounshy (Steple8knt ed as a

conput er

If the request is an YO Command (for example, a Read command, a Write

command, or an Inquiry command), controller 106 determines the identity of the

20 controller 'in which the command was received (Step 317), the host port of the
command (Step 318), and the LUN and corresponding logical volume to which the
command is addressed (Step 319). The proper Port Mapping Table is located based

on the controller, host port /O processor, and logical volume (Step 320); and the

Host Index in the Host ID map is identified based on the Target |D of the command

25 (Step 321). Controller 106 then examines the Volume Permission Table 794 at the
position pointed 1o by the Host Index of the command to determine if the position

stores a "1" bit (true) or a “0" bit (false) (Step 322). If the Permission Indicator value

is true, access to the logical volume is permitted and controller 106 processes the
command normally (Step 325). The process then compleles and returns (Step 326).

30 If the value is false, access 10 the logical volume is not permitted, controlier 106

responds with an error condition (Step 324), such as an error condition indicating that



15 program product 301 defined and stored in the nenory, usually NVRAM 182,

of contqu,gq)rm@,% and optionally stored in nenory of a host pfraoshogbhier

storage nedia  and downl oadable to the cogntroller. The program prog}iﬁSAﬁ%az

or executable portions thereof, is noved fromnmenory 182 to RAM 1
associ ated with processor 180 of <controller 106, and is executed by the

Ry RO, NVRRIGE HESES RN It piRe ap 8 e SR S BIRE Bt Sns FaRek R oo,
comput er 101 ands i@gg'agﬁ]%jp.gﬁkné/fédagasis%t shh 56 cofrhesndi0Rstb&d bifidrenaniquify t he

Dat a Cache Menory I's accessed though the PC Bus Interface and

Menory Cont r obinetand®t.a VBedEg UG e toriniandf theasherespoase dependsTdnethEityreer of
Channel 1/0O Processors 184 (184-1, 184-2, 184-3, ..., 184-M send and 25

recei ve datacdmmand.hd thestqueshisu ¥erdordinicieicasumped, qontrallef 0§ Arecasges et a
Cache Menory 183. Li kew se, 'the Fi&re nnel or SCSI 1/0O Processors 185
(165- 15 185-2ommand nRIMELH AN FFUMSEHSR3Y t a from the | ogi cal vol umes or
di sk drives 108 and buffer this data in the Data Cache Menory 186.
Processor 180 coordinates the activities of all of the I/O processors

184- 185, and handhgsalieeie ddschiged)f Hbstgbs/odhe iMappinl (Y9VMpdsl aanehhancereent
tasks, and error handling. WO 01/20470 PCT/US00120312 - 27 - 3 0 JAN 2004
The i nvent i vandrexteosioniaiithe YelumenMapnimsdVMifcapabilily of dhes ampy: ferdroller plesady |

part because an efficiently organi zed and structur V d ure
142 i ncl udi $&S°0 PP BaPRieliSoR PRI MEPPES é@*éééf’%?%& ?ﬁd ?h"g%fa@hﬁﬁig‘ﬁ’@ﬁﬁ%

vol ung, was i tey(Der WRAGH i An e 18 BOA InEMing dath Reuttdveist i on
descri bed het?éeg,lé'i%y(%;erS onl sgkg?é%i%?ﬁ g"eexam' ngggne byteg(()?)ne-bi t;l bef ore
access pri viinegatatedriobeachiegicai wiuraed InthedddVianhanteraers per provigs teahoye
scheduled. A less efficient inpl errer],trat lon of this functionality m ght be
provi ded wi t WWWN@Ese utheneressSwiathev@™ehe Vol ume Permi ssion Tabl e 194, but
then a separate search of the Volunme WA Table would be required for every
read and wite command received. For exanple, 10 there would be a

requi rement to seshélnvddntioe rockadres B0OQ & aduaptdgeolify émplemented aSa deyipeterper
entry of all the Volunme WW Tables 130 for each and every read_and I te
oper ath on. Nerogem fredwelf ¥sdelneddanst starediin the mMesRery c Balyi NYRAM L84 of

b S I LNV R
enbodi ment  ofnd BewhiBYERbIE @ thedcontroller. The program product 301, or executable portions
thereof, is moved from memory 182 to RAM 181 associated with processor 180 of
controller 106, and is executed by the Processor 180 within the controller.
20 Processor Memory 181-182 refers to RAM, ROM, NVRAM and combinations thereof.
Data to be sent between the host computer 101 and the logical voiumes or disk
drives 108 is buffered in the Data Cache Memory 186 which is accessed though the
PCI Bus Interface and Memory Controller 183, though other interfaces may be used.
The Fiber Channel /0O Processors 184 (184-1, 184-2, 184-3, ..., 184-M) send and
25 receive data from the host computers 101 and buffer this data in the Data Cache
Memory 183. Likewise, the Fibre Channel or SCS! I/O Processors 185 (185-1, 185-2,
..., 185-N) send and receive data from the logical volumes or disk drives 108 and
buffer this data in the Data Cache Memory 186. Processor 180 coordinates the
activities of all of the I/O processors 184-185, and handles scheduling of tasks

30 including read and write tasks, and error handling.



15 search is only required at login and thereafter access privileges are
determ ned ver qui ckly using the Vol une Pernm ssion Tabl 4R340tz above

* descri b¥® YA ments provi de several advantageous featurz)s ar?(?IE
capabilities. These include: (i) A Logi€al Volume maps to a singl $0UMINMKIy
on a 20 specific host port; (ii) a Logical Volune maps to the same LUN for
all hosts that are granted access to the Logical Device in the Vol une

Per ni ssi on Tabl ahednvéfdive meides mimmizagaihy: numner of 22quIgH Searahsp ezﬁggp map

to different LUNs on a different cantroll.er, or if n 0, t44-and
(iv) nmultipeg QQ@U@QWW&W%%MHW%%& tanLﬁN"é“’Fngé{%%o %tgréhLomé 5l
si ngl e host_port roVi - i ntibgicoldiome vids
Per m ssi on'”leglﬁ{"%g (@/uﬁggﬁﬁ%@ Efgk?éeﬂgg)saﬁfﬁtvﬁhﬁgﬁacal Cvi ces. eVEé, now
return to g ge dﬁlab{éar)l @fogher trpihe erabsdimennoigihe ivemtandiesetbedhiare. { ife

r
manner in which the systemnmay be originally configured to. gccommpdate HVM
and rgconf ioglgr edceduany dbamgewne rongp binee Prgrit) deafpriecaccesayPIYEeHsT &P eadi | y

30 understood. Vendor Uni que copmands_al | ow t t 100,t € efficient
Cont g ccossien A sncodgu e el . AE SUBGRREN oA Befretecn

array control|er 106 t - : RiB3R inveRfion witbul A 2004
‘not confi gd@ n&%njtﬁ'é%&?bistfﬁ%éﬁs%}g@gﬁ 6%{%6;%%@%n1f i gu;ngg orn r:a- confi gur ed

to operat e/§QhkePbiis¥ibh Tdbhe 164)i s ethbiVies sl atef sadneh lobde Vobame WG
system 100. Configuring the controller to operate correctly

. W th
| ogi cal vol Tatde 8@8idabel required ferryenniegdeanst Witg gommaenf teshlvhts Fof BF%'@B'Eost s
101 involves building a configurati r e g hat
dat 2181 r uctbp® WeUEHE &rPayrestit fopRaten PR AR Uk e B e e e
descri be ”}E%S? E&g%ﬁw oVl tHEE ol WOV Fable8 130 eprsedoh izetileyenyfiead end avritsser  on
ompat &r (a

t he host c y of the host conputers 101 connected to the
control | er dQGiatidd) NG Hate warsters iveuapbes Wit heseraeEInarieons, Werk CATIELE

internal nmenmory. (This process . also be auto <N tion
col | cot ed oAV aBNEots S EHE IAIPEEE PREAT: EIRS Raal e oL r e
transfers that confi ti st hed tdhsboriirhéyt ofcthatimadntien, 406

t hough the {h’??gﬁ,‘p&gh‘?{ﬁégréﬁ%ﬁo%ﬁpi zalﬁtlﬁ%'fﬁrgfe\;endor Uni que0 conmand.

Cont gl | er 196cRekpRWreslges dt huyirsand teséafier aecasispuriviggestase SGIRTRIMEIDIEY

returning a 15 good SCSI status to the host9 in response to the Vendor
Uni que conmmauigkly Esingtthe Viglume Permission Table 194,

The above described embodiments provide several advantageous features

and capabilities. These include: (i) A Logical Volume maps o a single LUN only on a

20 specific host port; {ii} a Logical Volume maps to the same LUN for all hosts that are
granted access to the Logical Device in the Volume Permission Table {or Host index

Bit Map); (iii) a Logical Volume may map to different LUNs on a different controller or

different host port; and (iv) muttiple Logical Volumes may map to LUN O {or any other

LUN) on a single host port, provided that there is no overlap of the Volume

25 Permission Table (or Host Index Bit Map) for the Logical Devices.

We now return to a description of certain vendor unique commands so0 that
the manner in which the system may be driginatly configured to accommodate HVM
and reconfigured when changes or updates are desired, may be more readily

30 understood. Vendor Unique commands allow the system 100 to be configured, and

are not usually logical volume dependent. In this way, an array controlier 106 that is



the conpletion of this Wite Configuration Vendor Uni que comrand, the array:
controller wites the configuration data to all of the disks (I ogical

vol unes) WPt%EAEY to the controller. Fifth, the host issuePGI/EEISR0312
Control |l er Vendor Unique conmand to the-28r+ray controller that caugqpmmzﬂm
controller to reset and restart. Finally, at the 20 conpletion of restart,
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15 good SCSI status to the haost in response to the Vendor Unigue command. Fourth, at

the completion of this Write Configuration Vendor Unique command, the array
controller writes the configuration data to all of the disks (logical volumes) attached to
the controller. Fifth, the host issues a Reset Controller Vendor Unique command to
the array controller that causes the controller to reset and restart. Finally, at the
20 completion of restart, the controlier 106 is configured as specified by the data in the

configuration structure.

The earlier description also indicated that special conditions exist when the

requested access is either an "/nquiry” command, a "Vendor Unique" command, or a

25 "Report LUNs" command, as compared to a read or write command. An Inquiry
command is @ command that allows the host computer to determine if any data

storage space is available for a specific SCSI Logical Unit and allows the host to
determine the transfer characteristics for that SCSI logical unit. It returns specific
information detailing the storage capacity of a SCSI LUN, the transfer capability of

30 the LUN, serial numbers, and other information. A Vendor Unique command is a

command that allows the unique characteristics of the array controller (for example,



conventional Inquiry Data, and wll indicate whether or not that host has

access to 15 the logical unit (and hence the |ogical vol UFE ISBO,# & host
does novOlaRet7’dccess to the logical volune, ' the contro VSY return

the Inquiry Data with the Peripheral -@%alifier set as an indi catorg& AN 2004
I ndicate that the array is capable of supporting a device on this r’

| ogi cal unit, but that no device is currently connected to this SCSI
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descigi pt i 0Rsifiy A0 foCBk! fe-tonfigoied par apdrele SCBECHNAVIF Bhe atzghed| hosts.
i mpl enent ati1 ois of the invention. Were conform té \Qéé : thqe?. SCSl d
speci fi cat iExamiptesnaitVendqui/nigde typgl cosmangs/iBciype St ‘l’frh%‘f' LBt ed.
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by the SCSI. specLf IO PLEETHIORHC ORLFAbh atorenamd eftech tahiews doenheat
normal |y, rcgﬂﬁ%’q‘fr%{r'% 'gérﬂdgﬂgehe LUNs cg?ceggi bl e by the host requesting the

command. A diepoaécdstNG tioo diskidvices attashadhfcotheesdndiellenhal hefs e¢MIRRT EF scsi

Logical Units are available to the host on that fibre ch I SCslI

address. 5 KrownopHbe arhanf paldesayibeddii N @Fﬁag‘ﬂe?e%ic?)ﬁggg% nl?%lg\%sta%})oe

commands, if a. regue | £ar a logical volunme and the
%gn%age%%%ahaogwﬁemo %ehﬂ‘?ér}tlfoﬁ.

| ogi cal vol permssion tfor that host, the array
controller will assert an error condition and deny access. For exanple,

Lhe error condition my be asserted by soill ng a SCel, Choek 190 SRELKI N
ig: to I ecgoanlvercw:t(i)gpﬁa}il ?xgqu?mncba}tg,ean%dvq;ntihg% WESIRE: SOAG tRSE hdst HeRdczaks Wi t
15 the logica! unit {(and hence the logical volume. If the host does not have access fo
the logical volume, the controller will return the inquiry Data with the Peripheral
Qualifier set as an indicator to indicate that the array is capable of supporting a
device on this SCSI logical unit, but that no device is currently connected to this
SCSl logical unit.

20
Inquiry Commands are handled in this way in part because the SCs!

speciﬁcétion states that a SCSI LUN should always return Inquiry Data. Inquiry data
is status daté about the SCSI device, and has nothing to do with data stored on that
device. It is an issue for the command and the host to determine if the device has

25 any storage, and to determine what the device is capable of, for example, how fast it
can transfer data. The SCS! protocol runs on top of the Fibre channel layer, so this
description is applicable to both paratiel SCSI and Fibre channe! implementations of
the invention. Where conformity with the SCSI specification is not required,
alternative procedures may be substituted.

30
Finally, if the request is a “Report LUNSs” command, and the addressed LUN



Supported. Check Condition, Illegal Conmmand, Sense Data, Sense Key, '
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Mappi ng i nf or kegitayiitlsaie eMeilatimia belhest omthat fbre dhandelspiteat SCS! addresant
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information is stored in the logical volune Port Mapping Tabl e data

structure defined gg, BtP\‘ér gl hgl yt\;e(p,laﬁpgmaug{la con?r%?f Uﬁgiﬁ%eco%gn&a @ 1S

stored in the non-volatile nenory of the arra

preferably i nrempest ialmadssiy 5 ¢dstioeadodicsiolphe bhethd IBKicENolgmaioss hbt hAVe
01/ 20470 PCTI USOO 20312 -31 3 0 JAN 2004 I n one enbodi mrent of the
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Co d d h | I
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Key set to llegal Command and the Additional Sense Code set to Logical Unit Not
Sﬁpported. Check Condition, lllegal Command, Sense Data, Sense Key, Additional
Sense Code, Peripheral Qualifier and Logical Unit Not Supported are standard SCS!
terms and are not described further here.
15
In addition to these commands, Host-to-Volume Mapping (HVM)
advantageously uses several particular Vendor Unique direct commands. These
are referred to here as Host-fo-Volume Mapping (HVM) Direct Commands, A direct
command is a SCSI Vendor Unique Command that aliows configuration data to be
20 sent and received by the array controller. These Host-to-Volume Mapping (HVM)
Direct Commands include: Read LUN Map, Write LUN Map, and Read Volume WWN
Table. ;

The Read LUN Map command returns to the host, Volume Mapping

25 information maintained by array controlier 106. The host needs Volume Mapping
information from the controller in order to display the current configuration of the

logical volume array to the user. The mapping information is stored in the logical

volume Port Mapping Table data structu're defined in the configuration data of the
controller. This data is stored in the non-volatile memory of the array controller 106,

30 and preferably in special reserved areas (COD) of the disk drive as well.



2DCVD ‘OP CODE- MDACI OCTL_READLUNMAP (Dlh) 3 Logi cal Vol ume Nunber (NMSB)
4Logi c .ovlﬂlfaﬁ_if% Nunber (LSB) 5Reserved 6Reserved 7Al | ocat pomsesgizie ( VSB)
I'onLeng

8Al | oca th (LSB) gControl Byte 30 In this exenplary Co
Bl ock (CDB) format, the LUN field cont a;}%r)ls the logical unit nu Qfﬂﬁli[@he
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comand val ue foR ‘?’Pf‘eeﬁé’ga'mq_”lgﬁf ﬁﬂﬁ)"ﬁ’Bﬂﬁﬁ%e eadL’E)l‘ggaiq‘(r:%'f"5 %SHJF%E@ gcnébegtr
(Most Signific LS L ek ire et coRitdoBer firkR)e. speei f i es
t he device Lf‘lsﬂﬂgggén%r ‘?“H%”{/?gfgta rﬁ/@\ahrsre%%cv’\(ﬁ%oggh? nformation is to be
reported. Thenidcakintihd Rngktis (MSBateddn T&W} 1i ndi cates  the nunber of
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30 In this exemplary Command Data Block (CDB) format, the LUN field contains
the logical unit number of the CDB, and is ignored. The Direct Command Opcode
(DCMP OP CODE) is the command to be executed, and
MDACIOCTL_READLUNMAP (D1h) is the specific command value for the Read
LUN Map command. The Logica! Volume Number (Most:Significant Bits - MSB and
35 Least Significant Bité - LSB) specifies the device number of the Logical Volume
whose information is to be reported. The Allocation Length (MSB and LLSB) indicates
the number of bytes the initiator has allocated for returned information. If the length is
zero, no data is transferred and this is not treated as an error condition. The
controller terminates the data phase when it has completed the transfer of the
40 requested number of bytes or all returned Volume Mapping information, whichever is

less. All Reserved fields and Control Byte (which is ignored here)} should be 0.

Error conditions for the Read LUN Map command include standard SCSI
responses for an error, including that an invalid Logical Volume number was
45 specified. The controller will also respond to a SCSI Check Condition Status, such

as will occur when a non-existent logical volume is specified in the command.



5 vol unes are added or deleted, or when host conputers are added or
renoved. whig$raosata format reflects the Port Mappi ng Tabl e gatraussbromtur e.
An exenplary WiteLUN Map Direct Command.£DB Format is illustrated in
Table Il. Table Il. Exenplary Wite LUN Map Direct Command CDB For : 2’[8
Byte/Bit 7 fi 543210 0 Operation Code (21 h) 1 LUN Reserved rgaﬁsﬂﬂ“ 004

20 4 Logroal ol urlgeripUp gy Vensey Uadle phebPEfifiand BT ad ifRicr, ENEP)
Length (MSB) asaa'ﬂds?%ﬂﬂeﬂ—%%*ba(é%@ cha?\ge the Host-to-P6l0Rer Mamege(HW)

operation code ( CODE) field valu or the wite LUN ma
( MDACI CCT _L VRHJMNMQB)ed(HQZﬂh)e copaolldri ekhet Hestdo+\diume Mapaing (#ﬂfw:ntoemaﬁ@

is created when the controlier is initially configured, and is changed when logical

5 volumes are added or deleted, or when host computers are added or removed. This
data format reflects the Port Mapping Table data structure. An e.xgmplary WriteLUN
Map Direct Command CDB Forfnat is illustrated in Table Il

Table ll. Exempiary Write LUN Map Direct Command CDB Format.

Byte/Bit | 7 | 6 | 5 | 4 [ 3 | 2 [ 1 | o
0 , Operation Code {21h)
LUN [ Reserved
DCMD OP CODE — MDACIOCTL_WRITELUNMAP (D2h)
Logical Volume Number {MSB)
Logical Volume Number {LSB)
Reserved
Reserved
Aliocation Length {(MSB)
- Allocation Length {LSB)
Control Byie

10

15

20

25

Olo|~N|Pin| AWM=

30

The operation code (DCMD OP CODE) field value for the write LUN map

35 (MDACIOCTL_WRITELUNMAP) (D2h) specifies the direct command to wiite the
LUN map. The Logical Volume Number specifies the device number of the logical

device whose information is to be reported. The Allocation Length indicates the

number of bytes the initiator is going to send to the controller. If the length is zero,

no data is transferred and this is not treated as an error condition. All Reserved

40 fields and Control Byte must be 0. Error conditions for the Write LUN Map include
.standard SCSI responses for an error, including that an invalid or non-existent

Logical Volume number was specified.

The Read Volume WWN Table command returns the Volume WWN Table
45 maintained by the controller. The data returned by this command provides a
transiation from a host's physical WWN to the Host Index used internally by the

controller and by the Read/Write LUN Map commands. This information is



LUN map. The Logi cal Vol ume Nunber specifies the device nunber of the

| ogi cal device whose infornmation is to be reported. The Allocation_Length
i ndi cat &0 pHed47unber of bytes the initiator is going to S&EAFPY2IHE
controller. If the length is zero, no-@ata is transferred and tRijsJANsi Mot
treated as an error condition. Al Reserved 40 fields and Control Byte nust
be 0. Error conditions for the Wite LUN Map include standard SCSI
responses fRQucedBagiitin thiertstidoraguteh abnsaructsninalinfdratiamofor éhe sediguratioggi cal
Vol une nunber was specified. The Read Vol une WAN Tabl e co nd returns the
Vol ume WAN Seath| daring 5 Mitntwm&&amyowr@onéﬂm&mﬂ'aw@a{gg%ieéf’u Aegepy

this command provides a transl at.ion.from a .hgost; VS| L, WAN to the Host
| ndex used YMYWRITRRIE Vendpr “e%mquma@ﬁﬁﬂlﬁﬁt@ﬁgmﬁzg@? Wite LUN Map
commands. This information is WO 01/ 20470 PCT/ U500/ 20312 -33 3 0 JAN 2004

necessary when the host conputer constructs the informatign for the
conf i §ur at | offable §hExetopiam OB fanRead Veune MANNJgRe Ao NRIaEs BT SPPTERB f or

Read Vol ung N—Tabte=—Vengor o 4] regt mjand 1 S| 114 usfrabed |in Tabl e
W"Et ¥ & 4 QUF Lk gomRnG It .
I11. 5 TablleD .g:’.' b\c..piv[cu y (lD& UIP ij 2 rabl e vendor Ui que
Di r ed® Compre—-ByterBrt—7—f 543—f 1 0 0 Cper ge—(2zh) IJ i LUN
L AReserved” { )
Reser ved DCND- O CobE L S AR l%%Wr ved 7
Al'l ocation lLength ANMBB)— 258 Al ocattor-tergt i =
15 3 Reserved '\ o0/ :
4 Reserved
5 Reserved
20 6 Reserved
7 Allocation Length (MSB)
25 8 Allocation Length (LSB)
9 Control Byte
30 The operation code field (DCMD OP CODE) labeled field read host WWN
field (READ_HOST_WWN_TABLE) specifies the direct command to read the host
WWN table. This command may be adapted to return a desired number of bytes of
data per host supported. The number of bytes returned are usually determined by
the parﬁcular host computer. 1t should be ready to accept the data the controller
35 sends, so it needs io have enough memory space available to store the data. This
may typically vary from computer to computer. For example in one embodiment of
the invention, the command returns twelve bytes of data per host, while in another
embodiment of the invention, the command returns 192 bytes of data per host
supported, and in yet another embodiment of the invention, the firmware in which
40 this command is implemented returns 3072 bytes of data per host supported.
External configuration programs such as GAM (Global Array Manager) or
RAIDfx can use the data from the Read Volume WWN Table command to determine
some limited information regarding the fibre host cabling topology. Hosts available
45 for assignment in the HVM should be displayed by their respective WWN for fibre

channel topologies. The concept of the Host Index may normally be hidden from

the end-user, as the assignment of host indexes is arbitrary, with the Host Index



Reserved Reserved Reserved gControl Byte 30 The operation code field
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We now describe SCSI command support in the HVM environment and
exemplary controller responses to commands in one embodiment of the invention
when Host-to-Volume Mapping (HVM) is used in a standard SCS! command

15 environment. The Host-to-Volume Mapping (HVM) feature limits access to Logical
Volumes based upon the identity of the host requesting a command, and the

specific command sent.

The controller always responds to a SCS! /nquiry command from any host

20 and to any LUN with good status. If the host does not have access to the Logica!
Volume, the controller returns the Inquiry data with the Peripheral Qualifier set to

indicate that the target is capable of supporting the specified device type on this

LUN, but no device is currently connected to that LUN. If the host does have

access 1o the Logical Volume, the controlier returns its normal Inquiry data. The

25 SCSI Report LUNs command is always supported on LUN 0, regardless of the host
sending the command or the controller port the command was received on. The
controller returns information only about the LUNs that the host requesting the
command has access. For the SCSI Request Sense command, if a host does not

have access to the addressed LUN, the controller refurns sense data with the sense

30 key set fo Illegal Request and the additional sense code set to Logical Unit Not

Supported.  All other standard SCS! commands are terminated with Check
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sense data with Hig $8BSRe3Strk@iresehdt MetHodegaly Bisqubst usatd in e dHeMel onal
sense code set to Logical Unit Not Supported. Al other stan ardal%jg‘l
commands ar eobfiguraticat ecwith ahy TrercrRNecigy Daiwen b hertIERINF YIS ¢

Request  andetkiEs 20t GO e gennse AR s sThragh s Pkt e
vher 1o Wﬁile the external communication net increases in speed, the storage aréa network
speed stays about 10 times faster. Furthermore, while we describe a structure and
meihod ihat is based upon the WWN of a fiber channel device, other unique
identifiers may be used, for example the serial number that is imbedded in certain
host computer processor chips, such as the intel Pentium i microprocessor chips.
20 These and other identifiers may alternatively be used. As the bandwidth of external
nets (WANSs) becomes comparable to the storage area nets (SANs), the structures,
procedures, and methods described here may be implemented for distributed
storage on the Internet or on other interconnected networks of host computers,

storage devices, information appliances, and the like, much in the manner that web

25 pages on the Internet are distributed and linked.

Further, the method and system described herein above is amenable for
execution on various types of executabie mediums including a memory device and
other mediums different than a memory device such as a random access memory.

30 Other types of executable mediums can be used, such as but not limited to, 2

computer readable ‘storage medium which can be any memory device, compact



command operates on specific Logical Volunme, such commands are generally
are ternwaadiethayd t h Check Condition status if the host doespdyisdaayf?
access to the 5 addressed Logical Volume,,By way of exanple but ng;ﬂ JAN 2004
limtation, the inventive structure and rre?hod support a variety
different nultiple host configurations, including Miltiple HBAs in the

A TSR s T A T

10 Multi pl e hoS Favi nT Xe

NT) . The i nvesiticsemekiiaUet fibgpyaligk. met hod may al so be used in an Internet
configuration or with any interconnected network of host conputer systens
and/ or devices such as w de area networks (WANs) and storage area networks

(SANs). 15 Wiile the external conmmunication net increases in speed, the
storage area netwfFRe BRAINING depsTipisut fo1oPYPREes ofsexmianation: HiseAoERECHMI | e

we describe g structure and . nethod that i n.th of a fiher
channe!® devi QOIS BuoE R AR g AR b BR ot gt A
serial nunberpd Agtarbst todRAMMEd intHeesrt Bial the§pulific YERAIs Sre PHOEBSPET inKHdsS |
such as the Intel Pentiumlli mcroprocessor chips. 20 These and ot her
identifiers rayprattcer thet invehtionbdn udieet. inglencése viminkivavet bircditsearidedendtes aret s
(WANs) becones conparable to the st,orage area nets (SANS), the structures,

procedures, AMPWREINBIASK FHAIRMLEIMH, FURRYPC BXOIA HINSRBFRRARY disHaCHRms Pyt d
t t | nt. L i :
comater o SseliEb e Rlon® s ik pRoBICINL RS 6t YcfR Snopditents of | |

the memoner t hRé pekent 2bve@nsarenpidientedt & Meirpadee 6f Blstidlidheshdadsdripised.
Further, the nethod and system descri bed herein above is anenable for

execut i on on N#yiasagiot yperdegrtodeceiusive erdailinisthedevantpndo therraeiss famsi ce
and other nedi yns different than a..nenory. devic ch as random ess
remory. 90 CIRSORRs o8V BH Ll MR A Vet e AOs Suk i YERBFFRS:
limted to, @abov@NB&HRgY.eTHERINTLHIMEMY SvéTB dtiHaBeNRING Hesefbe indSideMRITBEM
devi ce, conpact WO 01/20470 -36 PCTIUS00/ 20312 30 JAN 2004 disc, hard

magnet i c di slexpROMtheR4incipRsRAMIE snveniivD andpits padcticed applicationss tto- therstbiyc al
nmedi a,, _or flopp¥ disk. =~ . .. ) . X .

15 enable others skiiled in the art to best utilize the invention and various embodiments
with various modifications as are suited to the particular use contemplated. It is
intended that the scope of the invention be defined by the foliowing claims and their

equivalents.

20



The foregoing description, for purposes of explanation, used specific 5

~ nonenclature to provide a thorough understanding of the invention. However,
it will- be apparent to one skilled in the art that the specific details
are not required in order to practice th& invention. In othe3gimﬁ ces,
wel I known circuits and devices are shown in block diagramform g rder
to avoi d unnecessary distracti ANMENDEDOEAIMSier|ying i nvention. Thus, t he
f oregoi ng descriptions of specific enbodinents of 10 the present invention
are presented for .purposes of illustration and description. They are not

I ntended to be exhaustive or to limt the invention to the precise forns
di.scl osed, obviously many nodifications and variations.are possible in view
of the aipovew & 2ehip0gs sydlee baﬁn@nrﬂmﬁ&yﬂmmﬁ@eaﬁrﬁ&‘%&%ﬁ be@were or der

to best lain th rinc e

appl i cati 8‘1’1 Ce poNNEHATK\ 2 %B‘é‘ﬁ%‘ﬁ[ éf éc{}%edr‘és}gsgwﬁ%ﬁ P'cbr&?bllmigt t0 : {35?3"’
utilize th?ﬁgar@afwwwa?e ma*laaidmmr&mbotmmers seid methodi comprisngi L i ;:ﬁt it o?ﬁ
as are suited to riuar a e
scope of the PFRAAR "Qr?a‘B'éai ri"ﬂ"eedagy}ﬁ ?E&m% 3%% c?lfztaf?rfgdcg;_ ei tifxgpg

equi val ents. g@fiting SEBWWW Ositg dai unique igew Wﬁlﬂ@ﬂ tem
having a ality of co [$E |

‘connegt edR’NF “&'lﬂ"&F ?a' fw@%’%% b%?rgmet?ﬁg q%ﬁtdreg \éibﬁge%g%ess
to said badsgikymbenﬁburam betweersaié compulers andsaid herdwatedieyiredllowing4ng ofet hod
conpri si ”ﬂ associfl {Sbga&g ggg,h h%r gH@vlbéied?lrdl fier wwth each said

plurality ata structure Inamem)r]y usm said
| ocal Iy uni ququeqmg gdid atata ﬁtl‘emltefm srjermipg #8 paauestng ene gharidge

conput er s By, b A5 ARk SARAESSId MrdRkd dlditkce based on a | ogi -

configura en salrd conputers and said hardware device allow ng one
or . nore corrputers to access said hardware device; and querying said data

structuresto e SHEHBE ih Claifh | OANGEH a1 Qe o Saiscisteumralin memarydurier be
grant ed access to sal d hardware device. 2. The nethod in daim1, wherein

sai d defi ﬁPWQ"ﬁeﬂiata structure in nmenory further conprises:
-defining a host computer ID map data structure in s2id memory;

defining 8 port mapping table data structure comprising a plurality of port mapping

table entries in said memory.
defining a host identlfier list date structure in said memory;
defining 2 volume permission table data structure in said memory; and
definirig a volume number table data structurs in said memory.

. Fry :
3.  The method in Claim 1, whereln said data struclure is defined in ‘a memory of a
memory contralier controlling said hardware device. . '

4. The method in Claim 2, wherein said data structure is deﬁned in & memory of a
memory controller oontmllmg said hardware device.

5.  The method in Claim 2, wherein sald computer identifier comprises a world wide

number identifier.

6. The method in Claim 1, wherein said hardware device comprisesr at least one

information storage device.

7.  The method in Claim 2, wherein said hardware device comprises al least one hard

disk drive storage device configured as e logical volume. -



defining a host conputer ID map data structure in said nenory; defining a
port mapping table data structure conprising a plurality of port mapping
table entries in said nmenory; defining azhpost identifier |ist JAN 7004
structure in said nmenory; defining a volune perm ssion table ddta“structure
in said menory; -and defining a volunme nunber table data structure in said
menory. 3. 8he Wee hedhodinChairm2] wheted saihhardiareldevices cormpiiagsea R4 eoraged in
‘a nenory Q Qo i rdwar e device. 4. The
met hod in éyé?eﬁgﬁ%@réﬁgggd%P%a%{éggét@&%?ﬁrg%ﬁﬁgpoéig?i ned in a nenory of a
menory controller controlling said hardware device. 5. The method In Caim

2, wherein said ' £ | : 1d wide nunber
identifier. S§'6. %ﬁ%@ﬁéﬁagﬁHgdgr%&f%%{eér%?oﬁn@é%'har dwar e devi ce
conpri ses at | ealdeastrome shafest nardwere detviseage device. 7. The nethod in Claim

2, wherein said_h ' . , ' i
storage device %8@?#“3@&@5&%6@8”&%#’&@% %&hﬁ%%r%@&j%ggaﬁhn%@ﬁ%
met hod i n @henmelendiavieg B iocally uhiguelnadedideldifiece conpri ses a RAID storage
system and said |.ler ' :

I nt er connect ed %éﬁr&éérl%rgﬁ U%%?rpgg{dgfeg%g@&p%?%lﬁ %ﬁ&xﬁ 9‘%{5& é’gﬂr\eéauzﬁ%@gs one
har dwar e deshiaced hardwareaievice @rid bodiolipprasoessrte said heewvare desice byasaithbiest
devi ce by qzom{y,lgi cations channel and having a locally uni que node

)

identifier; a'contfroller coupled between, said plurality of host QO[TRU'[ ers
and sai d at | eadtagnatrugiigrdsiingd iniasamemaens ¢f sid gaatrelles end comigisingcilse hey

sai d_har dwafnglyl €0 i 8abdufiitke; FPETRA ity BBleladth ISWEIe cORbigiagal n a
menory of said controller and conprisi n&; (1) a host 'conputer |ID nmap data
struct ure; R¥Rita0hBeR RapR ekl sniiegalil & heeiddentiier fateata; sigyelire i seld) ity
of .port mepRémBHY; ?_bj £vE0inkipRFrnisbibh tabled sdRtucti@rindi(v)er volureé nglaber tstile bstbur e
in'sad mem)rfl; Iv) a volunme perm ssion table data structure; and (v) a
vol ume numS¥UchiBi e data structure. '

10.  The interconnected netwdrk of computers in Claim 10, wherein said at ieast one
shared'_hardware device comprises an information storage device.’

11. The interconnected network of computers in Claim 10, wherein said a1 least one

shared hardware device comprises a logical volume of a disk drive storage subsystem.

12. Theinterconnected network of computers in Claim 10, wherein said communications
channel comprises 2 fibre channel arbitreted loop tommunications channel.

13. The interconnected network of computers in Claim 10, wherein said locally unique
node idenlifier comprises a world wide number {WVWN) identifier.

14, The intercohnected network of computers in Claim 10, wherein said hardware device
comprises a Storage Area Network. '

15. The interconnected network of computers in Claim 10, whersin:

said at least one shared hardware device CQmpri’se_s 8 logical voiume of 8 disk drive
storage subsystem: .

said communications channel comprises a8 fibre channel sarbitrated loop

communicalions channel; and



10. The interconnected network of conputers in Caim210, wherein said at
| east one shared hardware device conprises an information storage device.'
11, The interconnected network of conputers in Caim 10, wherei § 0sHiN2(pgt
|l east” one shared hardware device coipPises a |ogical volume of a disk
drive storage subsystem 12. The interconnected network of conputers in
G ai m 10, whergj ch&im@iid‘e%tiﬁé?fb‘émpﬁbﬁmarbn@@manmmr aviNNdicendfitinnel
arbitrated | o0p” co ni cations channel. 13. The interconnected network of
conputers in Caim10, wherein said locally unique node identifier
conpri ses, @ le,?,gme‘#férd&%%cmw uigligniohfunetion vlith a Treputat systash hade@d

of conputers

net wor k in™C a m10, wherein said, hard [ i ses a
St or age As ety whhlest QBNPULEES q"ﬁ’t%‘r’%ﬂr@@t%ﬁ'%F%V oﬁe\ggér{?ﬁﬁgec?@smr%;c} ai m

10, wherein: sai I : abr hasdbbay etotipe oedmom@nd s SORPPEHi cal
vol une ofprﬁgﬁ"%fq%@éc&eﬁﬁﬁlgﬁggﬁe%gﬁ_system sai'd_co n'ﬁﬁigrﬂggmgmel
conpr i sespragianbmechariamambadsed ingreln. the spMPUEHITATIRT egns channel: ‘and -39
3 0 JAN 2004 ;g'}%rla@qﬁéwe OB IR ch EleBlsiald sharabivpdvaresiexiondylcnew de
nunber ( VWAN) enmifier. 16. A conﬁut er r@gramd ro?%i&ggfopse in

conj unct i said piurlity othert GeBPUSTE heRr %FWHBgd BIEPAIS Y] 6T host” conput ers
and at | east Qg%cgﬁﬁb%qomw;mﬁ@;d&amaevithtdaehtsaidmlnreiﬂy obeargputmiSpr oduct

conprising a conmputer readable storage nediu ; i
mechani sm enbeefitien @ FalasiHCiuiea aéB?FB%?é’F‘“BPS@'%ﬂ%@E‘ﬁg%?‘f’f%ﬁ%& ﬁglfnnﬂ”: a

p][ ogr a_md n&ﬁ&hgahwé}gmﬁé of tdih gorptersambybs gietiestrocess NaRRFERAFFL by one
of said plurality of host computers: WEPS e \Bed HRMiY di@ or

i nstructi QMI%FPM%@W&%&W‘?@ sﬁ“ﬁ?&ﬁ"ﬁa'{}gﬁﬁ‘? g%éﬂlgt?ent ifier with each said

pl ural ity e EOMpUHers f scceed $2id nardwankadexvicst audture in a menory using said

| ocal |y uni que identif.,ie i | fyi LG o RBEldsEHG dhe WIS EorsAiters
cortput er s mquEW&gaﬁ?’g(ﬁjragac%tggcgh%5é(gg% devi geaﬁ)asegbon a | ogi cal
conf i gur ashand betgrerted setats tongdherdyasndeded - d har dware device al | owi ng one

or nore conputers to access said hardware Aevice; and querying said data

structure to determine if a requesting one_of sajd ¢ heleroe
granted addes¥ mmmﬂewmm%OMPﬁg!a"ﬁfT’ ‘FH%’%&%@E@%"E‘? g‘bordg%qgr oduct of

daiml7, ‘AMIEE,% hsftattbre§sar am nodul e f.qrt her .
defining a host computer ID map data structure in 8 memory;
defining a port mapping table data structure comprising a plurality of port mapping

~ “table entries in said memory;
defining @ host identifier list data structure in said memory;
defining 2 volume permission table data structure in said memory; and

defining a volume number able data structure‘th seid memory.

18. The cbmbuter program product of Claim 17, wherein sald program module further

including instructions for:

querying said date structures o determine whether access to said hardware Qevicg

 is permitted.

1%, The computer program product of Claim 17, wherein said hardware device comprises

a Storage Area Network.
20- A controller for controlling access to at least one shared hardware device that is

coupled with a plurality. of host computers by a communications channel and having a

iocally unique node identifier, said controlier comprising:



i ncluding instructions for. defining a host conputer ID map data structure
in a menory; defining a port mapping table data structure conprising a
plurality of port mapping table entries,in said nmenory; definingj8 JAR3004

i dentifier list data structure in said neht ry, defining a vol unme perm ssion
table data structure in said nenory; and defining a volunme nunber table
data structure sBPPGREABhY. 18 The conN er program product of Caim 17,

wherein said progr g}ﬁyp:gtﬂog fed ! foh ek N Ofpord ¥
sai d data structﬂr@s t o det gr&m ne ldeﬁ’reg%égaér:cessgﬁ)‘ﬁéslg,?ét%g?ﬁ mgc;re%[e:v?dggj

i s per ni t t ednPYidrutmponesaiansavithaiRalpvareodayice a5 dgfisinghaidata festie®h sai d
har dwar e devi ce I o,
~controlling aCCeﬁ@%ié?&ct@g?&ﬁ%ﬁgﬁgﬂgmﬂﬁEéﬁﬁe\g %3‘?\33@%{”9@@ (")(?S‘EJOS
with a plur anawngb'a‘blhagﬁa strotP R camprisinga Ri@fﬁh*ﬁﬁfl@ﬁtmémnﬁﬁéwflﬁn@l*)ﬁé’wfng
a locally ygbieriQRud Qﬁﬂ:tlurfa‘(lﬁgg voitinth ;S‘é?ﬁﬁsrs@n 18hle 8 Jl-lﬁfuﬁﬂand 9 aodméAN
2004 a processor; a nenpry coup to sald processor storing

i nstructi ongmmmerga@eed@éa Aguctirgput / out put operati ons WI th said hardware
device and defining a data structure; said data structure conprising: (i) a
host conputer. I D map data structure; (ii) a port mapping table data
structure compr |Ehmg0a1'y!q5ria|ﬁl@w & P{e"mi*ﬁﬁl fglepslppne sheref dwrdwarg; Jevice
host i dent |Johq;nslgg%h iqmaﬁgrrgglta%@eweév) a volunme perm ssion table data
structure; and (v) a volune nunber table data structure. 21- The
controller In Cdaim2l1l, wherein said at |east one shared ‘hardware device

conpri.ses a3 N THETRbhOBHEH ] ArGgien ciavmereu%auameleaﬂnéﬁeobhaewﬂhr@:mm&ke
wherein said at | east one shared

I devi ce rises a | ogical
Vol ume of - a SaT0SEs A/BSSEUIIEE GLD PE Sars SBREe ESEbr o Ter i n Gl o m 21,
mhqreln sai d comuni cations channel conprises a fibre channel arbitrated
OO O | AF i 2 e BT8R RaBb (ahbes APEHELS e
channel arbitrated loop communications channel.

24, The controlier in Claim 24, wherein said locally unique node identifier comprises a

world wide number (WWN) identifier.

25+ The controllerin Claim 21, wherein said hardwere device comprises a Storage Area
Network,
26. The controller in Claim 21, whereln: ~ <-

said at least one shared hardware device compdses a logical volume of a disk drive
slorage subsystem, l ‘

sald communications channel compnses a fbre channel arbitreted loop
commumcatlons channel; and

said locally unique node identifier comprises a world wide number {WWN) identifier.
27 The controlier in Claim‘21, wherein said instructions include instructions for:
associating a locally unique identifier with each said plurality of computers;
defining a data structure in said melmory identifying which particular ones of said
computers based on sald locally unique identifier may be granted access to said device;
and . ' _ ' _

querying said data struciure fo determine if P requesting one of said .computers



wot | dwi de nunmber (WAW) identifier. 25. The controller in Claim2l, wherein
sai d hardware device conprises a Storage Area Network. 26. The controller
~in Caim21, wherein: said at | east one shared hardware device conprises a
| ogi cal volunme of a disk drive storagé-subsystem said communi ciiAN<004
channel corrpri ses a fibre channel arbitrated | oop commnications channel;
and said | oc uni geSREpPri ses a world w de nunber, (V\Y/\N)
i dent i fi &hou '/b Hate@ F&%qﬁe g‘:%nqe 1, wherein said .instructions

i ncl ude i nst ructl ons for assom atl ng a locally unique i dentl fier with each
sai d plurglit 9 £ FiHHeHn@IUgB irstrstiome ferr y

i denti fyi"ng vﬁ] [J?r ﬁfaér;n ohgéb mgaéléd-ggg%ﬁters based on said locally
uni que i dent |Jgrﬁrngrgarybsbeompatet i mepdats strustwe irgsal@ 7es®Y.and queryi ng sai d

data structure to determ.ne..i u | grr‘mﬂ.aa ndPl 30
JAN 1004 shosfinig %P%li{"éap'ggé%@% Bl %@#&Hﬁa&ﬁgﬁﬁe" %2‘&‘."%2@ it P
control | ngk@nﬂe@nmsﬁxﬂ mavhenyei n sai d instructions further i ncI ude
i nstructions defin ata structure in said -
nenory; defi rfgeﬁ'ﬂ'"& e 4?&3?)?8'4‘@{)?7‘5‘8 gngg{egﬁgth'rgu'ﬁ?ﬁ?lg co r| sing a plurality
of port mappidginingabbauree perrsission talie daiaesiiuetyre inspidIPemoRY: t identifier
i st data str turel [ A s X9 hsHBo ermssmntable dat a
. rﬁaﬁ%&!@g ngrrg‘épglqldﬂgfs{rﬂ&ﬂﬁs o¥i !

structure |n ning a vol une nunber table data
structure in sald menory.



