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"D EVICE HAVING ' N EMBEDDED ETHERNET NETWORKI NG
AUTOVATED LI NK FOR FACI LI TATI NG CONFI GURATI ON OF THE
wOBRM7@221/8D CONNECTI ON OF THE DEVI CE TO A NETV\ERIK/US2006/031824
BA ND OF THE INVENTION 1. Field of the |nvention.
m%?&%gm&w@m@ B BE RO NETORE TN oA AP MAGED
met FOBr FACHAEAMING GaNIISY TON&F THEDE¥IGH ARD
and nor e JpE@NNECEON/OF ADE/PEVIGE A ANETWBRE hat ar e
enbedded in a network device and facilitate
configuration gfAdEROBING OF TIBE IS¢ ENTIORE! ati on of
the network device in a network environnent. 2.
Description of Related Art. The introduction of
net wbr ki nGiekthef th¢ &tventian ed syst em architecture has
revol uti oni zed manufacturing automation and controls.

ot wbPkE A B B fep T oD Bl ag B o BB Ryine
néHvbACEevRRE &8 ¥ AbivRik, Qhd REOsFeRHCAINY tod§¥ies8 and Riethods that are
required operators to be physically present on the

erfibeided yn 4 heiwiork devieainddrcilitate aemfighiratonief thg neiguerk deviee in
and. nma adj,ustnments .thereto. W.th the introduction of

Rttty s SRHEEM it ATt VDL oyt ems coul d
be linked to a renote conputing system This allowed

for gentrpkictpéofBARERfdNGt 0f nManufacturing equi pment
at a control center, as opposed to the manufacturing

floor. It allowed one or nore operators to quickl

noni The ingiedweetion ofineiverrking asy disttbategdtsyspmearenigeivegdeas

adj ustnents thereto. Sim.lar advantages..wer .SO
G RhHBHZRR rembiE R e Gl i OB C SER R, Plifto me
in@aadtRA dfModat ARk AetvwREia! (LAMY, mSstdnfs] s¥biefne Rié monitored by
| ocations within a building, different geographic

direst absesypsioned each) qontrebdevise. ldipuequirng paraspe fabophysisally

pRPER rithT ey PG, RuOGESe kTP RER SR T ©

adfa@MeRMidreto. it tHeaMtkdRictidrO6Rkdr0Srks, |1Eh hTL ADE Uedrions
of wi de area networks (WAN) and the Internet has now

coniuge systenpoensildbelinknd to pasraete computing wwetat Ehinpldpwed for
ol T b ok PP B B ol

thie AR rRFERALrRE fldbralt allowed one or more operators to quickly monitor several

different systems at once and make adjustments thereto. Similar advantages were also
gained in situations where control systems were located in remote locations, such as
different locations within a building, different geographic locations, etc. Instead of
requiring an operator to physically visit each location where the controls were located,
the operator could receive information from each control at a central location. The
introduction of wide area networks (WAN) and the Internet has now made it possible
for operators to view data and control equipment from virtually anywhere.

Figure 1 is a generalized depiction of a distributed system implemented in a
networked environment. Specifically, the system 10 includes a plurality of network
devices in the form of monitoring and/or controlling devices 12-22 that are distributed
about a facility, geographic area, etc. The monitoring and/or controlling devices are

connected to a network, such as a LAN, WAN, or the Internet. For example,
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net wor ked environnment. Specifically, the system 10
includes a plurality of network devices in the form of
W(mmmmzﬂmg and/ or controlling devices 12-22 t Rar/Uaem®6/031824

.distributed about. a_ facility, geogr i c.area, etc.
RIS G AR g 4t rer ar?ﬁ@@la%@? iutbe Jaiginet via an
: k r
i Rnidl Aol T B e inclits Ehfer
caimvétmsndt%hdﬁn,eﬁoeemmamg tael cdrrofl b@mpmtberorthé nstiv@rlans.

el L R e,
T

Inﬁﬂlﬁtafm)y] itheo¢anngl esiapier iaclad¢selnlIP ndddey bwesthdidt dfh Bedontacted
controlli ng the devices and receiving data therefrom
via thagsd¥ednt | y, the control conputer includes an EP

addrﬁ%éﬂ eﬂ}dycﬂ%%nﬂr(glh gﬁe\ggescl% Pﬁﬁ% Sl ot it ¢ é@erilg frpm

net cont I'ng devi

maﬁlwrﬁ‘fgr@w&oﬁtcﬂflﬁg eflicdsomeRtat tHelyage @iRstil9connected to the
controlling devices 12-16 in that t é;‘ﬁ\re directly

nqﬁwmkg&f@@p qyiqeR énchedevgnrarbetirsksa cytoyial qm@lcg@@caﬁn 28 and
E
A s e L S

mafw(ilgﬂygw@ggealvllamgnem@rpe can be i nd| vi dual l'y accessed
via the network. As further illustrated, the system

i ncl felasthendlugiratpg e @@Wpumpmge%@@wé org gomputing systems 30-

nnect e he netvvo ste
S PRDEERRed B RePER O e Bt ShY SRR allow users
lobR6@ht roM5tel1BcAGEE BSaccERLREN Ge @ Bofnl, ARd caftfdl R Ypefttion of
the operation of the nonitoring and/or controlling

the mnnd@sng@dzg conolinglevicerel 2s3%5 t Anrsuchpthersusier implements a

t d trol
Y 3 AR E e el h ah FER B SRR R S
devi Eﬁﬁds&ﬁl@i cEAMU{chRGyiRY S3vadEs aid @orﬁ‘pLﬁﬁIg\WEtEmH SidWnetwork
Transmn ssion Control Protocol/ Il nternet Protocol

us{rEChangmyissiem Clen el retocal/lstertes Peotecol (T GHAP), Packudiviesgnust

ha Bk B e i B SR s Btba B U gevie on
thk hBiwioRlel nGoevaBds! themeavork 1éllm1téd°tB| a éMHli ﬁed R. %Lh@q while in

networks the area is nmuch | arger, ei t her
otbersetwarke thepresdd uwh largenyegd r éﬂmmﬂmy cased tl@vﬁ’tadﬁnesrgls

usgd BB P8 st g kel nthd bof B Uiftet Ethemet

communications to and from the device.

IP addresses are either static or dynamic. A static address is programmed into
the device and does not change. The IP address is selected by a network administrator
and is selected such that the IP address does not conflict with the address of any other
device on the network. On a large network, this task is difficult, and as such, a
dynamic addressing scheme may be used. Typically, a dynamic host control protocol
(DHCP) server 36 resides on the network and waits for requests from DHCP clients.
DHCP client software is included in the operating software (OS) of each device on the
network. In operation, the DHCP client broadcasts a request for a DHCP server to

provide an IP address. The DHCP server responds With an available address from a
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| P addresses are either static or dynamc. A static

address is programed into the device and does not
woheotge2178he | P address is sel ected by a net woPKT/US2006/031824

adm ni strator and_is selected such that .the | P address
pbab@sﬁdﬁwsﬁ‘ﬁmﬁfﬁ@?d Wthﬁ SeriesT.a fop ddlsess Proyideddiibe DAKR saver

?ﬁtﬁﬁﬁ \Eﬂntfl HE Spa S %ﬁgxea &? gc%) gllﬂéé zﬁsx{ t‘;I% lég{l: af the lease

pefiBy, tB@déﬁ&Binuébeta&ﬁé hélw 1@s@lwﬁm<mg hﬁ@themqﬁdsoto the DHCP
protocol (DHCP) server 36 resides on the network and
Sexval- tEthe(ﬂevrC@@de@@ §xp1mmr r_tinmvzr,qe@mlﬁca Ippeipasep mqﬁddress the

f
o3 e 0 HSTnal whedSmrR Rk B 0 iRl Rumiddiad
otidr 'c@ﬁ‘ﬁdgxﬂﬁtﬁﬁ‘iCiﬁﬂyﬁhﬁtlﬁl memuﬁfgtdomﬁn Rarkd Ky & QDNS) all@resses.

provi de an address. The DHCP server responds wth
an DACP abi eonyduiretsnothpd far aptonvetigallyf assigamadR iadduiebserbal

copuler I iR BT BT & LG dogg ROl Ve
an9 Qlsh R o?ﬁluﬁlbﬂﬁlterﬂce%&?um@ﬁ’ th RBtalF@SP JAGfdsOand biRer

devicé nust obtain a new | ease by nakin (%@anot her
ne‘wechl@atanted;m Weh@HERY operater intérfventivm. ddnd dus's prasentseproblem,

hoSilrie e e deich SCasih e Piniafabe BERERSs gt soqized
AMaﬁgréﬁ% petdtdr! ha§l hs ‘Bastyyxg’é}pt‘alcbﬂﬁﬁfre WedRvRE RS ise DHCP or a

configlration i nformation including domain nane server
statioNB)ad dreish: maﬁcalm—mllustraed: onigwiedln tiummeg ingehl kefnp or

S S R A R Ay S G
qﬂeﬁg ALL Pﬁas/seco%ﬁyctéd ﬁlefe@y (Howh BBt ligs)f Wﬁh&@ﬁhé@e

to obtain its | P address and ot her "net work
adpess meisergiting toropitenconne@ed withe devicais nehatilotn acthssshe

dofiRe i RHETRFcRaghegon Fabe et SHE tbonda Aetovith 1is piofem,
so@gq]flétmﬁ deﬁesy lh&lﬁﬂééege&al M@ 1At Alhs Bas F@ambve@metm

Igure the device to use or a static
to &obdtecths dex@q:rewﬂ]ﬁom aking an 3B addrbsss tTiha tP€tcanrihds ‘gawetha_lP address
dur.i.ng . jnit r mal nce .0f a device that
frogp s Rty g 1&§gtlt net%’ Braflﬂ% device is

§‘£‘ﬁﬁ€e%akt)1tv¥ (F}iot . edéﬁfné@} BE @ch%i‘e&%o #2108 et @ Wil HLEPIP address.

[ 1"'ne) hout the | P address, a user
In\thlt basa, a:B@ﬂtStledlrmllymenmwdtto thehemishdded deviiee Hoto pebfoamt o

N DR E ST ey e
SB35 AEL SR SREL B 1Ay o o
mode, dotdreegsk chhidgPRiapperithetarswf ¢w ROmubtbeasdtiseasto be
compatible with those on the embedded device as shipped from the factory.
Specifically, the most common cable for interconnecting Ethernet devices uses
shielded twisted pairs with an RJ45 connector at each end. These pairs are arranged
so that each pair carries the signal in one direction between the two connected devices.
For this reason, one cannot simply connect one PC to another with a standard cable

since each PC would try to transmit on the same wire pair. A hub or switch is thus

used to connect the devices. The hub or switch typically contains several ports wired
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fromthis utility software and set the network
configuration. As an alternative, a device nay be
wdebinoeziesl to the end user with a fixed | P addresais2d06/031824

Jhis case, a PC 38 is directly copnected tgq.t

ol B Bersant i the nedt furinriwbion piiea g [ Bfows PCs to be

cBRA P AL bW it P RCaflelr OSSOVEr cable [s typically
used to connect the PCto the device. Since there is
no OGRosgethe eperhatiort &fi igitiaBtinp adevice fdricgmmextipw to amelwork is
the network configuration paraneters of the PC nust be

quitetcouplegsand gegiares SFﬁJ%fi}P-"gF &r Gwiithes-nB swudhbe Hlyanizgentsdy

: ECes i.pped fromthe factory. Specifically, the

Slﬁggﬁﬂggﬁo}gﬁﬁggbl e for interconnecting Ethernet devices
uses shielded twi sted pairs with an RJ45 connector at
each end. TheBRIRSUMMARVOFAHEWNVENITEON each pair
carries the signal in one direction between the two
connB présaibinverison Fovidedsystems and methnde foradheibtatisg npl y

t PC t t h ith a,standard cable si
copffaiapen G pereetipnity AneiahideVish i haCtE A e T BFPora
deﬂi& iREluded ahGhbledddd e sedbvice, SPBAREAILL F{é sGaMhE 88d mEMRds

ub or switch typically contains several ports
ofithe prgsait invention pravisies an emhedded itherest deviop thatipclwdepsdfoyare
vi.ce to b ed. t

g R A b eBlRting P frapre of it TGLE imeryhetps 1 Drce

selvik 1) DHEP R, VNS Bervey, ab® Hﬁ‘t?dhtallﬁ ﬂ%&&e&ioﬁ%&"ﬁﬁﬁ&ahﬁor
quite conplex and requires use of hubs or switches. It

dommstrdarh eombetion. afewse sari@issoftphicfapdion herdwpes Bmitoons assist in

BRI EF,.SU RY T | NVENTI ON. The .present i nvention
coagg%aaega%_ gm%%%?%%_’é&%&ﬁ IF ey o ng .
confy gy ﬁ)‘ebi@i@alﬂ{‘ ¢h &&%Fo%t, {8 QIe Rtttk WeVike AeHECRnheLid to

net wor k, "where 't he network devi ce i ncludes an enbedded
anbthee denace vievhekbtheBpe thefEtbainkbtinterface mythe netwrodndevnest finsds

f the present._invention.praqui an enbedded Et her net
AeH RS et Pt DHSRH Sl heihm B e faaniigy wheter
the TOMRRE BLYiDis @B Rlcd TR R é%ierﬁil%e{ri% irPM&gnsftﬂé%tcioﬁﬂgﬁration,

1) DHCP server, 2) DHCP client, 3) DNS server, and

e.gptanoncted o 4PCoe thediliednr nitialpettip.euuto the cftomma dedaenn an
connection. These vari oug sof t war e har dywar

P AR FOMSEURSE & FOUBHIRGE f BEWOTCald 5 QeieRGe T6E tiehe
neRPEMIeKi A8V EGRiettBd IB UHRHYRA Konﬁ‘ﬁfrﬁioipﬁ'ﬁi ehiveald dEthbmet

operation, when the network device is first connected
detviwe will first configure the physical connection to operate in an upstream mode.
Further, the embedded Ethernet device will also activate the DHCP client software in
order to obtain an IP address and other configuration parameters. In an alternative
mode, the embedded Ethernet device can use a preloaded static IP address and other.
The network device is thus configured by the embedded Ethernet device for
communication on the network.

If, on the other hand, the embedded Ethernet device determines that the
network device is connected in a downstream configuration, e.g., a PC connected to
the device for initial setup, the embedded Ethernet device initially configures the
physical connection for downstream communication. Next, the embedded Ethernet

device activates its resident DHCP server software and assigns an IP address to the
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anot her device via the Ethernet, the Ethernet
interface in the network device first determ nes the

woab@/ati7s he network devi ce. The Et hernet devi PET/US2006/031824

determ nes whether .the network device is connected ;o
a

" cotrisetepwhizdantiesvicse The ealba@dmdﬁth@aﬁﬁ deBioR ey asEIER HSC!

sta‘g? ﬂ% %dcﬁ‘%sg naéfgttg? P%&Pa% HE‘J& a%l‘l %rlglg?t Jd(alfesé {H 1!11% ﬂbwﬁ&féﬁlﬁr

de RN Ttk B8 IP @ddress a“sﬁ@ﬁlﬂ(}tb@@é dcﬁvrf&tr@ﬁh\&@{?ﬂée isldn the sdnse
determ ned’ that the network device is connected in an
suhm@tfoxemmn@hmimcgmnmaahonst he enbedded Et hernet device

opek"é?‘gﬁ‘#’gﬁ pﬁg’f" St paé/ %ﬁ?tlp}l)%iﬁn@ Eﬁg‘n@eﬁﬁfgg giyates the
W& tPRYOIGE a%étlnaﬁ‘ﬂe%o AG TP YddiBsst e DD setk @B typically

re in order to obtain an | P address and ot her
usmnﬂh@em‘aﬁddrad Fierasretersis alsaalah dewn aensioniof shap S softyyare

SR L e e, S U Al
DB eAte gﬁ)llpﬁly%@dswg%ﬁl@t QRHSE nAARY b dsTBetup,” into its

conmuni ¢ on“on the 'network . on the other hand,
own/Te adldiesd die thalytelver resolvelell how netmt:eand UBEs (ymaformpyecord

locGiRR gt q macdsee Sheg ot Sl REcE A 6 P RTHSS e ot
on tﬂ]i' éng%orﬁlsft k’rﬁ%letnﬁﬁvcﬁﬁb ﬁfjﬂo A n%f: Bekdehn €6Mic6ea dd\isthhY

con physi ca tion for downstream
de€1@H,T§uEllh 64 P@nto thieginpeddad Eﬁrdmmﬂde‘dcﬁtolpem me\teb dearvsse on the

activates its resident rver S
dowasiregis daics, pn%@érﬁre%ée%lafteﬂ SHS’ %Zs}’if 1fhoyphaving
| f
P S Bl e

de&i&el B wihdiegsd, the URIehttioisesit mmmm;encasyebmqgﬁ vathl the setee
| P address assigned to the downstrea deV|fce i's.on .tr}ge
SoRsEBIoS 5. dRstEo B o] SRR WP ELOSSRREHT L A {01 gporaton in e

iqt n the downstream node, the enbedded
mtﬁ%&%e@x?@ra so activates the DNS software to resolve a
hostin figsEresanit hvantidny oackdhe dsviceTk eomfilired fhandavensiream device

I d th Et h d
is GebaCiad oy e STMAGN TEREnENviEs! THBREaEb e ot 1 e
conﬁéc\f\é%fttlésa. I?ert\gm?cl o% it ﬁ{b@% étf devfek! Yhe ERbtdRA Ethernet

resent i nven mare typi cal ly needs
deomke Yvduld thes deteet thiidt h@shnaamd&Q aB up$ireas desze:telmpd ‘bpémtedn the

its own | P address y even r | ve host. nanmes
manver m@s@mewwrt%emfﬁ&e&ﬁafWg fontes B comnicAR
W&Q%gés?raeg#n&glée_ is only device that the PCwill need

The present invention may use either an automatic or manual system for

detecting and configuring the hardware conmection for either upstream or downstream
communication. Specifically, the most common cable for interconnecting Ethernet
devices uses twisted shielded pairs that are terminated with an RJ45 connector at each
end. These twisted shield pairs are arranged so that each pair propagates a signal in
one direction. For this reason, two Ethernet devices cannot be just simply connected
together by the cable, as both Ethernet devices would attempt to transmit on the said
twisted shielded pair. In a manual embodiment, the network device includes a switch

or the like for changing the wiring configuration between the network cable and the
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" ety Bthdrrieisievie s veh thah theislgy

on this tenporary sinple network. In this way, a user
can connect a downstream device, such as a PC, to the

wenteddeids Et her net devi ce, open a web browser BaTUS2006/031824

downstream device, and enter a designated URL, such as
tr,g.‘,a g%m ggé@eﬂy configured

. Y ot
oS e bF SV AR co B GioR UbikhaBle & e SERAHARMG of
opeRtibsl o Pihe Retivonke devieg elf Mid e tw ik deeitelfs coaneadbtof0PC bhthe

_device and allow the user to configure the device for
like Serr configiration, s witnhep ae dordampsirram pomyaiogtierse Apd if the

nefRSb Bl BRI 5 LIBRLGE R P B retlip. e

collmhglidagbngdevi ce. The network device is then connected
to a network via the enbedded Ethernet device. The,
enbdu dealtaEnsibrerrsbodinen chopeiark dryireqavese anraHomatici s

connected.to upsty ea Vi C nd rate i. h
oSG ek o R SR bR AR Pl Rkl e
oSt Vil frefelesizAHEY M eithbORS Wi br dswitRehhdnileNtARn, The

present invention may use either an automatic or

whregetyahe wsgs temeftod ddeitesdpgaiberang, RO neuorkdetipeeor network

har dware connectjon.for either upstream or..downstream
deg s S Ceceiiocr g e prore: 20T L MhRe e ML RL,
HdWARF, S0 86 toRohfEs RRA BRltcIe hdhes tlh’fﬁlﬂétg%w Mbesl Fshoshdetse

pairs that are term nated with an RJ45 connector at

anefagh Uphidk™feetsies thai altoss aghipettdo bavged fer eithgr ppsige oo

that each pair pro aes a.signal i.n one directiqn.
dopgpirea TP BUESAROT el Rrn e deor aulng B R e
conhdBRldae¢RBORCALI i ROBE BRIpePHolifle cabl e, as both _
Et hernet devices woul d attenpt to transmt on the said

t wi dh ednsiaie Hbexystonis and methedsrafitha prasemscuyension allpydor easy

K i ce inglud i tch Li ke. f
copFEga AP Syt Ay ot Sirpeeh St tigeH Fickkbsrs Mo T
adBRBY 6 RO HetdaeadN¥Lis 481 FhiiBl dcbbibld. BpLcifRallp UBdsysttals and

the electrical connection i's properly configured for
methodserf thepseseatinventiaomnside ea Fileorhdenieaembeddgd prethe ingvork

on the current node of .operatiqgn of et wor
degg EEnE PR ShBofrat bt RGBT B ErgoRer Bt o) PEGE
cugﬁf,e 3} DKS, RS 4)cRBdCHON btpBRamob BowMiticam dohnd@ionf ¥ a
ownst ream conmuni cations, and if the network device
configwetiorembée) thoermbetdedbttieneat Hevieavdtets 4 dowmgirepmrconnection
to %q)sé 5&%&&? an Esleg 1 g b?—ﬂ?P server software and DNS software to allow the

PC to access the configuration settings of the network device using a web browser.

After configuration is complete and the network device is connected to an upstream
device in a network, the embedded Ethernet device provided by the systems and
methods of the present invention either uses its resident DHCP client software to
obtain an IP address and other configuration parameters or it may use a preloaded
static IP address and other parameters for configuration purposes to thereby connect

the network device for communications in the network.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S)
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In an alternative enbodi nent, the network device may
use an automati c upstreanf downstream f eat ure.
wepewiok2ioal | y, conventional hub and sw tches I RCTAWS2006/031824

ports that were de nated for either ream Q
o w T RS Ao B BE Fiemtom By sBgre] amt St CgRHaL Py be

T our e e e oDk “‘%ﬁ%ﬁ%@?ﬁ? £fede end
wlmreiper ports for connecting the devices. However,

t here are now hu an wi.tches such as the Netgear

Mbd lglFfS]lGSaﬁFF%?F ébfﬂ?ﬁ,slmgamwsf aﬁwﬂj ané%l{lmgeva{lﬂ'a%
deelc%mw Ymb&akd Eﬁlehfet u&ﬁféﬁa{s tgattanc%c RAC RABIAL by PCs or

downst r m conmuni cat1 on eature etects e
thevike nig aaeaférgur at i on of the connected devices to

determ ne the proper npde. |n surmar the systens and
met Hogre3fis ¢ hlock diagemn iysirating @ffer&m v/ sgwgre elements
f ed
of B R0t oo 0 IR AR HEY éé?ﬁe‘@éﬂl B T
inegvioge is not readily accessible. Specifically, the
systens and net hods of the present inventj on rovi de
an Higeedds 2 hlogk dingeabdhgalingnse od amenhedde qu,rb device

e TR SR RE A @m&gega}% ik R

cohﬂéﬁr&%&ﬁtﬂrk@@%@fdr%ﬁlﬁ@e@@éﬂﬂﬁ% mcarnenlmsrka configuration
node, the enbedded Et hernet device detects a

dowdsgwre ris & blosk diagmm tlblsﬁanmg e of e epedded mgtwesk siewp@

rver sofl w i he
sorlyeieate SEbRERebh et e udiRr gLt b pe R ilegfats

faamata:@nuﬁmﬂeatﬁn\ueavéal@%w@rk/a%mé af®bthEOdbvadek 9th 4 Setwork.
conpl ete and the network device is connected to an

u pstFrlé‘HﬁﬁdéW @Ieeratwndnlﬁ@q degrn ilpyraging en gperatpmeode of an
i ded b ste and hods of the
enfFRRGT R R Rtk P BB bR e Mivtpaghor
th@pﬂebéﬁ@ﬁrﬂ/eh@o@@%tmccﬂfﬁghﬁ 2w esSdang f@ltlh;@rin a network and
configuration paraneters or it may use a prel oaded
fagilitatq eonprpuniertions betaean Srerstwrkdayiee andotherdevices viaa
i} i guration purposes to thereby connect the network
evice for communications in the network. BRIEF
DESCRI PTI ON OF THE SEVERAL VI EWs OF THE DRAW NG S) H
i avng' tt f | DETATER0 IDESCRIPTEONIVE THEINVEN QENT al
terns, reference will now be nmade to the acconpanyi ng

dr avi hegaesentinkentionsnewviH de descaibed yogy Bk herinadier with
ref’éfk%cmeﬁlg Ia@companymg drawings, in which some, but not all embodiments of

ne

the invention are shown. Indeed, these inventions may be embodied in many different
forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided as representative examples of the present
invention, which includes alternatives within the scope of the average skilled artisan.
Like numbers refer to like elements throughout.

As mentioned, the systems and methods of the present invention provide
embedded Ethernet devices of various configurations for use in network devices that
do not include displays or other mechanisms for readily accessing the IP address of

the network device. Specifically, the embedded Ethernet devices provided by the
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Figure 1 is a generalized bl ock diagram of a network
contai ni ng various devi ces havi ng enbedded Et her net
woamTaeri7ens that are accessible renpotely by PesTms200bhe31824

st faf ool i breskh il in it st BEs PR anoge and
arbp&ahedthiede. EinhBe B@ifigdfitios enieChik Gibedded reffork device

enbodi ment of the present invention. Figure 3 is a
fasilyates onngetien ofia desinstieamgevise sudh asrm Ritbethddikentotthonstwork

O B8 BT S BT A e I 4% Smbedaed

Eteiye tkviee BcllRatb PeonSHRSOAR YetWASE thén@wBa MRAdS-anfiiogisr €
4 is a block diagramillustrating use of an enbedde

demdessoiika detwodleinanomsdeanymode. enbodi nent of the systens

d hod f_.th t Lnventiop to fagilitate .
ol S S ol e
401 R)¢hA DN\ R tRorReleWRE K2 aEdoQMﬁg tosoﬂesenigndﬂﬁ%ﬁ%tf't%g%gg ‘

diagramillustrating an operation node of an e
inventygoy. Kin dlgis embodiorot, thegptwodk denfvedR niead naifindlinde syisplayer

. t.hod f ot resent ipvention to_both configure
Slﬁ‘qﬁ%g}‘%ﬁ?ﬂ%ﬁ%&%@a@ﬁ% clgupiGe @e E‘gﬁ‘%@?%@ a3 @theneen }&ua%%@n
B B I L G R i metwork
devipeERTincNdFhe fiwrass st oriawdvire forsisemveontfiglrifpethd @stwdirked

nore fully hereinafter with reference to the
deYi€rpanyi ng drawi ngs, in which sone, but not all

enbo@h@ﬁéﬂv%ﬂ@(ﬁev%dgﬁ% r&ﬁﬁgﬁb & CEVRQW ]is Ao@%?l% vih 18R CPrk

i nventions nay n nmany eren orms an
caginecticah. ot eenmplertbe netedriadevidenthiebk 4 senktreoreohipeligrent s

set..fo herein; rather, these enbodi nents are
Spﬁflal}%#e%@ SEPIOSRS s Bkt it eola ApYIER Hpgenerrly i dudssea
prb@é’s@&Mﬂ&thé"an%rbf'a@ﬁilﬂb%ﬁfce ok 6 ASH¢ Ycﬁspe}’i‘ﬁﬁﬁ‘ihg ﬁg&%ﬁons

scope of the average skilled artisan. "LI'ké n ers
desigheted by the devie! die metvdrk devghmay incArlenestdragidsiice 46 such
asgﬁ%tgerm and nethods.of the present jnvention gr ovi de

Yo EtORDS ARrugHen “é’é@ ag¢ dotay Fyrikerehameiprkdpgagmay
inElRfle Y&RolsNadheAYR! dfc. ARV LSS g operations, collecting data, etc.

Further, the network device includes a network connection 50 for connecting the
network device to a network, such as a local area network (LAN), wide area network
(WAN), Internet, etc.

The embedded network device 40 according to one embodiment of the present
invention is connected between the processor 44 of the network device 42 and the
network connection 50. The embedded network device of the present invention
includes many of the same components found on a typical Ethernet connection device.
For example, the embedded Ethernet device may include a dedicated processor 52 in
the form of a microprocessor or ASIC and a storage device 54. It is noted here that
the embedded Ethernet device may instead use the processor 44 and storage device 46
of the network device 42. The embedded Ethernet device controls communications
between the network device and other devices connected either directly or indirectly

to the network connection 50.
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do not include displays or other mechanisns for
readi ly accessing the | P address of the network
wdevi7oe2178peci fical |y, the enbedded Et hernet dewTass006/031824

pr ovi ffi: rsf tH e.present

P e S ASSEIEA0: MBS G BT s
ingpieticat inclndePstee. or nior bethe dstidveidg &k )TPEEP stRer 56, 2) DHCP

enbedded network device facilitates connection of a

cliggivngt3) d NS @8xanded) swiltelh 6% for aipsitsany on deaviisirkam commuhisations.
K device for.configuratign of .the network .. .
T VSR B i Beml 8o PR, hirdaloft remhigption of
thd @b C FhésRGienis A6 BSAIHTHIIEHEAILO BiRElMA 4 Pt BLiRkK
devi ce and other devices via a network I n an upstream
condiguration anéhuse efdhanetyork davies iR ainstveprkeneradnened vi ew
of ap enbedded. Et hernef device 40 | ocated on a netwqrk
devi R BIEGIE Gie g G rHREAL ISR ER: oY e pe peaQaigevice
is eIy b&Tigutdd b ber@itRodh PR Emb&chiﬁeﬂ@ Y, &%We%?e 42 i
does nhot include a display or simlar nmechanismfor
canpeeied yiadedirachlink top R er the likddThs BCandsedtth gt the initial

fi tlon infornation associated with the ne rk
chRrizons o4ie nPigak fvicn o EbattESdaIRE eIV A ETEeed?
hncl f ' ) .
BB ecoR) (ndRiea BP ey B8 HERRHLAL ol B pl et sovention
allvev metyotkyqbevia to de vonfigurébwitheut @cioebﬁdvﬁb@gevdfahwmgbﬂ@r k
con tiqgn. Fo xaml e, .the_network devi ce ma e a
df‘sVéCﬁn %’5“‘@6 ﬁl’t‘fi 6‘1%13%1?1,“%1&‘%% c g Systepns prd gethods eﬁ%\g e PCto
) ' 2y i:0Gl
ocisb-and BfeBE BN Rione O e peSRTE Bhie LIS Wb FroBsgry
f or Ipewfeck ifustyatesmr mb@haerﬂe’lsm'rcatthdnélwoﬂg@vﬁiﬁ\ﬁac geen
T twork device.mpy include a storage device 4
CoBfIeG AN, ODHBHIE SIEHEPTIFHS EFUORTIGHL. il dgFaibekPelow,
. . <
th& BinbB&led Etﬂ@m@t%eﬁ%’é:ﬁg ?6é}ér oﬁl}%}{% J&gé%dﬁlgﬁfg?&s of the present

actuators, etc. _
ing@itioadtdiliptaamagctpnof tieuethedk,detice foraionmnknicheioh @6th an

i ncl udes. a network connpection 50 for connecting the
UDSEEAR ﬁ&wa%w aSSiEmT Rl ARdP RAdresicdn thesnewpgcdavicgs wigh that the

ne%&Me%ic@S@%cess%lggﬁr@%sgﬂe H&(’V&%{ k (WAN), Internet, etc.

The enbed net wor Vi ce ‘according to one
enbdfigmerit is afgehdrelippdeadntinieny @hisirating & lesnvechedes of

bet ween t he_ proc or 44 of the network device 42 and
ORPFHLION &Y A PROERARIGADFBR dsiCe PR iR THROGHBR OBEW co

pré¥ent DG eRIRS WPeciFINB WHRR the network device 42 is initially activated, the

network device initially waits for an Ethernet connection. See Block 100. Next a

determination is made as to whether the network device is connected in an upstream
or downstream communication configuration. See Block 102. This configuration can
be determined either by use of a user controlled switching system, manual or
otherwise, by which the user indicates the communication configuration.
Alternatively, an automatic upstream/downstream detection system, such as known in
the art, may be used to detect the communication configuration.

With reference to Figure 5, operational Blocks 104-114 represent operations
performed during downstream communications, such as when the network device is

initially configured by a PC or the like. See Figure 3. In this mode, either user
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i ncl udes many of the sanme conponents found on a
typi cal Ethernet connection device. For exanple, the
wenbeddeds Et her net devi ce nay i ncl ude a dedi caPe®/US2006/031824

rocessor 52 in the form of r or. ASIC
ORI St e Atk G 1 proceia SHEASHE RETariTaEs Tarng
[ [
Ao REEER CorrinliicRn, ST, NIE ARE BRI RIS 98706 40
ofelimdstacinkettemnets o stotredeastatioP nddrsssctontetipnataitsedfis the
bet ween t he net wor k devi ot her _devi ces connect ed

neByeaTihe g@taéy Scﬂe i s ey R A lermet device
acg%wse@;ae%g it e g@gmaaregm o Angacond no

I nvention 1 ncludes

19/ theTr ﬁlc@éssfablﬂgﬁe@tb e Btgwbtﬂdr‘m onthe RiePsuberiet & péthit
client 58, 3) DNS 6 and 4) switch 62 for
nmgﬁsinat@mmmﬂmemmt Ségm@&dﬁﬁnN@ﬁthaﬁbe Db eerveqcpp also be a

AR TSP SRS S8 ARy R0 e @

suppledRe lEétWkarkﬁfdrééQ‘tfd £6ind@ clientf thas blithRating the need for
configuration and use of the network device in a

addess bS@mikﬁﬁﬁnent For exanple, Figure 3 illustrates

an i.ment h the ne

coniih gai by b Ssfeaoh Mt AP SR ek i dine
DKS ¥ ke 46 Yds6Fre 4ok Sn @ IRCAnEH MiRs? Thd BNB sbitWkrel tPpisally

PC or the like. The PCis used to set the initia

usedinf fnhg embeddsd Silgmetiisvise isvoscrled deaé/ersm ofithe DdEetpitware

| at e t he th net ce 4 rovi ded
s OF Frut g ks A A (e SoR LY. B s s B
DRE seivRetnedlydR¥dsely & &sowaﬁd 104t BNt EIOM “sBiub T'into its

know edge of the network device's |IP address and ot her

ovmPorddegss.ol maprayes yesobveelldnet nemeh et URLS &anqr@ IIBQDrtio

tof R LR ol ugars omb oy ise Wit ey et Bontact
orfiiagthy difdp M ebhorkchen 18 WeY, Ia u@&’\/daﬁ Qohvasdt Qﬁ@\ﬁ}nstream

configured and is now operating in a networked
dewivei sucheeaPC, isthe smbe@dﬂduﬂjb@nﬁ@llem& e aémbém%ﬁr on the

A RS B ES AR FRVE LT A R A DA g e

pﬂ&kﬂ@medg@adﬁé&nfx@thg @A&Bﬂ;} b@ﬂ%@ﬁmﬂ dfftheAdmbHagtd B®net
devi ce and assi gnment of an |IP address to the network

defeogi étethlssu@gardt tha URTh httpidsaiuny kvoudd orea 4 \gelamg@wﬂbﬂhé setup
B R A REE ey BT B eraion n e
intended network.

The DHCP server next services requests from the PC for IP address and
network parameters. See Block 110. The user of the PC then invokes a web browser
and enters the URL, e.g., http://setup/.” See Block 112. The URL opens a web page
with the set up screens for the network device and allows the user to configure the
network device for operation. This allows the user to gain access to the
configuration information associated with the network device, without knowing
anything about the network devices configuration before hand. After configuration is
complete, the PC is disconnected from the network device. See Block 114.
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operation of an enbedded Et hernet device according to

one enbodi nent of the present invention. Specifically,
woherr/oeies net wor k device 42 is initially activateads20khe31824

network device initial foy .an Ethernet

Conidit i6mENGEE By i6e Rasiiron CREAGUISH, ot ST fopnseted to
a nJRS 8t & iWHRAAR Filife 1 BiKin BN L el f RO e dedifl

an upstream or downs 8am conmuni Cat I on con |gurat

inifPEI®y \Bhl%Cﬂér 40Rtherdet sormeeidrg BeaBlovk AN Nixt d db‘errmmﬁoh is
either by use of a user controlled switching system
madg a8t whethesttheneiiverk dayjceip permestrd I AYDSITRYN @afi@é’nﬁtf?@m

conmmu n cati nf |
oSt sE el rthy S8 AldcRdon, WiRhABsttMe s HReworks the
em®8dded®ierh&t defiRe H/ill detdBiink tidt USSEbrinectde temt updneam device
comruni cation configuration. Wth reference to Figure

and cordigrathe barivapi appkepriptedy. 1SeeBlodpt ks chite %H&Pafthe@?ﬁ?ﬁwar e

erfo d. dur ownst r.eam co
o S P B ST B RO AT A AP 508
softrar@hyill MRtel R wiie@fr BisiE @ 3ddrba ckldtss SERBIocle] 1) qr so, this
userchliti'b' IIMi'SwtfcM''r to-lin systemis used

addresscie mbédgfior roriiaé néfsodnepaatian: Swolenks l@AmAlternatively, the

atio See Bl ack
b 68 b bis Ty a thntin TP baasb o BIEPRANEH device as
dic40d B¢ 2 sdrdtt DHCED addresee Bhbdiggpgnate itself in the
network with the PC 36. See Bl ock 106. Further, the

enbduléade Eshecasett nw\hedbatahq neywoslevics iy easifigarad fordmamic

rver an | P ad ss for t onnect.e
safifpnaersse DERE. P anne etk S8k R ISR ERBERHE sraver
Se@Biddre 29 2mR thidisiafde, HR Rfcalidd EiRBREi @&fvie can activate its own
conmuni cations. See Bl ock 108. Note that the DHCP

DHEEP severmfivalsit ul asighap P dddressiye pspanectstl ReSee

* miogsalpig” 08 vepla O O st BouNEs Bedp sl FERR

netWBiR d@lflb@ﬁﬂ%%h rhtid HRethbr sAHtEl BSEed BMER: B @onnectlon

ases. In ad ion, Iin the downstream node, the
In ﬁmlbea:hdetrhe Eeﬂmxrln devied wouldconfigtre gsalfior megm qomRInBnigasions,

h
ool Bpeliieed to Brteary hrrtet b6 oS HaLH R SO at
dofR¥ir&in boﬁnﬁuﬁl@%&fé TRbnKEESd PO wRfuld igzslc@n«g%nmetmm a

used on | arge networks and the Internet. eC|f| cal
DHﬁPtsbmrelp seﬁerﬁecnsmelmbloch 122 M@uldNSﬂéhhtavtmne er yqpblogk Wg

N R IONNE F AN M, T S
anA AESre RBAndRdS0 b R 2k M1 f&sfble that the operating configuration
consists of just the single PC and the network device. In this case, once the network
parameters have configured, normal operations could begin immediately.

Many modifications and other embodiments of the inventions set forth herein
will come to mind to one skilled in the art to which these inventions pertain having
the benefit of the teachings presented in the foregoing descriptions and the associated
drawings. Therefore, it is to be understood that the inventions are not to be limited to
the specific embodiments disclosed and that modifications and other embodiments are

intended to be included within the scope of the appended claims. Although specific
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| ocators) into its own address since it is only device
that the PCwill need to contact on this tenporary

weiogle21mmet work. I n this way, a user can conneeCTAS2006/031824
downst ream devi ce, such as, a PC, .to the enbedded

teinb oy raploptiicsen, thperre 25ukip aseaRRemaiPsEIRiIVG SHHS EaFRd

noﬂfvice, gqg.Fq&ggna desi gnated UPvL, such as

fBP%ngt 6P1, Wi 't hout having prior know edge

concerni.ng the factory configuration of the enbedded
Et hernet device. In this regard, the UPvL
http://setup/ would open a web page with the setup
"screens for the device and allow the user to configure
the device for operation in the intended network. The
DHCP server next services requests fromthe PC for IP
address and network paraneters. See Bl ock 110. The

. user of the PC then invokes a web browser and enters
the UPvL, e.g., http://setup/ . See Block 112. The UEL
opens a web page with the set up screens for the
network device and allows the user to configure the
net work device for operation. This allows the user to
gain access to the configuration infornmation
associated with the network device, w thout know ng
anyt hi ng about the network devices configuration
bef ore hand. After configuration is conplete, the PC
is disconnected fromthe network device. See Bl ock
114."Mer th e rl Cdevice has been configured, it is
subsequently connected to a network such as i s shown
in Figure 4. In this instance, the network device
again initially waits for an Ethernet connection. See
-Block 100. Next a determnation is nmade as to whet her
the network device is connected in an upstream or
downst ream comuni cati on configuration. See Bl ock 102.
When connected to a network, the enbedded Et hernet
device will determne that it is connected to an
upstream devi ce and configure the hardware
appropriately. See Block 116. The DHCP client software
wi Il next determine an |IP address for the network
device. First, the DHCP client software will determ ne
whet her a static I P address exists. See Block 118. |f
so, this address is used for nornmal network operation.
See Block 120. Alternatively, the enbedded Ethernet
device may assign a dynamc |IP address to the network
device as dictated by a renote DHCP server. See Bl ock
122.

-12 -



10

15

20

25

30

wohao7retvi®r kK devi ce cannot

In sonme instances, it may be that the network device
is configured for dynam c addressing using DHCP, but
| ocate a renote DHCPCTRISY®6/031824
Cgﬁ% ock 124. In this instance, the enbedded Ethernet
evice can .activate its own DHCP server software 56
and asgisgfterdfod Beidieiting ssmirdnaBONRECARHoRComPRRIMB! 0CKS
106-1 14. This would occur in the situation where a PC
i s coneeorledevier edepris@maonigyeiormidromation nsddgaoaetatsrihe
n%ﬁ,d 18 hub .or sw}iﬁt f‘h is0 useg, to make the connection. In
at %?‘51‘?9@,mtahné3 B RCTESRAce woul d confi gure itself

for HNpsid-eRM&AEIWAIseAinenNsTk dbHte TR ekrike 86mbRnlcB8SRPREL
to the connected PCas if it were connected for
sagibugtworlederieymmuni cati ons. The connected PC woul d

typi cal | ot. be runni ng .a server, so the

ot SPtReobied B o g BTk dPcs FPripRaSrsomter
reRI &K mE@Rm:Not e that it is not necessary for the

network device to be disconnected fromthe PC and then

r e- connecinstiuttona foratptenienting a dgnanas hivkilcentrblatrotobel (DHCP)
g%g_r ating configuration consists of just the single PC

>the network device. In this case, once the network

par amet er TR TN Yo I Wém' '

begin i mrglé{l}g%{g)lng%}l\l/a y rmg?giggau &ggsgat%ghg?lﬁ)er?tg%ﬁDHCP)
clembaddment s of the inventions set forth herein wll

cone to mind tpo one .skjilled in _the art to which these
i nvent i onSSERGHOZS IHQP}CH&HF%“‘ Hemainnamsrservss PRk ndg s

pr esgtgdrdendd I Atk QNS
D g o efGrlcadyit OB D81 RERGHL @D RiR BihehM devige s in
eledtatal chmmumieiibn ovith saidsstorage devideant isaidtcofindctor} Weerein said

eci fi ¢ enbodiments disclosed and_that .nodifjcations
E@E@%{l%@ U BdFab AR Sai BHOR SRBAONG P tsioRingnd BB
Wt ] ' Al t hough
infideflofle Fh oo R ind OB tRP SR Bl BRI L ot P

sense only and not for purposes of limtation.eL 1. A
systam btenh acdordingtd Clyine d rwhendio adiil Githdrmet eleviet detetmines

B eS8 S o SRR GO

dREisWes c@ﬂﬂtﬁ%@i‘éﬂ%n@uﬁ&f&ﬁ?cwr | ocated on said
networ k device for external communication with said

network device; a storage device |ocated on said
net wbrk sybéan eecocdingtd Slamy 2i whereinajithernet device is connected

to a switch controlled by a user for manually indicating whether the network device is

connected in an upstream or downstream configuration.

4. A system according to Claim 2, wherein said Ethernet device monitors
signals from the connector to determine whether the network device is connected in an

upstream or downstream configuration.

5. A system according to Claim 1, wherein said network device is connected to
an external device in a downstream communication configuration, said Ethernet
device assigns a static IP address to the network device, such that said network device

is addressable by the external device.
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readabl e medium instructions for inplenenting a

dynam ¢ host control protocol (DHCP) server;
wonsed7roazi7s ons for inpl enenting a dynam ¢ host eontusedos/031824

pr ot 9cekydddiekorhl B iandNd ha%jnréagcf' ice |

inplenen¥ing a do inéé%ne’gérver 5ﬁ%§§mgﬁﬁugﬁscmﬂwcmdto
areetiegnaletevitevi ¢ doivostedaadconmerdtationevuliglad@) issia Etbahel

Et her net . ice is in electrjical comunication wth
arrisg: i DH G vrins anm b SaRETbGhs cxiermr bdeviossheh tha
HERRINE HeAEY] jod DHCP server,

DHCP cl i%‘ﬁt ,fsgﬁgﬁ%bﬁggﬁ%hg% C%gircg'confi guring and

operating said network device. 2. A system according

t o (0.aAmydemhecaiingsaiChift 1) evherdin sked heierodle i &fidd 18 @6nnected

whet her .t he network device is connected to an externa

tofenFeieEnal de e Bk deveascan camnpatseEanFenfigtationasaidRthernet
f - - . H i .
defl\iﬁéeé UG DWSI___seﬁ/er £ %Xcgtvee MhaE Gehdi e ﬁfeélgyﬁhén g(ztgwl[ deyice

rein sald Etherne evice IS connec

whantonahinedating veithusatd nétovorkn@svival | y i ndi cati ng whet her
the network device is connected in an upstream or

dovvngnt ream configuratijion. 4. system according to

A
Ol ai toSYstpePHIRG I Clemn & whareigsaidaetwerkidesics Istagnedted to
arl LIRS0 BILE Phod B ABh AT DG MIGHORE L RE LTI

device Is connected 1 n an upstream or
devorfpraudatdoafigubtiortingyraiatioh seeeind@id fetEodlt dBvice to the

wherei n sai d network device is connected to an
exigrpaldsgice guthe derm al WelypRgsst r eam conmuni cat i on

configuration, said Ethernet device assigns a static

| P el §88n} ScbREn QLMK 1 dﬁl’(ér%iﬁ S i%lﬁ%gvcirﬁ?i%viﬁgﬁsdconneoted to
net wor k "devi ce i s ‘addressabl e by the externa
anchtdreal device irsy doendt@emanirmgmiatich aomfighirativhesAd Biteaic
networ.k deyice,is connected to an_external device in a
defisASTEns i RBRALIT S4TaFs 10 BB RFTGER S Sucheihel sERYRK
ks | the R, to assign an | P address
de?%\étl&hé;ddgistg%}%g#%gew ce;ﬁggclﬁé't hat the external device
is a addressabl e by said network device. 7. A system
accd0dAryystem aCtaridingltp Clbier Eiwhessn chit Ethupiidt deteivé aBigns a

connect . . .
dynamlc% aggress to said network device as dictated by an external DHCP server.

11. A system according to Claim 9, wherein said Ethernet device uses said
DHCP server stored in said storage device to assign a dynamic IP address to an

external device.

12. A network device for use in a network environment comprising;

a first storage device comprising configuration information used to operate the
network device in a network environment;

a connector located on said network device for external communication with
said network device;

a second storage device located on said network device comprising in a

computer readable medium:
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to an external device in a downstream conmmuni cati on
configuration, said Ethernet device uses said DNS

weeowan217® resol ve a host name to be used by tReT/US2006/031824

external device en c nmuni cat.i n sa

dovi co. sSRIGOF G HEETHRG o (YR BT £ LTSI HOLAHCP)
sé¥pdwor k device is connected to an external device in a

downst r eam communi cati on configuration, said Ethernet

devi ce prnmﬁdﬁmnsﬁnﬁm@kmamnngaﬁymnmnhbﬂ@nnﬁqhmeknor@ﬂHCP)

sald etwork device to the external device in the form
clignt; pages. 9. A system according to Claiml1l,

wher ei n sgid, QRLWRIHK fe‘fﬁe?ﬁn%ﬁ a50ReahR% R, gﬂNS); and

external device In a downstrgam comuni cati o
conf agBthatriebdevisedochtéd tiesaiéhetohovi devices sdid BEshetndd Viodioe & in
IP dress to the network device, such that said

rRIEBIpIcagon ithagideserag deviRps ppbsaig ?@}lwauor Jehareia said
E@Qﬁne‘ﬁ dSed R AGERE gh@&u& B Iaéeme?, ]?I%Q ﬁr‘?cl BNS
ern a

et device assigns a dynamc reés 0 said

insehotionk faevhBguran gidopatadts biid astwext ésvied. DHCP server .
11. A system according to daim9, wherein said
Et her net devi cg uses sajid DHCP server stored in said
{

st or hye* BEVPEedqvEreAcery ngato e ZoVpgpeigfatddithemst dayice
d&é&lﬁﬁ%hé{iﬁe\f 'tl?eenet%grk d%vﬂ:%tlgl\@&fﬁeggdl #oca% JX% édsd%vic@ é‘g% ce

twork environnment conp or age
upmmlosldngnﬂmﬁi cgmnaﬁmoamdnmbﬁﬁgm‘am@n used to operate

the network device in a network environnent; a
d on sajd network device fir ext er.nal

cormh iSRG $aids SSSPaInEdD FOPR W Pigiem 5010 BGRST dovice s
cothnQlB@R HEWthGohRERLLE Phse? 2 Jq%#%ﬁl‘ﬁggf&cq{?ﬂ% Gfether the

conprising in a conputer re um i nstructions
ndtwprk dgviceneainnagted ildymapsirearh 0s tlownstienml copfigimation.
(DHCP) server; inst ructi ons for inplementing a dynanc

host ntrol ot ocol" cli nd i ruc i.ons
for . Him il 3 s o t ivemay vor i Bhiciipt dovice
monitors signals from the connector to determine whether the network dev1ce is

connected in an upstream or downstream configuration.

-~

16. A network device according to Claim 12, wherein said network device is
connected to an external device in a downstream communication configuration, said
Ethernet device assigns a static IP address to the network device, such that said

network device is addressable by the external device.

17. A network device according to Claim 12, wherein said network device is
connected to an external device in a downstream communication configuration, said
Ethernet device uses said DHCP server to assign an IP address to the external device

such that the external device is a addressable by said network device.

18. A network device according to Claim 12, wherein said network device is

connected to an external device in a downstream communication configuration, said
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an Ethernet device |located on said network device,
said Ethernet device is in electrical conmunication
wonodT/ezi78l st or age devi ces and sai d connect or, PGAISEI06/031824

L0 L her net , devi uses at J|east one said
e R N sl e R 8T el GERsIE bf gt By e
eXebl @¥ideRethaANdnRRRictih P &Gl Bk WRIdevideVi ce. 13. A
net wor k devi ce according to Caim12 wherein said
Et hernet devi ce determ nes whether the network device
i s cbhrfenetmgrl devige asgerdingdp (daivd B whereamsaip setiveslntorice is

downstream co ication configuration. 14. net work .
cQH e b S RE LTIy 60 ¢ AR AdeasPum o] ceRRHi, sad
E@i@iicE 8evlide HBMABSERH tg_ﬁﬁti@n S¥bingdlich RBhERih S Fai YieBvdiR BEvice to

for manually indicating whether the network device is
the emtsol devicminghe fopsit aferealn pmigeslownst r eam confi gur at i on.

15. A network device according to Caim 13, wherein

sai d, Et hernet, devi ce nitors .signpal.s fromthe L
conmEeb ekt I P Nl e bdodsdpee s

coHRBREEC iesh dxferBhl déPRE EARD PhstRANNDh RGN £10 bAtE Ahti @] said
16. A network device according to Caim12, wherein

Ehgingt desticeoaskigoey ilyaniie IR adthess tte thetnstwork deviee, sath thatsaid
I,n ownst r eam i cation configuration, said
neﬁvﬂgcrcﬂe&ced%@(%ﬁ%m:@%ﬂ? eé&e:{?ajtdle‘ém?'P address to the

net wor k devi ce, such that said network device is

addr 25 9ohétRoByddvite R&dr8mdab ClaM TE whbrkin fidBIHRIK device
device according to Caim 12, wherein said network
asgigus & dynanie dh ad@essdo syd antveork deviad atdivtiated byangxternal DHCP
Sedoe\élnst ream conmuni cati on configuration, said Ethernet
evi ce uses said DHCP server to assign an |P address

to the external device such that the external device

I s a2Addh@ssEd & dRYacsetEhgne TMIMK2 0] tefefn sal BEMRrMe HYAEK
devi ce according to Caim 12, wherein said network

usgesdid DHGP suteretarediing soidageoend derags delacd tloassign a dynamic IP
tre ni.cati on configuration,
oL AT BT

sai EVICMse-s' DNS server to resolve a host

nane to be used by the external device when

comm2Bifcadtivotk dévide aseurdinged Wik I wihein S fifst BEd veabkd

devi ce .according to Claim12, wherein said network
stefags devices oWESHNRASHeF- an external device in a

downst ream comuni cati on configuration, said Ethernet

devi sie AB{ PLARPAGRR HOME AR LRIAARLANARBGFE A8k
device and external devices comprising:
“ a connector located on the network device for external communication with
the network device;
a storage device located on the network device comprising in a computer

readable medium:

instructions for implementing a dynamic host control protocol (DHCP)
server; ’

instructions for implementing a dynamic host control protocol (DHCP)
client; and

instructions for implementing a domain name server (DNS); and
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the external device in the formof web pages. 20. A
network device according to Claim12, wherein said
woebomnki7glevi ce i s connected to an external derCTAISRWG6/A31824

d 2 -G O LN ' i aur at i id.E ngt
v SORERTE A the RO 83 BeedR! i tiRAHO
colmwiuniatisn efithtshisitstaragaodavisewad kaid evineetdr Swidein 8aidaRdRssor

by e external device. 21. A network device according
ufﬁivﬁ a@%ﬁﬁﬁ@@?@%@@ismﬁﬂ)&l@ plignhend JENS sstragiingfer a

ME% ' . i wor k device as dictated
be a;ﬁgﬁ@ﬁ%ﬁﬁ%&g@%%ﬂg . A network device
according to Caim 20, wherein said Ethernet device

uses 2§ahn ElidfRt devivedccstdhigid (lains24 (heRG0RsH BiherREevice
device to assign a dynamic |P address to an external
defexpmings wheiherghe petyrorik devissi is eonnesisd & mmyextornal davipedn an

[ j ' . 0 Qr.age devices are the
u@%ﬁéﬁﬁg6®§gg&%%§é%ﬁﬁﬁﬁﬁéﬁﬁgggggéﬁég%for facilitating
comruni cati ons between a network device and externa
devi 2&sAgBtheries Hegce acodinpeotCisinl 24 aHRebiR thet ey GRIIWRICK is
device for external communication with the network ‘
Cca’é\??teg to ap eytemalyievissvn 8 dowawirsepcostmenieativatonofiguretiars, seid

I Sl ' | & medi um, Lnstructions
PSS Bl PORRULE o HEAGRRLE HEL AT LEEREHEN
d¢vidGRhd dressable;byi ths extedbl deivef or i npl ementing a dynami c

host control protocol (DHCP) client; and instructions

for jpoplenmenting a domain nane server (DNS); anda
pr oc%'gpfor} fhgengt gﬁ’l?ﬁﬁcﬁ?i‘él%ét’ Wi e wherein thgingtwork device is

s T [ [:0n. Wi th.said :

oHEBEIOD, (it ERSH LGRS OBl e gkchn i

prpcasesses said BECR sdreast anim SPGB o3RS ¥aEmalioRe such
ent, DNS i nstructions for configuring and

cl | an
hg4sbE Sien ddbs e abikdahe network device
28. An Ethernet device according to Claim 24, wherein the network device is
connected to an external device in a downstream communication configuration, said
processor uses said DNS server to resolve a host name to be used by the external

device when communicating with the network device.

29. An Ethemnet device according to Claim 24, wherein the network device is
connected to an external device in a downstream communication configuration, said
processor provides configuration information concerning the network device to the

external device in the form of web pages.

30. An Ethernet device according to Claim 24, wherein the network device is
connected to an external device in a downstream communication configuration, said
processor assigns a dynamic IP address to the network device, such that the network

device is addressable by the external device.

31. An Ethernet device according to Claim 30, wherein said processor assigns

a dynamic IP address to the network device as dictated by an external DHCP server.
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25. An Ethernet device according to Claim24 wherein
sai d Et hernet device determ nes whether the network
wdewi7me2178 connected to an external device in ROT/US2006/031824

upst & O L QWRST L € i cat 4 onfiguration,

o6 1o BB BRI RETY B 1S Ve 8 PRSP s
sdih OHER sepvds sthevd esaldsiGragndnicdo besi@a @)a8lio B adiBMs 6 the

i n a downstream conmuni cati on configuration, said

eHFBakdeyine. assigns a static |P address to the network
devi ce, such that the network device is addressabl e by
the external device. 27. An Ethernet device according
to Caim?24, wherein the network device is connected
to an external device in a downstream conmuni cation
configuration, said processor uses said DHCP server to
assign an I P address to the external device such that
the external device is a addressable by the network
device. 28. An Ethernet device according to O ai m 24,
wherein the network device is connected to an externa
device in a downstream conmuni cati on confi guration,
sai d processor uses said DNS server to resolve a host
name to be used by the external device when
communi cating with the network device. 29. An Ethernet
devi ce according to Caim 24, wherein the network
device is connected to an external device in a
downst ream communi cation configuration, said processor
provi des configuration information concerning the
network device to the external device in the form of
web pages. 30. An Ethernet device according to Caim
24, wherein the network device is connected to an
external device in a downstream conmuni cati on
configuration, said processor assigns a dynamc IP
address to the network device, such that the network
device is addressable by the external device. 31. An
Et her net device according to Caim30, wherein said
processor assigns a dynamc |P address to the network
device as dictated by an external DHCP server.3T. A
"EtMh' Bt d evice according to Caim 30, wherein said
processor uses said DHCP server stored in said storage
device to assign a dynamc |IP address to the externa
devi ce.
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