;e3evds\ dH$6~3T$24 May 2003 APPARATUS AND METHOD FOR COLLECTI NG AND
ANALYZI NG COVMUNI CATI ONS DATA Thi s application clains t% %ﬁé@aof
priority under 35 U S.C. 119 from U. S. Provisional Pat tion
Serial No. 60/109,718) filed Novenber 24, 1998, which is hereby incorporated
by reference. The present invention relates generally to data

tomuni cations, an i rticu to stem and rel at ed net hod f.or

‘col | ecting) anal yzgﬁ%ﬁﬁsmm@@mmquLﬁéﬁ@wND OF
THE I NVENTI ON 1t is now routine dovniaiieaarsNebagn i nformation to be
comuni cated to different points via a communications or data network. One
exanpl e of such data nehuQpKRatdAClaEemhe Bilehil HpRo) dadts §5 USERUY § Framhi ch
comuni cate wi th each other along the various paths conprising suc?11

net wor ks. TheUSoHovisionelyPatent Apptiatioo Seual Mo. 60410871 & Jil¢dNayamber@dge from sinpl e
peer -t o- peer Chis n rel.atively small nunber of machines, to
LANS) V\ANS?ant(?b%br&?’?‘%:hdgﬁ%g%m?%?%éﬂ%b Ireglgﬁ%mer networ k known as the
Internet. The architecture of such tarj es widely, depending on the
particul ar application, but nost SSETE..I‘@?‘?%@F Ldnetwor ks make use of
backbones, nodes, and uter. servers supporting the transm ssjion of data
and i nformation over sggﬂprﬁ}éc {/\1/8%?&9“ rff)éteéﬁ ""aai}Y °s°q§n°8"ﬁ"}‘i'81°%}f°8ﬂ§? hre

i ncreasi ngly patigpiango asysseicinddelatad methvdfok colleetingdnblyzifif) land @Bl tofitlg adisl

recei ving infornat i,ong but for transacting business, and for any

concei vabl e nWABRHMNBHORSt her activities involving the sending, receiving or
viewi ng of information. The advent of the Internet and its continued

devel opned? has only i ncreas&dlR YN gy INMENEHON e conmuni cati on anpng
conpani es, individuals, .and other users of is such networks. This demand
for sending and recei v?‘r\b"%@ﬁ"’lﬁ\f@rda%ﬁ°ﬁ@t’ﬂﬂ9%’°g%ﬁ&@@§m§@°dp‘al led
"traffic’) thafreds poftswih KEBninicalehloP@fa nddbrorlll Bhi &lanpreePRAgL, | Nf or mati on
traversing appropriate paths on the network. Unfortunately, traffic across
t he networ k ofetvwarky ipelddesmltipbeend sis¢repmputers whish béremepaateswithedactkcahdralong poi nt s

w - networ k. G GBSt SO SRR B AR AR T
transni ssion dh raigé fomGimplEpecivdr Rt conetidiin®ing a tadaively isinyll iuntesfd or receive
Fact that, _uraishEs @ GANSnSONSRRSSF EREcbt BPES SomH BrpIIEoTRRhal [y
g)opeeds onl YinRe Ute atchit@turé bSudH feWedstks Jahéﬁﬂviﬁélf,m@%&myox\!\{hl:barﬂ!:dlé}w- S
viously, such traffic congestion is undesirable Tor any nunber of _
reasons. Userapplication out meost sapbistiqated metwerksmpakepsg ebbackkonespnesies; mndemputer hei r
busi ness. - Such el AU THh Il tkHALE ot RAWERLHE, Y, 12
directly and indirect|gompaniesamiindividualt are imbretsiveglyelyvgrok sudhsien aetwiocks One
pot s i's: o TPY T ErANE A S HEE T P SO BT EfBest | on or
T Caci 5 T b o e g o e e (r om
vari ous dr awiniersatiendThe asdyens gfithe frsemet mut itscoeatinypddevplepmgst kasieplyiineseassdg t ool s
orconsary. oo o Bk Lotk SIS AN i B (ne
net wor k " eni fsheretwake often limted to performing traffic dunps of certain

speci fic protocols whigh, ,again, fajl ta accurately describe or
p!onpoi nt Ito he source of”Fm%?*wg’f‘ﬂP°68':@é’§taf“i)ﬁ?°“f'?ﬁ HYFr %‘Xﬁ%‘f’m A%t wor k
noni tors and gosatddfahSic”, Mat lshevahafe @Mpayidall” S dgitallyibicdbdiinfolnfa@bt abilities

to tabulate real-tinme data, or to record data over so extended periods of
time. Networ Rraiersing eppsopsiatepptds enithe petworky Unfpstyeately(tipfficaerossde newask ¢ he

network in or K L , MOL T ef erence
TTOPT 1 P 111 el €3 eR o ot R ARG RERb A RO B T TE OE T
from Addi son- Wesl ey Publishing Co.) 1994, describes one such technique. To
estimate round-trip tipes for "packets"” of is information in the Internet,
t he networ k nopi “\&mﬁcts addi ti onal fackets into the ‘M\\“\ol | ows
the travel NM“ i onal packets. Thus, the very pr%ﬂ “ “\ﬂ

determ ni ng g&éperformance itself further degrades per %&Fﬁwe by

addi ng addi ti onal® packets of information to the traffic. Not only is the
above-descri bed nethod intrusive) but it is generally 30 inaccurate as

well. In particular, one-way tinmes are eval uated by generally dividing the
_2_ 24 Mway 2003




round-trip delay of the test packet by two; however) half of a round-trip
time is generally not equivalent to a one-way delay, in Rfpmay@o3d on
«asymetries (discussed below) in the network. To conpensate e,or this
i naccuracy) certain teachings of the current art inject test packets nore
frequently into the network, a solution which may further degrade the '
“performance of the petwork which is bejng tested or nonitored. Network
*per f or mance rf‘ﬁ?"“g% #h?i‘f?ﬂﬂm@ﬂ e dakg t}lcfjj°'ﬂg‘ff\ﬂﬁdﬂ°“f'}g&sﬁ9%"ﬂ%ﬁﬁ‘8? ohftamor k

bandwi dt h di rggnsveRt, AGomPldleGnabRitfRIsendis faéEidt leded TRISRLARN oldd sRATEMGH. AT |
traffic does not necessarily flow symetrically across a given network

path. This i sThisspseliern iy spmppipdedipiethe fagkthasundencartain petwerk apchitegturesnic user on an
i nternet conngedd 2R InSi ﬁ&lﬁ& 6 Al . nd- user
normal |y domﬁoaaése %‘%g%@?%g‘i Sﬁﬁltcgglg %I?&C/ t aﬁln&é’*gartﬂs erHB %‘g'ds. Net wor k
moni tors of the curren®basuslygswh traffic gorgestionis wid¢siattle for anyomielbersufic h
asymetries, wth e resul,t tha reatgr network resoyrces are devoted to
particul ar rdEREE: H%&rﬁ %\ing‘ &ng? {Mfgrém% F@&ﬁﬁef%’&?s“?ﬂf’gH’fﬁé’?‘?°ﬂ‘(f&'l"'_f°f"onal
noney and Wagir®sdess) Batding buch PEd¥ilefsas potentially 106 Whsingss! Hith ntwosedtldy@wiipr ove
network performance and relieve network traffic congestion. There is a

further need #sghaysonegatiysicEect.othirectivand indireqilyom nroductivigyfof the netwatks whi ch
can be adaptegd.to analyze different traffic parameters or types of
"packets, " and which collect and tabul ate required statistics quickly and
accuratel yw. Wth the i@Gorapaoachgo oeligviog such npworkconastionvebthermksvorlconpani es
and zo indiviguals_are.increasin interested in collectin filtering, or
TOrof L1 ng SISl | REbEELrEYahe el b B bR oG ESareREPnes ko

Mar ket i ng entt@uple s Unforigiatd B atkaipaf the@aridnt &t o@Rfiverahe ilgicqis bi cul arly
fasci nated by denographjc or other data which can pe gl eaned by accurate
recor di ng andORRUFRASHWOrY and eliges ef‘?"é?*%?““f%ﬁ’%?f’m?&f Woacksadd i nt er net

advertisers Qa&ahtagess FefEample et d?® mBMitdrBg Wolsiof the bitfent! 2E My bXifficht out
forns and is questionnaires. Advertisers mss out on nost of this custoner

i nformat i &n Beewtesuze ek twremay lakiteanegessanptooladmanalyes tsevdsbcongestian o t h
answering su el & b S r

Do i1 g i nioub 52 AEn ool VB el erk WP MG kR RNMBIE 1o

| i kewi se expaadsnlsgiebific paswbl which] agsinprhay' fai akaeci184telp desotibecor pthpsiagtheg
intruders perform m schi ef, or_eyen crimnal activities, n ao proprietary
or protected Sﬂ\érf‘?/\ﬁnl’%gv.mﬁ%""&fem' Iy °§§5Y’%’H?'Wtdﬁm@§hmﬂ'@i°ésrw n@‘f?clrﬁa %rigin of
-3 24 May ZR0R3remSBGH likiedlx Seie BRBtiddedHaBulRerey P miedit£ of 10 r@Bid e VENt
agencies, such as the FH, to stemthe tide of conputer-related crines and

m sdenean®r s extrrdedparedspf timet , again) generally fails to analyze, tabulate,
moni tor, or record thenddQW nfthitsldbAnOUffenfart YehRiyKintnHe Filo BRhEWRIK iHaY

order to evaluate or estimate network performance. The reference “TCP/IP Illustrated,
Volume I - The Protocols,” Chapters 7 and 8, available from Addison-Wesley Publishing
Co., 1994, describes one such technique. To estimate round-trip times for “packets’ of

25 information in the internet, the network monitor injects additional packets into the network
and follows the travel of such additional packets. Thus, the very process of determining
network performance itself further degrades performance by adding additional packets of
information to the traffic.

Not only is the above-described method intrusive, but it is generally

% inaccurate as well. In particular, one-way times are evaluated by generally dividing the



to facilitate security activities. Conpanies or individuals charged with
noni toring networks not only need to obtain vast anount ' tion and
.Statistics in a tinmely manner, but they also need to vi M%&?%ﬂ

Yyui ckly) easily, and in an understandable format. Again, current art
solutions are often linmited to providing "dunps", often chtonol ogically,

M th inadequate statistical conpilations or graphical representations of
“such data. | tropad-fripfelayofthe a5t Rackro by tWo: Bewyayer Baliad gsound-trpstimp isigencrallys i ¢

i nformation, ReqliCalfRtd LEdev dR), n FLBIQ 4 ﬂmﬁ% : | nd to
graphical ly repr%s}ent suc c‘gta?cu?%tq? ons 1 n aa ser - rsi?&g%\ ‘gy‘s@{éﬂﬁo’?f‘éh% bl e
format. To ovmeateerke Toleempdnsate oothisigmcuricycaerteie tdactomgslof tha t@renoarhinjetttest i on

noni tori ng et hpds _and. syst.e a_new, net hod of. poni tori ng a,comruni cation
he 5 19 protrasHor e FHE s uf niiithe R wliie Yl By rofied Sebe B ovi o a
net wor k nopi t getfofrdnce of the Adtivory whith isteigtestdd®r tonitaned, cat i on data. Anot her
object is to provide a_pethod for collecting and anal yzi ng communi cati on

data. To achieve ;hesehﬁmfﬂbfﬂ Fmaggy @Exgﬁﬁlﬁﬁ‘fdcﬂ@‘iffig\ﬁewﬂi‘F@ﬁ“p@?"p_@ses, t he
present i0 i ny@Rir®andwi@Y dRRRsioniiEéolRtbe e Mht&l?ﬁﬂd&&ecﬂ%%ax%@ul& fréf{iét
communi cation line. Data is received fromthe fifst comrunication |Iine and
a plurality odfoepaetiiecessasiiycflowxsymmetrically 2coass @ pisercngtwork Sitiat This is especially t hen

i vel ISt dj to t I lit f
backets. 11 PERSRRIHE pellIExBhls bl 63 uGORR BRRRRG| Bladefor M6t B Hectr  pt i on
and the i sof odslrandenis inldiacthé ed-deromailyidownlasds noxesiapload ot traffieithatR ofsHe

restrictive, of the.invention. The invention js best understood fromthe
fol | owi ng det4l9ady Neeerk TRANItERs %@ﬁuww gereralbrdeaiof fetgst ofi madel syeh

acconmpanyi ng Aiaef@s, with thSreMRRA SledteiChelbvititk lesdire @ hrd IAG i Qo FLHTIRR rdfeRCT | CE)
the various features of the drawing are not to scale. On the contrary, -4
r r. 24 Nay 2bosmey etherwiicberegiids Toi cesieadgisipna mendyeasd wasses camputer bi trari |y
expanded or rgduced for clarity. Included in the drawing are the follow ng
figures: Fig. 1 shows a network nonitor according to the present invention
coupled s There is thus a need to improve network performance and relieve network

traffic congestion. There is a further need for tools which do not intrude upon the traffic
flow, which can be adapted to analyze different traffic parameters or types of “packets,”
and which collect and tabulate required statistics quickly and accurately.
With the increasing use of computer data networks, companies and
20 individuals are increasingly interested in collecting, filtering, or “profiling” data about the
users or their traffic on such networks. Marketing enterprises or other sales organizations
may be particularly fascinated by demographic or other data which can be gleaned by
accurate recording and analysis of network traffic. Unfortunately, many intemnet
advertisers obtain customer profiles by requiring the users to fill out forms and
25 questionnaires. Advertisers miss out on most of this customer information because
customers often do not want to be bothered with answering such questions. There is thus a
need to obtain customer “profiles” in a less intrusive manner.
The expanding use of networks has likewise expanded the possibilities of
“hackers” or other damaging intruders performing mischief or even criminal activities in

30 proprietary or protected networks. As such, a system which can determine the origin of



to a communication line; s Fig. 2 illustrates an exenplary protocol
hierarchy; Fig. 3 is a block diagramof an exenplary netayoyay et Or
«according to the present invention; Fig. 4 is a flow chart iyl ustrating an
*exenpl ary nmethod of nonitoring a comunication |line according to the
present invention; to Fig. 5is a data flow diagramillustrating the many

*pernut ati ons of data coll ect.ion . and an si s, net hods of wor K nitor
“according to f%@%&’é‘?@ﬁf WP?%‘S@H?‘B‘W?" t&lc'aj.(’%ﬁm?"éa%f"‘flfsowcgﬁ%ﬁ ?ﬁlf'luhséet'? ing a
met hod for i dedd éffcympertielated cfittesma vitddemednbl. THe SieNartpagaid| pdakdilpHiINg
network nmonitors according tqQ the prgsent I nvention coupled to two separate
communi cat i ont93nA¥Ze fagulate faonijgr jor repard the flowepf dafa quer p gebwerkdp an ontimakwayat i ng a
met hod for defemdiifleRtulilvaRsiigsi on delay, Fig. 9A is a flow chart

il lustrating operation of a host conputer for synchronizing with an
interface eonputer; Fi Gomp@i¢sorindividualschaagad withimasitoriitg netyorisaobdrilpmeedf an

I nterface conputer faor 10 chroni zin 4 t.h .a _host co ter,; and Figs.

10- 28 are scfg’eé‘i’?aéﬂ %ﬁ%%‘“‘?f‘ﬁ?gwaqﬂ".“r?a&’ﬁw&@@m PHP’&#YF‘M”QW {hF%glé? ethg

noni tori ng patoaid such d&d quitkly,adilypdnd igan mdérstatriabie fodmatp | ARYin @memdrtpr ovi di ng
communi cation anal ysis_information,,. DI;J’AI LED DE%CRI PTI ON OF THE | NVENTI ON a
Referring now#iophare afepimited to proyiding hdymage often dronqlogicallywith ingdsquater ¢ o

li ke el ement sgihdtion ebRptationtsiod graphitdl bepresénidtioss FRuch P 1t ad thud ki leknofroNi t Or
102 according to the present invention which is coupled to an exenplary

net wor k N1t 10enly teecompile neswork grafficinforpajion oo perfasmmeenaineammmaply neaded104. The
Cormuni cat | ont 4 bgon e KRR kAT BUERETMY S8 4O e IBREE ) “The
data traffic formithe communi cation |ine 104.
To overcome the shortcomings of conventional data communication
monitoring methods and systems, a new method of monitoring a communication line is
1s  provided. An object of the present invention is to provide a network monitor for collecting
and analyzing communication data. Another object is to provide a method for collecting

and analyzing communication data.

SUMMARY OF THE INVENTION

To achieve these and other objects, and in view of its purposes, the present
20 invention provides a method for monitoring data on a first communication line. Data is
received from the first communication line and a plurality of packets are extracted from
the data. Statistics are then recursively generated, the statistics corresponding to the

plurality of packets.

It is to be understood that both the foregoing general description and the

25 following detailed description are exemplary, but are not restrictive, of the invention.

BRIEF DESCRIPTION OF THE DRAWING

The invention is best understood from the following detailed description
when read in connection with the accompanying drawing. It is emphasized that, according

to common practice, the various features of the drawing are not to scale. On the contrary,



The conmmunicate line 104 may use a single data link | ayer protocol to s
transport traffic of a nultitude of different higher hi q@y@yﬁﬁ:j pr ot ocol
«l ayer protocols. One such hierarchical protocol structure I'S
*illustrated in Fig. 2. The data link layer protocol 202, Ethernet in this
exenpl ary case, of traffic between the network N 1 106 and the router 108
'may include encapsulated | PX 1P, ARP, or other network |ayer 204 traffic.
“The | P traffi ¢hafagensins oithe wanionpicatiess arg abibrayily ppand¢dRivredgeeddormiarity.r anspor t

| ayer 206 io0 £ . t L C ihcl ude encapsul ated Wb, FTP,
Donei n Nane sgéc{i};dég?’%gag?ﬁgra”a‘%%u{’%‘g’ﬁgﬁ“fsayer 208 traffic. The network
noni tor 102 accordi ng tg,t [ L QD | d r a
software (discussed belﬂ(;%il)ﬂ\ﬁﬂlp{:%&%rg@ igﬁtgélcglbglﬁgﬂpg §e§°r1n2 v‘\’garlé%ﬁ??ugwi cin
such a way t ha acdmmoanicagembneat e a variety of real-tinme statistics on such
traffic at one or is nultiple protocol |ayers. The real-time statistics
gener ated By networ k niiig.RdHushotes arexlahpiag padtacohhigmehyguant i ty of service
anal ysis) billing based on quality of service and quantity of service)
dynani ¢ networ k resour cRig.ali$ Dblatki diagramol 2nleshiylag netd bk tnfiiRor RERding foge based
on data content) network security analysis, and session playback. Exenplary
statistics i nfleIEWAcounts, bit counts, one-way or roundtrip del ays,
response tines, retranspitted_zo byt_?s originating bytes per host,
termnating bytes per Kot s oW rhigi} ‘HE*—“%”@PH’W&W%’“% of agnitoigiant s, web
abort rates, thhAUGBRIH lindRLEHAIE Yo BOFeREl iGFARliof, €t ransm tted bytes due to
del ays or | osses. These statistics nay selectively be provided based on
traffic ongthe first commni £ahi AW ibfem A0eAN; BR %Ry Jqﬂh{a{ims%fﬁmpt ocol

| ayers between the data Tink layer and the appflcatlo ayer. 1s ,

Qper ation of aollectianmpt analysisansiindk ofaoetwask mgair adtomdingito theprgsenBinventidescr i bed
with reference to the flow chart in Fig. 4. The network nonitor 302

i ncludes a first networFig. 6t 2fldvachart 3bstrating pinethod for ddehiifyig trooledseivemt | on
line 308 by a first connection 312 and a second network interface 306
coupled to a second corig.iskesiagutworkesirgnetwork mosersachrdngdistiresant314. The
first interface ?i 4 s first data.c(a bi.t strea fromthe first ao

0 >
comruni cat i on‘qvfnn'eonﬁélgﬁ%lst{’/ 0855223“: %“a‘"‘t”ﬂeg%’i 5 P °§k;t hen segregated into
ket t -6 24 200 0 T t t.e | d h int
Poan that Br ovi ousl o SR ASt Do KBe L afe arieRoR BF pEfting Fasipien - " C

bitstream Thaeljtstream may be segregated into packets by either the
interface 304 or by the host conputer 316. The packets are stored in nenory
318 which is hierarchi g 9ins 4 fldveclRANNAIATRAbpIdn bNFhditietnpatesfopr t - t erm
menory 320 and at | east one |longer-termnenory 322. A processor and query
engi ne 316) oPHFFYARFING Wit AR FEArfagRroBPUst user interface 324, then processes

t he packets as described below with reference to Fig.. 4. In an exenplary
embodi ment) the net wor FigrBRiis pilovaehart ilustating pregatiop of #dnterfacs comRERIR cat i on
line 308 ip a i .Jgat is) it does not directly hinder
the flow o t?)gl ?}élg%gu?th\é%go |t%—’a%ihon line. The network nonitor 302 nmay
be coupled to io the c ] i i . ing the
first connection 312 i nEEo' fzy%B(a)a:rét&%rt:}‘F%@@égﬁmg&@éﬂat%ﬁm(;‘l'rrﬁ%%@{reerp%l&lg% br eaki ng
t he conmuni catoniring peratie@rsandlilluststing nethafs af depdayirgand providinghi ch t he first

connection 312 is coupl ed b}/ gcon ecting the first connection to a hub,
usi ng an opt i EURMUNEANPR Fajysignfpama Bhnecting the network nonitor 302 to a

nmonitoring jack in a ceng&%@iﬂ&m@r .8 ry engine 316
converts the packets int h@éﬁﬁng i n menory (steps
414-422). Processor an uery engjne 316 includes suitable programying to
generate fatistics co%ﬁ‘@%ﬁ’&f“ﬁgthfgmfvl’f@ 'Bé‘g'k“gﬂ‘gcfc et’%‘ﬁ%“‘i{’(‘fégﬁf .mqg‘f’t hough
the generati ofefbntSthidubBidut, F5g. | MlustrdIes ARICIEY FEWVorR oRRGAOPhdcSARE th he
variety of ways, one preferred approach processes a set of packets received
over a predet Presenhiadention whigk s coupled 1o an exsmplagyneprarinlyl d0hwa a fist ep 406) to
generate corresponding statistics (step 408). The processing is then
repeated in a recursive fashion to successive sets of packets received
during successive tinme periods (step 410y- During such processing, suitable
programm ng stores the generated statistics in nenory at appropriate
intervals of time, such intervals preferably on the same order as the tine
intervals corresponding to the sets zs of packets. The conversion of the
packets into records permts a wde variety of further statistics to be
generated as now described. The records are generated by first determ ning
the type of each packet (step 414) and then filtering the packets (step

416) based on their determ ned types. An index is generated (step 418) for
each packet and the packet is then ~o converted into an indexed record
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S service as determ ned based on the generated statistics (step 432).
Application of the process of Fig. 4 is now described fO% rfé net
<conmuni cation line including encapsul ated | P packets whi % capsul ate TCP
*packets which encapsul ate web traffic (See Fig. 2). The Ethernet bitstream
is received fromthe communication line (step 402) and is segregated int 0]

‘packets (step 404). The packets are io divided into sets, each set .
*i ncl udi ng pacR‘é‘t‘%‘“ﬁ“’é"é’@t‘\l@ﬂl%r’rhﬁg"‘ﬂﬁﬁ meAmiten 02 geseivesdmepkrgdadnd ti me peri ods
(exenpl ary ti gBmmeHitAdhs &ﬁt@pﬁ%ﬂ%ﬂ%@& arfd rcmée? rJaﬁg,ﬁe ¥Edcdyr i ng each
one-second time period (exenplary statistic) is cCalculated (step 408).
Successi ve st slisics efgh aéa ewaﬂheebmmmmﬁumhmsm‘&e ti me periods by
receiving the next set of packets corresponding to the next one-second tine
period (step 412) and t'l’rhenommhuicﬂﬁaniimgloﬁhmyiuseaminghsad"atadfnkbé)tpsprbmcdllmose
packet s (step 408 Jor h.one-se me interval are
stored in rremt)”r“i/s;’% ’a’ﬁgﬂ%ﬁ“ g}é F@I’f%gg%&éﬁ&%f%}aca? tj%éay(e‘épfa‘“‘?’ta AR. P,

.) of each paekeh hiefarctidabprdiodsl@iritire PO0dd Austrakdd iMFIGSE I THeUaM livk &b&s to

analyze traffic of IPH‘gt ckets t he packets are filtered to Eass onl the | P
Ty

packets (st epP®us9! 203 fdhemetdn (Rff&ﬁ“’t‘ﬂ@'y GRseRS FrRiTiGBeEfves the eebwert & 186

packet is useghedsutéd08 hay t}ftﬁeaemapshtaedwhp rfﬁﬁpﬁx‘:&thﬁ%ct\w%ﬂﬁ%&t‘%4 th ) An

i ndexed record is then generated 420)" for eac packet an

stored in nenﬁhg/IP(t@fféqanmzyludmc@x@wJ HPY, T §¢MP heatherdranspert iamte'i%as a
first field F d s il lustrated bel ow 1:
| ndex (ti rrg o] @gcgébﬁpéﬁgkﬁgﬁk%g&ggpg‘?{e?g}ﬁgor'tﬁ%pggl%’f'w ergﬁwi'f&cﬂrti onto
the filteringothatapplicifién lage298 pafiisi ng | P packets, the filter may al so be
used to pass only a portion of the packet, such as only the IP portion, by
truncating the Ether netl‘heuawhl&aﬁbnnﬁlfmz@ftoﬁlﬁhgttbl&xelpﬁb@@it thvatiox énciu@elt ai ns only

theIPportioplnthes gflel ter ativ the record may
% d

include a pl uhafy4rg angsofvare scueaghele‘&w Eﬁtﬁfggetf’lyzgsnetworkgafﬁm 2003 a
portion of thechRwagele c%he@saamwfq@u.aﬁteeeﬁ@cmn stteﬁttam@ttloeamaddr ess,
and filtering may be perforned based on any one or nore of the gl urality of
fields. Any nmibiele rytocol ewrgtTt,esrewmetﬁetlij@heqnataeélby pesvrprkronyerd0e dnablec or ds
alone, or in i fn steps
300 412, 10"t AR k@Rl el fing plsed GRBRG SELRARRRALERA D P ot
i ncl udes the seatxcapdyrfanmmhthourafallbcansnmw@mpg.cchmmerrpmfémgbdedqn t he
nunber of bits in al ets recejved essi.ve nute (step
1968) - The cal Gt GpfRah ST Rl SEIvER ad s PRk ETRTE SPURY ¢ 0t he
present i nveninRBe bREEAHE it ddantS, loaé-0dy BEBkRIirD dRIafs, AlspRedima| fetrdmpagket s
and are indexed by time of receipt. As such, the calculation is perforned
by sorting°t heyt?seeléﬂ”éfé'"&)?Y‘FseréR?St temtRg bytes PUdOStATgNatRg- WENIRFING BaT h
successi ve m put &)n@Rekpage k! tt% dplt, b berednbref@GMiRAbyRE aledgOr ds.
The nunber oflgglgllttsml 'n all acsettsu r gnJOnEJe rrg cnemcgfscﬁt ate'{cai yesumﬂ ng

t he previ ousl §elayabcigbsss. eﬂxclsn atatctmma sqmﬂabeptovdedabaﬁﬂdronﬁretfmmdthyafsiits in
groups of sixt the eb r statistic
i s generated u%'?"& quﬁguﬂ% mut lcp(gto%()rltgyfrﬁgaw e(’)‘?%ﬂ‘Ia ath"g?ag'fl cg whi ch
reduces the nmebmlcﬂfona@dt.tl onal cal cuI ations needed and the tine to
generate such further statistic. A specific exanple of the filtering and

storing mas§hods p@;fcehmedf@wxmmazwmrmntbmzaﬁmndmm IsQledckiBedowieis ent
i nvention was descri bed_ above regard to Fig. 4. The flexibiljty of

data col | ect]i 'iﬁf?“é‘ﬁ%imé'i‘%ﬂ%F@“ﬁ%?%oﬂsﬂ‘ﬁﬁ‘et&mﬂ‘ét‘%qumﬁhtdé%a%@cﬁtﬁ%r ding to
the present Iggntd 0 B dqgﬁtaet B RfRlaGUH iMe'308 6 LORGohRk b3 19@hda f | OW
diagramof Fig 5. An incomng bitstreamis packetized by a packetizer 502.
Decodi ng of meortduteetorlemmrﬁmwwbeomnddmschl domyaicition rlmel31f0dw alseROMA
protocol s or SPEGC rs for
cust om or pr opi eé’? ) gle g‘gs fng &f—ﬂ %5'%% fur§ed Ak et !S{ream enﬁrEFI ayer
protocol i idnimdivacsh 1mestnwosndp 40D) nt €te bﬁﬁ&amﬁﬂhufbeg-e@wdtxﬂbba:kas(hga’pamn ng
to respond to user-defined protocols, entered using the user interface 520.
The inventive network nonitor 500 thus recogni zes packet structures of the
new protocol to packetize an incom ng btéstream The network nonitor could
then performits data collection and anal ysis nethods through the higher
protocol layers. This flexibility is not limted to the data link layer. In
ot her words, the network nonitor 500 according to the present invention is
able to collect and anal yze data comuni cati ons for custom protocols at

ot her protocol layers. -9




. conmuni cation line. The short-term nenory 508 nay perio
‘data to a long-termnmenory 510 to prevent overflow. Although illustrated as

24 May 2003 The packets may be directly stored into the short-term nenory
510 using path A This is useful for storing all data r?ﬁ"l‘é oozom t he
I ca ??/Ztransfer

having only a single short-teen nenory 508 and a s single |ong- term menory

-510, the teac t he present , jnvention are icable to ot .
“hi er ar chi cal Hé‘ﬂbﬁ-{) &Wﬁ'@f Ftéés‘fsﬁ%*‘?ﬁﬂpf?d"‘?"&awr&‘f’g‘gbd&? l“ées. For

exanmpl e, the gurrdeled fioRMhé mcslremie 'ﬂxcfbﬁﬁlmn@e?%ES@rdEﬂB@fnYo ;{aaedwey eRhéhitiek
menory) and a_ tape nenory he RAMTfills, data is transferred to the

di sk menory. Mderfape30f %PY FFEr?BF‘;F°¥‘P‘I“F"s3lédﬁll%l’af"%etstaf%?de'ﬂr"@ﬂ‘wltgh‘é“qhaspe
menory. As thﬁlermaman@g ¥ml§dd|ir11§vt af AR RS &ohﬁcx{n‘%ﬁéﬂ&ﬁp%d&ﬁ CRRL pfauouS OF
| ong-term data storage tor archival purposes, for exa cat ed by
t he doubl e sar rlwrttmtman@bldﬁz Aermmfrmdqucﬁoaganaﬂ&oeptmeliyctohmolhéhpal es 508
51 0, data stored be..r eve f.or an

for one of th& eéf%‘fr a&%ﬁoﬁg%é%es%égﬁ g’?@‘&ﬁé%‘ée cripe: ﬁﬁ}\?w Yt rafirgnes i ’% cket s

xanpl . 1 he not wares FEVRGY SRy BE PN ERY 5 T PGPS B hni cat | ons

for a period eémbumesisn aﬁwladthn@vmrumd@nmemt@beﬁao@tn@fmcmxlﬁder!h% a
breach in secur|t¥gl s detected within a week of its occurrence) the stored

data may be afaVys Eaffipon ths commupieation ins khs petvark deanitprd0d anay he caiplsdée  and
extent of .fohetﬂerceﬁmmcmﬂ nﬂ@%ﬂd&%p@@wpl ng%é ﬁrrsmm%ﬁ&y 1'9%958&{ ded by
the pack etizer 502 to the so I ndex generator . The 1 ndex generator 504
gener ates an pmmwm@h ponutena §y b@abmhmonm@amn ltnh 80§ mulansiadiihgpatk et s.
Exanpl es of ap in I ' stanpp to

i ndi cate the {:onneggrﬁo\%gs re?‘e;ﬂqg)ragg B 3?2 E%&Fp?cdr c%nﬁlegfréﬁ,atj-né t‘ %F cogmecgg Lf

packet (prot ocrrﬁhxmnﬁbingranlowmsp)xttt:merb;rlczsmcafngpmiemmkmomiaﬁ:RMtolaunber (1, 2,
3) ...), aninterface gunber E‘_écappl i cation, and an associ ated sessi on.
Record gener afSM g3 et rakalioffice; o packet s and t he generated i ndex and

generates a record_including the geperated in Al ternatively) the record
gener at or 506 may %'B?Fﬁgt%é“dt%’yreéﬁ‘éf Y FopyBk e p?ﬂ?ﬁs PERFESOTd AN Staiss B%i st i ng

record previ odghMs &t@m&y tsfepSB18420). Hi}Boessod fhd qR&HP ekt € it QRS Rltsdle MY al so
recei ve a packet directly via path C and enera e an uni ndexed record

i ncl udi ng t hep&wEREIngio gﬁwaIG:S#ﬁFIWOFPFQOWk‘@thCP#Rke‘S &tere4P6s4liZhg record
previously stag iﬂéﬁ} e) a
single recordmtﬁ(g{lggrEJhc HBE% ?gﬁétg?%%grtgﬁwkCtS%?m& gheegg{%ﬁaﬁ k a
first cell (awﬁysxemb ;scfmdmmbmdh)prmssemq@mmnakgts taocxwdawéer\pr&E&smmnd | s

received, it may be indexed, and d record ener nd
stored in ’f’he“Wé‘HBFVagﬁ samplige tl‘f‘ﬁe‘s cﬂgg HER téc%{ﬁs?&égwgis‘g?sé’f’s fep ??152 ATM
session, for exapBéessingAbeien tdpedtéiFin ae@h}sﬁemmbnemmdssm sétOoftpake®TM sessi on
are received, not necessarily in order, the record generator 506 may
directly recergevediusag susrassive lirge praiofs (step # X Dwig Sbeghéw%wsysuste%? ed i ndexed
record from ell into
t he i ndexed ;ngcsgr&él %Stor t?%%q%egms%?srtrgfy conﬁfihnlgp pa%léﬁett&ggigﬁg%ﬁl ng to a
comon ATM sesghdmervais prcfccabiyum tlnemm:d;dc:tdwlertmomervgemeanomdmgﬁﬁhm;s al so
orient the received ATMio cells within the record in their correct order.
The recor dfpa ﬁ’iﬂ’k ‘°ype identifier 512 receives packets or records from

either the record nerator 6 or, fromthe nenpry 508 and . t.hen

Chr st o zes. the TERErGlipn ol i eatkelsiy g Furil wdnrrr aroR

cor r espondi NQstatisyibro b@geneﬁ!e@ﬁemvydescﬂmﬁ wdqecoexrs aﬁrgamit&%pﬁrstaeﬁaﬁlmg or
record is a versatile 1dentifier rammed via the use

interface 520the|t1§3°E§@ﬁ“er@‘§°‘dft°R)Qé‘D<é‘id tb‘?“ ﬁI@ere;&tae Eaﬁ’ffé%(s'ﬁi’ 44 Gpred o @g“l ncl ude
t he nunber of [ r ot ocol
type at a par EremRERERE Aol § s era W E3418} 6: BHEMEER M Y Bl i fard
address) am emiwetﬁa@lnntb@):rﬂevddmoralmlbp £24) ardrstordd.in hilamonydster 428). durtpercket s are
then filtered in the packet type filter 51 b based on the property or type
identified by the record/ packet type identifier 512. The filtered records
or packets are then indexed, zo indexed-and turned into records, or
directly stored into nenory 508, 510.




The time period filter 514 receives records or packets fromthe record
generator or the menory 508, 510, and filters them basedypd ¢3 e they
swere received fromthe comunication |line by the network noni‘tor. The
records or packets are then segregated into groups corresponding to packets
received by the network nonitor during respective a successive tine '
periods. The statistic generator 518 then generates statistics for each of
't he successi vestdtistios apsthérogtaerated (sep@o6)dising theatafistick plesiot sy ginvia@dd (Battieng each
respective successive tine period. ,The filtered packets and the generated
statistics nmyPapEsang reeqrds ﬁ'%ﬁ}éﬁ’h?l“i)'.’d': Freons oF mererplifations syrb 25 & AisrRlnoteyice bl ocks
in Fig. 5 illuysdks m.s?,_atrha&; foh@yramnh B ddfusihg TERGEE YoullRY bas@d $BOfARG N be used
to performfurther filtering or statistic generation. Thus, a network -11
24 May 2003 nostatistiss (dercth0diandya billingiservige fos bitling cligdnasestonrauelity orquastity of

collect and, a : [ LSt d on previously
gener at ed St a&?@ﬁ%gﬁ&é’?grbgﬁaggg{g t@xgrﬁ%dﬁsidgg;%%fs?egﬁ‘%?)ﬁ programm ng the
networ k nmonitor for_a. . AS ' V. t he user
interface 520 may gﬁp glé&ggé %@@%@%@g@tﬁ ilﬂgj%ﬁ%%%??gq @?gn %t%ex{‘%e functi onal
bl ocks Wi t hi n comewniettiarliae inzhidingrencapsulatebiR padkels which 28dapsutate BERgdckats t he
index to be used by the index gengerato 4 _the tinme period to be used by
the time por| JUNFH SrEiRsolat el AABICTRS FUk 2k | e EOiemetbisEoagon eseai wkfgy e ho
statistic genebmtmhicidh line(stpaoh) i iiéagi'efddéaﬁﬁ!@%h&@ts (SePROBLIThE Peketd B
col l ected data and the corresponding analysis generated by the network io
noni t or 500 mekivigrd iptp s6tF.Fach selgnelvdingnacketyraceiysa dyringong pEsusEssi BI0e-sond
exanple, a disg SRV - K t @hd S : - ets
responsive to E‘L rngdezsl(g%ﬁp%ﬁ’zgs e&-fré t ere aé%@c?{léb@h{bg@fg\%?&hg{l%%rdgé%ﬁ?%afo t he
di spl ay scr eemse-seroid tise paridd 2&emphary statistic) istcaloslatgd (step 40&)d Shocessive statidtioor k
nonitor 500 ng A t%g erre?Yd dﬁacd Lo, gmgeér\l/&rgy %dm.nl t%t rz%\t;\gﬁr; pr. {0‘“ er S24 to
all ow for dyn m 700 |ﬁ§ ST O MMuRT Cat PoTs ankl hat RIPAEX S ndwi dt h
g?gflggtrrpgts, cglrcflgessgond' ntgﬂ;egw;\t?%r K perforﬁg%séegmla)taﬂmsm?gﬁ%m%ﬁ?g?;ir\ég' ;?ed
i sti i \nce. [ ily. i

that) by n¥as@HMRY GRES W%Bﬂ%ﬁ}%“&fﬁ&ogy The U*/?%P‘ﬁ&”t"?@f@?‘éwgﬁgﬁm%ti cs on a
prot ocol - by- pLigtQaQke Béred i Admdd} {step 4N las HePhr@g@lerdi@yers, a network nonitor
according to the present invention can identify these asymretries by
quantifying traffig Jdequs [POARD, OWreach photer ik el %&Jp@t@) 1f PuskCortf OPET 'y
size network resources according to the neasured flows. nmuni cat’ on
net wor ks can Iwasheptoianilyzedraffic afii packets;ithecpatkeisare fijteredue pass brdy theiRpacketsioni t or
according to the nr nt.. i nvsent. on. i ncl i t.abl.espr am.,ng.to anal yze
traffic flowst(stagffp arqgsghrecﬂr%ec% en}thae&gwo%?rﬁg’ﬁb%&éﬁd céf[g ?&g{el? Pﬁegésanrray have
di fferent =Rer\ndee fordgpleacereiatiive IP peke ($18). VAL indexad eccoddticther gehaaediseg i n a
single connunig tion ) ) X

420) for each IP packet and is stored in memory (step 422). An exemplary record having

the index as a first field F1 and the packet as a second field F2 is illustrated below.

F1: Index (time of receipt) F2: Packet or portion of packet

25 In addition to the filtering (step 416) only passing IP packets, the filter may also be
used to pass only a portion of the packet, such as only the IP portion, by truncating the
Ethemet overhead portion so the record above contains only the IP portion in the second

field F2. Altemnatively, the record may include a plurality of fields, each corresponding to
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Zs network. Nonethel ess) services such as real-time nultinedia, voice over
| P, data, and Intranet nay each have uni que network servi el ements.
For exanple, for voice over IP) due to | ow tol erances in %P@%‘{f
transm ssions degradation, a |lower quality of service including delay or

|l oss of data nmay not be tolerated. In contrast) data transm ssion can
proceed in a | ossy environment due to error recovery by retransm ssion. An
exenpl ary 3 1érion dthVRY pRE3uEPHLBLuRE dadrdss SPMshMbR dddr s Al Redh@hb) C
corresponding to different services dlfferentl¥.depend|ng on their service
r equi r enenbs perftimed basad ek anyomie o mogecd dlecitlwrglity 6 fields. pr esent i nventi on

i ncl udes programed features which identi fﬁvg fl ows corresponding to each

i ndi vi dual ser vi\@EnemeRr of steisees eande Seqsrascd lem thestosdaespsdsalee, eriner act i ons
wi th di ffergntsedMlifeRansdddifse thghwkgﬁ%éﬁpatéﬁg sl@Fs 4566 2bYn l%isregh%@.%,’a for
exanple) to nmake real-tinme or noh-rcal-tinme declisions on optimzing network
t opol ogi es furthsustatssyic novwelovheat sfontesgandlodes thetratio af sheasimbevef tats it i nal
configurati i Qv di rvice.wt.h i own
i que. quaPrsSoRDRy i hEhu BRSO a BhckeR Mae LR ESHER N B
conf i gur ed 426). rihe eclodatipmadf ithiy statisdé orfaglimet iatoprdidg to elievpresentsheentiod, ibecuse

ding to diff i d different hosts and bill cljent
Gccor o nol e SHIPS PERHONS AP SE BEPARS S HF U LKAt P rBe 2 SR sby cs

rather tharajpiilaércs pefdrinad by siréngint kdcods b indpx, eaaiding Sheysetibirecsdsfockaskr vi ce.

For exanple, a client na e her uplimted Internet seryjce for ice over
1P communi SHIEH MBI ARR B 0E AWTRSrL Bis Iieach SeLRTESORES: ThRBURRRF pbPYS

noni t or  SOQn AMYackes BérahiButs nidlyibs chi6Slak @by sunlaing tHeprdviowtlyl cBlbia@A bltkeudigimber

duration, and destination of voice over IP call's. The statistics are then

converted t&NHRES PhePITHEORARITOR SERPPE AESUHY (therpRy esyalingAns ménusid Thee the) i ent

is billed 3ae0% Walidicys gehBdRd usiRe both e \Rlre SMBSIE! driGe didtad sthtRBSs, WRRh! Nt er net
for voice over P calls, may now be billed according to the quantity,

duration, apdhceretde nymbdr ohadsitional dalsulatiorisqieettsdand be timgric generatenach fusther| ephone
service. Cjgnts may sinmlarly be billed based on a nunber of e-commrerce
transactions) a nunber of stock trades, a nunber of requests for real-tine

stock quotes, and.Qt: 3 d i j ave

servi ce cont racﬁssP?%Q?EWr%é]ﬁﬁ? fell(ras're}%g aﬁt:l %tﬁ%ﬁ‘értgfdé?ﬁ%ﬂeeggﬁé\%rg qual ity
of servi ce pPK sRedrdingdo theyprdsentiiitenien wesclssativetabpve Kith eegarsktk FipoAi The nay

al so be “Sefﬁ’ebe‘?utg%FH{ﬁ&ogﬁéﬂf’dn'aﬂ@%r?al)gist{)etﬁ@q’s‘ék&ﬁet& x‘}tr{)@n%% cEQlaifs (MRl ant ee
m ni mum servi ce standards or servitcte Tevel agreenents. AS descri Bed above,

t he col | ectmresentaneentioryarbdesasball Hetow witle teagatdyto 512 8ath dlowdizagrarh yf Bigéaches i n

security, to identify inproper network use or illegal activity. For
exanpl e) packet sAmingoniieg bitstreamn édpatketizetbly a packgiaert S0RuDacoding f shetfiisaérnnave

been 17 9 ik R SebSR Ho e S 9SS e asea on
-13 24 NespedfiétBparameters for custom or proprietary protocols. For example, if a new data link

layer protocol is introduced, network monitor 500 includes suitable programming to respond

to user-defined protocols, entered using the user interface 520. The inventive network

monitor 500 thus recognizes packet structures of the new protocol to packetize an incoming

bitstream. The network monitor could then perform its data collection and analysis methods

through the higher protocol layers. This flexibility is not limited to the data link layer. In

. other words, the network monitor 500 according to the present invention is able to collect and

analyze data communications for custom protocols at other protocol layers.



Statistics froma network nonitor may be correspond to a user or a group of
users for profiling the user or group. Mich Internet adv?rg\iﬁ%' ng' S
‘directed to custoners based on a custoner profile genera g */ Sking a
‘user to answer a few questions. A network nonitor according to the present
invention can filter each received packet based on its contents to build -
individual custonmer profiles. For exanple) a node which nonitors the,
Phi | adel phi a cust oreie phekete niigpe Hiedlty atbred Wd the BiReterin héReR SYGhdngbalrA.bef or e
it enters the Internet. Al so, the returned traffic to these users can be
anal yzed by | oBKf ifgsefelifpr stqring gil data receiprddrom the cammunigatipn line: [The phosttens or f or
the web sites LS| fol I f users may
t hen be genera%‘éergbrgggsegﬁ%hgt%ﬁ}e@g tlratngfrglgc{épﬁg% gon? gér;[n;i?egﬂeotrfglo()%g#? cn?o the io
user whi ch wi |dvetflawofAlihqughriustrated ag reing oaly asingle shat-team gemery 5S68vada The
met hod descyi be ve for filtarin simlarly be.used by | aw
enf or cenent” ors"ggé%lggg' T g}efnlo@f %ll%'sthf %a%grryﬁs %‘5% RSTRRLIAY R4 %ﬁgpp%f)abg’etf’ ect
unl awf ul act i vdther hiztaréhicahimeinbmystraoniresindlydiny a slera k9o fetio dsviceEhEorh et wor k
nonitor may al so be t;{sed to prqvide data to a playback device 530 to is

S

pl ayback cl i erf*aBREheREMARiTRAY HRUHE 2fBIdPT 3cses TRamany RAM) 8 difkimicmans 8Ms | i ne.
All received pAGKEhSmIRY ADeROOR S dad M rahdiefedltd By‘é%fsﬁ?h 9,@@?9\5% sk
particul ar session. Thé session may be identifie baseg on information

i ncl uded i n t reemern Kids,dlatahcimnsferedto ghe tipgmethonh Asghstaparmémdry fillntapesare ecei ved
in special pac I ( { Lrector rotocol).
The packet épcor?@é%sgﬁﬁﬁﬂgﬂ&% @@gg@g&gﬁ% ﬁcﬁ%%%"g%eoqﬁoa S"efor %‘ggﬁgi %s SO a
fashi on ori gi naditatedyebeddubl? atrowttdithe stoetrtermihersorpg0$and bewigerthe usmondso r epl ay
all web acti vi f user,or, of voice over, |P conversati.ons, The_network
Toni tor may bethori0) G TP e RHRer BR i PG PEAET o1 PRELIE hat
transport trafdprcatisnsFa233P4iduEde@baby, Or custom protocol. Along with a

sui tabl e physical |ayer interface between the network nonitor and the
comuni cation | i nexqing 88 packéts BRI IMEherdrP Blal 64 @dsifedXoPdOGRY appREAORL er S
using the user interface. The paranmeters define the structure of packets

wi t hi n t he i t538+ Berraxampladhoretieark manitas enay erprogrammed érstqre albcommunidadondet wor k
nonitor to se r o0 ' i1 ameters
Ty al so def i e Frnpaet fPRAE L AT B ik, At Rl BRE

configured w tdatectad tvithingiveek efSitstoocymremae} tieststed tiats tnay be dmalysd byhetrvotiont ent
of these packet fi 4 I\%ﬁ Z003 nonitor may simlarly

| ds. Th t k,-14
be programed mwltkg‘e%?vgmgﬁggg%‘ﬁ%%cﬁ%ﬁt3ft§%lprf pondi ng to custom protocol s

t | hi gher than the. | nk | L t the dat
1 anom Sai on_pr ot od Bt PO PBeanhaRRE bR of MEpifae 128 08, o

field. Packet SndekaBsemtértsed. ThaORdek p8irdt6rS04 Bendratte si indéM doRBspbititgltd @ndort i Me
stanp value in the tine stanp field indicating a tine of transm ssion by

the source. Wieafe pfibe feaeieskpacketsy Exanrlescef an infexccogesppnding tp g macketieclydedt i nat i on
can conput e t . e BindidadRdEes 0k Mhvil b the QnR Bhitht BIPSL5RKE CE Lo
t he destlnatloneby = tracting the tine sta value Froma current tinme

val ue. Thi s pr(pocal and/ot layes), thersize bigaklet, apadketwaynber A3 &1 sk aomtedfadeay and
quality of service rreasgra?rrent? b% oel 'tggisglati NGeL tae nce&c)ir fogrre o ni cation
bet ween net wor¥™REn T WPLCAIEN 3R] HEiesiaied sesyigh Recqrd Benaralor 308 recaty e i

moni tors. BOr packegtan®the genvedteddndey andgeneiagpareadre inchiding thedesdrated iidexs m Ssi on
pat hs between the source and, the destinatiop, the one- end-& 0- end

t ransni ssi on d%l?c&taflbﬂy'i“ﬂﬁfﬁfr°ﬁ‘la¥‘i“6‘ﬁt°669§§“"r¥c99mg'|"6wd?§°‘i"Ff’fRf%?‘i‘ddﬁ *&%r di ng a
particul ar bot l.eoEak SAFUAGHES REEIR HmoRS508.0310C $héeebrdlgbialdRnapMso FOT

i mproved bottleneck di agnosi's, rather than only cal cul até end-t o-end

del ays, a net wenelve apadkeodiregitycor piting andgenkrategn esindexed nagashincluding e paeketc oupl ed
to one of the internedi ate separ.ate transn ssion paths.between our ce
and desti nati 85?“‘**6%“9‘?18%‘6%8%%6’%? OISR T fe\‘f'é’u{f léemrtcfl e's °ar¥r15)68{]’/glots}e from
a packet traversing the network fromthe source to the destination. The
time stanp value nay be subtracted to the current tine at tinme of receipt
of the packet by the network nonitor to determine an internmedi ate duration
value. One or nore internediately spaced,yonitors may be used as described
above to locate the bottleneck in a network. In an exenplary enbodi nent
each of the source, destination) and network nonitor include a GPS (gl obal
positioning satellite) interface for receiving the current tinme used to

cal culate the transm ssion duration. One of the netrics that a network

noni tor according to the present invention can provide is an indication of
t he nunber of aborted connections for a particular sourcedestination pair)
for a particular source or destination, and information on the ratio of
aborted connections to total connections for a particul ar source or

N o " Y - e - P ye— o e e




client and is then closed by the server when it has no nore data to send to
the client. If a TCP session is closed by the client, t\f:\zg I\!&ihﬁ&&es t hat
-the session is being termnated prematurely. Using the an exanple, a
‘client (user using browser) may cl ose the session for reasons including
simply changing one's mnd regarding the need for the desired data or due
‘to inpatience due to delay in receiving desired data. The network nonitor
Teceives a packet oY1l hné' ! i : i if:Les
whet her t he packet %%gf%ﬁég' té é l'%I"?ZJTPél g’g}égé %Eﬁcr?tg{l g‘g”%%ﬁ?‘ﬁ% ﬁ@?\%\%&kﬁmni tor
may identify wWWoerefirstdel (3fiuck eize packet) chGRspoadikgto tpyATM eessioh isirengivadidt decodi ng

a protocol io field in th acgket, which i.dentifies ich of sever

e aneport. | aydPhfidpisied 48 aR BOs stphimh ok SRherase i Nef Mk O S0
identified as s10PThé i@exThdy telah edehtifien 8f (RERTMEdeysin, fof examPpen Wiieh @gthesdeRp 606) .
The packet is then exanm ned to determ ne, \‘get her it _qpens Qr is initiating
the TCP conhecOfBWordingts “EfO‘ggM sgspion Aig TepsivRc potinecesyaalydp arden e ascotdni ¢ ati ng
packet of a TCR,&888508MmaydireQlyFbcee tHebiece wwag%m@nire&rm@fmm%ﬁ&&éd ons for
the previously identified is (in step 606) TCP server Is increnented (step
610). |f the paddxed reperd from mamonpéddi 518), cpmbine the aewlyréceivedhéetldnto thext

det er m nes whet packet. | | 1 i0 St 12). If
not, the networ &%r%'tr???%%r ﬁ’gag&slmi %g%ﬁgik%é%%?azgﬁ%%q%%oa c&Tﬁ]"eorn \;e\“)lpr sl\g t he
net wor k noni t asesstbatie s tonmaen fesdré pheGrécbyd gdneratoe§06trey atso priat theaereived ATMNQ

cl osed by the server) by examning the FIN bit for is exanple, or whether
t he connect oﬁeﬁ%‘vﬁl@%ﬁ@ri"PES’s‘éH‘cB)?g’f%&mé?ri ent. Cosure by the server

i ndi cates normal termnatjon of the session and the network nonitor gets
the next packet (sfréb’%%'é&?c“ffl%df”é‘“g? 53# FFéF‘V‘EsWéﬂ‘eisl‘?émE%%/ F‘ﬂ“tﬂf 'g&t ed
premat ure ter il pdbraRt 50618 FORSEE B d0RardtRNRhAHRerizb AR HeEeiveR Phdkets _
corresponding to the particular server is increnented i\step 616). The ratio
of premature oiraesordsdy identiffiag itbeomespputing dyre’ onPreperty hd hp ipe PRIPREFY 863 ver i s
is calcul ated . ] ggaﬁ;nlg% t | ue
(step 622). 1f %ggrrrg%?%lsgggﬁég&ng%@gr%‘ngaf@égxg xcee gﬁt eeﬂérﬁr?%gf , the
parti cul ar 1serBsamples of pheket of readd typesar Propatitsl imduds ghrevnember(of tasipdding biks known

to those skilled in.the art, in so etworks .all ckets carresponding to
a particul ar 1"6%”@%‘5?‘8??"%@""%‘? P"PE’E?)QYPCY% B%W}af ﬂ§%§gﬁgeﬁ(§ﬁ?ﬂﬁ?ﬁ z@grt"fsbn line
and 30 ther ef or ®stifMoadrebe al@idaséraD, 4nd an asplibgios IMeThEdordsRpicRéts arbit er f ace.
A network nonitor_ - 16 24 May 2003 '' can he placed in proximty to or on
a server or clthenfiltered in thgpacket tipefiligr3lbbased optheprapsty QFAYRF ideniifigdby|tRe net wor k
nonitor interf : i ;  ds
correspondi ng rt@%?(g %E%t“g’.@ l#ﬁgﬁé? g%'gﬁéﬁggg?%gﬁﬁﬁgf%? éhkgtrsl%l;tgﬁ’glrlleiaﬁé;ﬁlézm(ad to

det er m ne whi dhdesed andrtgmnerkiptolesotds,roy distctly storef intamemee 38,819 enbodi nent ,
renote network nonitors each | ook for FIN packets, using a filter, for
exanpl e, and upon de¢ thot peripd filter N4 peaeikestredords pr paskets momthe serged demrsitordirng t he
contents of the FEIN to central nitor t.n e "troubl ed
server" deterﬁﬁﬁﬁfmgﬁgsg‘%ﬁ%&ﬁ%ﬁ“i’%@ﬂ?g?isgn??]gltggrrngéhg F%Sg"r%}ﬁ’a&sﬁ?‘f‘ F\hge abort ed
connect i ons angdminfiaidktion)line gy the Qetivokdnatton €hs raatids otegacketshecthalregtegarddt h
regard to TCP sessions, these teachi négs, are 'howg‘gn raIJ%/ a &: icable to

ot her pr ot 0coliBIOZFRYEPS ePTESERSBHINGIOPATES CF’é(ﬁ‘LWst SPAVOFK BIORIET dpting reactivg
identifying tr : v 3PS5 1B the RefistRs ok esBlol a

sessi on mags bes'gg%%sﬁgé%gpg @%'ngﬁislt%i'sgg({dg cgy th})elgsﬂéérrrle%e%gdgée.s) V\hetgtﬁ)tér it be the
client or the tesusessive timembdpdsi comespentdingde parkesmrepeivad durirg aelyrespsctiveansni t t ed
in separate packets from ory on separate comuni cation links fromthe

sessi on cont rcﬂmci’?%%vgé‘&gsp.m(ls In a father alternative enbodi nent shown in
Fig. 7, a system?7 r itori co i i i e present
i nvention may incl &é%ﬁgﬂ%‘f%?ketﬁ)ap %H% %%ry}?%%%c g‘? Zbé;‘%%rg& l(éoup oég ?%
respective CorgingbadkimRe funéidaaliblocks in Eign tllustate thitakatohtantt-bfmentary Fay st |,
second) and third network nonitor ngOO 7.103 720. are coupled to théa first,
second) and® t Hhancpeaia besed doperignm furtherdiltpring orsiptistic pansyatipn s FUSI A NGRYYX Each
network monitor 700, 710, io 720 collects and anal yzes data received from
its respective communications line as d(_a§f[i bed above with regard to the
data flow diagramin Fig. 5. In addition to providing independent data

coll ection and analysis) a systemincluding a plurality of network nonitors
700) 710) 730 may correlate data received at the different network nonitors
to provide inproved network performance analysis. For is exanple, one-way
del ay may be calculated for data traveling fromthe first comrunication
line 702 to the second comrunication line 712. An exenplary nethod of
calculating the one-way delay is illustrated by the flow chart in Fig. 8.
General ly) the "sane" packet is identified at two separate network nonitors

I L O .



~0 The UPDP is a portion of the received packet that makes the data unit
uniquely identifiable. For exanple) for an Ethernet co i i ne and
<an | P payl oad) the Ethernet header is renoved frontthennggw£$}h6Q§ P ttl
*and checksum fields are zeroed, and the |P header and the ZO succeedi ng
bytes are saved and |ncorporated by the record generator 506 into a UPDP
Tecord. The UPDP may be different for different protocols and ~s may. be
programmed usinfe@itbriecdiding to thé RedeiGaventldiandyRERrsive o l&t &d ainEl?szafabe' net wor k
nonitor 700 are conpared to the UPDP records of the second netwo noni t or
710 to match pefcrasing statstippasedqnaysevirnely senrrigedrstatistics errtpredraskris: net wor k

noni tors nmay conmuni cate via a conmunication |ink 730. The comruni cati on

link 730 may be i ni®aditing OrregraBingiisinedkorkoponiper forecusiomipReatBni t or s so

t hrough the n t he
comuni cat i onﬁ ééﬁﬁéﬁ%g@/ b é@ﬁ% éefr?gnt gélsﬁ?/&lgxgﬁn%uo %‘E on éﬁe e(%fhhacl to the
net wor k over durcaémapblocks \\hihmdhe wetwarkl monitpnFarekantple, aaser mag apieeify ihe tndex

connecti on, r. exa ) eagh mat ched, pair of DPs, the
cor r espondi ng?"tt?ed@e{?ya‘ﬁf‘)&’?%’?gef’%ﬁ{f@ th§§'5‘8ﬂ‘a1° é‘{‘?ﬁd}s&‘l]’??bth??‘&? p?"é’dggﬁt ract ed
fromthe corr gsfandiihe gtalidtieetode gererated by telstittichiencrdtdrsh 8 £ et@lopek noni t or

(step 812). This tine difference is 1-ts2 represents the duration for the

dat a correspoﬁ‘éﬁc?f’g“’ﬁdmﬁﬁ@"qgaPDP to travel fromthe second network nonitor
710 to the first network nonitor 700. By cal cul ating the UPDP) the

transni ssi on dur at Thsrfoligcted d@@@p«é}hﬁcmqgglag BRe{RiS @enefatqddyy thafetviask ond

conmuni cat j,on poh & %od bZét% id3d 89nd HSnct84Pp1iQiionis 532-536 Y BY; di f f erent
comuni cateloon [())I’ ot ocof}‘%y Vle detrerm ned mgéco“rml ng to the aﬁé@{ﬁ)gd descri bed
above. In an dsplaptievior Sa2yey display statistics, re¢ands Odpickes Bspoosiveto-use 2elgation as

lized he f
ggmn: é:ti (()ft %r%tre %eg%‘r@wdﬁp r@grlggmr}f%rﬁ%wlhzcge n?Yéubtr C'?I nlgrtshe del ay

xmt-delay for th acket corr od| tothe v first
communi cation | ngnf arthSttcﬁéc'tefa‘rEé% nl? SO OmEr #qglxﬁagtbfgf%'gd g)? 2trffh'm(@ﬁuatl on
bel ow: Nor mal admidistiebrérrutédeshayw aHok el dyhaild routifg Jf B¥mmpedibRaml attwbaNgt h)

where |ink speed IS, the transm ssion rate on the first conmunication |ine
712, and péckBdvitilmanassmeniealodngihasoyicldanagerertt 99k et fepropsive to

conmmuni cat i onghiidtes WHe§anGiRRoReRRIk ﬁ&foﬁ%cyﬁﬁg readi Bﬂapﬁx@:xﬁt@& fhhegy net wor k

del ay may include conponents due to queuin el ay "and to transm ssion
delay. As ill m@sruan&@hﬁb’ya}tdﬁb)'dmdayPT%W“‘(&“&&'{%W“NSM'gpfoscohbb!@f@?@i| stic
generator 518 be
gener at ed, thg&gst‘lﬂa ?fséfémc/ﬁﬁttg%grhgt ‘rﬂfi%t%oﬂ{m t gaktc%rgmgﬁ tg{ﬂvgf]ﬁ?n%g in the
packet and pr dientify theke ymiretriesby qnaht(fymgneafﬁeﬂmwdogmwea a¢tworkfadmm|snratorqoor ation
into the UPDP record for use in a normalization ~5 calculation. Round-trip
times may Pe BOPTRENZEPCHPT teFﬂ“F"ﬁfF;‘t“é‘&Fwﬁ%’PFﬁbm‘t ﬁ%wgdel ay from the first to
t he second network_nonitor, and addi this @ tcheg ay between from
the second to the FIPRBYNICHIPHREKOY ‘h"i“ & pptim a \e*yHEI cul at ed
transm ssion dalyax r&cﬁhsmtéoreh tdge @M@ﬁhﬁ@ﬂﬁ&ﬁténms attastttsrogﬂamu@ ®cks of the
first and second network noni ors 10. The network so nonitors may
conmuni cat e vinelyzetraffiniflows ptawny protpsoliaer. tAjtheyshcdiffesent sesvieasanay havestiferent v e
clocks. In an nchroni zed
by receiving a%?%h@fcég@?ﬁﬁ%g%}%gmﬁﬁﬁ %{eggﬁjceﬁ c%fgmﬂ{nﬁalz&r@ exenpl ary
enbodi nentas thﬁwbxrkaNs:mﬂ&Essmerdedsat)chms regbmmmuleuheaa vaick ewae[P dita,apdur acy | ess
than 10 m croseconds arl‘é t he dkfferenc ween ? cul ated del ay
and the actua “fa%fftaw °§°h YIS AR ateWEFS%‘é%Was or °ﬁ3"étpis BreiF &

enbodi ment, thed@@t'immtdldriﬂécssiﬂHét@@tra?lgrﬂlssl&ts@eg‘rhfcﬁhm Wwegh@lislofsatiee | i t es
such as the gl obal positional satellites GPS% and each network nonitor
700) 710 i ncl inglading delay:er lossiof fase mpyeras be/tolespted. dn patrast, Jata ItrapsMisHOBS& or nore

oroximate to Baart st hEry ARnin GEBRSERIADD 1y AR AR e

net wor k nDnitors 700, 710 may include a master GPS receiver and the other
may include a slave GPS receiver coupled to the master. An exenplary
network nonitor is inplenmented with a hg % conput er having an interface
conputer on a network interface card (NI ) coupled to the comuni cation
line it is nonitoring. As described above) data received by the NIC nay be
processed before being sent to the host conputer. Al so as descri bed above,
the network nonitor may use the time of receipt of data fromthe

communi cation |line for generating network conmuni cation statistics or
metrics. In order to accurately record the tinme when data is received from
the conmmunication line) the interface conputer associates a tinme of receipt
|o mnth the data (tlne stanps the data) By haV|ng the |nterface conputer

o, - . T o, o




elimnated. In an exenplary enbodi nent, the interface conputer includes an
interface clock ~s and the host conputer has a host cl oc54 M’W Bg§t cl ock
<and the interface clock are synchronized so the host conputer’ can use the
time stanp to accurately generate statistics corresponding to the received
data. In an exenplary enbodinent, the interface clock is inplenmented as a
counter. As each packet is received fromthe comunications |line) the
current val ue giutet b4 is oofigtred toTos GRE drSpontiing td difref 36 kREs diffldéupacket is
| ater transferred zo to the host conputer with the counter val ue.” The host
conput er i ncl uérpendingrsxtheirgepiige requieendini zed with an absolute tine
reference. As described above) the absolute tinme reference may be provided
by a gl obal positi OfieHetwer:raenitp ascording torthaspresehigaventigndinglindes programinede cl ock
are synchroniz E [ r : ' wi th each
packet by the ?%P gg%é"%é%ﬂ? g? E%{;ﬁﬂ?ﬁﬁ%ﬁ;gé@}xﬁ?@u@?ﬁgﬁé%}d’r%g BF %nrﬁice. The
met hod of syncproddé for amplystsef interatibracathclifterdat wartitest flds indertmatidnady beused
described with reference to.the flow charts in Figs. .9A and 9B with regard
Lo the host cOMAUPEIE AEHc. (Smeerepkime o R et depidets appymiztgner al Iy,
the host conpudedkorRespoRdics,abutes, Graeriies ssgreptRinVeld. Uachievd foptimhelhRGSarich 0Ck
counter fromthe interface conputer and uses this value to correlate the
counter to thesuHade fog prayiding eaqh and eyeryservigeyvithity gwn umigrequelitygf sevied gs. 9A an
9B, if the hosk,GRMREL er has received a set of packets fromthe interface
conputer (step %02), t he host conputer proceeds to request the counter

val ue (step,906) fr I f : N " ..counter”
nmessage ton% he i nt ékr e{@ g%%%pﬁ%en?a? %Ic?l&glﬁurtggfeonl% cgr?i'gﬂ&eﬂr%%fo ﬁ‘g%ﬁllytoge

i nterface conpatvace sgtistice soreespomting fo qfierém sevices and diffemntyhostf antdidll Eleats conput er

Comuter to | TRETYEED: o e)epeliaPEbe bR nRRon PP L e B P iREs ot

recei ved a setflatatghbilling fcr pravivasli omheannedndivive. Rerickample)a cliag kRp sseflef a

ti meout period _steg 904%, after which it requests the counter val ue (step
906). The host"THBHALIETTS SEGFLST YHRE WYY cemprKeation.j Aesordedpthopssenhinen i t
requests the IiNAGIRGR deRIoRE BbnioP5007haYTendie Radsh& forY REdRGREIEATULET
receives a "get counter” nmessage (step 920) from the host computer, the
interface conpumber, ttretiongendaiestinptéon of ¥eieqovepiP)callgh dihp stetistics dretheugoneertely i dl e
or whether it jS.&eceivi : mi LQnyldne. ..l f t idle)
the interface t(°:§lrlr1}5n lgkrmézg%agﬁhgtb gfg@%‘:ﬁgﬁ@ ryr}zfggétﬁsgoﬂrlrégsagcg)é%n%% & host
conput er. |f ialIgtemedsabscabar Hacwskathe Intapmep folr @6icd dveniProakid) may hew bobinéer val ue

and subtracts a preconputed. interrupt, servi.ce tinme (sfep_926). to generate
an ad] st ed. caUTRIRE (b et A st eral P E B AT ETE 098) ¢ he
adj ust ed ceynti@epheas skevited ClidRs Map simAeibetbaled badRe o s RGAHEP B ebninitr&r I UPt
service time corresponds to the duration of tinme between when the interface

conput er r eceittREECHNS, LRAMPERA siogkidss, 2 npmBbar ohreaysss for ral-ime fogkauptses and
| nterface conmyylfirafih Mhé?'%tehﬁgvém%cnfsm%% settfide Q%ﬁéﬂgtgﬂmuﬁﬁxgggfepegpm er

val ue. The preconputed I nterrupt service tine nay term
exper i ment al | ybillisg raes degeodjng oramquiality @f jerficerprevidedphemaybatebsucerditgy.diir at i on

of tine between en the interface,receives t.he reguest for the.counter
o1 et e SRpiaiemabifiy maRalSt beE et Samliute HiM R te bl & ment al
del ay nmeasuy ergafrasted Ainihiem s@lisy/stadird g se0iceRivel@peéméntson, the experi nent al

As described above, the collected data may be used for security 528 to identify
breaches in security, to identify improper network use or illegal activity. For example,
packets may be filtered to identify particular files which have been FTP’d to a server, to
identify who telnetted (logged onto) a particular machine or server, and to see what they

30 typed once logged on.
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is request is provided to the interface when the interface is known to be
idle and the interface only services a request during nobwayﬁpbgti on when
<idle. As known to those skilled in the art) the response™ting o he
Tnterface conmputer may be taken repeatedly to generate an average service
time for use during operation. Upon receipt of the counter value, the host
conputer conputes (step 912) an ~o estimate of the relative frequency of
the interface cloclkStaistidstf@m ztx&t\t/&rbrﬂ%ﬁisdrn&9wwrﬁ§poﬁh&ﬁzkuserc&lmgrourzﬂus%y 2003

The rel ative fregﬁen gsgaé_ be used to correl afing, counter val ues
PEE

associ ated w t }ar pradiiieg eV - %W‘W‘Fﬁﬂcﬁﬁwé&di@&‘ﬁ%@tcéﬁmﬂﬁ_ﬁ Pased he next
execution of the, a¥iReY HBAIE brePlled by 4bikiEa uskito %w%%@ﬁwc@@ﬁomﬁe%eh the
host conputer subtracts a host intérrupt service tine romthe tine
recorded in stmpni®Oschrdingtethe present invention canrfillendaclyiscdivedpacksthasedwnstsaccount

for the delay b 8 1 | he-ho [ Y he.count fromthe

i nterface tg t ogk\f,’\l@ﬁgb%\ﬁﬂﬁg%&“f@gal %g’?‘ e%:%’ﬁ%‘ﬁ 'Zf'tsor f’ﬁ‘g‘%lr"eﬁ?‘fﬂ)‘g“‘?'ﬁ’é%%’ﬁ&v. In an
exenpl ary enbophiladdiihia custoniet base maybdkatrekery picket iamosegardt befoteit @tkrd the a
respective co nicajion line are._inplenented as single unit and share a
comon cl ock. %ﬂ‘f‘ lﬁ?lén]?frrf)‘ﬂf“fgf’?fgﬁt‘\/d‘?sﬁuﬁf‘l?“?"r?é‘g]é’ffrqg’gﬂ°%‘l“¥5c§§“%'5%)cfﬁ‘r oni zes
the host cl ockspe@fidMektwitHiethk pitRets biePhe deSaes Akied bghﬂehxs&ahapréfﬁesér%?e@ from
any of the respective communication |ines. Figs. 10-28 are exenplary screen

di spl ays i || usresupegussrsgraythendgigenrsaied hased op thedidtere&dnty toftengetepmipitigthang dat a
col tected and ABAlaRdiE ofintkelRuke B ipiMfb'eflailC PR hBhdd dikHat 2

anal ysis by a network nonitor according to t present i nvention. The

di spl ay i n Fi gpbovesfod fltdring mag emnilarly bdbsed by lawrrfotcehént onseswitpofficialsasre 1030,
and a buttons frame 1050. The tables fr .1010 incl.udes, a first portion
1011w th sor dBRT R Riseon o et TuarERGR S mouiet e el "and a
second portionsd@1l2 with tables of statistics corresponding to received
data. The tables 1023 which appear bel ow the sel ectabl e buttons, boxes and
fields include ent mhesetwoikmmRoradydkobe uiddeo fravild dad 19 phgbk BRidG3apal yzed.
The plots frame so 1030 includes plots 1032, 1034 illustrating statistics
cor r espondithg Riaybackclips} sepsigny whichWere pigpitassdsiram thegommumcatipes isgedlla set of
user - conf i gur 3BleR eRHLdkeiE fray bERcArBt ankt HeH Gl ROKBSedtRG akhe boxes in
the first por ta’?gﬁve?gléf of ai”he tca{bl ea§n frar}é 1010c ma ‘;8%’?%‘%%5%%‘ gg@fi xed to
prevent user se$seomayrbeddentified bagedioo irformationgnadudsd in the packentheyselves othe t ext
boxes. The fu CtJ ons_assocd at é’nr‘"‘e'in tnhe gﬁti% soar}]d b%xe z§ gi S:{s)l'a ed in
Fig. 10 are desaérdioﬂgsf“ﬁglm i §?arfi.J PR STAFY OF T et ST Bc(f 1S the
begi nni ng ti nedifectorppadtocdl). Thepickas Ednespofidingaltyezsediod mehyithien be plEYddtbacian e

di splayed in the GQUI. 2. St OJ)Z The St olg field 1014 sgeci fies the ending
time to whth Rianaggmally Ps cgiad fohetse rT&‘Si“E%’wFé?M!bF Seér“éfeal_?%ﬂl W¢d in the
GUl . Thus the ;ghafldrRuR of dRbte oRl IH & hdersalifdd specify the time between
which the traffic has been analyzed and -22 24 May 2003 presented to
the user via the Gg, néﬁb&kfrﬁaﬂh@rﬂﬁa’i’ b@fcoﬂfﬁﬁreﬂnﬁﬁﬁsle%%oﬁﬁt&&ofzﬁrﬁhﬁﬁioﬁ%é’ 1014

may be displayed in nmultiple formats. For exanple, the contents are shown
in a date for ribat tramspéit tyaffig 0singd propristary oresiustom pretocelo tlengt withraesyitabde di spl ayed

as +/- hours tp%y!i&?ia%}'tir?tellfzngbet@eéni tﬁr?neWAr@HoXi?or b4 thpgon%h'\fnric%%n lEnie,rraeusert he

25 may enter proprictary protocol parameters using the user interface. The parameters define

the structure of packets within the bitstream transported on the communication line for the
network monitor to segregate the packets from the bitstream. Additional parameters may
also define fields within a packet so the network monitor could be configured with custom

queries to provide statistics based on the content of these packet fields. The network
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s term"now' may be used to represent the current tine, or the term "never"
may be used to represent that the data should be conti nuogfmamed 3.

W ndow. The Wndow field 101S indicates the tine interval C

conpute values to be plotted in the second frame 1030. For example, if a
user enters "1" as the Wndow field) then the values in the plot field are
plotted ro every second. The user may enter the values in the Wndow field

in using um&%oaﬁaﬁmmwb@ﬂrsormmww B8 5nfa%n£19§e<ziatatdoaesp%dxhgeo &E@Fns (e.g.
l's, |ns, to indicate a tinme resolution if the unit of

hor i zont aI PSQE@HOéS gt dayessrhegher than wediek/layetndow field 1 O 1 S i ndi cat es that t he
resolution on the horizontal scale should be automatical Ié’fset rs 4. Top
N: The Top N fi & & exgmplagyretyerkdhe dxRUrRSRiSHAMPARIPASL Proyideeior pachPaghst tot he

tabl es 102‘3’nc‘1‘ﬁe?&§in%8§ﬁ?%ﬁél@ %ﬁ%tg E‘?ﬁﬂﬁ%&ﬂ%rﬁ ?Foul‘cgzltﬁ Estﬁ o idOLES2 fhETE

1010. If Top en t 23 W I nc rows sorted by a
particul ar smmmcuathaenmcmtamsfmmdmgnwmﬂe off rfan's'ropmlom By the @ourthelWhernige t abl e

1023 will de 10 ra articul ar m_val u endi ng
order (i o gt 8 Tsc e AR SRR e BieBBionH Sl BByt Pl fars HBBEC Lo
wi ndow 1017dudmm bt ddsy faorﬁ lHetse\l!rcet © tbeedea@qmtxbeﬁy ktcbtﬁahmcdm mmt stahp valus frbmy ed.
For exanple, Filter ¢ 3 g?l%(é(é | EE 3" to éresultsfor
packet's wi tAFUFERKITRE Lfe tl"iftp&l ol plig¥sdpnsimp ef:‘&‘}c ‘H%ﬁtéanﬁw @Ry | tered to
show only Iqdalityaf fdreice medsutebfits B elifimgtingliBle Qedd. far' conmlinttadbs pdrayenrmesadk s |1 S
~ for IP traffic V\heaéc?‘ ei t her, the source or destinati on host was 10.0.0. 1.
Vari ous corfB‘P’BB?“ftPI"i Packet,palts 2hSeRYAEngINOTk BONEIS-DNS:  The Do DNS checkbox

1018 converts entries |H(mcge tabl es 1023 from.a nunerjcal representation to

a textual represéht a8 pdingmanyjeparate intgraiedials iransmissipn paths belusen e o

(the |'P addigs hnd the desticlatidR, thel Bi-whyYerdl-BREH traf¥nfP¥Rn-ddfhtion AfforviMo 83
(Domai n Nane Server) may contain a map’gémtgf romthis nunerical

repr esent atf% H‘%fdct‘ﬁémqﬁoaﬁc&ﬁ@% gy gfieck Emeadierstbstssn thepsaprce gl e)

the 1P addr&3gnaliOn OFd- 1ﬁap{63¥d &ﬁtl&@éﬁ’c%én%&is rﬁkhérhﬁantcﬁﬁ‘}é&?éula'i@&"ciﬁté-%ﬂ& adihan
f 00. ni ksun. com when t he Do checkbox i's checked.” For protocols other

t han DNS t heneiwerkiseqnitgy QFéWdtné tQ the PEeRwE KIyextiaR; can bvwleéé%rmnfﬁlm y with an
equi val ent functional h}ave trahsmisEbPpars HetiRh PheRHE OB cile%%nBEXﬁEtr&w?&Eh field

when sel ect e% cause |sp ay oFﬁ Rt ext-sensltive assistance. Fof exanpl e,
i f the hel pmbuitor om mesive thotifme lstaep valod from a packet traversing the network from the

source to the destination. The time stamp value may be subtracted to the current time at time
of receipt of the packet by the network monitor to determine an intermediate duration value.
One or more intermediately spaced monitors may be used as described above to locate the
bottleneck in a network. In an exemplary embodiment each of the source, destination, and
network monitor include a GPS (global positioning satellite) interface for receiving the

current time used to calculate the transmission duration.

One of the metrics that a network monitor according to the present invention can
provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ratio of aborted
connections to total connections for a particular source or destination. An exemplary method
of identifying troubled TCP (transmission control protocol) servers is described with regard
to the flow chart 600 in Fig. 6.



Is selected, a help wndow for Filters would pop up. ~0 8. Refresh: The
Refresh button 1020 refreshes the contents of all framesgqMayooe@rd and

- Backward Buttons: The forward 1021 and backward 1022 buttons at the top of
“first portion 1011 of the tables frame 1010 function sinilar to the
"Forward" and "Back" buttons of a browser with the added feature of keepi ng
‘the contents of all franmes aligned. In contrast) clicking the "Forward" is

and "Back" but t ons AgknewDIoQNEE Ekilleas @ ait, ArMEM dssih i PREMURS GhedBRBG RN S ON a
frame by franme basis, hence | oosing correspondence between the various

frames. The plyet and igthentipsed hyihe ’if&’é‘éw'i!ﬂ“é't@s n@rore dalg gusend todha cliepfpiita boxes
and sel ect abl ercf0, . DAS c1lgd bP ‘tﬂctcﬂEl'ﬁ thxlmglcgt%at'ﬂqwgswqqg(ﬁcﬁ f}g%r%alﬂon of the

sel ect abl e boxes may optionall fixed to prevent user

options and prpecnmmrelméJlsmeﬂteWblanartéxemnlemelimktssr US‘ﬁbérd“ucr&maxocisseabsom at ed
with the optlonsa box #‘é‘%’?l qd nthepaé ?me 103?%0 Fig. 10 are
descri bed Bel S®°F. °rUfﬂ§3‘fsén &4 %ﬁ&haﬂzlﬁg gne’spuind regarding (e UB%at es t he

tabl es and fr alEfdidataar ti 16 AFatienea oo BEINR Feceiving destedpdte) if a user zoons
in by selecting a portion of the plot with a nouse, then clicking this

button 1036 woul d wRélRdreork ifonpbrativedhakled ke afcommunicatide lifcleRpl 642) BRy r ange
that was zooned into. 2. Byte/Packet Counts (.and Bitl| Packet Rates) (and

Utilization): ’Wflgeso‘tﬁeflﬁﬁthiﬁﬁetéﬁﬁﬁﬁé%aEEP\?\EE‘PP @isa 689) The wev sk moaites upon
sel ection: "Byf AEe%ﬁWheﬂ?cﬂthc Mc%yT@ﬁ%k@?mﬂﬁﬂfymé Bhd deE o:n?@%t ot &algs”. and

"Utilization". e plots al so change from Byt e/ Packet Cou acertaln
wi ndow, t 010Bi tﬁehdnd tegekiet whish edsnt{f' es whlcmmbmral trnsport kyayiproterols étepagier

second), to ti@n acc di nent, the byte

pl ot displays ﬁll(?’r‘ﬁgf’l ea VARt g!ss'r ef{ﬁetdla?'/ge?()tg%ﬁéw hcf’yaﬁgq?gégﬁe ‘@ e. bit rate

di vi ded by | i néentfied(sep66d). The packet isahen@kdntinddito @agraiietwhether ibbgess gre¢ second) .
initiating the TCP connection (step 608). If the packet is the opening or initiating packet

A

of a TCP session, a count of the total number of TCP sessions for the previously identified

15 (in step 606) TCP server is incremented (step 610).

If the packet is not an opening packet, the network monitor next determines

whether the packet is closing the TCP connection (step 612). If not, the network monitor
gets the next packet (step 602). Otherwise, the network monitor determines (step 614)
whether the connection is being closed by the server, by examining the FIN bit for

20 example, or whether the connection is being closed by the client. Closure by the server
indicates normal termination of the session and the network monitor gets the next packet
(step 602). Closure by other than the server indicated premature termination of the session
and a premature closure count corresponding to the particular server is incremented (step
616). The ratio of premature closures to the total TCP sessions of the particular server is

25 calculated (step 620) and compared to a predetermined threshold value (step 622). If the
ratio of premature closures exceeds the threshold, the particular server is identified as a

“troubled server” (step 624).

As known to those skilled in the art, in some networks all packets corresponding to
a particular TCP session may not travel through the same communication line and

30 therefore may not be detected by a single network monitor interface. A network monitor
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3. Toggle Parent Plot: This button 1038 toggles the line on the plots as
descri bed below. 4. Toggle Plot of Average: Selection ofz?rm?y'l'gﬁgie Pl ot of
- Average button 1039 io toggles whether the average val ue (not” shown) of the
“y-axis of the plots is displayed. 5. Play/Forwardl Stopl Fast

For war d/ Rewi nd/ Fast Rew nd/ Pause Buttons: These buttons 1040 control the
‘playing of the plots on the screen to allow the plots to be updated over
‘time and to sehbdpladed th groximity bR ok @ Rdres ol didm th eatch®all Sackdd! Atebdadvipy, 1010
are be updated to match the, p{ots 1032). 1034. 6. Top Plot: The top plot
1032 shown i nmtiple nefvark mgnitgriinterfascsanayiieusadzgs despribsd abaye g sterg reseidsnd. 7.

Bottom Pl ot : 1 i i i : d Rat e
bl ot in pac ke;ggskfessg@tg&lg?a @cgélt'fieﬁgggréea r%ggign}]a ﬂ{eﬁgg%dgk?gdstb? }{tgérnéﬁ)%ﬁ is
aut omat i cal | y segreeremay bl ‘tivabled’. Upamexpmplarycoibsdifmentmmbte nbisvodcmoniersieacht he
interval specified the Start 1013 and Stop, 1014 fi.eld In Fig. 10, the
tabl e 1023’sh6‘§/3§??ﬂ§¥ PB‘Q&‘%‘&WBE‘ Clg °é|’fm}fi°d“%tli%“ ?’1‘*??8%8,3 %ﬁ%"‘(%’gboo s) IP
packets and 9ishdARRsiige ehingiieRoitaRLoMRFTNYadkeo AREMA! MokiRP ihaGhakes NE | P
packets and ARP packets containing 99M and 55K bytes, respectively
( M=1, 000, 000) thej“fognled serveridetrmipatiofe t abl e 1023 are sel ectable to sort data
by the selected field. For exanple, if the packets heading in the table was
clicked then the téAlhouehbetegchings swatding mspsuring aborted eangections and identifyiog cendi ng
order of acti yhipfedBfleishard dilibBEALR witPreglrd MRS s@%?dngl,)lhc%?ﬁgﬂxﬁngsmu' d be

d Sel h er tabl e head

sorted in the opposite order. Selection of the ot I Ngs

simlarly wor genetaliy applicatilety, othepprotocglsiandity othe@eotéoblayets anid|areurst limiteldo t he

zoom ng capability. of the ent. in iQn. . The starUstop.tine .interval of
20081 15: 05" e fing rolds REPEEM. FOYSanbBlg arol BREpTA ST B g,
11. The tabl eopdneBardntbsgd B the SahdApde] GB&hdranbe tretient uptlatecerahddition)@ey. The

start 1013 and stop 1014 field val ues may be adjusted by either nanual
entry in the F§8pRRayiqadsmay beqtrpnsmiptedinsepatateacksis figqn R SEA2E4A sel ection, by

a nouse for exanRhfeaiof 1iRR Hoff BE ¥diorontrdl Mesdapes! N€ pl ots 1032, 1034. Upon
selection) the display wll zoominto the selécted interval. Zoomng in on

the plots gauses tjjg fﬂhataﬁemn@%mta@ﬂﬁaﬁgm%i-rg.r7,talafsténmcﬂrf&%nﬁ&kn§9t ed by
the user. Selection of the "Update Tables and Plots™ button 1036 will then

synchroni ze dserampnicatines acegsdiag tofthenresentan\sntion maydnqhdg e arguee net@dX. The

Pt o- synch RRF lRRApRE o Reuh ARk i if ERGEL AR BR 7 07 1056

al | ows a user Firg, secomd) 4nd tiievretwark montes 7000 7 E), @20sare eotipled toethe fivisteseeald, andt hout
updating the data. This provi dvant age of . reduci ng.unpecessary
processi ng by! ’I‘?é°‘ﬁ§‘f’9\5ﬁ?t&“g‘ﬁ?ﬁq7§§'r7tlggtﬁ’lrestpﬁ‘é“'gy'ng‘fchi“ﬁ?”@ﬁﬂ}ﬁ&“l"éﬁgh@en.

20 720 collects and analyzes data received from its respective communications line as

described above with regard to the data flow diagram in Fig. 5.

In addition to providing independent data collection and analysis, a system
including a plurality of network monitors 700, 710, 730 may correlate data received at the
different network monitors to provide improved network performance analysis. For

25 example, one-way delay may be calculated for data traveling from the first communication

line 702 to the second communication line 712.

An exemplary method of calculating the one-way delay is illustrated by the flow
chart in Fig. 8. Generally, the “same™ packet is identified at two separate network

monitors and the difference in time between when it was received by each monitor is used
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The protocols listed as entries in the table 1023 in Fig. 10 are selectable
by a user, is as hyper-links, for exanple, to |ist prot o?glm?fggg@sul at ed
Wi thin the selected protocol. Cicking or selecting the ry in table
1023 in Fig. 10 results in the display of Fig. 12. The sel ection causes the
plots 1032, 1034 in the plots frame 1030 of Fig. 10 to automatically update
‘to show onIy IP traffic in plots 1232, 1243 in Fig. 12. The plots
illustrate allotalefdte thefomawax dedayl Thk“thay'qmclepswaddntlﬁ@ bylzeroing b@GHrtansiofal | 1 P

traff dya t d hi cal
¢ apr oaent at ol r a?chrag%, Aot tasrtale B SoBr € of one Level (1P in

this case) conpare traffic revi o . Ethernet nthis
case). The content of t eﬁrft ‘{secondr?etfvﬁgp'f’%‘f’?ﬁ?é% tér(sé aﬁog’o updat ed
to correspond 806) ftdh ttfaéﬁebmcecIﬁbdumcaBRBné 702{ B 2alThe ek qtizatsog gﬁgm Be were
in use on the lipk bhein I tor between the "Start" St op" tines.

In this parti ¢CeRerpd daa i °Ri‘ﬁll“’§5 (?*@5 80%@7);;&?6 cchiths 'T“P"ISFQS"E%‘RS(QO;‘ %é‘?céa‘qsound

Activity by | & [
rams 1510) {1 by st flERunt) O &b SRS viFad phdet RO Reie e 2 i n

Fig. 13 for t genaraiese regned includippithe tlmczﬁrnp opeprivsppndiG® ehch packgt anunignaf fic is
di splayed in a sour or traff ener h in a
desti nati on h(?gﬁmt‘gﬁﬁ%e H%%B%kggbﬁ%%g% SEOTes SRedFS0 ddmtg% ﬂog%@sgﬁg a host

tabl e 1306 forgogx affi c generated and received by a host Clicking on a link
1308 in the tables frane 1310 will generate a display of a "host-pairs”
tabl e 14021shown imhePﬁIgDP iséhpoﬁhae ohmstecﬁeédr;mcltcaﬂhhtenakéme datinit ubfy@ely ot al
nunber of packets '

tes t ween hosts for each identified
pair. Selectid “Bﬁ%éc }% X3 °6ﬁ“ﬁ‘33%’f‘°‘ CQ'E’E‘HH‘%%‘NFG‘“G “Efis WP payjopdathe n Fi g.
14) will furt leferdet hdaér i§ RewoVddatont Ge P&kéthﬁe ﬁﬂh@ﬁt @kl BEILOAL k@GRt * T O
show only traffic destined for host . . This is illustrated in Fig.

15 where tabl éhqlnga@h%hqw#fqeedlwepn@aa\teéan@n@tpomat@ bythe rgaotd f r om host
128. 32. 130. 10 L0 LitY 596 G5 § UPBP récbl TrhEUPBP 2 bE& el Eh: TR erdel? SroR b 86 hn N

stop interval.
t1s  may be programmed using the user interface.

The UPDP records of the first network monitor 700 are compared to the UPDP
records of the second network monitor 710 to match pairs of UPDPs (step 810). The first
and second network monitors may communicate via a communication link 730. The
communication link 730 may be implemented by communication of the network monitors

20  through the network they are monitoring (in-band). Alternatively, the communication link
730 may be implemented by communication external to the network over a telephone line,

a radio connection, or a satellite connection, for example (out-of-band).

For each matched pair of UPDPs, the corresponding time stamp ts2 from the
second network monitor is subtracted from the corresponding time stamp tsl from the first
25 network monitor (step 812). This time difference ts1-ts2 represents the duration for the
data corresponding to the UPDP to travel from the second network monitor 710 to the first
network monitor 700. By calculating the UPDP, the transmission duration of a certain

payload between first and second communication lines 702, 712 using the same or
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Thus) we see that only host 128.32. 130. 10 was sending traffic to 10.0.0.47
between the "Start" and "Stop" tinmes. Note that the plot §41,ﬁ§§,206§34 in the
-pl ots frame 1530 now show this activity between these twd hosts as a bar
chart 1535 and all IP traffic as a line is chart 1536. Colors may al so be
used to distinguish the data in the plots or tables. If the TCP entry in
table 1223 in Fig. 12 is selected, we nove up the protocol stack and the
tables frane 143ﬁfercm§omp@amtwnas>t@hbmy|bndﬂcrgnncgecoptdmmgthgdreetlmldesceb@l
counts for each ?pderlyl ng application t 612. For exanple, there were 27K
HTTP (web) packke S which contained 21 MegaByt es whi ch were received during
the designated ti |nterv Q ton 1604
is selected) all %ar}? f%grem% Flg% ﬂhgdmeg fﬁ'ref‘ﬁe t?fts% fsr{‘g%lf%&st(ﬁﬁs 4nd

per f ormance negl6) eacamnstothe déldy dfitig ﬁrétlomﬁuﬂ'ﬁﬂoﬁ liey 7020 Theddlsy iansaialiRh
packets bel ongbgg to onﬁl ﬁP ses i.on between two hgsts. Each flow may be
plotted or 1t <oYgbtrastipgtheAsley ¥ul ﬂ?ysfb(/ e hRe °t159“°§%‘1“€{95|‘91@°pﬁ91"?)F@Fmbutton
1702 or the "pkt frst Mmaé&%)e foRStReGhE mﬂeaéacefaprma&mm?umqmoﬁ Bg.gesired
TCP flow. Note that if the zs Do DNS option had been selectéd, all TCP host

| P addresses woul d N3gmiied ﬁ@t%rktUcliythsrl t625 S PRt ép¥§ﬂﬂ%@l€€?~"ie 9

foo. ni ksun.com. A user may aggregate flows by clicking o ot her I i nks such

as the ones that i i ser
o CRS on 10, 0.0, a Rl el bt EulshlsBpRte AURTEASohByRofiod ige Y1z frd D

di spl ayed as sﬂwlm_lqmﬂﬁs the lang® of ﬂmacketzm thﬁa@rstzom@uﬁipgxon lige whoh\soxmlﬂchCP

flows orlglnat o] 0
gener at ed by a‘b‘g%f’ggﬁp@ﬁ“ aéerg ngeg dtcla\"/'e mq “§9° 56"(55 dfgt%%f?m% ga%e dat a
di spl ayed in Fang 10 ﬂ:astmEkibﬁ by fAstnLerrsted:bmhsdm flowr dhygrhﬁ irofipl 3, ed sfaystiel i cki ng

on ot her hosts | i nks Fi in the "Term host"
colum, if a W8 ? %@d‘?’ér 6&‘*‘3&5”‘%‘”3"%‘8‘8@%& °‘?rﬂésﬁ° he 5“‘1’@93 Pons
bet ween host Jéaat@n&geﬂzmt@msscewms@a the Rentee 51 bitd th e pactéetﬁ@@ rdﬁééﬂhmétaham are

di spl ayed. A "TCP performance" selection may be provid in the screen
di splay of Fidothe r@pﬂimeretx@afvaméqrpweﬁwng@ﬁéwéiHDr?gecP@ioweﬂm numelézatielbl es. By

| i cki t ;
TOP ar e di i ApiyRiin. BLLAHIREE maD P Bl by B ARG APASE ditre
di spl ayed i n Hirg. toﬂt@senomthaworkmonfrchendiackipigalys datayl toithe slelay Béﬁpem[ﬂoad[ha'cp

Clients" table a g a ";lirﬁulalg g TCPorServers table for the worst two
perform ng TCF§""?:‘1n é‘?ﬁhg ShEPNEEE (Repd (TopN field value of 2). Over the tine

i nterval specified t he St fiel he tab es show t he
fol | owi ng measur enéﬂ%lgcc?rﬁfy P'Fa%@ﬁ g WESS‘B? 9@%’ ‘{'i%"tnds Pt isy“RBm‘?ﬁtm
Connections: TdTiie tinfe dIdiRs $fAhePhirst B BREndHetwddEmERRARETOD] 7A0S Thdnektidik Cl | ent  or

server. 2. TCP Data Bytes: This shows the total number of data byt es
carri ed byl | monitors may communicate via communication line 730 to synchronize their respective

clocks. In an exemplary embodiment, the network monitors are synchronized by receiving
a time signal from a common time source 740. In an exemplary embodiment, the
transmission delay is generated at a level of accuracy less than 10 microseconds, that is,
the difference between the calculated delay and the actual delay is less than 10

2s  miicroseconds. In a preferred embodiment, the common time source 740 is a system of
global satellites such as the global positional satellites (GPS) and each network monitor
700, 710 includes a receiver for receiving a time signal from one or more global satellites.

When the two communication lines to be monitored are proximate to each other, one of
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the TCP connections. 3. TCP goodput (Bytes/sec): This shows the TCP payl oad
t hroughput Zo (application throughput) or TCP goodput. T?ﬁt !a§ bge t ot al
-nunber of application bytes divided by tine it takes to enM r%gse byt es
‘aver aged over the nunber of connections. 4. TCP throughput (Byteslsec):
This shows the total nunber of bytes carried in the TCP connections divided
by time (TCP flowrate). is 5. Avg RTT: This shows the average Round Trip
Ti me bet ween tthefitst andisecondtetwenkymonitery @00, ¥ Hemapintlede aghastsoGR8 oxceiverand e Avg

R . Thi : ' f h h
ot 2a SYTRHY bl YRR RNk e Wk, "t contage of TP
byt whi ch ) 1O € ' I |.

ot her reason) . The ARCRCRRNY SERHG O RRNRRIn A1B3 ton it ahin of ner

Eet ri (r:]s orI deLieﬁcﬂ”acexbmpﬁtérgmmuI\\iodeinm'rfacﬁtchg (le:)rcodpﬂrrdeds fhaeﬁnmﬁni&ﬁ?@ﬁﬁejiﬂg t he
ttp hyperlink in Fig. 16 results in the di statistics for we
traffic (http)'s ngﬂfg‘ﬁn%‘r" H°S?‘i‘l§'.da s dIAH r“%tVF%€%®¥Hgé manbsprocegsed befpis may be
provided, in thmgSedteSihe Hbst Bdnitedl Afch B dedQibed MoveE ¥R MWK thHitoPBRREsRL | NY
http performance tables. By clicking on the " hte;p per f or mance” hyper|i nk,
per f or mance t db¢ e ofineceint of data frqm the soramunicatign lineder gehesetinginatwerly. i o 21. The
whol e tables frane is.:di ' i | L. spl a

i ncludes a "Trou egﬁmﬁtﬁéﬁﬂgktﬂgiﬁgdéﬁ%chﬁxa%yg%:f&'etac W\Wg&eﬂr vakear's" tabl e

for the worst rtasivep Gomahadongnudititianl linethsin@rfecesemmaerassodiopdh firmedftescmpt ue of

2). The netrics,,i he, htt erfarnance tables 2102 may, be generated online
and di spl afed Y8 'gﬁ a3, time s&é’%f i}‘(ﬁgﬁtf’)egaym%fhleé’ﬁ‘fr (o ag‘g?*gﬂ}lge Bt may be
fed directly tmpurstimestnmy the BREagesRRies f16¢ it dfQtcciphiiRds al@apigt i on. These
metrics can help a network adm nistrator to identify bad servers and

connect i ons. THREfering datafomdhe IptgLacs FUBPURE 1q theBost (Pmputet Heraduesi el t o notify
the web serverggpgkat or to buy nore bandwi dth or to fix his server.
Further) it can be used to notify clients that they may need nore bandw dth
or they may need t dn ghexewplaryreotbhdimentcthe inteefagercompiteninclyiics arr idierfedeejock hese

metrics Ty, beemaI ﬁl%qxogt%omputer has a host clock. The host clock and the interface clock are

-

synchronized so the host computer can use the time stamp to accurately generate statistics
corresponding to the received data. In an exemplary embodiment, the interface clock is
implemented as a counter. As each packet is received from the communications line, the
current value of the counter is associated with that packet. The packet is later transferred
20  to the host computer with the counter value. The host computer includes a host clock
synchronized with an absolute time reference. As described above, the absolute time
reference may be provided by a global positioning satellite.
The host clock and the interface clock are synchronized by correlating the counter
values associated with each packet by the interface computer with the absolute time
2s  reference. The method of synchronizing the interface clock with the host clock is
described with reference to the flow charts in Figs. 9A and 9B with regard to the host
computer and the interface computer, respectively. Generally, the host computer
periodically requests the value of the interface clock counter from the interface computer

and uses this value to correlate the counter to the host clock.
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zo inprove the quality of service given to users and ultimately may provide
further revenue to the network adm nistrator. For exanpl 34%&18?6# abl e
"Troubl ed WAV Servers", the second server listed (204. 162. ad about
33% web aborts. This coul d indicate a potential |oss of 33%of the
custoners fromthis web site. The tables frame 1610 is updated as shown in
Fig. 16 to include TCP | evel counts zs for each underlying application

"1612. For exanpl e, Refqrangtofggs S mPRrifithe hagqompplschas feseivpd a3t efpagksisned 21
MegaByt es whi r pon
sel ection of {tr} e\ﬁ%lil)%cﬁﬁgger’q‘ﬁﬁwézd 9&9?,%%%08%%%1?&5@&%%?% ﬁlﬂ)&%t% C%M% "ocol
st ack and thevadhﬁpib;a%&)froﬁlt@ mlzﬂ'aqesorppmgnbdedidtng ai“pétetntant medseg:ecb theof UDP
traffic. In th tabl es i

 opl ayed sholCHBCRErPYEE o febnlly Sisetisg B Seraet Rty 3SR on o
UDP port. Forpaaxamalaenerﬁdmeofdhemisecpmpﬂdt Kyﬁicﬁdcttdih&iorji fRése (DRIAG opbatiofOMaI N
packets which co tai ned 6 Q Byt es. e L at UDP. bandwi dth usage was
only about O. §‘§ Grintemepts B agst ¢ P(@é@"f cthe pansfer of peckgts. Ifahe hostyys, ¢ he
plots frame s 1eP Bdsdhol fecdivedalsbtof EBE@.«, Wo@ﬁﬁko%ﬁt&ma@wﬁﬁ%&kﬁs fg UDP
traffic (in BLUE). By clicking on the "Toggle Parent D's t he user can
now zoom t he timeput Beriof Ksjepi@4), Aker wibish dtrequestethe eqvintsr yaue(step 906).uEherhasted) as

but t on 2207 §i P 5 Bk et B RTINS PReoRRls BBl BomeID O i o

of NBO\IE (IMJIVahraedl a backbone) sessions as shown in Fig. ~0 23. Selection
of the "View Packe‘ﬁ g 2204 in the buttons franme 2250 in Fla 22

gi ves a dunp of al'1?$9d% §°’§WBWCCI°W°SF§ et ooyntergmessage (SteP F2 fBFRMoni t or
can record alﬂosD@ﬁlﬁ@&S)hcﬁﬂtlrf&%@ uber @edl détB@rifies CuploR D whelRPit ReuMbgiped. The
links in the display of Fig. 24 allow a user to flexibly filter the data

streans. |f tHi %%‘Fth%flli ig Kegeiwing sma fyom thezompuspioation fige I notsdlﬁ e ipfesface scr een

of dunps will, 9oPAG A Talo 5 i Ty PR at ncxt
screen, if a us r se @eg ﬂg ﬁ%%g thengthe up%actgrggu ézéﬁolplg ‘%m d show
only packets iummgnm!zﬁxcﬂhmrmisandomer@aloe &d spbtuste r prouhpitallisterdptir t her

lif he d j i d k
can be’ appl i itByy s Gt 7o) RS S pd Bl S g Wk e et SRR BAY ot ¢ e
top of the sciefdsteh $I3) big adjufted@umervalud tothe hdzeconffaeamend” button 2206 in

the buttons franme 2250 of Fig. 22 results in the display, of real-tine
capacity or bandwi @FH’CF%‘WWEF&{H‘ Fhdcetpgpe @H@PH@F\%'F’R“WN H®€ecti on of

sel ection of {dageen RECPIMERRGREE cotipliePrRceived the cBJ?ﬁerPﬁW!@ermm%Et% whHafS a
mat hemati cal nodel to interpret the data bei n%atw ewed by the user to
provi de r eeontheintrafarerempotar bravidesiten ostsompetenyyithethe @mﬁteﬂ@e{mmal\mﬂhet her
types of traf i tain a
speci fic qual kc%)“(g? {ecslge}?ei/r!l'ugté e\}&e}ﬁé a Eghgﬂﬁrﬁﬂd%ﬁﬁn%@ﬁ%@ &S%gta%g%)
analyzer, for example to measure the duration of time between when the interface receives

the request for the counter until the interface provides the counter value. To match the
experimental delay measurements to the delay during normal operation, the experimental
25 request is provided to the interface when the interface is known to be idle and the interface
only services a request during normal operation when idle. As known to those skilled in
the art, the response time of the interface computer may be taken repeatedly to generate an
average service time for use during operation.
Upon receipt of the counter value, the host computer computes (step 912) an

30  estimate of the relative frequency of the interface clock counter to the host computer clock.
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statistics 2502 are shown in Fig. 25. A user may enter desired quality of
servi ce val ues such as |oss rates and maxi num del ays to g@ )p 003

- recomrendat i ons on the capacity required to support the desi re% quality of
*service for the type of traffic analyzed. Figs. 25 and 26 illustrate the
recommendat i ons whi ch can be provided. -30 24 May 2003 In an exenplary
~enmbodi nent) the user may select a particular application and a ' .

"pbusy- per i od"Thegslatisificpueapemapba useq tg comglatiag cquater walvanassreinted with paskets or a
particular g k | i I i.n the network
noni t or thenqgérfgfegggﬁlttﬁiimég@%icéﬁ}‘g%mggﬁw %3% %xg‘thﬁ? ? g@%‘ ?gng%gﬁze%? Tact or

esti mat e " nodedtineafreanexemplary eibodiment)tbe boshatripetensubtracks atwsidhierrapt serdied | nat es

of the paraneter s.well as. para rs_of al i.ty of service (such as
packet |oss rdi% dm ﬁ‘ét‘\%l’f{mﬁéﬁﬁﬁﬁ"%& E?‘ér_cl‘:%ﬂ'@‘g‘?g bﬁ%‘?lj‘"’f SMBYEP conput es
statisticss slietbuasfopithatitlay betwden el timePIRN tHeGof MdcbiSes thedfdast fiom the fidrfa@TENt S,

and buffer allocations and provides the user with optinmal recomendati ons
of swit ch/ r ou® 8ie tigmsiivheg thedoptsrmputesdhedsialve Egutietes, or server parameters to

maxi m ze networ k ‘lﬁﬂéx@nﬁ#&%ﬂb_@diﬁf@ﬁt! @mmgsn%aqoﬁchﬂe eééahyco%f,xe&&,favi ce

requirenents. Such reconmendations can be conputed on a real-tinme basis
wher e the st atipsttive corsmupchtipw tind age implearepted) acksintglennitand gtaresf copaor et s

bel i i ff ' back b ' k
ol enont & al orretndPEaPRORBIEER it Pl SERSRR Gk HEARRG BFherdols e o

dynani c r esouwvithethelile stampoassdeiated®éth date rackiea fipubdnytof the eggpéctiesnent s. i s The
X-axis 2602 of the, [aqh represents the nunber of users and the y-axis 2604
represents cEPERAUMFAHR TS s/ second. For a desired nunber of users, the

capacity can be regd ffs a_&é@eﬁ?\@fytscx@én diépiys AustiaBfd fYraficat Mef BRARRMI Ng
tabular results. Fig. 27 illustrates a display simTar to that in Fig. 22

for the case (@hxfer displaying dataSolasted ard anakyzeddly agetwgrksmonitapanddorggutrdlinges ar e

resol ved to thei ) . Fi .S i . i
Gt ot oo t (AR el SRR RBRER scchfiufe e Plebel OB DERVGROM AR, |
2208 in the hotihcudes & rahhefr2RS0010 detayd fidde 1030p0amd ablikaek iframe 0050t Mae

"statistics" tton t he networ.k nitor co tes various statjstics
based on dat ég’gﬁr aﬁ}?ﬁﬁgg{?&“ﬁe@ a@i’%mmbgmé H%‘Bﬁggl‘agp%?é%?ra“ﬁ?f sqﬁ%&‘?f‘é’f cs
i ncl ude packeéxt $ripaebdtesdnd ialBedoh@pdtiondIN0? FRtRtabldé Sftstatitiet t@esponBiapebM dt h usage

per client, bandw dth usag{e by domai n) average Zs response time per server)
aver age roundseeiveddatanEhegahlesd 8 whirkappea brlaytheselrtabledipitonsebexst #dnce
metrics. The e AME HohBonding 10 the phitibd 15U ata Beifig RATYzbd UMRDIotl Adn! ON Of
functions betf\%ieogﬁ&tnﬁgeﬂgst co%%ufneé} ar?c? t he iﬁt etrﬂf%\ce )%orrput Ero. The

functi ons2of 10B@inkivdes phads 3L k03 hilldsttating statisticsfcamesperding te eceivedydatae Ther f or med

by a single copputer. erface wth a netwark -31 24 May 2003 nonitor
accordi ng to%lLl SMéhgﬁﬁnf‘}{}%ﬁ?f%r‘?%?s?'?"logﬁg‘}lr%klfugansto the user interface and
may be via the ne rk .bei noni 1 or r. anot her. communi cati.qn line.
Al t hough illustr a&g%e tﬁ?f’“élg%ﬁf‘ f’@é%‘ 55%%6 ¢ BFHnS fg?'é’ﬁ'élgnllgﬁc°«£ﬁi"aﬁb Fspecific
embodi ment's, kR 101 EHEENEptioNMBBE REY tb PreR@N Bdet ek RESof iRloptictsandgevend be
limted to the details ) . ) )

user entry in the text boxes. The functions associated with the options and boxes

25 displayed in Fig. 10 are described below:

1. Start: The start field 1013 specifies the beginning time from which the traffic

is analyzed and its results are displayed in the GUI.

2. Stop: The Stop field 1014 specifies the ending time to which the traffic is
analyzed and its results are displayed in the GUI. Thus the Start/Stop fields
30 1013, 1014 specify the time between which the traffic has been analyzed and
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shown. Rather) various nodifications may be nmade in the details within the
scope and range of equivalents of the clains and w t hout ;@ﬂ%&?’@fromthe
‘spirit of the invention. -32 24 May 2003 Cains 1 2 3 9 10 11 1
412345678910 11 12 13 141 3 1. A nmethod for col l ecting and
analyzing first data on a first comunication line conprising the steps of:
.(a) receiving the first data fromthe first conmunication |ine; (b)
segregating the fi rsnrcsel@tt:@mthﬂléerpaﬂheﬁyl '(h,e)cosmteeﬁthm@alpam&olsﬁﬂ%ed on a

respective first ch t )

respective index wt ?%a@# %ﬁ fg%oqul gﬁictﬁ%?&g%oﬁg{tg Fopg am@ohver&teﬁﬁs each of
t he sel ected packet saré shbwmbnxMcpbnnatweFxgel@oMehﬂNelydﬂhagom&n& maeect i ve

i ndex; (f) storing the re foring a coun sed on a respective

second characteri st | 4SP® %f*ﬂsllﬁ‘f‘gq%ﬂé‘ﬁ@é%}? Yﬁ‘“b‘&gﬂ aﬁPéHEF’\}é‘H‘edb?l ng each
of a plurajity of SuemPHBivYehap8t Ll regreseft tHPduRst thidl oriYetrPHl.RG” flgf @ on a
first conmunication |ine conprising: receiving the data fromthe first

comuni cation |ine; beasgdrtageprasent thatthe data shoyld be condievausly updatadh t he recei ved

data; and recursivel {wgener ating statistics corresponding to the plurality
of packets. 3. A Aet WiedawsThe JVindowt fiskdy! GiAdndinates (he timg irftérvals atovich to

transrrutted on a figs; %utsgmrl{,ﬁéﬁwa %lh@?ec%f?c{@&ﬁ 31099 or}%xasngp?%sfaugar egati ng

rece|V|ngthef|rst aaafrom ComTUNI Cat i on
the first data into epreskél sgth¢ Windoel fiztd, theg theaelitestis the pefleld areplottes pect i ve

type of each packet; ) _as iating a re tive ipde each of the
sel ected fhackets: e°)v’gr¥ 5?f\95$ ?ﬁﬁd’%&%ﬁ °Bifr @Eéﬁ?é reths g’g“dﬁ‘.ﬁ(\gﬂﬁb{’g UsIRg s

respective record i Q@h}ﬁﬁéﬂ?ﬂtdtb fndicers R GEsoMEon o¥iRploté {elg. B4, ¥nk,NG0dshe.td ecor ds;
(g) receiving a first duration value corresponding to a first tine peri od;

(h) generating at | é%?at%‘é“%{%&l‘?‘%|1@h?:‘6‘r“r°é§}56‘ﬁﬂ¥°ﬁﬁl feale irdimedt An eBRY| ved
during each Succe.ss'\?/ﬁdsglﬁéh lblfﬁﬂdleﬁés 1Rf The r&BRiéd dn tRE W20l ‘?cs‘ﬁ@ﬁlﬂ'e Of at

| east one statistic p urality of successive tine periods

met hod accordi ng t o belastometiaflyiset.her conprising the step of gener atl ng a
further statistic using at | east one of the stored records and the stored
at | east @ne 4. Top N: The Top N field 1016 specifies the maximum number of entries for the

tables 1023 which appear in the second portion 1012 of the tables frame 1010.
If Top N is 10, then the table 1023 will include 10 rows sorted by a particular
column value in descending order. If TopN is -10, then the table 1023 will
include 10 rows sorted by a particular column value in ascending order (i.e. this

20 becomes the notion of BottomN).

S. Filter: The Filter window 1017 describes a filter to be applied to the data to be
displayed. For example, Filter could be “protocol IEEE802.3” to display
results for packets with link layer protocol IEEE802.3. For data previously
filtered to show only IP traffic, a Filter of “host 10.0.0.1” would display results

25 . for IP traffic where either the source or destination host was 10.0.0.1. Various

complex filters are also possible.

6. Do DNS: The Do DNS checkbox 1018 converts entries in the tables 1023 from
a numerical representation to a textual representation. For example, in I[P a

numerical representation (the IP address) is used to identify a host. A DNS
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stat~st~c. -33 24 May 2003 1 5. The nethod according to claim3 further
conprising the steps of: 2 receiving a second duration v pondi ng
‘to a second tinme period longer 3 than the first tine per?éo‘tldﬁ| yiod(fl’s
generating a further statistic corresponding to packets received during the
second 5 tinme period enconpassing at |east one f rst time period using
-at.least one of the stored 6 records and the stored at |east one statistic.
1 6. The nethod acchemnlgNa@ccﬁcaieﬁmnswmmemapm@ fiem thisrpmegerd st ati stic
includes 2 at | east & JHaas f nber of
packets) a nunber of 9@@5 ets of ad&éssgje:{é’ﬁnrlnﬁrr\ p%t gcg{%& nﬁﬁ%g? of
packets of a predet euddncsnd@Q:ﬁbmay:bﬂcodvqu'mrthemxmalm&pea’scminopmmtsan.bmm ng a

pr edet er mi ned source ,ad e ackets havi
predet er mi ned dest i N4t g?ﬁi&i%’?’& ee xés%g‘ﬁ c}fqr\? 1959 @Qé\”“ mﬁﬁ%&eme met hod
according o clai m Japhgvé 1o tiee chw@mwmwytad&ﬁmgglwnﬁw uphlehtt S 2
respective packet plus I'ts respective index e nmet hod according to

t ket pl t t d h hod di t

claim3 wherein the ﬁf’%‘é‘ﬁ’é‘%‘f}{ ve index of a packet 2 corresponds to a tinme
when the packet was received. 1 9. A nethod according to claim8 further

conpri sing the stépdieip: Thedhelphuttens 4019 nextip cach disld|when &ﬂhC&dgMbé;Fplﬁdy‘ tioni ng
satellite indicating e | a
packet was received gtgxe%p%ﬁwtéhgmhbsol u?%ﬂg'?ﬁ fﬂ‘%h%gbé%\én%ztdtﬁ%gﬁg}é\@?dl ng to
cl ai m 3 wherei n the is steted cchefparinddve foo Filtgis mauldgpoR up.r om a second

comuni cation |ine and each recei ved packet includes an indication of a 3
respectiveo first 8j rRefiesli:Ths Reficthbgttdnol 020 sfreshasthertntennf alhfrithe. second
comuni cation line) 4 the nmethod further conprising: 5 determning a
respective second9t imedemmhwmmmtonk srhamhxﬂedzlfamdmmcmrdﬂionst 6

comuni cation line; and 7 ener rans on_del rresponding to
each packet by subt PHERISAY Ff°§°§h ‘g llogg 1%%?&Wti°f‘§g?‘g‘§pegti ve
first time. 1 11. At@ﬂffehP&wﬁﬁlCQﬁdj‘inBk“thtGr{sfblf%&Qséﬂhﬁtb%&hdﬁ&l&bﬂr@@ﬁm ssion
delay 2 corresponding to each packet is cal cul ated based on a tine_the

packet is detected dcﬁepangth@gqntegtSM Ak framestaligreds Heoptaastcglicking theeFernaetl on a
second lin arate « @ | ength
of the pa(':{et on theag{llﬁflés%% gllhl[? ﬁﬂsg%ﬁegl\g/sa%%%%gf%kﬁ\gmk }%Egmﬁeﬂetgggg
according to claim S’ramebyéramebmc(x@)loosmglcmdﬁsondmbwtwngl thdraripusf i r st dat a
fromthe first corrrm%n]catl on line using a non-intrusive coupling to the
first 3 comunicatid fne. 1 13. The nmethod according to claim3 further
conprising the step of receiving 2 information indicating at | east one of a
type of packets to be selected in step (c)) the first 3 duration val ue) and

an identification, of which tistjc aeln 1 14. The
net hod accor di ng 9‘8 @Pﬁlﬁﬁ‘“iib%ﬁ&ﬁ‘é‘ieﬁp?ﬁg0%1@{4 lgﬁm ﬁ%é@bﬁ)e{f&a"‘w a 2 the
first comginiypadsafdbhttodS- The text input boxes and the selectable boxcs may optionally be fixed

to prevent user selection of the options and prevent user entry in the text boxes. The
functions associated with the options and boxes displayed in the plots frame 1030 of Fig.

10 are described below:

1. Update Tables and Plots: This button 1036 updates the tables and frames in a
28 coordinated manner. For example, if a user zooms in by selecting a portion of
the plot with a mouse, then clicking this button 1036 would update the plots

and tables for the selected time range that was zoomed into.

2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button

1037 changes between one of three options upon selection: “Byte/Packet
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1 1 15. A nmethod according to claim10 including the step of receiving a
time 2 signal froma global positioning satellite for detﬁﬁia i9ppat he
second tine. ' 1 16. A nethod according to claim3 wherein s [;‘m?h)
Tncludes generating at least 2 one quality of service value for each
successive tinme period corresponding to packets of a 3 predeterm ned packet
‘type received during each respective successive tinme period. 1 17. A nethod
accordi ng to cl ai m 16outts®y ‘BivPacket Rates" gmisUtibzation]u dhe plptsaisoskangs rem2 val ue

i ndi cates at | east oge @f .a &ound trip delay and retr 1t .rate
cbrresponding to theﬂ@e}g’ﬁ‘é‘ﬁt;qs""gfovfrﬁecgﬁ"éHB%%‘V’E? Rgénig%cggﬂe & r ecei ved
during the respecti vauratie 68 ovackétsiier decpRd),i to UtilizatidBaccérdiiglyhfanaccor ding to
claim3 wherein step (c)_ includes determning a 2 respective type of each
packet based on at | @g8Plapranbgdiments thebyts plohdisnleys apmatizssvalyes Wé@e)toﬂws
corresponding packet ; : ef 4nation. 1
i9 . A net hod accord*lﬁgﬁ%égq&?ab?rﬁ?g&mg%ﬂg&?ﬁghaﬁ@g?lgﬁﬁm%}tg%{ﬁ%ﬂl ine is
in a 2 network incl ubitspgrsecanddr and step (h) includes generating at | east
one user profiling 3 statistic for each successive tinme period

correspondi ng to FacKeggle RareutiMetc Thio bwstonfl P3fitogeles thedime onttieplvteasdescabadi ved
during each respectit\)/eg “guccessi ve tinme period. 1 2a. A nethod according to
claim 19 wherein the’a™l east one user profiling 2 statistic is generated

Fur ther compr i i g1 KRR Bt P BEET et s ToRfE PTGt RUBR . 7y g

a user stapistic andiogglepwKdher theaverspe valgeMor sibwi)@f th§-aBF thd phisas i stic. 1
23. A nmethod according to clarm 3 further conprising the steps of: 2

receiving an input f#igH4duser identifying a user statistic; and -35 24
May 2003 3 generati ng the user statistic using at |east one of the stored
statistics and t he- sPlgyEarvardiStegyFpst Farwand/ RewigdiFay ReydediPansnButtensg| ai m 3
wherein the first dagggl GudohPIba0tsdeBPne Pratilofthd sibis én G SRMAIE AR | | NE
according to a first protocol, the nethod further conprising the step 3 of
recei vi ng decodi ng pplrtanebeupdatedovectpoandito sprallowithtémd. | Theitabjes d923dntheand st ep
(a) includes 4 receiying. the.,fdr (o] I ecodi ng

par amet er s and step t(’h‘)equmﬁlg?%l eaées%ugg&gt?detggfa%gle%et} @é%&?’\:}gd first data into
packets accordi ng to.t hg decodin anet er 24 ... ccording to
claim 3 wherein 2 GIStE%p ?\%ﬁel?‘ﬁcﬂpd’ ég%zesﬁ‘?’%n%r%}%'sfelﬁrgkrlget%elr@%%&fq%g each of
a plurality of packetytésyspend.3 corresponding to a nunber of packets of each
respective one of the plurality of packet 4 types received during each
respective successi VBotidm®lopelhe 86tonapldt 1008 in T N0k & skt hekl Packet Raxeplot ses t he
step of 6 displaying the plurality of packet types and their corresponding
statistics 7 accunul‘z&tpéﬂ‘eg(fwn%l second tine period greater than the first
time period in a first portion 8 of a dis&lay area of a display device; 1

\ 7 P
25. A metHed accor’deiyle 922 mdheiablas s 101 % isehiemarcailaeanerpied Pasphineat types
are 2 sel ect facmfo%nal&%aa]gv!irtm@irg&%ﬂg&cﬁﬁmﬂﬁssﬁ@m@aaeszobh@msz eps of: 3

recei ving a user selection of one o packet types by a user;

di spl ayi ng st ftlistln Eig. tQthreaaiboldB sipvis thap betwesn sheditart 4nd Stopltses,@d4hacket t ype
recei ved 5 duyj , second fd riod. 1 26. A, nrthod accor.di to claim
24 further co%%]ggq %}EPP?{’ etgf"éd;dl 4P ﬁgsc“éﬁrﬁ foecbveg by fie SeEwHC optor  Biei ot i cs
cor r espondi ngIptgackefseanp |ARPalatKeys cofitaiping KM ahy PHSbyte, @spebtdielyqMedl 00018003 second
time period in a second portion of display area. 1 ' 27. A nethod according
to claim 24 furthemheemeapy intenghld 1023 ateaple@ible to sort data by the selected field. For

example, if the packets heading in the table was clicked then the table would be sorted by
the packets column in descending order of activity and if this header is clicked again, then
it would be sorted in the opposite order. Selection of the other table headings similarly

sorts the entries.
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2 generating a graphical display of the statistics corresponding to the

plurality of 3 packet types in a plot ranging over the s ; peri od
“in a second portion of the 4 display area, wherein the p%?%&?@es a

plurality of discrete selectable tine periods; 5 receiving a user selection
of a range of the plurality of discrete selectable tinme 6 periods; 7
‘wpdating the graphical display to display statistics corresponding to the
sel ected 8 time pdi§ d4#lustrates .emomwwb%ﬁ&ﬂmmcﬁt@vemmwge start/stbrer

conprising t ;. S : . : .1 12 13 14
15 16 17 18 ?g"%&g‘%l %7'%%% '5?’%%§’§§“%°ﬁﬂé°yé§g'8§1§8§%'t%f’ ﬁ?ﬁ"éﬂpﬁa%ket s

bel ongi ng t o H. d3ke tabfet 1083 and potot 03391 034 haabetndpddted acomdiogly. ThestantalOldn as one
of a separate recor a.separate.field in the record rr onding to
Che i cent 1 et piop g CAda e RRY Bt Suisriny sl imitel GRE i Pe RS FARCRL:

conpri si ngs t herfidebies, of by papiral iel@tidn) By 8base FrleRBHPl¢) ST &ilinfeR R dTltideSslthe ecor ds
and the stored streamidentification information. 30. A nethod according to

clai m 3 wher enlefs 1§32, 1334 s Uren seiastiers the display villkzopa inte the seleqtedoptervelc| udi ng a
second comuny Gafii O oh Iﬂﬂ%tlotfr%g%ﬁ (H‘i)pldts'\ﬁ Ibgﬁgt@tﬁg?gd??rrﬁlahtggraﬁse e@é&)%g ve tinme

val ue corresponding to a ti en eac e sel ected packets
recei ved and uskre Sekestpmeif thed Updatiekables smRlots'Shitton 103 6aalt thes eymelrbmick deteciket

includes its fe ctive. t.i.me,.Vv ). i.ncl udes .conpveni ng each of
the sel ected tbﬁ@%f émpm(gloéc’ thea ggp?@@%@é@?ﬁlﬁﬁ?‘%%ﬁcﬁ% ‘t?ﬂ%tg‘pa uni quel y
identifiakde famiatiedlypif tHehiger s€ledoedahd “abtoSEART fealre{Act kdwn).amik “Upeatget hod
further conprises the steps of: receiving second data fromthe second
cormmuni cat i ont aPlepand Rlglgy iitop 1019 allpws esepifdosminseyerl mshicrdedred §@eer i ni ng a

respective tm@wgfw%qbum%qﬁe 428 GinkGovide@ ik biMAnB S RuGRITNRIS@l on i ne;
sel ecting packets received fromthe second conmuni cation |ine baséd on

t hei r respectrresssingly; themetwarkimenitny untilthesfinabintepval is thpsenshen each of the

sel ected packets received fromthe second comunication line was received;,
associ ating a respbepiotogols Higtedas\enirips i dheriabdd 102 én Bg| l@aresdlegalikest susercei ved
fromthe secon NG jon | ' ! r nding to a
{1 e when 't he PR TS el Lot HERRBECH YR BRGRR G BRERT
convert each Cifckingloesieetnghe Kedngry iretalsie V@23 ifi Fign Ot rissaitsincicendisptayrofiBigl tat i on

line into a respectjve record th (ncl.udes a .uni | y..identifiable portion
the sel ected Ig‘ﬁéﬁ‘é"tmf‘Fﬂﬁﬁ‘ﬁ%‘ﬂ%‘éé@dl@g%@ﬁi’]ffﬁtfﬁaﬁ’ﬁ?h%r%l:% ©ncl udes its
respective i ngR¥iatiedigubdife folRRow SRPIFsaffdih pRENQBEI 1N ih Pig e sel ect ed packets
received fromthe seCond comrunication line in a third nenory; conparing

the uni quely identrhf highliusRRE bl @4FAc Bbm BRAIKR1Fer 28 a iR N 25108 e¢ifp n t he
menory to those in records stored in the third nenory to determ ne which

sel ect ed 237 traffic 334 brgshantQBigs dual-display format provides a graphical representation of the

perspective between all traffic of one level (IP in this case) compared to all traffic of a

previous Jevel (Ethernet in this case).

The contents of the tables in the tables frame 1210 are also updated to correspond
to IP traffic. Table 1223 lists all IP protocols which were in use on the link being
25 monitored between the “Start” and “Stop” times. In this particular case, only TCP, UDP
and ICMP P protocols were found. Activity by IP hosts may also be displayed. By
scrolling down the table frame 1210, the table of IP counts by source host is seen as

illustrated in Fig. 13 for the case where TopN=2.
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28 packets received fromthe first comunication |ine correspond to packets
received from29 the second conmunication |ine to generat é{?‘tﬂﬁ pairs of
- packets; 30 generating a transm ssion delay correspondi ngfqugE ¢h nmat ched
‘pair of packets 31 using their respective indexes. 1 31. The met hod
according to claim30 wherein the transm ssion delay for a 2 particular

“mat ched packet is calculated based on a tinme of recei pt of the matched

packet on 3 the filkh¥ig. 1B,aAN s sisglayel ifEsoure hostRbRf 3066E rdTtic fnelatee byEt ched
packet on the second 4 transmssion line) a rate of data tfransm ssion on
the first traRek ¥ dsstinationhostiable 1304 dorgeaficgrcetyed Rya host apdid 2dgetiadle on t he
first transm ?ﬁ)ﬂ&&iﬂ?@gen&aé@aﬂdx@qc‘i@&ﬁ?ﬁlh&ﬁc@ﬁcﬂlnﬁg b@nf ) s e adlagr €1 n the
first conmunication line 2 transmts data using a Plrst protocoﬁ and the
second communfreme 1 DY will generateandisplayofd dhast-pring'siablg 1402sbovemuh Kig. d4.ocol
different fromthe first protocol. Z 33. A nethod according to claim30
wher ei n t he transrTiedostirpatietably 1402 lidtsglerterhtuedendf packkte wed bydds st betwaeny | ess
than 10 m'croseco?gs.snt% 34}'1'A %hod for routing first data froma first
point to a sePBRELPUTSHEr b WeRed R¥ini cati on network including a plurality

of paths between t i rst . poi.nt. and .t he 3 (0] i.nL., e.net hod
conprising the st iccg?n. 6?1& g%SIH%%“SP F?Fé sl’lfe)bﬁ/ @?g’t‘{}gf‘f@é" '%)‘&SLJ(SWHHE'FH%‘ f1 ow of
second data oRItérie tRIffid B thé yeledfed Padstirsation MBI WSSHOWIAE thaffiSdestivedl fr hadtd t he
second point, the second data being separate fromthe first 6 data; 7

bei 1
routing the fi3-@P4dalhis isdiupatnd infis fp paere table 1582 dRys peffindestingdded on the
generated ,§ Tpuogh Al 1§o§t12%.3§§30.10°i5@ﬁ% 2‘8‘?@5&& kﬁi%i?o#drlﬁt\&@x?thg[stagm

e
packet properties or statistics on a evi ce having a display

area, the oneamwrstapontervglacket properties or statistics 3 corresponding to
packets received froma first communication |ine during an interval of 4
tinme) the method chwpwesenthat dlylwyt 13B. 3D Hyi0nwps aendmigltmfficits {0.01@47 beweme or

c ekl G 138343y cits 00041 bavone
area; Cand 7 (B aeep Ry g i Hoifaib st S P AR st b BRaPt 0 b1

statistics ovsHowtthie alivity Gewiedi tRese 8o Hiosts as Siexe oleck 1385 dridall IPtraffibes diispl ay

area, the plot having tw axes,. the cket -38 24 May 2003 9 properties

or stati st' csSiBBildée r%?’é%}‘\Plé%lb%‘f?e%ﬁglsé{%"ésr‘&?e dafadn B’FBE(’,‘S orfagles e

represented on 10 the ot her _axi? of the plot. ' 1 36. The nethod according

to claim 35 wher eilfithe TEPsaEXBDICI2? 8B 1t Blested WsimAva P thy PeYocpl $Abcol s at

a protocol la rﬂrthﬁ’@ﬁ&eﬁ?neslt@@is(@hatéd%|sm3n oS R BYicQe FCPaRb oS ik N9 3
urality o I d d nunb

each of the p protocols and a correspondi ng er of packets. 1
3Z The net hodeasl sudedying appdicatioail il 23 & or ¢xamplagthere ware 27K iHIJ Pt(lveb) packets of 2

detecting sel eﬁitéif-‘l gonﬁég‘%eldgrll %de%fa?%%Ie“éﬁjéhg‘{é%{%%%g?gggﬁqbg ge?i'g%at?ﬂgmeuigp ?\lazj n,?oat

| east one of T eto es correspondin

packets of the sel.ected, pfot. g, the plo [ a_packe
properti e®of the Iggfgeg?’éégﬁorqo%tyo%oyl pm{héé@ ¥ eeec%gt%o@a@%&”cﬁo %?lfaly%d claim
35 further cowph theirfigheldoftiGisapd parformanc@méteicsds ¢hawh iA Figel 2CA TOP flow a
sub-interval of tine less th the interyval of tine by _one of entry of
times in a tesontynsaset %ﬁ@kgéggﬂﬁ"lgﬁo gre %’Icf‘fé"“ibﬁf“@f”?/'é‘?‘/’ hosts nkpck AEV e axi s

of the 4 pl otye @ARekd or its comesponding packets viewed by selecting the “plot” button 1702 or the
“pkts” button 1704, respectively, corresponding to the desired TCP flow. Note that if the
25 DS DNS option had been selected, all TCP host IP addresses would be replaced by their
respective names (e.g. foo.niksun.com). A user may aggregate flows by clicking on other
links such as the ones that identify a particular host such as 10.0.0.47. If a user clicks on
10.0.0.47 (1706), aggregated flows for host 10.0.0.47 will be displayed as shown in Fig.
18.
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5 updating at |east one of the tables and the plots responsive to the
selected sub6 interval of time. 1 39. The nethod accor di ng i\ﬁ) cbﬁhgl 36,
frurther conprising the steps of 2 detecting selection of ﬂ X

plurality of protocols and updating the plot to 3 sinultaneously display
both the packet properties of the selected protocol and the packet 4
properties of all protocols. 1 4~ . The nethod according to claim 35
further conprisi ngr{ghey oGP 8l PEP NS LINEiMALRm BER10.0.0 b TETRIWispBy iFP e
spanning a duration 1onger than the tinme nterval and up atlr?g at’ | east
one of the tabBésgeaerdted gbaxmbd%a filter sedactiesstp dhed 0t0-47rhest daithadate displayedin  The
nmet hod accor digs o] ] £ t.Qf: fhe. .pna tes. 2.corr.espond
to a host and}:? eﬁnll:a “géﬂ"f%% e@@%ﬂ%ﬁpﬁg&?&lecﬁ Jr?ilgougeéﬁéésgst(lﬁ?ﬁﬂg‘gs)t%e host
and 3 di spl ayiRg 18t Bdriessrhpls, icthe TEamdwst! aurhg if serselbaehosof0.as kis0s), 1 42.

ol arali ty o eaepanPdes eetvee im0 o soirbizod B i DRS Folienatae of 1 e

plurality of thejigiage®tocols and the nethod further conprises detecting
sel ection of the oné of the plurality -39 24 May 2003 4 of the protocols
and di spl ayi ng st aji-gbGerféiiah@s Rl Hayt 1 prd\Gded Sh fife for Ef3€
plurality 5 of protocol g.r' i 43. A met?]%d pgf gy'nchrrgﬁ?ezrllﬁ ta ofgggtléél ock on
a host conput dor expmpie.for g2nérating HCRperfermande tahiesa By elickinglonitiet ‘EiCPace card
conprising th of . .3 { Vi i f I val ue fr.omthe

net wor k i nt er$ 5@%ﬁ£cred?wfﬁ5‘%%?gﬁaﬁ% tgggeslalgf)ﬁ@{ Zgﬁfrﬁtdgsﬁéé%euglfoav&ng}ér ue by
subtracti ng a lpr Eoevimieiabledfrawy iv disgaysd in Fig. f9roo ohatithe Thendigldydndudes ock val ue ;

Feteiving 5 holPiobbRkF GlFle Rogagar ranael RGP Sredsrii P MR Mce. cl ock
value with th@erkmtngcﬂmiemam_ewamfrﬁofpnﬂﬁdmamw@)t OVerthé Bk ferval
a

communi cations on a network having irst 2 comunication line and a
second conmuniseesified by the Seartingd Stop &ialds, thedahlestsbow the &ellowing awassuaerecstsi forearh ne,
t he net hod coqﬁ,icﬁjﬂ{?grgemr:steps of: 4 (a) receiving a first plurality of
packets fromthe tirst communication line; 5 (b) receiving a second

plurality Qf packeis fr 3 i i b e c)

correl ati ng t he fifr'st wg‘?ﬁ@&gﬁ%dﬁﬁm&%ﬁg%ﬁﬁgﬂ%?ﬁg%ééter{cs ) 45 .
The met hod accordi ng t eligitar ser4rt wherein step (c) includes extracting a 2
uni quely identifying portion of each of the first plurality and second
plurality of packeits 3 TORIDsataBytesi Tigs shbws thatotpl etmyber dfstatai tytes ngrighbintalions of
the first plurality of clé,ets to those of 4 the second plurality of
packets to generate rrat”gﬁnalg ?93{“?‘@"& packets. 1 46 . The method according

to claim44 whereip the fjrst plyrality of packets. are 2 received by a
first network noni .'or,eq({'#eg@gﬁ‘gtr(g?’tﬁﬁlﬁfgl‘rﬁ‘f .°8“fslﬁﬁ§§géf§l°ﬁdrté’°|“g’.lp§f ved by a 3
second netjork noni t or (appligifiod ftoukkput) e TEP bbdMButS rAsN, 0 téthGuimbérs plurality
of packets) step 4 (b) includes tine stanping the second plurality of

packets, and the methodrmlisatigadytesdividadhby timasit fakes ta seadh these byies avaragsd 9¥eAg t he
first and second net\/\ortﬁgm@j:go%émggt%&an 6 absolute clock reference. -40

4, TCP throughput (Bytes/sec): This shows the total number of bytes carried
in the TCP connections divided by time (TCP flow rate).

25 5. Avg RTT: This shows the average Round Trip Time between the client and

server over the number of connections.

6. Avg Response: This shows the average response time from the server to

the client,

-28 -



- positioning satellite. 1 48. A system for nonitoring comuni

24 May 2003 1 47. The nethod according to claim46 wherein the network
nonitors are 2 synchroni zed by receiving a tine signal fipmagz‘dogbal

iCation on a
“network including a first 2 comunication |line and a second conmuni cati on
line, the systemconprising: 3 a first network nonitor having a first clock
.and coupled to the first communication 4 line for receiving first data from

"the first communi cati oRetrafiit %: ThekowidhdRiceREde oTTTPbLYes WaNh Wered second
cl ock and coupled to the second 6 communjcation |ine for receiving second
data fromthe second cHiFteh(Pesfo congestion, lass,aE Helan owamypthepEeason}. or
synchroni zing the first clock with the second clock. 1 49. A system
according to cl ai rﬁhﬂgcﬂi’éﬁmﬁm‘fq{@]?gi‘?"é’t"eévwzﬁﬁ%iaw%é’éwﬂmz?‘/’lﬂfock are

synchroni zed widih heRR€ vl ReSeRe0f each other. 1 50. A system according
to claim48 wherein the synchroni zing nmeans 2 conprises: 3 a receiver

ai m 48 wheretn 1 . conpri ses: 3 a recei ver
From a comton ol ook T BBBEi TS Bl if S S B TR s ccona

net wor k noni t tmaffi¢ (ttpy aschown ndiga20.i ne signal 6 fromthe common cl ock
reference. 1 51. A system according to claimb50 wherein the comon cl ock
reference is a 2 glmolfaip pecfermanaiiseiertismmey bé previdedsineina scieebdspldy ofFidrog] f or

billing a user of a conmmunicatijon networ omprising stepg 2 of: 3

det erm ni ng a{°ﬁf@"ip{°y%6\g°"§5‘ﬁf}$ @g" P‘F‘?"‘B"céﬁﬁ?sggﬁﬁﬁﬂ?’gﬁj’"ttﬁt user's use of
the 4 comuni geafoirincevetyperikk, pbrfdvinkdce P®lek DE02USE i RASEPIM dshBowiEh gigni ned
quality of service. of transmtting data onto a

1 53, A nethod
communi cat!? orélt iTﬁéW@eHﬁ%hleéifﬁggtiSr@épi?yséiéﬁég- 8} for Jariys 3he disnlaygneludes e wi th the
data; -41  2:dRYadPRy €ueauan il S ABEK Ve BiFoRhehald by Of

fields, wherein at |east one fie 5 corresponds to the associated tine and
at | east one ferfetming BrWikqliontd end sorvels€Tapdt fzeld Gilwerod@s i tti ng t he packet onto
the communication line. 1 54. An apparatus for transmtting data onto a
communi cat i on | i n&he owefics &i thghttpefonrapeektatilesr2 1 9 sy ki gegerated ondipe wrall ue

correspondi ng,.to the dat a; ncoder for. encodi ng a packet, th acket
i ncluding a g‘l‘ﬂ’?%ﬁb’t%}g%‘f“’% ?SZP@@?C? V\/ncglf%ti AL %°§’s°{sg°6ﬁle“9$? gegcﬁ‘i"ﬁc&y?c’egponds
to the ting }h&iv&tﬁk aiaﬁladgamexlteﬁss&n fblﬂgmﬁédﬁitdacﬁ&f.r'ﬂﬁﬁqmﬂl&ﬁaﬁli%m Deetdlerka; 6 a
transmtter for providing the packet o a comunication line, 1 55 . A
system for moASMHRHTARY t‘?i‘é?‘ﬁ‘fbhadase'f"f”ﬁﬂJ@BFﬁ?ﬂ‘PﬂSCEEF ation EyAkobENHY: 2 a

packeti zer fop af@eBhsid tBQoﬁl?%ed@Jb%er@ér%rﬁt@?tofbhf Sibre bR 6A%I fRhid deREr, and
extracting 3 a plurality of packets fromthe data; and 4 nmeans for

recursively dJoméberait cangbestsed o siofify sliendsy thas Shey may nepdmore brad widthraxithey ynagf 5

packets. need to choose another service provider. Accordingly, these metrics may be used to

20  improve the quality of service given to users and ultimately may provide further revenue
to the network administrator. For example, in the table “Troubled WWW Servers”, the
second server listed (204.162.96.10) had about 33% web aborts. This could indicate a

potential loss of 33% of the customers from this web site.

The tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts
25 for each underlying application 1612. For example, there were 27K HTTP (web) packets

which contained 21 MegaBytes which were received during the designated time interval.

Upon selection of the UDP hyperlink 1240 in Fig. 12, we move up the protocol
stack and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables
frame 2210, a “UDP Level Counts” tables is displayed showing activity for each UDP

-29 -



1 56 . A systemaccording to claim55 wherein the means for recursively 2
generating statistics conprises: 3 neans for generating rzgc'ﬂ%ggom‘
-.corresponding to the plurality of packets; 4 a filter for selecting packets
‘fromthe plurality of packets received by the system5. dunng a tine

‘' period; 6 neans for generating first statistics corresponding to the
“plurality of packets 7 received by the systemduring the tine period; -42
89 10 11 12 Igptkcafiorforude forl Fbr gl e aisaa,fmaca%éd WO BsTHRRSY T o
storing at | east one of the selected packets) the records corresponding to
the plurality ratketsawhieh eontainedi63 KdoByitesst stati stics; a packet type
identifier for identifying a type of packets received fromone of the
packeti zer, the redotdhydiltandwidthasage wmagonieshont/Q.32% ofthe fotal IRyseeaati¢ i ng

second stati stj.,6s. Usi | gas e of the, firs istics,.and the

recei ved packeltzgsl"éﬁgr‘ng%%suflssﬁéﬁioés% rcﬁlf’?\“’g'f P I?I"ﬁff}#ggbfgfﬁpb%@‘ab‘g%& sing a
di spl ay devs ceahd UDP Ghaffiel(mBLUE)! By clielisy & thel Tolgal PadehtTispldy™ thehs@ ¥ et W
according to claim56 further co riaﬁi&n .a user interface for defining at

| east one of t%@"f@?%ﬂ‘é?ﬁ%’l"%%é@’ g (g%‘éﬁ?f illystrated)ap the plog for IR (pareeti ne

period. 59. ASyshEBedahrsVedi ng to claim56 further conmprising: a tine
source synchronized to an absolute tinme source; and neans for determning a

time when each resggediiol 8 ML MBONEN Sutn¥b &Y intFYe. : ecei ved from
the first comunicati (gr? l'ine. 60. A ls“ygt em %ggo?%fﬁggﬁ&‘gﬁlﬁ% wher ein

the time sour @pplicstien layer analysis of MBONEMultimegiabarkbone)sesgiond asfshawn ia Fig. obal
positionin saztBeI lite. 67,. An article of manufacture conprising a conputer
useabl e nmedi um havi ng conmput er readabl e program code neans enbodi ed therein

f [ : g h f. claim?2) 3 .39. ...62. A
comut o progr am pooitist SEHkp ek Phck®s RU4R R @in e Bulind e B0 B 2

conput er readgblesa piiragbfdl packde asERRA eRig Xl Sthck the hetwdrkl Adnite A4S irdtgrdall
conputer to effect rogr.am st orage

the met hgclgof claim2, 3, or 35 .. 63. Ap
devi ce readablP&°Ksi ﬂg@ﬁ keteand {Ret GPHERS SBRBotiY oty The BRgR Bisdisplay Altig-#¢t i ons
execut abl e by (5% a B i Mt PriRe tHe Qhistdaths "BIRAFerficiSlof 00812 f2408), - - 43
.r 24 May 2003 6~ . A nethod for processing data on a conmunication |ine)

conpri si ng'st héhesestrsren of quaps wakanly sontgint paeketsde andifragni @ he 13 dmthahnexait i on
line; (b) segrgaal ifgs8edatd.ddy, ﬂxepﬂfelﬁﬁﬁa?eg didplay SRLAGhW P BEK&L S
corr espondl ng to ¢omuni cati on Sessi ons; " an
between 10.0.0.12 and 10.0.0.5. A user could also further qualify the dump by selecting
ports. Various options for dumping packets can be applied by selecting a type of dump

from the selections 2404 at the top of the screen display.

20 Selection of the “Recommend” button 2206 in the buttons frame 2250 of Fig. 22
results in the display of real-time capacity or bandwidth recommendations for the network.
Upon detection of selection of the “Recommended” button 2206, the network monitor uses
a mathematical model to interpret the data being viewed by the user to provide
recommendations on bandwidth usage by an application (or other types of traffic) or on

35 setting of link/switch capacity to obtain a specific quality of service. Several such
statistics 2502 are shown in Fig. 25. A user may enter desired quality of service values
such as loss rates and maximum delays to obtain recommendations on the capacity
required to support the desired quality of service for the type of traffic analyzed. Figs. 25

and 26 illustrate the recommendations which can be provided.
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(d) identifying which of the selected packets correspond to unsuccessf ul
communi cation sessions. 1 65. A nethod for processing da g ng to
».cl ai m 64 wherein: 2 step (c) conprises selecting packets corr spondlng to
"TCP sessions; and '3 step (d) conprises identifying packets corresponding
to unsuccessful TCP 4 sessions; and the nethod further conprise the step
.of: 5 (e) generating a ratio of a quantity of unsuccessful TCP sessions to

‘a quantity 6 of tofin dkeplBadbetisnetltihe Agr fay bdl@t@ﬁdi‘thdﬂﬁraﬂph@ﬁwnarﬁ\imt hod
according to cI aim6S wherein in step (d) the unsuccessful TCP 2 sessions

are identifiedoby-prod’Hggwh Wcéﬁé‘?lt%r%“t the petivaskaesoprsesdlar apartisulapqualityan a 3
correspondi Ng FREVRE level, f%pmpﬂtc Ab%u&é@uﬁﬂ“ﬂet%rk%dﬁ%fw&f ﬁ%l ethi) AN AALS
. A A(y?. Ah. ANS. Aay. AT R Ae. Ay. A . ANR. Aue. A3a. AF. Auf . Ay. A;
CAuy. A{. A LA mmcp]ampp)\catm uwt‘ﬁA{andeqxtrmNPcsmnateémpdﬁ]mzametcrs Using thc

gg]} g;]n;:g] 24 cpanbaals tlanl salamhaal Rk smaala A eabealarhasl Adlisglpad cal e

F! ] | >] iﬁtc#a&s&ﬂi/{wa:iugb%@ﬂaeﬂw&kca]ce,a]]m?}m]@a]ﬁaﬁ\]a Wspﬁi&%@}/ﬁﬁ%ﬁ%&%@kﬁ%;ﬂ ca]

ca ca] ca] ca a ca ca] ca] ca] ca] ca %9 @BLE!
"(C(((7) 5}3;‘4(; ‘?5?‘%3%A@]&?}%&?@éﬁ@&?gﬁwﬁaﬂ%éPQ:'éi]f@a] ca] ca] ca] ca

] ca] ca] ca] ca] %Laabmha@e}o@akm%&whﬁaﬂtﬁaweeaduﬁ&ha%eaim&ﬁ/?du&@' T

| 034<666668E; N=>r @ @Au

AAAGB| BB' CC} x SAnfBuzatipes perpataontcess prsiverijamaletsss oalsi]ma]ma\]oclat]tda}tm] ca] cal ¢

RokPobes) SbwBRR e R et aplame R Replameli ey L' cal oo

] ca] caU] ca] cajcomputed crad tral]-tcae] ks capcajccalisi]icaidead bapea) prkdEYAER] pf

n Uaab ddee7f n| 1j|v ca ca] cal ca
| o] Cal ca ca) dapaERTEs kg REPTAFuatal et G PEbPhEr b aPbafefica) oo
jJJ k] kkni mﬂﬂTfhthgIﬂ&Fﬁamﬂﬂﬂow on optimal configurations to enable dynamic resource
sst ktt uvvCxxx0yy| wr mhc? ] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] cal] ca] ca]aﬁa‘]“&&'] ©eapee ]esaqe@aflearaalrm@a] ca] ca] cal yyyzzdz5}}} <~C~~~E#x-- .
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Although illustrated and described above with reference to certain specific
embodiments, the present invention is nevertheless not intended to be limited to the details

s shown. Rather, various modifications may be made in the details within the scope and

range of equivalents of the claims and without departing from the spirit of the invention.
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1 3. A method for collecting and analyzing first data transmitted on a first
2  communication line comprising the steps of:
3 (a) receiving the first data from the first communication line;
4 (b) segregating the first data into packets;
5 (c) selecting packets based on a respective type of each packet;
6 (d) associating a respective index with each of the selected packets;
7 (e) converting each of the selected packets into a respective record including its
8  respective index;
9 (f) storing the records;
10 (g) receiving a first duration value corresponding to a first time period;
11 (h) generating at least one statistic corresponding to packets received during each
12 successive first time periods; and
13 (i) storing the value of at least one statistic for a plurality of successive time
14  periods.
1 4, The method according to claim 3 further comprising the step of generating
2 afurther statistic using at least one of the stored records and the stored at least one
3 statisuc.
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packets of a predetermined protocol, a number of packets of a predetermined protocol
layer, a number of packets having a predetermined source address, and a number of
packets having a predetermined destination address of a respective packet.

7. The method according to claim 3 wherein a record includes a portion of its

respective packet plus its respective index.

8. The method according to claim 3 wherein the respective index of a packet

W = N = B

corresponds to a time when the packet was received.

0. A method according to claim 8 further comprising the steps of receiving a
time signal from a global positioning satellite indicating an absolute time and generating
the time when a packet was received based on the absolute time.

10. A method according to claim 3 wherein the received packets originated
from a second communication line and each received packet includes an indication of a
respective first time corresponding to its transmission on the second communication line,
the method further comprising:

determining a respective second time when each packet is received from the first
communication line; and

generating a transmission delay corresponding to each packet by subtracting its
respective second time from its respective first time.

11. A method according to claim 10 wherein the transmission delay

NO— 00 N Oy b AW NN = LN

corresponding to each packet is calculated based on a time the packet is detected on a first

[F3)

link, a time the packet is detected on a second link, a rate of data transmission on the first

£

link, and a length of the packet on the first link.
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mformauon indicating at least one of a type of packets to be selected in step (c), the first
duration value, and an identification of which statistics to generate in step (h).

14,  The method according to claim 13 wherein the information is received via

the first communication line.

2
3
1
2
I
1 15. A method according to claim 10 including the step of receiving a time

2  signal from a global positioning satellite for determining the second time.

1 16. A method according to claim 3 wherein step (h) includes generating at least
2 one quality of service value for each successive time period corresponding to packets of a
predetermined packet type received during each respective successive time period.

17. A method according to claim 16 wherein the at least one quality of service
value indicates at least one of a round trip delay and a retransmit rate corresponding to the
packets of the predetermined packet type received during the respective successive time
period.

18. A method according to claim 3 wherein step (c) includes determining a
respective type of each packet based on at least one of a corresponding application type, a
corresponding packet content, a packet source, and a packet destination.

19. A method according to claim 3 wherein the first communication line is in a
network including a user and step (h) includes generating at least one user profiling
statistic for each successive time period corresponding to packets destined to or from a
user which are received during each respective successive time period.

20. A method according to claim 19 wherein the at least one user profiling
statistic is generated using the records stored 1n the memory.

21. A method according to claim 3 further comprising the step of receiving an

input from a user identifying a user statistic and step (h) includes generating the user

W RN = N O~ AW N~ WN o= AW N - W

statistic.

—

23. A method according to claim 3 further comprising the steps of:

N

receiving an input from a user identifying a user statistic; and
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4  types received during each respective successive time period; and the method further

comprises the step of

displaying the plurality of packet types and their corresponding statistics
accumulated over a second time period greater than the first time period in a first portion
of a display area of a display device; |

25. A method according to claim 24 wherein the plurality of packet types are
selectable by a user and the method further comprises the steps of:

receiving a user selection of one of the packet types by a user;

displaying statistics corresponding to packets of the selected packet type received
during the second time period.

26. A method according to claim 24 further comprising the step of graphically

displaying the statistics corresponding to the plurality of packet types in a plot over the

W N o~ th bW N e 00 ] N W

second time period in a second portion of tedisplay area.

27. A method according to claim 24 further comprising the step of:

generating a graphical display of the statistics corresponding to the plurality of
packet types in a plot ranging over the second time period in a second portion of the
display area, wherein the plot includes a plurality of discrete selectable time periods;

receiving a user selection of a range of the plurality of discrete selectable time
periods;

updating the graphical display to display statistics corresponding to the selected

0w N G AW RN -

time periods.

—

28. A method according to claim 3 further comprising the steps of:
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2 data stream using the stored records and the stored stream identification information.

1 30. A method according to claim 3 wherein
2 the first communication line is in a network including a second communication
3 line,
4 step (d) includes determining a respective time value corresponding to a time when
5  each of the selected packets was received and the respective index associated with each
6  selected packet includes its respective time value,
7 and step (e) includes converting each of the selected packets into a respective
8  record which includes a uniquely identifiable portion of the respective selected packet;
9 and the method further comprises the steps of:
10 receiving second data from the second communication line;
11 segregating the second data into packets;
12 determining a respective type of each packet received from the second
13 communication line;
14 selecting packets received from the second communication line based on their
15 respective type;
16 determining a respective time when each of the selected packets received from the
17 second communication line was received;
18 associating a respective index with each of the selected packets received from the
19  second communication line, the respective index corresponding to a time when the packet
20  was received from the second communication line;
21 convert each of selected packets received from the second communication line into
22 arespective record that includes a uniquely identifiable portion the selected packet from
23 the second communication line and includes its respective index;
24 storing the records corresponding to the selected packets received from the second

25  communication line in a third memory;
26 comparing the uniquely identifiable portions of packets in records stored in the

27  memory to those in records stored in the third memory to determine which selected
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32, A method according to claim 31 wherein the first communication line
transmits data using a first protocol and the second communication line transmits data
using a second protocol different from the first protocol.

33, A method according to claim 30 wherein the transmission delay is
generated at a level of accuracy less than 10 microseconds.

34. A method for routing first data from a first point to a second point in a
communication network including a plurality of paths between the first point and the
second point, the method comprising the steps of:

generating flow statistics based on the flow of second data on the plurality of paths
between the first point and the second point, the second data being separate from the first
data;

routing the first data between the first and second points based on the generated
flow statistics.

35. A method of displaying one or more packet properties or statistics on a
display device having a display area, the one or more packet properties or statistics

corresponding to packets received from a first communication line during an interval of

Aum»—-ooqcnu..::-u:o»—ato'—-uw»-

time, the method comprising:

L

(a) displaying a table listing the one or more packet properties or statistics in a

6 first portion of the display area; and

7 (b) displaying a plot of the one or more packet properties or statistics over the

8 time interval in a second portion of the display area, the plot having two axes, the packet
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36.  The method according to claim 35wherein the packets correspond to a

2  plurality of protocols at a protoco} layer wherein step (a) includes displaying a table listing

3 each of the plurality of protocols and a corresponding number of packets.

1 37 The method according to claim 36, further comprising the steps of

2 detecting selection of one of the plurality of protocols and updating at least one of the

3 table to display packet properties corresponding to packets of the selected protocol and the
4  plotto display a packet properties of the selected protocol .

1 38.  The method according to claim 35 further comprising the steps of:

2 receiving a selection of a sub-interval of time less than the interval of time by one
3  of entry of times in a text field and selection of a time interval along the time axis of the

4  plot; and

5 updating at least one of the tables and the plots responsive to the selected sub-

6 interval of time.

1 39.  The method according to claim 36, further comprising the steps of

2 detecting selection of one of the plurality of protocols and updating the plot to

3 simultaneously display both the packet properties of the selected protocol and the packet

4  properties of all protocols.

1 40, The method according to claim 35 further comprising the steps of receiving

2  astart time and an end time spanning a duration longer than the time interval and updating

3 atleast one of the tables and the plots to correspond to the duration.

1 41.  The method according to claim 35 wherein a subset of the packets
2 cormespond to a host and the method further comprises detecting selection of the host and

3 displaying statistics corresponding to the subset of packets.

1 42.  The method according to claim 35 wherein the packets correspond to a
2 plurality of protocols and a subset of the packets correspond to one of the plurality of the

3 protocols and the method further comprises detecting selection of the one of the plurality
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7 receiving a host clock value;
8 correlating the adjusted interface clock value with the host clock value.
1 44. A method of monitoring communications on a network having a first
2 communication line and a second communication line different from the first

w

communication line, the method comprising the steps of:

4 (a) receiving a first plurality of packets from the first communication line;

S (b)  receiving a second plurality of packets from the second communication

6 line; and

7 (c) correlating the first plurality and the second plurality of packets.

1 45, The method according to claim 44 wherein step (c) includes extracting a

2 uniquely identifying portion of each of the first plurality and second plurality of packets

3 and comparing the uniquely identifying portions of the first plurality of packets to those of
4  the second plurality of packets to generate matched pairs of packets.

46.  The method according to claim 44 wherein the first plurality of packets are
received by a first network monitor, the second plurality of packets are received by a
second network monitor, step (a) includes time stamping the first plurality of packets, step
(b) includes time stamping the second plurality of packets, and the method further

comprises the step of synchronizing the first and second network monitors with an

AN U AW -

absolute clock reference.
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4  line for receiving first data from the first communication line;
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5 a second network monitor having a second clock and coupled to the second

6 communication line for receiving second data from the second communication line;

7 synchronizing means for synchronizing the first clock with the second clock.

1 49. A system according to claim 48 wherein the first clock and the second

2 clock are synchronized within one microsecond of each other.

1 50. A system according to claim 48 wherein the synchronizing means

2 comprises:

a receiver associated with the first network monitor for receiving a time signal

4  from a common clock reference; and

5 a receiver associated with the second network monitor for receiving a time signal

6 from the common clock reference.

1 51. A system according to claim 50 wherein the common clock reference is a

2 global positioning satellite system.

1 52. A method for billing a user of a communication network comprising steps
2  of .
3 determining a quality of service metric corresponding to the user’s use of the

4  communication network;

5 billing the user based on the determined quality of service.

1 53. A method of transmitting data onto a communication line comprising the
2 steps of:

3 associating a time with the data;
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55. A system for monitoring data on a first communication line comprising:

a packetizer for receiving the data from the first communication line and extracting
a plurality of packets from the data; and

means for recursively generating statistics corresponding to the plurality of
packets.

56. A system according to claim 55 wherein the means for recursively
generating statistics comprises:

means for generating records corresponding to the plurality of packets;

a filter for selecting packets from the plurality of packets received by the system
during a time period;

means for generating first statistics corresponding to the plurality of packets
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received by the system during the time period,
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2  displaying the generated statistics.

1 58. A system according to claim 56 further comprising a user interface for .
2  defining at least one of the first statistics, the second statistics, and the time period.

l 59. A system according to claim 56 further comprising:

2 a time source synchronized to an absolute time source; and

3 means for determining a time when each respective one of the plurality of packets
4  was received from the first communication line.

1 60. A system according to claim 59 wherein the time source is a receiver for

2 receiving a time signal from a global positioning satellite.

1 61.  An article of manufacture comprising a computer useable medium having
2 computer readable program code means embodied therein for causing a computer to effect
3 the method of claim 2, 3, or 35.

1 62. A computer program product comprising a computer useable medium

2 having computer readable program code means embodied therein for causing a computer
3  to effect the method of claim 2, 3, or 35.

1 63. A program storage device readable by machine, tangibly embodying a

2 program of instructions executable by the machine to perform the method of claim 2, 3, or
3 35
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64.
steps of:
(2)
(b)
(©
(d)

24 May 2003

A method for processing data on a communication line, comprising the

receiving the data from the communication line;
segregating the data into packets;
selecting packets corresponding to communication sessions; and

identifying which of the selected packets correspond to unsuccessful

communication sessions.

65.

A method for processing data according to claim 64 wherein:

step (c) comprises selecting packets corresponding to TCP sessions; and

step (d) comprises identifying packets corresponding to unsuccessful TCP

sessions; and the method further comprise the step of:

()

generating a ratio of a quantity of unsuccessful TCP sessions to a quantity

of total TCP sessions during a time period.

66 .

A method according to claim 65 wherein in step (d) the unsuccessful TCP

sessions are identified to be those TCP sessions that were closed by other than a

corresponding server.
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