DESCRI PTI ON DI STRI BUTED STORAGE SYSTEM Techni ca
Field [0001] The present invention relates to a

di stributed storage system Background Art [00021 As 171 86

a storage system for managi ng data on a network, there

has been conventionally known a network file system of

a collective mnagenent type. FIG 10 is a schematic

di agram of a conventionally used network file system

of the collective nanapEseRIPmyOd The network file

system of the collective managenent type is such a

system i n whi chppasfrigyuse VetiorA3rt SeEraiiores data i s

provi ded separately froma plurality of user

termnals (clients) 202 and each of the user

termnals 202 uses a file within the file server 201.
Techgqe E}Eﬁ 3%{ver 201 hol ds managenent functions and

ﬁg eeTt ¢ information. The file server 201 and the

user termnals 202 are connected to each_other via
[000ddmuni cAPPARF ¢8R0 V2T ISR ESHCH & SbRETHRirBed @ﬁorage

has a problemin that, if a fault occurs in the file
systesr.ver 201, none of the resources can be accessed

until recovery, and therefore the configuration is

highly vulnerable to a fault, showing lowreliability

as a system [00041 As a system for avoiding such a
Back@irekn@marithere is known i a distributed storage

system An exanple of the distributed storage system

[0002% d'SC'ﬂ§gpsf8rg8é%ﬁkﬂﬁﬂFF&P%En%glIé%aﬂéwﬁJAHéE&éLﬁsthere

has been conventionally known a network file system of a collective
management type. FIG. 10 is a schematic diagram of a conventionally
used network file system of the collective management type. The
network file system of the collective management type is such a
system in which a file server 201 that stores data is provided
separately from a plurality of user terminals (clients) 202 and
each of the user terminals 202 uses a file within the file server
201. The file server 201 holds management functions and management
information. The file server 201 and the user terminals 202 are
connected to each other via a communication network 203.

[0003] Such a configuration has a problem in that, if a fault
occurs in the file server 201, none of the resources can be accessed
untilrecovery,andthereféretheconfigurationishighlyvulnerable
to a fault, showing low reliability as a system.

[0004] As a system for avoiding such a problem, there is known



configuration exanple thereof. A network file system
of a distributed managenent type includes a network
302 and a plurality of user termnals (clients) 301
connected thereto. [00051 Each of the user termnals
301 is provided with a file sharing area 301la within
its own storage, and includes therein a master file
managed by the user termnal 301 itself, a cache file

a didPipife@ sQ%E‘ﬁg‘éfsﬁsf@}ﬁt e ék&nﬂﬁ@%@eﬁu@}ilétﬁgﬁlﬁ%rted storage

user termnal "30I, and a managenent information table

syst%wtl%' ﬁ' fa,g:l%@réﬁggge?tateh@f 85 #n ?x@ heceppar le lustrates a

rack ormati on ilé&s 'scattered over
he nnunlcatlo network 302. The user _termnals 301
Rt é??&’ﬁ OZp| ?§ﬂmBEFef'i—:hree1Fﬁ rel dti OREHOE W thlqt vsdam of a
one of the other user termnals 301, and, exchange

distzidputsd BepagreeRtnbgREMCLlUdaDanRe f ATk 2% agd arplurality
reference relationship. Al of the user termnals 301

of ugert Henmdingdrsk (pdrifegrta )t Hdsle aperaxttieahstherdte. same
manner, and the information is sequentially

[0o0m]opagat @dchwbE Cthe Gyatettgeminalls 3ol apsrfvilddEwith a file
enabling all of the user termnals 301 to hold the

sharSHE aFRRAgeNBN i ikRfiar AeLi 8fn WSPa@eusgﬁdafﬁé'ﬁJﬁ&s therein a
accesses a file, the user term nal “301 of the user

i f
L e L R

th sel ects a usgr tern%nal 9 %cache client haV|n tp i nal
at 15 & §OB¥ QEcBsURHteRekileAanaged PE R e%dﬂ SEIEER
the user obtains file information fromthe user
301.t &7l n&l M3pRgERent sinformation | tabilencoad@ifvige trnagement
cache client, and nakes a conparison therebetween. If
infomrertd drs reqesmtsary tive fidepiregg dixtadkenf fimofptletion of files
sel ect ed user
scattered over the communication network 302. The user terminals
301 each establish a reference relationship with at least one of
the otheruser terminals 301, and, exchange and correct the management
information based on the reference relationship. All of the user
terminals 301 on the network perform these operations in the same
manner, and the information is sequentially propagated, which
converges with a lapse of time, enabling all of the user terminals
301 to hold the same management information. When a user actually
accesses a file, the user terminal 301 of the user acquires the
management information from the management information table held
therein, and then selects a user terminal 301 (cache client) having

the file to be accessed. Next, the user terminal 301 of the user

obtains file information from the user terminal 301 that is a master



termnal. If there is no match, the file is obtained
fromthe master <client. Further, in the case where
there is no match, the cache <client is notified that
there is no match. The cache client that has received
the notification deletes the file, obtains the file
fromthe master client, and perforns such processing
as changing the managenent information table. [0006]
cliehd &M PR ¥iRUache dPi 90223 MM 4 ¢ PQEQ%BH%ngéﬂE%ween.
Invention Problens to be solved by the I'nvention
1 th3QQ/) SFQWENeL) 'Ph%Oﬁi’thié’”%tQiééﬁﬁ!Pé‘c%rﬁdtﬁé UéHcted user
Systefrs, = nmanagénen as becone conplicated in
exchange _for inprovenment in_  reliability, causin
termiBaly o1 f AR S RPabanging Fi-hea ToRFPABFYUITN Soe nastex
shown in Patent Docunent 1, a plurality of copies of
cliegtf.j | Eupgbart olpetBe opege | wherdecthere ispreveatch, the cache
reliability, and hence a | arge nunber of user
cliendr Aisnabsif36d thetndoessars nwhemtahl.ar fhecapebetylient that
storage is constructed. Thus, as the nunber of user
has recdiRalds tBelnbecenesthiahg@eletbst 8k€SFibel OMGEAins the file
period of time for the managenent information to

front M8 ter! B128HkL I QRa 98§f59m§h§ugﬁcaﬁ&8§sgin%E%? changing

managenent i nformation and actual files anobng

the u%%glra#e%{ergg]g{n?o%%%titolﬁe Jlydware resources of the

Ser termn are consuned and network | oad
i ncr eases. %%%O%] The present invention has been made
a

[0008] so| ve PRf GrEMEEtt ilondd PP S 0%nd therefore

it is an object of the present invention to provide a

di stributed storage system capable of inproving the

reliability and the continuous operability while
Disclosure of the Invention

Problems to be solved by the Invention
[0007] However, in conventional distributed storage systems,
management has become complicated in exchange for improvement in
reliability, causing various problems.

For example, in a configuration as shown in Patent Document
1, a plurality of copies of a file need to be stored in order to
improve reliability, and hence a large number of user terminals
301 are necessary when a large-capacity storage is constructed.
Thus, as the number of user terminals 301 becomes larger, it takes
a longer period of time for the management information to converge.
In addition, due to the exchange of the management information and
actual files among the user terminals 301, the hardware resources

of the user terminals 301 are consumed and network load increases.



m nimzing an increase in managenent wor kl oad. Means
for solving the Problens [0009] In order to solve the
above-nmenti oned problens, according to the present
invention, there is provided a distributed storage
system conprising: a plurality of storage devices that
store data, and a plurality of interface processors
that control the storage devices, wherein: the

[0o0BNt er f acengr gaessnits aidehbeost Ghagepaeyi made &E solve the
capabl e of communicating with each other via a

abovEC WL 6Ak Yo BIINL! £nd¢HRIEERFliG A8 ahR B R06Okhe present
each o# theinterface processors stores a node |ist
i cont ai ni ng_an_L P addr i n rk _of e
invefRdof; "o eoBPyi dge HedTut ol §riPReC en Bbavie o
. devi ces nmakes . a request for the node list to . )
impragvipgr dfte iTRIErFUCE pF 02RsbRS; CPRELNPRYE, PREFAPILItY while
processor to which the request has been nmade transmts
minipigiggd@n iscregsehdns Menggengalt ¢ TkHiodd -have made
the request; and the interface processor to which the
request has been nmade adds to the node list, the IP
address of the storage device which has nmade the
Meanke€§desso 1M khEherdissidnidut ed st orage system may
further conprise a DNS server connected to the

[ 0009qNTUNI Cahi 0P HELWOEK, &Ll Rhet NEpode INSHLEEENEE problems,
stores a predeterm ned host nane and the I P addresses

f..th I N ' f ' . .
sccofa Py PAIEHbloBh LNFILEGE, BIRSEFPEID Mg petaigomres

S0 ion prede ne,
server nmakes, in response to_an 1inquiry about, the
storae Ry St AT RODRISE NnE PLETAJAMYOh JEPFAER SORCST thAL Store

of the I P addresses of the plurality of interface
datqum@g@@mgplityofinterfaceprocessorsthatcontrolthestorage

devices, wherein: the interface processors and the storage devices
are capable of communicating with each other via a communication
network according to an IP protocol; each of the interface processors
stores a node list containing an IP address in the network of at
least one of the storage devices; each of the storage devices makes
a request for the node list to different interface processors; the
interface processor to which the request has been made transmits
the node list to the storage device which have made the request;
and the interface processor to which the request has been made adds
to the node list, the IP address of the storage device which has
made the request.

[0010] The distributed storage system may further comprise a

DNS server connected to the communication network, wherein: the



the storage devices make the inquiry about the
predeterm ned host nane to the DNS server; and the
storage devices nmake the request for the node I|i st
based on the notified I P addresses of the interface
processor. Each of the interface processors nmay store
at least one of the |IP addresses of the storage

devi ces contained in the node list, in association

DNS ‘Q‘etrhiérnfsQ()%ts' ankgabﬁéﬂn@.geﬁ ng% Hgfnet an@neh 316@ adresses

he interface processors nmay delete romt € no

i S ordan e th a_predeterm ned conditi o

of tpi b A PECBE AL e 5ba B-BHETBRES RGP ARG IR bI PR witn the
i nfornmation |nd|cat|n an ol dest tine point. Each of

Pre@%ﬁ?%%%?%b?°§§vP€@§ esPYPeSPR¥CROBBKEF st 1R oFESPRRFG tO an

an | P address of at |east one of other storage

inquiay @doutaffiecpthrdesprmpacdnhestasampr oeeskolsc amtification
each of the storage devices may transnmit, to at | east

of oppeHthehkP sildrageedevi s pdatailhed dm ihluerfaodeprocessors;
lists thereof, information regarding control of the at

the ls@@stageoevabethRabé OFRUE MRMI 6L S0 Rhbegakdet Or@lfed host
of the storage devices and anot her one of the storage

namdd®Y &8 bRgl udedein LHE PR ?£g§é?8fd50§cggem§ietfﬁé request

storage deV|ces t he one o orage devices nay

for gﬁe ode g‘bass t({] e Pﬁétl%lﬁge{%e?dgﬁtgggle%no% e 1rpteerface

orage evites!
st or age deV|ces may add, to the node list thereof,
pro qqﬁ?Qﬁ%e of the storage devices; and the one of the
storage devices and the another one of the storage
del ofafhex énaagéagel Prreea§ersdmaycesorenahi heast none of
the node lists thereof, excluding the one of
the IP addresses of the storage devices contained in the node list,

in association with information indicating a time point; and each
of the interface processors may delete from the node 1list, in
accordancewith apredeterminedcondition, the IP address of astorage
device associated with information indicating an oldest time point.

Each of the storage devices may store the node list containing
an IP address of at least one of other storage devices; and each
of the interface processors and each of the storage devices may
transmit, to at least one of the storage devices contained in the
node lists thereof, information regarding control of the at least
one of the storage devices.

With regard to one of the storage devices and another one of
the storage devices included in the node list of the one of the

storage devices: the one of the storage devices may delete, from



t he storage devices and the another one of the storage
devi ces. Each of the storage devices nay update their
own node lists based on the node list transmtted
fromthe interface processors. |If each of the

i nterface processors receives a request to wite data
fromthe outside, each of the interface processors may
perform transm ssion/ reception of information

the hegar Ui gy ehavdde, RAThAESHABr Sheld® tiRf 8tboabEOMRVices; the
anot her one of the interface processors; and each of

anotHd& bRL & BRE ﬁ%%%%&é@ic&@ingk haue ¢ peabufshd B8st thereos,

request to wite, may gilve an’instruction to store

the dat Qr. give no_.instructigon, to't t or age i

the {8 68 Phe Hecialh Ava' iy 466, B, ¢ 5F° pRE 5 P8Page aevices
transm ssion/ reception of the_information regardin

and the RReT PaePEsth Sterrgs: dgY 1ERe “P#N/&’ﬂqh&?g[eoégi]storage
According to the distributed storage systemrelated to

deviges gradeinednianthemoded it adiveasoiof exgdidingr §he one of
device is contained in node lists of a plurality of

the isttoarafgc @l ayriares sords . thel harefloye  orev eff ithed statage Ndevices.
whi ch sone of the interface processors are not

Opeiaain BE, tWei &t dagodidesh Nt vpdaltles t&@ArD8wn node 1ists
performed 6 by using the remaining interface

basdd BREPRA Foad Mt ittran%naocst%’dﬂf%m{ ehgr@m{,]egfface processors.
reltability and continuous operability e

m'lif"ééifl‘ ftnei.ngge seei n nmana ergent vvgrlél oadé Briff 5T
Description oo the braw g q EPEeYeF & BParagdmvrite
iIIustratin%éa construction including a distributed

datasfEPRGNS PUTSHISccBRAR ME tBet MRt ¢ FRERPHARASRIIGhAY Perform

transmission/reception of information regarding a write permission
of the data to/from another one of the interface processors; and
each of the interface processors, which have received the request
to write, may give an instruction to store the data, or give no
instruction, to the storage devices, in accordance with a result
of the transmission/reception of the information regarding the write

permission.

Effect of the Invention

[0011] According to the distributed storage system related to
the present invention, the IP address of each storage device is
contained in node lists of a plurality of interface processors.
Therefore, even in a state in which some of the interface processors

are not operating, writing and reading of a file can be performed



FIG 2 is a graph for describing a |ogical connection
state of interface processors and storage devi ces of
FIG 1. FIG 3 shows Exanples of node lists
representing the graph of FIG 2. FIG 4 shows

diagrans illustrating steps in which the interface
processor perforns erasure correction encodi ng on
data. FIG 5 is a flow chart illustrating a process

by ubiRY B FmBG indheAttheast A sleyises il t B is possible
interface processors update respective node lists.

to oyl AOMOAY IR (UL SN DR BPTT Y GRS Wihmazing
s a flowchart illustrati process flow incl uding
an lgﬁrﬁﬁéFéﬁﬁbWﬁ&QﬂfﬂFW§d“Wﬁgﬂ di stributed storage

systemof FIG 1 receives a file froma user term na
and stores the file therein. FIG 8 is a flow chart
illustrating a process flow including an operation
Brieffe Dfesrars e tvilven athdhdi Hmawiugsd st orage system of FI G
1 receives a file read request fromthe user term na

[0012nd trangFmGt.sl idadifaigrem HlXastSrdisimg & cewsthact ion including
illustrating an exclusive control process flow

a diBerfieuved wherahResgssbh 98&89d§ﬁ§r@8$t1§é/5§19é§éﬂt Rlif¥ention.
1 receives a file fromthe user fTerm nal 'and stores

DS £ rE g L, PRSE B BTEPAEef) WAL svare
of igg%%gﬁgggE%ﬁgqggﬁé;%?qﬁghgé%f%&g: égﬁééé(%fa%ﬁ%gl%t a

FIG. 3 shows Examples of node lists representing the graph
of FIG. 2.

FIG. 4 showsdiagrams illustratingsteps inwhich the interface
processor performs erasure correction encoding on data.

FIG. 5 is a flow chart illustrating a process flow performed
when the storage devices and the interface processors update
respective node lists.

FIG. 6 showsdiagrams illustratingupdate processingperformed
in Steps S103a and S103b of FIG. 5.

FIG. 7 is a flow chart illustrating a process flow including
an operation performed when the distributed storage system of FIG.
1 receives a file from a user terminal and stores the file therein.

FIG. 8 is a flow chart illustrating a process flow including

an operation performed when the distributed storage system of FIG.

1 receives a file read request from the user terminal and transmits



system of a distributed managenent type. Best Mbdes
for carrying out the Invention [0013] Hereinbel ow,
description is made of enbodi nents of the present
invention with reference to the attached draw ngs.
First enbodinent FIG 1 illustrates a construction
including a distributed storage system 100 accordi ng
to the present invention. The distributed storage
a £ig¥stem 100 is communi cably connected to a user
termnal 10, which is a conputer used by a user of the

di gl @i?gf ﬁ%&ﬁgft iy.ihgﬁngQngVérpe:EggJé:[I*g[:gﬁ‘:rga:’process

mhlch |s a conmuni cati on~net

dlst d. st . Syst 1Q0 |ncludes r .
£LOWRSA R shsn%&%gﬁrsﬁraﬁrq}aa FHOF SRR RA PR o8 B ! Teceives
processor group 20 for controlling the storage devi ce
a figeodFoso the HEEaT d&rddndlt Rrd SEqiest the dhltehdhpgsin.
term nal 10. The interface processor group 20 and the
st §d&gel s aesgrangt BO ddregreonniird cabivgntdonadt eelitwprk file
a local 8 area network (LAN) 52, which is a
systeammadniac aoilQe ctdiwao man ikt Typd.nt er f ace processor
group 20 includes a plurality of interface

pr @a@ssot Sis h%éﬂ@:ﬁa@m@a@@m bEVE coRk@nftaefal network file
processors 21 to 25 are illustrated, but the nunber

systRiEa0 K i GleNlenlle: ShgiRoe device group 30

ncludes a plura ity o orage evrces The nunber
of storage devices is, for exanple, 1000, but only
nine storage devices 31 to 39 are used for description
BestI r1\]/Iotdhe|sS for carrying out the Invention
[0013] Hereinbelow, description is made of embodiments of the
present invention with reference to the attached drawings.
First embodiment
FIG. 1 illustrates a construction including a distributed
storage system 100 according to the present invention. The
distributed storage system 100 is communicably connected to a user
terminal 10, which is a computer used by a user of the distributed
storage system 100, wvia the Internet 51, which is a public
communication network.
The distributed storage system 100 includes a storage device
group 30 for storing data and an interface processor group 20 for
controlling the storage device group 30 in accordance with a request

from the user terminal 10. The interface processor group 20 and

the storage device group 30 are communicably connected via a local



enbodi nent for the sake of sinplification. [0015] The
user termnal 10, the interface processors 21 to 25,
and the storage devices 31 to 39 each have a
construction as a well-known conputer and conprise

i nput nmeans for receiving external input, output
nmeans for perform ng external output, operation neans
for performng operation and storage neans for

areash%[t% gf 3&%&2’3*5' ljse Lﬁ n%u o%%%.dar{(‘io%d%s tl%qork

yboar output neans, and
prlnte t he operati on neans, central essi
[0013r1it (cPThe; 1R FeE Eece R TR %Wpylaﬁiu SR dlurality
di sk drive (Hum . Further, those conputers execute

of INERYFEARS sPFHOEE ISP Ashe ré@pe‘élﬂ-ﬁle empogiigge trefhye interface
thereby realizing the functions described herein.

proces@dgijs Pie tws@S meemiddlusirated ,udes: dheetnvmder ariigereof may
that is input/output neans directed to the Internet

be diEfebemtst orage devices 31 to 39 each include a
network card that is input/output neans directed to

t h@nkAN:82agdnged Nt & Fyd)@l.%%‘i%rd%szé b@u%glf?@?hof storage
i nclude two network car One of the network cards

dev1c%g' anIIL/ orﬁ.ﬁrﬁw r 'g:fag%oF%ggl &?8&89&& t %IJ ?&grﬂpﬁg 5]‘!'000 but

‘t he ot IS Tn Uput " nmeans direéc 0 the
LAN 52. [00171 The user termnal 10, interface
only,PLBEsy ‘$‘§a% q+°ss gén’&"t e ALeoTEGE fg‘b‘”v 8€§r%?ttl8n3§n this
are each assigned with an IP address associated with
embodi@mendt ik tésr & akieercdofsimpd ifiicatdiPexanpl e, for the

LAN 52, the | P addresses of the interface processors
[00131 to 25Thmduthe teomageldéi ctbe3lnterB8carprocessors 21 to

specified as foll ows:
25, and the storage devices 31 to 39 each have a construction as
awell-known computer and comprise input means forreceivingexternal
input, output means for performing external output, operation means
for performing operation, and storage means for storing information.
The input means includes a keyboard and a mouse; the output means,
a display and a printer; the operation means, a central processing
unit (CPU); the storage means, a memory and a hard disk drive (HDD).
Further, those computers execute programs stored in the respective
storage means, thereby realizing the functions described herein.
[001l6] The user terminal 10 includes a network card that is
input/output means directed to the Internet 51. The storage devices
31 to 39 each include a network card that is input/output means

directedtotheLAN52. The interfaceprocessors 2l to25eachinclude

two network cards. One of the network cards is input/output means



Interface processor 21 - 192.168.10.21; Interface
processor 22 - 192.168.10.22; Interface processor 23
- 192.168.10.23; Interface processor 24 -
192. 168. 10. 24; Interface processor 25 -
192. 168. 10. 25; Storage device 31 - 192.168. 10. 31;

St orage device 32 - 192.168. 10.32; Storage device 33
- 192.168.10.33; Storage device 34 - 192. 168. 10. 34;

diredt¥d3® 4o a8 t2Frmetl$d. 168 Hhe3Dthed AragaplAVidfpift means
- 192.168.10.36; Storage device 37 - 192.168. 10. 37;

di UL 4oy a3, 192.168.10.38; and Storage device
lre?% ﬁﬁl%ﬁ.%%@.?b.%@ Simlarly, for the Internet 51,

the I P agdresses of the_ us grmn
[00%7ﬂterfac§ 8r888§sg?§mﬁﬁa# fQS é spg%f%gcgqgr %géfors 21 to
specific exanple_thereof is omitted, but it is o

25, ﬁ‘é‘@e§§§r §LOTRdE FHELFES atiried s aBE &PPPe?aﬁiLgfl?an%H’a an 1o
anot her. [0018] A DNS server 41, that is a DNS server
address @ s® ol tled novid tdhengrertwankoreand thanand cabl y
connected to the Internet 51. The DNS server 41
st Meegi&esangérahnpie, nbore t@ne AN 52P atedr E8sadfireashs of the
of the interface processors 21 to 25 for the Internet

inteXfddt peoReisalbran21é vg Baasicnel et6psGe B ELcEBL to 39 are
operates according to a so-called round-robin DNS

sped BN SAEFIfdi@l 1y, in response to an inquiry

Interface processor 21 - 192.168.10.21;
Interface processor 22 - 192.168.10.22;
Interface processor 23 - 192.168.10.23;
Interface processor 24 - 192.168.10.24;
Interface processor 25 - 192.168.10.25;
Storage device 31 - 192.168.10.31;
Storage device 32 - 192.168.10.32;
Storage device 33 -~ 192.168.10.33;
Storage device 34 - 192.168.10.34;
Storage device 35 - 192.168.10.35;
Storage device 36 - 192.168.10.36;
Storage device 37 - 192.168.10.37;
Storage device 38 - 192.168.10.38; and
Storage device 39 - 192.168.10.39.
Similarly, for the Internet 51, the IP addresses of the user

terminal 10 and the interface processors 21 to 25 are specified.

10



made by the user termi nal 10 about the single host
name, the DNS server 41 sequentially and cyclically
notifies the user termnal 10 of the five IP
addresses, which respectively correspond to the
interface processors 21 to 25. [0019] Simlarly, a DNS
server 42, that is a DNS server having a well-known
configuration, is communi cably connected to the LAN
A spddifile eRpIer thleredrstier emid teid)gbathast iRa@1dNGhecessary
the I P address of each of the interface processors 21
thatLQh%5Ib°%dhE%sEé@ Pe a1 £FATIAE Bl ol d&%%é% ngl e

name. In response to an inquiry nade by t he
or age 3 aut t | e . host nane,
LooxByd" 3RS SN EBERI0e L oRpRElE = mifs FPERef i Eng A1 -known
devices 31 .to 39 of the IP addresses of the interface
conshryctdOfrs 1?1CPHméélﬁéP&VdFﬂﬁne%ePhEOrB‘&‘ﬁ dIPboTRebNsl - The
met hod. £0020 FIG 2 is a graph for describing a
DNS sepvenl 4£ditinkas @ sisgdechoftimene mngk thee IPraddsess sof each
21 to 25 and the storage devices 31 to 39 of FIG 1.
of thEhisténfacalproorssoirsal sbpatSefos thhdmteaned 51in association
di graph consi sting of nodes, which represent the

withi Bher 52§1ePhOS€SE8KE, 2dn8 OoBErands tivcstdimgetslayigiLalled
31 to 39, and lines having respective direction and

rounﬁQQB%EB'BQStR@tHBQeS S%éc§ﬁ98£ﬂly el@QféﬁbéﬁEg tJ(Hn inquiry

t he sake of S|np I fication 21 Iustrates
t erf or .21 as,t i nter rocessor
made g? ltplgn ac Er@ggg?héoo §Ut Jg eer %1% pr ocessrbar"se‘zzthe Dis

g are also included in t e gra h, The ﬁgaph
servERe 88 AP PGSV ABOCPYELEPBNTROTHEHES | Hieriase terminal

10 of the five IP addresses, which respectively correspond to the
interface processors 21 to 25.

[0019] Similarly, a DNS server 42, that is a DNS server having
a well-known configuration, is communicably connected to the LAN
52. The DNS server 42 stores a single host name and the IP address
of each of the interface processors 21 to 25 for the LAN 52 in
association with the single host name. In response to an inquiry
made by the storage devices 31 to 39 about the single host name,
the DNS server 42 sequentially notifies the storage devices 31 to
39 of the IP addresses of the interface processors 21 to 25 according
to the round-robin DNS method.

[0020] FIG. 2 is a graph for describing a logical connection
state of the interface processors 21 to 25 and the storage devices

31 to 39 of FIG. 1. This logical connection state is shown as a
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processor 21 (the sanme applies to the interface
processors 22 to 25) to at |east one of the storage
devices 31 to 39, e.g. to the storage devices 31, 36,
37, and 38. On the other hand, the graph does not

i nclude any lines having directions fromthe storage
devices 31 to 39 to the interface processor 21 (the
sane applies to the interface processors 22 to 25).

dlgra bt hebns 28R gt Ner Sy RLE, dWicsS, repPEEENRBYLIRE NGhterface
I'Tne, there nay be a unldlrectlonal ITne, or there

pro or% %lblt%l %n%(llix rgf %é%cqasb 1nq:toed39t hae[‘nd lines

€ graph i's not accor Ing to
o eration of the dlstrlbut d stora e s
haVlBéJsEFFBFF&&VFhQELéﬁFtFQngF{} nCPAPEF! 1[@36?&? Pﬂg?ﬁe fENShentd
distributed storage system 100, the | ogica
be nesadethabn Eontthe sakicons asMRLiELCAtiABdeFIPst2 114ustrates
node list is created for every node. FIG 3 shows
onlyexheplieseofatkepnodeskpst 81r @pr thentin perface griagtessdr, but,
FIG 2. If the graph has a |ine having a direction

in adt @M ONE, BRI thd2 it exffideproedesotbe 2rades hiretalsb included
the node serving as the starting point of the |ine

in t9@ldph i nformation representlng the node serving as
t he en poi nt of the line, an | P address for the

LAN rgéh 1n%(l%)de|s| iyﬁég%ﬁﬁﬁgggfkggf‘ﬁ%@ (Eﬁe Hterface

ace ~“processor
192 168 10 21) illustrated in hi s nodel
Progessar, Add (ither famst Gpaééeﬁeﬁﬂstg? Hﬂéeﬂ{ PEF(REgoessSTs 22 to

processor 21. The node list contains the |IP addresses
25) reppdsdgiisig onehefstbeageogedecesvicesidl 89 3@ndesg: to the

storage devices 31, 36, 37, and 38. On the other hand, the graph
does not include any lines having directions from the storage devices
31 to 39 to the interface processor 21 (the same applies to the
interface processors 22 to 25). Further, among the storage devices,
there may be no line, there may be a unidirectional line, or there
may be a bidirectional line.

It should be noted that the graph is not fixed and varies
according to operation of the distributed storage system 100.
Description thereof is given later.

[0021] In the distributed storage system 100, the logical
connection state is shown as a set of node lists. A node list is
created for every node.

FIG. 3 shows examples of the node 1lists representing the graph

of FIG. 2. If the graph has a line having a direction from one node
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Simlarly, FIG 3(b) illustrates a node |ist created
for the storage device 31 (having the I P address
192.168.10.31) illustrated in FIG 2. This node |i st
is stored in the storage neans of the storage device
31. The node list contains the |IP addresses
representing the storage devices 32, 34, and 35.
(0022] The interface processors 21 to 25 each have a

to ahYBEEFONOAOf Y head NYser 38 Wite GIdeLsbiroAngNa ot sHarting
data by neans of a well-known nethod. FIGS. 4

pO:Ln?: %h%%ﬁué& %aiﬂs%ﬂhﬁgﬁ ﬁ‘&@ﬁiégénﬂﬁﬂﬁ%ﬁ?@fxoaé serving

€ sane ap p les to e I nt er ace processors 22

for erasure correcti at
. téleae Pg)lnr eﬁfeg 108 G5l aalatI%n gb& ﬁﬁ uscf CL %'fN e
state in which information is _provided as one whl
chlifl.. The)ihtLrsheatef oy 136tirypaksd fpg the interface

original data to create a plurality of information
procegsskat 21 (IFaGnd (e iIH addirgses1a2siaBelPn2hhi thlusprated in
exanpl e, 100 information packets are created.
FIG.Furt Imeris ndde Laterifsastopeddessos sPérpgewiedes ofi3he interface
redundancy to the information packets, thereby

procesgdid 79, enapdaddedat st dontsiRatnam® haagessks ripfenting
than the information packets. FIG 4(c) illustrates a

=S %&g&%¥%afﬂ%}qg% fEFli‘SO encodﬁdééépa f??ggdarga;g files
Cogs}ﬁg.tilt ' Cﬁtf gt Pg{; t%ﬁ)g i gjhgsatrf%deaste%aﬁ%? J‘,ﬁﬁ/ Cfggted for the

encoded data files out of the 150 enc oded dat a
storpge dpviee idnt Pereny Wik oBiarfLaRF 482odPAg 1ﬁet3llréd’s”d+5'etrated

based on wel | -known techni ques
in FIG. 2. This node list is stored in the storage means of the

storage device 31. The node list contains the IP addresses
representing the storage devices 32, 34, and 35.
[0022] The interface processors 21 to 25 each have a function
of performing erasure correction encoding on data by means of a
well-known method.

FIGS. 4 illustrate steps in which the interface processor 21
(the same applies to the interface processors 22 to 25) performs
the erasure correction encoding on data. FIG. 4(a) represents
original data, and illustrates a state in which information is
provided as one whole chunk. The interface processor 21 divides
the original data to create a plurality of information packets.
FIG. 4(b) illustrates a state in which, for example, 100 information

packets are created. Further, the interface processor 21 provides
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such as erasure correcting codes or error correcting
codes. The nunber of the encoded data files or a

m ni mum nunber of the encoded data files necessary
for the reconstruction of the original data nmay be
changed as appropriate. The interface processor 21
stores prograns for perform ng the above-nentioned
encodi ng and decoding within the storage neans

reduh'a%%e,f rtoa%ef YR i YRR Tasmnd ¢48a9Gi"&ncoded
nmeans executing the progranms. [0023]

datadksﬁ.glsbﬁfl%g %:t o'i?gﬁg‘}%/%ﬂ q{ﬂn"llb q’ I%%Sém tLgnfﬁfgﬂPg‘%lon packets.

ynam ca cal connectron s

lifie in ( ) re di
FIG.{ plgdt FéthﬁﬁerBFoée%aFFo?nbe‘?"Fbﬁ?]i‘redgoﬁh%’ﬁa'P F St gcoded
devices 31 to 39 and the interface processors 21 to
datapfilegateaet wereadfdect i ve node |ists. Each of the
storage devi ces (herei nbel ow, as an exanple, storage

detTheel 31 gnspdetisiabatf il £agrehso poosdssiadfed tiea f tbworiginal
chart 14 of FIG 5 at given timngs, for exanple,

datafyel YelMardh sttt @sSted bg calldadn gle¥be @ xdifil agny 105 encoded
started the execution is a storage device that has

dataSERiEEd @ HPIRLE1 BHASESSdedidatla iR sSt OFREELHIRM Sfentioned
3 1 selects one of the nodes contained in its own node

enco St %%d ﬁ%%%%ghg gknsﬂ %Eebgégaeé I&@his}ﬁgw c;:echnlques

as never een se
far or a node that has nqt selected for the | ong

es
suchy, & 86""6‘1“131 Ferrectdingccedes P 8r68§e°ﬂ/ﬁ§F8tiLH8r‘é°§?§ The

a plurality of nodes that satisfy the
number of the encoded data files or a minimum number of the encoded

data files necessary for the reconstruction of the original data
may be changed as appropriate.

The interface processor 21 stores programs for performing the
above-mentioned encoding and decoding within the storage means
thereof, and functions as encoding means and decoding means by
executing the programs.

[0023] The distributed storage system 100 has a function of
dynamically updating the logical connection state exemplified in
FIG. 2.

FIGS. 5and 6 arediagrams illustratingaprocess flowperformed
when the storage devices 31 to 39 and the interface processors 21
to 25 update the respective node lists.

Each of the storage devices (hereinbelow, as an example,

storage device 31) starts executing the process of the flow chart
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condition, one node is selected randomy from anong
t hose nodes. Though not illustrated in the figure,
the I P address of the selected node is stored in
association with a time stanp indicating that tinme
point, which is referred to as a selection reference
in the next execution of the process. It should be
noted that, as an alternative, the I P address and the
of FIGMESsShanpifeadtiAings,asseceabRfleM theerChwot iChutés. The
this case, if a node is to be selected in Step S101a,

storde ﬁqugbstﬁskeﬁ&@¢§€é¥¥%ﬁﬂﬁhé'é%@d@?@aﬁ §8€,N9088age device

cont al ne in the node list. Hereinafter, as one

e le, it js._ass d that the storage device 32 is
thatse%erggtsg&rﬁﬁedxﬁn tq?@%teorpe]\:goec Gice 31 transnits, to
the sel ected node, a node_exchange nessage indicating .
t hdt Site HORETRZEIFSGY R AL tit e HS Qe ffgklhe srdeRecontained
updat e process (Step S102a) . The storage device 32
in iftsceiwpefadee lisde ask chdmpgdate Saddr g IR 1S nceshithg (Step
recogni zes that the storage device 32 has been
S101s6)l.ecHedeasatrald ahget has ridreer Hearpdalecpedcesstdmw olrea node
performed by the storage device 31, (0024) Next, the

thatShekagetdexl 668ed1f GACEIRY 1OMREHE pRITURIANGFORimBUi sadelected.
connection information, thereby updating their node

In d s WnahRPScnkQ3a,and 30116 Gr oS i AR By the

IlTustrating the update processing perforned in Steps

Q3a and S103b. .FI G X) LlLlystrates the node
condiidtd oPendoR, 1 ayfeadet B r3UaRA TSR ek SpBRE puase nodes.
stegs are started, = This corresponds to_the connection

Thougl')a gtdfl]p}ﬁrazt_edrpré\ ‘ﬁrb%lquugte, the IP address of the selected

node is stored in association with a time stamp indicating that
time point, which is referred to as a selection reference in the
next execution of the process. It should be noted that, as an
alternative, the IP address and the time stamp need not be associated
with each other. 1In this case, if a node is to be selected in Step
S10la, one node is selected randomly from among the nodes contained
in the node list.

Hereinafter, as one example, it is assumed that the storage
device 32 is selected.

Next, the storage device 31 transmits, to the selected node,
a node exchange message indicating that the node has been selected
as a target of the update process (Step S102a). The storage device
32 receives the node exchange message (Step S102b), and recognizes

that the storage device 32 has been selected as the target of the
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of the storage device 31 contains the storage devices
32, 34, and 35, whereas the node |ist of the storage
device 32 contains only the storage device 33. In
St eps S103a and S103b, the storage devices 31 and 32
first reverse the direction of a line having a
direction fromthe storage device 31 that has started
the update process to the storage device 32 that has
upddirepssieand atb ase tgertamgel Wf the dpsiedee doeass. 31.
Specifically, the storage device 32 is deleted from

[00247e node Nex&t, tRE éf@r%ﬁ@rd@)%cga%quealgé Sﬁ'éQeEGQe prunlng on
storage device 31 is ded to the node list of

or i ce S d .
mut&%l i a8 bRl P EEy BSE i %%é% A5 Lists
the node lists indicate such
(Stecpfnt ({Hsaa@ﬁf 17{]]Lf@tt?’)a‘t ed in FIG 6 (y). Further, the
storage devices 31 and 32 exchange the other nodes in
t h&G nRieShPEs siFgEame oladusievitéag Ihea B eprrrocessing
deleted from the node list of the storage device 31,
perfamneadén Srizl SO3vhandSAO3bl6 FIEt 6of %) hiel Bisrmgees the node
device 32. In addition, the storage device 33 is

listdeb ettt $tonadddenades! 35anaf32 berstraragesdlevéps a2, started.
and then added to the node |ist of the storage device

This3borfespindsPebNihe ddhddod istatd Bg'lsfée fucﬁ‘he node list

contents as |IIustrated in FIG 6 (z . Here, in
ru t
or BERuPRh OGBS tot%gﬁces gy 34 and
odes ont ai_ne |sts of al
35. cBd® fiat P% BhflosEaranc afkhdr 3t Someains only
betmeen the stora ge devi ces |Ilustrated in the graph
the storage device 3

In Steps S103a and S103b, the storage devices 31 and 32 first
reverse the direction of a line having a direction from the storage
device 31 that has started the update process to the storage device
32 that has been selected as the target of the update process.
Specifically, the storage device 32 is deleted from the node list
of the storage device 31, and the storage device 31 is added to
the node list of the storage device 32 (if the storage device 31
is already contained therein, there is no need to change). At this
point, the node lists indicate such contents as illustrated in FIG.
6 (v).

Further, the storage devices 31 and 32 exchange the other nodes
in their node lists. The storage devices 34 and 35 are deleted from

the node list of the storage device 31, and then added to the node
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of FIG 2 may not change or may decrease, but does not
increase. This is because a line having a direction
froma storage device that has started the update
process to a storage device selected as the target of
the update process is always deleted, but a |line
havi ng the opposite direction thereto may be added or
may not be added (that is, the case in which such a

list bRethé AHdrRady RraATRNBY. |ﬂntetﬂ<§|.ﬁwerthet Beoghgeagévice 33
devices 31 and 32 execute the pruning of the mutual

is d%‘i%‘%%‘at LeQR ‘EBQ" Hleoﬂlls@ §gegﬁe8§9§fa§‘é]dd§%_{)§g 38 t&la then

hat, the sel ect storage device 32 end

aaad B N Boghedngr oF hob ‘s@ﬁg%tﬁﬁﬁ,%%?i%fgvhides&t this point,

contained in its node |ist is equal .to or snal
the pAdA Al HF S dRIHGREE SUPBroUXeRES 25 a&%uféreﬁeélmg 16 6 (2).
FIG 5). If the nunber of nodes is larger than the
gi V@renuriperthe prustioagpf ey it Bl eninedfeion information
processing. If the nunber of nodes is equal to or
perforalddtn Shaps She 3giarehS1 08bhbehe tidia lshaniage ofievides Gdntained
requests one of the interface processors 17 21 to 25

in the hoarsMiktBode hNiotABt 56Arbbecded®ibde thet)isanthe total
after acquiring the node list, adds nodes cont ai ned

num‘deri“ BP'lﬁﬂ@ﬁek%één tH b‘:éﬁ y@ AL Se iﬁ.l(lgq:ggtéaoﬁ?l:he graph

The interface processor t ecte
get _of uest n_respaonse to th equest
or relndrey PPT RARGScer| el F80PREsSL o ‘S SRR et giperease.
(Step S105¢c) As illustrated in FIG 3(a), the node
Thig ji§ REGRALFHS A1 avioie 2 dHirert i R st Fagadevice

storage devices 31 to 39. [0026] Here, the storage
thatgdgisc 6 tartegk sbeanprdatiei pyoressheoDNSStorage device selected

as the target of the update process is always deleted, but a line
having the opposite direction thereto may be added or may not be
added (that is, the case in which such a line is already present).

In thismanner, the storage devices 31 and 32 execute the pruning
of themutual connection informationin Steps S103a and S103b. After
that, the selected storage device 32 ends the processing.
[0025] Next, the storage device 31 determines whether or not
the number of nodes contained in its node 1list is equal to or smaller
than a given number, for example, four (Step S104a of FIG. 5). If
the number of nodes is larger than the given number, the storage
device 31 ends the processing.

If the number of nodes is equal to or smaller than the given

number, the storagedevice 31 requests one of theinterface processors
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server 42 using a predeterm ned host nanme, and
acquires the node information fromthe interface
processor having the acquired |IP address. The DNS
server 42 performnms notification according to the
round-robin nmethod as descri bed above, and hence the
storage device 31 acquires the node information from
a different interface processor every tinme Step S105a

21 tb525€¥8Cﬂ¥£'psmﬂ?h%'d%aiﬁﬁ5rmé{:lbﬁ (%.SSémﬁdnocflé’rlls‘?:X)ath& after
the DNS server 42 notifies the storage device 3
t h 8s% of t |nt rface r.0cessor .
acquﬁ&df?] %ﬁéaxtn%%t%he ssttdr age SdeV| e 1Jodmteiwe [ nttér Sacneodle LS
_processor 21_ued te the respective node lists in
to lg Z

EcOrdaReEewW At £SEPPsSHPO2 tep%h%lﬁs%e%?ﬂuc%ﬁﬁ‘%?ess“ ELaE
(Steps S106a and S106b). Here, the storage device 31
was geitectedapttheotinrasded the regywesthote yespansgr o the request,
included in the acquired nodes and are not contai ned
tranismiittss ibenowmderde diistexol tive gt drweges idevage dév(steB31S105¢c) .
itself. Further, the interface processor 21 adds the

As ishekagetdavieer1idl, 3\A)Ghthé AoAQUEist SohedueStat least one
source, toits own node list. Here, 18 the interface

of tHle0GHS Harek sHOHS (HIE AL NUME, 1 b ASFOUAIHN

W th information |nd|cat|ng atine p0|nt at mhlch t hat

[ooz%‘ide s ﬁgg‘%d the ora e g%v n? an 1n J’r‘% to Fhe DNS

predet ermned con I S satl or ex
the nunber of nodes |n t he node Ilst has becone equa

al
Servieg 47 P8iH8r 2t RARISLGFPERCAURBEF, NENE - | ARG, pG@Rires the node
~_processor deletes the node associated with the ol dest
informad ioma fF o dlhe Heterfdecd ipstocqssahdiddinme e eacquired IP
that, as an alternative, the interface processor 21

addrees .al $hendifS assoaide péefoode noitf idet tomacstoanding to the
round-robin method as described above, and hence the storage device
31 acquires thenode information fromadifferent interface processor
every time Step S105a is executed. Hereinafter, it is assumed, for
example, that the DNS server 42 notifies the storage device 31 of
the IP address of the interface processor 21.
[0027] Next, the storage device 31 and the interface processor
21 update the respective node lists in accordance with results of
Steps S105a and S105c (Steps S1l06a and S106b).

Here, the storage device 31 adds, to its own node list, the
nodes that are included in the acquired nodes and are not contained
in its own node list, excluding the storage device 31 itself.

Further, the interface processor 21 adds the storage device

31, which is a node of a request source, to its own node 1list. Here,
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In this case, in selecting a node to be deleted from
the node list, one node is selected randomy from
anong the nodes contained in the node list. Further,
the interface processor 21 may store the node list as
a list having a particular order. Specifically, the
node list may be constructed in such a manner that the
order the nodes were added to the node |list can be

the ggterrbBedprbBekBbs gasetortbethel agde@nnoticainodesbeiation
be deleted fromthe node list may also be carried out

withfi ﬂi@ﬁﬁﬁlegﬁna%\?{ﬁé il éh%h‘irc‘illefh&é node is added,
a It1on to the node™li st tat|S inafirst-in

e.g. dal %Stﬂ gbﬁarr{CPFI F et hf)g Ié]q_%%é {@Q&‘%Wﬁtﬁiondl? satisfied,

storage syStRm dyham ca

the | ogi cal. connection state _anon e 0

for pxppReF, if 4Dst BPAGETqET BEIERadT 5%&090%&#&%3(1%&4? REceme
FIG 1 is newy added to the distributed storage

equagdy §penrlderdeffe thaanas gdvege nyepese ﬁh@sﬂn§@q§@F@spaocessor
node list fromone of the interface processors, and

delehekdshehnedeodesbicitatas am thnithiealoldedgd Itige sTleap from the
is, in this case, the added storage device has an

node€Ety. Nadesthdsid bekbdhnace & epR 1Tt 1960 28he interface
S102b, S103a, and S103b are not execut ed. Further, in

procvﬁgg S3948a v thEs Hafs: 'a%fs%rdl%tﬂeoﬁh%oﬂbaénﬁzfﬁrﬂuétteﬁ% stamp.
IS O V|ously equal to or snaller than the

redetern1ned henc a .
In thig % eps 1§158a anangﬁ%o‘% %EI%%egparee%lgggénu?ﬂg%?ég list,
t hi.s manner repeat edly executing the update of th
one ROHE 18 Sedeatbd FROAoBY Tudy B NS e MF B DG Red 1n
respecti ve storage deV|ces at predeterm ned tim ngs,
the aoﬁ@mﬂ.ysgddeﬂ:@ﬂmragé:r@e\}p@@rm%processor 21 may store the

node list as a list having a particular order. Specifically, the
node list may be constructed in such a manner that the order the
nodes were added to the node list can be determined. In this case,
the selection of a node to be deleted from the node list may also
be carried out from the oldest node according to the order of addition
to the node list, that is, in a first-in first-out (FIFO) method.
In this manner, the distributed storage system 100 dynamically
updates the logical connection state among the nodes.
[0028] Further, if a storage device that is not included in
FIG. 1 is newly added to the distributed storage system 100, the
new storage device first acquires anode 1list fromone of the interface
processors, and holds this node list as an initial node list. That

is, in this case, the added storage device has an empty node list,
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does not have any line at first cones to have a

unidirectional line or bidirectional |ines, whereby a
di graph having various patterns is built. [0029] FIG
7 is aflowchart illustrating a process flow

i ncluding an operation performed when the distributed
storage system 100 receives a file fromthe user
term nal 10 and stores the file therein. First, in

and a0ty Seape swotlh , 81 026 $UCLh PB19BWS andys BO 315 8Fe nblteexecuted.
user termnal 10 transmts, to the distributed storage

Furt®%H,efh180ep S1oM4! ad hode0 iReo3h@t8en! BohP8ins zero items,
di stri buted storage system 100 (Step S201a). ,

Her e
. . ir .
whichi}fs U861 b 81T dflar Bo B Gla ok AR ¥hd 8Ll (Bhiiped number
ransmits th ite file to the interface praqocessor
and heoPRTbtRes LR She cind S idhg qud'Seans BB ecRhe, S336C of FIG.
perfornms the notification according to the
5 arey §F@Udsi9r net hod as descri bed above, and hence the
user term nal 20 10 transmts a wite file to a
di fhetlehs maminerf,abe NePeEcEdssly execytihgnghe update of the node

Herei nafter, as one exanple, it is assuned that the

lister deecriibk@ by wagnsAir1IEsl. tD dnee 6l AtethaCle PHOCLESOIstorage
21. [0030] Here, in a case where an interface

deviRIeRCOE BB dbRBLmiRed LRI Or DrRewly IR LELSSaE dblb ce which
ileis already determned and the IP address thereof

f
coed JoR AP A, LIBRLEEIe LAl A4 USFhipl SEEIRhe1 1une
or bgggigéggogéﬁagig%%féﬁg%ﬁ b§“£wa§g£%p%§.g%i%gevéggous patterns
is built.
[0029] FIG. 7 is a flow chart illustrating a process flow
including an operation performed when the distributed storage system
100 receives a file from the user terminal 10 and stores the file
therein.

First, in accordance with an instruction given by a user, the
user terminal 10 transmits, to the distributed storage system 100,
a write file to be stored in the distributed storage system 100
(Step S201a).

Here, the user terminal 10 makes an inquiry to the DNS server
41 using a predetermined host name, and then transmits the write
file to the interface processor having the acquired IP address.

The DNS server 41 performs the notification according to the

round-robin method as described above, and hence the user terminal
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followi ng state corresponds to such a case: as a
result of exclusive control process (described |ater
with reference to FIG 9), a particular interface
processor is in possession of a token that permts
witing of the file. [0031] Upon reception of the
wite file (Step S201b), the interface processor 21
divides the wite file and perforns the erasure

10 teansatts o wiaRdicaget berL£anf fehemabyneeedhicBgpPocessor every
plurality of subf iles (Step S202b). This is

tlmeperﬁefgfﬂaﬂﬁéﬂg Egeoﬂ@té§5héﬁécrigeﬁs N4l £ LNCGhe write

to FIGS. 4. Next, the interface processor 21 transmts
filef 1%‘3%%% Hoct‘Méfgtt?)Stt%% %ﬁ%fra%%“%&%%ts% t%fza;teorage
1to 39 th te re est
[003% 3'35)6 ?°’ Hmioc SPARMEES ) TROT ey EpFET FOS (FREAPTGF that 1s

FIG 2, the wite request is transn1tted fromthe

to PeRferfagevpi66eBERFess ¢6 thacfiterhycasadedetermined and
specified in the node list thereof , and is further

the fPanddresedtharddie imodéokkedt $nspeeiddend tiepmtimelndfe the user
lists of those 21 respective storage devices. This is

termiepaal ®doke ridiamakeant gty € o HIRSDRSisditiareen, bha performs
storage devices. [0032] The wite request contains the

t ranfs@lils@WioRd 1ii@ﬁre‘ctﬁ. ukPngdenesgpofhalibesknt eﬂ‘&f‘m@xample the
processor that has fransnitted the wite request; a

foll%%ﬁ?ﬁ%té?e | C’o%ed dsﬁ{‘éh LyLOge t NG yfes%lrtteﬁg Rlc1usive

op coun rep esen |ng ¢ “nuber “of

wite request as bee nsf er.red;
control proéLss (descrgbeg & er w1€% re%grence to FIG. 9), a

particular interface processor is in possession of a token that
permits writing of the file.
[0031] Upon reception of the write file (Step S201b), the
interfaceprocessor 2l divides thewrite file and performs the erasure
correction encoding thereon, thereby creating a plurality of
subfiles (Step S202b). This is performedusing the method described
with reference to FIGS. 4.

Next, the interface processor 21 transmits a request to write
(a write request) to the storage devices 31 to 39 (Step S203Db),
and the storage devices 31 to 39 receive the write request (Step
$5203c). In accordance with the graph illustrated in FIG. 2, the
write request is transmitted from the interface processor 21 to
the storage devices specified in the node list thereof, and is further

transmitted to the node lists specified in the node lists of those

21



- a response probability representing the probability
of each storage device having to respond to the wite
request. Here, an initial value of the hop count is,
for exanple, 1. Further, based on the total nunber of
storage devices and the nunber of subfiles, the

i nterface processor 21 determ nes the response
probability so that the probability that the nunber of

respdd e stdeyhgesded e £ pand svi k Irdifs A%k ol ©r s # & @Bk write
than the nunber of subfiles is sufficiently high. For

requd M S dss WH G d1algd heepiaher of  storage devices

(specified I n advance,” and stored in the storage

ns of .the interface processor. 21) .is 00 and the

o0 o i oo S RD M S I & S ety 14
may be set as 150/1, 000=0.15 in order to_ obtain an .
expebiedP\Rddresstot kBeddhsdt ase PERGRRIPhihadtisernsmitted
devi ces equal to the nunber of subfiles. However, if

the (wilteyreasigstty that the nunber of responding storage
devices is equal to or larger than the nunber of
subf id eesisadeo IDefordendygbibilgi taehyifiigh, thhewrite request;
response probability may be set as 0.15x1.2=0. 18,

gi W 8% opPown 20&pFBEEh R i nGatheeX@ibbL ofl timtdWuhe Wil te request
noted that, as an alternative, the wite request may

has A&t COMAl M A oR, Gpunt . [00331 As a specific
aLsexarrple, thellf%lo&nang algorithmis used for the

transm ssion/reception.of the wite. request. A
{1 angledd BEEBLb1 O ANt SIS IR alads ity of each
transmts a wite request to_all the nodes contained

stoqngt@gyﬁﬁp QRﬁﬁpqigﬁ_respond to the write request.

Here, an initial value of the hop count is, for example, 1.
Further, based on the total number of storage devices and the number
of subfiles, the interface processor 21 determines the response
probability so that the probability that the number of storage devices
to respond will be equal to or larger than the number of subfiles
is sufficiently high. For example, assuming that the number of
storage devices (specified in advance, and stored in the storage
means of the interface processor 21) is 1,000 and the number of
subfiles is 150, theresponse probabilitymaybesetas150/1,000=0.15
in order to obtain an expected value of the number of responding
storage devices equal to the number of subfiles. However, if the
probability that the number of responding storage devices is equal
to or larger than the number of subfiles is to be made sufficiently

high, the response probability may be set as 0.15x1.2=0.18, giving
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(2) A receiving node, e.g. the storage device 31,
refers to the nessage ID of the received wite
request, and determ nes whether or not the wite
request is already-known, that is, whether or not the
wite request has been already received. (3) If the
wite request is already-known, the receiving node
ends the processing. (4) If the wite request is not

a 203 mRIdMTKNEWE: dhmpgiecei ving node transnits the wite
request as a transm ssion node in a manner simlar to

t h%tcﬁ&flfé ﬁé]ﬁoﬁgﬁvﬁ'lé{ 'elgs( (:Hl al%ﬁmé' tthléewpfg? request
0 y one. In

count he"wite request Is I'ncrenented by o
this manner., all .of the storage devices 31 to 39
may @gﬁﬁeﬁoé’&al& Nh&R d’roé'}f'fs‘F receive the wite request.
0034] Next, each of the storage devices 31 to 39 )
[0033dt er ni n@§ 2 iRAHETLOLXABP o FRRFoHd Abinhelgexdithdyis used
wite request (Step S204c) The determination is nmade
for rtdwed drap smi ssciear/davep tdiarh afthe-hree spoinise rgsrussbi [ity.
For exanple, if the response probability is 0.18, each
23 (af) the g idey imeRe 3k .t Ihdealrrgffiiase tprocessor 21,
respond with the probability of 0. 18 and determ nes

tran@@i Hs0 & e M A RIPRADI 1HHe nded -bril@ih?-in its own

[0035] If it is determ ned not to respond, the storage
nogcdq%iGe ends the processing. If it is determined to
réspond, the storage device transnits a response

toward the IP addres$?of the .interface processo

contdi ReHSCPAVERE Ypite ¢ ehudd® FHRTERih d8Ydge 31, refers to

192. 168. 10. 21) (Step S205c).
the message ID of the received write request, and determines whether

or not the write request is already-known, that is, whether or not
the write request has been already received.

(3) If the write request is already-known, the receiving node
ends the processing.

(4) If the write request is not already-known, the receiving
node transmits the write request as a transmission node in a manner
similar to the case of the above item (1). Upon this, the hop count
of the write request is incremented by one.

In this manner, all of the storage devices 31 to 39 connected
by the digraph receive the write request.

[0034] Next, each of the storage devices 31 to 39 determines
whether or not to respond to the received write request (Step S204c).
The determination is made randomly in accordance with the response

probability. For example, if the response probability is 0.18, each
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The response contains the | P address of the storage
device. [0036] The interface processor 21, which is a
transm ssion source of the wite request, receives
the response (Step S205b), and then transmts a
subfile to the I P address contained in the response,
that is, to the respondi ng storage device (Step
S206b). Here, one subfile is transmtted to one

of tHeOlsAGRaIRYidesidds e rwinberaeternspesdiBgrebpbagewith the
devices is larger than the nunber of subfiles, the

probhBi 3§C@f B, ‘i%eacﬁ@ﬁe%%rﬁﬁln G S0 Bty ﬁQEpoﬁi&Wft%Sa 'pr:?:obablllty

accordance wth a predeterm ned standard. For exanple

the.standard is set such that data is distributed as

o 1g§oé§aghggally as possible, that is, such that the
X|nun1nunber of storage devi ces |ncluded in

[°°3|'5écat| onlfstt dfudegderpaasd n?ﬁet%tr@rsé’é’é‘ddeifﬂfl@e's‘i%&ge geyies
has responded to the wite request receives a subfile
ends( $hep PS2EESEiNBhough not illustrated in FIG 7, a
storage device that has responded but has not received
a 3fibitlis dedertiiaedr boassspond 24 hEhetetragagiedibve deransmits
that has received a subfile stores the subfile inits

a redPdh$d 0bRgedrRANSP e s320F thedi ntv St d@@PEotBakotdntained
subfile has been witten to the distributed storage

in tﬁlésb?l‘teo%qﬁfets%r (ihaten iR I ArRO8 VI ES 1ty JRYBY S205¢) .

a subfile wite end notlflcatlon to the interface

rocessor 21 St ep 20 qdw face rocess r_.21
Rl %ec ves N %hgflflcaﬁﬁﬁn r%ﬁ '$ b
devices to mhlch t he subfiles have been transn1tted

[003pdt ep  SIBBL) P LPRALECRE RN CERECT He oMY difodhtt TG smission

the original data has
source of the write request, receives the response (Step S205b),

and then transmits a subfile to the IP address contained in the
response, that is, to the responding storage device (Step S206b).
Here, one subfile is transmitted to one storage device.

If the number of responding storage devices is larger than
the number of subfiles, the interface processor 21 selects storage
devices in accordance with a predetermined standard. For example,
the standard is set such that data is distributed as geographically
as possible, that is, such that the maximum number of storage devices
included in one location is reduced.

[0037] The storage device that has responded to the write
request receives a subfile (Step S206c¢). Though not illustrated
in FIG. 7, a storage device that has responded but has not received

a subfile ends the processing.
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been witten to the distributed storage system 100.

After that, the interface processor 21 transnmts a

file wite end notification to the user termnal 10

(Step S209b) , and the user terminal 10 receives this
notification (Step S209a) to end the file wite

process (Step S210a). [0038] FIG 8 is a flow chart
illustrating a process flow including an operation

perher sedralgen dele cdi shaitbuiaed refciagd sy $uPildGtores the
receives a file read request fromthe user termnal 10

subfaid ik &0 %Ss'@of:é{gg meFdrfsSt(StEBeSﬂ§¢é) t er’l‘ﬂiﬁihelags that the
receives an instruciion to read a part|CU|ar fil

subf:.rl%nhta@e blé%%r ’wr%.r{ct’e | r{ Ct?l%r %.%ct VM\H@& rytts‘c%raq% system 100.

nstruction, trans & read reques
dlstrlbuted st or ste 100 (Step Ola)
si FIteM Fheb: 3581_{ 9IBraF e sfraES (ﬁh’iﬁﬁ%wnte =ng

made by u5|ng the round-robin nethod. That i's, the
notigdeatiomi ral the iptsrsacres RrGqassqeadl r 6§68t S298¢) - The
different interface processor 25 every tine.
intelfagiengiteressasr dhe exa@pres thiwi hbthéiessdoed fivdoat all the
the file read request is transnmtted to the interface

storpigecassftes?io OS] tnheubidldsabavier peefastrakdmitted (Step
receives the file read request (Step S301b), and then

s2081)aNSHhis Redhd SHACERACE, CHEL ol RAUESE {1 diQinal data has
storage devices 31 to 39 (Step S302b). The storage

been.l_ﬁl\glf(i:%%nsjto t%esgdlsﬁt b\{lecet&“sﬁzz{reaf%eessly&%ﬁploﬁgozc)

e presence C reques

tra smtted/ recei ved u |n a nethod si |ar to, that
ter that, the Xnter pProcessor Zln]cransmgts a flge write

end notification to the user terminal 10 (Step S209b), and the user
terminal 10 receives this notification (Step S209a) to end the file
write process (Step S210a).
[0038] FIG. 8 is a flow chart illustrating a process flow
including an operation performed when the distributed storage system
100 receives a file read request from the user terminal 10 and
transmits a file.

First, the user terminal 10 receives an instruction to read
a particular file from the user, and, in accordance with this
instruction, transmitsafile read request to thedistributed storage
system 100 (Step S301la).

Here, similarly to Step S201la of FIG. 7, a DNS inguiry is made
by using the round-robin method. That is, the user terminal 10

transmits a file read request to a different interface processor
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the wite request in Step S203b of FIG 7. That is, in
accordance wth the graph illustrated in FIG 2, the
file presence check request is transmtted fromthe
interface processor 21 to the storage devices
specified in the node list thereof, and is further
transmtted to the node lists specified in the node
lists of those respective storage devices. This is

everyCReALed HOréIARBESF, 1A diid RxRIPIRCELCHEEK BEUERIned that
anmong the storage devices. [0040] The file presence

Gk t gign da

the %ngrﬁggggn %%&%nghtﬁf%'%Hquéqeatha H%teﬁﬁﬁp%ﬁpr%cessor

the file read request, such as a file nane; - the I P

address of the interface processor that has

transmtted the file presence check request; -

[003%dssage Fbeﬂ@WQHﬁQﬁﬁﬂ§p¢%ﬁﬁﬁ¥?}Fﬁ§QHM9$ﬁhQ¢b%%§@ﬂ§¥equest
check request; and - a hop count representing the

(StepufBeAbIf, andre’shemetﬁans;nimsager&dée BBeshnck cheokstequest to
has been transferred. Here, an initial value of the

the bepragendevsces @1 exanpl estdp S ALY natrtheesyorhfe déveces 31
presence check request may al so contain no hop count.

to 3b0P4dLidexthid %é&&é@%%ﬂs@%@él 1 9h8% £B8€Mresence check

determ nes whet her or not subfil e of the fileis

requ%%%rgg £Pﬁﬁ§hﬂt£éﬁ?93é§9§8a us ﬁ% éiﬁggﬁ Slhilgglto that of

torage device en pr OCGSS

21.

the write request in Step S203b of FIG. 7. That is, in accordance
with the graph illustrated in FIG. 2, the file presence check request
is transmitted from the interface processor 21 to the storage devices
specified in the node list thereof, and is further transmitted to
the node lists specified in the node 1ists of those respective storage
devices. Thisisrepeatedtotransferthefilepresencecheckrequest
among the storage devices.
[0040] The file presence check request contains the following
data:

- information for identifying a file that is a target of the
file read request, such as a file name;

- the IP address of the interface processor that has transmitted
the file presence check request;

- amessage ID for uniquely identifying the file presence check
request; and

- ahop count representing the number of times the file presence
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If a subfile is stored, the storage device transnmts a
presence response indicating the presence of the file
to the I P address of the interface processor
contained in the file presence check request (in this
case 192.168.10.21) (Step S304c). The response
contains the | P address of the storage device. (0042]
The interface processor 21, which is the transm ssion
checkOteGfiedt hAS belh Rugsoneecheck request, receives
he presence response (Step S304b), and transmts a
supfile read [e | P.address, contajined in
thg prés%ﬁc%n}esponse ue.J¥Etq%JhPPeCPgsﬁonﬁrnfor example, 1.
t or age deV|cen%$tep S305b) . [0043] The storage device
ALteFRat INELYL 1 SREnT LiE DRSS SBIoSs SHEEK M disfeSontain
the subfile read request (Step S305c), and then reads
no hppecoybti-le fromits own storage neans (Step S306c¢),
and transmts the subfile to the interface processor
[0042] (St epN&867ckheTlerdrdgy f@aeiqepoCc@Esto 39 kach \Gztermines
subfiles fromat |east a portion of the storage

whette¥ 6endthatsuield banshk ttiad sebitdesa thereInePstep S303c).
S307b) . Further, based on the received subfiles , the

| nierfy 1pfé309§895t235t%%refd0r " QEUE£5E OBEGELEORnds the
decodi ng thereon, thereby reconstructing the e
roc$e51 request ed by the user termnal 10 (Step S308b).
P ﬁe Coding is perfornmed using a well-known nethod

corres ondln to the encoding nmethod described with
r eiIgraegEE Ha im grogedndihe tharagndeyicrsi teansmiies aaresence
be reconstructed without obtaining all of the

respopisti Ledigatangethaepsepencesotirtde dddwedsnt thaf fRraddress of
that, the interface processor 21 transmts the decoded

the interface processor contained in the file presence check request

(in this case 192.168.10.21) (Step S304c). The response contains
the IP address of the storage device.
[0042] The interface processor 21, which is the transmission
source of the file presence check request, receives the presence
response (Step S304b), and transmits a subfile read request to the
IP address contained in the presence response, i.e. to the responding
storage device (Step S305b).
[0043] The storage device that has transmitted the presence
response, receives the subfile read request (Step $S305c), and then
reads the subfile from its own storage means (Step S306c), and
transmits the subfile to the interface processor 21 (Step S307c).
The interface processor 21 receives subfiles from at least

a portion of the storage devices that have transmitted subfiles

27



file to the user termnal 10 (Step S309b), and the
user termnal 10 receives this file (Step S309a) to
end the file read process (Step S310a). [00441 FIG 9
is a flowchart illustrating an exclusive control
process flow performed when the distributed storage
system 100 receives a file fromthe user termnal 10
and stores the file therein. The exclusive contro

(stdY§5655) | S Fﬁ%tﬁm%&”%ééh 88 th :Ré@é/fxﬂéd sﬁbﬂh&@n‘%ﬁ&lé%nterface

writing of the same file fromaplurality of

proéce;é;%:%?‘f%gfﬁ;o%fsg%%%g%zé&;%ﬁ%%goff%% Whirgegp, tree
i ndi cates whether, witing the file ern1tted or .
CCQRERTTAE 5 Tdeh BT TRAYRF T (B O YRR TeRinal 10

processor can store the token in the storage neans,
(Stegn@3A8hde ofrg danedimeirarerf prBeessvinGEoVPhY- khewn method

token can wite the file (this includes saving a new
corfddporatichgigdattivegeanodingt naghbidl d¢sckQb48] wEthsteférence to

response to an instruction fromthe user, the 28 user

FIG.! ar.m Rate léhdt afleNicdis i ndll trd e @dasbel DEcOhstTAGLEd without
file to the distributed storage system 100 (Step

obtaxtkf) a1lebe, tﬁé r@ﬁ@f:’.i’eé Hedfh o232 sfbrih Es Zrear%dant

|an|ry I's made by u5|ng the round- robln nmet hod

EflLI s:ﬁ gr:]L%teX cet ProEes Z?qzl.[’aaﬁlss%ds %Hgtdecoded

the e mwlfe reque ansn1
|nterface processor 21, 0461 The |nterface rocessor

filefq db& 88Tt heTiired g ?§§FP PePap) s4828) thands¢hererminal

transmts a token acqw Sltl on request f or
10 receives this file (Step S309a) to end the file read process

(Step S310a).

[0044] FIG. 9is aflowchart illustrating an exclusive control
process flow performed when the distributed storage system 100
receives afile from the user terminal 10 and stores the file therein.
The exclusive control process 1is performed so as to prevent
simultaneouswritingof thesamefile fromapluralityoftheinterface
processors.

Tokens are used in this control. Each token is associated
with one file and indicates whether writing the file is permitted
or prohibited. For each file, no more than one interface processor
can store the token in the storage means, and hence only the interface
processor storing the token can write the file (this includes saving
a new file and updating an existing file).

[0045] First, in response to an instruction from the user, the
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t he exclusive control to the other interface
processors 22 to 25 (Step S402b). The token

acqui sition request contains the following data: -
the I P address of the interface processor that has
transmtted the token acquisition request; -
information for identifying a file that is a target of
the token acquisition request, such as a file naneg;

and. - . [ [ : :
user; frpiflan’ 18 ELAHRRL B0 £OR00 Tda R ONd) Fif B gite o
f the other interface proc ors,, 22 5.receive

the 8ﬁ§EF6P8%e§C&GP§F?Foﬁyﬁg&We§§ (é%&ﬁpskgfgf)'and t hen
determ ne. whether or not the interface processor is
hoHérfg $Hellakbn tooPtep 2 G3q ef(Btep 749 WS inquiry is made
Regardi ng the other interface processors 22 to 25, if

by ushey thetmrunderaliian metdypdar eHroeihelfteng aheonglepmple, it
for the file, they end the process. 29 If one

willdptessstiesdttiedt ithd Fihel diriget heqtiekenifotrdiemftted to the
that interface processor transmts, to the interface

inteRRCRSPRoceksothat .has transmtted the token
acqui sition request, a token acquisition rejection

oo 00nSErhBILTELL PGS oy Q1A RS 95 0R0N oDEED raqueat
(seepielib. Sha' PockClEie Rl 0 AR Ehgn mpguost or
the EizgﬂgigetgggigLatgg Eiegt§ﬁ84fgte;¥£gé $£§2é2§§£La§§ to 25
(Step S402b). The token acquisition request contains the following
data:

- the IP address of the interface processor that has transmitted
the token acquisition request;

- information for identifying a file that is a target of the
token acquisition request, such as a file name; and

- a time stamp indicating a time point at which the token
acquisition request is created.
[0047] Each of the other interface processors 22 to 25 receive
the token acquisition request (Step S402c), and then determine
whether or not the interface processor is holding the token for
the file (Step S403c).

Regarding the other interface processors 22 to 25, if they
determine that they are not holding the token for the file, they

end the process.
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processor 21 waits for a given period of tine after
the execution of Step S402b, e.g. 100 ns, during
which tine the token acquisition rejection response
can be accepted. Next, the interface processor 21
det erm nes whether or not the token acquisition
rejection response has been received in Step $S404b
(Step S405b). If it is determnes that the token

acqyi 6héi et ®iRed WAt QEPVE Mo T @EnHaLR kekenVedr tH€ file,
interface processor 21 transmts an unwitable

thatnﬁﬁtgkfﬁt:é%‘rcggeé@@r lﬁ.%[nén@.fﬂg ngly, {Ee(ﬂﬁgrfgé%é[@ocessor 21

he user termnal 10 receives the unwit

n |f| atiaon..(Ste 1lla In_this ¢ the u

that; 2*%%%[1 Pl B o aPeg et fe PR, R 12, coren
and carries out the unwitable notification of th

acqug st 1OR LR ol W FPSRABAR HRAIRE Inhthe héhakrrn ht‘iﬁ@lr eady
user termnal 10 does not execute Step S20la of FIG

been7 acpudagqd |(Btiep iS¢0det)er mined in Step S405b that the
token acquisition rejection response has not been

[004Bdcei vedTheheinhéefdace ppsoeessor 21 datiesn 868 the token
whet her or not a token acquisition request 30 has

acquBegh ilbeCes et i 6AMRddIord 18 lanidnt 868 8685 VS @85PoRs€2if there
to 25 during a period fromthe start of execution of

t 0 uti f
s BB SHIARPLE | ShepoLiMErt | BRrt) P spsorrace

prochued°3E LERED'E0E!] gqﬁsesfg@%;aof R 4 Sson
corresponding to the file (Step S408b). SpeC|f|caI
of SteR SHIAR 1 &08 -pi B8 AoAUFing A€l LiMbEBR taken @raLsition

stores the token in the storage neans.
rejection response can be accepted.

Next, the interface processor 21 determines whether or not
the token acquisition rejection response has been received in Step
S404b (Step S405b). If it is determines that the token acquisition
rejection response has been received, the interface processor 21
transmits an unwritable notification to the user terminal 10 (Step
S411b), and theuser terminal 10 receives the unwritablenotification
(Step S411la). 1In this case, the user terminal 10 does not execute
the writing of the file, and carries out the unwritable notification
of the user through a well-known method. In other words, the user
terminal 10 does not execute Step S20la of FIG. 7.

[0049] If it is determined in Step S$405b that the token
acquisition rejection response has not been received, the interface

processor 21 determines whether or not a token acquisition request

30



[0050] In a case where the token acquisition request
has been received fromany of the other interface
processors 22 to 25, the interface processor 21
perfornms tinme point conparison anong the token
acqui sition request it has transmtted and the other
token acquisition requests that have been received
fromother interface processors (Step S407b). This

has teapalicedvedt pemn ftiven®@thdy itaIdddtprébes 618 2 8RS during
contained in the respective token acquisition

a petegaestsm the St&Pt %‘Eoezﬁechi:lbhsoﬁ\m:etpogﬁﬂlﬁcw‘tﬁbté&ﬁbletlon
request is the wearliest, i. e. if the time stanp Is

of &g idestys tg‘}eegcaguﬂsf@c(f%tpéé)c,{é&@g) 21 advances to

Step S408b an en as’ descri bed above.
the interface proce r dvances to Ste
54?%[,&&10 et ARAUTERE 1PRomERAFFE 317 b, PPER daGst ied Ebom the
descri bed above. [0051) After acquiring the token in
theg; éﬁ‘ tSAf@se MR GaRETac 1 otessHhe 2nenfaes tRrecessor 21
writable notlflcatlon to the user termnal 10 (Step
acqud4egh) a atdkehe gerrespemdialg 1@or etbevefilde (Btémbl108Db).
31 notification (StepS409a) . After that, the user

Spedidtimaldly ,1@hexectéeSaceé Erodd dso104ar atbabe§ St @dpken, and then
S410a). Specifically, the user termnal 10 executes

storSsena? Ak erf il Qhe7,staﬂda§@q1q@@{§ er, the flow chart
of FIG 7 is executed. It should be noted that the

[005t0qken thiaLtn Q @é%e%q'ﬂhgeg?kgl X %&.sg?t(e) ck}sf%ggest has been

eleased at the tinme of conple

ceodfi bR oRATR. g heESADSIIGE S DLOLEESY 210, s, e

interface processor 21 performs time point comparison among the
token acquisition request it has transmitted and the other token
acquisition requests that have been received from other interface
processors (Step S407b). This comparison is performed by comparing
the time stamps contained in the respective token acquisition
requests.

In Step S407b, if its own token acquisition request is the
earliest, i.e. if thetime stampistheoldest, the interface processor
21 advances to Step S408b and acquires the token as described above.
Otherwise, the interface processor 21 advances to Step S411b and
transmits the unwritable notification as described above.
[0051] After acquiring the token in Step S408b, the interface
processor 21 transmits a writable notification to the user terminal

10 (Step S409b), and the user terminal 10 receives the writable
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[ 0052] Hereinbel ow, description is made of an exanple

of the flow of the process perforned by the

di stributed storage system 100 operating as descri bed

above. After the distributed storage system 100 is

constructed and starts operating, the |ogica

connection state illustrated in FIG 2 is forned

anong the interface processors 21 to 25 and the
notifticaggen (Rwerss084a)t o Boter Reghr dhesssaf tehelhal 10rexecutes

not there is an instruction fromthe user term na

the #@itbhepoannast i(Srept 8104 5. aguEifLedl Yy, ahé user terminal
dynam cal | y updat ed at approprlate timngs through the

10 e?z; QRIS SLtle?ugaiuéegf' P&l G 5 h@&&?é’éftefvefhé f£fow chart

occurs In any one of fhe nodes or

ﬁﬁ?ﬂﬂyﬂ.catlon ath between nodes, a path bypassing
of the fad’t F$Gererat ed, thereby attaining a system

haV|n h faul t tolerance [ 0053] .Along with the
gPP oPet%%t%ﬁio%fé%‘%lw dekengthat Ria?hb?ﬁ’é feekred in

of tlne that is, the repetition of the pruning of

Step 54 0%t 68| rebaneedi oh the grimet iodn cpapfletied ph StepsS208b of
S103a and S103b, 32 the nunber of nodes contained in

FIG.t Refcwdegahpit, dndable shosafEce priccessgpradlaldletes the token
decreases. In other words, the graph of FIG 2 becones

frond R & tdided mb A AGUM rdacr ease in the nunber of
lines. Here, in Step S105a of FIG 5, when the nunber

[005] P ece%e‘} ihide %deedbEEQ%g\El&bﬂn scrﬁ’zgk&é‘iJF%ni Qx%ﬂﬁle of the

node list o eac st’'or age ice econe equa
|ler than a t esho

£10W Sfe. P IR P °§d‘b‘°14 dDa% aﬁq{%/ e%’t%%f"e‘b’gg‘%ih%‘?%%?ﬂe system

t he nunber of ieces of the node information is
100 jqperafddy &ﬁwrd%fg}r idRPMi s t hreshol d,

After the distributed storage system 100 is constructed and
starts operating, the logical connection state illustrated in FIG.
2 is formed among the interface processors 21 to 25 and the storage
devices 31 to39. Regardlessof whetherornot thereisaninstruction
from the user terminal 10, the connection state is automatically
and dynamically updated at appropriate timings through the process
illustrated in FIG. 5. Therefore, even if a fault occurs in any
one of the nodes or a communication path between nodes, a path
bypassing the fault is generated, thereby attaining a system having
high fault tolerance.

[0053] Along with the repetition of the processing of FIG. 5
with the lapse of time, that is, the repetition of the pruning of

themutual connection information performed in Steps S103aand S103b,
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it becones possible to adjust an average shortest path
l ength of the graph of FIG 2, i.e. an average hop
count in transmtting a nessage fromthe interface
processors 21 to 25 to the storage devices 31 to 39.
The average shortest path length is expressed as:
[{INn(N)-y}/In(<k>)]+1/2 where N represents the nunber
of nodes; y represents the Euler's constant

the fappepdfimbaky dbritalihed sKtHeELRbABEN St 3 WEH 888rage device
val ue of the nunber of pieces of the node infornmation

gradt@d) kedrdaddie @Hdétﬁéﬁtﬁord’é‘d b IERIES 8R! $1EN2 pecomes
natural logarithm It should be noted that, in a case

spar e[i et gg % f*&%%t.c%% Rﬂt Elé %@efﬁl‘ ?.t:l.nes . Here, in

tal ne rreasur errent St orage

n be back- calculated b soIV|n the above
StenuShY ROt op - Mieh FherUCesRRPIECRPE g1 ppge Anformat ion
interface ﬁrocessor_21 stores the nunber of storage
cont@dfeckedn fhadvetr dist efdeachss erageiday g hassheasee equal
probability to be contained in the wite request.
to d¢diowemei lezs thvan adt thmashoeéd t(fomuebampbdé, sfonade the node
devi ces may be obtained through 33 such

infdigeiical el 8dd oPiohdllPiscfias®d URBBrebaNshe nunt@et Be pieces
wite request in Step S203b of FIG 7 and upon

of tﬂé ABakaAdihdthed 14 enBEEACRAS FRAGKHK eg%&hgltrﬁléi @Preshold,
S302b of FIG 8, each storage device notifies

it be% ﬂ{fa%%égﬁgﬁ%§%%ra éf%& EﬁeabgBeﬁguﬁLor%QQt 1 ?gth of

nte processor aver ages op count

the tora devices to thereb tain a measur
the GXARE G PHG -aver 4g8 -sABr FECEaPat ROB| EAGER. 1Tob%aqsmttmg a

Furt her, when the storage devices 31 to 39 nmake a
mesq%hmgggnthe1nterfaceprocessors211x>25tothestoragedev1ces

31 to 39. The average shortest path length is expressed as:

[{In(N)-y}/In(<k>)]+1/2
where N represents the number of nodes; vy represents the Euler's
constant (approximately 0.5772): <k> represents an average value
of the number of pieces of the node information contained in the
node lists; and ln represents the natural logarithm.

It should be noted that, in a case where the average shortest
path length can be obtained throughmeasurement, the number of storage
devices can be back-calculated by solving the above expression for
N. In Step S203b of FIG. 7, the interface processor 21 stores the
number of storagedevices inadvance inorder todetermine the response
probability to be contained in the write request. However, as an

alternative, the number of storage devices may be obtained through
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for a node |list as described above, the interface
processor that has received the request transmts the
node list, and also adds, to its own node list, the
| P address of the storage device that has nmade the
request for the transm ssion (Step S106c) . Here, in
response to an inquiry about an | P address of the
interface processor, which is nade by the storage
suchdeackesaBiduiat BOn . t Hen DNS sseaver, Yfonnotansfsrtimg the write
storage devices 31 to 39 of the IP address of a
requéktfier @rdp SLOBBIFEREG P7EGRESHON & rahy flelrid n gatttk PENE®resence
the storage devices 31 to 39 nake a request for a

checﬂoﬁntgqﬁéﬁ itoseefidiGsENRs FRECTE a%%o@f Qe6PagE a&Vidd notlfles

thls constructlon the I addresses of al
S cQ in e d
the Iln%te%%%f:ea pI ur%a sor of da¢$er {) gFf a(f::&élg tlﬂ% %.nterface

processors. EOOSS Fbre for exanple it wll be
pr °°S§§8Ffealt RYETRIGSe N6t hophgognds: ifudd s éf'dié’r?;g?t dgvices
100 instructs the distributed storage system 100 via
to thpzebyepbtain Rameaguredsivelaiey offi |theh@viergde fshlortest path

nanme "ABCD'. In response to this, the distributed
lengshorage system 34 100 executes the exclusive contro
process illustrated in FIG 9, and the interface

[005RN0CesSOFuZthetQwIRNAERE &t caCljd A€81ides Ghero BOMaKdg request
file ABCD. There is enployed such a nmechanismin which

for Saﬁgdeoilggeaé rﬁ@ééf‘fﬁe@ré’ﬁﬁéor&gkﬁ&@éce processor that

I ndependently performa token " acquiring operation and

has PRGER0RRRReSYSHERLE oF FARDAPL BLhEN505e | Pugf! HF oo aaas,

ence TFi bl Oor age sys

o Bkt hedh) T I AL B e e

gU|res t he t oken,
has made the request for the transmission (Step S106c). Here, in

response to an inquiry about an IP address of the interface processor,
which is made by the storage devices 31 to 39, the DNS server 42
notifies the storage devices 31 to 39 of the IP address of adifferent
interface processor every time, and hence the storage devices 31
to 39 make a request for anode list toadifferent interface processor
every time. With this construction, the IP addresses of all storage
devices 31 to 39 are contained in the node lists of a plurality
of different interface processors.

[0055] Here, for example, it will be assumed that a user of
the distributed storage system 100 instructs the distributed storage
system 100 via the user terminal 10 to store a file having a file

name "ABCD". In response to this, the distributed storage system
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the user termnal 10 and the distributed storage
system 100 execute the wite process illustrated in
FIG 7. Here, the interface processor 21 divides the
file ABCD into 100 informati on packets, which are
further provided with redundancy and nmade into 150
subfiles (Step S202b). Further, the interface
processor 21 transmts, to all the storage devices, a
100 exielcatesqtnstexdlludi €d ddrecFEes pansRe s Priahabitaited $n FIG. 9,
specified as 0.18 (Step S203b). The wite request s

and.EhénQBEEEEQcHS% P8césbyekel , rdwadanmtdodchtires a token for
accordance wt such a graph as |IIustrated in F

I G
=+ 1Ea t or e r h
the E1anARcH o SHEREIYE VEnb LBPEE (en e BERRRREHLY Wifon cacn
his, ., the IP address of th erf C ocessor 21 i S
of the TAFREERCS PAIRE AT 2o ﬁaé; “é’arﬁ? I @egfogmyg token
need for the storage devices to know the | P address
acqug{r e OPﬁF@Fﬂﬁé‘eafigo‘é%s%ﬁ;Ra@t? HYF tah&orpmgageésgetokens is
of the other interface processors 22 to 25) in
providieahcend[lg057 thieedistribated mioosaposy2iepeld0@ram be built
the transm ssion 35 of the subfiles based on the

withoeteiargd MeesEmises ,f i & dile dieisae tldnsyentd o Age
devi ces store the subfiles in the storage neans (Step

[0058207C) . alFRLS, thBe&ﬁté§fBeen§§9cfa9Eoi-hﬁl' HE&HI LS the token,
processors 21 to to manage regardi ng which storage

R ?“Jéﬂfé rEpLderabaB ttafadfays R pgp qrocute
the Mt P PRVERE | 1 IABRETOroChe ol Gye” dov i BEE athegintertace

operatlng properly due to such factors as breakdowns,
PTOCGESHIAT | ﬁt@ﬂw&ﬂﬁﬁoﬁ e file ABCD into 100 information packets

which are further provided with redundancy and made into 150 subfiles
(Step S202b). Further, the interface processor 21 transmits, to
all the storage devices, a write request in which the response
probability is specified as 0.18 (Step S203b). The write request
is transferred using a bucket brigade method in accordance with
such a graph as illustrated in FIG. 2. Each storage device transmits
a response with the specified probability of 0.18 (Step S205c).
Upon this, the IP address of the interface processor 21 is contained
in the write request, and hence there is no need for the storage
devices to know the IP address of the interface processor 21 (and
the IP addresses of the other interface processors 22 to 25) in
advance.

[0057] The interface processor 21 performs the transmission
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or mai ntenance of individual storage devices, or due
to breaks in the network lines, it is possible to
acqui re a necessary nunber of subfiles fromthe
remai ni ng operating storage devices by using the
erasure correction encodi ng techni que. Thus, the
original file can be accurately generated through the
decodi ng, which therefore nakes it possible to attain
of theglubflliabbhisky emdheopetaliowd repesmded | and tREXHspective
Further, the user of the distributed storage system

storbQd aénpsssatsrehtndlbabel butad, §ﬁ8rs%%a§3ésrﬁéﬂé-@§t\éb%207c)
the user termnal 10 at a desired tine point to rea

th(ﬁeffel egﬁ@?@ isé q{oegxee'& EBE é%?r{%&gaectde c%%%ors 21 to 25

system’l In response to t ace

rocessor 2 transnmts the file presence
Rt Toatins sl Tt made e ot tH, R Les of
receives the subfiles from the respondi ng storage

the gdiiec &8st ndsipnse ther disdiniquhigd stpragme %teanbfloo can
the wite process, the IP address of the interface

be byiddesddhopt iany ovetcdianddsm f othes of 11 ess tpiress ewrorea gemesgkt .
request, and 36 hence there is no need for the

st Guaghedeveves itfoskmowst e dtdraddy 8esicks A ABE®perating
Further, the interface processor 21 does not need to

prop@ﬂ?g@dee&%r Gudth Whictb s YA AREEES Stgtwed r11.‘?1terrupt:.ons
subfiles of the file ABCD, and hence the distributed

o5 m?'iﬁq:@:g?fu%\ésafnl&&?vf&‘@af%i?%éée rﬁM N 3y 4 %Cbgﬁé%ks in

or collective managenent ace processor

re ns cts the f|Ie ABCD on the received
the PEERREK “fﬁ 5 o AFBHGR (3 14695 §3T% number
to the user tern1na| 10

of subfiles from the remaining operating storage devices by using
the erasure correction encoding technique. Thus, the original file
can be accurately generated through the decoding, which therefore
makes it possible to attain high reliability and continuous
operability.

[0058] Further, the user of the distributed storage system 100
instructs the distributed storage system 100 via the user terminal
10 at a desired time point to read the file ABCD stored in the
distributed storage system 100. In response to this, the interface
processor 21, for example, transmits the file presence check as
illustrated in FIG. 8 (Step S302b), and receives the subfiles from
the responding storage devices (Step S307b). Here, similarly to
the case of the write process, the IP address of the interface

processor 21 is contained in the file presence check request, and
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[ 0059] As described above, according to the
distributed storage system 100 related to the present
i nvention, each of the interface processors 21 to 25
and the storage devices 31 to 39 store a node |ist
containing at | east one of the |IP addresses of the
storage devices 31 to 39. The interface processors 21
to 29 control the storage devices 31 to 39 based on
hendehthaoed sl ns heedHas e thiehet et e devdewiscias kadbwitha3OIP address
make a request for a node list to a different
in adRhackacerRFrORESSOFhE eI detidle AYEdaNEe 2iN8oekPhot need to
address of all of the storage devices 31 to 39 are to

manéﬂ% ¢Q! %ﬁﬁ% whﬂchhgtg el.ébicgg thkgrgﬂét u %iles of the
re a State I n

I'ntertace processors. ore, even 1 n
rrocessors

. ' S0 of t interface.p 21 to are .
e11eBbCY P RRhos e B FErGoaRa Tre T arny <Gy 160 qabe bus1t
...can be perfornmed by using the remaining interface
witheoud: &850 me chamian ﬁyqaspm)gseqféweamqn%qu cont i nuous
operability while mnimzing an increase in
mafAhgeipherfiack| puadce$ 906041 Readrsrtrudiss PN file ABCD based
round-robin nmethod enables the load 37 to be

on thlestacdiuteatl saben 1asp| Step i9308) t hadi thet ftaedsmits this file
processors 21 to 25, and hence it is possible to

to t&aeOhted FHelrdalnzan 1ign which the 1oad on a particul ar
interface processor or its surroundi ng networKk

[005??Creaseﬁ&ﬁ%@ﬁ#ﬂbe&%&&@&fac%%%d&ﬂ?%éQﬁggﬁgggiiﬁ%%ﬁstorage
t I On encodi ng

0 25 use the erasure "correct (
oo SR IBD R 1P 81 s BbHERL DlesleRapL i ool Bncersace
Therefore, even if sonme of the storage devices 31 to
Procegsors ﬁ&ttep%?a§?¢mﬁhe storage devices 31 to 39 store a node
list containing at least one of the IP addresses of the storage
devices 31 to 39. The interface processors 21 to 29 control the
storage devices 31 to 39 based on the node lists.

Here, the storage devices 31 to 39 make a request for a node
list to a different interface processor every time, and hence the
IP address of all of the storage devices 31 to 39 are to be contained
in thenode lists of aplurality of interface processors. Therefore,
even in a state in which some of the interface processors 21 to
25 are not operating, the writing and the reading of a file can
be performed by using the remaining interface processors, which
improves reliability and continuous operability while minimizing

an increase in management workload.

[0060] Further, the DNS round-robin method enables the load
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the reading of a file can be perforned by using the
remai ni ng storage devices, which further inproves
reliability and continuous operability. [0061]
Additionally, the storage devices 31 to 39 and a
new y- added st orage device nmake requests for the node
lists of the interface processors 21 to 25, and,
based on the node |lists, automatically update or

to beréastribetedoswencl®luralsi tyTiodr sher antenfaopeprmocensors 21
of changing the settings, which would otherw se be

to 26eqahdededde i id@addidleontoavidid acywistiatagd in which the
device, is unnecessary, thereby attaining reduction

load &n \Wpkreadul gt G ek Hhe ce&adf gHriatd Qﬁrrbﬁndlng network
particul ar, a new storage device to be added only

just the I P address of the DNS server
lncr%%%%%d%%a§ﬁh host nane shared anong the interface
pr
q

5 dth i t
%}‘gd&fl 255808 bRESraLTa eivES| 2b cpfaie erasure

processors 21 to 25. [0062] Further, accordlng to the

corrgicdiony eps@dipgr 4§68y grento3greater 8l el bty Rf subfiles,
present invention, conpared with a conventiona

and mpkmrabyteéfﬁwraﬁ dgeieas cabb sftoldegwagubfidet s Bmrefore,
be obtained. The subfiles are stored inside the

evendiist rsiomet ed Hher agoraosd elevilddks t3lttd 39 ndepaisiendpeofating,
the user termnal, and hence any influence from user

the FBAA LRy UF £IIAREOHA YAPBERAELPRBAY B81i8HPIHESEREining storage
Further, if a larger capacity for a file to be stored

dev1 deskﬂg&q‘h 'tfg!rﬁ gl ﬁmEESﬁggarl\_‘eibgﬁlf_‘l §orcfﬁg§r %ontlnuous

v ce be adde eére 1S no nee
q qe nunber of user term nals. Further, there i'S no
operab1

[0061] Additionally, the storage devices 31 to 39 and a
newly-added storage device make requests for the node lists of the
interface processors 21 to 25, and, based on the node 1lists,
automatically update or create their own node lists. Therefore,
an operation of changing the settings, which would otherwise be
required due to the addition of thenewstoragedevice, isunnecessary,
thereby attaining reduction in workload for changing the
configuration. In particular, a new storage device to be added only
needs to store just the IP address of the DNS server 42 and a single
host name shared among the interface processors 21 to 25, and there
isnoneed to storedifferent IP addresses of the respective interface
processors 21 to 25.

[0062] Further, according to the distributed storage system
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need to wait for the convergence of propagation of
such informati on as managenent information anong the
storage devices. Further, the interface processors 21
to 25 can know which storage device stores a
correspondi ng subfile through the file presence check
request (Step S302b of FIG 8), and hence there is no
need to manage correspondence rel ationship between

100 telegefatd thebprosen) angest DimngeonpRHe®dith0&inventional
Further, the user termnal 10 and the Internet 51 are

dlst|19.%tt%‘ih oubshge e i Stthiebdb efowing %eﬁ:}‘ﬁ eah1H0. okbtalned

an thus are not affected by an i nCrease n net wo
e e t|
| DA EN By ot ST AR MANBAL HE 3200 spopage systen
stem 10 Furt her, the user tern1na| 10 is
100 L ER e AT BESTE HEPE UM P AGSAGH apKdnE Luence
storage devices 31 to 39, and hence the
fromyseisRpddremy eéégve@nsapemqfé@rb@a@,@@fwmre@%@ ndturther,
consune hardware resources of the user term nal 10.

if aFarder capgecity épfragef Prodesber st@ited o2 Gepdnfedr, mithes only
39 exclusive control process by using tokens, and

necelde@e, that eglitbyagef déheckibe daadme whit tls ithere is no need
mai ntai ned even if two or nore users make a request

to pEQbaEQeaV!dﬂd% BLRSESSof! hakt aneqUsan M t B eBRECt thtQe is no
the same file. (0064] Accordlng to the first

secat DR Sope L BSR AIRE ohH BR LY el oornation
e B o oS e SRR
29. As an alternative,

interface processors 21 to 25 can know which storage device stores
a corresponding subfile through the file presence check request
(Step S302b of FIG. 8), and hence there is no need to manage
correspondencerelationshipbetweenfiles (and subfiles) and storage
devices.

[0063] Further, the user terminal 10 and the Internet 51 are
located outside the distributed storage system 100, and thus are
not affected by an increase 1in network load caused by the
transmission/reception of information performed inside the
distributed storage system 100. Further, the user terminal 10 is
constructed by hardware different from those of the storage devices
31 to 39, and hence the transmission/reception of files or subfiles

does not consume hardware resources of the user terminal 10.

Further, the interface processors 21 to 25 perform the
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i nstead of providing the DNS server 42, each of the
storage devices 31 to 39 nmay store the |IP addresses
of all of the interface processors 21 to 25. Further,
each of the storage devices 31 to 39 may store the
range of the |IP addresses of the interface processors
21 to 25, such as information representing
"192.168.10.21 to 192.168.10.25". In this case, each
exclyfs iviee comdirade pdwresss 1 ussinB I okensey dnd didnceeligtegrity
anong the interface processors 21 to 25 when it nakes
of ther €glilestotive tvhel t tderinomiprtedessbesyenn ift epoSAPSAore users
of FIG 5. Even with such a construction, the IP
maked@di-eg6eat @bk tRE &Pftétﬁf@@@sgegiﬁﬁikéﬂeé@s§§ wi#h respect
contained in the node lists of a plurality of
to thiaterfaceprocessors, and hence, simlarly to the
I rst enbo nent it is possible to inprove the

ood 1200 e R 8 ot st o QAL

plurality of storage devices that store data; and a
DNS EPEF"&H flé 5F FORRPFERR P dde 48N 52hapndohbe ofteFrge devices
storage devices, wherein: the interface processors
31 tan@ % makst @nag'elqjla’xmce@ ditee difadervesf £Lomurdoatirg the IP
Wi th each other via a comunication network according

addriessas OP fliotatelrfaeaChrotetbors mMietbare. pcassitsernative,
stores a node list containing an IP address in the

instRAIABEIpvaiid§ate ORE Sride 43t 06868 &@‘t‘h"ée§tor368rliev1ces
of the storage devi ces makes a request for the nod
31 té) '3§tmay store the IP addresses of all of the interface processors
21 to 25. Further, each of the storage devices 31 to 39 may store
the range of the IP addresses of the interface processors 21 to
25, such as information representing "192.168.10.21 to
192.168.10.25". 1In this case, each of the storage devices 31 to
39 may cyclically select among the interface processors 21 to 25
when it makes a request to the interface processors in Step S105a
of FIG. 5. Even with such a construction, the IP address of all
of the storage devices 31 to 39 are contained in the node lists
of a plurality of interface processors, and hence, similarly to

the first embodiment, it is possible to improve the reliability

and the continuous operability.

40



to different interface processors; the interface
processor to which the request has been nade
transmts the node list to the storage devices which
has made the request; and the interface processor to
whi ch the request has been made adds to the node
list, the I P address of the storage device which has
made the request. 2. A distributed storage system
according to Caim1, furcherMSconprising a DNS server
connected to the comunication network, wherein: the
DNS .sey \Els tilidifie @ AL YN hasdmpay®iand the IP
addresses of the plurality of interface processors in

as%P%h%EaﬁﬁﬁgAé§M§€$f FHé%%ﬂéﬁ'?ﬂE%’J¥%¥e;§§§§;i é?

DNS server kes, I n response to an 1nquiry

0 % AL SR U6 R bt iR e o B, i € b ahe storage

Jprocessors; the storage devices nake the inquiry about
deviges o MEF%eMi ned host nanme to the DNS server; and
t he storage devices nake the request for the node |ist
badé¢ inherfieca@id¢essors addr thsest ofagd devitosrsf ace capable
processor. 3. A distributed storage system accordi ng
of ¢omimicatflingheti¢hn:eacacbthért Rad nh eichaa@niicad8ss0rfetwork
stores at least one of the |P addresses of the

accorldmga e gas fxydcddied in the node list, in
association with information indicating a tinme point;
andach of the interface processors stores a node list containing
an IP address in the network of at least one of the storage devices;
each of the storage devices makes a request for the node list
to different interface processors;
the interface processor to which the request has been made
transmits the node list to the storage devices which has made the
request; and
the interface processor to which the request has been made

adds to the node list, the IP address of the storage device which

has made the request.

2. A distributed storage system according to Claim 1, further
comprising a DNS server connected to the communication network,
wherein:

the DNS server stores a predetermined host name and the IP

addresses of the plurality of interface processors in association
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each of the interface processors deletes fromthe node
l[ist, 1in accordance with a predeterm ned condition,
the I P address of a storage device associated with
information indicating an oldest tinme point. 4. A
di stributed storage systemaccording to Caim1l,
wherein: each of the storage devices stores the node
list containing an |IP address of at |east one of
withotther potegiedparmiaeaddwstamdimeach of the interface
processors and each of the storage devices transmt,
t 0 thte |DRESStsearve rofmakess ,Stior agsmMb € ao cantaidqiedtry fbout the
the node lists thereof, information regarding control

predftdiifi rtla RAX ndle 0N Bfcilite B AUe 108 85 o &F the IP

di stributed storage systemaccording to C aim4,
rlﬁ%qr- i ces

ey an egng% éérﬂ "%ﬁ)el 0 tlﬁ%} %sf?gr%aét.éerfdge}'\eﬁ ?elg&?%ﬁsf%ed%'d in
the.node list of the one of the stora evjces: the |
ond ™5y S EREnde it Frkes s BV Ahaith Ehf drede rminea
t hereof, the another one of the storage devices; the

hosty famee it b it e PN & aiviigeidevi ces adds, to the node
list thereof, the one of the storage devices; and the
ondhef stheageoiegeceenales thedrefieeahof drerttoneode 1hst based
storage devices exchange all storage devices

on thentaitried ddn IthaditdsddstcE  Hheranferfxad usiagesder.
one of the storage devices and the another one of the

storage devices. 6. A distributed storage system
according to Caiml, wherein

3. Adistributed storage system according to Claim 1, wherein:

each of the interface processors stores at least one of the
IP addresses of the storage devices contained in the node 1list,
in association with information indicating a time point; and

each of the interface processors deletes from the node list,
in accordance with a predetermined condition, the IP address of
a storage device associated with information indicating an oldest

time point.

4. Adistributed storage system according to Claim 1, wherein:

each of the storage devices stores the node list containing
an IP address of at least one of other storage devices:; and

eachof the interface processors andeachof the storage devices
transmit, to at least one of the storage devices contained in the

node lists thereof, information regarding control of the at least
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each of the storage devices updates their own node
lists based on the node list transmtted fromthe
interface processors. 7. A distributed storage system
according to Claim1l1, wherein: if each of the
Interface processors receives a request to wite data
fromthe outside, each of the interface processors
perfornms transm ssion/reception of information

one oF)aiHl Nroradd tdewridd ssion of the data to/from
anot her one of the interface processors; and 43 each
of the interface processors, which have received the
request to wite, gives an instruction to store the

datza, , or: Qi ' r ion, to the.stor . i
devt ch iR b IR By <Rinadp e Eypd B¥Fain o, wherein,

transm ssion/reception of the informati on regardin
witht ﬁ‘gqﬁrridfé:o ﬁélremo§gitbﬁ. sggrage devices and angther gne of the

storage devices included in the node list of the one of the storage
devices:

the one of the storage devices deletes, from the node list
thereof, the another one of the storage devices;

the another one of the storage devices adds, to the node list
thereof, the one of the storage devices; and

the one of the storage devices and the another one of the storage
devices exchange all storage devices contained in the node lists
thereof, excluding the one of the storage devices and the another

one of the storage devices.

6. A distributed storage system according to Claim 1, wherein
each of the storage devices updates their own node lists based on

the node list transmitted from the interface processors.

7. Adistributed storage system according to Claim 1, wherein:
if each of the interface processors receives a request towrite
data from the outside, each of the interface processors performs
transmission/reception of information regarding a write permission

of the data to/from another one of the interface processors; and
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each of the interface processors, which have received the
request to write, gives an instruction to store the data, or gives
no instruction, to the storage devices, in accordance with a result
of the transmission/reception of the information regarding the write

permission.
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