| CRYPTOGRAPHY Cl RCU T PROTECTED AGAI NST OBSERVATI ON ATTACKS, | N PARTI CULAR
OF A H GH ORDER The present invention relates to a cryptography circuit

prot ected agai nst observation attacks. It applies notably for the
protection of cryptography circuits agai nst hi gh-order observation attacks
on installations based on 5 masking. The ains of cryptography are notably
to protect: either the confidential i1ty of an item of i nf or mati on, by neans
of encryption and of the dual operation: decryption; - or only t he

o e b O R AR R Al eY bR o< an
signatures. Crypto ‘H r%é whi ch have been

denonstrated to | ead to secure systens. For exarrpl e, an encryption is 15
presuned JReUp Fesléﬁlel?w'ehtub@ r@lEaRé’sefb tahéﬁypftcm?éﬁhﬁ%fﬂagﬁt &ESie%Eed 'aBaﬁwQ? current
state of t %&Ublls ed nl? gd}"&%ﬁ Ofrocte ure?og ack S|g |f|cantly
faster thSASEXRURILEIPEK St Y AAPICE poRbiAG 6] 'Qnt?yFWQQW t he

possi bl e Iceaymts apaingte highabrdee mbisgpiation aﬂtaukedunemsiaﬁahﬂnsebee&atplm

conput gt i ghs Eecessary for the security of systenms. This conplexity does
not pose any particular 20 problens to conputers but is a serious drawback
in the case of devices that do not have high conputational power, generally
driven byThewira®st cr Stolg'réphyrﬂ'remmm&ﬁ;smm&t The consequences may be of

several Ki nds. oBiSuES coRfich B0 BPBh HOPLPPRforafon 2plypleeRL GaTD e

woul d be a ban a denial of
service, a typ?IMVPt&OaﬁrFﬂ@th@QHﬁ' Qf@ré“%)ﬂeﬁédpﬂvﬂew tel evi si on decoder not

bei ng gbl e to &7 &a tﬁé‘ﬁutﬁw@h@&@l’mbﬁn BéEmi offieformition tﬁtﬁihbva:reeslnons ofTO -
alleviate this difficulty vv:tﬁ ﬁ h,nc asj ngiithe g{lcea? g% is
customary to ap@eaiy’ aaé’i?s%’"e" PP aiCdi ﬁ'gf‘ CRE"LEREr &1 StAUTEr 2y deV| ce
used, 30 in th&rmoamnmtﬁfmm&iqme@cessor dedi cated to cryptography. However,
whet her '@r;}&?o r %@d Eﬁtﬁ&ﬁa%ﬂtréﬂocéﬁh@sor iR Sfpa%' a'Heéﬁd

coprocessor, e Cry orithmi [ enented by ysi cal
devi ce. c@ﬁm@?&trare%figelﬁgéﬁpo g Voystoh e Ear (HoS SRV BELBRLRI b, i

i nevi t1abl prebumedfsectiicomsen it & mbeeh that pherpeiot naexishhe tiemtuirenttdtetebasi ¢ | aws
of el ect réﬁhé ¥)Ublished knowledge, any procedures of attack significantly faster than
exhaustive attack, corresponding to the trying of all the possible keys.
In general, encryption procedures involve complex computations, necessary
for the security of systems. This complexity does not pose any particular
20 problems to computers but is a serious drawback in the case of devices that
. do not have high computational power, generally driven by low-cost "8-bit"
microprocessors. The consequences may be of several kinds, such as:
- an impediment to proper use, a typical example would be a bank card

taking several minutes to sign a bill;

25 - a denial of service, a typical example would be a pay-per-view
television decoder not being able to track the throughput of information
delivered.

To alleviate this difficulty without increasing the price of systems, it is
customary to append a system for aiding the central unit of the device used,

30 in the form of a coprocessor dedicated to cryptography.

However, whether it be implemented by the central unit or by a specialized
coprocessor, the cryptography algorithm is implemented by a physical
device, currently of electronic type. These physical devices exhibit inevitable
imperfections, related to properties inherent in the basic laws of electricity.



2 Thus, cryptography systens that are secure fromthe mathematical point of
view may be attacked by exploiting the inherent inperfections of the

physi cal systens inplenenting the algorithm thus: - the duration of the
conput ati ons nmay depend on the values of the 5 data, in particular on
speed-optim zed software systens, this having given rise to the attacks of
the "Timng attack" type described not abl y in the docunent by P.Kocher et
al: Timng Attack on Inplenentation of Diffie-Hellmn, RSA DSS and ot her
systens, |In Proceedings of CRYPTCY96, volunme 1109 of LNCS, pages 104-113,
Spri nger - \E?Hsagfypfqgﬁa&%aﬁ?'ﬁé§Bata@"tea%¢<%”%ﬂ9”h§"¢ masrraptitad Pt r t ai n
cases to0 ngdwinRiehd beacketibyedipiaifing the maereat ikipySeciont g thmphysicdi si npl e

neasurenentyﬁtee%gsaﬁﬁ)ﬁ&ﬁ%ﬂ%%%ﬁ%o%m h,ﬂ&t ant aneous consunption may al so

depend on % | iven'rise to a series of attacks such as:
15t he SPA (St mihe dreatien gnitieyeonsputations knale deppme@nniheanilyes ®ftthe docunent

by Thomgs S. Mageni@earfiuial on ba&@@bbgm‘eqn@fma@%%%terﬁaadmssh§vzﬁgtacks on
Smartcards, In U

SENI X - .Smart car d: 9, .-pages 151162, .May. 10-.1 1999,
Cni cago USA, t BIENAIseAeeaet et Phi: ORGP 0SS o o ot ons
executed by a @etherddcumeint bp k. Kohesatab Tohing Atsakuorelmepiementaitios oél ect ri cal
(D TTerent ol B e, B e Bl PR L ment by
S oui 11 oy ot aCRYR TP T SNES ahes 1 U tcPriithr Saomol t .l
Proceedi ngs of 19/ thd&bbEacksageking27pdskhie Auge6id4castsub oeisieye Breance, this
attack using \?\E%’Jﬁa} bftHe g?&%?kg?%%n%e'%% %\"%irﬁﬁ%sx’ﬂéﬁgﬁ%ﬁn‘i’g of! ectrical

consunpt i on, are performed during cryptographic operations on random
30 nessages an@X§GUiRNdMEonstant key, in order to validate or invalidate an
assunpt i on madgaahRtdntanddusi tartbupdstionofmaly Nelsk edependadry thé a4, thicur rent

can gi ve i oe (8 g pREREeERS SR8 FaElET RIS 0 et e Al tack) Type whi ch
are identical in thetr e BRA (fiwpteoPavendralypel atiaak drperibe@netabiv cal
consunption; certain g taekdddihesti epalihynisstair bpsde reg ign of -
systens so as to exploit the erruonfgusgr%uwssi or der ' o retrieve the
secrets of the 5 systér_l‘ﬁesf’ﬂﬁté@sa? 8W§f‘ R g@ﬂ‘%?”t AR aul t
injection attacks. Anyli ifSENRCHi Smaoaal'hysigeal 15e962.eMaypl®ienting a
cryptography al gori thmggg, b]b%?%g udsy\,! ﬁ%kaﬁéﬁkoétli’%ﬁdbtg@h{o hiRbRMnLR the

e
secrets held in the mem)rg s) ew%g Is cal | dden channel .
Prot eci ons agai nst t hE¥eORFBHERS SHFFUieR PhAdRWaE Halh RRItRe Rasie Béen ' to
proposed, on the basi snezisabdgent af tonelealritehtconsbmpltion nelageredr ender i ng

t he | eakage const ant, hﬂriﬁé‘h%&&éé@%ﬁ:&d&%ﬂdem of the secret;
- the DPA (Differential Power Analysis) attack described
notably in the document by S.Guilley et al: .Differential
25 Power Analysis Model and some Results, in Proceedfngs
of WCC/CARDIS, pages 127-142, Aug 2004, Toulouse,
France, this attack using statistical operations on
numerous measurements of elecirical consumption, which
are performed during cryptographic operations on random
30 messages and with a constant key, in order to validate or
invalidate an assumption made about a limited part of the

key;
- any electric current flowing in a conductor produces an
electromagnetic field whose measurement can give rise to atiacks of



of maski ng, which involves rendering the | eakage random unpredictable and
t heref ore unexpl oitable. 15 These two techniques nake it possible to
increase the difficulty of attacks aimed at retrieving information, but
they remain vul nerabl e, however, to attacks which would profit from

i npl enent ati onal defects. There exist_ nunerous exanples of potential or
substantiated vulnerabilities, for exanple: conceal nent based on
differential logic (such as WDDL) nay be 20vul nerable to an attack on
differences in cunul ative conbinatorial |ags between one or the other of

the phases of tife EMh dEleatiobtranetia)Atkagk bﬂyﬁﬁla\'ﬁécﬁrﬁﬂeﬁﬁ@&tf?@?g%tbﬁase
maski ng, whi chpﬁwpﬂ@eomasmstpmammgho@fboaﬁmboﬂéd ks, termed HO - nrn Ar

n. 25 An almof fetlve ection
agai nst hi gh- §F er 0 \séggvde{ lﬁltodﬁ%g tacg byth%o?&%rﬁﬁéy‘ §LF‘}§%§@SS{ i‘ﬁbj ect of

t he invention explaitdngmregeapdyesiliscin orassntpr raiiens Hie beersts oﬁé-her egister R
providifng a vagy @t@dnetwesmﬂé@ﬂs bymg kﬁawﬁ bﬁhé&@ﬂnﬁ*fﬂﬂlt lﬁjlé@f@f%&‘édk%ed in that

saldnaskdvarl Ie3 i n irst subst,it tlo box Sin a
cyclic rraﬁw r’mpgg?ﬁm@l tfy%%'ﬁ% égémgleﬁ@&'r\g&%’f)@ EIAA 99@2%9 at each
cycle a traadélﬂbhertedbamgfomat!eqmdﬂtaddmthe saersits heldrintisd orameaty loy the

modi fi cat bg{ﬁcg@é&éubg% h,g@éﬁcmﬁm bei ng encrypt ed by a second substitution
box 5', the new ai ned, on outp gmthl s box S bei ng used to

mas
mask the TIPS agam‘fhéhﬁ%wtaﬁéfep frehangels o paws |
I nt r ochac egropued tdretheesdsisr regastyer M aft er havi ng been subj ect ed to t he

| nverse modLf1 SAkRBaR-RUALh (NGBS RAGSAAPIL BURaId LARAAN. S, 1N @

first possible nod enent at1 on, i on may
bijection B su@ﬁtat"ﬁ%ﬂ”qeﬁé"g?f&r@ftm ReRfefrask m is stored in the register M

the mask m appd)ﬂ eflabiing hewdichst inteieon rbsderPRl Ntheeakaded Bénddm,) and the
new val ue to S psr%@fzt%glé gngq%lj’e?c%%tng;(p]g%ﬂg B- 1( ml) Moei ng the output from

the second subSt
15 These two fechniques make it possible to increase the difficulty of atfacks

aimed at retrieving information, but they remain vulnerable, however, to
attacks which would profit from implementational defecis. There exist

numerous examples of potential or substantiated vulnerabilities, for example:

- concealment based on differential logic (such as WDDL) may be

20 vuinerable to an attack on differences in cumulative combinatorial lags
between one or the other of the phases of the calcuiation, evaluation

phase and precharge phase;

- masking, which may be sensitive to high-order attacks, termed HO -

moa
et F P

25
An aim of the invention is notably to allow effective protection against high-
order observation attacks. For this purpose, the subject of the invention is a
cryptography circuit comprising at least one register R providing a variable x
masked by a mask variable m, characterized in that said masked variable

30 being encrypted by a first substitution box § in a cyclic manner, said circuit
comprises a mask register M delivering at each cycle a transformed mask m,
equal to the mask m transformed by a meodification function, this mask m
being encrypted by a second substitution box §', the new mask »' obtained
on output from this box §' being used to mask the variable.



The bijection B is for exanple such that the Hamm ng wei ght of the mask m
10 is not always identical to the Hanm ng wei ght of its inage under the
bijection B( m). In a second possible node of inplenentation, the

nodi fication of the mask m my be perforned by deconposition into two
sub-masks mand n2 such that m=m 8 n2 where 0 is a group conposition

|l aw, the first sub-mask nml 15 being &ored in a first mask regi ster ML and
t he second sub-mask n2 being stored in a second mask register M2, the new

value to stored in the reqgister, being ns., .= m9-1 . mM2 and the new
Val lie o Heshey stttk ot Uit Ty e R DEoeeth B Bt put fr om
the secondogisstv Lithi RAVIRGBeSH sdbjetiRe ©ORBARVAkEMddENHtBNTOT oggsanpl e the
XOR "excl usiv or" oper.at.l.on &e addition operation, the rmultiplication
oper at i on"Gf" essé’cpﬂgsiﬂg%tfttéqq”% f 't he type s=a*b + (a+b)/2,* being

mul ti pli céniarirsingossiblei mypdaddi tmplemeTtirticsl benpwsification agy fkg aexanpl e a
Harmmi ng dibgéctioned lsathveen thavwrakstormed naskskds stréd imtrenegsjel M, the anot her,
AM2 , th LS. NQn- PAS uh- - j nunber of
bi t o, "t o s SOREE Y e Al Ll B St Haual o B N En@ In B0 LCPET 2
in on thevhasite f stohed suthenegleteri being 0 s, ntfeieg tHooupxaiphethe An2 =1 per
gr oups Off% J&jbsti{ﬁioﬁtfo?%‘g]@yfh'f n2MSB = 1lor in =m if nm2MSB = 0 30

n2MSB, n? oei ng respectiv e _hi gh-order and | oworder bits of the
sub- mask rrbe Hiectan Bus for@xapiia sty bat Eeapmaning maielsaf ihe Meskganer at or |

sai d gpnefAidAadiayd Meniicg td ihe Nahtengivelghe of kS tmahes ubdarabé bijgcion Thi s
sub- mask arising fromthe first mask register ML nay be saved in the 35

second na ((mr)EQi ster M at the end of the cycle, the first register ML 5
r ecei vi nglrf arsecosd pessibichmode w! implesiendatiany the cvrtification of Hee maskconpl et e
mask m r - xRty B pedtmengrhby decdmposiiion inkortvize soigrnafsks he DSyt ypeh the path
of the da X, _mbein i4.J : Lef t rd jd circuit
conpri ses{r%(t)rm "é)%ﬂanp'f’éq’gé%?% %Héd?%??%dr{)m?%rﬂﬁééeﬁ?%ﬁ”’r%gE'qsrte%[lggbg?ﬁ ! and the

ri ght twaskeipggieredrin prirat miask degieisk Mlegnd the sagondheul-@@sk trer PRIRIcont ai ni ng
the rightgm W%ksé’gonda%s{glrf@gi% | 5 EhdVheGPDARE NbNSE [hSteli 8hthgub- mask mu,
the regi s%er @(;f(rﬁal ning t £§L, y n&i% nr 2 equal Fotsﬁ e }‘u?b-mask inn , the
ef f ect i veoOsieled 1 HERB & vT Y s R AGYOFEYHE PEAICTREIE S ei ng such
that: 10 g Beirg (Her valG® Rf Zhe=nmask Droutbbefrescthedseohdtsubstiiution hox S

conpri seséf:aor exanpl e two boxes identical to the first substitution box S

and two XOR gates, the outputs of the two boxes being connected to an XOR
gat e whosBhegopwoesitienilaeris fohexaenentigkXPR "exclusive or" operation, the

addition operation, the multiplication operation or else the operation of the
type s=a*b + (a+b)/2, * being multiplication and + being addition.
The of composition has for example a Hamming distance between two
consecutive sub-masks m, from one cycle to ancther, Am,, that is non-zerc.
25 The sub-masks m,, m, having an even number of bits, the group composition
law {«) making it possible to obtain the mask m on the basis of the sub-
masks m,, m, satisfies for example:
- Am, =1 per groups of 2 bits;
-m=m ®m, §f myMSB=1 or m=mm, if myMSB =0
36 m,MSB, m,LSB being respectively the high-order and low-order bits of the
sub-mask m, .
The circuit comprises for example a random-values generator, said generator
delivering the value of the second sub-mask ', .
This sub-mask m, arising from the first mask register M1 may be saved in the

35 second mask register M2 at the end of the cycle, the first register M1



15 the masked variable (x m) entering a box and the other XOR gate whose
ot her input receives the mask m the output of this gate entering the other
box. A ROM nenory carries out for exanple the | ogic of the XOR gates and

t he substitution of the boxes. 20 Other characteristics and advant ages of
the invention will becone apparent with the aid of the description which
follows offered in relation to appendsed drawi ngs whi ch represent:

Figures la and Ib, an illustration of the principle of nasking of a

25substitutian box;. Figyre 2, an illustration of t maski ng at the | evel
of 5 substPEaI NGt eeP e hetnddk oo $5 Asp uSEaRatub eI O BRER o o
di st ri but inoaskof:'-aet iGm'ty at the output of a register for various val ues of
t he Hanmi dj st. ) iV rds.,.of vari abl e x of the
rogi ster: The B et AERIAEY o8 BT ke Mo dRepr P Bra e
modi fi cat inoheipy spfikingatwe perts lefhsrdirighs wid circeit aempristmigreyarinés i nvent i on;
Figure $, ir@éafcﬁiﬁ&gﬂi: fid 1en ngsktregssfmwaw;ﬁé Abhi bk %‘giéi@f mgﬁﬁh ngm t 3 t het
previ ous ; u : [ . ( 0S e. enbodi men
Ot he pal TRy regRie e ol ik ElA R HotP SHESRIR BPaAEHE TTPO% T
pr esent at registef Mlheonigining he @ftstubrhask ot c Bra eaghvauMhegoriginingether evi ous
node; 5Fi gubendkk af), exaaploethefsurosiabk oAl ] o wibdtivdeammost theoRghf the masks
Wi t hout use %f a E@\ngﬁ_@!gﬁner%t or 'eiFi quLe, 9,,. an exenplary realrzation of
maski ng allBRdmg"t & P RAshe Tt Pd SPRE Mse of the use of a DES
al gorithnm m, =m, &m,, Figure 10, an exenplary realization of a group
conposi tion, l.aw wsgd 10in a circuit according to the invention; Figures
11a, 1 I'b_ahd 1%c, ‘xenpl ary enbodinments of a second substitution box used
in a circlihe sacenst aubgjitutionttiox &' mosmrisss. forexamele tiva boxas lidenticeUst rat e t he
princi pl etef firkhsupsagltion Bokfs anBURBIXDRIdH8s RAX outputs of the two boxes
being connected to an XOR gate whose output delivers the new mask m',
15 the masked variable {x @ m) entering a box and the other XOR gate whose

other input receives the mask m, the output of this gate entering the other

box.
A ROM memory carries out for example the logic of the XOR gates and the

substitution of the boxes.

20
Other characteristics and advantages of the invention will become apparent*
with the aid of the description which follows offered in relation to appended
drawings which represent:
- Figures 1a and 1b, an iliustration of the principie of masking of a
25 substitution box;

- Figure 2, an illustration of the masking at the level of a substitution
box;

- Figure 3, a presentation of an example of distribution of activity at the
output of a register for various values of the Hamming distance

30 between two consecutive words of a variable x of the register;

- Figure 4, an illustration of a first mode of possible modification of the
path of a mask in a circuit according to the invention;

- Figure 5, a presentation of the activity distribution corresponding to the
previous mode;



15 1, called generally an "S-box", with a constant mask m An S-box applies
to a nessage a non-linear function the aimof which is notably to render

t he nessage entropic on output fromthe S-box. In figure la, a datumx is
conmbined on input to the S-box 1 with a cryptography key k. In this exanple
t he datum and the key are conbi ned by 20 an "exclusive or" |ogic operation
al so called xor and which wll subse&hently be denoted S. In the case of
Figure la, the nessage x k coded on n bits for exanple is therefore input
to the S-box. The corresPondlng out put nessage i s S k) Flgure Ib shows

t he maski ng of Figkse 8. BBXIUGLEHOR Of BriCaRE RRSS *@nemh?éim%ntt%fdhﬁupad@
maski ng reliesops niddk igardicuingeadrdingeoithé erneationari abl es sensitive

dependent on 2 hERL 5o MeRnTaRK dFind BChIE RARIILS, Sl ELONIRE b end 0, X

is such a vari at m cahno
| eakages are uREVPILSi Tadie within the frarrework of a d| rect attack on x.

The vard abl e. XFpprd eng@@x@mp@ta rASdifisétbn Wih dEBYMBBsIli6e BN’ Masied through
the 30 pair of =X 9 mis the variable to be

masked and 0 i ¥" hg@rl{?&péfgprépg?%rge\ﬂﬁfagﬂr may be notably | ogical or
arithretical- Figuthed.eranpramplnyFiregiizatibn, ot easkankiangouleg tohéhexor

For St ham o ec”})&%‘#m i e Basd o *ﬁew%f%g?.sﬁ&%??ﬁdpa” ' OOV CAEL E A aneed
Eoerynci st SEaRrR 0 o8h SXEBPIAeazangh B @h@ovprr@ﬁp%ﬂ@ﬁ?wow

perforied in ainkd dcesut ddcetding fbitee irvemtisk; may be applied to the |nt er nal
vari abl es whi CPsﬁgfﬁ% 9¢genap! ¥n eﬂtcore%%e?ﬁam%t %mb‘%@l éntscééfygt Qﬁc@—@g:g bot h to

functions. The at the evef ers_ it app
sof tware inpl eﬁﬁ?ﬁfﬁﬁ'%ﬁ@xéﬁﬁadﬂ%‘aﬁﬁ?‘é@vﬁ?@mmg tPAPE BWBRERR i ons. The
reallzatlon of the masking is sinple when the function 5 f where the masked

variante ki pRpld adyiid bR olSord e R Rl i Sl o T (X O
‘i ca!ied generaliy an "S-box", with a constant mask m. An S-box applies to a
message a non-linear function the aim of which is notably to render the
message entropic on output from the S-box.
in figure 1a, a datum x is combined on input fo the S-box 1 with a
cryptography key k. in this example the datum and the key are combined by

20 an "exclusive or" logic operation also called xor and which will subsequently
be denoted @. In the case of Figure 1a, the message x @k coded on n bits
for example, is therefore input to the S-box. The corresponding output
message is S(x@k).

Figure 1b shows the masking of the S-box with a constant mask m. The

25 technigue of masking relies on the garbling of the internal variables sensitive
dependent on a secret by a mask m. in the example of Figures 1a and 1b, x
is such a variable. Given that m cannot be predicted by an éttacker, the
leakages are unexploitable within the framework of a direct attack on x. The
variable x no longer exists as such, but may be reconstructed through the

30 pair of signals (m,x_ ) where x, =x 8 m is the variable to be masked and &

is a group operator which may be notably logical or arithmetical. in the
example of Figure 1b, the masking. uses the xor function, i.e. x, =x@&m.
This type of masking is particularly suitable for the protection of the DES
(Data Encryption Standard) and AES (Advanced Encryption Standard)
35 algorithms, where the linear operations are performed in a binary field. The



The value of f(x) may be reconstructed on the basis of f (x m and m f(x)
is thus extracted right at the end of the algorithmso as to avoid a

| eakage of information emanating fromthe variable x. The conputations on
10 x 6 mand in being decorrelated fromx, there are no direct |eakages of
secrets. If the function f is non-linear, the masking nechani sm becones
nore conpl ex since f(x) cannot be redr eat ed mat hematically on the basis of
f(x In) and f(mM. In the symmetric encryption algorithns, the non-linear 15
part corresponds to the substitution boxes or S-box, thus for exanple the
5- box 1 dhagkgay &s dneligfde the inereahyasiablascehishfargaeactallyMectie ofises a ROM

menory gefbﬁé,aWoﬂ%,té}?ptﬁgfadl'ﬂidqﬂﬁfctibhmﬂ’h@l‘m@ékizg&at&hbo%ue# Bf @ ,tvurtcticonhbei ng
unct.l on of the

denoted S" such that: e =S Sin 20 S being th
S box - bet seiedak ARgTeah B T Fwaie P Smene il BT 4P PGHUER Tom o+ £ or
S to 22" fimpleStentaiiobei hige rémizatiom of thef maiskingds sirmplenwsién the goctisn 1a and | b
i |1 ust rat ef twhae changsked Vasiabledb iapalicdis lircarals & denutionvaftihe grégr dwar e
installati wher.e dtenali 25 of the encryption algorithmis perforned
ina cl ocliaq@fcgpé‘.r(xﬁﬁmrbt"hi’fx)géagg@'t he transfers at the |level of a register

demask t hdhgatdeaat offat incay bg recormbagtedcomdhe desisgehby (ndyr oandéxanpl e t he

operat or $r(xp i$ HRARS bRfradBY it dBS6E iR obYhd Regdrdhhoyd BY tbehwdid en: 30x m O
S(x) e m= xe S(x) .,The termXx 0 s relation_js the injitial value on

(X) . Sm t hj
i nput to {gfkage Séwf@mafﬁ’ﬁoe’f’ﬁ%attr@r{ﬁ‘?@(tb? varaple ¥ n&heicRAIPWRIIoNE Bn out put
fromtie S-dhoxandhe bpogaasoreldied fieen it.hibsee tare noedinecti indkagesi ofg t he
transition gge above 8 relation shows indeed that the result of the

transiti oﬁe&r ?Xn) i s i ndependent , .
the function fis rPon-hnear, the masking mechanism becomes more

complex since f{(x) cannot be recreated mathematically on the basis of
Ff(x8m)and f(m). In the symmetric encryption algorithms, the non-linear
15 part corresponds fo the substitution boxes or S-box, thus for example the S-
box 1 of Figures 1a and 1b. A commonplace software technique uses a ROM
memory generating the non-linear function of the S-box, this function being
denoted S, such that:
S (x@m)=5x)Dm
20 & being the function of the S-box before masking.
Consequently, the size of the memory goes from 2" for § to 2%" for S, n
being the number of bits of the mask. Figures 1a and 1b illustrate this
change.
This realization is not secure with a hardware instailation where an ileration
25 of the encryption algorithm is performed in a clock cycle. In this case, the
transfers at the level of a register demask the data automatically. indeed,
considering by way of example the operator @, a transfer may be described

by the following relation:
30 x@&@m @ S@m=x@S5(x)

The term x ® m of this relation is the initial value on input to the S-box §_,
and the term S(x) @ m is the final value on output from the S-box, the
operator @ between these two terms indicating the transition. The above



of the mask m The effectiveness afforded by the masking nmay be proved

agai nst first-order attacks which considers only the internal variable x,
as shown notably in the 5 docunent by J.Bloner et al: Provably Secure
Maski ng of AES, In LNCS, editor, Proceedings of SAC 04, volunme 3357, pages
69- 83, Springer, August 2004, Waterl oo, Canada. The information | eakages
emanating fromthe nmasking circuit nﬁ&, however, be subjected to a
second-order attack, or indeed one of a nuch hi gher order. 10 A
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mask mis_c at ea iteration. This procedure is notably described
in the dofd xb B-xnSPAhEaer? "et al, FPGA I npl enentations of the DES and
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at t hgsendigbfoderr diffaentishe?oveari Apblysis, Onnl-NES, r adigdrorredeédings Sfx) | n'
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conpl exi t?Pr@éﬁ%r"?ﬂ'ﬁkgeHgY"ﬁE@ Ict O@@*“a%@'ﬂfﬂ?%ﬂ é:‘gseﬁ Y815 & AFISINAERSS- box S with
each exi sihi swn@ekiyxisSheceSsaty. By wpl efentatplenit hassbes, doooesteated prone to

oo oves HEoHE B AL ek R B e
vol umg0 36%90%¢s faueschpzges imetiesda begssisiyito wgh- a@er@@‘@sks by this
procedure, as shown in the document by J.Lv et al, Enhanced DES
implementation secure against differential power analysis in smart-cards, In
Information Security and Privacy, 10th Australasian Conference, volume
3574 of LNCS, pages 195-206, Brisbane, July 2005, Spnngel Veriag.
25
In another known procedure, a new mask m is computed at each iteration.
This procedure is notably described in the document by F-X.Standaert et al,
FPGA Implementations of the DES and Triple-DES Masked Against Power
Analysis Attack, In Proceedings of FPL 2006, August 2006, Madrid. The
30 masked variable x @ m of a register R is associated at each round with a
new mask m arising from a register M. Thus at the end of a round, the
variable x® m is transformed into S(x) @ m' where the new mask m' is
computed as a function of m and of x ® m with the aid of a new S-box with
function §'. This procedure offers a good complexity compromise since it
35 associates only a single new S-box §" with each existing S-box §'.



Figure 2 illustrates the inplenentation of the S-boxes S and S. A register
22, denoted R, provides the nasked variable x mw th which is conbined the
key k, for exanple by an XOR gate 24, on input to the S-box 1, with
function S, which delivers as output the variable S(x 9k) m which is 10

| ooped back to the input of the register 22, R In parallel, a register 23,
denoted M provides the mask m which %nters the S-box 21, mnth function S,
the other input of the latter being common to the |nput of the S-box 1. The
output of the S-box 21, S, delivers a new mask in' and is |ooped back to
the input Hﬂrsumlermeﬁighm remaingi SoweveraRkNE stouseePndoorAaE lattepks war i abl e x
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i |1 ustrat @8xefeSdrdtRs yer QS’HEa%"F g Vity A for a mask of 4 bits for
t he varl ocrmwabpmkgftodhe pogisichd & aeﬁek N aké m@chnidniel I8 £ akektier. 24r val ues 0,
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0, 1, 2, n@?ﬂ and r@zwé}??rfﬁqsgfroﬁbgéoﬁst@é f@feiBﬁel llgaew,\% St”hgﬁgngrs]t ri butions

are appare these erences possi exploite HO- DPA
attack. Tthecdinpribrtionshef @Efmtlmtweh&@somput/afrﬁe@iaéerﬁﬁskvm@@ommeam% it is

possi bl e {iR ysfutfe TBUIR CMOEHG, yd E-quépwmn gdémagh;t Ehud gps 31, 32,

? g| | g\%sngéi@\é\]h@ggoﬁlsté#csep Jeen%tgal DH B ¥meen two cons%c§t|\}eeszordd6ff ned by the

particular:

Ax@mm)=DH(x, ®m, x,_, Dm_ )+ DH(m,, m,_) (1)

30 ie. A(x ® m, m) = PH(Ax © Am) + PH{Am) (2)

PH corresponds to the Hamming weight and Axto the Hamming distance
35 between two consecutive words x,, x,_, of the variable x.



where: C represents the nunber of classes of the distribution, for exanple
C=9 for the activity distributions with a mask coded on 4 bits, C- 1
representing the degree of freedomof the z2 law, 30- Nis the total nunber
of sanples; P, is the observed probabi lity of having an elenment in class i
, P, is N also equal to, N, being the nunber of elenents observed in

class 11 pref is the reference probé‘ lity of having an elenent in class
1, N ref pref also being equal to, Nref being the nunber of elenents
expect ed | The refer ribution,i 0. be the mean
of "the 16 Birert BLbPUNE SkOLPETREACTAN iéspRact B SAHTUPTE Misch the nask

i s coded oOfhA4=hltthe agthdly valraepaidske PH (AR s e @akesnstanipegudlse to j udge
t he honog felty of all the distributions. By way of reference, x2 equals
21.89 for the distribution with a mask of 4 bits. This value nust be as | ow

as possi bl Be knawedee af berdistibgiansne spnsweelioptier emalt Ar s makesit, 32, 33,
34, 35 & hagsos@rt@e It a&dn@trn@t e epDRA edidey B dieRitfy ahé asrsumptish ed

ot her w se, s..value,of the 2/2 st _be..as,.| ow a ssibl.e uard
Som et st e v BBl i Bt BrdlelR 8R4l 8 3ai nst
such obseragatirptionregesiisg a kel hidnalgdachistbe yariabight or der, by reducing t he

di scrininati;ongd B atd@odéd cbnf ﬁelﬁ@ﬁ%é Héﬁwﬁgmé@ﬁ Wééw%a@ $ib4 1 buti ons
of activity for nfé and t he gas of eéxanp a mask coded on 4
e naft

bits will B&eSonsi Hered'here Iﬁ art E[ﬂf%rre retf"érrl RFWEY exanpl e
to Figilte &xPnem ﬁ\,l’e‘ﬁ&ﬁxd%%ﬁa%@w)héa@é@ﬁamw wluasd, rled St & 5M

contai ni ng thg mask in independent of the activity of

Figure 3 illustrates the distributions of the activity 4 for a mask of 4 bits for
the various values of Ax possible, Axtaking in this case the 2 values 0, 1, 2,
15 3,4,5,6 7,8 9 10, 11, 12, 13, 14, 15, Figure 3 therefore presents five
different distributions 31, 32, 33, 34, 35 for the set of values of Ax. In each
distribution 31, the value of Axis distributed, or apportioned, as a function of
the activity which can take the nine values 0, 1, 2, 3, 4, 5, 6, 7 and 8. Sharp
differences between these distributions are apparent, these differences
20 possibly being exploited by an HO-DPA attack.
To compare the effectiveness of various masking solutions, it is possible to

use a metric quantity for comparing the distributions 31, 32, 33, 34, 35 which
is inspired by a known test, the 2 test, defined by the following relation:

S (P -Pref) _ Z(N ~ Nref) @)

25 2=
# ; Pref = Nref

where:
- C represents the number of classes of the distribution, for example

C = 9 for the activity distributions with a mask coded on 4 bits, C — 1
representing the degree of freedom of the y2 law;

30 - N s the total number of samples;
- P is the observed probability of having an eiement in class i, P, is

also egual to % N, being the number of elements observed in ciass

Z;



20 the register R containing the masked variable x in. If the variable x
does not influence the distributions of consunption that are specific to
these two registers 22, 23, it is no |onger possible to successfully
conduct an HO DPA attack such as that described in the docunent by Peeters
et al. The bal ance may be struck by ﬂPdifying the structure of the path of
the mask wi thout 25 touching the path’®of the masked variable. The proposed
nodi fications can be done either in space, by transformng the nmask, or in
time, by changi the e i he . Ad W he invention
oo i et e LAl M R MoK AP BEE B e

relates to the't R o g to the Tnvention,
several mask LiLcati r 8tbl e .. I ! a first
possi bl e nodi %ﬁ%%%ﬁ ng%@aﬁrggk, Na h%f%%c%é?g{leegéngéﬁgﬁ I%@tﬁﬁ&’l nthis
case, a bhijectiy S mation 41, denoted B is inserted between the mask
regi ster 23, r%’é?e%':{téec?mr\?{!g{asna the S-box 21, with function S . The inverse
bi j ect i ve Theaefsfrenaesdisthution isdengidew®dgo be the rappn peiedid dipebglienput 12 of

L he S; BoX btk fof BR tHEvduddof ﬂﬁlmeearmdtrba'ské ih;%oseﬁgf &i@?ﬁé@@ﬁ@% he
ijective tr ; n d ; : r e

bijecti onof sfis]a’?:ﬁﬁ'tgﬁéésgt w%ﬁééﬁ%&éé:lﬂ?sttﬁgﬁég btgtgvﬁaen e(r?l}%'iat ) iat”:g/{hlerrage B(m

i s not al digyibusienrs Boway of EiaEacey rEnRataht 2418 frbtheddistriRatiowiti et y bet ween
the 5 varj il NT B Tead 190 piabiead 29bigt Phihsgddson B can be
done thr oﬁkgfgﬁéﬁe¥ﬁ§33%F§ &g%ée J;Efségsniéﬁgiﬁ ,gﬁt %de?%ro[é, S- ggx S is
that act uBfwpendha disipHO K aj i thagpgg, fiabla 19 pp fePIoded OVt he path of
t he newk. HOBDPAgaltacks. Stdes ofleewisg, Hisvalueuel Bas B Imush ke Asdowfaser

t ransf or i AN | j.on such as illustrated by Figure 4,
for the ﬁéésyﬁgégggﬁA%t% ?ﬁ@bﬁ%&gd on 4 bits as in the case of Figure
3, therefore with the sanme activity values that can range fromO to 8.
These di stré buldn@os rbdkerxibipbséibmel duardtaydingi JubRrabsesstioh attacks,

contradistinction to the djstrjbutjo £ Figure. 3. - I st.Li butions of
the act i vieliaioe thog OED'P' hh%f*ﬁ?g’er_?éfqB%f&t".f#:stgge.:&’ﬁgr'@&%ﬁ?'}%egF btbgt he 2,2
test whi ctiffgieness.coatwaen el varioss dls.telsumrtsroftaﬁiwtyd%r eee ave the a@dfor mat i on,

to be conpacedpyi fBy tdiecahpie, @f mibk88oded bASAORE NAI bha Ehesighrelri bution of

Figure 3. 20 Fi %ure 6 illustrates another possible nodification according
to the i R&RIPERT 1t invol ves a nodification of the mask by deconpositi on.
I n this claspartictier, mesdring i for desmpposediguteolt e swbrhers kendgrs dhe n2 such

oo gpodib A b iRy BN L AT s Kanhp ey oper ot or ¢
oper atBr . hgﬁggiggzéﬁéf%gptam: H%n%'agt;%#ieaﬁés)ﬁ%ixg%r’%s'fitt%gg %}éébé?o"r go%pl aced with
two regi si@rsfidhte tB32istihetioragifsteaisuMptionnbat ae dpeeificabubese hamd one
register r%isters 22, 23, it is no longer possible 1o successfully conduct an HO-DPA
attack such as that described in the document by Peeters et al. The balance
may be struck by modifying the structure of the path of the mask without
25 touching the path of the masked variable. The proposed modifications can be
done either in space, by transforming the mask, or in time, by changing the
evolution of the mask. Advantageously, the invention relates to the
transformation of the mask. According to the invention, several mask
modifications are possible.
30
Figure 4 illustrates a first possible modification of the mask, a modification by
bijection. In this case, a bijective fransformation 41, denoted B is inserted
between the mask register 23, register M, and the S-box 21, with function §".
The inverse bijective transformation 42, denoted B, is applied at the output



30 contains the value 1712 . The output of these registers is linked to a
circuit 61 realizing the conposition aw 0. On output fromthis operator

61, the mask in is reconposed by the operation in = inl G n2 before being
transforned into a new mask mi by the S-box S, 21 as in the previous paths
illustrated notably in Figures 2 an . 13 The inverse operation 0-1 is

performed by an operator 62 placed at™the output of the S-box S 21. This
operat or - rrakes it possible to separate the mask minto mi and nm 2 such

that ml mL2...The .mask ener d_ by, a rando ener at or
RN as 11 Pl ST T gl Bk 7, TethelS 85 B 2580 20 rdeRBRRE T on

al gor i t hmbijbetiveetrassfermatiore otit abpeforeg befhg skeredaiméve vagister nM2 e gi nat i ng
fromthe b@étﬂ@ﬂﬂzg%neﬁ aﬁétrthéhaﬁmﬁgrmaﬁt@bef\ﬂlemm ahgiitegmabetAles a new

value ml = -1 M2, this value is deljvere t he rator 62 which
e For s EnROLAIBaLS 83615 P MOCHE i P EeigHor o tﬁ%gﬁt"'%g’@g’ﬁ‘?%“ﬁr ovi ded by
the S-Woxvaiakiadr the anpui(rdatiig Fpepesiatigadobiier hieclionr Bnedmbgener at or
71. The a%hé’ ﬁr @QtphéglﬁineSYQAleOf t he regl ster R containing the nmasked

variable x ' m a regrsters ML and M2 therefore beconmes: A(x m =
PH (Ax 0 Ahf mawwaﬂ yutpuﬁrpm%wbﬁy(&) 'Slfﬁakﬁﬁ%'ﬁﬁ?éruﬁﬁ% biyihe magtkedi ty nodel ,
the 2,2 testatlis. RAgMe £ilubtestey rd i of gwsm@snd the results are illustrat ed

by way of exanple, by the chart hereinbelow. 0 Wthout nodifications
10 Figure 5 shows the 16 distributions 51 obtained after transformation of the
mask by a bijection such as illustrated by Figure 4, for the 16 values of Ax
for a mask coded on 4 bits as in the case of Figure 3, therefore with the same
activity values that can range from 0 to 8. These distributions 51 exhibit small
mutual differences, in contradistinction to the distributions of Figure 3. The
15 distributions of the activity are much more homogeneous, this being
confirmed by the »2 test which gives a mean value of 1.85 with this bijective
transformation, to be compared with the value of 21.89 corresponding to the

distribution of Figure 3.

20 Figure 6 Hlustrates another possible modification according to the invention. it

involves a modification of the mask by decomposition. In this case, the mask
mis decomposed into two sub-masks m, and m, such that:

m = pr G m,
25
@ realizing a group internal composition law, like the operator & mentioned
previously. & being a group operator, it admits an inverse operator 6.

The register M of the previous figures is therefore replaced with two registers
231, 232. One register M1 contains the value m, and one register M2

30 contains the value m,. The output of these registers is linked to a circuit 61

realizing the composition law €. On output from this operator 61, the mask
m is recomposed by the operation m=m, 8 m, before being transformed

info a new mask m' by the S-box §', 21 as in the previous paths illustrated

notably in Figures 2 and 4.



B(a) A XOR b a+b a*b a*b+ (at+b)12 a a b _ 21.89 1.85 16.69 0.31 0.36 0.18

0O 20 This chart shows that the sinple operators |like addition + and
mul tiplication * may be used to obtain bal anced distributions, the results

obt ai ned being respectively 0.31 and 0. 36, thereby pushing back the attack

to an extrenely 25 high nunber of coggunption traces to be acquired in
order to discrimnate between the distributions. The transformation by

bijection B makes it possible to obtain a result of 1.85.

The inverse operation 87 is performed by an operator 62 placed at the
output of the S-box S' 21. This operator makes it possible to separate the
mask m' into m', and ', such that m',=m'@™" w',. The mask m', may be
generated by a random generator RNG as illustrated in Figure 6. At each
5 iteration of the encryption algorithm the register M2 containing m, takes a
new value m', originating from the random generator 71. The register M1
containing m, takes a new value m',=m' 8~ m',, this value is delivered by the

operator 62 which performs the group operation 6~ on the basis of the input
datum m' provided by the S-box 21 and the input datum ', provided by the

10 random generator 71.
The activity 4 at the level of the register R containing the masked variable
x @ m and of the two registers M1 and M2 therefore becomes;

A(x ® m) = PH(Ax ® Am) + PH(Am,) + PH(Am,) - (4)

15

Considering this activity model, the 2 test is applied for various laws & and

the results are illustrated, by way of example, by the chart hereinbelow:

é Without | B(a) | AXORDb | atb | a’b a'b+ (a+b)/2 | aob
modifications

X2 21.89 1.85 16.69 0.31 f 0.36 , 0.18 ’ 0

20 '

This chart shows that the simple operators like addition + and multiplication *
may be used to obtain balanced distributions, the results obtained being
respectively 0.31 and 0.36, thereby pushing back the attack to an extremely

25 high number of consumption traces {o be acquired in order to discriminate
between the distributions. The transformation by bijection B makes it possible
to obtain a result of 1.85.

Advantageously the law @, described subsequently, makes it possible to
have a zero y2 that is to say distributions that are perfectly identical in the

30 sense of the activity model considered and therefore resistant to high-order

attacks.



Advant ageously the | aw a, described subsequently, nakes it possible to have
a zero ,y2 that is to say distributions that are perfectly identical in the
30 sense of the activity nodel considered and therefore resistant to

hi gh-order attacks. 14 Figure 7 illustrates the 16 possible distributions
70 with 4 bits per variable and consi&ering the law a. The distributions
obtained with the XOR | ogi cal operat do not allow a sufficient reduction
in the value of z2 since they engender two |arge classes 5 of distribution

as a functjon of the ar ht of .

A s ovel iRy MbpreReyhaliipetsiie BRIl il kSN pdf vartlRia ) e
activity anoepssidasngthenawatzues. Figure 8 illustrates an exenplary

| Pl ement a4l 00i il findiopindl it e XORMBLRAPUDCFAo! B naateguausa sol ution

but without ot u an rator.-exce
conput at i GHIM C§6't ées‘de“tcgoré% g \{aﬁ%e %\?é’?h%ﬂﬁe Mavag npgr{ 8?5%8 random
gener atr oatcﬁsmlﬁth‘tzo@tyﬁé@ fnngionfoft the pmtysoub%hm&@n:%rna@nweég}hlt afeAt he random

variabl e n VBREWOHGIVRY AIRAR had {/é f\/QF exaielie AR@ssi bl e to
use the sub gﬂr ?fs"/iﬁn@eei‘romthe irvggé]l ste& M, g fe Thi s Isub mask

ari sing fpdmtmenactwdguameaa«shﬂw\@ns\@bt@ﬁ in the reg| ster M2, 232, at the end
of the cycle, the register ML receiving for its part the new maskso as to

oot Sl BTt e R aUTe NS & H0 ni T and
SO on Emdasa[ogoms Ho #® Firguioes gsqtmthnsthtat\eéhcan é)@mﬂee obfa maekipmg f or t he
DES al gor hLhipatdrNetddp? to initialize the computation. So as to avoid the overhead
related to the use of a random generator at each cycle, one of the fwo sub-
masks can replace the random variable generated in the previous example. It
is for example possible to use the sub-mask arising from the register M1,
15 231. This sub-mask arising from the register M1 is saved in the register M2,

232, at the end of the cycle, the register M1 receiving for its part the new
mask m', so as to reconstruct-the complete mask. Thus, the new mask

generated at each cycle is m'=m', @ m,, at the following cycle the new mask
generated is m"=m", 6 m', and so on and so forth.

20 :
Figure 9 illustrates an example of masking for the DES algorithm. in this

figure the expansion and permutation functions have been ignored for

readability purposes.

£+

13 + fra vt i
A3 i'egards the DES a{ge'—fthz Vi, the data hr’th s 3}’3 it info two pars, el ai

25 right, as in any Feistel scheme. In particular, the masked-variables register
22 of the previous examples is split into two registers, a left register 221 and

FeTal
iad

a right register 222,
As regards the masking part, in addition to the two mask registers 91, 92,

one the right register MR and the other the left register ML, a third register
30 93, denoted M, is added so as to decompose the two masks, left and right.
The implementation of the DES algorithm utilizes the solution set forth
previously, in refation to Figures 7 and 8, without using a random generator

at each cycle but by using three chained registers. The register MR contains
the sub-mask m, and the register ML contains the sub-mask m,. The

35 register M contains the sub-mask m,, equal to the sub-mask m,. The



figure the expansion and pernutation functions have been ignored for
readabi lity purposes. As regards the DES algorithm the data path is split
into two parts, left and 25 right, as in any Feistel schenme. In particular,
t he masked-vari abl es register 22 of the previous exanples is split into two
registers, a left register 221 and a1$raght regi ster 222. As regards the
masking part, in addition to the two sk registers 91, 92, one the right
register MR and the other the left register M, a third register 30 93,
denot ed Mg Rd dec h o nh S i ght. The
ol ement S EER oA BLER ACHT RRRNER, In s WR BB el Cecnedfily i 01

previ ousl yhe ragigteisdtl R @mdthdl Eregglves by tha tbliBwivg tdiatictnsusi ng a random
generator a4 £egachy gycle but by using three chained registers. The register
MR cont ai ns the ub mask nirl and the register M. contains the sub-msk na.
The 35 regi "t MEont ai ns the sub-mask m 2 equal to the sub-mask inn The
15 ef f ect iQperatatsUis!, 6 2tdaeryingghut the g ﬂe@tibnl@,arérplﬁcedmmcmtbuel y

cont ai ned tltg}% 1&g &e 8”:% bc@é me reI ations:
-="rlnmr?2 95}}' 'S?erd\ﬁ y 5 ‘ii carr 8{; he gro
ol At oo GEMLPESH i 8 RS iﬁbﬁt X ge% inyp & o gt Mima 90 25 10
per f or m t e athevieptivar tbp&-bdx BhdeinfHbemagkedmasiable x| @rhralmbaitmmd by the

S-box S, gérgk’l'ég c&nmgwresmqh& r@%‘?@d@t’eﬁeﬂr @gt%&ﬁw naQ.I.k We S-box 21

belngthe en g fromthe
ri ght Pegfepeineg Wiy therppa ey Ogﬁt"enﬁ@k@l”hﬁnltﬁ'p%ﬁ% %CPFW"@"H" tﬁlge mask nt

to give rrtérrﬁngrbupfmel dSrliBﬂat:érO @theﬂmp@rtt@t @6m§21éz;awy@r»g Witk A'he wperation The
| atter conbines i ggous to the exanpl e of

Figure 8, MERAS w'mr‘h%eesﬂmﬂ?p?ft"nsksfemﬂ%ﬁas 3K ga: 190 IABYL B ovi ded by
a random gensiaber 62Uk e wevidbdiy & hansel-dafdfaionbut iglebieemeby the
e0iSter 4 gl Rkl e B4R MR, Bheh HigHRTAAC ISR A {1 @

val ue 94,
15 83 receives an initial value 94, 95, 96, 97.

The chart hereinbelow presents the masks used equally well in the mask
registers 91, 92, 93, in the last three columns and in the masked-variables
registers 221, 222, in the previous two columns, for three consecutive

rounds:
20
Round ; Right mask Left mask MR M ML
0 MLO MRO MO MRO G MO | MLOO MO
MRO m', MRO 6" MO m', MO
2 m', m", w' m'" MRO 87 MO

25 This chart shows that the masks used in the mask registers as well as those
used in the masked-variables registers are different and consequently make
it possible to avoid notably an attack of the HO-DPA type.

An implementation of the function & making it possible to have balanced
30 distributions, therefore y2 zero.one is illustrated by Figure 10



The chart herei nbel ow presents the masks used equally well in the mask
registers 91, 92, 93, in the last three colums and in the nmasked-vari abl es

regi sters 221, 222, in the previous two columms, for three consecutive
rounds: 20 Round Ri ght mask Left mask MR MM. 0 M,,0 MRO MO MRO 0 MO MLO

0-1IM MRO nr MRO 0-1 MO m MO 2 16

This law relies on the fact that Am, is never zero. Indeed if the variation of
m, Am=Am, =0, the group law @ implies that Am, is also equal to 0. in this
case, the activity given by the previous equation (4} may be zero only if Axis
zero. As no other values of Ax for obtaining a zero activity exist, this shows
5 that the activity will never be perfectly balanced for all values of Ax. On the
other hand, if the value of Am; is non-zero, laws may exist which make it

possible to satisfy the perfect balance of the activity distributions and thus to
obtain 2 = 0. With respect to the proof of impossibility of masking, such as
envisaged notably in the document by G.Piret et al: Security Analysis of
10 Higher-Order Boolean Masking Schemes for Block Ciphers, IET Information

Security, 2(1):1-11, 2008, the invention provides a linking relation between
the two masks m, and m,, this not being taken into account in the document

by G.Piret st al.
Considering by way of exampie the sub-masks per successive packets of 2

15  bits, the mask then having an even number of bits, which is often the case,
the following law called o makes it possible to obtain a balanced distribution
whatever the values of Ax. The 2-bit group formed of the high-order bit of the
sub-mask m,, denoted m,MSB, and of the low-order bit, denoted m,LSB,
conditions in the following manner the generation of the mask by the law « :

20 - Am, =1 per groups of 2 bits;

-m=m ®m, if myMSB =1 of m=m, if my,MSB=0
This law « is involutive and is implemented by the operator 61 on input to
the S-box 21.

Figure 10 moreover presents an exemplary possible impiementation 10
25 the operator 62, situated at the output of the S-box 21, implementing the
function m', =m' o~ m', for a group of 2 mask bits.
The circuit 100 uses a random generator 101 to produce the sub-mask m,.
The random variable delivered by this generator 101 selects, in a coder 102

which receives as input m', MSB and m', LSB, either an incrementation or a
30 ‘decrementation on the register M2 which is Gray coded (or reflected binary
code) so as to ensure the condition Am',=1. Starting from the mask '
produced by the S-box 21, the operator 62 delivers a sub-mask m', whose
high-order bit »', MSB is equal to m'MSB @ m', MSB, m'MSB being the high-
order bit of m' and m', MSB taking the value 0 or 1 according to the random
35 variable generéted on input to the coder 102. The low-order bit m', LSB is



MO 0-1 MO 25 This chart shows that the masks used in the mask registers
as well as those used in the nasked-variables registers are different and
consequently rmake it possible to avoid notably an attack of the HO DPA
type. 16 This lawrelies on the fact that 6,n2 is never zero, Indeed if
the variation of in, Am= An2 = 0, the group law 8 inplies that Am is

al so equal to 0. In this case, the a@?ivity gi ven by the previous equation
(4) may be zero only if Ax is zero. As no other val ues of Ax for obtaining

a zero activi hi s h th i Vi wi || neyer, be
perfectly e&&?;ﬁ%éﬂ}@%f“;@ kg 6;% 231559&5‘ ‘?\é’ d’fhtg-é‘%Bl‘l%ﬁ%Pp%C?V‘?E%e val ue of
A2 is nonggEl @0 bewsi.may exi st which make it possible to sati sfy t he
perfect balance of the activity distributions and thus to obtain "y2 = 0.
Wth respect to the proof of inpossibility of maskin such as envi saged
not abl y i rrigures ddeuithtandyl 1G Pesent passile iBpravemanty Igrgii@ciog the
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S ty, t K t
ot et ROV HIELE Th i SO BRrs A BB Fafere St dhe T «he
docunent bgvésaPievels cétol:alsine@srmdd:emmgx:m way of exanple the sub masks per
successi Ve QHQ%%ré’éerﬁs é%&lsbﬁmoh%.mlfo E&B@é& E‘a‘i'é}'ﬂ t%)@ﬂ"@d@é&mer of

bits, whi c e case, aw called a naKes 1t possible

to obtain éob?ﬂh%"@&oiﬁtw FW?%W%‘%‘E’W@ eJeWAREFR & 2- bi t gr oup
f or medtoof Thoe, ki=gh&or Ger ibiabtaifed Hyoggb-tM§!kstr@te dénosed thewBEINtINd of the

generati of 51, (R bete N0 e ARk Bl bl L, Y Qﬁﬁé@ﬂf bi 5
m'=S(x ) x)
A second solution, illustrated by Figure 11b, uses a ROM memory 113 {o
carry out the logic of the XOR gates and the substitution of the boxes § of the
15 arrangement of Figure 11a. The memory then receives two words, m and
x®m.
Figure 11c presents a third solution which may be applied for a spatial
decomposition without random register 71. This solution uses a ROM
memory 114 receiving three words x@m, m, and m,. This memoty
20 integrates the logic and the function 115 that are carried out by the memory
113 of the solution of Figure 11b and the group iaw & for the reconstruction
of the mask m on input to the function 115 as well as for example the inverse

group law 8~ on output from this function 115.



-m=enk if n2MSB =lor m=1n, if n2MSB = 0 This law a is involutive and
is inplemented by the operator 61 on input to the S-box 21. Figure 10
nor eover presents an exenplary possible inplenentation '100 of 25 the
operator 62, situated at the output dfg the S-box 21, inpl efr;rlgqﬁi,igg t he
function M = nme ae-' nme 2 for a group of 2 mask bits. The“ci’rclit 100 uses
a random generator 101 to produce the sub-mask n2. The random vari abl e
delivered by this generator 101 selCR&AIMS in a coder 102 which receives as
input me 2 MSB and me 2 LSB, either an incrementation or a 30
decrenentation on the register M2 which is Gay coded (or reflected binary
code) so Bs tAcapisgraphheircoidotipagingm 2=1. Starting fromthe mask in'
produced by the S-box 21, the gperator 62 delivers a sub-mask m | whose

hi gh- or der~ bidt pashsis segiglpal Rt Brovidinger evavigble xeBagkachdyt Be MAsh- or der
bit of M, i - I &0 ndom 35
vari abl o SoaB T §obn AR VR SR EntyBled bR RS i Bl 8NP R
17 equal it@a evcliBBarorertandd LSB e nmi 2 LSB if the value of mz MSB is

respectively equal to I 1. Fiqures 11 1 b and lic present

bossi b et morbtBnkaedssM seudiinggt ead &l Fandiorand Biasksh o ch
produces tb e N@WsRBBKtrShsforN8d X aSmobitalién FLASHEE A fsR @ péHpe of XOR
gates and of ROM nenories, according to several |evels of robustness and

conpl exi BRCrYFtgabY asecPiesdrtistpn hesd’ aorewirnoaskury agtaings poxedplB, 1 and

two XOR L eco ugt. - K information x and the
new naskq%%?q%%%%%idl%é%%%%ﬁ} ﬁ&%g %%Etnéiq%éegio @hﬁ%g‘éﬁ% }ﬁ%'%i%zt gate 111, and
the second galterdih2thdahbiificatidrnie mbiedtiaskB BuaR that Pettrdristonridierex S with
8(x 0 m S(x). %{fecond solution, illustrated by Fi &‘ure 11b, uses a ROM
menor P 119 oSOl yn dir resistardy cheimesie "xeRRjgl e BigasulbrtitelimsbPKuti on of

t he boxe$eRPhalifta LARY taffe o SR1E The. VAR | W ecei ves
two words, r(hpacr]ld xom@(n%? gure 1llc Sr gsents ‘gjr%éﬁ?gﬂségf u%i o‘gr‘llKS\/nE?gﬁ7 may be
appl i ed forbeangtiat pafputi&oonihesigdood substimtionriznd®m regi ster 71. This
sol ution uses a ROM
2. The circuit according to claim 1, wherein the new transformed mask m’;
15 is introduced into the mask register M after having been subjected to the
modification inverse to said modification function on output from the second

substitution box 5.

3. The circuit according to claim 1, wherein the bijection B is such that a
20 Hamming weight of the mask m is one of identical and not identical to a

Hamming weight of its image under the bijection B(m).

4. The circuit according to claim 1, further comprising an encipherment
algorithm of a DES type, a path of the data x, m is split into two parts, left
25 and right, said circuit comprises in addition to a left mask register ML and a
right mask register MR a third mask register M, the register MR containing a

right sub-mask m, and the register ML containing a left sub-mask m,,, the



nmenory 114 receiving three words x m m and nz . This nmenpry 20 integrates
the logic and the function 115 that are carried out by the?“-ffh’é*'ﬁ‘fjfy 113 of
the solution of Figure Ilb and the group | aw 6+ for the reconstruction of
the mask mon input to the function 385 as well as for exanple the inverse
group law 9-1 on output fromthis function 115. 18MCSL1. P CLAI M5 1. A
cryptography circuit conpri sing: at least one register R providing a
var i abl e megisteskigld coytainingsk subrhasit en m eqgued! dtomasids meski ah), eefbaiting
encrypted by a first substitution box Sin a cyclic manner, and 5a nask
regi st er vk eferighgmask eachnd pé bdefh maskngf bemedsunmisthatit equal to the
mask mtransforned by a nodification function, the nmask m bei ng encrypted
by a second substi:t ati.08 Appx S', a new nask m obtai ned on output fromthe
second substitution box S being used to mask the variable, wherein the
nodi fication is at”fb?j”blc@i”bﬂ B such that the transfornmed mask 113 nt is
stored in the register M the mask mapplied to the substitution box being
equal to B(nt) and a new value to be stored in a register being 13-1(M, m

bei ng t he; outypdt cifdiMBERdBEABLISLPSHhEMA PMe BBXoR subitutlBiEbek Ui t
according to claim1l1, wherein the new transformed mask mt 15 is introduced

i nto the conykisesgiex fépxw _édaré':ccahm/mfg firﬁesutmibjlt'é}ﬂ bax tS anbetwe diGR cat i on
subot 1wl B TS Gshe o e M RE cBRb it DMK B8 Blerei 1 e

bi j ect i opuBhiitdeadiveRs fHeahe® MAsHAMMEHROMWEkEh aRhbleN&EMS&nteYihg 0B6x Of
identical and not identical to a Hamm ng weight of its imge under the

bi j ectd omnB( @Y .the J0thgh X @R rgalet waess odigiginpot ceeeied the unaslermcdigri si ng an
enci phernent .al.gorithm path of the data x, mis split into
t wo part?,u&?%fctf%f% ggtt%e ¥edﬁ'tg?ﬁ§é’}t%@r§qq)€uit conprises in addition to a left
mask register M. and a right mask register MR a third nask register M the

regi ster MR containing a right sub-nmask m., and the register M. contai ni ng
a left s@b- mdéR GHLpit aggerding te glginste wharelbrit RQVMngemosypamigsiount?e equal to

e el nEUEBANGFADREGAS Y B BB Bt gBSy 5 and of @ eft ek

in, bein

15
7. A cryptography circuit comprising:
at least one register R providing a variable x masked by a mask
variable m, said masked variable being encrypted by a first substitution box S
in a cyclic manner, and
20 a mask register M delivering at each cycle a transformed mask m; equal

to the mask m transformed by a modification function, the mask m being

encrypted by a second substitution box S', 2 new mask m' obtained on output
from the second substitution box S’ being used to mask the variable,

wherein the modification of the mask m is performed by decomposition

25 into two sub-masks my and my such that m=m; 6m. where 6 is a group

composition law, the first sub-mask m4 being stored in a first mask register

M1 and the second sub-mask m; being stored in a second mask register M2,

a new value to be stored in the register M1 being m’=m'6™' m’, and the new

value to be stored being m’;, m' being a value of the mask on output from the

30 second substitution box §'.



5. The circuit according to claim1l, wherein the second substitution box S
conprises two boxes identical to the first substitution box S and two XOR
gates, the outputs of the two boxes being connected to an XOR gate whose
out put delivers the new mask m, the2gasked variable (xSm enteri ng a box

NP

10 and on the other XOR gate whose other input receives the nask-m, the
output of this gate entering the other box. 6. The circuit according to
claim5, wherein a ROM nenory carries out the logic of the XOR gates and

t he substjtutign of the hoxes. .15 .7. [ ogr.a LECcui,t  conpri sing:
at | east ©One r Stey! ﬁCB%C@’i%%it%&‘%@Ef}“ﬁsﬁhx@‘ﬁa‘g‘{’}ﬁagﬁ@gﬁ i%’ﬂs*gr}gsri able m
sai d maskedRrvaktiabive drebpgragioer ypted by a first substitution box Sin a

cyclic manner, and 20a nask regi ster Mdelivering at each cycle a
transfornmed mask m equal to the mask mtransfornmed by a nodification

functi ono t he Hs ki ayPEBOAIL 1Y RGN PYwARERIRE SRSbLELA 18] BQKeS  a new
mask obt ai ne Elrggagﬁt%%gtr r lriﬁy{e;]e se’cong substi tutPonI [gox E Cel?ﬁ?]g used to
mask t he adaliticalbbgratiber ein the nodification of the mask mis perfornmed by
deconposition 25 into two sub-masks nl and n2 such that nemi Orn2 where 9

is a group conposition law, the first sub-mask mL being stored in a first

mask regigler e anclit BecSRERNE SHIMMShEReiRehBIcathpbStlonh Tavd i§§ReNd mask

register M2, a new value to be stored in the register ML being nt1=nml0-1
m2 and thetipésatipalaneradobe stored being M2, m being a val ue of the mask
on output fromthe 30 second substitution box S . 20 8.The circuit
according to claim7, wherein the conposition lawis the XOR "excl usive or"
operation.1,5 ThEheirQiit avtérdaar r diang T owbeaiimihie odrepesitiont ey dorhesi ti on
law is the additiogn operation, 10, The circuit according to claim?7,

wher ei n 1OReEIH &S oy Rea=AsP 1 RELHAI i PENaimMyiPligabiPaL A%, * 18°INd 1. The
circuit aggfshing to claim7, wherein the conposition law is the operation
of the type s=a*b+(a+b)/2, * being multiplication and + being addition. 15
12. The circuit according to claim?7, wherein the conposition |aw has a

Hanm n i.stance between t consecutive, sub-npsks n2 f.romone cycle to
anot hEr, Ve s gt ABR A B S W F R IS dolur QAT 1 B8 n 12,
wher ei n thgn@ily ARt betwRn two consecutive sub-masks m; from one cycle to

another, Am,, that is non-zero.

13. The circuit according to claim 12, wherein the sub-masks my, m;
20 having an even number of bits, the group composition law («) making it
possible to obtain the mask m on the basis of the sub-masks m+, m, satisfies:
Amy=1 per groups of 2 bits;
m=my®m; if myMSB=1 or m=m, if m;MSB=0
m:MSB, m,LSE being respectively the high-order and low-order bits of

25 the sub-mask mo.

14.  The circuit according to claim 7, further comprising:
a random-values generator, said generator delivering the value of the
second sub-mask m';.
30

15.  The circuit according to claim 5, wherein the sub-mask my arising from



20 having an even nunber of bits, the group conposition law (a) nmaking it
possible to obtain the mask mon the basis of the sub-masks piz;n@
satisfies: AnR2=1 per groups of 2 bits; menlOnR2 if nRMSB=1 or nentl if
n2VSB=0 n2VSB, nRLSB bei n@1respectively the high-order and

| ow- order bits of 25 t he sub-mask n2. 14. The circuit according to claim7,
further conprising a random val ues generator, said aggener at or

del i veri rifetigt maméeqwtef M isesayied 18 e FaGRA Mesk registeniidiat the eRd fi r st
mask reglccftﬁl r% r s Iﬁr\é’?ge e WA Fe%%% RS ;559'“‘?% ﬁ{sw'\@aé& njag?(ﬁgd of the

cycle, the ter receivi I't's e new mi so as
to reconsbrreédndthrt ﬂ@\n@\@rminqﬁetermskk m -nm b n®,. m 2.



