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The present invention relates to a method of

effecting cryptographic communications between entities on a

computer network using a common cryptokey.

- BACKGROUND ART

Recent years have seen a pressing need for

ciphertext communication technology to keep communication

data secret from third parties for communications on a

network such as the Internet.

One well known type of such ciphertext communication

technology is a form of public key cryptography known as

RSA.

Another form of ciphertext communication technology

which is generally known in the art is a process of sharing

R a cryptokey used for communications between entities on a

network.

According to such a process of sharing a

cryptokey, a transmitting entity encrypts communication data

of a plaintext using a cryptokey and then transmits the

cryptographic communication data to a receiving entity.

Then, the receiving entity decrypts the received

cryptographic communication data back into the original

communication data, using the same cryptokey as the

cryptokey used by the transmitting entity.
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network. According to such a process of sharing a cryptokey, a
‘Transn1tt|ng entity encrypts comruni cation data of a plaintext using a
cryptokey and then transmts the cryptographic comunication data to a
Leceiving entity. Then, the receiving entity decrypts the received
cryptographlc comuni cation data back into the original conmunication

data, usi RgniieysaiBed MRS a)iqS ke a@x&yék@&eyngsssdiayfébecafﬁf@rqttI ng
entity. The term "enti ty" used

above si gsuti esmamyieatidngng darly, faoderdteysagh ast acoermim&ht i ons, e.g., a
device such as a termnal connected to the network, a user of the device,
a progr ancofinecoedrto i tie tietwixk ,ce usecoplfi bhei davites cafpragrame |i ke.
Conventional attenpts to realize the process of sharing a cryptokey are
di scl osedfon opsaPlB) | ixFEevipeSTR Bonbdnatdoantbereaf Crgptidhagy:
Proceedlngi gt CRYPTO
Conventional attempts to realize the process of
sharing a cryptokey are disclosed in "NON-PUBLIC KEY
DISTRIBUTION/Advances in Cryptology: Proceedings of CRYPTO
'82/Plenum Press, 1983, pp.231 - 236" by Rolf Blom, "An
Optimal Class of Symmetric Key Generation Systems/Advances
in Cryptology: EUROCRYPT '84/Springer LNCS 209, 1985, pp.335
-338" by Rolf Blom, Japanese patent publication No. 5-48980,
and U.S. patent No. 5,016,276, for example.
According to the above disclosed proposals, a center
or central facility established on the network generates a
secret private key for each of entities for generating a
common cryptokey and distributes the generated secret
private key to each of entities. When the entities
) communicate with each other, each of the entities applies
its own secret private key to the other entity’s identifier
(name, address, etc.), generating a common cryptokey shared
by the entities.
In the above process, the secret private key for each
of entities is generated by transforming the identifier of
each entity according to a center algorithm which is held by

the center only and common to the entities.

More specifically, if the center algorithm is



- 82/ Pl enum Press, 1983, pp.231 - 236" by Rolf Blom "An Optinmal O ass of
Symretri c Key Ceneration Systens/ Advances in Cryptol ogy: EUROCCRYPT

' 84/ Springer LNCS 209, 1985, pp.335 -338" by Rolf Blom Japanese patent
spublication No. 5-48980, and U. S. patent No. 5,016,276, for exanple.
According to the above disclosed proposals, a center or central facility
est abl i shexbresddie awtavfiuncgdioar (ks @) secvatigblemtxe, key for each of
entities for generating a comon cryptokey and distributes the generated
secret prepmaseieng cwaarkdftranyi idestifhens ;| heespadttivesdy ,c ahemni cat e
wi th each other, each of the entities applies its own secret private key
to the otthe eenten algaydibiny iisr estpbhbsheddsesthatetit )hasganerating a
common cryptokey shared by the entities. In the above process, the

secret priYEREERereRsesended &y BiKy ¥ es™i B(Henkl at & BPatdeRs Bdi ng the
e ln AR oo BB o ek G 1 el Y
the centeghéﬂg¥ﬁgtgggéa identifier i of each of the entf%ies is
substituted in the value of the variable vy, fér example, of
the variables x, y of the function P(x, y) is distributed as
a secret private key to each entity. When the entity having
~ the identifier i subsequently communicates with the entity
having the identifier j, the entity having the identifier i
applies the identifier j of the other entity to its own
secret private key Pi(x), i.e., sets the variable x to "j",
thus generating a cryptokey Pi(j). Similarly, the entity
having the identifier j applies the identifier i of the
other entity to its own secret private key Pj(x), thus
generating a cryptokey Pi(i). The cryptokey Pi(j) is equal
to the cryptokey Pj(i) (Pi(j) = Pj(i)) since the center
3 algorithm has the above symmetry. Therefore, the entities
having the respective identifiers i, j have obtained a
common cryptokey.

It is necessary that the cryptokey should not be
analyzed actually with the above process of effecting
communications using a common cryptokey. It is important to
keep the cryptokeys difficult to analyze because all
cryptokeys contain information relative to the center

algorithm which determines the cryptokeys in the process



expressed as a function P(x, y) of variables x, y representing two
“arbifrary identifiers, respectively, then the center algorithmis
established so that it has a synmetry represented by P(x, y) = P(y, x). A
function P(x, i) (hereinafter expressed as "Pi(x)") which is generated
when the actual identifier i of each of the entities is substituted in the
val ue of iheclasedblis .yapéﬂés@?wd:ﬂ: pblildheivar Nabl ss4898y of the
function P(x, y) is distributed as a secret private key to each entity.
Wien t he espetyaldying the identifier i subsequently communicates with the

entity having the identifier j, the entity having the identifier i
appl i es the ident Theeerypbékehanay pssdmiliyt et anallyzednfremcfeatyrés/at e key
Pi(x), i.e., sets the variable x to "j", thus generating a cryptokey

Pi(j). Sieiflsheycommaniaatign daka rigindee cogewnitasiop dapries the
identifier i of the other entity to its own secret private key Pj(x), thus
gener at i ndPAadpypkbkehepgelvesrire QaIyRSRdpbY| B FEYRERARY $QF t he
cryptokey Pj (i) (Pi(j) = Pj(i)) since the center algorithmhas, the above
symmet ry. CORERRLEAEIORE caGERTEiRG to the conventional communication

process. Once the cryptokey is analyzed, the center

algorithm may also be analyzed by a collaboration of

entities with the process disclosed in Japanese patent
:) publication No. 5-48980 especially.

It is therefore an object of the present invention
to provide a method of effecting cryptographic
communications using a common cryptokey in a cryptosystem
while increasing the security of the cryptokey against
various forms of attack.

Another object of the present invention is to
provide a method of effecting cryptographic communications
using a common cryptokey in a cryptosystem in which secret

private kefs for generating a common cryptckey used for

et

communications are generated by applying a secret algorithm
common to entities to the identifiers peculiar to the

entities, and distributed to the respective entities.

DISCLOSURE OF INVENTION
To achieve the above objects, there is provided in
accordance with the present invention a method of effecting

commuanications to transmit and receive communication data
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having the respective identifiers i, j have obtained a comon cryptokey.

Tt is necessary that the cryptokey should not be
t he above process of effecting

iLs inmportant to keep the cryptokeys difficult to analyze because al

cryptokeys contain information relative to the center

det er mi negsting ar gphasaysryprékey faceaerypting and decrypting the
di scl osed in Japanese patent publication No. 5-48980 especially. -
The crypt compumigaphesi daya beetwedy ot ifties fimatuneswook whichonmuni cati on

data since communi cati on data

anal yzed actually with
comuni cati ons using a conmon cryptokey.

al gorithm whi ch

(plaintext) thenselves are encrypted by a

3

crypt okey inoiudesnauplesalbey of ’ntiitiest @andhe cententi 6AMPLESHRANI cat i on
Once the cryptokey is analyzed, the center algo- rithmmy also
be anal yz&#ebptapeoPla®BeEY PG thehiqammunicgitipn: gatar wékBsrandeMosed in
Japanese patent publication

process.

number data as a key and encrypting the random number data
with the common cryptokey in a transmitting side, and
transmitting the encrypted random number data together with
the encrypted communication data from the transmitting side
to a receiving side,and decrypting the encrypted random
number data with the common cryptokey and decrypting the
encrypted communication data with the decrypted random
number data as a key in the receiving side.

With the present invention, in the transmitting

side, the communication data are encrypted using the random

number data as a key and the random number data are encrypted

by the common cryptokey, and the encrypted random number
data and the encrypted communication data are transmitted to
the receiving side. Information of the cryptokey, which is
a target to be analyzed, is contained not in the
communication data encrypted using the random number data,
but in the random number data encrypted by the cryptokey.
Since the random number data have little characteristic
information, it is highly difficult to analyze the cryptokey
from the encrypted random number data. Inasmuch as the
communication data are encrypted by the random number data,
the security of the communication data is alsc maintained

sufficiently. In the receiving side, the random number data
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No. 5-48980 especially. It is therefore an object of the present
“invention to provide a nethod of effecting cryptographic communi cations
using a common cryptokey in a cryptosystem while increasing the security
,of the cryptokey against various forms of attack. Anot her obj ect
of the present invention is to provide a nmethod of effecting cryptographic

comuni caga®be dscmnpted AsINY @h)épbﬂifpﬁoké{acﬁﬂnﬂ@ﬁ osy stiigan i n whi ch secr et
private keys for generating a comon cryptokey used for comunications are

gener at edtbynsmpttyiny and asoetividlngosities chheodes redtednnem itcattiioa
identifiers peculiar to the entities, and distributed to the respective
entities.data BrECIRSUHRAILY NeeNypord using the Tédeexyptad nansicaahove
objects, there is provided in accordance with a first enbodi ment of the
preesent i pWEkRY giata afethdieYof SheEefPrg. cBRAUAFEREPHAPNAfer ei n when

communications are carried out withont any problems.

According to the present invention, therefore, the
cryptokey in the cryptosystem which carries out
cryptographic communications between the entities using the
common cryptokey is highly secure against various forms of

:) attack.

It is preferable that the random number data are
one~time pass random number data which are not reproducible
or hardly reproducible. More specifically, the one-time
pass random number data are random number data whose bit
values appear at equal frequencies and which are not
correlated. Such random number data can be generated based
on the timing with which a phrase or a sentence is manually
entered into a computer by a human operator. It is highly

'3 difficult to analyze the cryptokey and the communication
data when the communication data are encrypted using the
accidental random number data as a key and the random number
data are encrypted using the cryptokey, it is highly
difficult to analyze the cryptokey data and the
communication data.

The random number data are generated according to a
given process of the entity at the transmitting side.

Specifically, the given process comprises a manual data
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.comuni cation data is transmtted between entities in a network which
includes a plurality of entities, the comunication data is encrypted in a
transmtting side with random nunber data as a key and the random nunber
data is encrypted with a cryptokey which is comon with the receiving
side, the encrypted random nunber data is transmtted together with the

encr ypt edegpariny Gatddtisglatand fthemohBetinanpass tp@ssnLle tandont ecei vi ng
side, and the encrypted random nunber data is decrypted with the-comon
crypt okeynamicet hdaten @y igeheranednbagkdoondahe timiier rohtsadid wadualhe
decrypted random nunber data as a key in the receiving side, conprising

t he st epsdata gemerxin@Ereeset. private keys peculiar to the entities, in a
center of the network, by transformng identifiers peculiar to the
entities accordi rfihe gepas@ated: rangem narbekri datd mrediat an i nt egr al
transformation_algorithmw th a weighting_ function, and which is held by

t he cent gem@%’a@e} O HEAFH ¥t 6epﬁédu€ﬁg§'~?i tR2aspch 3% e Fansefyener at ed
secret private keys and the integral transformation aqurithn1wﬁth a

wei ght i nghumlRE 1435 AT IGNeTAsRe PaFBdeqBN RS FHBIRA (AT Ihighy a
gener a1 gt SN SOk e} o SO £LIOF URkSeds® by
a human operator. Therefore the one-time pass personal
random number data can thus appropriately be generated.
According to the present invention, furthermore, the
method further comprises the steps of generating secret
private keys peculiar to the entities, in a center of the
network, by transforming identifiers peculiar to the
entities according to a center algorithm which is held by
said center only and common to the entities, distributing
the generated secret private keys from said center to said
entities, and generating said common cryptokey in each of
the entities by applying the secret private key held by each
) of the entities to the identifier of the othexr entity with
which to communicate for transmitting and receiving the
communication data.

It is difficult to analyze the cryptokey and the
communication data because it is also difficult to analyze
the secret private keys and the center algorithm in the
cryptosystem wherein the secret private keys peculiar to
each of the entities, which are generated in the center of

the network by transforming the identifiers peculiar to the
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algorithmw th the weighting function and the secret private key held by
“each of the entities to the identifier peculiar to the other entity with

whi ch t o conmuni cat e. Wth the first enbodi nent of the present
invention, in the transmtting side, the comunication data are
5 encrypted using the random nunber data as a key, the random

number dadme A i - qEred nlyy toheéheorentet ¥Djokbybm anithidihelis araidy piyed
random nunber data and the encrypted communication data are transnitted to

t he receitdheganitbr dnifyorand icommon tbheher gptbkiys, e istE buteget to be
anal yzed, is contained not in the communi cation data encrypted using the
random nufnbem the gernher ito tthe eatdtiesuahdr tiiat commen \guyptokey tilse
cryptokey. Since the random nunber data have little characteristic
i nf or mat i generated i @Aah @ff theuentisiegnhby y2pPIvng rshr F&8ret om t he
encrypted random_nunber. data. | nasnmuch as t{he conmuni catjon data are
encrypt edPHi¥atf key held by each of the entities to the identifier
of the other entity. Consequently, the security of the
cryptosystem as a whole is maintained.
The identifier may be the name, address, the mail
address or domain name thereof on the network, or their
.:) combination of each entity insofar as it is peculiar to each
entity and is public to at least to an entity with which to
communicate.
If entity names are used as identifiers, then since
many similar names tend to occur, the identifiers are not
well dispersed (i.e. the distribution of the identifiers is
liable to be localized). Many of the secret private keys of
the entities which are produced by transforming those
identifiers with the center algorithm tend to be analogous
} to each other. As a result, the secret private keys and the
center algorithm may be liable to be analyzed under so-
called differential attack.

According to the present invention, the center
algorithm includes an integral transformation algorithm for
effecting an integral transformation on the identifier of
each entity, and the method further comprises the steps of

distributing said secret private key and said integral

transformation algorithm from the center to each entity,
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_random nunber data, the security of the communication data is also
mai nt ai ned sufficiently. In the receiving side, the random nunber data can
be decrypted using the cryptokey comon to the transmitting and receiving
Sides: The desired communication data are finally decrypted using the
decrypted random nunber data as a key. Therefore, the cryptographic
comuni catndngenecating i saliduromdh adyptinkegr byl applying the According to
the present invention, therefore, the <cryptokey in the cryptosystem which
carries odntegript byaapfornatoion rlgouiichs badwsbe therehtpriesteiskeny the
common cryptokey is highly secure against various fornms of attack .

In this cuﬁéCha@c'Grhehg by earh rantsityetsodiheeddentifias of cbeetothrment i on,
t he conmon cr ptoke is generated by activating the identifier on the
receivinge§té u@lhé Whﬁphl?ﬂeﬁﬂmﬂ“QHQﬁﬁ§forﬁ&PFéntBPgﬁﬁ¢¥¢ﬁnP%&N¢E?ea

wei ghtin 6 function, which is

dlstrlbutBBY?OOEaEﬂCBfe?F%¢¥HﬁF?|§§PQ£?ted by effecting "the “cénter

algorithm containing the integral transformation algorithm
on the identifier of each entity, the data produced when the
integral transformation algorithm is applied to the
identifier are made highly dispersive and, consequently, the
;> secret private keys are also made highly dispersive.
Therefore, the secret private keys and the center algorithm
are difficult to analyze under the differential attack or
the like. The entire security of the cryptosystem is thus
increased. Since the secret private key of each entity
contains elements based on the integral transformation
algorithm, when not only the secret private key but also the
integral transformation algorithm are applied to the
identifier of the other entity, the common cryptokey which
3 is common to the entities which are going to communicate

with each other is generated by an algorithm portion (which
is assumed to be symmetric as described above) of the center
algorithm which precludes the integral transformation
algorithm. |

In the present invention, in which the center
algorithm includes an integral transformation algorithm as
described above, the integral transformation algorithm may

be a Fourier transformation (including a fast Fourier
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.fhe genter, and the private key. As for the private key, the center, by
means of the center algorithmcontaining the integral transformation
algorithmwi th the weighting function, converts an identifier peculiar to
each entity, thereby generating the private key. Mor e
specifically, the identifier may be the name, address, the mail address or
domai n nabeahéformdtion ) ha Iegllacek transfboemationpi asMiblewf each entity
insofar as it is peculiar to each entity and is public to at |least to the
entity w thaméfetmatienmauiiddest traadfiormabionf entthey likews are used as
identifiers, then since many simlar nanmes tend to occur, the identifiers
are not wshilejeptherdne of these gransfounabihons may belamted &hesss |iable
to be localized). Many of the secret private keys of the entities which

are produéetegyat reFARTIRRA;1088s 8TRIERELRPEr 4nvRR AN REL ARG al gori t hm
other . ASTATTALHR 1REHE Ao, LA FI8! SIRBSLIING TREEEHIAMERYBA t hm may
o8 20 Skl enal e e naraseical bt e Sl OEkne
are gener g ed. by, SLLeoH N p:88UbE" 1RbEREL LA™ < CORL ALY AP 4 Nt eora
finite interval (e.g., a coset on a finite ring), when the
data of the identifier is subjected to the integral
-) transformation using a computer or the like, the transformed
data tend to suffer aliasing.

According to the present invention, therefore, the
integral transformation algorithm preferably comprises an
integral transformation algorithm with a weighting function.

The aliasing can be prevented by adding such a weighting
function when the identifier is subjected to the integral
transformation. Since the weighting function may be
established arbitrarily insofar as it is capable of

) preventing aliasing, the secret private key generated when
the identifier is transformed by the center algorithm which
includes the integral transformation algorithm with the
weighting function contains unknown elements based on the
weighting function. As a consequence, it is made further
difficult to analyze the secret private key and the secret
algorithm, and the security of the cryptosystem to which the
present invention is applied is increased.

The weighting function thus is basically established

10 This Sheet Has Been RTiaced
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Lalgorithm (specifically, an integral transformation algorithm possessing a
wei ghtiing function, wherein the significance of such a weighting function
shal | be discussed hereinbelow) on the identifier of each entity.
;Therefore, 7 t he data produced when

the integral transformation algorithm is applied to the identifier are

made hi ghlsyiclli $RRESiYS Rallie HFPERMIRIY [10" blkeecpdsr 6f Phévahitekeys are al so
made highly dispersive. Therefore, the secret private keys and the center
al gori t hmodr ehdi ihtaudt tive abdentzief iender Adeerddnff evetheafinmstack or the
like. The entire security of the cryptosystemis thus increased. Since the
secret priaspeetskef bheeprésent i invardritomi,nshel weightibastunoricmels nt egra
transformation al gorithm when not only the secret private Kkey but also

t he i nt egdettermanedloinaaR ownprebiciahheapattespl prdrasdenennmes dats of the

other entity, the common cryptokey which is common to the _entities which
are goi nggegerated in the center. 'More preferably, the random number

data comprise one-time pass random number data. The
weighting function is determined by determining the manner,
in which the value of the weighting fuﬁction varies in the
interval of the data of the identifier (the manner in which
- the weighting function approaches "0" at the ends of the
interval of the data of the identifier), using the random
number data. |
With the weighting function thus determined in an
unpredictable pattern, a person who attacks the cryptosystem
finds it difficult to predict the weighting function.
Therefore, the security of the cryptosystem to which the
first aspect of the present invention is applied is
increased. Particularly, if the weighting function is
) determined by the one-time pass random number data, the
security of the cryptosystem is further increased as the
reproducibility of the random number data is eliminated.
While the integral transformation algorithm may be
of any of various forms, the integral transformation
algorithm preferably comprises a Fourier transformation
algorithm in the first aspect of the present invention. The
Fourier transformation is an integral transformation which

can quickly and easily be carried out by a computer, and
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.comuni cate with each other is generated by an algorithm portion (which is
assuned to be symmetric as descri bed above) of the center al gorithm which
precludes the integral transformation algorithm In the first
.embodi nent of the present invention, in which the center algorithm

i ncludes an integral transformation algorithm as described above, the

I nt egral ddtansfarsfatvined dlygdahet Ronmhgr beransDommeaeridr aresfemaidtlyi on
(including a fast Fourier transformation), a Laplace transformation, a

M1 ler treamst drngee shispersedser f ar Baut bermtians famation iadgonikhine ei t her
one of these transformations may be used, these integral transformations
are defi nksl usedrrsaddiey dintorsli %Fﬁﬁ?f%ﬁ—%ﬁ%aﬁlgcﬁ 4 e ddgtifier to

be transformed by the |ntegral tranﬁiornatlon q?rlthn1accord|n% to the
first aspﬁggrqﬁ 3&#@ t can quickly and ea511y e generated fro

T o0 GRS, B WL R PLBteds s TR el e

are effectively made highly dispersive, thereby increasing
the security of the cryptosystem.
According to the present invention, moreover, the
method, where the center algorithm includes the identifier
:) transformation algorithm, further comprises the steps of
randomizing in the cenier, the identifier transformed by the
center algorithm, with one-time pass personal random number
data which are peculiar to each of the entities,thereby to
generate the secret private key, and distributing, from the
center, an identifier transformation algorithm including an
algorithm for canceling out the elements of the
randomization which are contained in the secret private key

and the integral transformation algorithm, together with the

* o

secret private key, to each of the entities, and generating
the common cryptokey by applying the identifier
transformation algorithm and the secret private key which
are held by each of the entities to the identifier peculiar
to the other entity with which to communicate.

The randomization or random transformation is
carried out by modifying the values of the bits of a
sequence of data representing the identifier transformed by

the center algorithm, with the one-time pass personal random

- This Sheet Has Been Re| ﬂ
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_subjected to the integral transformation using a conputer or the like, the
“transfornmed data tend to suffer aliasing. According to the first
enbodi ment of the present invention, therefore, an integral transfornmation
.algorithm with a weighting function is used as the integral

transformation function for activating the identifiers. The aliasing can
be prevenhedbéy Aatzpgosucdarrasmyight ithe sbynehtenoph@atd heordesthfier is
subjected to the integral transformation. Since the weighting function may
be estabhodhfying bthe aralues nsfoftdre &dtist oifs thapableende @f edectrs i amgl
aliasing, the secret private key generated when the identifier is

t r ansf or neeabyanging cphe rsequande mﬁ ﬂmt@h i ncl udes the integral
transformation algorithmwth the i ghting function contains unknown

el enents based onTh¢%?fQﬁ§@ﬂﬁhﬂu§QQH@@tPﬁﬁva ke¥ opertRithe celenents mde
further difficult to apnalyze the secret private key and the secret

al gor i t hnflu@nbot ke sERRAGH ?ﬂQQQﬂiméFQBPo§FSP€ﬂ¥Pb° TR Hthe Lo ent

i nvention |s appl i ed i S increased. accordance with_ the first
enbodi menlgpri prekugR th] Handem tFﬁ85ﬁ8ﬁ86F+ﬂ%nb%re%Eﬁ%i%ﬁnch are used
when the entiti E thenEeres communi cate are 8refe done e, Pass
random nufBERd HRS IRTTHG LA BRESPBANFAPE L (xdndS

number data which are not reproducible or hardly

reproducible) which are peculiar and unknown to each entity,

{

the secret private key of each entity contains accidental
elements; As a result, the security of the cryptosystem
against various forms of attack is further strengthened.

The secret private key to be applied to the
identifier of the other entity contains respective elements
due to the random transformation. Therefore, the identifier
transformation algorithm which includes the algorithm for
canceling out those elements and the integral transformation
algorithm, is distributed together with the secret private

) key to each entity. For communications, the identifier
transformation algorithm and the secret private key are
applied to the identifier of the other entity for thereby
generating a common cryptokey shared by the entities which
are going to communicate with each other.

The identifier transformed by the center algorithm
is randomized by rearranging a sequence of data representing
the identifier transformed by the center algorithm, with the

one-time pass personal random number data.
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_hard]y reproduci ble. Mre specifically, the one-tinme pass random nunber
data aré random nunber data whose bit val ues appear at equal frequencies
and which are not correl at ed. Such random nunber data can be
.generat ed based on the timng wth which a phrase or a sentence is
manual |y entered into a conputer by a human operator. \Wen the
comuni cat i on daMoreapzefrrabpyedthei segqudmcacei diattaalcondadosm aunber dat a
as a key and the random nunber data are encrypted using the cryptokey, it
i s hi ghl pkiraliigy ©oft gnaggesgsary heits y ppak dghe diftentiid€iedmmuni cati on dat a.
The random nunber data are generated according to a ,given process of the
entity attransforaed byt thg SeREer &hgerithmy i randomyizednbyr ocess conpri ses
a nmanual data .enteri rocess, _and the one-tinme_pass pe sogal random
number ckﬁ%?qﬁméﬁigﬁng egag3§§d°§nt?%énﬁqﬁﬁ?ﬁfaﬁytﬂi?snﬁﬁ& | Thgat a entering
process. . | nasnuch as.the random.nunber, dat re.generated based
on the {iFRBTHEE BASENLETARRALCT BPAGH IRRGR gt and Tureher

rearranging the sequence of data, including the unnecessary
bits, in its entirety.

Because the values of the unnecessary bits of the
sequence of data which represents the identifier transformed

:) by the center algorithm are randomized with the one-time

pass personal random number data, and the sequence of data,
including the unnecessary bits, is rearranged in its
entirety, a person who attacks {(i.e., attempts to analyze
the cryptosystem) is unable to comprehend which pért of the
acquired data contains the unnecessary bits and which part
of the acquired data contains necessary data. The
cryptosystem is thus highly secure against such attack.

The one-time pass personal random number data are

) generated according to a given process of each of the

entities, preferably, a manual data entering process, and
the one-time pass personal random number data are generated
based on the timing of the manual data entering process.

Inasmuch as the random number data are generated
based on the timing with which a phrase or a sentence is
manually entered into a computer by a human operator, the
generated random number data are not reproducible or hardly

reproducible. The one-~time pass personal random number data

14
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.manually entered in a conmputer by a human operator, the generated random
nunber data are not reproducible or hardly reproducible. The one-tine pass
personal random nunber data can thus appropriately be generated.

:Further, in the first enbodi nent of the present invention, the weighting
function which is added to the integral transformation function is

basi cal | ycaat ehhssappropritdtdlyatbd igenexhuedappr oaches "0" at ends of the
interval of the data of the identifier. According to the present -
invention, the wetebiing toneié Prdserdetian@niedni, nfapchofnsesl) ctied! e
pattern by random nunber data generated in the center. Mre preferably,

the randogypHARET wHBLR GOEPTLIRE integral transformation algorithml0
one-time pass random nunber data. The weighting function 1s determ ned by

determ ni agriher Fidds WHS It vl ¥8nabmikfg Vel ghd | dshddictinen varies
in the interval of the data of the identifier (i~e., the manner in which
the wei ghigsfitifier transformed by the center algorithm which is held

by the center only and which is common to the entities, with

one-time pass personal random number data which are peculiar

to each of the entities, thereby to generate the secret

private key, and distributing, from the center, the secret

./

private key and distributing the secret private key and an
identifier transformation algorithm including an algorithm
for canceling out the elements of the randomization which
are contained in the secret private key, to each of the
entities, and generating the common cryptokey by applying
the identifier transformation algorithm and the secret
private key which are held by each of the entities to the
identifier peculiar to the other entity with which to
communicate. |

Since the secret private key of each of the
entities is generated in the center by randomizing the
identifier of each of the entities transformed according
to the center algorithm (which contains a portion assumed
to be symmetric as described above) with one-time pass
personal random number data (random number data that are
not reproducible or hardly reproducible), the secret
private key of each entity contains respective accidental

elements. As & result, it is difficult to analyze the
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function approaches "0" at the ends of the interval of the data of the

I dentifier) using the random nunber dat a. Wth the weighting
function thus determined in an unpredictable pattern, a person who attacks
the cryptosystem finds it difficult to predict the weighting function.
Therefore, the security of the cryptosystemto which the first aspect of

the presegbciréVeptiedtd kApPldRf the denteeaatforbehm) caharly, if the
wei ghting function is det'erm ned by the one-finme pass random nunber dat a,

the secueryytosydten ciy by Hijyhlys seduirbeaghinseasetiass tfigsrms of _
reproduci bility of the random nunber data.is elimnated. VWil e the
i nt egral ateaskor nBhe cseategorprivatenkelye ofotaahyentivarcantsafms ns, t he
integral transformation algorithmpreferably conprises a Fourier

t r ansf or nelénents | ¢ee i thitlien nanslom tgrnsfprmatodnt heThexetone, kwnti on. The
Fourier transformation is an integral transformation which can quickly and
easi | y beldentitirnutransiomahione alogrd thflaincinding orBredl IR iR Fouri er
transformati on generally tend to_be dispersed. If a Fourier transformation
al gor i t hnfor scareRl kg (PRt | Hhase flemerist sRfathenserERt i PRINakedeH he

secret private, key, can quickly and easily enerated from_the

be f
i denti fi efTeRHSEREPRRY o RachERtidys OFOFhEOBRIALGak1oNS between

entities, the identifier transformation algorithm and the
secret private key are applied in each of the entities to

;) the identifier of the other entity thereby to generate a
common cryptokey shared by the entities.

With the present invention, as with the above
description, the identifier transformed by the center
algorithm is randomized by rearranging a sequence of data
representing the identifier transformed by the center
algorithm with the one-time pass personal random number
data. More preferably, the sequence of data contains a
plurality of unnecessary bits, and the identifier

3 transformed by the center algorithm is randomized by
randomizing the values of the unnecessary bits with the -
one-time pass personal random number data and further
rearranging the sequence of data, including the unnecessary
bits, in its entirety. The security of the cryptosystem
according to the present invention is thus increased.

The one-time pass personal random number data are
generated according to a given process of each of the

entities. More specifically, the given process comprises a

16 This Sheet Has Been Re’ilaced |
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.are effectively made hi ghly dispersive, thereby increasing

11 : the security of the cryptosystem Further, the nethod
according to the first enbodinent of the present invention, further
.conprises the steps of random zing in the center, the identifier
transforned by the center algorithm wth one-tinme pass personal random
nunber datsnuwdll cdets epsatingiproeesschanll ohdetimd i pass, pdimymly to
generate the secret private key, and distributing, fromthe center, an

i dent i f i erandomreindemtdata amgogenkratad| bdsed om wheoriming faf theancel i ng
out the elenents of the random zation which are contained in the secret
private keaneald data jentepizg progesser nBheonnatybre tPasHiRersama@lwei ghti ng
function, together with the secret private key, to each of the entities,
and generEARGRP (HERSIMARER OAS: k8§ BPPERBFIAERLY (PR geRsTatac
transformation al gorithmand the secret private key which are held by each
of the entities to the

BRIEF DESCRIPTION OF DRAWINGS
FIG. 1 is a block diagram of a cryptosystem to which
a method of effecting communications using a cryptokey
according to the present invention is applied;
:) FIG. 2 is a block diagram showing the concept of a
basic structure of the cryptosystem shown in FIG. 1;
FIG. 3 is a flowchart of an operation sequence of
the cryptosystem shown in FIG. 1;
FIG. 4 is a flowchart showing details of a step 1 in
the operation sequence shown in FIG. 3;
FIG. 5 is a flowchart showing details of a step 2 in
the operation sequence shown in FIG. 3;
FIG. 6 is a flowchart showing details of steps 3 and
) 4 in the operation sequence shown in FIG. 3;
FIG. 7 is a flowchart showing details of steps 3 and
5 in the operation sequence shown in FIG. 3; and
FIG. 8 is a block diagram of a computer for carrying

out the steps shown in FIGS. 6 and 7.

BEST MODE FOR CARRYING OUT THE INVENTION
A cryptosystem to which a method of effecting

communications using a cryptokey according to the present

17



_identifier peculiar to the other entity with which to comunicate.

The random zation or randomtransformation is carried out by nodifying the
values of the bits of a sequence of data representing the identifier
.transfornmed by the center algorithm wth the one-tinme pass personal
random nunber data, or rearranging the sequence of data, or both

nodi fyi ndidvemtdanuds abpihedbiviilofitde Iseqienadbeld Gallavandthr ear rangi ng

t he sequence of data. Therefore, the secret private key contains
el ement s refiercneet ke Facdonlt aads2ormation in addition to the center
12 algorithm Since the randomtransformation is effected wusing

t he one-tine pasdspshownalinr Ei@enl nubbe rexiprosyishetorincdudesr adat a whi ch
are not reproducible or hardly reproducjble) which are peculiar and
unknown taend®sh adncenfralt faczbiketl prifdahe dgeyp SasdgcRadntity contains

accidental elenents. As a result, the security of the,crygtos st em
constituent of the system, a plurality of entities” 2 which

are subscribed to the cryptosystem for communication with
each other, and a network 3 such as the Internet, a personal
computer communication network, or the like through which
the center 1 and the entities 2 are connected to communicate

i) with each other. The center 1 and the entities 2 include
computers such as personal computers for effecting actual
communications and data processing and users of those
computers.

In the cryptosystem on the network 3, as shown in

FIG. 2, the entities 2 (represented by i, j, ' in FIG. 2)
have respective peculiar identifiers yi, yj, *+ (described
in detail later on). If i # Jj, then yi #* yj. The entities
2 (i, j, ) have been given, by the center 1, respective

'} secret private keys Xi, Xj, -+ (described in detail later on
and hereinafter referred to as a "secret private key Xn" if
necessary) which are peculiar to the respective entities 2
and generated by the center 1 based on the respective
identifiers yi, yj, - (hereinafter referred to as an
"identifier yn" if necessary). For cryptographic
communications between any arbitrary entities i, j, a common
cryptokey Kij for encrypting communication data (on the

transmitting side) and decrypting communication data (on the

18



.against various forns of attack is further strengthened. The
secret private key to be applied to the identifier of the other entity
contains elenments due to the randomtransformation. Therefore, the
.ddentifier transformation algorithm which includes the algorithmfor
canceling out those elenents and the integral transformation algorithm
Wit h the medegiiimy sidegt iien generdiedr fout €lle émgitivey iy th uslimgseheet
private key to each entity. For comunications, the identifier -

t r ansf or regdmetenlpriviatiemkeys XtiheXjeofetherenuiteide i are apisiingdthe t he
identifier of the other entity for thereby generating a conmon cryptokey
shar ed byganarated CosgophicEypapkeyokaj, t bhe ceperyrtad commnisaghonsher .
The identifier transfornmed by the center algorithm is random zed by

rear r angidie Fayageshoatobeguesn EBReeBRITRS +helidentifier transforned by

et b e U el O, LA PSR ELg o s, et oL,
by 7 andoeR g e WM GATBhePtrAEReELang BRI cif s e
embodiment, the identifier yn of each entity 2 may comprise

any attribute which is public and peculiar to each entity 2,

e.g., the name, address, mail address or domain name on the

network, or their combination of each entity 2. Actually,

the center 1 and the computer of each entity 2 handle the

identifier yn as vector data which have been encoded by a

coset on a finite ring.

The cryptosystem for carrying out the above
cryptographic communications will be described below in
detail with reference to FIGS.3 through 8.

As shown in FIG. 3, cryptographic communications are
carried out between the entities i, j after the center 1
} generates and distributes the secret private key Xn in a

preparatory stage.

In the preparatory stage, the center 1 generates a
center algorithm which serves as a basis for generating the
secret private key Xn of each entity when the center 1 is
established or the cryptosystem is updated (step 1).

In this embodiment, the center algorithm comprises a
center matrix, a weighting function, and an integral

transformation algorithm. The integral transformation

19



13 one-tinme pass personal random nunber data and further
rearrangi ng the sequence of data, including the unnecessary bits, inits
entirety. Because the val ues of the unnecessary bits of the
.sequence of data which represents the identifier transformed by the center
al gorithm are random zed with the one-tinme pass personal random nunber

dat a, andalderemmeisanfaldprdthn fokugirbgutibrg ummebessqaral bits, is
rearranged in its entirety, a person who attacks (i.e., attenpts-to

anal yze thensfomt oxfsthen)data wfalthe tidepbipieheym ofhiedclpantiddy tZhe
acquired data contains the unnecessary bits and which part of the acquired
dat a cont B rishire cmedimendt,aa Fearieryprasyermation himoxe ghly secure

agai nst such attack. The one-tine _pass personal random nunber data
are genefReRHCIRRi iy fasta FguFdRIptEaRsSoHIaAtRN oFs thfed & ithiees,
preferab{ﬂ:liB a nual daf a enLerlnggggg%ﬁg§, 9Qgioégg?ég¥3é£rna pass personal

random nuhBef IRt FLans 3P8d2

transformations are known in the art, and one of the Fourier
transformations is selected by the center 1 to generate a
Fourier transformation algorithm which is used in the
embodiment. The Fourier transformation algorithm is

") actually expressed as a matrix to process the data of the
identifier yn.

The weighting function serves to prevent aliasing in
the Fourier transformation of the identifier yn, which is
data in a finite interval. The weighting function is a
function whose value approaches "0" at ends of the interval
of the data of the identifier yn. The center matrix is a
symmetric matrix, and more specifically, a nonsingular
symmetric matrix.

The weighting function and the center matrix are
generated using one-time pass random number data.
Specifically, for generating the weighting function and the
center matrix, as illustrated in FIG. 4, the center 1
generates random number data based on manual operation of
the operator at the computer in the center 1 (step 1-1).
More specifically, the operator enters a suitable phrase,
sentence, or the like into the computer of the center 1, and

the computer sequentially measures the timing of the entered

20



.based on the timng of the manual data entering process. | nasnuch
as the random nunber data are generated based on the timng with which a
phrase or a sentence is nmanhually entered into a conputer by a human
.operator, the generated random nunber data are not reproducible or hardly
reproduci bl e. The one-tine pass personal random nunber data can thus

appropri aigty, be.gepetbids at which thleXespaeedvdi nerdd &réeswrekairbodi ment
of the present invention, a nethod is provided for effecting -

comuni cabrotimahneervaileratc ool ahkl aesppatdive words are entered.

14 transmtted between entities in a network which includes a
pluralityThé eomputess, thdre genmenatiesaandonanamberedatypimda time
transmtting side with random nunber data as a key and the random nunber
data i s eRerypschasged Pm the masssyreghitdmings ofokhenentered ndatacei vi ng
side, the encrypted random nunber data is transmtted together with the
encrypt eds-'Lé@ﬁng}h‘F cEARGATM quimbery dateh&husagsrprated aredased eddivi ng

timing of the entered data depending on the manual operation
which contains elements of uncertainty, the random number
data actually lack reproducibility and are accidental.
Therefore, the random number data are one-time pass data.

i) After having generated one-time pass random number
data, the center 1 determines the weighting function and the
center matrix based on the generated one-time pass random
number data (step 1 2). Specifically, the center 1
determines the weighting function by determining the manner
in which the value of a weighing function varies in the
interval of the data of the identifier yn, i.e., the manner
in which a weighting function approaches "0" at the ends of
the interval of the data of the identifier yn, using the
one-time pass random number data. The weighting function is
thus determined in a pattern which is unpredictable. 1In
reality, the weighting function is expressed as a diagonal
matrix. The center 1 determines the center matrix by
determining the values of elements of the matrix using the
one-time pass random number data while keeping the matrix
symmetric and nonsingular.

The center algorithm which comprises the center

matrix, the weighting function, and the integral

21



.Side, and the encrypted random nunber data is decrypted with the common
crypt okey and the encrypted communi cation data is decrypted with the
décrypted random nunber data as a key in the receiving side, conprising
.the steps of random zing, in a center of the network, the identifier
peculiar to the entities transforned by the center algorithmwhich is held
by the cajfapisforinitatf whyehithmComi® gdreidte®rily St@edMinhseBRlcyi M pass
per sonal random nunber data which are peculiar to each of the entities,
t her eby tim gheccanterhé.sePaeticplanky o ey ceartebrd meitidilkutaindgthér om t he
center, the secret private key, and distributing the secret private key
and an wdghitingr funahibor anei bephl Dorstintly lsediuxg stoaxhger shbm  f or
canceling out the elenents of the random zati on which are contained in the
secret pribadt ghleyy cangotabe vefereed cin ihy dhirgh pagddesat(inglufddngonmmon
cryptokey, when the comunication data is transmtted, by applying the
i dent i i diher CA%ItaLARR) ORtRPEOERRRFRORE FReCiddast by thgt ESNkEY Whi ch are
hel d by each of the entities to the identifier peculiar to the other
entity Wil FeRERTt 818K AT CHE ccommOn to the atditi@st &+t he second

enbodi ment  of th%e@é%%iﬂ% back to FIG. 3, when the entitie%SZ (i, 3,

=) are subscribed to the cryptosystem, the center 1
generates a secret private key Xn peculiar to each of the

) entities 2 and an identifier transformation algorithm for
generating a common cryptokey Kij as described later on,
using the center algorithm stored in the center 1 and the
identifier yn of each of the entities 2, and distributes the
secret private key Xn and the identifier transformation
algorithm to each of the entities 2 (step 2).

Specifically, in the step 2, as shown in FIG. 5, the
center 1 applies the Fourier transformation algorithm and
the matrix of the weighting function to the data (vector
data) of the identifier yn of each entity 2, thereby
effecting a Fourier transformation with a weighting function
on the identifier yn (step 2-1). Then, the center 1 multi-
plies the vector data produced in the step 2-1 by the center
matrix (step 2-2). The data of the identifier yn are made
redundant, so that the wvector data produced in the step 2-2
contain a plurality of useful bits generated by applying the
weighting function, the integral transformation algorithm,

and the center matrix to a bit train significant as the data
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.invention, since the secret private key of each of the entities which
serve to generate the common cryptokey is generated in the center by
random zing the identifier of each of the entities transfornmed according
.to the center algorithm (which contains a portion assuned to be symmetric
as descri bed above), with one-tine pass personal random nunber data
(random ngifrbesie didtentifdlerays a0 aeplagilibycodrotiher dinnamyysadyci bl e), the
secret private key of each entity contains accidental elenents. As a
result, ipits.difficult to analyze the secret private keys and the center
algorithm and the cryptosystemis nmade highly secure against various
fornms of attack. Mhehsedvate phevaesterylotopaenicates witdoeagns el enent s
due to the randomtransformation. Therefore, the identifier transformation
al gori t hrerttnid® ne-%n dingdr subscréptiancBreaes®ufox Hdre aelitdani?s and t he

secret private key are distributed to each entity. For comrunications
bet ween cHi® tFRRteR He gel@TateSePRertARe T BRARL PRFSAMYb rFAKIA AIMSE secr et

private key are . ) .
data which are peculiar to the entity 2 and are not kmown to

the entity 2 (step 2-3). Specifically, in the same manner
as when the center 1 has generated one-time pass random
number data for determining the weighting function and the
') center matrix, the operator enters a suitable phrase,
sentence, or thé like from the computer of the entity 2, and
the center 1 sequentially receives the entered data. The
computer of the center 1 measures the timing of the entered
data. The computer of the center 1 then generates personal
random number data based on the measured timing of the
entered data. As with the one-time pass random number data
generated for determining the weighting function and the
center matrix, the one-time pass personal random number
data lack reproducibility and are accidental. Therefore,
the personal random number data are peculiar to the entity 2
and are one time pass data. Inasmuch as the timing of the
manually entered data cannot accurately be controlled, the
entity 2 is unable to know the personal random number data.
Then, the center 1 randomizes the respective values
of the unnecessary bits of the vector data produced in the
step 2-2, with the one-time pass personal random number data

generated in the step 2-3 (step 2-4). Then the center 1
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.applied in each of the entities to the identifier of the other entity
thereby to generate a comon cryptokey shared by the entities. Further,
when the entities comruni cate .anong thenselves, identically to the
.above-nentioned first enbodinment, the comrunication data is encrypted by
the randomdata as keys, and in addition the randomdata is encrypted by
t he commpafaynl e keyarParte Graqioad dagayMwhiedt AL8Sce@pPoed Lmﬂetm@ken by
recei pt of such encrypted nenbers by the entities.

16 randomized dmmesEyadgnddts andt khesesefidl ebbbsl) heat, of the
present invention, as with the first enbodi nent, the random nunber data
whi ch ar echsrdesihble t derangdaneands ofhdaheevestorcdatani etk the gneferably
one-tine pass random nunber data. Wen using one-tine pass randomdata in
t hi s way, timejpass|peasenf) fgandom nynbes datat ketepyptdkey Bhcthime

communi cati on dat a,. I n additi on, the one-tinme pass random nunber
manner, the center 1 randomizes the vector data {transformed

dat a
from the identifier yn by the center algorithm) generated in
the step 2-2. The'center 1 then uses the randomized wvector
data as the secret private key Xn of each of the entities 2.
The above randomization or random transformation is
‘) expressed as a matrix (which may not necessarily be a

symmetric matrix), and more particularly as a matrix whose
transposed matrix and inverse matrix are equal to each
other.

The center 1 generates the identifier transformation
algorithm from the one-time pass personal random number
data, the Fourier transformation algorithm, and the weighing
function (step 2-6). The identifier transformation
algorithm is generated by combining an algorithm (expressed
as the inverse of the matrix which represents the random
transformation) for canceling out the elements of the random
transformation which are reflected in the secret private key
Xn, the Fourier transformation algorithm, and the weighing
function, i.e., by multiplying the matrixes representing
the algorithm, the Fourier transformation algorithm, and the
weighting function.

The secret private key Xn of each entity 2 and the

identifier transformation algorithm, which are thus
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.are generated according to a given process of the entity at the
transmtting side. Specifically, the given process conprises a nmanual data
entering process, and the one-tine pass personal random nunber data are
.generated based on the timng of the manual data entering process. As a
result, the one-tinme pass personal random nunber data can thus

appropri ageperdiedBiedHeGenter 1, a¥bt BibbBeibeead dee sk mdiwi 2 he
present invention, "as with the above-described first enbodi nent, -t he

i denti fi eghréugtndommrrd dayt ildne eebethel goept Anin SFIGNANI zerthdy
rearrangi ng a sequence of data representing the identifier transforned by
t he cent edetd s idfhrhheniprepahratony- stagepasstheeranrert I dmiambmerber dat a.
More preferably, the sequence of data contains a plurality of unnecessary
bits, andleseribetbrabidvesr transforned by the center algorithmis random zed

by random zi ng the val ues of the unnecessary bits with the one-tinme pass
personal random RAfillRs hetinda9enegatadr theedeereli PEivate dajudiic ©fHof dat a,

i ncluding the unnecessary bhits, in,its entirety. The security of the
crypt osyseagh entity 2 and the identifier traggformation algorithm,

the center 1 does not store, but deletes, the one-time pass

personal random number data coriesponding to each entity 2

and the matrix representing the random transformation. When
) each entity 2 receives the secret private key Xn and the
identifier transformation algorithm, it stores them secretly
in a suitable storage device of its own computer.

After the preparatory stage, a cryptographic
communication process is carried out between any arbitrary
entities 2 as described below. It is assumed that a
cryptographic communication process is carried out between
entities i, j (i % J) with the entity i as the transmitting
entity and the entity Jj as the receiving entity.

In the cryptographic communication process, the
transmitting entity i generates a common cryptokey Kij
shared by itself and the receiving entity j from the secret
private key Xi and the identifier transformation algorithm
which are held by the transmitting entity i and the |
identifier yj of the receiving entity j (step 3).

Specifically, as shown in FIG. 6, the transmitting
entity i applies the identifier transformation algorithm of

the entity i on the computer of the entity i to the

25



,accofrding to the present invention is thus increased. The one-tine
pass personal random nunber data are generated according to a given
process of each of the entities. Mre specifically, the given process
.conprises a

identifier yj of the receiving entity j, i.e.,multiplies the

vector data of the identifier yj by the matrix of the

identifier transformation algorithm (step 3-1). Then, the
transmitting entity i calculates an inner product of the
vector data generated in the step 3-1 and the secret private

key Xi (vector data) of the transmitting entity i (step 3-

2), generating a common cryptokey Kij which is common to the

transmitting entity i and the receiving entity j.

Similarly, as shown in FIG. 7, the receiving entity j
f) applies the identifier transformation algorithm of the
entity j on the computer of the entity j to the identifier
yi of the transmitting entity i (step 3-1), and then
calculates an inner product of the vector data generated in
the step 3-1 and the secret private key Xj of the receiving
entity j (step 3-2), generating a common cryptokey Kji which
common to the receiving entity j and the transmitting entity
i.

The common cryptokey Kij independently generated by
the transmitting entity i and the common cryptokey Kji
independently generated by the receiving entity j are the
same as each other.

Specifically, the secret private keys Xi, Xj held
respectively by the transmitting and receiving entities i, j
are vector data produced by applying the Fourier
transformation algorithm with a weighting function, the
center matrix, and the randomization to the identifiers vi,

yj of the respective entities i, j, and the identifier
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.16/ 2, manual data entering process, and one-tinme pass persona

random nunber data are generated based on the timng of the
entering process. The one-tinme pass personal random nunber

.appropriately be generated. BRI EF DESCRI PTI ON OF DRAW NGS

manual data
data can thus
Fl G

1 is a block diagramof a cryptosystemto which a nmethod of effecting

communi Catraﬁéfaﬁm&el&l CA VRS0 WBGEEH disnapplibhetsr eReNidéfYEftdad i S
appl i ed; 2 is a block dlagran1shomnng t he concept of a

vi, yi of the respective other entities j, i for the

entities i, j to generate the common cryptokeys Kij, Kji is

produced by combining the Fourier transformation algorithm

with a weighting function and the algorithm for canceling

out the elements of the random transformation for each of

the entities i, j, which are reflected in the secret private

keys Xi, Xj.

Therefore, when the inner product is calculated in

”) the step 3-2, the effect of the random transformation for

each of the entities i, j is eliminated, and the common

cryptokeys Kij, KJji obtained as a result of the calculations

to produce the inner product are egual to inner products of

vector data which are generated by applying the Fourier

transformation algorithm with a weighting function and

further the center matrix to the identifiers yi, yj of the

respective entities i, j and vector data which are generated

by applying the Fourier transformation algorithm with a

weighting function to the identifiers yj, yi of the

respective other entities j, i. Stated otherwise, if it is

assumed that the wvector data generated by applying the

Fourier transformation algorithm with a weighting function

to the identifiers yi, yj are represented by yi', yi*' (yi',

yj' are column vectors) and the center matrix by C, then the

common cryptokeys Kij, Kji are expressed respectively by

Kij = (yj')T-C-yi', Kji = (yi*)T-C-yj' where T represents

transpose.
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. basicc structure of the cryptosystemshown in FIG 1; FIG 3 is a
flowchart of an operation sequence of the cryptosystemshown in FIG 1;
FIG 4 is a flowhart showing details of a step 1 in the operation

.sequence shown in FIG 3; FIG 5is a flowhart show ng details of
a step 2 in the operation sequence shown in FIG 3; FIG 6is a

fl owchart show nghdetamhen cfryhtaiieyd Hid, Kjinarbeobpioatlpnegeguience shown
in FIG 3; FIG 7 is a flowhart showing details of steps 3 and 5

in the oper eachnotkeue(ki] shAyl) rsifcé tdhe srdter matrixFCAs8ais a bl ock
di agram of a conputer for carrying out the steps shown in FIGS. 6 and 7.
BEST MODEYRBRLCHMRRYANGLOUT ThexrafioueyTidig common cryptekeyeskdierkib which a
met hod of effecting conmunications using a cryptokey according to the
present which are separately generated by7 the respective entities i,

j coincide with each other, so that the entities i, j can

share the common cryptokey.

After having generated the common cryptokey Kij

which is common to the transmitting and receiving entities

i, j in the step 3 in FIG. 3, the transmitting entity i
") generates an encrypted communication text from the common
cryptokey Kij and a plaintext (sentences, a program, etc.)
to be transmitted to the receiving entity j (step 4). For
generating the encrypted communication text, the
transmitting entity i uses the common cryptokey Kij and one-
time pass random number data.

Specifically, for generating a ciphertext, as shown
in FIG. 6, the transmitting entity i generates one~time pass
random number data (hereinafter referred to as
*cryptographic communication random number data") based on
the timing of entered data, i.e., times or time intervals at
which words of a phrase or sentence are manually entered
into the computer of the transmitting entity i, (step 4-1).
Then, the transmitting entity i encrypts the one-time pass
cryptographic communication random numbexr data using the
common cryptokey Kij as an intrinsic key (step 4-2). This

encryption process is carried out according to a three-

stage DES (Data Encryption Standard), for example. The
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sinvention is applied wll first be described belowwth reference to FIGS.
1 and 2. As shown in FIG 1, the cryptosystemincludes a center
or central facility 1, which is a basic main constituent of the system a
plurality of entities 2 which are subscribed to the cryptosystem for
comuni cation with each other, and a network 3 such as the Internet, a
personal teansuietimprentitati elseceneiiptsar at peainkext hislmgh siie ch  the
center 1 and the entities 2 are connected to conmunicate w th eaeh other.
The centeoné—ahnetpmssnniyptngzaphdcladmmunmqptiensrsmdmmannmhanuﬂaﬂa
conputers for effecting actual conmunications and data processing and
users of fhoser torpeing sencrypted) generhtedr jipt bhgsseep ochrlhama work 3,
as shown in FIG 2, the entjties 2 (represented by i, j, in FIG 2) have
respectlv&eﬁe6ﬁt$ﬁﬁ4T%bﬂt|?h¥§w9nﬁﬁyp§ on PIPGQ§§r%§e@aI¥¥PQk9Q§I | ater on).

If [err] | then yi [err he entltles ﬁé ]é have been
gi ven, byaFﬁﬁréb%Qé?OJ?'? @ﬁaﬁg D§§cr§9rp?¥ p%e %rr]

(descri bed, |§ detail |ater on and herei after frred to as a "secret
private kE¥tint ?fen?EXRﬁﬁﬂﬁ)Br9ﬁ%§§h13rE ﬁeﬁE?Pa b the respective

entities 2 The encrypted random number data generated in the

step 4-2 and the encrypted plaintext generated in the step
4-3 are combined into one set, thereby generating an

) encrypted communication text to be transmitted to the
receiving entity j. The encrypted communication text thus
generated is thereafter transmitted from the computer of the
entity i to the computer of the entity j.

The cryptographic communication random number data
should preferably be generated and updated each time an
cryptographic communication process is carried out.

HBowever, the cryptographic communication random number data
may be updated each time several cryptographic communication

processes are carried out, i.e., the same cryptographic

LS

communication random number data are used in the several
cryptographic communication processes.

After having received the encrypted communication
text, the receiving eniity j decrypts the encrypted
communication text using the common cryptokey Kji (= Kij)
which is common to the entities i, j for finally producing
the plaintext (step 5 in FIG. 7).

Specifically, as shown in FIG. 7, the receiving
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:and generated by the center 1 based on the respective identifiers yi, vyj,

[err](hereinafter referred to as an "identifier yn" if necessary). For
cryptographi ¢ comruni cati ons between any arbitrary entities i, j, a conmnon
:cryptokey Kij for encrypting comunication data (on the transmtting side)
and decrypting communi cation data (on the receiving side) is

gener at eckrftdreyt He usesi thescommen ustpptdiesy ISHECr(@t Kiph)i \aat @ankeys Xi, Xj of
the entities i, j. Using the generated conmon cryptokey Kij, the

encr ypt edndorbmsdicc keyohe decryphr the denanywdiammddne naumberi data, of.

Prior to describing the cryptosystemin detail, the identifier yn wll
first be tdv&mesepampge@m@mm:@mt,ememt@emcrrnr@#egn of each

entity 2 may cqnpri,se any attribute which is public and peculiar to each

entity 2comgugicatignnzapdonq pwmker da%d GH®RSrldr ddh&t #E&HBIon the

he. combuer IBPTIRERSORET Y- B couBin SRR Pataem SnbEE: Brthata

whi ch ha%&igfigwsn%%gegeQXiging entity j decrypts the ciphertext of
" the encrypted communication text back into the plaintext

(step 5-2). The receiving entity j can finally comprehend

the contents of the plaintext from the transmitting entity
") i. The cryptographic communication process between the
entities i, j is now completed.

The computer of each of the entities 2 for carrying
out the above processing for cryptographic communications is
shown in block form in FIG. 8.

As shown in FIG. 8, the computer of each of the
entities 2 comprises a keyboard 4, a main unit 5 made up of
a CPU, a RAM, a ROM, etc., and a data base 6 comprising a
hard disk or the like for storing the secret private key Xn,
the identifier transformation algorithm, plaintexts such as
sentences, programs, etc., and encrypted communication
texts. The main unit 5 comprises as its functions a common
key generator 7 for generating a common key, an encrypting
and decrypting processor 8 for encrypting and decrypting
communication data,a random number generator 9 for
generating cryptographic communication random number data,
and a data storage memory 10 for storing a common cryptokey

generated by the common key generator 7 and data such as
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;coset on a finite ring. The cryptosystem for carrying out the

above ' cryptographic comrunications will be described belowin detail with
reference to FIGS. 3 through 8. As shown in FIG 3, cryptographic
.communi cations are carried out between the entities i, j after the center

1 generates and distributes the secret private key Xn in a preparatory

st age. cryptogiaphiite ¢omepariatatiyns ragdomt hambent datd gemersiead Iy center
al gorithm which serves as a basis for generating the secret private key Xn
of each ebhetyamdan mumberergeyrerhtiox 9est abl i shed or the cryptosystemis
updated (step 1). In this enbodi ment, the center algorithm
conprises a centBie ramputer ofeicgichi o thecenbhtiend2 eperatas do
transformation algorithm The integral transformation

19 carry| @k i Eln 3ROwh RAAFSSS: B CEYPEPEEARRHG FPMPHiRAtdions

as follows:

For generating a common cryptokey (the step 3), the
secret private key Xn and the identifier transformation
algorithm which are to be used are indicated from the
keyboard 4 to the main unit 5 of the computer of each of the

”} transmitting and receiving entities. The secret private key
Xn and the identifiér transformation algorithm which have
been indicated are read from the database 6 to the common
key generator 7 in the main unit 5. The identifier yn of
the other entity with which to communicate is entered from
the keyboard 4 into the main unit 5. The common key
generator 7 applies the identifier transformation algorithm
and the secret private key Xn to the data of the entered
identifier yn, generating a common cryptokey (the steps 3-1,
3-2). The generated common cryptokey is then stored in the
data storage memory 10.

In the computer of the transmitting entity, data
(entered data of a phrase, a sentence, or the like) for
generating cryptographic communication random number data
are entered from the keyboard 4 into the main unit 5. Based.
on the entered data, the random number generator 9 generates
one-time pass cryptographic communication random number data

{(the step 4-1) and stores the generated cryptographic
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stransformof the data of the identifier yn of each entity 2. In this
enbodi nent, a Fourier transformation (nore specifically, a fast Fourier
transformation) is used as the integral transformation algorithm Various
-Fourier transformations are known in the art, and one of the Fourier
transformations is selected by the center 1 to generate a Fourier

t r ansf or nedninumizlagdbint randbmchumbetis@did Nid e eldiadistortgeTmembayr i er
transformation algorithmis actually expressed as a matrix to process the
data of t¥b identifier yn. The wei ghting function serves to
prevent aliasing in the Fourier transformation of the identifier yn, which
is data in a fidnt &hencompaker ot the ginanspitihiag @atidya af uncti on whose
val ue approaches "0" at ends of the interval of the data of the identifier

yn. The ddfidytegdt tox bestaangPikiedn rﬁaher .@@tm%& dssgagirrEgdl y, a

I f dth
Contor it .sp%%%@eﬁe”it@a ba® BRI e A ERRIGAOIEREER data.

e 1ol s, daneta 2&@2&%@9&%%2&@ R
on manual %Per%hhgnp%ocessor 8. The encrypting and decrypting
processor 8 encrypts the cryptographic communication random
number data stored in the data storage memory 10 using the.
D common cryptokey stored in the data storage memory 10 (the
step 4-2), and also encrypts the plaintext using the
cryptographic communication random number data as a key (the
step 4-3). The encrypted random number data and the
encrypted plaintext or ciphertext are held as an encrypted
communication text in the database 6, and thereafter
transmitted to the computer of the receiving entity.
In the computer of the receiving entity, the

received encrypted communication text is held in the

database 6, and then read to the encrypting and decrypting

e

processor 8. The encrypting and decrypting processor 8
decrypts the encrypted random number data in the encrypted
communication text back to the cryptographic communication
random number data using the common cryptokey stored in the
data storage memory 10 {(the step 5-~1), and also decrypts the
encrypted plaintext in the encrypted communication text back
to the original plaintext using the decrypted cryptographic

communication random number data as a key (the step 5-2}.
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¢ he operator at the conputer in the center 1 (step 1-1). More _
specifically, the operator enters a suitable phrase, sentence, or the like
into the conputer of the center 1, and the conputer sequentially neasures

{he timng of the entered 20 dat a,
l.e., times at which the respective words are entered or tinme intervals at

whi ch themespéannteththesadecm@cb(hy thee encnyptdngt Rad generates random
nunber data in a time series based on the nmeasured timng of the entered
data. Si ﬂ@@Wﬁ@lﬂﬁn§§ﬂ¢ﬂﬁﬁ%r8dmdm1dlsugm dlakdbase based on the tining
of the entered data depending on the manual operation which contains

el enents of uncer #8i AeFCribed abeiam rdhitde caypiosysuem gctarding to

r epr oduci I|t and are accj dent al . heref ore, the random nunber data are
ong-tine é Fﬁnt 1nvent109Wtéheq1 ehéeﬁéﬁﬁrEFéHaﬁﬁek?Ynﬁnpggs r andom
nunber 1 determ htln function and the

cent er Q %ﬁgég e{r‘ﬁeg%ré%q%‘?%es : et lpr’ﬁ? Xnﬁﬁﬂge by the

center 1, the identifier yn, such as a name, of the entity 2
is subjected to a Fourier transformation as the integral
transformation. Therefore, even if many of the identifiers
yn of the respective entities are analogous each other, data
:) produced when those identifiers yn are subjected to the
Fourier transformation are well dispersed, and hence the
secret private keys Xn génerated when those data are
subjected to the center matrix are also highly dispersed.
As a consequence, the center algorithm comprising the center
matrix,etc. of the center 1 is made difficult to analyze
even under the so-called differential attack.

The integral transformation may be a Laplace
transformation, a Miller transformation, a Hilbert
transformation, or the like, other than the Fourier
transformation. However, the Fourier transformation
(more specifically, the fast Fourier transformation) used as
the integral transformation in the illustrated embodiment is
effective to make the secret private keys Xn highly
dispersive, and also to process the identifiers yn at high
speed with the computer.

Since ihe weighting function is added in the center

algorithm for generating the secret private key Xn, the data
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snunber data (step 1 2). Specifically, the center 1 determnes the

wei ghting function by determ ning the manner in which the value of a

wei ghing function varies in the interval of the data of the identifier yn,
-i.e., the manner in which a weighting function approaches "O' at the ends
of the interval of the data of the identifier yn, using the one-tine pass
random nipHzeiuceal avthehhe&heedghihi o thecidentifien lyis idetthenifiadten a pattern
which is unpredictable. In reality, the weighting function is expressed as
a di agonaintemali rareTlsebjected todbher Fouekex Heragerfiogmardoni Rrey

determ ning the values of elements of the matrix using the one-tine pass

r andom nprssend®da finem beiagprhgornalhyitdispersadret Furthedmesesi ngul ar .

The center aIgorithn1mhich.con¥rise$ the center matrix, the weighting
functi(NqugﬁyS@h§hpnm@@ggp1ng unction is added as an unknoym

transformati o | gorithmt hys nerated is stored in secr.ec
algoflf%m?element, 1a ggdgtfbn to the center matrix Ynd the

Fourier transformation algorithm, in the center algorithm
for an unanthorized person who attempts to attack the center
algorithm, it is highly difficult for such a person to
analyze the center algorithm. The center algorithm remains

i} highly difficult to apalyze in view of the fact that the
weighting function is generated in an unpredictable form
using one time pass random number data.

For generating the secret private key Xn, the
identifier data are subjected to the center algorithm and
also the randomization or random transformation based on
one-time pass random number data peculiar to each entity 2.
Consequently, the secret private key Xn of each entity 2
contains elements peculiar to each entity 2 and based on the
random transformation which is not correlated to the random
transformation for the other entities 2. Therefore, even
when a plurality of entities 2 collaborate with each other
in an attempt to analyze the center algorithm from the
secret private keys Xn which are possessed by the respective
collaborating entities 2, those entities 2 will find it
extremely difficult to analyze the center algorithm. In the
random transformation, the values of unnecessary bits of the

data produced after the data of the identifier yn have been
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in the center 1. Particularly, the center matrix and the weighting
functi'on are kept in strictly secure storage such that they cannot be
referred to by third parties (including the entities 2) other than those
specified by the center 1. The center algorithmis common to the entities
2. Referring back to FIG 3, when the entities 2 (i, j, [err])

are subscreiubdectedt ko chprosyseEntraﬁufaxmnﬁmonL theneedighsiagsecr et
private key Xn peculiar to each of the entities 2 and an |dent|f|er

t r ansf or miftingAigpgorpdhiheorentendnatiin are crandondzed: biyeyhi j as
described | ater on, using _the center algorithmstored in the center 1 and
the i denﬂnﬁ'é'#m?npéfsseﬁéﬂd% pymben tdatas and dhenditder rendopizkd secret

rivate key Xn and th jdentifier transformation algorithmto_each of the
gnt ities ?*P?F Bits and t the 03954l BiES jare geazrapged. asIthddn in

urier transformation al gorithm and

the e riXe5¥ ﬁﬁ@gf P%htfﬁa ?e%mi%w%m RETTatn (0 ageavee Bhba) of tne
tr anst or mePESRCuAEROR BB heeipd (AT 4 2 er%%%hé“ﬁaehﬁ&%‘%‘e?ryn (step 2-1).
e o gpeBbAtzd THibh parP SESISAGEY IRl BoReRiuget, Mg s, Step 20
Xn contains those unnecessary bits. 1In addition, in order
for an unauthorized cryptanalyst to break the cryptosystem
_i} completely, the unauthorized cryptanalyst has to analyze the
| four algorithms, i.e., the center matrix, the weighting
function, the Fourier transformation (integral
transformation), and the random transformation, based on the
data of the secret private key Xn, etc. It is impossible to
analyze all the four algorithms actually.

For generating a common cryptokey for cryptographic
communications in the cryptosystem, the identifier
transformation algorithm including an algorithm for
canceling out the elements of the random transformation
which are reflected in the secret private key Xn has to be
distributed, together with the secret private key Xn, to
each entity 2. However, since the identifier transformation
algorithm is a combination of the algorithm for canceling
out the elements of the random transformation,the Fourier
transformation algorithm, and the weighting function, it is
also difficult to individually analyze the algorithm of the

random transformation, the weighting function, and the

35



.redundant, so that the vector data produced in the step 2-2 contain a
plurality of useful bits generated by applying the wei ghting function,
the integral transformation algorithm and the center matrix to a bit

-train significant as the data 22
of the identifier yn,and a plurality of other unnecessary bits.

At the tFoartibe teahsfoimaeionmlopdreithn (0f ehehceasbrt §1lgorttim,of n a
subscription process for the entity 2, the center 1 generates orme-tine
pass per $beakentadoin ivobethe dadentifiicr dmansdormationoalgerebhmty 2 and
are not knowmn to the entity 2 (step 2-3). Specifically, in the same nmanner
as when the cent €pnsegaenigbinerit ¢ @raatiealdysdmpargbbient@ber data for
determ ni ng_t he weighting function and the center matrix, the operator
enters a38alyas| EhenFeater algamiddd of thee centerf LonWhieh ch#piRss of the

entity 2, and the_center 1 sequentially receives the egtered data. The
important for the security of the cryptosystem, from the

secret private key Xn, etc. of each entity 2.

For carrying out cryptographic communications
between any arbitrary entities i, j, a plaintext is not
directly encrypted using the common cryptokey Kij, but is

i) encrypted using, as a key, one time pass cryptographic
communication random number data having no localized
features, and the cryptographic communication random number
data as a key for decrypting the encrypted plaintext or a
ciphertext are encrypted using the common cryptokey Kij.
Therefore, even if a third party intercepts an encrypted
communication text, the third party finds it difficult to
analyze the common cryptokey Kij based on the encrypted
communication text. Inasmuch as it is difficult to analyze
the common cryptokey Kij, it is also difficult for the third
party to acquire the information of the secret private key
Xn of each entity 2 which is contained in the common
cryptokey Kij and the information of the center algorithm
which is contained in the secret private key Xn. The
security of the plaintex£ is maintained as it is encrypted
using the cryptographic communication random number data as
a key.

The cryptosystem is therefore highly secure against
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.conputer of the center 1 neasures the timng of the entered data. The
conputer of the center 1 then generates personal random nunber data based
on the nmeasured timng of the entered data. As with the one-tine pass

-random nunber data generated for determ ning the weighting function and
the center matrix, the one-tine pass personal random nunber data |ack
repr oducivaricus divimey efaaditdekt al InToryptogsphidequnedeatioasdom nunber
data are peculiar to the entity 2 and are one tine pass data. |nasnuch as
the tim replreamanyharbitirpryneatatieat i, chnridie antirtites i ,bd camtrol | ed,
the entity 2 is unable to know the personal random nunber data. |
Then, thed@ReEake And, $daie, s COMBORSEERtPKRY \Bi 1 eximply (e apPAFd8Ssary
bits of the vector data prodquced [n the, step 2-2, with the one-tine pass
per sonal FIRoHR ARG SHa PR LVEERCKEYS (Kl n Kheatd dihe identlEies 4 Then the

center rearranges

vect or éé}Eenﬁaﬂqﬂ?g%qg @&Hggggamopothge g%%er entitngnl %gkﬁflers

yj, yi, without involving the center 1 and requiring

previous communication between the entities i, j.

Accordingly, the cryptosystem is simple and highly versatile

as well as highly secure. The idea that the identifier yn
’) plays an important role in generating the common cryptokey
Kij as described above is similar to the concept disclosed
in "Identity-Based Cryptosystems and Signature Schemes
/Advances in Cryptography: Proceeding of CRYPTO '84/Springer
LNCS 196, 1985, pp. 47 - 53" by A. Shamir.

The effectiveness of the cryptosystem to which the
method according to the present invention is applied
discussed from a more theoretical standpoint will be
described below.

In the cryptosystem, the secrete private key of each
entity 2 is generated and a common cryptokey is generated
according to a linear transformation or scheme. Such a
linear transformation will be described below.

It is assumed that Xif represents the secret private
key of an entity i for the generation of a common cryptokey
shared by f entities 2. According to a general concept for
constructing the above linear scheme, an f-input symmetric

transformation g (which is a symmetric function having £
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srandom zed unnecessary bits and the useful bits,i.e., changes the
arrangenent of the vector data, with the one tine pass personal random
nunber data (step 2-5). In this nanner, the center 1 randomizes the vector
‘data (transformed fromthe identifier yn by the center algorithm
generated in the step 2-2. The center 1 then uses the random zed vector

data as tdwristlesi) @is wabdtkayiXp sbleeedd pfadidamntdddret 2rivike above
random zation or randomtransformation is expressed as a matrix {which may
not necedegr iXiHf lof ahesemdtyi ¢ i@t dex¢rmbmet nay earpai-tl dwpar) y as a matri x
whose transposed matrix and inverse matrix are equal to each other.

The cent ciransforasion whdchdeatisfbes t ammeduartisin o Xif( fori-thm Eream t he
one-time pass personal random nunber data, the Fourier transformation

al gorithmy eand(yhe \&ej,ghing Efunctiiah tekpect- £d. tHbeidsppistideryi
transformation algorithmis generated by conbining an al gorithm (expressed

as the i e ghtﬁﬁg Fathb¥eMsch fﬁiﬁ (ﬁébéﬁggéﬁﬁya Lot Fansformation)

for canceling out el enents of the ran ranst or mation which are

refl ect e%ﬂmﬁﬂa&gs 9kl iPibYat eTkey1inhr téﬁfs@&ﬂn&%ibﬁa%%%@t ion
algorithm and the weighing function, i.e., by multiplying the matrixes
representfiou@id so that the kernel of the f input symmetric
transformation g is in accord with a multilinear map (an f-
) linear map), and is basically defined in a vector space on a
) Galois field and generalized as a cost on a ring.
The cryptosystem is based on the assumption that f =
2, and the above linear transformation is defined as
follows:
It is assumed that the set of entities belonging to
the center 1 is represented by E, the set of the identifiers
of the entities by I, and the set of common cryptokeys by K
(see FI1G.1l), and that Q represents a commutative ring having
a unit element, J a coset of an order m over the commutative
) ring Q, and K a coset of a higher order h over the
commutative ring Q,-the cosets J,K having elements as m- and
h-column vectors, respectively. If the commutative ring Q
is a field, then the cosets J, K are vector spaces having
respective dimensions m, h. The order m is equal to the
total number of identifiers.
It is also assumed that R represents a linear
transformation for injective mapping from the coset I to the

coset J, and will hereinafter be referred to as an “"identity

38



.the algorithm the Fourier transformation algorithm and the weighting

function. The secret private key Xn of each entity 2 and the
identifier transformation algorithm which are thus
.24 generated by the center 1, are distributed to each entity 2

t hrough conmuni cations (see the step 2 in FIG 3). The details of the

pr epar at otyasd Bgandtlidnie calecridenbive beansfdematidiedbadinglly

After having generated the secret private key Xn of each entity 2 and the
i denti f i ecoxresydmisrata dthenlFpuriiermtranbfornat ton Iwilidesa negigiitdmgg  but

del etes, the one-tine pass personal random nunber data corresponding to
each entifynetiomd intkegnal ibransfosmaniony efifected oen t¥hsf or mati on. Wen

each entity 2 receives the secret private key Xn and the identifier
t r ansf or nbeRbitigfordatay and e@fr Larthem becerpanded 5@ agiitAbl e storage

device of _its own conputer. )
incluég thergandom transformation, as described later on.

Based on the above assumptions, first, a symmetric
Qth multilinear mapping (2-input symmetric transformation)

g: J; —» K from J, (a set of pairs of two elements of the

coset J) to the set K of common cryptokeys is arbitrarily
”) selected and determined. The symmetric Qth multilinear
mapping g is equivalent to a transformation from any two
arbitrary identity~transformed identifiers to a common
cryptokey corresponding to the two arbitrary identity-
transformed identifiers.
For a given identifier yi (€ I), a matrix xi having
h rows and m columns over the commutative ring Q is
determined to satisfy the equation: xi -« 77 = g(R(yi), 7)
where 7 represents an arbitrary m—-column vector and is an
) element of the coset J.
| Moreover, for the given identifier yi (€ I), a 1-
input transformation Xi (£ ) is formed to satisfy the
equation: Xi (£) = xi+R (&) where £ is an arbitrary
element of the set I.
The l-input transformation Xi (£ ) is a secret
private key for the entity i, and is expressed by the
following equation:

Xi (&) = Vi(R(§))
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After. the preparatory stage, a cryptographic communication process is
carried out between any arbitrary entities 2 as described below. It is
assunmed that a cryptographic communication process is carried out between
-entities i, j (i [err] j) with the entity i as the transmtting entity and
the entity j as the receiving entity. In the cryptographic

communi cawh@mepaomes(ﬁjput herandeiyatildn ¥ienls derind@ngsayes { g Faumpn
cryptokey Kij shared by itself and the receiving entity j fromthe secret

private key7Xiusing tthe aBereti haerikredsformation algorithm which are held
by the transmtting entity i and the identifier yj of the receiving entity
j (step 3). If tigpeeidred Iplured itjowt icenkefs,6thehe"kiankwitting
entity i applies the identifier transformation algorithmof the entity i
on the coipet equatiemeVint Ntly 5 xio whels replaced with the summation 25

identifier yj of the receiving entity j, i.e.,multiplies the
ofykhe matrix xi deté%mined.%g described above for each of

the centers.

With the secret private key Xi thus defined, as can
easily be seen from the above description, the equation:
Xa(yb) = Xb(ya) is satisfied for any arbitrary entities a, b

') € E, i.e., a common cryptokey Xa(yb) = Xb(ya) is obtained
when the entities a, b enter the other's identifiers yb, ya
into their own secret private keys Xa, Xb.

Even if a multivariate polynomial is selected
instead of the multilinear mapping g, such a multivariate
polynomial is covered by the linear transformation of the
present cryptosystem for the reasons that any arbitrary
polynomial can be rewritten as a linear polynomial by an
appropriate transformation of a set of unknowns and such a
transformation can be absorbed in the identity
transformation R. Moreover, some transformations are
interpreted as a composition of a linear transformation and
an operation such as an exponential function. The
performance of the linear transformation of the present
cryptosystem and the role of the identity transformation R
will be described below.

It is assumed that for an arbitrary transformation

A, Cd(A) and Ce(A) represent the complexity of a description
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vector data of the identifier yj by the matrix of the identifier
transformation algorithm (step 3-1). Then, the transmtting entity i

cal cul ates an inner product of the vector data generated in the step 3-1
and the secret private Kkey Xi (vector data) of the transmtting entity i
(step 3- 2), generating a conmon cryptokey Kij which is common to the
transmitt iodg thet tiransfanmatben recaid itlg: ovhiplexity Sfmhhaekyiuasishown in
FIG 7, the receiving entity j applies the identifier transformation

al gori t hmodf theetransfoymation the respaatdvedly.t hatenhibytjimbp the
identifier yi of the transmtting entity i (step 3-1), and then

cal cul at e@bgNej traRsperagtions Xihe Retiosatdisfygsher foddowhngt he step 3-1
and the secret ,private,key X, of the receiving entity j (step 3-2),
generatin&qHaEégﬁnﬂn€r§B?é i which comon to the receiving entity |
and the transmtt] eptity, .. ,. The common cryptokey Kij

| ndependent |y genéag{%g by CARY SV vi ng entity i and the common

cryptokey Kji indepegendept | nerated.by the receiving entity j are the
same as each ot heig‘f’?)‘?lsj S a:e(%seé‘“l FR&¥M)y, the secret private keys Xi, X]

held respect i vel yeby, g he, Lransmdting 859 Jregglving epsities 1yl
which represents a secret private key is described by w
[bit], then the complexity Cd(Vi) of a description of the
";} transformation Vi is expressed by:

Cd(Vi) = h-m-w [bit].

The complexity Ce(Vi) of an evaluation of the transformation
Vi is expressed by:

Ce(Vi) = O(h *m) [Q-operation]
where O (h-m) [Q-operation] signifies an h -m order on the
commutative ring Q and its value can be evaluated
substantially by O(w2) [bit transformation], i.e., a w2
order. When a small commutative ring Q (e.g., a Galois
field GF([2]) is selected, the complexity Ce(Vi) is low in
level.

Therefore, the complexity Cd(Xi) of a description of
the transformation Xi and the complexity Ce(Xi) of an
evaluation of the transformation Xi are largely due to the
complexity Cd(R) of a description of the identity
transformation R and the complexity Ce(R) of an evaluation
of the transformation R.

A case in which one or more entities j attempting to
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-are wector data produced by applying the Fourier transformation algorithm
with a weighting function, the center matrix, and the random zation to the

identifiers yi, yj of the respective entities i, j, and the identifier
26 transformation algorithmwhich is applied to the identifiers
yj, yi of the respective other entities j, i for the entities i, j to

gener at e bheakobhencryptisyeten Kise tieliri secpetdpeedaty koydixy ngitihe
Fourier transformation algorithm wth a weighting function and the
al gori t hnPe odesanthed hplaut the el ements of the random transformation for
each of the entities i, j, which are reflected in the secret private Kkeys
Xi, X. ApRiite, tehdrenke thaneryptosysten scompletealted in  the
step 3-2, the effect of the randon1transf9rqation_for ~each of the entities
i, ] is credsatedletgmnine themabdvec mpptikipsakinaping opt ained Bas a
result of the cal cul ations

For breaking the crypto-system completely, it is necessary

that the center collaborate with the entity or entities or
as many entities as the order of the multilinear mapping g
(which is approximately equal to the total number m (= order
of J) of identifiers) collaborate with each other. However,
_) such a collaboration is impossible to achieve practically.

The possibility of determining a secret private key
Xi of an entity i by some entities j will be discussed
below. For this problem, the identity'transformation R
plays an important role as described below.

First, it can easily be derived that the statement
"even if all entities j of a subset B of an entire set E of
entities collaborate and the entities j € B use the whole
[Xj 13 € B} of their respective secret private keys Xj,

they cannot obtain any useful information to determine a

o

secret private key Xi of an arbitrary entity i in the set
E - B" is equivalent to the statement "for each entity i in
the set E - B, an identity transformation R(yi) is linearly

independent of the whole {R(yj) |j € B} of respective

identity transformations R(yj) of the entities j in the
subset B". Consequently, the security of the linear

transformation of the present cryptosystem in terms of the
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,to produce the inner product are equal to inner products of vector data
whi ch- are generated by applying the Fourier transformation algorithmwth
a weighting function and further the center matrix to the identifiers yi,
&yj of the respective entities i, j and vector data which are generated by
applying the Fourier transformation algorithmwith a weighting function to

the identihfeffayion ythedry Nbs reRBRRM itée thleheinelti 8&psndenty of aded
otherwise, if it is assuned that the vector data generated by applying the

Fourier tagbitpanptsubset gorof thenisdt a {Reydht ijng €urdti onrhdretdiee,
identifiers yi, yj are represented by yi', yi' (yi', vyj' are colum
vectors) ahdrehkscanseromptreldationshiphdeteen tdnmean cryptokeys Kij, Kji
are expressed respectively by Kij = (yj' )[err] [err] Clerr] yi' , Ki =
(yi')[errtransformationg and linear-ploepreiencombinahipese. For
27 . The conmpn cgyptokeys Kij, K. are obvious|ly equa
evaluating the security of a linear transformation, it is
important to consider a linear code IR = { z€ On | H-z =
0} defined by a parity check matrix H = (R(yl),-:*-, R(yn))
with m rows and n columns (n = #E = e: the total number of
entities E), i.e., a set of code words z expressed by an n-
) column vector over the commutative ring Q, the product
of the n-column vector and the parity check matrix H being
zero. It can easily be derived that the existence of a
codeword z (€ LR) of Hamming weights s is equivalent to the
fact that the secret private key Xi of a certain entity i
can be derived by the collaboration of s-1 entities j.
Personalizing the identity transformation R, i.e.,
making the identity transformation R peculiar to each
entity, renders the crypto-system resistant to attempts to
break the cryptosystem even with the collaboration of many
entities. Specifically, if the identity transformation
R(yi) of an entity i is linearly dependent on the set {R(yj)

| 3 € B} of identity transformations R(yj) of respective

entities j (j € B) trying to break the cryptosystem and
R(yi) =ZCj *R(yj) where Cj is a suitable coefficient, then,
as can be seen from the above definition of secret private
keys, the secret private key Xi of the entity i and the

secret private keys Xi of the entities j (j € B) satisfy
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.10 each other (Kij = Kji) since the center matrix Cis a symetric matriXx.
Therefore, the common cryptokeys Kij, Kji which are separately generated
by the respective entities i, | coi ncide with each ot her, so that the
sentities i, j] can share the common cryptokey. After havi ng
generated the conmmon cryptokey Kij which is common to the transmtting and
recei vi ngtlentédiatsion: ¥i =EChHe Bf.ep Thdrefiolr®, Bhet BettBaofnghtitpesentity i
generates an encrypted conmuni cation text fromthe common cryptokey Kij
and a pl aj ntexing senteeaks the pryptaesyseem.ganteadily rkawanitthieed to the
receiving entity j (step 4). For generating the encrypted comunication

t ext, theseqxrmszm:tvtahegkem Xiyoff thesother cemihy cky ptHsweyed, waed one-
ti me pass random nunber dat a. Specifically, for generating a

ci phert exthe akdestaly transformgtippeRt ianBarsenakizad, tht ilsgd&adeat es
one-tinme pass , random nunber dataﬂ;herelnafter referred tQ as

crypt ogr ARFELE MRS Gﬁtllﬁﬁ'do h&%e%td‘é’t%f}c‘b]&&?%ﬁhec #&Y% Bri ng of

entered dat a, e., tinmes qr tine interval whi ch wor ds_ of phrase or
sentence %ﬁeﬂ*ﬁﬁﬂu9QF}téﬁ§eﬂe&° fibg PﬂeeEBﬁﬁﬂtéthﬁ1Q9u?ql%ﬂﬁﬁﬁqgﬂeﬁg entity

S(step de 1unap e W12 305 hhbtRgr CRbbide | p NP YRy NG One- LT e pass
Stated otherwise, the entities j of the set B are unable to
comprehend which entity's secret private key Xi can be

‘:) analyzed from the information of the secrete private keys
Xj, etc. possessed by those entities j. Conversely, it is
also difficult for an entity i having a given identifier yi
to find a set B containing an identifier yJj capable of
analyzing its secret private key Xi. Therefore, even when
an entity i having a secret private key Xi to be analyzed is
identified, it is unable to recognize which entities may
collaborate with each other to analyze the secret private
key Xi. Thus, it is of essential importance to personalize
the identity transformation R for the purpose of increasing
the complexity and theoretical security of the cryptosystem.
vVarious linear transformations can be selected for
personalization of the identity transformation R.
Basically, techniques for personalizing the identity
transformation R are roughly classified into two categories.
In one of the categories, an identity transformation
R which corresponds to a linear code LR that is a well known

algebraic or analytic geometric code is used. In the other
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.Ccryptographi c conmuni cati on random nunber data using the conmmon cryptokey
Kij as an intrinsic key (step 4-2). This encryption process is carried out
according to a three- stage DES (Data Encryption Standard), for exanple.
-The - 28 transmtting entity i al so
encrypts a plaintext using the one-tine pass cryptographi c conmuni cation
random nusihess datiee identdtyt @rbasfigraaciypt Rdis geaesaiaidy n the step 4-1,
as a key (step 4-3). This encryption process is carried out according to
a t hr ee- stagydoriz®d ffor eaahpeatiadyg.is the case wth the encryption process
in the step 4-2. The encrypted random nunber data generated in the
step 4-2 and t he Araandingd tpl that §ermgenprocessi nif hetteytals naumiesr

conbi ned into one set, thereby generating an encrypted comunication text:
to be tramsef tidentifiers isedarveagednier ysecunkey erfdigpttdre @OORBH cati on
text thus generated is thereafter transmtted fromthe cqonputer ,of the
entity i % ReresHudataotepds LAt beyepormous. For example, it is

assumed that Q = GF(q): Galois field with a primitive
element of ¢, h =1, 8 is the £th power of a (logB = & -
log @, and R(&) = (1, B, B2, ---+, Bmw1]T, and I is
encoded as {0, 1, 2, **-+, n-1} . Since this identity
) transformation R is not unidirectional, it is not a strict
linear transformation. However, the identity transformation
R corresponds to a linear transformation proposed in the
previously mentioned article "An Optimal Class of Symmetric
Key Gepneration Systems" by R. Blom. The linear code LR
corresponds to the Reed-Solomon code. In this category, it
is necessary that the total number n of entities in the
network be smaller than "q" in the Galois field Q = GF(qg).
If this category is'applied when n = 1012, then the minimum Q
is GF (24%), requiring a very large amount of data. The
latter process in which the identity transformation R is
randomized for each entity is a process which has been
realized by the random transformation in the above
embodiment. According to this process, even if the total
number m of identifiers (which is equal to the total number
n of entities in the present cryptosystem), there exist a
number of identity transformations R which can be processed

at high speed with a small amount of data.
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.The cryptographi c communi cati on random nunber data should preferably be
generated and updated each tine an cryptographi c conmuni cati on process is
carried out. However, the cryptographic comrunication random nunber data
.may be updated each tinme several cryptographic communication processes are
carried out, i.e., the sane cryptographic conmunication random nunber data

are used in the spvirling rPaOPrapbss SLMULAL CES | Elie RS D
After having received the encrypted comunication text, the recerving

entity j decivide the weid-kpown asgmptotiat vwrsmamemnﬁwa)mdmn
cryptokey Kji (= Kij) which is conmmon to the entities i, j for finally
producingtherﬁnlﬂqwingnneuaﬁign 5in FIG 7). Specifically as
shown in FIG 7, the receiving
entity j mre:sesmdﬂmm dhepesyaptrLiic (Yarshamew-Gilbarty er’PélQ: JlSey to
decrypt the encr pted random nunber data of

obtaine

m/n + r = ®(b/n)

where r = m<logq(g-1), ¢ is a function defined by
® (u) = u-log g(g~1l) - u-logqu - (l-u)logg(l-u).
In the above inequality, "b" represents the total number =
-) #B) of entities j attempting to break the cryptosystem.

The above inequality determines a limit for the
total number b of entities j required to break the
cryptosystem. The number b of entities which does not
satisfy the above ineguality indicates that the cryptosystem
cannot be broken.

It is derived from the above inequality that with
respect to arbitrary numbers m, b, even if at most b
entities j collaborate with each other, there exis£ identity

transformations R preventing the entities j from analyzing

(X
s

the secret private key Xi of another entity i. It can also
been seen that the personal randomization of the identity
transformation R results in a linearly independent structure
while satisfying the above condition in many cases.
Therefore, the present cryptosystem is made highly
secure by the personal randomization of the identity
transformation R. Stated otherwise, the personal

randomization of the identity transformation R increases the
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«.the received encrypted conmmunication text into encrypted comrunication
random nunber data (step 5-1). Then, using the decrypted cryptographic
comuni cati on random nunber data as a key, the receiving entity j decrypts

-the ciphertext of the encrypted conmunication text back into the plaintext
(step 5-2). The receiving entity j can finally conprehend the contents of
the pl ai re@s@la%idy G8(R)r ofsmi desagiphionyof | thehidentyigno drassic
conmmuni cati on process between the entities i, j is now conpleted’

The conput¥FBBFindh aord the spmpleEity €8(R}PF y@fhgevﬁdlaﬁlt?él &ove

rocessing for cr gphi ¢ comuunjcations is _shown in block formin FIG
3 the %}%‘%ﬁﬂ%ﬁflﬁpeRrsanfihsieanﬁh%e@wl@wcﬁdtma i ti s 2

cre ancdedEti ok e ErRupfaiaae (B 0% RSB, Sioring ¢ he
secr et prée@pgnkoefv Mol OELE LR LERRSEREATSIAN A 09y Pl ol ntexts

such as ces, progfrans, etc., and encry texts. The

mai n un|tk %ﬁqgﬁnéﬁg I?% oE§sE8ﬂChkgﬂfy S&g@;gn key generator 7 for

gener ati ng an-encr detrypting processor 8 for

encrypting and degy walﬂgy,cganc§ﬂQT’d@t.a @lsff‘”dé}{a rjyn.b%rll gepapator 9

for

Cd(Xi) = 64 [Kbytes]. In this case, it is possible to effect

cryptographic communications between two arbitrary entities
“) | in the cryptosystem including up to 10120 entities at
maximum, using a common cryptokey of 160 bits. If a 32-bit
CPU and 640-Kbyte memory are used at a clock of 200 MHz,
then each secret private key can be calculated within 20 ms.
This crypto-system cannot be broken completely unless 8192
entities collaborate with each other., Because of personal
randomization for each entity, unless at least 256 entities
collaborate with each other, any information of the secret
private key of another entity cannot be obtained.

In the above embodiment, the center matrix is
established in addition to the weighting function and the
Fourier transformation algorithm. However, the weighting
function itself can be used as the center algorithm.

While the Fourier transformation is used as the
integral transformation in the above embodiment, any of
various other integral transformations such as a Laplace
transformation, a Miller transformation, a Hilbert

transformation, or the like may be used.
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-generating cryptographi c conmuni cati on random nunber- data, and a data
storage nenory 10 for storing a common cryptokey generated by the common
key generator 7 and data such as 30

- crypt ographi ¢ comuni cati on random nunber data generated by the random
nunber generator 9. The conputer of each of the entities 2
operates to carAytboughhe @&nﬁ&iqnpn&ﬁarnﬂd emppdiagenpho€ tbemuni cati ons
as follows: For generating a common cryptokey (the step 3), the
secret pbregeBtképvention hake hermishows andadessriketlohn detaili hiE whi ch
are to be_used are indicated fromthe keyboard 4 toQ the main unit 5 of the
conputerSBPuégcﬁean@ﬁEStQQQnEﬁﬁﬁtWQﬁ}QQﬁjqn§8€P§lﬁ&deﬁPﬁ%fbgatq¢R§secret
private key . Xn aae ége i dentj f.ier ansfornatlon %bgorlthn1 i ch have

been i ndf"@d: 8§ Bf ?+QnW%ﬁﬂ9qﬁa 189 FXPRe tBENTERAPE KRy Yiferator 7

in the identifier yn of the other entity with which to
connunlggpgeﬁggéng%?% from

;NDUSTRIAL APPLICABILITY
This invention is useful as a simple and secure
ciphertext communication method with the common cryptokey
“) system on a network such as the Internet, a personal

computer communication network, etc.
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-the keybeardm4whnt0-the main unit 5. The common key generator 7 applies
the identifier transformation algorithm and the secret private key Xn to

e A T I

HﬂﬂﬁjﬂLidentifier yn, generating a conmon cryptokey (the
§ % erated common cryptokey is then stored in the

R c M

data storage nenory 10. In the conputer of the transmtting

entity, data (entered data.of a phfad&MSa sentence, or the like) for
generating cryptographi c conmuni cati on random nunber data are entered from
the keyboard 4 into the main unit 5. Based on the entered data, the random
nunber generator 9 %fnerates one-ting pass cz{ptographic conmmuni cati on

random nunber datle

31
10.

L.

pethedepf 1effeghing ( pURLIGAtIORS, 30 FLEBFPLEgr aphi ¢
comuni cati on,ranpdom nunber gdata in the data skpra e menory
and xe¢elye COMPHPLPADLOR HIatH FEHY (3 RPN CFYPLOKeY Tor

encrypting and decrypting the communication data between
entities in a network which includes a plurality of entities
and a center, comprising the steps of:

encrypting the communication data with random number
data as a key and encrypting the random number data with the
common cryptokey in a transmitting side, and transmitting
the encrypted random number data together with the encrypted
communication data from the transmitting
side to a receiving side; and

decrypting the encrypted random number data with the
common cryptokey and decrypting the encrypted communication
data with the decrypted random number data as a key in the

receiving side.

2. A method according to claim 2, wherein said
random number data comprise one-time pass random number

data.

3. A method according to claim 1 or 2, wherein said
random number data are generated according to a given

process of the entity at the transmitting side.

4, A method according to claim 3, wherein said given
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. pl ai nt ext d in the database 6 is indicated by the keyboard
4to theigm‘ p “mai‘mm the indicated plaintext is read fromthe
dat abase e encrypting and decrypting processor 8. The encrypting

-and decrypting processor 8 encrypts the cryptographic conmunication random
nunber data stored in the data storage nmenory 10 using the. comon
cryptokeprebessdcbmprheedaaamaﬂu&kuﬁaﬁnaan@griﬁg(phecesSepaﬁdZ&aland al so
encrypts the plaintext using the cryptographic comunication ramdom nunber
data as @nReyipehpasstpersomyl rRsiashombesd dakadanengeberateda and the
encrypted plaintext or ciphertext are held as an encrypted commnication
text in basedapBbhBe Biming quﬁ%%ﬁtmﬂnuaﬂr§ﬁ§ﬁ1?Pﬁﬂriﬂgtﬁéo%%%%uter of the
receiving entity. In the conputer of the receiving entity, the
recei ved encrypted comruni cation text is held in the database 6, and then

read to the encryptin d, decr e encr I ng_and
decrypting proceéSo}P % é‘ﬂ%‘?: %‘pcilr{’@gé:ﬁjpf\?ﬁtl@d Faﬁﬂﬁﬁgﬁﬁnﬁﬁm ’glaTJaI%n t he
encrypteg gnunlcgtlon text back to the cryptographi c comunication
random n Hﬁ BEa° Sing the common cryptokey stored in the data storage

menory 10 (the s% :E_’aﬂ:l{x%)a(%‘&l%:g%ﬁprkexfartyeotk%fsh%ecﬁ‘i%}fp;:gdtﬂéai ntext in the

encrypted conmun cation
entities, in a center of the network, by transforming

identifiers peculiar to the entities according to a center
‘) algorithm which is held by said center only and common to

the entities; |

distributing the generated secret private keys from
said center to said entities; and

generating said common cryptokey in each of the
entities by applying the secret private key held by each of
the entities to the identifier of the other entity with
which to communicate for transmitting and receiving the

communication data.

_) 6. A method according to claim 5, wherein said
center algorithm includes an integral transformation
algorithm for effecting an integral transformation on the
identifier of each entity, further comprising the steps of:

distributing said secret private key and said
integral transformation algorithm from the center to each
entity; and

generating said common cryptokey by applying the
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{0 th L O h Akiext using the decrypted cryptographic conmunication
randoﬂlm‘m‘lﬁmwrﬂiﬂ'la key (the step 5-2).

32 * C ew plsal nt ext thus decrypted by the encrypting and decrypting
processor 8 is held in the database 6. As descri bed above, in the
cryptosystem according to the present invention, when the secret private
key Xn of integeal ckxansfornatigmalgozdthm and phepsearet ypeivate ey he
center 1, the identifier yn, such as a nane, of the entit i s "subj ect ed

2
to a FourVBichrarRiRplaithbrach wndityt &gr khe i@?ﬁﬁ%i%?ﬁa‘t’gowe et or e,
even if many,of the identifiers n of the respective entities are
analogouseﬁéﬁﬁde+£§,éhﬁﬁﬁito[ﬁqmmﬁéé&aﬁﬁen those identifiers yn are

subj ected to the Fourier transformation are well dispersed, and hence the
secret private keys Xn generated when those data are subj ected to the

center matrix are; al sqhighl v dlisHng o o148n6CUREMENCEasd e cont er

al gorithm conpri sing e center
integral transformation algorithm comprises an integral

transformation algorithm with a weighting function.

8. A method according to claim 7, wherein said
:) weighting function is determined in an unpredictable pattern

by random number data generated in said center.

9. A method according to claim 8, wherein said
random number data comprise one-time pass random number

data.

10. A method according to claim 6 or 7, wherein said
integral transformation algorithm comprises a Fourier

transformation algorithm.

11. A method according to claim 6, further
comprising the steps of:

randomizing, in said center, the identifier
'transformed by said center algorithm, with one-time pass
personal random number data which are peculiar to each of
the entities, thereby to generate said secret private key,

and distributing, from said center, an identifier
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natrl ter 1 is made difficult to analyze even under the
so cal mmnmm‘m@m ml attack The integral transformation may be
Lapl acec transforynmeti on, | er transformation, a Hilbert

-transfornatlon or the Ilke, other than the Fourier transformation.
However, the Fourier transformation (nore specifically, the fast Fourier
transforrﬁnanﬂiprmg&GOasalghélthmegmG&udlngnﬂnnaﬁﬂQnytthfpﬁe i |l ustrated
enbodi ment is_effective to make the secret private keys Xn highly
dlsperswﬁ9n9%*&nal9Btt§h9r6%%@%n¥ﬁe°$ckﬂﬂ|34499?%%@t&PnhWBH°hsﬁ§8d with the
conput er e . the ctlon I s ,adqded |na&he center

al gorit hrﬁqné‘ralé‘@ﬂel"&t F’P@dt ﬁ%c\é\%'lE?g{’i‘ﬁ%% ey \and ®aid jotegr
't or val SHAPSAMEEIER BRIPRECRbLr FRIS T P ° éetgpte?%at'sﬁ' From
being abnotmally (dbtP8ESefle EHELLPLIP &ua
generating said common cryptokey by applying said
identifier transformation algorithm and said secret private
key which are possessed by each of the entities to the

identifier of the other entity with which to communicate.

12. A method according to claim 11,.wherein said
identifier transformed by said center algorithm is
randomized by rearranging a sequence of data representing
the identifier transformed by said center algorithm, with

said one-time pass personal random number data.

13. A method accoxrding to claim 12, wherein said
sequence of data contains a plurality of unnecessary bits,
and said identifier transformed by said center algorithm is

- randomized by randomizing the values of said unnecessary
bits with said one-time pass personal random number data and
further rearranging the sequence of data, including said

unnecessary bits, in its entirety.

14. A method according to claim 11, wherein said
one-time pass personal random number data are generated

according to a given process of each of the entities.
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-because unction I s added as an unknown al gorithm el enent,
in ad @ﬁﬂﬂ er matrix and the Fourier transformation algorithm
in th |t m for an unauthorized person who attenpts to attack
-t he benter algorithm it is highly difficult for such a person to analyze
the center algorithm The center algorithmremains highly difficult to
analyze in view of the fact that the weighting function is generated in an
unpredi ctabl e form u3|n%90ne ti me_pass random nunber dat.a.

generating the sécref BEFNAHeaREGTHNT tHR ciaddhili%y sthegedn SAddsybj ect ed to

t he center orithmand also the raq%g zatio random t ransf Qrnati on
based on 9 r?éptﬁ‘??é’eﬁés§°r“aﬁaﬁﬁ?nﬁn‘5%’?u S qaeaﬁmtgopéasﬁsam Apg o

pocul far T M E ?E‘ﬁgri%%%‘?%%% Sal eu?@%&o AN R
N0 COr T Gyl dip e IANAGTL ! EAITTRLRLY e rent%%ég,ytggoeagy'es 2.

Therefore, even en ap h each ot her
in an attenpt to anal yze the center algorithmfromthe secret private keys
Xn whi ch are possessed by the respective collaborating entities 2, those

entities 2 will figndal hetBX4" 88BSYdfhd fis Wilaild 18Naleyse nble center

algorithm In the
comprising the steps of:

randomizing, in said center, the identifier
-j) transformed by said center algorithm, with one~time pass

personal random number data which are peculiar to each of
the entities, thereby to generate said secret private key,
and ‘distributing, from said center, said secret private key
and distributing the secret private key and an identifier
transformation algorithm including an algorithm for
canceling out the elements of the randomization which are
contained in said secret private key, to each of the
entities; and

generating said common cryptokey by applying said

g

-~ identifier transformation algorithm and said secret private
key which are possessed by each of the entities to the

identifier of the other entity with which to communicate.

17. A method according to claim 16, wherein said
identifier transformed by said center algorithm is
randomized by rearranging a sequence of data representing

the identifier transformed by said center algorithm, with
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,random he val ues of unnecessary bits of the data produced
after t Hi‘iﬂi‘ﬂ{)m“!mﬂ ‘“‘entifier yn have been
ed t*0 the Fourier transformation, the weighting
—functlon and the center matri x are random zed by the one-tinme pass random
nunber data and then the random zed unnecessary bits and the useful bits
are rear regbPne-time passypersenall randem AL Adting person to anal yze
the center algorithm because such a person is unable to recognize which
part of the data of the secret private key Xn contains those unnecessary

?rtyf)t O:SSS? Sﬂitégﬂa L&ﬁ{eﬁﬁpﬂegé’%&ﬁ?ﬁrﬁ?ﬁ%h h'ze?’a?‘ffﬁ*{?ie& S Eigng{?%ﬁ the
Four | or eARAGEnet SRtt: Apbsrare frahufariel o Hhedkenat eSS 70
Frans? of Tid s D308 98sbhe R Pofhed rﬁf{ﬁscftceq{'ﬂa\iata‘iglffﬁtm igte. 1t is

| npossi bl'e ana yze a actu
randomized by randomizing the values of said unnecessary

bits with said one-time pass personal random number data and
further rearranging the sequence of data, including said

unnecessary bits, in its entirety.

19. A method according to claim 16, wherein said
one-time pass personal random number data are generated

according to a given process of each of the entities.

20. A method according to claim 19, wherein said
given process comprises a manual data entering process, and
one-time pass personal random number data are generated

based on the timing of said manual data entering process.

This Sheet Has Been R laced
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-For generating a comon cryptokey for cryptographic comunications in the
cryptosystem the identifier transformation algorithmincluding an

al gorithmfor canceling out the elenents of the randomtransformation
‘which are reflected in the secret private key Xn has to be distributed,
together with the secret private key Xn, to each entity 2. However, since
the identifier transformation aIgB&ﬁ?ﬁﬁFTs a conbi nation of the algorithm
for canceling out the elenents of the rapdom transformtiqn,the Fourier

transformation alffr i9HHRACtiRg CREPHRITAPRHY FORRERHTALIQRY Petyesd ¢iffi cul t

o i noi vigduallpe anal vee e 3l ggrhiim oot ey | NAMdY Y kil the

From the §achte 28, A Penba b Ript el B} Lot yHHd i Mepueet ™ 1 [

_ _ er transrormatio gor _ Y,
pract i caldyaddiasialio blgo22ehi?End e SEMEL ORI BT Willepcenter 1.
have previously been distributed from a center, to the
identifier of the other entity with which to communicate
(step 3). In a transmitting side, one-time pass
cryptographic communication random number data are generated
:) and encrypted by the common cryptokey, a plaintext is
encrypted using the random numbei data, and the encrypted
random number data and the encrypted plaintext are combined
into an encrypted communication text (step 4). In a
receiving side, the encrypted random number data in the
encrypted communication text are decrypted using the common

cryptokey, and the encrypted plaintext is decrypted using

the decrypted random number data as a key (step 5).
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tnportant for the security of the cryptosystem fromthe secret private
key Xn, etc. of each entity 2. For carrying out cryptographic
communi cations between any arbitrary gntities i, j, a plaintext is not
directly encrypted using the common cryptokey Kij, but is encrypted using,
as a key, one tinme pass cryptographic comrunication random nunber data
having no localized features, and the cryptographi c comuni cation random
nunber data as a key for decrypting the encrypted plaintext or a-

ci phertext are encrypted using the comon cryptokey Kij. Therefore, even
if athird party intercepts an encrypted conmunication text, the third
party finds it difficult to analyze the conmmon cryptokey Kij based on the
encrypted comunication text. Inasmuch as it is difficult to analyze the
common cryptokey Kij, it is also difficult for the third party to acquire
the information of the secret private key Xn of each entity 2 which is
contained in the common cryptokey Kij and the information of the center
algorithm which is contained in the secret private key Xn. The security
of the plaintext is maintained as it @ngrypted using the cryptographic
communi cati on random nunber data as a key.

1
CENTER

2 2
ENTITY oo ] ENTITY




« The cryptosystemis therefore highly secure agai nst
36 various forns of attack. In cryptographic conmunications
between any arbitrary entities i, j, e entities i, j can generate and

» share a common cryptokey Kij sinply By applying their own secret private
keys Xi, Xj and the identifier transformation algorithmto the other
entity's identifiers vyj, yi, without involving the center 1 and requiring
previ ous conmuni cation between the entities i, j. Accordingly, the
cryptosystemis sinple and highly versatile as well as highly secure. The
idea that the identifier yn plays an inportant role in generating the
common cryptokey Kij as described above is simlar to the concept
disclosed in "ldentity-Based Cryptosystens and Signature Schenes
/ Advances in Cryptography: Proceedi ng FFGCR/PTO 84/ Springer LNCS 196,
1985, pp. 47 - 53" by A Shamr. The effectiveness of the
cryptosystemto which the

L CENTER

SET OF ENTITIES: E i j

N .
-
SET OF IDENTIFIERS :1 i Yi
) / /
( 77
SET OF SECRET Xi X
PRIVATE KEYS ! .
\_ —
Y
A

!

SET OF COMMON e {1t
CRYPTOKEYS : K 3¢ K;)




firet hod -according to the present invention is applied discussed froma nore

theoretical standpoint will be described bel ow. In the
cryptosystem the secrete private key3%f each entity 2 is generated and a

common cryptokey is generated accordi to a linear transformation or
schenme. Such a Ilinear transformation will be described bel ow. It
I's assuned that Xif represents the secret private key of an entity i for
the generation of a comon cryptokey shared by f entities 2. According to
a general concept for constructing the above linear schene, an f-input

symetric transformation g (V\himS p symmetric function having f
37 vari ables) is arbitjrari]y]selected, & thg se private
key Xif of the entity i is deterjggnepl ps an f-1 ip ran f§9r t@ whi ch
satisfies an equation: Xif ( [erld~}p.]., [el}] L@E-o]yi.|[E@r]]. B
,[err]) with respect to the iden gjar yi E E"’ Z
5 B z E =) |§
éfb Bgm 1‘ g
2 2.
E%‘E @ Y %
R = <
Z 8<3 -3 z 8Kl 18
o > O
) 3 = gé?j <5 % EE &
) s | BELLRRE (Liez | 26| =88] |E
" o3 | [BEEREE st HEles HE[E S HE
22 | (58] SiELal| 2az| BIEE| Begl 8
o= |9 [ecER|| LEE| TEE| Tae| e
=2 &)
g3 23 SEEl (BES &8 z2 5
SV i >t EBNS 293 ©o E
& éﬁ%ﬁ 83 Sz 8 S
=LlEssl 2ol Tz Il () 2
o g2 (Bl (2] = e
E%‘E §z-‘ E}*S >R g %E 8
536 I« =252 || %3 S gzl /o)
o (EEl3 A2 E§ oIS, | [Z18El |&
s - P P
228 B2 E ggﬁ <€ [T1EIeEMEleEM 2
g3 &) pEusll (Exd e gl | B
D gEg SoEEl (CBEl | 25| | &g |5
e sEg|| |BE8[ | 88 | &§| |
sossll (548 =2l |8
0BB%S %\Ej 4 g
! o)
» O
E &= £ & E =3 l% &
s |Eo|(ES 8 (BB (B |3
= & Q& ™ ERE < 5
EREE 3 \E)
<8 |88 (£ 2EE| &
m < NoAL) g Bop= —x4a
o O
[a UIR 7] QO




s0f the entity i where is a variable representing an arbitrary identifier.
The linear transformation can be found so that the kernel of the f input
symmetric transformation g is in accord with a multilinear map (an f-
-linear map), and is basically defined/®n a vector space on a Galois field

and generalized as a cost on a ring. The cryptosystemis based on
the assunption that f = 2, and the above linear transformation is defined
as follows: It is assunmed that the set of entities belonging to

the center 1 is represented by E, the set of the identifiers of the
entities by I, and the set of common cryptokeys by K (see FIG 1), and that
Q represents a commutative ring having a unit elenent, J a coset of an
order mover the commutative ring Q and K a coset of a higher order h
over the comutative ring Q the cosets J,K having elenents as m and
h-col um vectors, respectively. If the coomutative ring Q is a field, then
the cosets J, K are vector spaces having respective dinensions m h. The
order mis equal to the total nunber é%j%entifiers. It is also
assuned that R represents a linear ﬂﬁﬁ f®rmation for infective mapping
fromthe coset | to the

) STEP 1-1

GENERATE RANDOM NUMBER DATA BASED ON MANUAL
DATA ENTERING OPERATION

ONE-TIME PASS RANDOM NUMBER DATA

STEP 1-2 STEP 1-2
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»Coset J,
38
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Based on the above assunpti ons,
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é& rows. and m colums over the commutative ring Qis determned to satisfy
the equation: xi [err] [err] = g(R(yi), [err]) where [err] represents an
arbitrary mcolumm vector and is an eél ment of the coset J.

Mor eover, for the given identifier vyi (?err] ), a 1- input transformation
Xi () is fornmed to satisfy the equation: Xi () = xi[err]R ([err]) where

[err] is an arbitrary elenent of the set I. The 1-input
transformation Xi ([err]) is a secret private key for the entity t, and is
expressed by the follow ng equation: Xi ([err]) = Vi(R([err]))
39 where a 1l-input transformation Vi is defined as Vi ([err]) =
Xi  * [err] using the above matrix xi. If there are a plurality
of centers, then "xi" in the equation Vi ( [err] ) = xi [err] [err] is
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of the matrix xi determ ned as descri bed above for each of t he centers.
W-th the secret private key Xi thus defined, as can easily be seen from
‘the above description, the equation: _Xa(yb) = Xb(ya) is satisfied for any
‘arbitrary entities a, b [err] E i.e?(ea common cryptokey Xa(yb) = Xb(ya)
Is obtained when the entities a, b enter the other's identifiers yb, ya
into their own secret private keys Xa, Xb. Even if a multivariate
polynom al is selected instead of the multilinear nmapping g, such a
multivariate polynomal is covered by the linear transformation of the
present cryptosystemfor the reasons that any arbitrary polynom al can be
rewitten as a |inear polvnonial by an appropriate transformation of a set

of unknowns and sgch a t or mat Mpn £an be absorbed Tn the Fﬂentity
transformation eove trapgf.o tions are interpretdd as a
conposi tion of g | fhkar tfra rmati ppgand an operation such ag an

exponential fung The f [the linear transformtfion of the
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A, Cd(A) and Ce(A) represent the conplexity of a description

=40 of the transformation A and the conplexity of an eval uation
of the transformation A respectivel Yg t this time, the above
Yransformations Xi, R Vi satisfy thef/ |l owi ng equation and inequality:
Cd(Xi) = Gd(R) + Cd(Vi), Ce(Xi) [err] Ce(R + Ce(M).

If the input (identifier) of the Lransformation Xi which represents a
secret private key is described bit], then the conplexity Cd(Vi) of
a description of the transfor I S expressed by: Cd(vi) =
h mw[bit]. The conplexity Ce n eval uation of the transformation
Vi is expressed by: Ce O¢h[err]m [Q operation] where 0 (h

[err] m) [Qoperation] signifie [efr] morder on the
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PCY/ 3 P“H'f OO%—B‘Z
comutative ring Qand its value can be eval uated substanti %ﬁ
Qwerr]) [bit transformation], i.e., a w2 order. VMen |ve
“rimg Q (e.g., a Galois field G[2]) is selected, the c n?gﬁa S
low in |evel. Therefore, the conplexity Cd(Xl) of a descrlptlon

of the tr nsfor tlon and the, co Xi val uati on of

t he transf gé?apgﬁﬁePﬁtaﬁgpP%gi+éét% Qﬂu%{?ﬁ%? ) of a

descriptlé%ég E@ﬁgjdentlty transformation R and the conplexity Ce(R) of
n K

an eval uat e transformati on R A case in which one or
nore entities |j

break the cryptosys?gﬁ#gggo%%gl ?%?1bl¥vé? aﬁ?%%?%? frqg f%tj‘%tuéescrlbed
bel ow. the c%wuambxwhodmsa&w@ & ete' y means to
det erm ne t e above nmultilinear mapping g: J[err -> K or breaking the

Crypt o- sysiamigeeRtgt ehvmsblivh§ ALE€S8@F Ypted by a cryptokey for
communications according to the conventional communication
process. Once the cryptokey is analyzed, the center algo-
rithm may also be analyzed by a collaboration of entities
with the process disclosed in Japanese patent publication
No. 5-48980 especially.

It is therefore an object of the present invention
to provide a method of effecting cryptographic
communications using a common cryptokey in a cryptosystem
while increasing the security of the cryptokey against
various forms of attack.

Another object of the present invention is to
provide a method of effecting cryptographic communications
using a common cryptokey in a cryptosystem in which secret
private keys for generating a common cryptokey used for
conmmunications are generated by applying a secret algorithm
common to entities to the identifiers peculiar to the

entities, and distributed to the respective entities.

DISCLOSURE OF INVENTION
To achieve the above objects, there is provided in
accordance with a first embodiment of the present invention

a method of effecting communications wherein when
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that the center collaborate with the entity or entities or as many
entities as the order of the nultilinear mapping g (which is approxi mately
equal to the total nunber m (= order of J) of identifiers) collaborate

wi th each other. However, such a collaboration is inpossible to achieve
practi cal The stsibiIitz of determ ning a secret private key

Xi of an‘%ﬁ?Wﬁ&qatﬂfnsﬂﬁéaeﬁﬁiFF%%ST Tred prtwpen igfeli®wa For this
Goscr  bedaie vnich S5RTERETR' pPREh B S Sl A 8 hat e

anti 11 o BPTRsRaetata hhibe R brded et Rt ol sk M 0y
it or 1SR GUpgeR, aca B3 EPHEY (AT Mo £ bith SRARE B3, 30 Cnt' 1y
in the s§ihcrkpreld w §hegu5¥??ggie§ Ok 418 siﬁﬁ;@%itns"wfﬂrh qz_%%h entity i in

1 :
the set E- B, an identity ansformati on 't nearly 1 ndependent of

the whol &-ddRiYiihg _Eijdej[, eEhb Q&crﬁté@%ﬁ&ﬂ%nﬂﬁ&nﬁﬁ% gansfor mati ons

R(yj) of the entities j in the ‘subset B". Consequently, the security of
the |inearansmaksbar €Bgbened witle e airyifodd urik@ichRiber gRLQl the

from the transmitting side to a receiving side, and the
encrypted random number data is decrypted with the common
cryptokey and the encrypted communication data is decrypted
with the decrypted random number data as a key in the
receiving side, comprising the steps of generating secret
private keys peculiar to the entities, in a center of the
network, by transforming identifiers peculiar to the
entities according to a center algorithm which includes an
integral transformation algorithm with a weighting function,
and which is held by the center only and is common to the
entities; distributing the generated secret private keys and
the integral transformation algorithm with a weighting
function from the center to each of the entities; and
generating the common cryptokey, when the communication data
is transmitted, by applying the integral transformation
algorithm with the weighting function and the secret private
key held by each of the entities to the identifier peculiar
to the other entity with which to communicate.

With the first embodiment of the present invention,

in the transmitting side, the communication data are
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42 I nformation theory is reduced to the |Iinear dependency of an
arbitrary subset U of the set {R(yi) | i [err] E} . Therefore, there is
a strong relationship between linear transformations and |inear-al gebraic
conbi nations. For evaluating the security of a linear transformation, it

=* 0} "Ger PREGYBG 0”55355*;@% SR %?%‘dow[te L”mz
o and BuaBbUTRS AN e Mnciicdd G Uil SHERS! cOUpBRLLL ggd%e e,

set of code words Z expresse unn VECEBr oV connutatlve

ring Q t@ﬁcE??@HHt raﬂéoﬁlhﬁuﬂo&?'dg%va%ﬁ @he"ﬂ‘%%c'r??t@érbiv ﬁH?E&tg@ﬁ“ x H

being zero. can easily be derived that the ex ence o rd z

([err] LRpa®h k@mﬂanmgt% o [ the oy sadbhe Thasimbhabnthe secret
private key Xi of a certain entity i can be derived by the collaboration

of s-1 enthgl @Ez‘ﬁptokey, whiclPeis anald ety 4 ee dealikedlragsformation R
I.e., making the identity transformation R peculiar to each
contained not in the communication data encrypted using the
random number data, but in the random number data encrypted
by the cryptokey. Since the random number data have little
characteristic information, it is highly difficult to
analyze the cryptokey from the encrypted random number data.
Inasmuch as the communication data are encrypted by the
random number data, the security of the communication data
is also maintained sufficiently. In the receiving side, the
random number data can be decrypted using the cryptokey
common to the transmitting and receiving sides. The desired
communication data are finally decrypted using the decrypted
random number data as a key. Therefore, the cryptographic
communications are carried out without any problems.

According to the present invention, therefore, the
cryptokey in the cryptosystem which carries out
cryptographic communications between the entities using the
common cryptokey is highly secure against various forms of
attack .

In this case, according to the first embodiment of
the present invention, the common cryptokey is generated by
activating the identifier on the receiving side using the

integral transformation algorithm having a weighting

R LA
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entity, renders the crypto-systemresistant to attenpts to break the
cryptosystemeven with the collaboration of many entities. Specifically,
“if the identity transformation R(yi) of an entity i is linearly dependent
on the set {R(yj) |j [err] B} of identity transformations R(yj) of

ti titi s &J s L. B), LIVi to b t.h QL. t d
Ry) = | G T innaibelorbdd "Uo fagh FE i URER BN Tas can
b f t finiti t L vat th t
orivate ke tiine aaflers PraRat BEF Sl G SRR he

e KeY S . ' e
?EefehﬁZI{%## %ﬁﬂggkgr%yéﬁFéégfgf.th%h%?%?%ﬁe?lq$ﬁ§%§ﬁ ﬁ?%) %51%gpﬁg§ ] .
trying to fiiieafeinQ rGhERLRRMEL 6N & 8F0 LEEAM Yor W LR Gre 121Gl Private key X

of the other entity i. However, when the identity trarfstormation Ris
per sonal i Z&athetilon,S coadertBeal! iasnt of e hpeniiiar tRldath idntdithficult for

the set B of given entities j to find an entity j having an idéntifier
thereby generating the private key.

More specifically, the identifier may be the name,
address, the mail address or domain name thereof on the
network, or their combination of each entity insofar as it
is peculiar to each entity and is public to at least to the
entity with which to communicate. In addition, if entity
names are used as identifiers, then since many similar names
tend to occur, the identifiers are not well dispersed (i.e.
the distribution of the identifiers is liable to be
localized). Many of the secret private keys of the entities
which are produced by transforming those identifiers with
the center algorithm which has a symmetry as described above
tend to be analogous to each other. As a result, the secret
private keys and the center algorithm may be liable to the
analyzed under so-called differential attack.

However, in the present invention, the secret
private keys of each entity aie generated by effecting a
center algorithm, containing an integral transformation
algorithm (specifically, an integral transformation
algorithm possessing a weighting function, wherein the
significance of such a weighting function shall be discussed

hereinbelow) on the identifier of each entity. Therefore,
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yi capabl e of anal yzing another secret private key Xi. Stated otherw se,
the entjties j of the set B are unable to conprehend which entity's secret
pri'vate key Xi can be analyzed fromthe information of the secrete private

keys X, etc. possessed by those entities j. Conversely, it is also
difficult for an entity i haVIngﬂ} given identifier yi to find a set B
cont ai ni n§h8ndpBRNPFedEred|whah %akﬂtegiﬁéJﬁf@ﬁ&fPF§a§é€Feﬁlﬁ?F%5?% key

Xi . Theref ore,

anal yzed 1S apaﬁ?ﬁrﬂ’fi%d@h%?f#%“ eag%: o R8T, rl@%bé%‘%ﬁ?ﬁén hto e
By

s of esoCRPraHPRBLY ¢ aHbe Te5TSy S t%e?e%?ﬁé%?%eﬁi'#?}“?%n@%ﬁ%t fon R

for the DU3ORSEeofel NCERERLASke ! Hohd cml 5 Driadt hggLeLhgappgecurity of

t he crypt oSy ous i near t ons can be sel ected

for per seeghé,z_aai Grf?{:hxﬁ herd e iion it Aes ok Eﬁ%%oﬁn&r Bagi cal Iy,

t echni ques per | zing the |dent|ty tra ormation R are roughly

cl assi fi ealf@é?eﬁwafaa@%ke& the like. ! Fh@N@neh &hseeefgggraﬁst%

identity transformation R which correspon stoa |near co

\2/2! | knowaryptespseék O§ @M Vincrad@@RR! risineadehbSsuELEr bPivdge O her

key of each entity contains elements based on the integral
transformation algorithm, when not only the secret private
key but also the integral transformation algorithm are
applied to the identifier of the other entity, the common
cryptokef which is common to the entities which are going to
communicate with each other is generated by an algorithm
portion (which is assumed to be symmetric as described
above) of the center algorithm which precludes the integral
transformation algorithm.

In the first embodiment of the present invention, in
which the center algorithm includes an integral
transformation algorithm as described above, the integral
transformation algorithm may be a Fourier transformation
(including a fast Fourier transformation), a Laplace
transformation, a Miller transformation, a Hilbert
transformation, or the like. While either one of these
transformations may be used, these integral transformations
are defined in an analytically infinite interval. Since the
identifier to be transformed by the integral transformation

algorithm according to the first aspect of the present
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class, the identity transformation Ris personally random zed for each
entity., According to the fornmer process, if the total nunber m of
identifiers is increased for security, then the anobunt of necessary data
tends to be enornous. For exanple, it is assunmed that Q= G-(q): Galois

field wt Lt PO o T gt f
[L?r] ?1ogﬁgﬁgfhgh[%%??xﬁ%ggg%%rf4fgé%gnﬁf%érﬁ%%%élii?'?grg TE%%E?f?M?T.?,
[err]][ergh, aa@?nhtésriﬁﬁg)dﬁﬁeﬁstl{é) daka of the idBplifier Pg€ this

identity transformation is not unidirectional, 1t Is not a strict

linear traagfeceBli 08 theVeyesgrdne ¥ drinatlibanakonhgehi 88mpR&LT s£SpONds
to a linear fransfornmation proposed in the previously nentioned article

"An Opti mgheCliage , othSytHRASfSrmdEVidRNalaaid b BygrersalPysBagBl om The
| i near code LR corresponds to the Reed-Sol onon code. In this category, it

I S necessary thataAtberiibhal toutiberfirsd emiiodimeati bft e peéyenk be snmal |l er
than "q" in the Galois field Q= G(q). |If this category is applied when n
= 1012, tthewehbhon| ntharefpre, an integral transformation algorithm
with a weighting function is used as the integral
transformation function for activating the identifiers. The
aliasing can be prevented by adding such a weighting
function when the identifier is subjected to the integral
transformation. Since the weighting function may be
established arbitrarily insofar as it is capable of
preventing aliasing, the secret private key generated when
the identifier is transformed by the center algorithm which
includes the integral transformation algorithm with the
weighting function contains unknown elements based on the
weighting function. As a consequence, it is made further
difficult to analyze the secret private key and the secret
algorithm, and the security of the cryptosystem to which the
present invention is applied is increased.

In accordance with the first embodiment of the
present invention, the random number data which are used
when the entities themselves communicate are preferably one-
time pass random number data which are not reproducible or
hardly reproducible. More specifically, the one-time pass
random number data are random number data whose bit values

appear at equal frequencies and which are not correlated.




Is GF (240), requiring a very large anobunt of data. The |latter process in
which the identity transformation Ris random zed for each entity is a
process which has been realized by the randomtransformation in the above
enbodi ment. According to this process, even if the total nunber m of

identifiers (which is ual to the total nunmber n of entities in the
present cFYPR Qﬁﬁnuﬁbﬁﬁ' &atg §FnabenGﬁBSFa5¢d|Eﬁﬁﬁ¢t9nt¥Qﬁmﬁ%ﬂ4ﬁﬂn ons R

whi ch can b r.oc sse at high speed with a nount of data
45 bt RAREEE S halieg o oo SRR BERC L el TY ETHRNg Gaa.

ol at1 o OBV DG BB RERLaSRte of IEo0aF ChangURET AT omc “" o
obt ai ned: , unc:gﬁ@%tedae fdsarx{gl t&;%r LhERABN £ a YN Babm SR, dad s 9456”1 <q 1),

[err] is a
key and the random number data are encrypted using the

cryptokey, it is highly difficult to analyze the cryptokey
and the communication data.

The random number data are generated according to a
given process of the entity at the transmitting side.
Specifically, the given process comprises a manual data
entering process, and the one-time pass personal random
number data are generated based on the timing of the manual
data entering process.

Inasmuch as the random number data are generated
based on the time with which a phrase or a sentence is
manually entered in a computer by a human operator, the
generated random number data are not reproducible or hardly
reproducible. The one-time pass personal random number data
can thus appropriately be generated.

Further, in the first embodiment of the present
invention, the weighting function which is added to the
integral transformation function is basically established
such that its value approaches "0" at ends of the interval
of the data of the identifier. According to the present
invention, the weighting function is determined in an
unpredictable pattern by random number data generated in the

center. More preferably, the random number data comprise
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[err](u) = u[err]log [err](qg-1) - u[err]log[errJu - (1-u)log[err](1-u). In
the abqve inequality, "b" represents the total nunber = #B) of entities |
attenpting to break the cryptosystem The above inequality
determines a limt for the total nunber b of entities j required to break

Lhe  CTYPLSSYELED el PUIBEL e AL oo C0:0R5 Boksngelalve e
e, dgohi o 7 GhOMEA RS sl Wl UpEssorelyLougr i ary

there exi ghel J80hhi¥ng LFANSHIUIRIAGRS anﬁéeﬁhkaﬂvﬁﬂeofn£$%i&éti f£0om

analyzing the secret” private key Xi of another entity I. can also been

seen that thBe; @ereonady reNdoON 2ald dmdbrt A8 WHEBH! tXe {E8gRELI4ALION R

results in a linearly independent structure while satisfying the above

condi ti onfiifcERay ches "0* atlR®leckans, ofhenpr eneatvel Yot ospstemi s
made highly secure by the personal random zation of the identity

transf or mrght@noR +i5d aidshwdiifieny sSinghehperaadah ntapdpndged on of the
identity transformation R increases the 46
With the weighting function thus determined in an
unpredictable pattern, a person who attacks the cryptosystem
finds it difficult to predict the weighting function.
Therefore, the security of the cryptosystem to which the
first aspect of the present invention is applied is
increased. Particﬁlarly, if the weighting function is
determined by the one-time pass random number data, the
security of the cryptosystem is further increased as the
reproducibility of the random number data is eliminated.
While the integral transformation algorithm may be
of any of various forms, the integral transformation
algorithm preferably comprises a Fourier transformation
algorithm in the first aspect of the present invention. The
Fourier transformation is an integral transformation which
can quickly and easily be carried out by a computer, and
data transformed by the Fourier transformation generally
tend to be dispersed. If a Fourier transformation algorithm
is used as the integral transformation algorithm, then the
secret private key can quickly and easily be generated from
the identifier, and the secret private keys of the entities

are effectively made highly dispersive, thereby increasing
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conplexity Cd(R) of a description of the identity trans- formation R and
the conplexity Ce(R) of an evaluation of the transformation R and al so
the conplexity Cd(Xi) of a description of the transformation Xi and the
conplexity Ce(Xi) of an evaluation of the transformation Xi, thereby
keepi ng the cryptosystem highly secure. Inreality, if Q= G[2],
m = 8192, thadsécurpdy ohdrhe QyptpsyséemLKbytes]. In this case, it is
possible to effect cryptographic conmunications between two arbitrary
entities in the EpypeesystianiHdiofdiasgording to12bdeefiirstes at  naxi num
using a connnn,g&gptokey of 160 bits. If a 32-bit. CPU and, 640- Kbyte nmenory
are used SFPRAEPRRK QF the WGSent; RBNeBLIANs c EREENPF | CARREIGSE I be
cal culated, withip 20 .. _.This crypto-systemcannot be_pbroken conpl etely
unl ess 81§§ep%n‘?£tlfae%£%¥ﬂ2i‘é’t?orlé‘t§ i CRUESTH Bﬁﬁe?ge%%%’c%% of personal
random zafion for each tit nl at ast .256 entities collaborate
with eac h{:ﬁ?ﬁ%}r?r%%@mﬁ%%g}em%/éln&%ro%igﬁglghﬁr eVl%ﬁr?Q/%'f%mkeeypacﬁs anot her
entity Caﬁ@?&o&§1(¥§ﬁﬁéﬁxhumber data which are peculiar to each of
the entities, thereby to generate the secret private key,
and distributing, from the center, an identifier
transformation algorithm including an algorithm for
canceling out the elements of the randomization which are
contained in the secret private key and the integral
transformation algorithm with the weighting function,
together with the secret private key, to each of the
entities, and generating the common cryptokey by applying
the identifier transformation algorithm and the secret
private key which are held by each of the entities to the
identifier peculiar to the other entity with which to
communicate.

The randomization or random transformation is
carried out by modifying the values of the bits of a
sequence of data representing the identifier transformed by
the center algorithm, with the one-time pass personal random
number data, or rearranging the sequence of data, or both
modifying the values of the bits of the sequence of data and
rearranging the sequence of data.

Therefore, the secret private key contains elements

due to the random transformation in addition to the center
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In the above enbodi nent, the center matrix is established in addition to
the wei ghting function and the Fourier transformation algorithm However,
the weighting function itself can be used as the center algorithm

Wil e the Fourier transformation is used as the integral transformation in

LQeaafESBFaiggg’f?%EﬁQ? é;%a”%‘?omhe kLt R R L

47
A though 1t88 5k pRErei oﬁ%vr%ﬁ%efé%ﬁq* o™ BPREER: PHBchEFRIMas boon
shown and gfﬁﬁ%g gﬁga'ﬁhﬁgﬁa&e n:ﬁ%;i(}lﬁcﬂxél%l‘é”@?cr 989§t hat various

changes an I'cat 1 ons erein wt out eparting fromthe

scope of EEE:O&QEEE?@? ﬁﬁﬁéﬁﬁhre pédﬂifigqbﬁﬁ ARRLbEABLL! d¥ch entity, Thi S

invention iS useful as a sinple and secure
the secret private key of each entity contains accidental

elements. As a result, the security of the cryptosystem
against various forms of attack is further strengthened.

The secret private key to be applied to the
identifier of the other en£ity contains elements due to the
random transformation. Therefore, the identifier
transformation algorithm, which includes the algorithm for
canceling out those elements and the integral transformation
algorithm with the weighting function, is distributed
together with the secret private key to each entity. For
communications, the identifier transformation algorithm and
the secret private key are applied to the identifier of the
other entity for thereby generating a common cryptokey
shared by the entities which are going to communicate with
each other.

The identifier transformed by the center algorithm
is randomized by rearranging a sequence of data representing
the identifier transformed by the center algorithm, with the
one-time pass personal random number data.

More preferably, the sequence of data contains a
plurality of unnecessary bits, and the identifier
transformed by the center algorithm is randomized by

randomizing the values of the unnecessary bits with the
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ci phertext communi cati on nethod with the common crypt okey systemon a
network such as the Internet, a personal conputer comunication network,
“etc. 48

one-time pass personal random number data and further
rearranging the sequence of data, including the unnecessary
bits, in its entirety.

Because the values of the unnecessary bits of the
sequence of data which represents the identifier transformed
by the center algorithm are randomized with the one-time
pass perscnal random number data, and the seguence of data,
including the unnecessary bits, is rearranged in its
entirety, a person who attacks (i.e., attempts to analyze
the cryptosystem) is unable to comprehend which part of the
acquired data contains the unnecessary bits and which part
of the acquired data contains necessary data. The
cryptosystem is thus highly secure against such attack.

The one-time pass personal random number data are
generated according to a given process of each of the
entities, preferably, a manual data entering process, and
the one-time pass personal random number data are generated
based on the timing of the manual data entering process.

Inasmuch as the random number data are generated
based on the timing with which a phrase or a sentence is
manually entered into a computer by a human operator, the
generated random number data are not reproducible or hardly
reproducible., The one-time pass personal random number data
can thus appropriately be generated.

Next, according to a second embodiment of the
present invention, a method is provided for effecting

communications wherein when communication data is
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CLAI V5 1. (Anended) A nethod of effecting communications
wherei n when conmuni cation data is transmtted between entities in a

" network which includes a plurality of entities, the communication data is

encrypted in a transmtting side with random nunber data as a key and the

random nunber data is encrypted with a cryptokey which is common with the

y { ;
recei vi ngtEREL 1Rd HRvRfite @tdkdem AbnBeRetyatk vhieh dngdiudasd & oget her
ommuyni.cat i data fromthe transnjtting side to a

\rMetcgl if‘ﬁgﬁfﬁ%ﬂfﬁ t%%syp(l‘%g‘ﬁ FOREBALARFHRE data 1% KRS wi t h
W th the HBH P LTION iBoriHa: 520050 REUDFh SFFE F6cbi et e,
fo The cne (Talidf hliner, aaca, is HEBREBLEREES € e eMein g ™RaEnt i 11 or s
ot eor al 17 ar e e S Tt Rnl e Bal P LRE R o et i ch i o
held by jumber data is transmitted together with the encrypted
communication data from the transmitting side to a receiving
side, and the encrypted random number data is decrypted with
the common cryptokey and the encrypted communication data is
decrypted with the decrypted random number data as a key in
the receiving side, comprising the steps of randomizing, in
a center of the network, the identifier peculiar to the
entities transformed by the center algorithm which is held
by the center only and which is common to the entities, with
one-time pass personal random number data which are peculiar
to each of the entities, thereby to generate the secret
private key, and distributing, from the center, the secret
private key, and distributing the secret private key and an
identifier transformation algorithm including an algorithm
for canceling out the elements of the randomization which
are contained in the secret private key, to each of the
entities, and generating the common cryptokey, when the
communication data is transmitted, by applying the
identifier transformation algorithm and the secret private
key which are held by each of the entities to the identifier
peculiar to the other entity with which to communicate.

According to the second embodiment of the present

i ey ey 1
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said center only and is common to the entities; di stributing the
generated secret private keys and said integral transformation al gorithm
"with a weighting function fromsaid center to each of said entities; and
generating said connnn cryptokey, when said conmunication data is

transmtted pl I nt egr.al nsf.or m |on I hmw th the
wei ghti ng™ Pvﬁ§¥f8ﬁ {E@ A priVatE kY8 ch 894g£

secret pr m&%l%ngﬁfé{é %&9% Yerldlaa BNl ERnhBnl BEypldfRyTfLer peculiar

to the ot er comuni ca nmet hod

SCCore agkth el £ MGGy RIS RSB

wherein sghgh bANERA @h@@fesia;ﬁrﬁf%ﬁ@aera@c%édaﬁgowl BHe ! et VEN
algorithm (which contains a portion assumed to be symmetric
as described above), with one-time pass personal random
number data (random number data that are not reproducible or
hardly reproducible), the secret private key of each entity
contains accidental elements. As a result, it ié difficult
to analyze the secret private keys and the center algorithm,
and the cryptosystem is made highly secure against various
forms of attack. The secret private key of each entity
contains elements due to the random transformation.
Therefore, the identifier transformation algorithm including
an algorithm for canceling out those elements and the secret
private key are distributed to each entity. For
communications between entities, the identifier
transformation algorithm and the secret private key are

applied in each of the entities to the identifier of the

m—

other entity thereby to generate a common cryptokey shared
by the entities. Further, when the entities communicate
among themselves, identically to the above-mentioned first
embodiment, the communication data is encrypted by the
random data as keys, and in addition the random data is
encrypted by the common cryptokey, and encrypted
communications can be undertaken by receipt of such

encrypted members by the entities.
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process of the entity at the transmtting side. 4. A met hod
according to claim3, wherein said given process conprises a nanual data
" entering process, and said one-tine pass personal random nunber data are
generated based on the timng of said nmanual data entering process.

Functi on i s et or Fn@EoPRORRE NSt Bl BT o AT IBF dta o funber dat a
R R It S TR o e R R
b “iger, page ek afSRRE Yo Y BAARIRS et ek
50 communicate are preferably one-time pass random number data.

When using one-time pass random data in this way, it is

highly difficult to analyze the cryptokey and the

communication data.

In addition, the one-time pass random number data
are generated according to a given process of the entity at
the transmitting side. Specifically, the given process
comprises a manual data entering process, and the one-time
pass personal random number data are génerated based on the
timing of the manual data entering process. As a result,
the one-time pass personal random number data can thus
appropriately be generated.

With the second embodiment of the present invention,
as with the above-described first embodiment, the identifier
transformed by the center algorithm is randomized by
rearranging a sequence of data representing the identifier
transformed by the center algorithm, with the one-time pass
personal random number data. More preferably, the sequence
of data contains a plurality of unnecessary bits, and the
identifier transformed by the center algorithm is randomized
by randomizing the values of the unnecessary bits with the
one-time pass personal random number data and further
rearranging the sequence of data, including the unnecessary

bits, in its entirety. The security of the cryptosystem
REPLACEMENT SHEET
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transformation al gorithm 8. (Amended) A nethod according to
claiml, further conprising the steps of: random zing, in said

" center, the identifier transfornmed by said center algorithm wth one-tine

pass personal random nunber data which are pecul iar to each of the

h i ke di b ,
From sal Peamans i iR pEpReRt ?Pi%@fv%%ﬁﬁ# R (Tl di ng an

| thm f | h
Concalned i sai %Ec'r BTl bHEs bEPERhAL 3 d“&% BpE ani?*or ratfon
al gorit h@%&fﬁﬁéﬁ a‘@@o&ﬁ&h@gtf:“ﬁcgw@n pEOSEsLeS s Véé&h ¥ dpeecret private

key, to ea entities generating said comon

Crypt okeye by 3R Y m:%alsgeché@aali%ﬁrt&é agBed B d b AlcafriR@sand said
secret private key whi ch“are hel d by each” of the entities™to the
identifier peculiar to the other entity with which to comuni cate.

9. (Anended) A nethod according to claim8, wherein

VORo2LLTTRLT OSHEET
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said identifier transformed by said center algorithmis random zed by

X rearrang data representing the identifier transfornmed by
sai d cen ﬂmmlﬂgnc'jWHMIt sai d one-tinme pass personal random nunber
sAnended) A nethod according to claim9, wherein
sai d sequence of data copntains a plurality of unnecessary
bItS, and said identifier transfornedMSaid center algorithmis

random zed by randomi zing the val ues of said unnecessary bits with said
one-tine pass personal randon1 nunber data and further rearranging the

sequence of data. 1 i pEhudid) SRk IRECASSITULLS, chlinhhicgPILEETY.

11. (Amended) A nefh according to one-t1T1 nme pass

per sonal aadam, YEDET colfkdh AR AN Hatkeds 25aREHI REeliOpaLbygn Process of

each of the entities.
entities in a network which includes a plurality of

entities, the communication data is encrypted in a
transmitting side with random number data as a key and the
random number data is encrypted with a cryptokey which is
common with the receiving side, the encrypted random number
data is transmitted together with the encrypted
communication data from the transmitting side to a receiving
side, and the encrypted random number data is decrypted with
the common cryptokey and the encrypted communication data is
decrypted with the decrypted random number data as a key in
the receiving side, comprising the steps of:

generating secret private keys peculiar to the
entities, in a cénter of the network, by transforming
identifiers peculiar to the entities according to a center
algorithm which includes an integral transformation
algorithm with a weighting function, and which is held by
said center only and is common to the entities;

distributing the generated secret private keys and
said integral transformation algorithm with a weighting
function from said center to each of said entities; and

generating said common cryptokey, when said
communication data is transmitted, by applying the integral

transformation algorithm with the weighting function and the
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12. (A according to claim1l, wherein said given process
conpri mﬂmﬂmmmmu entering process, and said one-tine pass personal
random runber.dat a s arre generated based on the timng of said nanual data
entering process. 13. (Amended) A nethod of effecting

communi cat i ons. wherei n when nicagion data is, transmtted between
entities ?ﬁcﬂg%éQﬁ&ﬁé%?Mﬁ%ﬂ1%eﬁgrggegaﬁ pPgrﬁﬁ?tﬁnEﬁtlﬁﬁn?Qiﬁﬁﬁ t he

conmmuni cag | ta is r d,in a ranspiiting .side. with random nunber
data as giﬂée)@tgﬁbeaﬁ Weecq}rl;h%g%%nE#ﬁe?taéfaeﬁg}‘%%cvgﬁ e‘%‘*/ﬁvﬂ K% cr ypt okey
which is c5ﬁﬁg?§5§@éf‘the receiving side, the encrypted random nunber data
Is transmtted together with the encrypted communication data fromthe
transmtting side to a receiving side, and the encrypted random nunber

data is decrypted with 52
2. A method according to claim 2, wherein said

random number data comprise one-time pass random number

data.

3. A method according to claim 1 or 2, wherein said
random number data are generated according to a given

process of the entity at the transmitting side.

4. A method according to claim 3, wherein said given
process comprises a manual data entering process, and said
one-time pass personal random number data are generated

based on the timing of said manual data entering process.

5. (Amended) A method according to claim 1, wherein
said weighting function is determined in an unpredictable

pattern by random number data generated in said center.

6. (Amended) A method according to claim 5, wherein
said random number data comprise one-time pass random number

data.

7. (Amended) A method according to claim 1, wherein

said integral transformation algorithm comprises a Fourier
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“the ¢ mﬁ mwmﬁnd the encrypted communi cation data is decrypted
wth ﬂm dom nunber data as a key in the receiving side,

conpri ¢i n§ the st &ps of : random zing, in a center of the network
identifiers peculiar to the entities transforned by said center algorithm
which is held sald ce er aonly and which is comon to the entities,

with one- FF/BS % © m nunber data which are peculiar to each

of the entities, thereby to generate secret private keys, and
di stributing, fronrsaid center, said secret private keys and an identifier

transformation al gor}thm | ydi celi t he

el ements of the rgnd nrzé#ﬁﬁ %' are %%%ﬁ?ﬁgh c%ggﬂig'sgg¥€$éprlvate
key, to egg 9{ e vfdtdd ; 'nd generating said common

crypt okey, S H? ﬁglnmﬁ%fé%tlons data is transmtted, by applying said

i dentifier tra”5f95ﬂ36m£ihﬁéﬁﬂﬁﬂtéﬁﬂdﬂaéﬁ%@rd @6l ehepti¥abe key which are
hel d by each of the entities to the i dentifier peculiar to the other

entity W thambr6hnd® WPBRIY GHinber algorithm, léithAPRE0ethe Apa®s hod

according to claim13,” wherein said random nunber data conprise one-tine

pass personal random number data which are peculiar to each of
the entities, thereby to generate said secret private key,
and distributing, from said center, an identifier
transformation algorithm including an algorithm for
canceling out the elements of the randomization which are
contained in said secret private key and said integral
transformation algorithm with the weighting function,
together with said secret private key, to each of the
entities; and

generating said common cryptokey by applying said

identifier transformation algorithm and said secret private

key which are held by each of the entities to the identifier

peculiar to the other entity with which to communicate.

9. (Amended) A method according to claim 8, wherein
said identifier transformed by said center algorithm is
randomized by rearranging a sequence of data representing
the identifier transformed by said center algorithm, with

said one-~time pass personal random number data.

10. (Amended) A method according to claim 9, wherein
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rando r : 15. (Amended) A nethod according to claim13
. or 14“” ls“ ﬂ EI‘HI" andom nunber data are generated according to a given
process tthe®entity in the transm ssion side of said

53 transmtted data. 16. (Amended) A nethod according
to claim15 d wherein s 'qi . ven _process c;ngr#ies a nanuaJedata entering
process, SAYCSEFEITHE (T EREAIBRP PARGBIRYnDEr U RBTESHYY det er mi ned
based on tim ' ring c 17.
(Anended)Lgﬁﬁét%%%qgg%%ﬁg#%b o%%:g&%&%§?ga%§e?gi%££§idéﬁﬁ%%tifier
transfor ; Siah ds I ' Sk 2k | g a
Sequence o SoE El CL o R Iy P B 2O LAyl SR Y vt er
al gori t hiynhbédssary bits with said one-time pass personal random

number data and further rearranging the sequence of data,

including said unnecessary bits, in its entirety.

11. (Amended) A method according to claim 8, wherein
said one-time pass personal random number data are generated

according to a given process of each of the entities.

12. (Amended) A method according to claim 11,
wherein said given process comprises a manual data entering
process, and said one-time pass personal random number data
are generated based on the timing of said manual data

entering process.

13. (Amended) A method of effecting communications
wherein when communication data is transmitted between
entities in a network which includes a plurality of
entities, the communication data is encrypted in a
transmitting side with random number data as a key and the
random number data is encrypted with a cryptokey which is
common with the receiving side, the encrypted random number
data is transmitted together with the encrypted
communication data from the transmitting side to a receiving

side, and the encrypted random number data is decrypted with
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> said on n random nunber dat a. 18. A net hod
accor di E!! n&ﬂﬁﬂi Iﬂwhereln said sequence of data contains a plurality
" of unn d said identifier transformed by said center

algorithmis random zed by random zi ng the val ues of said unnecessary
bits with said one-ti me _p %? pg&foqﬁ% rando unber data_and furt her
rearranglﬁéetﬁgmgﬁaugﬁgﬁ YA 5O% SRETYPTES FOTIHRSCAEISRyBFRSISin its

ai d one. esEvpEed BEFEoHAS SRR R T ASERE Bencel Bt aing to
a gi ven PeAgesacatveRghsee ! Fon i tiPine staps of;

54 nefho according to ctaim 19, wherein said given
process conprises ranABRYSing At fin SN EEALHY RIOGERS ncAWrk, identifiers

3y

peculiar to the entities transformed by said center
algorithm which is held by said center only and which is
common to the entities, with one-time pass personal random
number data which are peculiar to each of the entities,
thereby to generate secret private keys, and distributing,
from said center, said secret private keys and an identifier
transformation algorithm including an algorithm for
canceling out the elements of the randomization which are
contained in said secret private key, to each of the
entities; and

generating said common cryptokey, when said
communications data is transmitted, by applying said
identifier transformation algorithm and said secret private
key which are held by each of the entities to the identifier

peculiar to the other entity with which to communicate.

14. (Amended) A method according to claim 13,
wherein said random number data comprise one-time pass

random number data.

15. (Amended) A method according to claim 13 or 14,

wherein said random number data are generated according to a

given process of the entity in the transmission side of said
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s one-ti andom nunber data are generated based on the
tim ngﬁﬁmﬁmﬂm‘l ﬂm Imt a entering process.

transmitted data.

16. (Amended) A method according to claim 15,
wherein said given process comprises a manual data entering
process, and said one-time pass personal random number data
are determined based on the timing of said manual data

entering process.

17. (amended) A method according to claim 13,
wherein said identifier transformed by said center algorithm
is randomized by rearranging a sequence of data representing
the identifier transformed by said center algorithm, with

said one~time pass personal random number data.

18. A method according to c¢laim 17, wherein said
sequence of data contains a plurality of unnecessary bits,
and said identifier transformed by said center algorithm is
randomized by randomizing the values of said unnecessary
bits with said one-time pass personal random number data and
further rearranging the sequence of data, including said

unnecessary bits, in its entirety.

19. (Amended) A method according to claim 13,
wherein said one-time pass personal random number data are

generated according to a given process of each of the

entities.
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20. A method according to claim 19, wherein said
given process comprises a manual data entering process, and
one-~time pass personal random number data are generated

based on the timing of said manual data entering process.
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